
MANAGEMENT INFORMATION MANAGEMENT

Topic Objective:

At the end of this topic student would be able to:

 Understand the Information system

 Understand the Areas of work

 Understand the Types of Information systems

 Understand the Information System development

 Understand the Management information

 Understand the Decision support system

Definition/Overview:

Information system: In a general sense, the term information system (IS) refers to a system

of persons, data records and activities that process the data and information in an

organization, and it includes the organization's manual and automated processes.

Management information

A management information system (MIS) is a subset of the overall internal controls of a

business covering the application of people, documents, technologies, and procedures by

management accountants to solving business problems such as costing a product, service or a

business-wide strategy.

Key Points:

1. Information system

In a general sense, the term information system (IS) refers to a system of persons, data

records and activities that process the data and information in an organization, and it includes

the organization's manual and automated processes. In a narrow sense, the term information

system (or computer-based information system) refers to the specific application software

that is used to store data records in a computer system and automates some of the

information-processing activities of the organization. Computer-based information systems

are in the field of information technology. The discipline of Business process modeling

describes the business processes supported by information systems.

The term "information system" has different meanings:
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 In computer security, an information system is described by the following components:

1. Structure:

2. Channels, which connect repositories, such as buses, cables, wireless links,

etc. A Network is a set of logical or physical: an introduction to

informatics in Organizations. .

 The common view of an information system is that of an Information processor, that involves

Input-Process-Output.

Information technology is a very important malleable resource available to executives. Many

companies have created a position of Chief Information Officer (CIO) that sits on the

executive board with the Chief Executive Officer (CEO), Chief Financial Officer (CFO),

Chief Operating Officer (COO) and Chief Technical Officer (CTO).The CTO may also serve

as CIO, and vice versa. The Chief Information Security Officer (CISO), who focuses on

information security within an organization, normally reports to the CIO.

There are five types of information system. These are transaction processing systems,

executive support systems, business systems, knowledge work systems and office

information systems.

2. Areas of work

Information Systems has a number of different areas of work:

 Information Systems Strategy

 Information Systems Management

 Information Systems Development

There are a wide variety of career paths in the information systems discipline. "Workers with

specialized technical knowledge and strong communications skills will have the best

prospects. People with management skills and an understanding of business practices and

principles will have excellent opportunities, as companies are increasingly looking to

technology to drive their revenue."

3. Types of Information systems

From prior studies and experiences with information systems there are at least four classes of

information systems:
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 Transaction processing systems

 Management information systems

 Decision support systems

 Expert systems

 Business intelligence

4. Information System development

The IT Department partly governs the information technology development, use, application

and influence on a business or corporation. A computer based information system, following

a definition of Langefors, is:

 a technologically implemented medium for recording, storing, and disseminating linguistic

expressions,

 As well as for drawing conclusions from such expressions.

Which can be formulated as a generalized information systems design mathematical program.

5. Management information

A management information system (MIS) is a subset of the overall internal controls of a

business covering the application of people, documents, technologies, and procedures by

management accountants to solving business problems such as costing a product, service or a

business-wide strategy. Management information systems are distinct from regular

information systems in that they are used to analyze other information systems applied in

operational activities in the organization. Academically, the term is commonly used to refer

to the group of information management methods tied to the automation or support of human

decision making, e.g. Decision Support Systems, Expert systems, and Executive information

systems. At the start, in businesses and other organizations, internal reporting was made

manually and only periodically, as a by-product of the accounting system and with some

additional statistics, and gave limited and delayed information on management performances.

In their infancy, business computers were used for the practical business of computing the

payroll and keeping track of accounts payable and accounts receivable. As applications were

developed that provided managers with information about sales, inventories, and other data

that would help in managing the enterprise, the term "MIS" arose to describe these kinds of

applications. Today, the term is used broadly in a number of contexts and includes (but is not

limited to): decision support systems, resource and people management applications, project

management and database retrieval application. An 'MIS' is a planned system of the
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collecting, processing, storing and disseminating data in the form of information needed to

carry out the functions of management. According to Phillip Kotler "A marketing information

system consists of people, equipment, and procedures to gather, sort, analyze, evaluate, and

distribute needed, timely, and accurate information to marketing decision makers." The terms

MIS and information system are often confused. Information systems include systems that

are not intended for decision making. The area of study called MIS is sometimes referred to,

in a restrictive sense, as information technology management. That area of study should not

be confused with computer science. IT service management is a practitioner-focused

discipline. MIS has also some differences with Enterprise Resource Planning (ERP) as ERP

incorporates elements that are not necessarily focused on decision support.

6. Decision support system

Decision support systems constitute a class of computer-based information systems including

knowledge-based systems that support decision-making activities. Decision Support Systems

(DSS) are a specific class of computerized information system that supports business and

organizational decision-making activities. A properly-designed DSS is an interactive

software-based system intended to help decision makers compile useful information from raw

data, documents, personal knowledge, and/or business models to identify and solve problems

and make decisions.

Typical information that a decision support application might gather and present would be:

 an inventory of all of your current information assets (including legacy and relational data

sources, cubes, data warehouses, and data marts),

 comparative sales figures between one week and the next,

 projected revenue figures based on new product sales assumptions;

 The consequences of different decision alternatives, given past experience in a context that is

described.

In the absence of an all-inclusive definition, we focus on the history of DSS (see also Power).

According to Keen, the concept of decision support has evolved from two main areas of

research: the theoretical studies of organizational decision making done at the Carnegie

Institute of Technology during the late 1950s and early 1960s, and the technical work on

interactive computer systems, mainly carried out at the Massachusetts Institute of Technology

in the 1960s. It is considered that the concept of DSS became an area of research of its own in

the middle of the 1970s, before gaining in intensity during the 1980s. In the middle and late
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1980s, executive information systems (EIS), group decision support systems (GDSS), and

organizational decision support systems (ODSS) evolved from the single user and model-

oriented DSS. Beginning in about 1990, data warehousing and on-line analytical processing

(OLAP) began broadening the realm of DSS. As the turn of the millennium approached, new

Web-based analytical applications were introduced. It is clear that DSS belong to an

environment with multidisciplinary foundations, including (but not exclusively) database

research, artificial intelligence, human-computer interaction, simulation methods, software

engineering, and telecommunications. The advent of better and better reporting technologies

has seen DSS start to emerge as a critical component of management design. Examples of

this can be seen in the intense amount of discussion of DSS in the education environment.

DSS also have a weak connection to the user interface paradigm of hypertext. Both the

University of Vermont PROMIS system (for medical decision making) and the Carnegie

Mellon ZOG/KMS system (for military and business decision making) were decision support

systems which also were major breakthroughs in user interface research. Furthermore,

although hypertext researchers have generally been concerned with information overload,

certain researchers, notably Douglas Engelbart, have been focused on decision makers in

particular.

8. Taxonomies

As with the definition, there is no universally-accepted taxonomy of DSS either. Different

authors propose different classifications. Using the relationship with the user as the criterion,

Haettenschwiler differentiates passive, active, and cooperative DSS. A passive DSS is a

system that aids the process of decision making, but that cannot bring out explicit decision

suggestions or solutions. An active DSS can bring out such decision suggestions or solutions.

A cooperative DSS allows the decision maker (or its advisor) to modify, complete, or refine

the decision suggestions provided by the system, before sending them back to the system for

validation. The system again improves, completes, and refines the suggestions of the decision

maker and sends them back to her for validation. The whole process then starts again, until a

consolidated solution is generated. Taxonomy for DSS has been created by Daniel Power.

Using the mode of assistance as the criterion, Power differentiates communication-driven

DSS, data-driven DSS, document-driven DSS, knowledge-driven DSS, and model-driven

DSS.

 A model-driven DSS emphasizes access to and manipulation of a statistical, financial,

optimization, or simulation model. Model-driven DSS use data and parameters provided by
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users to assist decision makers in analyzing a situation; they are not necessarily data-

intensive. Dicodess is an example of an open source model-driven DSS generator .

 A communication-driven DSS supports more than one person working on a shared task;

examples include integrated tools like Microsoft's NetMeeting or Groove

 A data-driven DSS or data-oriented DSS emphasizes access to and manipulation of a time

series of internal company data and, sometimes, external data.

 A document-driven DSS manages, retrieves, and manipulates unstructured information in a

variety of electronic formats.

 A knowledge-driven DSS provides specialized problem-solving expertise stored as facts,

rules, procedures, or in similar structures.

Using scope as the criterion, Power differentiates enterprise-wide DSS and desktop DSS. An

enterprise-wide DSS is linked to large data warehouses and serves many managers in the

company. A desktop, single-user DSS is a small system that runs on an individual manager's

PC.

9. Classifying DSS

There are several ways to classify DSS applications. Not every DSS fits neatly into one

category, but a mix of two or more architecture in one. Holsapple and Whinston classify DSS

into the following six frameworks: Text-oriented DSS, Database-oriented DSS, Spreadsheet-

oriented DSS, Solver-oriented DSS, Rule-oriented DSS, and Compound DSS. A compound

DSS is the most popular classification for a DSS. It is a hybrid system that includes two or

more of the five basic structures described by Holsapple and Whinston . The support given by

DSS can be separated into three distinct, interrelated categories: Personal Support, Group

Support, and Organizational Support. Additionally, the buildup of a DSS is also classified

into a few characteristics. 1) Inputs: this is used so the DSS can have factors, numbers, and

characteristics to analyze. 2) User knowledge and expertise: This allows the system to decide

how much it is relied on, and exactly what inputs must be analyzed with or without the user.

3) Outputs: This is used so the user of the system can analyze the decisions that may be made

and then potentially 4) make a decision: This decision making is made by the DSS, however,

it is ultimately made by the user in order to decide on which criteria it should use. DSSs

which perform selected cognitive decision-making functions and are based on artificial

intelligence or intelligent agents technologies are called Intelligent Decision Support Systems

(IDSS). The nascent field of Decision engineering treats the decision itself as an engineered
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object, and applies engineering principles such as Design and Quality assurance to an explicit

representation of the elements that make up a decision.

10. Applications

As mentioned above, there are theoretical possibilities of building such systems in any

knowledge domain. One example is the Clinical decision support system for medical

diagnosis. Other examples include a bank loan officer verifying the credit of a loan applicant

or an engineering firm that has bids on several projects and wants to know if they can be

competitive with their costs. DSS is extensively used in business and management. Executive

dashboard and other business performance software allow faster decision making,

identification of negative trends, and better allocation of business resources. A growing area

of DSS application, concepts, principles, and techniques is in agricultural production,

marketing for sustainable development. For example, the DSSAT4 package, developed

through financial support of USAID during the 80's and 90's, has allowed rapid assessment of

several agricultural production systems around the world to facilitate decision-making at the

farm and policy levels. There are, however, many constraints to the successful adoption on

DSS in agriculture. A specific example concerns the Canadian National Railway system,

which tests its equipment on a regular basis using a decision support system. A problem faced

by any railroad is worn-out or defective rails, which can result in hundreds of derailments per

year. Under a DSS, CN managed to decrease the incidence of derailments at the same time

other companies were experiencing an increase. DSS has many applications that have already

been spoken about. However, it can be used in any field where organization is necessary.

Additionally, a DSS can be designed to help make decisions on the stock market, or deciding

which area or segment to market a product toward.

Topic : Information Systems For Competitive Advantage

Topic Objective:

At the end of this topic student would be able to:

 Understand the Dimensions of information

 Understand the Information Flow
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 Understand the Overview

 Understand the A management information system

Definition/Overview:

A management information system: A management information system (MIS) is a subset

of the overall internal controls of a business covering the application of people, documents,

technologies, and procedures by management accountants to solving business problems such

as costing a product, service or a business-wide strategy.

Information flow: data and information flow directly to management.

Key Points:

1. A management information system

A management information system (MIS) is a subset of the overall internal controls of a

business covering the application of people, documents, technologies, and procedures by

management accountants to solving business problems such as costing a product, service or a

business-wide strategy. Management information systems are distinct from regular

information systems in that they are used to analyze other information systems applied in

operational activities in the organization. Academically, the term is commonly used to refer

to the group of information management methods tied to the automation or support of human

decision making, e.g. Decision Support Systems, Expert systems, and Executive information

systems.

2. Overview

At the start, in businesses and other organizations, internal reporting was made manually and

only periodically, as a by-product of the accounting system and with some additional

statistics, and gave limited and delayed information on management performances. In their

infancy, business computers were used for the practical business of computing the payroll

and keeping track of accounts payable and accounts receivable. As applications were

developed that provided managers with information about sales, inventories, and other data

that would help in managing the enterprise, the term "MIS" arose to describe these kinds of

applications. Today, the term is used broadly in a number of contexts and includes (but is not

limited to): decision support systems, resource and people management applications, project

management and database retrieval application. An 'MIS' is a planned system of the

collecting, processing, storing and disseminating data in the form of information needed to

carry out the functions of management. According to Phillip Kotler "A marketing information
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system consists of people, equipment, and procedures to gather, sort, analyze, evaluate, and

distribute needed, timely, and accurate information to marketing decision makers. The terms

MIS and information system are often confused. Information systems include systems that

are not intended for decision making. The area of study called MIS is sometimes referred to,

in a restrictive sense, as information technology management. That area of study should not

be confused with computer science.

3. Information Flow

There are instances when data and information flow directly to management. The simplest

case is when the firm does not use computing technology or uses it only sparingly. In the

absence of the technology, the data and information flow directly to the users. In companies

where technology is used, there are instances when direct flows occur--such as when there is

an accident on the plant floor and a supervisor rushes to the office of the plant superintendent

to report the accident. The presence of many legacy systems developed for many platforms

makes the job of assembling and synthesizing information difficult. Special steps must be

taken to address the unique characteristics of each system. It is much better when all systems

are compatible in terms of how the data is stored and retrieved. This is a major reason why

firms re-engineer their legacy systems. The information resources are located throughout the

firm--not just in the information services unit. The main distinguishing feature of global

information systems is that they are devised to address challenges imposed by national

boundaries. Firms that do not operate in multiple countries are able to develop information

systems that do not have this constraint. Standards are provided to the information processor

so that it can monitor the performance of the physical system for the manager. The eight

environmental elements include suppliers, customers, competitors, government, global

community, financial community, stockholders and owners, and labor unions. The firm is

connected to its environment by flows of both physical and conceptual resources.

Margin is the value of the firms products and services, as perceived by the customers, less the

costs. Margin is the goal of achieving a competitive advantage. Primary value activities are

those associated with producing the firms products and services and making them available to

customers. Support value activities provide the infrastructure and inputs to the primary value

activities. The value chain consists of the primary and support value activities that facilitate

the flow of resources through the firm and to its customers. The value system consists of

value chains from all of the firms that work together to meet customer needs. A firm can

achieve strategic advantage with its information systems by enabling elements in its

environment (customers, suppliers, and so on) to directly access the firm's data to facilitate
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engaging in business transactions with the firm. Such a strategy opens up entirely new

markets and enables the firm to operate in dramatically new ways. Linking the sales order

and customer service systems achieves a tactical advantage by using the improved knowledge

of the customer to suggest future purchases. Amazon.com does a good job of this in

suggesting similar books to those you have ordered in the past. You would design a system to

achieve operational advantages by making it easy for customers to interface with the firm. An

MNC operates in markets that span nations and cultures. Uncertainty for an MNC is caused

by the inability of the information system to provide the information that is needed to

perform the management function. MNC executives respond to uncertainty by building good

information systems. The MNC achieves competitive advantage by means of coordination.

Cultural and communications barriers can challenge system development by restricting

hardware purchases and imports, data processing, and data communications. The information

resources include hardware, software, information specialists, users, facilities, database, and

information. None of these resources are restricted exclusively to information services. Even

information specialists can be found in user areas in the form of functional support personnel.

4. Dimensions of information

The dimensions of information are relevancy, accuracy, timeliness, and completeness.

Knowledge management is the activity that is concerned with the capture, storage,

processing, and use of the firm's knowledge, which exists in the form of information. Not all

information has to be error-free. Being error free has a cost and sometimes the value is not

worth the cost. Many managers can make effective decisions based on information that they

know is not completely accurate. When too much information is provided, the manager

becomes overloaded and cannot use the information effectively. Information should be

captured from the firm's legacy systems because they provide a valuable description of what

has happened in the past. This historical data provides an excellent basis for future planning.

Increased Web use has increased the importance of image management because Web sites

typically emphasize graphic displays. The CIO title isnt as important as the responsibilities

and stature within the organization that it implies. Many computing managers function as

CIOs even though they have other titles. A business degree would put a CIO in a better

position to understand the firm's business and see the importance of integrating the computer

into the firm's business operations. The degree would also enable the CIO to function as a

manager rather than a technician.
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Topic : Using Information Technology To Engage In Electronic Commerce

Topic Objective:

At the end of this topic student would be able to:

 Understand the Electronic commerce

 Understand the Early development

 Understand the Timeline

 Understand the Business applications

 Understand the Government regulations

 Understand the Forms

Definition/Overview:

The amount of trade conducted electronically has grown extraordinarily since the spread of

the Internet. A wide variety of commerce is conducted in this way, spurring and drawing on

innovations in electronic funds transfer, supply chain management, Internet marketing, online

transaction processing, electronic data interchange (EDI), inventory management systems,

and automated data collection systems. Modern electronic commerce typically uses the

World Wide Web at least at some point in the transaction's lifecycle, although it can

encompass a wider range of technologies such as e-mail as well.

Key Points:

1. Electronic commerce

Electronic commerce, commonly known as e-commerce or eCommerce, consists of the

buying and selling of products or services over electronic systems such as the Internet and

other computer networks. A large percentage of electronic commerce is conducted entirely

electronically for virtual items such as access to premium content on a website, but most

electronic commerce involves the transportation of physical items in some way. Online

retailers are sometimes known as e-tailers and online retail is sometimes known as e-tail.
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Almost all big retailers have electronic commerce presence on the World Wide Web.

Electronic commerce that is conducted between businesses is referred to as business-to-

business or B2B. B2B can be open to all interested parties (e.g. commodity exchange) or

limited to specific, pre-qualified participants (private electronic market). Electronic

commerce that is conducted between businesses and consumers, on the other hand, is referred

to as business-to-consumer or B2C. This is the type of electronic commerce conducted by

companies such as Amazon.com. Electronic commerce is generally considered to be the sales

aspect of e-business. It also consists of the exchange of data to facilitate the financing and

payment aspects of the business transactions.

2. Early development

The meaning of electronic commerce has changed over the last 30 years. Originally,

electronic commerce meant the facilitation of commercial transactions electronically, using

technology such as Electronic Data Interchange (EDI) and Electronic Funds Transfer (EFT).

These were both introduced in the late 1970s, allowing businesses to send commercial

documents like purchase orders or invoices electronically. The growth and acceptance of

credit cards, automated teller machines (ATM) and telephone banking in the 1980s were also

forms of electronic commerce. Another form of e-commerce was the airline reservation

system typified by Sabre in the USAand Travicom in the UK. Online shopping was invented

in the UK in 1979 by Michael Aldrich and during the 1980s it was used extensively

particularly by auto manufacturers such as Ford, Peugeot-Talbot, General Motors and Nissan.

From the 1990s onwards, electronic commerce would additionally include enterprise resource

planning systems (ERP), data mining and data warehousing. Perhaps it is introduced from the

Telephone Exchange Office, or maybe not. The earliest example of many-to-many electronic

commerce in physical goods was the Boston Computer Exchange, a marketplace for used

computers launched in 1982. The first online information marketplace, including online

consulting, was likely the American Information Exchange, another pre-Internet online

system introduced in 1991. Although the Internet became popular worldwide in 1994, it took

about five years to introduce security protocols and DSL allowing continual connection to the

Internet. And by the end of 2000, a lot of European and American business companies

offered their services through the World Wide Web. Since then people began to associate a

word "ecommerce" with the ability of purchasing various goods through the Internet using

secure protocols and electronic payment services.
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3. Timeline

 1990: Tim Berners-Lee writes the first web browser, Worldwide Web, using a NeXT

computer.

 1992: J.H. Snider and Terra Ziporyn publish Future Shop: How New Technologies Will

Change the Way We Shop and What We Buy. St. Martin's Press. ISBN 0312063598.

 1994: Netscape releases the Navigator browser in October under the code name Mozilla.

Pizza Hut offers pizza ordering on its Web page. The first online bank opens. Attempts to

offer flower delivery and magazine subscriptions online. Adult materials also become

commercially available, as do cars and bikes. Netscape 1.0 is introduced in late 1994 SSL

encryption that made transactions secure.

 1995: Jeff Bezos launches Amazon.com and the first commercial-free 24 hour, internet-only

radio stations, Radio HK and NetRadio start broadcasting. Dell and Cisco begin to

aggressively use Internet for commercial transactions. EBay is founded by computer

programmer Pierre Omidyar as AuctionWeb.

 1998: Electronic postal stamps can be purchased and downloaded for printing from the Web.

 1999: Business.com sold for US $7.5 million to eCompanies, which was purchased in 1997

for US $149,000. The peer-to-peer filesharing software Napster launches.

 2000: The dot-com bust.

 2002: eBay acquires PayPal for $1.5 billion. Niche retail companies CSN Stores and

NetShops are founded with the concept of selling products through several targeted domains,

rather than a central portal.

 2003: Amazon.com posts first yearly profit.

 2007: Business.com acquired by R.H. Donnelley for $345 million.

 2008: US eCommerce and Online Retail sales projected to reach $204 billion, an increase of

17 percent over 2007.

4. Business applications

Some common applications related to electronic commerce are the following:

 Email

 Enterprise content management

 Instant messaging

 Newsgroups

 Online shopping and order tracking
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 Online banking

 Online office suites

 Domestic and international payment systems

 Shopping cart software

 Teleconferencing

 Electronic tickets

5. Government regulations

In the United States, some electronic commerce activities are regulated by the Federal Trade

Commission (FTC). These activities include the use of commercial e-mails, online

advertising and consumer privacy. The CAN-SPAM Act of 2003 establishes national

standards for direct marketing over e-mail. The Federal Trade Commission Act regulates all

forms of advertising, including online advertising, and states that advertising must be truthful

and non-deceptive. Using its authority under Section 5 of the FTC Act, which prohibits unfair

or deceptive practices, the FTC has brought a number of cases to enforce the promises in

corporate privacy statements, including promises about the security of consumers personal

information. As result, any corporate privacy policy related to e-commerce activity may be

subject to enforcement by the FTC.

6. Forms

Contemporary electronic commerce involves everything from ordering "digital" content for

immediate online consumption, to ordering conventional goods and services, to "meta"

services to facilitate other types of electronic commerce. On the consumer level, electronic

commerce is mostly conducted on the World Wide Web. An individual can go online to

purchase anything from books or groceries, to expensive items like real estate. Another

example would be online banking, i.e. online bill payments, buying stocks, transferring funds

from one account to another, and initiating wire payment to another country. All of these

activities can be done with a few strokes of the keyboard. On the institutional level, big

corporations and financial institutions use the internet to exchange financial data to facilitate

domestic and international business. Data integrity and security are very hot and pressing

issues for electronic commerce today.

In Section 2 of this course you will cover these topics:
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System Users And Developers

Computing And Communications Resources

Topic : System Users And Developers

Topic Objective:

At the end of this topic student would be able to:

 Understand the System user

 Understand the Semantics

 Understand the Nickname

 Understand the Password

 Understand the Moniker

 Understand the Developer

Definition/Overview:

System user: In computing, a user is a person who uses a computer or Internet service.

Semantics: A user account allows one to authenticate to system services.

Key Points:

1. System user

In computing, a user is a person who uses a computer or Internet service. A user may have a

user account that identifies the user by a username (also user name), screen name (also screen

name), or "handle", which is derived from the identical Citizen's Band radio term. To login to

an account, a user is typically required to authenticate him with a password or other

credentials for the purposes of accounting, security, logging, and resource management.

Users are also widely characterized as the class of people that use a system without complete

technical expertise required to fully understand the system. In most hacker-related contexts,

they are also divided into lusers and power users. Both are terms of opprobriation, but the

latter connotes a "know-it-all" attitude. See also End-user (computer science).

2. Semantics
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A user account allows one to authenticate to system services. It also generally provides one

with the opportunity to be authorized to access them. However, authentication does not

automatically imply authorization. Once the user has logged on, the operating system will

often use an identifier such as an integer to refer to them, rather than their username. On Unix

systems this is called the user identifier or user id. These accounts also create better

performance throughout the computer as the different applications are spread out and do not

all run at once while you are using one account. Computer systems are divided into two

groups based on what kind of users they have:

 single-user systems do not have a concept of several user accounts

 multi-user systems have such a concept, and require users to identify themselves before using

the system.123

3. Nickname

A nickname is a descriptive name given in place of or in addition to the official name of a

person, place or thing. Another class of nickname is the familiar or truncated form of the

proper name, such as Bob, Bobby, Rob, Robbie, and Bert for Robert, more properly called a

short name. The term hypocoristic is used to refer to a nickname of affection between those

in love or with a close emotional bond, compared with a term of endearment. The term

diminutive name refers to nicknames that convey smallness in the names, e.g., referring to

children. The distinction between the two is often blurred. As a concept, it is distinct from

both pseudonym and stage name, and also from a title (for example, City of Fountains),

although there may be overlap in these concepts. A nickname is sometimes considered

desirable, symbolizing a form of acceptance, but can often be a form of ridicule. In the

context of information technology, a nickname (or technically a nick) is a common synonym

for a screenname or handle. Nickname is a name to shorten a name. Nick is a term originally

used to identify a person in a system for synchronous conferencing. In computer networks it

has become a common practice for every person to also have one or more nicknames for the

purposes of anonymity, to avoid ambiguity or simply because the natural name or technical

address would be too long to type or take too much space on the screen.

4. Password

A password is a secret word or string of characters that is used for authentication, to prove

identity or gain access to a resource. The password must be kept secret from those not

allowed access. The use of passwords is known to be ancient. Sentries would challenge those
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wishing to enter an area or approaching it to supply a password or watchword. Sentries would

only allow a person or group to pass if they knew the password. In modern times, user names

and passwords are commonly used by people during a log in process that controls access to

protected computer operating systems, mobile phones, cable TV decoders, automated teller

machines (ATMs), etc. A typical computer user may require passwords for many purposes:

logging in to computer accounts, retrieving e-mail from servers, accessing programs,

databases, networks, web sites, and even reading the morning newspaper online. Despite the

name, there is no need for passwords to be actual words; indeed passwords which are not

actual words may be harder to guess, a desirable property. Some passwords are formed from

multiple words and may more accurately be called a passphrase. The term passcode is

sometimes used when the secret information is purely numeric, such as the personal

identification number (PIN) commonly used for ATM access. Passwords are generally short

enough to be easily memorized and typed.

5. Moniker

Moniker (or "monicker") is another term for a "nickname", "pseudonym", or "cognomen."

Typically, the title is used as a personal or professional name, instead of the person's given

name, for works of art, music, books, or performances. Monikers are commonly used in small

subcultures such as in railroad tramping (i.e.,"Baltimore Red") and on Internet message

boards.

6. Developer

A software developer is a person or organization concerned with the facts of the software

development process wider than design and coding, a somewhat broader scope of computer

programming or a specialty of project managing including some aspects of software product

management. This person may contribute to the overview of the project on the application

level rather than component level or individual programming tasks. Software developers are

often still guided by lead programmers but also encompass the class of freelance software

developers. Other names which are often used in the same close context are software analyst

and software engineer. With time and a little luck, differences between system design,

software development and programming are more apparent. Already in the current market

place there can be found segregation between programmers and developers, being that one

who actually implements is not the same as the one who designs the class structure or

hierarchy. Even more so that developers become systems architects, those who design the

multi-leveled architecture or component interactions of a large software system.
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A 'programmer' can be celebrated just for writing code, but a 'developer' could be involved in

wider aspects of the software development process such as:

1. Participation in software product definition, including Business case or Gap analysis

2. Specification

3. Requirements analysis

4. Development and refinement of throw-away simulations or prototypes to confirm

requirements

5. Feasibility and Cost-benefit analysis, including the choice of application architecture

and framework, leading to the budget and schedule for the project

6. Design

7. Implementation (e.g. installation, configuration, programming/customization,

integration, data migration)

8. Authoring of documentation needed by users and implementation partners etc.

9. Testing, including defining/supporting acceptance testing and gathering feedback

from pre-release testers

10. Participation in software release and post-release activities, including support for

product launch evangelism (e.g. developing demonstrations and/or samples) and

competitive analysis for subsequent product build/release cycles

11. Maintenance

In a large company there may be employees whose sole responsibility may consist of only

one of the phases above. In smaller development environments, a few, or even a single

individual might handle the complete process.

Topic : Computing And Communications Resources

Topic Objective:

At the end of this topic student would be able to:

 Understand the Computing resource
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 Understand the Major resource types

 Understand the Resource management

 Understand the Communication Scope of the field

 Understand the Characteristics

Definition/Overview:

Computing resource: A resource, or system resource, is any physical or virtual component

of limited availability within a computer system

Communication:Communication occurring within a computer-mediated format has an effect

on many different aspects of an interaction

Key Points:

1. Computing resource

A resource, or system resource, is any physical or virtual component of limited availability

within a computer system. Every device connected to a computer system is a resource. Every

internal system component is a resource. Virtual system resources include files, network

connections and memory areas.

2. Major resource types

 CPU time

 Random access memory and virtual memory

 Hard disk space

 Network throughput

 Electrical power

 External Devices

3. Resource management

A resource handle is an identifier for a resource that is currently being accessed. Resource

handles can be opaque, in which case they are often integer numbers, or they can be pointers

that allow access to further information. Common resource handles are file descriptors and

sockets. Resource tracking is the ability of an operating system, virtual machine or other

computer program to terminate the access to a resource that has been allocated by a program

but has not been reallocated immediately after use. When implemented by a virtual machine

this is often done in the form of garbage collection. Access to memory areas is often
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controlled by semaphores, which allows a pathological situation called a deadlock, when

different threads or processes try to allocate resources already allocated by each other. A

deadlock usually leads to a program becoming partially or completely unresponsive. Access

to resources is also sometimes regulated by queuing; in the case of computing time on a CPU

the controlling algorithm of the task queue is called a scheduler. In computational complexity

theory, a computational resource is a resource used by some computational models in the

solution of computational problems. The simplest computational resources are computation

time, the number of steps necessary to solve a problem, and memory space, the amount of

storage needed while solving the problem, but many more complicated resources have been

defined. A computational problem is generally defined in terms of its action on any valid

input. Examples of problems might be "given an integer n, determine whether n is prime", or

"given two numbers x and y, calculate the product x*y". As the inputs get bigger, the amount

of computational resources needed to solve a problem will increase. Thus, the resources

needed to solve a problem are described in terms of asymptotic analysis, by identifying the

resources as a function of the length or size of the input. Computational resources are useful

because we can study which problems can be computed in a certain amount of each

computational resource. In this way, we can determine whether algorithms for solving the

problem are optimal. The set of all of the computational problems that can be solved using a

certain amount of a certain computational resource is a complexity class, and relationships

between different complexity classes are one of the most important topics in complexity

theory.

4. Communication Scope of the field

Scholars from a variety of fields study phenomena that can be described under the umbrella

term of CMC (see also Internet studies). For example, many take a socio-psychological

approach to CMC by examining how humans use "computers" (or digital media) to manage

interpersonal interaction, form impressions and form and maintain relationships. These

studies have often focused on the differences between online and offline interactions, though

contemporary research is moving towards the view that CMC should be studied as embedded

in everyday life . Another branch of CMC research examines the use of paralinguistic

features such as emoticons; pragmatic rules such as turn-taking and the sequential analysis

and organization of talk; and the various sociolects, styles, registers or sets of terminology

specific to these environments (see Leet). The study of language in these contexts is typically

based on text-based forms of CMC, and is sometimes referred to as "computer-mediated

discourse analysis". The way humans communicate in professional, social, and educational
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settings varies widely, depending upon not only the environment but also the method of

communication in which the communication occurs (which, in this case, is through

computers or other ICTs). The study of communication to achieve collaboration - common

work products - is termed computer-supported collaboration and includes only some of the

concerns of other forms of CMC research. Popular forms of CMC include e-mail, video,

audio or text chat (text conferencing including "instant messaging"), bulletin boards, list-

servs and MMOs. These settings are changing rapidly with the development of new

technologies. Weblogs (blogs) have also become popular, and the exchange of RSS data has

better enabled users to each "becomes their own publisher."

5. Characteristics

Communication occurring within a computer-mediated format has an effect on many

different aspects of an interaction. Some of these that have received attention in the scholarly

literature include impression formation, deception and lying behavior, group dynamics,

disinhibition and especially relationship formation. CMC is examined and compared to other

communication media through a number of aspects thought to be universal to all forms of

communication, including (but not limited to) synchronicity, persistence or "recordability",

and anonymity. The association of these aspects with different forms of communication

varies widely. For example, instant messaging is prototypically synchronous, but rarely

persistent since one loses all the content when one closes the dialog box unless one has a

message log set up or has manually copy-pasted the conversation. E-mail and message boards

are similar; both are prototypically low in synchronicity since response time varies, but high

in persistence since messages sent and received are saved. Properties that separate CMC from

other media also include transience, its multimodal nature, and its relative lack of governing

codes of conduct. CMC is able to overcome physical and social limitations of other forms of

communication and therefore allow the interaction of people who are not physically sharing

the same space. Anonymity and in part privacy and security depends more on the context and

particular program being used or web page being visited. However, most researchers in the

field acknowledge the importance of considering the psychological and social implications of

these factors alongside the technical "limitations."

6. Types

CMC can be divided into synchronous and asynchronous modes. In synchronous

communications all participants are online at the same time, while asynchronous

communications occurs without time constraints
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7. Language learning

CMC is widely discussed in language learning because CMC provides opportunities for

language learners to practice their language. For example, Warschauer conducted several

case studies on using email or discussion board in different language classes. Warschauer

claimed that information and communications technology, Bridge the historic divide between

speech and writing. Thus, considerable concern has arisen over the reading and writing

research in L2 due to the booming of Internet.

In Section 3 of this course you will cover these topics:
Database Management Systems

Systems Development

Topic : Database Management Systems

Topic Objective:

At the end of this topic student would be able to:

 Understand the 1960s Navigational DBMS

 Understand the 1970s Relational DBMS

 Understand the End 1970s SQL DBMS

 Understand the DBMS building blocks

 Understand the Data structure

 Understand the Database query language

 Understand the Transaction mechanism

Definition/Overview:

A database management system: A database management system (DBMS) is computer

software that manages databases.
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Key Points:

A database management system (DBMS) is computer software that manages databases.

DBMSes may use any of a variety of database models, such as the network model or

relational model. In large systems, a DBMS allows users and other software to store and

retrieve data in a structured way. A DBMS is a set of software programs that controls the

organization, storage, management, and retrieval of data in a database. DBMS are categorized

according to their data structures or types. It is a set of prewritten programs that are used to

store, update and retrieve a Database. The DBMS accepts requests for data from the

application program and instructs the operating system to transfer the appropriate data. When

a DBMS is used, information systems can be changed much more easily as the organization's

information requirements change. New categories of data can be added to the database

without disruption to the existing system. Organizations may use one kind of DBMS for daily

transaction processing and then move the detail onto another computer that uses another

DBMS better suited for random inquiries and analysis. Overall systems design decisions are

performed by data administrators and systems analysts. Detailed database design is

performed by database administrators. Database servers are computers that hold the actual

databases and run only the DBMS and related software. Database servers are usually

multiprocessor computers, with generous memory and RAID disk arrays used for stable

storage. Connected to one or more servers via a high-speed channel, hardware database

accelerators are also used in large volume transaction processing environments. DBMSs are

found at the heart of most database applications. Sometimes DBMSs are built around a

private multitasking kernel with built-in networking support although nowadays these

functions are left to the operating system. Databases have been in use since the earliest days

of electronic computing. Unlike modern systems which can be applied to widely different

databases and needs, the vast majority of older systems were tightly linked to the custom

databases in order to gain speed at the expense of flexibility. Originally DBMSs were found

only in large organizations with the computer hardware needed to support large data sets.

1. 1960s Navigational DBMS

As computers grew in capability, this trade-off became increasingly unnecessary and a

number of general-purpose database systems emerged; by the mid-1960s there were a number

of such systems in commercial use. Interest in a standard began to grow, and Charles

Bachman, author of one such product, Integrated Data Store (IDS), founded the "Database

Task Group" within CODASYL, the group responsible for the creation and standardization of

COBOL. In 1971 they delivered their standard, which generally became known as the
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"Codasyl approach", and soon there were a number of commercial products based on it

available. The Codasyl approach was based on the "manual" navigation of a linked data set

which was formed into a large network. When the database was first opened, the program

was handed back a link to the first record in the database, which also contained pointers to

other pieces of data. To find any particular record the programmer had to step through these

pointers one at a time until the required record was returned. Simple queries like "find all the

people in India" required the program to walk the entire data set and collect the matching

results. There was, essentially, no concept of "find" or "search". This might sound like a

serious limitation today, but in an era when the data was most often stored on magnetic tape

such operations were too expensive to contemplate anyway. IBM also had their own DBMS

system in 1968, known as IMS. IMS was a development of software written for the Apollo

program on the System/360. IMS was generally similar in concept to Codasyl, but used a

strict hierarchy for its model of data navigation instead of Codasyl's network model. Both

concepts later became known as navigational databases due to the way data was accessed,

and Bachman's 1973 Turing Award presentation was The Programmer as Navigator. IMS is

classified as a hierarchical database. IDS and IDMS, both CODASYL databases, as well as

CINCOMs TOTAL database are classified as network databases.

2. 1970s Relational DBMS

Edgar Codd worked at IBM in San Jose, California, in one of their offshoot offices that was

primarily involved in the development of hard disk systems. He was unhappy with the

navigational model of the Codasyl approach, notably the lack of a "search" facility which was

becoming increasingly useful. In 1970, he wrote a number of papers that outlined a new

approach to database construction that eventually culminated in the groundbreaking A

Relational Model of Data for Large Shared Data Banks. In this paper, he described a new

system for storing and working with large databases. Instead of records being stored in some

sort of linked list of free-form records as in Codasyl, Codd's idea was to use a "table" of

fixed-length records. A linked-list system would be very inefficient when storing "sparse"

databases where some of the data for any one record could be left empty. The relational

model solved this by splitting the data into a series of normalized tables, with optional

elements being moved out of the main table to where they would take up room only if

needed.
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For instance, a common use of a database system is to track information about users, their

name, login information, various addresses and phone numbers. In the navigational approach

all of these data would be placed in a single record, and unused items would simply not be

placed in the database. In the relational approach, the data would be normalized into a user

table, an address table and a phone number table (for instance). Records would be created in

these optional tables only if the address or phone numbers were actually provided. Linking

the information back together is the key to this system. In the relational model, some bit of

information was used as a "key", uniquely defining a particular record. When information

was being collected about a user, information stored in the optional (or related) tables would

be found by searching for this key. For instance, if the login name of a user is unique,

addresses and phone numbers for that user would be recorded with the login name as its key.

This "re-linking" of related data back into a single collection is something that traditional

computer languages are not designed for. Just as the navigational approach would require

programs to loop in order to collect records, the relational approach would require loops to

collect information about any one record. Codd's solution to the necessary looping was a set-

oriented language, a suggestion that would later spawn the ubiquitous SQL. Using a branch

of mathematics known as tuple calculus, he demonstrated that such a system could support all

the operations of normal databases (inserting, updating etc.) as well as providing a simple

system for finding and returning sets of data in a single operation. Codd's paper was picked

up by two people at the Berkeley, Eugene Wong and Michael Stonebraker. They started a

project known as INGRES using funding that had already been allocated for a geographical

database project, using student programmers to produce code. Beginning in 1973, INGRES

delivered its first test products which were generally ready for widespread use in 1979.

During this time, a number of people had moved "through" the group perhaps as many as 30

people worked on the project, about five at a time. INGRES was similar to System R in a

number of ways, including the use of a "language" for data access, known as QUEL QUEL

was in fact relational, having been based on Codd's own Alpha language, but has since been

corrupted to follow SQL, thus violating much the same concepts of the relational model as

SQL itself. IBM itself did only one test implementation of the relational model, PRTV, and a

production one, Business System 12, both now discontinued. Honeywell did MRDS for

Multics, and now there are two new implementations: Alphora Dataphor and Rel. All other

DBMS implementations usually called relational are actually SQL DBMSs. In 1968, the

University of Michigan began development of the Micro DBMS relational database

management system. It was used to manage very large data sets by the US Department of
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Labor, the Environmental Protection Agency and researchers from University of Alberta, the

Universityof Michigan and Wayne StateUniversity. It ran on mainframe computers using

Michigan Terminal System. The system remained in production until 1996.

3. End 1970s SQL DBMS

IBM started working on a prototype system loosely based on Codd's concepts as System R in

the early 1970s. The first "quickie" version was ready in 1974/5, and work then started on

multi-table systems in which the data could be broken down so that all of the data for a record

(much of which is often optional) did not have to be stored in a single large "chunk".

Subsequent multi-user versions were tested by customers in 1978 and 1979, by which time a

standardized query language, SQL, had been added. Codd's ideas were establishing

themselves as both workable and superior to Codasyl, pushing IBM to develop a true

production version of System R, known as SQL/DS, and, later, Database 2 (DB2). Many of

the people involved with INGRES became convinced of the future commercial success of

such systems, and formed their own companies to commercialize the work but with an SQL

interface. Sybase, Informix, NonStop SQL and eventually Ingres itself were all being sold as

offshoots to the original INGRES product in the 1980s. Even Microsoft SQL Server is

actually a re-built version of Sybase, and thus, INGRES. Only Larry Ellison's Oracle started

from a different chain, based on IBM's papers on System R, and beat IBM to market when

the first version was released in 1978. Stonebraker went on to apply the lessons from

INGRES to develop a new database, Postgres, which is now known as PostgreSQL.

PostgreSQL is primarily used for global mission critical applications (the .org and .info

domain name registries use it as their primary data store, as do many large companies and

financial institutions). In Sweden, Codd's paper was also read and Mimer SQL was developed

from the mid-70s at UppsalaUniversity. In 1984, this project was consolidated into an

independent enterprise. In the early 1980s, Mimer introduced transaction handling for high

robustness in applications, an idea that was subsequently implemented on most other DBMS.

4. DBMS building blocks

A DBMS includes of four main parts: Modeling language, data structure, database query

language, and transaction mechanism:

A data modeling language to define the schema of each database hosted in the DBMS,

according to the DBMS database model. The four most common types of organizations are

the:

 hierarchical model,
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 network model,

 relational model, and

 Object model.

Inverted lists and other methods are also used. A given database management system may

provide one or more of the four models. The optimal structure depends on the natural

organization of the application's data, and on the application's requirements (which include

transaction rate (speed), reliability, maintainability, scalability, and cost). The dominant

model in use today is the ad hoc one embedded in SQL, despite the objections of purists who

believe this model is a corruption of the relational model, since it violates several of its

fundamental principles for the sake of practicality and performance. Many DBMSs also

support the Open Database Connectivity API that supports a standard way for programmers

to access the DBMS.

5. Data structure

Data structures (fields, records, files and objects) optimized to deal with very large amounts

of data stored on a permanent data storage device (which implies relatively slow access

compared to volatile main memory).

6. Database query language

A database query language and report writer to allow users to interactively interrogate the

database, analyze its data and update it according to the users privileges on data. It also

controls the security of the database. Data security prevents unauthorized users from viewing

or updating the database. Using passwords, users are allowed access to the entire database or

subsets of it called subschemas. For example, an employee database can contain all the data

about an individual employee, but one group of users may be authorized to view only payroll

data, while others are allowed access to only work history and medical data. If the DBMS

provides a way to interactively enter and update the database, as well as interrogate it, this

capability allows for managing personal databases. However, it may not leave an audit trail of

actions or provide the kinds of controls necessary in a multi-user organization. These controls

are only available when a set of application programs are customized for each data entry and

updating function.

7. Transaction mechanism

A database transaction mechanism, that ideally would guarantee the ACID properties, in

order to ensure data integrity, despite concurrent user accesses (concurrency control), and

faults (fault tolerance). It also maintains the integrity of the data in the database. The DBMS
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can maintain the integrity of the database by not allowing more than one user to update the

same record at the same time. The DBMS can help prevent duplicate records via unique

index constraints; for example, no two customers with the same customer numbers (key

fields) can be entered into the database. See ACID properties for more information

(Redundancy avoidance).

8. DBMS Topics

Logical and physical view

A database management system provides the ability for many different users to share data

and process resources. But as there can be many different users, there are many different

database needs. The question now is: How can a single, unified database meet the differing

requirement of so many users? A DBMS minimizes these problems by providing two views

of the database data: a logical (external) view and physical (internal) view. The logical

view/users view, of a database program represents data in a format that is meaningful to a

user and to the software programs that process those data. That is, the logical view tells the

user, in user terms, what is in the database. The physical view deals with the actual, physical

arrangement and location of data in the direct access storage devices (DASDs). Database

specialists use the physical view to make efficient use of storage and processing resources.

With the logical view users can see data differently from how they are stored, and they do not

want to know all the technical details of physical storage. After all, a business user is

primarily interested in using the information, not in how it is stored. One strength of a DBMS

is that while there is only one physical view of the data, there can be an endless number of

different logical views. This feature allows users to see database information in a more

business-related way rather than from a technical, processing viewpoint. Thus the logical

view refers to the way user views data, and the physical view to the way the data are

physically stored and processed...

9. DBMS Features and capabilities

Alternatively, and especially in connection with the relational model of database

management, the relation between attributes drawn from a specified set of domains can be

seen as being primary. For instance, the database might indicate that a car that was originally

"red" might fade to "pink" in time, provided it was of some particular "make" with an inferior

paint job. Such higher arity relationships provide information on all of the underlying

domains at the same time, with none of them being privileged above the others. Throughout

recent history specialized databases have existed for scientific, geospatial, imaging, and
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document storage and like uses. Functionality drawn from such applications has lately begun

appearing in mainstream DBMSs as well. However, the main focus there, at least when

aimed at the commercial data processing market, is still on descriptive attributes on repetitive

record structures. Thus, the DBMSs of today roll together frequently-needed services or

features of attribute management. By externalizing such functionality to the DBMS,

applications effectively share code with each other and are relieved of much internal

complexity. Features commonly offered by database management systems include:

 Query ability- Querying is the process of requesting attribute information from various

perspectives and combinations of factors. Example: "How many 2-door cars in Texas are

green?" A database query language and report writer allow users to interactively interrogate

the database, analyze its data and update it according to the users privileges on data.

 Backup and replication- Copies of attributes need to be made regularly in case primary disks

or other equipment fails. A periodic copy of attributes may also be created for a distant

organization that cannot readily access the original. DBMS usually provide utilities to

facilitate the process of extracting and disseminating attribute sets. When data is replicated

between database servers, so that the information remains consistent throughout the database

system and users cannot tell or even know which server in the DBMS they are using, the

system is said to exhibit replication transparency.

 Rule enforcement- Often one wants to apply rules to attributes so that the attributes are clean

and reliable. For example, we may have a rule that says each car can have only one engine

associated with it (identified by Engine Number). If somebody tries to associate a second

engine with a given car, we want the DBMS to deny such a request and display an error

message. However, with changes in the model specification such as, in this example, hybrid

gas-electric cars, rules may need to change. Ideally such rules should be able to be added and

removed as needed without significant data layout redesign.

 Security- Often it is desirable to limit who can see or change which attributes or groups of

attributes. This may be managed directly by individual, or by the assignment of individuals

and privileges to groups, or (in the most elaborate models) through the assignment of

individuals and groups to roles which are then granted entitlements.
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 Computation- There are common computations requested on attributes such as counting,

summing, averaging, sorting, grouping, cross-referencing, etc. Rather than have each

computer application implement these from scratch, they can rely on the DBMS to supply

such calculations.

 Change and access logging- Often one wants to know who accessed what attributes, what

was changed, and when it was changed. Logging services allow this by keeping a record of

access occurrences and changes.

 Automated optimization - If there are frequently occurring usage patterns or requests, some

DBMS can adjust themselves to improve the speed of those interactions. In some cases the

DBMS will merely provide tools to monitor performance, allowing a human expert to make

the necessary adjustments after reviewing the statistics collected.

10. Meta-data repository

Metadata is data describing data. For example, a listing that describes what attributes are

allowed to be in data sets is called "meta-information". The meta-data is also known as data

about data.

Topic : Systems Development

Topic Objective:

At the end of this topic student would be able to:

 Understand the System development

 Understand the DSDM approach

 Understand the Additional assumptions

 Understand the Prerequisites for using DSDM

 Understand the DSDM Project Life-cycle
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Definition/Overview:

Dynamic Systems Development Method (DSDM): is a software development methodology

originally based upon the Rapid Application Development methodology. DSDM is an

iterative and incremental approach that emphasizes continuous user involvement.

Key Points:

1. System development

Dynamic Systems Development Method (DSDM) is a software development methodology

originally based upon the Rapid Application Development methodology. DSDM is an

iterative and incremental approach that emphasizes continuous user involvement.

Its goal is to deliver software systems on time and on budget while adjusting for changing

requirements along the development process. DSDM is one of a number of Agile methods for

developing software, and it forms a part of the Agile Alliance.

As an extension of rapid application development, DSDM focuses on Information Systems

projects that are characterized by tight schedules and budgets. DSDM addresses the most

common failures of information systems projects, including exceeding budgets, missing

deadlines, and lack of user involvement and top-management commitment. By encouraging

the use of RAD, however, careless adoption of DSDM may increase the risk of cutting too

many corners. DSDM consists of

 Three phases: pre-project phase, project life-cycle phase, and post-project phase.

 A project life-cycle phase subdivided into 5 stages: feasibility study, business study,

functional model iteration, design and build iteration, and implementation.

In some circumstances, there are possibilities to integrate practices from other methodologies,

such as Rational Unified Process (RUP), Extreme Programming (XP), and PRINCE2, as

complements to DSDM. Another agile method that has some similarity in process and

concept to DSDM is Scrum. DSDM was developed in the United Kingdom in the 1990s by

the DSDM Consortium, an association of vendors and experts in the field of software

engineering created with the objective of "jointly developing and promoting an independent

RAD framework" by combining their best practice experiences. The DSDM Consortium is a

not-for-profit, vendor-independent organization which owns and administers the DSDM

framework. The first version was completed in January 1995 and was published in February
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1995. The current version in use (as of April 2006) is Version 4.2: Framework for Business

Centered Development, and was released in May 2003. In July 2006, DSDM Public Version

4.2 was made available for individuals to view and use; however, anyone reselling DSDM

must still be a member of the not-for-profit consortium.

2. The DSDM approach

2.1 Principles

There are 9 underlying principles consisting of four foundations and five starting-

points.

 User involvement is the main key in running an efficient and effective project, where both

users and developers share a workplace, so that the decisions can be made accurately.

 The project team must be empowered to make decisions that are important to the progress of

the project without waiting for higher-level approval.

 A focus on frequent delivery of products, with assumption that to deliver something "good

enough" earlier is always better than to deliver everything "perfectly" in the end. By

delivering product frequently from an early stage of the project, the product can be tested and

reviewed where the test record and review document can be taken into account at the next

iteration or phase.

 The main criteria for acceptance of a deliverable are delivering a system that addresses the

current business needs. Delivering a perfect system which addresses all possible business

needs is less important than focusing on critical functionalities.

 Development is iterative and incremental and driven by users feedback to converge on an

effective business solution.

 All changes during the development are reversible.

 The high level scope and requirements should be base-lined before the project starts.

 Testing is carried out throughout the project life-cycle. (See Test-driven development for

comparison).

 Communication and cooperation among all project stakeholders is required to be efficient and

effective.

2.2 Additional assumptions

No system is built perfectly in the first try. In short, 80% of the business benefit

comes from 20% of the design requirements, therefore DSDM starts by implementing

this critical 20% first; this may produce a system that provides enough functionality to
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satisfy the end-users and the remaining 80% can be added in later iterations. This

mitigates risk of the project going over deadline and over budget.

Project delivery should be on time, on budget and with good quality.

Each step of the development only need be completed far enough for the next step to

begin. This allows a new iteration of the project to commence without unnecessary

delay. Changes in design can coincide with the changes in demand from the end-users

since every iteration of the system is improved incrementally.

Both Project Management and Development techniques are incorporated.

DSDM can be applied in new projects and for expanding current systems.

Risk assessment should focus on the business functionality being delivered, neither on

the development process nor its artifacts (such as requirements and design

documents).

Management rewards product delivery rather than task completion.

Estimation should be based on business functionality instead of lines of code.

2.3 Prerequisites for using DSDM

In order for DSDM to be a success, a number of prerequisites need to be realized. First, there

needs to be interactivity between the project team, future end users and higher management.

This addresses well known failures of IS development projects due to lack of top

management motivation and/or user involvement. The second prerequisite for DSDM

projects is that the project can be decomposed in to smaller parts enabling the use of an

iterative approach.

Two examples of types of projects for which DSDM is not considered well-suited are:

 Safety-critical projects - the extensive testing and validation found in safety-critical projects

conflict with DSDM goals of being on time and on budget.

 Projects that aim to produce re-usable components - the demands on perfection are often too

high and conflict with the 80%/20% principle described earlier.
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4. DSDM Project Life-cycle

The DSDM framework consists of three sequential phases, namely the pre-project, project

life-cycle and post-project phases. The project phase of DSDM is the most elaborate of the

three phases. The project life-cycle phase consists of 5 stages that form an iterative step-by-

step approach in developing an IS. The three phases and corresponding stages are explained

extensively in the subsequent sections. For each stage/phase, the most important activities are

addressed and the deliverables are mentioned.

 4.1 Phase 1 - The Pre-Project: In the pre-project phase candidate projects are identified,

project funding is realized and project commitment is ensured. Handling these issues at an

early stage avoids problems at later stages of the project.

 4.2 Phase 2 - The Project life-cycle: The process overview in the figure above shows the

project life-cycle of this phase of DSDM. It depicts the 5 stages a project will have to go

through to create an IS. The first two stages, the Feasibility Study and Business Study are

sequential phases that complement to each other. After these phases have been concluded, the

system is developed iteratively and incrementally in the Functional Model Iteration, Design

& Build Iteration and Implementation stages. The iterative and incremental nature of DSDM

will be addressed further in a later section.

 4.3 Phase 3 - Post-project: The post-project phase ensures the system operating effectively

and efficiently. This is realized by maintenance, enhancements and fixes according to DSDM

principles. The maintenance can be viewed as continuing development based on the iterative

and incremental nature of DSDM. Instead of finishing the project in one cycle usually the

project can return to the previous phases or stages so that the previous step and the

deliverable products can be refined.

Below is the process-data diagram of DSDM as a whole Project life-cycle with all of its four

steps. This diagram depicts the DSDM iterative development, started on functional model

iteration, design and build iteration, and implementation phase. The description of each stage

will be explained later in this entry.
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5. The four steps of the DSDM Project Life-cycle

ACTIVITY SUB

ACTIVITY

DESCRIPTION

Study Feasibility

Study

Stage where the suitability of DSDM is assessed. Judging

by the type of project, organizational and people issues,

the decision is made, whether to use DSDM or not.

Therefore it will generate a FEASIBILITY REPORT, a

FEASIBILITY PROTOTYPE, and a GLOBAL

OUTLINE PLAN which includes a DEVELOPMENT

PLAN and a RISK LOG.

Business

Study

Stage where the essential characteristics of business and

technology are analyzed. Approach to organize

workshops, where a sufficient number of the customers

experts are gathered to be able to consider all relevant

facets of the system, and to be able to agree on

development priorities. In this stage, a PRIORITIZED

REQUIREMENTS LIST, a BUSINESS AREA

DEFINITION, a SYSTEM ARCHITECTURE

DEFINITION, and an OUTLINE PROTOTYPING

PLAN are developed.

Functional

Model Iteration

Identify

functional

prototype

Determine the functionalities to be implemented in the

prototype that results from this iteration. In this sub-

stage, a FUNCTIONAL MODEL is developed according

to the deliverables result of business study stage.

Agree

schedule

Agree on how and when to develop these functionalities.

Create

functional

prototype

Develop the FUNCTIONAL PROTOTYPE, according to

the agreed schedule and FUNCTIONAL MODEL.

Review

functional

prototype

Check correctness of the developed prototype. This can

be done via testing by end-user and/or reviewing

documentation. The deliverable is a FUNCTIONAL

PROTOTYPING REVIEW DOCUMENT.
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Design and

Build Iteration

Identify

design

prototype

Identify functional and non-functional requirements that

need to be in the tested system. And based on these

identifications, an IMPLEMENTATION STRATEGY is

involved. If there is a TEST RECORD from the previous

iteration, then it will be also used to determine the

IMPLEMENTATION STRATEGY.

Agree

schedule

Agree on how and when to realize these requirements.

Create design

prototype

Create a system (DESIGN PROTOTYPE) that can safely

be handed to end-users for daily use, also for testing

purposes.

Review

design

prototype

Check the correctness of the designed system. Again

testing and reviewing are the main techniques used. An

USER DOCUMENTATION and a TEST RECORD will

be developed.

Implementation User approval

and

guidelines

End users approve the tested system (APPROVAL) for

implementation and guidelines with respect to the

implementation and use of the system are created.

Train users Train future end user in the use of the system. TRAINED

USER POPULATION is the deliverable of this sub-

stage.

Implement Implement the tested system at the location of the end

users, called as DELIVERED SYSTEM.

Review

business

Review the impact of the implemented system on the

business, a central issue will be whether the system meets

the goals set at the beginning of the project. Depending

on this the project goes to the next stage, the post-project

or loops back to one of the preceding stages for further

development. This review is will be documented in a

PROJECT REVIEW DOCUMENT.

[Table 1]
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6. Stage 1A: The Feasibility Study

During this stage of the project, the feasibility of the project for the use of DSDM is

examined. Prerequisites for the use of DSDM are addressed by answering questions like: Can

this project meet the required business needs?, Is this project suited for the use of DSDM?

and What are the most important risks involved?. The most important techniques used in this

phase are the Workshops. The deliverables for this stage are the Feasibility Report and the

Feasibility Prototype that address the feasibility of the project at hand. It is extended with a

Global Outline Plan for the rest of the project and a Risk Log that identifies the most

important risks for the project. The business study extends the feasibility study. After the

project has been deemed feasible for the use of DSDM, this stage examines the influenced

business processes, user groups involved and their respective needs and wishes. Again the

workshops are one of the most valuable techniques, workshops in which the different

stakeholders come together to discuss the proposed system. The information from these

sessions is combined into a requirements list. An important property of the requirements list

is the fact that the requirements are (can be) prioritized. These requirements are prioritized

using the MoSCoW approach. Based on this prioritization, a development plan is constructed

as a guideline for the rest of the project. An important project technique used in the

development of this plan is timeboxing. This technique is essential in realizing the goals of

DSDM, namely being on time and on budget, guaranteeing the desired quality. A system

architecture is another aid to guide the development of the IS. The deliverables for this stage

are a business area definition that describes the context of the project within the company, a

system architecture definition that provides an initial global architecture of the IS under

development together with a development plan that outlines the most important steps in the

development process. At the base of these last two documents there is the prioritized

requirements list. This list states all the requirements for the system, organized according to

the MoSCoWprinciple. And last the Risk Log is updated with the facts that have been

identified during this phase of DSDM.

7. Stage 2: Functional Model Iteration

The requirements that have been identified in the previous stages are converted to a

functional model. This model consists of both a functioning prototype and models.

Prototyping is one of the key project techniques within this stage that helps to realize good

user involvement throughout the project. The developed prototype is reviewed by different

user groups. In order to assure quality, testing is implemented throughout every iteration of
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DSDM. An important part of testing is realized in the Functional Model Iteration. The

Functional Model can be subdivided into four sub-stages:

 Identify Functional Prototype: Determine the functionalities to be implemented in the

prototype that results from this iteration.

 Agree Schedule: Agree on how and when to develop these functionalities.

 Create Functional Prototype: Develop the prototype. Investigate, refine, and consolidate it

with the combined Functional prototype of previous iterations.

 Review Prototype: Check the correctness of the developed prototype. This can be done via

testing by end-user, then use the test records and users feedbacks to generate the functional

prototyping review document.

The deliverables for this stage are a Functional Model and a Functional Prototype that

together represent the functionalities that could be realized in this iteration, ready for testing

by users. Next to this, the Requirements List is updated, deleting the items that have been

realized and rethinking the prioritization of the remaining requirements. The Risk Log is also

updated by having risk analysis of further development after reviewing the prototyping

document.

8. Stage 3: Design and Build Iteration

The main focus of this DSDM iteration is to integrate the functional components from the

previous phase into one system that satisfies user needs. It also addresses the non-functional

requirements that have been set for the IS. Again testing is an important ongoing activity in

this stage. The Design and Build Iteration can be subdivided into four sub-stages:

 Identify Design Prototype: Identify functional and non-functional requirements that need to

be in the tested system.

 Agree Schedule: Agree on how and when to realize these requirements.

 Create Design Prototype: Create a system that can safely be handed to end-users for daily

use. They investigate, refine, and consolidate the prototype of current iteration within

prototyping process are also important in this sub-stage.

 Review Design Prototype: Check the correctness of the designed system. Again testing and

reviewing are the main techniques used, since the test records and users feedbacks are

important to generate the user documentation.
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The deliverables for this stage are a Design Prototype during the phase that end users get to

test and at the end of the Design and Build Iteration the Tested System is handed over to the

next phase. In this stage, the system is mainly built where the design and functions are

consolidated and integrated in a prototype. Another deliverable for this stage is a User

Documentation.

9. Stage 4: Implementation

In the Implementation stage, the tested system including user documentation is delivered to

the users and training of future users is realized. The system to be delivered has been

reviewed to include the requirements that have been set in the beginning stages of the project.

The Implementation stage can be subdivided into four sub-stages:

 User Approval and Guidelines: End users approve the tested system for implementation and

guidelines with respect to the implementation and use of the system are created.

 Train Users: Train future end user in the use of the system.

 Implement: Implement the tested system at the location of the end users.

 Review Business: Review the impact of the implemented system on the business, a central

issue will be whether the system meets the goals set at the beginning of the project.

Depending on this the project goes to the next phase, the post-project or loops back to one of

the preceding phases for further development.

The deliverables for this stage are a Delivered System on location, ready for use by the end

users, Trained Users and detailed Project Review Document of the system.

10. Meta-data model

The associations between concepts of deliverables in Functional Model Iteration stage are

depicted in the meta-data model below. This meta-data model will be combined with the

meta-process diagram of Functional Model Iteration phase in the next part.

CONCEPT DEFINITION

RISK LOG Log of identified risk. Important since the next stage onward,

encountered problem will be more difficult to address. This

risk log will need to be updated continuously. (VTT

Publication 478)

PRIORITIZED

REQUIREMENTS LIST

List of requirements based on its prioritization. The

prioritization process is based on MoSCoW technique, to
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determine which requirements must be implemented first into

the system (the ones that meet the business needs), and so on.

NON-FUNCTIONAL

REQUIREMENTS LIST

List of non-functional requirements is mainly to be dealt in the

next stage. (VTT Publication 478)

FUNCTIONAL

REQUIREMENT

Function that is used to build the model and prototyping

according to its priority.

FUNCTIONAL MODEL Model that is built according to the functional requirements. It

will be used in order to develop the functional prototype in the

next sub-stage. This concept will be used to develop a

PROTOTYPING PLAN.

PROTOTYPING The process of quickly putting together a working model (a

prototype) in order to test various aspects of the design,

illustrate ideas or features and gather early user feedback.

TIME SLOT The list of available times to do certain activities in order to

perform the plan according to the schedule.

PROTOTYPING PLAN Activities plan within prototyping process that will be

performed in available time slots according to the schedule.

SCHEDULE A set of activities plan with the related time agreed by the

developers. This concept will be used to support the

implementation of FUNCTIONAL PROTOTYPE.

FUNCTIONAL

PROTOTYPE

A prototype of the functions the system should perform and

how it should perform them.

IMPLEMENTATION

PLAN

A preparation of activities to implement the functional

prototyping according to the schedule and the prioritized

requirements list.

REFINED FUNCTION Function of prototype that is being refined within current

iteration before it is combined to the others and tested.

COMBINED FUNCTION Function of prototyped that is combined with the other

functional prototypes of previous iteration. The new

combination functional prototype will be tested in the next

stage.

TEST RECORD Record set of testing where the test script, test procedure, and

test result are included. This test record is used to develop the
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FUNCTIONAL PROTOTYPING REVIEW DOCUMENT,

and is also used indirectly to update the PRIORITIZED

REQUIREMENTS LIST.

FUNCTIONAL

PROTOTYPING REVIEW

DOCUMENT

It collects the users comments about the current increment,

working as input for subsequent iterations (VTT Publication

478). This review document will be used to update the RISK

LOG and PRIORITIZED REQUIREMENTS LIST.

[Table 2]

11. Process-data model

Identify functional prototype activity is to identify the functionalities that would be in the

prototype of current iteration. Recall that both, analysis and coding are done; prototypes are

built, and the experiences gained from them are used in improving the analysis models (based

also on updated prioritized requirements list and updated risk log). The built prototypes are

not to be entirely discarded, but gradually steered towards such quality that they can be

included in the final system. Agree schedule is to determine when and how the prototyping

will be implemented; it extends the scope to the available timetable and prototyping plan.

And since testing is implemented throughout the whole process, its also an essential part of

this phase, and therefore it is included in the Review Prototype activity right after the

functional prototype is built and the test record will eventually be used in the review

prototype process and generates the review document. Below is the process-data diagram of

Functional Model Iteration stage.

ACTIVITY SUB

ACTIVITY

DESCRIPTION

Identify

functional

prototype

Analyze the

requirements

The requirements of current prototype are analyzed

according to the prioritized requirements list that is

previously developed (in previous iteration and/or in

previous phase which is business study phase).

List

requirements of

current

Select the functional requirements that would be

implemented in the current iterations prototype, and list

them in the FUNCTIONAL REQUIREMENT.
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iteration

List non-

functional

requirements

List the non-functional requirements of the system that is

being developed in NON-FUNCTIONAL

REQUIREMENTS LIST.

Create

functional

model

Analysis model and prototype codes are included in this

sub-activity to develop the FUNCTIONAL MODEL.

Agree

schedule

Determine time Identify possible timetable (TIME SLOT) to perform the

prototyping activities according to the prototyping plan

and prototyping strategy.

Design

development

The PROTOTYPING PLAN, including all prototyping

activities that will be performed on available TIME SLOT.

Agreement The agreement SCHEDULE of when and how the

prototyping activities should be performed.

Create

functional

prototype

Investigate Investigate the requirements; analyze the FUNCTIONAL

MODEL that has been built in earlier activity, and set the

IMPLEMENTATION PLAN according to the analysis

model, and will be used to build the prototype in the next

sub-activity.

Refine Implement the FUNCTIONAL MODEL and

IMPLEMENTATION PLAN to build a FUNCTIONAL

PROTOTYPE. This prototype will be then refined before

it is combined to the other functions. This prototype will

be gradually steered towards such quality that it can be

included in the final system (through refining process).

Consolidate Consolidate the refined FUNCTIONAL PROTOTYPE

with the other prototype of previous iteration. The new

combination FUNCTIONAL PROTOTYPE will be tested

in the next activity.

Review

prototype

Test prototype The essential part of DSDM that needs to be included

throughout the whole process of DSDM. The TEST

RECORD will be used together with users comments to

develop the PROTOTYPING REVIEW DOCUMENT in
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the next activity of FMI phase.

Review

prototype

Collects the user comments and documentation. The test

records will play an important role to develop this review

report. Based on this FUNCTIONAL PROTOTYPING

REVIEW DOCUMENT, the prioritized requirements list

and risk log will be updated, and decide to set the next

course whether or not to do another iteration of FMI

phase.

[Table 3]

12. Core Techniques of DSDM

 Timeboxing- Timeboxing is one of the project techniques of DSDM. It is used to support the

main goals of DSDM to realize the development of an IS on time, within budget and with the

desired quality. The main idea behind timeboxing is to split up the project in portions, each

with a fixed budget and a delivery date. For each portion a number of requirements are

selected that are prioritized according to the MoSCoW principle. Because time and budget

are fixed, the only remaining variables are the requirements. So if a project is running out of

time or money the requirements with the lowest priority are omitted. This does not mean that

an unfinished product is delivered, because of the pareto principle that 80% of the project

comes from 20% of the system requirements, so as long as those most important 20% of

requirements are implemented into the system, the system therefore meets the business needs

and that no system is built perfectly in the first try.

 MoSCoW- MoSCoW represents a way of prioritizing items. In the context of DSDM the

MoSCoW technique is used to prioritize requirements. It is an acronym that stands for:

 MUST have this requirement to meet the business needs.

 SHOULD have this requirement if at all possible, but the project success does not rely on

this.

 COULD have this requirement if it does not affect the fitness of business needs of the project.

 WOULD have this requirement at later date if there is some time left (or in the future

development of the system).

 Prototyping- This technique refers to the creation of prototypes of the system under

development at an early stage of the project. It enables the early discovery of shortcomings in

the system and allows future users to test-drive the system. This way good user involvement

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

43
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



is realized, one of the key success factors of DSDM, or any System Development project for

that matter.

 Testing- A third important aspect of the goal of DSDM is the creation of an IS with good

quality. In order to realize a solution of good quality, DSDM advocates testing throughout

each iteration. Since DSDM is a tool and technique independent method, the project team is

free to choose its own test management method, for example TMap.

 Workshop- One of DSDMs project techniques that aims at bringing the different stakeholders

of the project together to discuss requirements, functionalities and mutual understanding. In a

workshop the stakeholders come together and discuss the project.

 Modeling- This technique is essential and purposely used to visualize the diagrammatic

representation of a specific aspect of the system or business area that is being developed.

Modeling gives a better understanding for DSDM project team over a business domain.

 Configuration Management- A good implementation of this configuration management

technique is important for the dynamic nature of DSDM. Since there is more than one thing

being handled at once during the development process of the system, and the products are

being delivered frequently at a very fast rate, the products therefore need to be controlled

strictly as they achieve (partial) completion.

13. Roles in DSDM

There are some roles introduced within DSDM environment. It is important that the project

members need to be appointed to different roles before they start to run the project. Each role

has its own responsibility. The roles are:

 Executive Sponsor So called the Project Champion. An important role from the user

organization who has the ability and responsibility to commit appropriate funds and

resources. This role has an ultimate power to make decisions.

 Visionary The one who has the responsibility to initialize the project by ensuring that

essential requirements are found early on. Visionary has the most accurate perception of the

business objectives of the system and the project. Another task is to supervise and keep the

development process in the right track.

 Ambassador User Brings the knowledge of user community into the project, ensures that the

developers receive enough amount of users feedbacks during the development process.

 Advisor User Can be any user that represents an important viewpoint and brings the daily

knowledge of the project.
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 Project Manager Can be anyone from user community or IT staff who manages the project in

general.

 Technical Co-coordinator Responsible in designing the system architecture and control the

technical quality in the project.

 Team Leader Leads his team and ensures that the team works effectively as a whole.

 Developer Interpret the system requirements and model it including developing the

deliverablecodes and build the prototypes.

 Tester Checks the correctness in a technical extents by performing some testings. Tester will

have to give some comments and documentation.

 Scribe Responsible to gather and record the requirements, agreements, and decisions made in

every workshop.

 Facilitator Responsible in managing the workshops progress, acts as a motor for preparation

and communication.

 Specialist Roles Business Architect, Quality Manager, System Integrator, etc.

14. Iterative and Incremental Nature

Next to timeboxing and prioritizing of requirements, the DSDM also provides an iterative and

incremental approach to IS development. This can be seen in the figure depicting the Process.

The Functional Model Iteration, Design & Build Iteration and Implementation stages can go

over their sub stages several times before entering the next stage. Each iteration addresses a

set of new functionalities, and every iteration builds on a working predecessor. Each iteration

can be undone if needed. The Process Overview figure also shows arrows going back to

previous stages. For example, there is an arrow from Implementation to the Business Study.

If a big functionality has been discovered during development that couldnt be implemented, it

might be possible to start all over by defining new requirements in a Business Study.

Similarly, there is an arrow from Implementation to the Functional Model Iteration.

Functionality might be omitted during a previous Functional Model Iteration because of time

or budget constraints. The project should proceed into the post-project phase only when it

meets all the requirements defined by the project and business goals.Because of the iterative

nature of DSDM, it is essential to maintain good requirements management and configuration

management throughout the entire project. This ensures that the project does implement the

requirements that were decided in the early phases of the project.
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15. Meta-model (Meta-Modeling)

As explained in the Wikipedia item, Meta-Modeling takes a higher level look at methods and

techniques. In doing so it offers possibilities for comparing similar methods and techniques

and engineering new methods from existing ones. The Meta data model, depicted below,

identifies the concepts and associations between these concepts within DSDM. As can be

seen from the figure, two main concepts can be identified, namely the Phase and the Flow

concept. Each Flow originates from a Phase within DSDM. Flows can be divided up in the

sub concepts Data and Product. This subdivision is denoted with a C, which means that the

subdivision is disjoint and complete. In other words, a Flow is always either a Data Flow or a

Product Flow, but never both. In the situation of DSDM a Data Flow can be an arc returning

to one of the preceding phases. Product Flows are tangible goods that result from one of the

Phases and are the input of the next Phase, for example reports and prototypes. Then there is

the second concept Phase that is also be divided two sub concepts with a complete and

disjoint ordering. These sub concepts are the Sequential and the Iterative Phases. As was

explained in an earlier section, DSDM starts with two sequential phases, The Feasibility and

Business Study. Next a number of Iterative phases follow, i.e. Functional Model, Design &

Build and Implementation phases. The picture also mentions a number of rules and issues

that are not included in the model, but that are important for this meta-model. First there are

the rules that concerns the behavior of the Flows. These rules restrict the freedom of the

flows so that they correspond to the Phase transitions within DSDM. Next to the rules a

number of important issues are addressed that ensure that the DSDM project life-cycle is

guaranteed.

In Section 4 of this course you will cover these topics:
Information In Action

Information Security
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Topic : Information In Action

Topic Objective:

At the end of this topic student would be able to:

 Understand the Information processing

 Understand the Information Processing Language

 Understand the Taste of IPL

 Understand the History

 Understand the Legacy to computer programming

Definition/Overview:

Information as a concept has a diversity of meanings, from everyday usage to technical

settings. Generally speaking, the concept of information is closely related to notions of

constraint, communication, control, data, form, instruction, knowledge, meaning, mental

stimulus, pattern, perception, and representation. Many people speak about the Information

Age as the advent of the Knowledge Age[citation needed]or knowledge society, the

information society, the Information revolution, and information technologies, and even

though informatics, information science and computer science are often in the spotlight, the

word "information" is often used without careful consideration of the various meanings it has

acquired.

Key Points:

1. Information processing

Information processing is the change (processing) of information in any manner detectable by

an observer. As such, it is a process which describes everything which happens (changes) in

the universe, from the falling of a rock (a change in position) to the printing of a text file from

a digital computer system. In the latter case, an information processor is changing the form of

presentation of that text file. Information processing may more specifically be defined in

terms used by Claude E. Shannon as the conversion of latent information into manifest
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information. Latent and manifest information is defined through the terms of equivocation

(remaining uncertainty, what value the sender has actually chosen), dissipation (uncertainty

of the sender what the receiver has actually received) and transformation (saved effort of

questioning - equivocation minus dissipation). Within the field of cognitive psychology,

information processing is an approach to the goal of understanding human thinking. It arose

in the 1940s and 1950s. The essence of the approach is to see cognition as being essentially

computational in nature, with mind being the software and the brain being the hardware. The

information processing approach in psychology is closely allied to cognitivism in psychology

and functionalism in philosophy although the terms are not quite synonymous. Information

processing may be sequential or parallel, either of which may be centralized or decentralized

(distributed). The parallel distributed processing approach of the mid-1980s became popular

under the name connectionism. In the early 1950s Friedrich Hayek was ahead of his time

when he posited the idea of spontaneous order in the brain arising out of decentralized

networks of simple units (neurons). However, Hayek is rarely cited in the literature of

connectionism. In the 1970s, Abraham Moles and Frieder Nake were among the first to

establish and analyze links between information processing and aesthetics.

2. Information Processing Language

Information Processing Language (IPL) is a programming language developed by Allen

Newell, Cliff Shaw, and Herbert Simon at RAND Corporation and the Carnegie Institute of

Technology from about 1956. Newell had the role of language specifier-application

programmer, Shaw was the system programmer and Simon took the role of application

programmer-user. The language includes features intended to support programs that could

perform general problem solving, including lists, associations, schemas (frames), dynamic

memory allocation, data types, recursion, associative retrieval, functions as arguments,

generators (streams), and cooperative multitasking. IPL pioneered the concept of list

processing, albeit in an assembly-language style.

3. A Taste of IPL

An IPL computer has:

 a set of symbols. All symbols are addresses, and name cells. Unlike symbols in later

languages, symbols consist of a character followed by a number, and are written H1, A29, 9-

7, 9-100.

 Cell names beginning with a letter are regional, and are absolute addresses.
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 Cell names beginning with "9-" are local, and are meaningful within the context of a single

list. One list's 9-1 is independent of another list's 9-1.

 Other symbols (e.g., pure numbers) are internal.

 a set of cells. Lists are built from several cells holding mutual references. Cells have several

fields:

 P, a 3-bit field used for an operation code when the cell is used as an instruction and unused

when the cell is data.

 Q, a 3-valued field used for indirect reference when the cell is used as an instruction and

unused when the cell is data.

 SYMB, a symbol used as the value in the cell.

The main data structure of IPL is the list, but lists are more intricate structures than in many

languages. A list consists of a singly-linked sequence of symbols, as might be expected --

plus some description lists, which are subsidiary singly-linked lists interpreted as alternating

attribute names and values. IPL provides primitives to access and mutate attribute value by

name. The description lists are given local names (of the form 9-1). So, a list called L1

holding the symbols S4 and S5, and described by associating value V1 to attribute A1 and V2

to A2, would be stored as follows. 0 indicates the end of a list; the cell names 100, 101, etc.

are automatically generated internal symbols whose values are irrelevant. These cells can be

scattered throughout memory; only L1, which uses a regional name that must be globally

known, needs to reside in a specific place.

IPL-V LIST STRUCTURE EXAMPLE

Name SYMB LINK

L1 9-1 100

100 S4 101

101 S5 0

9-1 0 200

200 A1 201

201 V1 202

202 A2 203

203 V2 0

[Table 4]
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IPL is an assembly language for manipulating lists. It has a few cells which are used as

special-purpose registers. H1, for example, is the program counter. The SYMB field of H1 is

the name of the current instruction. However, H1 is interpreted as a list; the LINK of H1 is, in

modern terms, a pointer to the head of the call stack. For example, subroutine calls push the

SYMB of H1 onto this stack. H2 is the free-list. Procedures which need to allocate memory

grab cells off of H2; procedures which are finished with memory put it on H2. On entry to a

function, the list of parameters is given in H0; on exit, the results should be returned in H0.

Many procedures return a Boolean result indicating success or failure, which is put in H5.

Ten cells, W0-W9, are reserved for public working storage. Procedures are "morally bound"

(to quote the CACM article) to save and restore the values of these cells. There are eight

instructions, based on the values of P: subroutine call, push/pop S to H0; push/pop the

symbol in S to the list attached to S; copy value to S; conditional branch. In these

instructions, S is the target. S is either the value of the SYMB field if Q=0, the symbol in the

cell named by SYMB if Q=1, or the symbol in the cell named by the symbol in the cell

named by SYMB if Q=2. In all cases but conditional branch, the LINK field of the cell tells

which instruction to execute next.

IPL has a library of some 150 basic operations. These include such operations as:

 Test symbols for equality

 Find, set, or erase an attribute of a list

 locate the next symbol in a list; insert a symbol in a list; erase or copy an entire list.

 Arithmetic operations (on symbol names).

 Manipulation of symbols; e.g., test if a symbol denotes an integer, or makes a symbol local.

 I/O operations

 "Generators", which correspond to iterators and filters in functional programming. For

example, a generator may accept a list of numbers and produce the list of their squares.

Generators could accept suitably-designed functions -- strictly, the addresses of code of

suitably-designed functions -- as arguments.

4. History

The first application of IPL was to demonstrate that the theorems in Principia Mathematica

which were laboriously proven by hand, by Bertrand Russell and Alfred North Whitehead,

could in fact be proven by computation. According to Simon's autobiography Models of My

Life, this first application was developed first by hand simulation, using his children as the
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computing elements, while writing on and holding up note cards as the registers which

contained the state variables of the program. IPL was used to implement several early

artificial intelligence programs, also by the same authors: the Logic Theory Machine (1956),

the General Problem Solver (1957), and their computer chess program NSS (1958). Several

versions of IPL were created: IPL-I (never implemented), IPL-II (1957 for JOHNNIAC),

IPL-III (existed briefly), IPL-IV, IPL-V (1958, for IBM 650, IBM 704, IBM 7090, many

others. Widely used), IPL-VI.

However the language was soon displaced by Lisp, which had far more powerful features, a

simpler syntax, and the benefit of automatic garbage collection.

5. Legacy to computer programming

IPL arguably introduced several programming language features:

 List manipulation (but only lists of atoms, not general lists)

 Property lists (but only when attached to other lists)

 Higher-order functions (except that assembly programming has always been able to compute

with addresses of functions to call; IPL was an early attempt to generalize this property of

assembly language and do it in a principled way.)

 Computation with symbols (except that the symbols are letter + number, not full words)

 Virtual Machine

Many of these features were generalized, cleaned up, and incorporated into Lisp and from

there into a wide spectrum of programming languages over the next several decades.

6. Information processor

An information processor or information processing system, as its name suggests, is a system

(be it electrical, mechanical or biological) which takes information (a sequence of

enumerated states) in one form and processes (transforms) it into another form, e.g. to

statistics, by an algorithmic process.

An information processing system is made up of four basic parts, or sub-systems:

 input

 processor

 storage

 output
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An object may be considered an information processor if it receives information from another

object and in some manner changes the information before transmitting it. This broadly

defined term can be used to describe every change which occurs in the universe. As an

example, a falling rock could be considered an information processor due to the following

observable facts: First, information in the form of gravitational force from the earth serves as

input to the system we call a rock. At a particular instant the rock is a specific distance from

the surface of the earth traveling at a specific speed. Both the current distance and speed

properties are also forms of information which for that instant only may be considered

"stored" in the rock. In the next instant, the distance of the rock from the earth has changed

due to its motion under the influence of the earth's gravity. Any time the properties of an

object change a process has occurred meaning that a processor of some kind is at work. In

addition, the rock's new position and increased speed is observed by us as it falls. These

changing properties of the rock are its "output." It could be argued that in this example both

the rock and the earth are the information processing system being observed since both

objects are changing the properties of each other over time. If information is not being

processed no change would occur at all.

Topic : Information Security

Topic Objective:

At the end of this topic student would be able to:

 Understand the Confidentiality

 Understand the Integrity

 Understand the Availability

 Understand the Authenticity

 Understand the Non-repudiation

 Understand the Risk management
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Definition/Overview:

Information security means protecting information and information systems from

unauthorized access, use, disclosure, disruption, modification or destruction.

Key Points:

Information security means protecting information and information systems from

unauthorized access, use, disclosure, disruption, modification or destruction. The terms

information security, computer security and information assurance are frequently incorrectly

used interchangeably. These fields are interrelated often and share the common goals of

protecting the confidentiality, integrity and availability of information; however, there are

some subtle differences between them. These differences lie primarily in the approach to the

subject, the methodologies used, and the areas of concentration. Information security is

concerned with the confidentiality, integrity and availability of data regardless of the form the

data may take: electronic, print, or other forms. Computer security can focus on ensuring the

availability and correct operation of a computer system without concern for the information

stored or processed by the computer. Governments, military, corporate, financial institutions,

hospitals, and private businesses amass a great deal of confidential information about their

employees, customers, products, research, and financial status. Most of this information is

now collected, processed and stored on electronic computers and transmitted across networks

to other computers. Should confidential information about a businesses customers or finances

or new product line fall into the hands of a competitor, such a breach of security could lead to

lost business, law suits or even bankruptcy of the business. Protecting confidential

information is a business requirement, and in many cases also an ethical and legal

requirement. For the individual, information security has a significant effect on privacy,

which is viewed very differently in different cultures. The field of information security has

grown and evolved significantly in recent years. As a career choice there are many ways of

gaining entry into the field. It offers many areas for specialization including, securing

network(s) and allied infrastructure, securing applications and databases, security testing,

information systems auditing, business continuity planning and digital forensics science, to

name a few. This article presents a general overview of information security and its core

concepts.
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1. Confidentiality

Confidentiality is the property of preventing disclosure of information to unauthorized

individuals or systems. For example, a credit card transaction on the Internet requires the

credit card number to be transmitted from the buyer to the merchant and from the merchant to

a transaction processing network. The system attempts to enforce confidentiality by

encrypting the card number during transmission, by limiting the places where it might appear

(in databases, log files, backups, printed receipts, and so on), and by restricting access to the

places where it is stored. If an unauthorized party obtains the card number in any way, a

breach of confidentiality has occurred. Breaches of confidentiality take many forms.

Permitting someone to look over your shoulder at your computer screen while you have

confidential data displayed on it could be a breach of confidentiality. If a laptop computer

containing sensitive information about a company's employees is stolen or sold, it could

result in a breach of confidentiality. Giving out confidential information over the telephone is

a breach of confidentiality if the caller is not authorized to have the information.

Confidentiality is necessary for maintaining the privacy of the people whose personal

information a system holds.

2. Integrity

In information security, integrity means that data cannot be modified without authorization.

This is not the same thing as referential integrity in databases. Integrity is violated when an

employee accidentally or with malicious intent deletes important data files, when a computer

virus infects a computer, when an employee is able to modify his own salary in a payroll

database, when an unauthorized user vandalizes a web site, when someone is able to cast a

very large number of votes in an online poll, and so on. There are many ways in which

integrity could be violated without malicious intent. In the simplest case, a user on a system

could mis-type someone's address. On a larger scale, if an automated process is not written

and tested correctly, bulk updates to a database could alter data in an incorrect way, leaving

the integrity of the data compromised. Information security professionals are tasked with

finding ways to implement controls that prevent errors of integrity.

3. Availability

For any information system to serve its purpose, the information must be available when it is

needed. This means that the computing systems used to store and process the information, the

security controls used to protect it, and the communication channels used to access it must be

functioning correctly. High availability systems aim to remain available at all times,
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preventing service disruptions due to power outages, hardware failures, and system upgrades.

Ensuring availability also involves preventing denial-of-service attacks. In 2002, Donn Parker

proposed an alternative model for the classic CIA triad that he called the six atomic elements

of information. The elements are confidentiality, possession, integrity, authenticity,

availability, and utility. The merits of the Parkerian hexad are a subject of debate amongst

security professionals.

4. Authenticity

In computing, e-Business and information security it is necessary to ensure that the data,

transactions, communications or documents (electronic or physical) are genuine. It is also

important for authenticity to validate that both parties involved are who they claim they are.

5. Non-repudiation

In law, non-repudiation implies one's intention to fulfill their obligations to a contract. It also

implies that one party of a transaction cannot deny having received a transaction nor can the

other party deny having sent a transaction.

Electronic commerce uses technology such as digital signatures and encryption to establish

authenticity and non-repudiation.

6. Risk management

A comprehensive treatment of the topic of risk management is beyond the scope of this

article. We will however, provide a useful definition of risk management, outline a

commonly used process for risk management, and define some basic terminology. The CISA

Review Manual 2006 provides the following definition of risk management: "Risk

management is the process of identifying vulnerabilities and threats to the information

resources used by an organization in achieving business objectives, and deciding what

countermeasures, if any, to take in reducing risk to an acceptable level, based on the value of

the information resource to the organization." There are two things in this definition that may

need some clarification. First, the process of risk management is an ongoing iterative process.

It must be repeated indefinitely. The business environment is constantly changing and new

threats and vulnerability emerge every day. Second, the choice of countermeasures (controls)

used to manage risks must strike a balance between productivity, cost, effectiveness of the

countermeasure, and the value of the informational asset being protected. Risk is the

likelihood that something bad will happen that causes harm to an informational asset (or the

loss of the asset). A vulnerability is a weakness that could be used to endanger or cause harm

to an informational asset. A threat is anything (man made or act of nature) that has the
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potential to cause harm. The likelihood that a threat will use a vulnerability to cause harm

creates a risk. When a threat does use a vulnerability to inflict harm, it has an impact. In the

context of information security, the impact is a loss of availability, integrity, and

confidentiality, and possibly other losses (lost income, loss of life, loss of real property). It

should be pointed out that it is not possible to identify all risks, nor is it possible to eliminate

all risk. The remaining risk is called residual risk. A risk assessment is carried out by a team

of people who have knowledge of specific areas of the business. Membership of the team

may vary over time as different parts of the business are assessed. The assessment may use a

subjective qualitative analysis based on informed opinion, or where reliable dollar figures and

historical information is available, the analysis may use quantitative analysis.

The ISO/IEC 27002:2005 Code of practice for information security management

recommends the following be examined during a risk assessment:

 security policy,

 organization of information security,

 asset management, human resources security,

 physical and environmental security,

 communications and operations management,

 access control,

 information systems acquisition,

 development and maintenance,

 information security incident management,

 business continuity management, and

 regulatory compliance.

In broad terms the risk management process consists of:

 Identification of assets and estimating their value. Include: people, buildings, hardware,

software, data (electronic, print, and other), and supplies.

 Conduct a threat assessment. Include: Acts of nature, acts of war, accidents, and malicious

acts originating from inside or outside the organization.

 Conduct a vulnerability assessment, and for each vulnerability, calculate the probability that

it will be exploited. Evaluate policies, procedures, standards, training, physical security,

quality control, technical security.
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 Calculate the impact that each threat would have on each asset. Use qualitative analysis or

quantitative analysis.

 Identify, select and implement appropriate controls. Provide a proportional response.

Consider productivity, cost effectiveness, and value of the asset.

 Evaluate the effectiveness of the control measures. Ensure the controls provide the required

cost effective protection without discernible loss of productivity.

For any given risk, Executive Management can choose to accept the risk based upon the

relative low value of the asset, the relative low frequency of occurrence, and the relative low

impact on the business. Or, leadership may choose to mitigate the risk by selecting and

implementing appropriate control measures to reduce the risk. In some cases, the risk can be

transferred to another business by buying insurance or out-sourcing to another business. The

reality of some risks may be disputed. In such cases leadership may choose to deny the risk.

This is itself a potential risk.

7. Controls

When Management chooses to mitigate a risk, they will do so by implementing one or more

of three different types of controls.

8. Administrative

Administrative controls (also called procedural controls) consist of approved written policies,

procedures, standards and guidelines. Administrative controls form the framework for

running the business and managing people. They inform people on how the business is to be

run and how day to day operations are to be conducted. Laws and regulations created by

government bodies are also a type of administrative control because they inform the business.

Some industry sectors have policies, procedures, standards and guidelines that must be

followed - the Payment Card Industry (PCI) Data Security Standard required by Visa and

Master Card is such an example. Other examples of administrative controls include the

corporate security policy, password policy, hiring policies, and disciplinary policies.

Administrative controls form the basis for the selection and implementation of logical and

physical controls. Logical and physical controls are manifestations of administrative controls.

Administrative controls are of paramount importance.

9. Logical

Logical controls (also called technical controls) use software and data to monitor and control

access to information and computing systems. For example: passwords, network and host
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based firewalls, network intrusion detection systems, access control lists, and data encryption

are logical controls. An important logical control that is frequently overlooked is the principle

of least privilege. The principle of least privilege requires that an individual, program or

system process is not granted any more access privileges than are necessary to perform the

task. A blatant example of the failure to adhere to the principle of least privilege is logging

into Windows as user Administrator to read Email and surf the Web. Violations of this

principle can also occur when an individual collects additional access privileges over time.

This happens when employees' job duties change, or they are promoted to a new position, or

they transfer to another department. The access privileges required by their new duties are

frequently added onto their already existing access privileges which may no longer be

necessary or appropriate.

10. Physical

Physical controls monitor and control the environment of the work place and computing

facilities. They also monitor and control access to and from such facilities. For example:

doors, locks, heating and air conditioning, smoke and fire alarms, fire suppression systems,

cameras, barricades, fencing, security guards, cable locks, etc. Separating the network and

work place into functional areas are also physical controls. An important physical control that

is frequently overlooked is the separation of duties. Separation of duties ensures that an

individual can not complete a critical task by himself. For example: an employee who

submits a request for reimbursement should not also be able to authorize payment or print the

check. An applications programmer should not also be the server administrator or the

database administrator - these roles and responsibilities must be separated from one another.

11. Security classification for information

An important aspect of information security and risk management is recognizing the value of

information and defining appropriate procedures and protection requirements for the

information. Not all information is equal and so not all information requires the same degree

of protection. This requires information to be assigned a security classification. The first step

in information classification is to identify a member of senior management as the owner of

the particular information to be classified. Next, develop a classification policy. The policy

should describe the different classification labels, define the criteria for information to be

assigned a particular label, and list the required security controls for each classification. Some

factors that influence which classification information should be assigned include how much

value that information has to the organization, how old the information is and whether or not
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the information has become obsolete. Laws and other regulatory requirements are also

important considerations when classifying information. Common information security

classification labels used by the business sector are: public, sensitive, private, confidential.

Common information security classification labels used by government are: Unclassified,

Sensitive But Unclassified, Restricted, Confidential, Secret, Top Secret and their non-English

equivalents. All employees in the organization, as well as business partners, must be trained

on the classification schema and understand the required security controls and handling

procedures for each classification. The classification a particular information asset has been

assigned should be reviewed periodically to ensure the classification is still appropriate for

the information and to ensure the security controls required by the classification are in place.

12. Access control

Access to protected information must be restricted to people who are authorized to access the

information. The computer programs, and in many cases the computers that process the

information, must also be authorized. This requires that mechanisms be in place to control the

access to protected information. The sophistication of the access control mechanisms should

be in parity with the value of the information being protected - the more sensitive or valuable

the information the stronger the control mechanisms need to be. The foundation on which

access control mechanisms are built start with identification and authentication. Identification

is an assertion of who someone is or what something is. If a person makes the statement

"Hello, my name is John Doe." they are making a claim of who they are. However, their

claim may or may not be true. Before John Doe can be granted access to protected

information it will be necessary to verify that the person claiming to be John Doe really is

John Doe. Authentication is the act of verifying a claim of identity. When John Doe goes into

a bank to make a withdrawal, he tells the bank teller he is John Doe (a claim of identity). The

bank teller asks to see a photo ID, so he hands the teller his driver's license. The bank teller

checks the license to make sure it has John Doe printed on it and compares the photograph on

the license against the person claiming to be John Doe. If the photo and name match the

person, then the teller has authenticated that John Doe is who he claimed to be. There are

three different types of information that can be used for authentication: something you know,

something you have, or something you are. Examples of something you know include such

things as a PIN, a password, or your mother's maiden name. Examples of something you have

include a driver's license or a magnetic swipe card. Something you are refers to biometrics.

Examples of biometrics include palm prints, finger prints, voice prints and retina (eye) scans.

Strong authentication requires providing information from two of the three different types of
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authentication information. For example, something you know plus something you have. This

is called two factor authentications.

On computer systems in use today, the Username is the most common form of identification

and the Password is the most common form of authentication. Usernames and passwords

have served their purpose but in our modern world they are no longer adequate. Usernames

and passwords are slowly being replaced with more sophisticated authentication mechanisms.

After a person, program or computer has successfully been identified and authenticated then

it must be determined what informational resources they are permitted to access and what

actions they will be allowed to perform (run, view, create, delete, or change). This is called

authorization. Authorization to access information and other computing services begins with

administrative policies and procedures. The policies prescribe what information and

computing services can be accessed, by whom, and under what conditions. The access control

mechanisms are then configured to enforce these policies. Different computing systems are

equipped with different kinds of access control mechanisms - some may even offer a choice

of different access control mechanisms. The access control mechanism a system offers will

be based upon one of three approaches to access control or it may be derived from a

combination of the three approaches. The non-discretionary approach consolidates all access

control under a centralized administration. The access to information and other resources is

usually based on the individuals function (role) in the organization or the tasks the individual

must perform. The discretionary approach gives the creator or owner of the information

resource the ability to control access to those resources. In the Mandatory access control

approach, access is granted or denied bases upon the security classification assigned to the

information resource. Examples of common access control mechanisms in use today include

Role-based access control available in many advanced Database Management Systems,

simple file permissions provided in the UNIX and Windows operating systems, Group Policy

Objects provided in Windows network systems, Kerberos, RADIUS, TACACS, and the

simple access lists used in many firewalls and routers. To be effective, policies and other

security controls must be enforceable and upheld. Effective policies ensure that people are

held accountable for their actions. All failed and successful authentication attempts must be

logged, and all access to information must leave some type of audit trail.

13. Cryptography

Information security uses cryptography to transform usable information into a form that

renders it unusable by anyone other than an authorized user; this process is called encryption.

Information that has been encrypted (rendered unusable) can be transformed back into its
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original usable form by an authorized user, who possesses the cryptographic key, through the

process of decryption. Cryptography is used in information security to protect information

from unauthorized or accidental discloser while the information is in transit (either

electronically or physically) and while information is in storage. Cryptography provides

information security with other useful applications as well including improved authentication

methods, message digests, digital signatures, non-repudiation, and encrypted network

communications. Older less secure application such as telnet and ftp are slowly being

replaced with more secure applications such as ssh that use encrypted network

communications. Wireless communications can be encrypted using the WPA or WEP

protocols. Software applications such as GNUPG or PGP can be used to encrypt data files

and Email. Cryptography can introduce security problems when it is not implemented

correctly. Cryptographic solutions need to be implemented using industry accepted solutions

that have undergone rigorous peer review by independent experts in cryptography. The length

and strength of the encryption key is also an important consideration. A key that is weak or

too short will produce weak encryption. The keys used for encryption and decryption must be

protected with the same degree of rigor as any other confidential information. They must be

protected from unauthorized disclosure and destruction and they must be available when

needed. PKI solutions address many of the problems that surround key management.

14. Defense in depth

Information security must protect information throughout the life span of the information,

from the initial creation of the information on through to the final disposal of the information.

The information must be protected while in motion and while at rest. During its life time,

information may pass through many different information processing systems and through

many different parts of information processing systems. There are many different ways the

information and information systems can be threatened. To fully protect the information

during its lifetime, each component of the information processing system must have its own

protection mechanisms. The building up, layering on and overlapping of security measures is

called defense in depth. The strength of any system is no greater than its weakest link. Using

a defence in depth strategy, should one defensive measure fail there are other defensive

measures in place that continue to provide protection.
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Recall the earlier discussion about administrative controls, logical controls, and physical

controls. The three types of controls can be used to form the basis upon which to build a

defense-in-depth strategy. With this approach, defense-in-depth can be conceptualized as

three distinct layers or planes laid one on top of the other. Additional insight into defense-in-

depth can be gained by thinking of it as forming the layers of an onion, with data at the core

of the onion, people as the outer layer of the onion, and network security, host-based security

and application security forming the inner layers of the onion. Both perspectives are equally

valid and each provides valuable insight into the implementation of a good defense-in-depth

strategy.

15. Process

The terms reasonable and prudent person, due care and due diligence have been used in the

fields of Finance, Securities, and Law for many years. In recent years these terms have found

their way into the fields of computing and information security. U.S.A. Federal Sentencing

Guidelines now make it possible to hold corporate officers liable for failing to exercise due

care and due diligence in the management of their information systems. In the business

world, stockholders, customers, business partners and governments have the expectation that

corporate officers will run the business in accordance with accepted business practices and in

compliance with laws and other regulatory requirements. This is often described as the

"reasonable and prudent person" rule. A prudent person takes due care to ensure that

everything necessary is done to operate the business by sound business principles and in a

legal ethical manner. A prudent person is also diligent (mindful, attentive, and ongoing) in

their due care of the business.

In Section 5 of this course you will cover these topics:
Ethical Implications Of Information Technology

Decision Support Systems
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Topic : Ethical Implications Of Information Technology

Topic Objective:

At the end of this topic student would be able to:

 Understand the Information ethics

 Understand the Philosophy of information

 Understand the Logic of information

 Understand the Cybernetics

 Understand the Study of language and information

Definition/Overview:

Information ethics is the field that investigates the ethical issues arising from the

development and application of information technologies. It provides a critical framework for

considering moral issues concerning informational privacy, moral agency

The philosophy of information: The philosophy of information (PI) is the area of research

that studies conceptual issues arising at the intersection of computer science, information

technology, and philosophy.

Key Points:

1. Information ethics

Information ethics is the field that investigates the ethical issues arising from the

development and application of information technologies. It provides a critical framework for

considering moral issues concerning informational privacy, moral agency (e.g. whether

artificial agents may be moral), new environmental issues (especially how agents should one

behave in the infosphere), problems arising from the life-cycle (creation, collection,

recording, distribution, processing, etc.) of information (especially ownership and copyright,

digital divide). Information Ethics is related to the fields of computer ethics and the

philosophy of information. Dilemmas regarding the life of information are becoming

increasingly important in a society that is defined as "the information society". Information
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transmission and literacy are essential concerns in establishing an ethical foundation that

promotes fair, equitable, and responsible practices. Information ethics broadly examines

issues related to ownership, access, privacy, security, and community. Information

technology affects fundamental rights involving copyright protection, intellectual freedom,

accountability, and security. Professional codes offer a basis for making ethical decisions and

applying ethical solutions to situations involving information provision and use which reflect

an organizations commitment to responsible information service. Evolving information

formats and needs require continual reconsideration of ethical principles and how these codes

are applied. Considerations regarding information ethics influence personal decisions,

professional practice, and public policy. Therefore, ethical analysis must provide a

framework to take into consideration many, diverse domains (ibid.) regarding how

information is distributed. The main, peer-reviewed, academic journal in information ethics is

Ethics and Information Technology, published by Springer.

2. Philosophy of information

The philosophy of information (PI) is the area of research that studies conceptual issues

arising at the intersection of computer science, information technology, and philosophy.

It includes:

 the critical investigation of the conceptual nature and basic principles of information,

including its dynamics, utilization and sciences

 the elaboration and application of information-theoretic and computational methodologies to

philosophical problems.

The philosophy of information (PI) has evolved from the Philosophy of artificial intelligence,

logic of information, cybernetics, social theory, ethics and the study of language and

information.

3. Logic of information

The logic of information, also known as the logical theory of information, considers the

information content of logical signs and expressions along the lines initially developed by

Charles Sanders Peirce.

4. Cybernetics

One source for the philosophy of information can be found in the technical work of Norbert

Wiener, Alan Turing, William Ross Ashby, Claude Shannon, Warren Weaver, and many

other scientists working on computing and information theory back in the early 1950s.
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Some important work on information and communication was done by Gregory Bateson and

his colleagues.

5. Study of language and information

Later contributions to the field were made by Fred Dretske, Jon Barwise, Brian Cantwell

Smith, and others.

The Center for the Study of Language and Information (CSLI) was founded at Stanford

Universityin 1983 by philosophers, computer scientists, linguists, and psychologists, under

the direction of John Perry and Jon Barwise.

6. P.I.

More recently this field has become known as the philosophy of information. The expression

was coined in the 1990s by Luciano Floridi, who has published prolifically in this area with

the intention of elaborating a unified and coherent, conceptual frame for the whole subject.

7. Shannon

Claude E. Shannon, for his part, was very cautious: The word information has been given

different meanings by various writers in the general field of information theory. It is likely

that at least a number of these will prove sufficiently useful in certain applications to deserve

further study and permanent recognition. It is hardly to be expected that a single concept of

information would satisfactorily account for the numerous possible applications of this

general field. (Shannon 1993, p. 180). Thus, following Shannon, Weaver supported a

tripartite analysis of information in terms of (1) technical problems concerning the

quantification of information and dealt with by Shannon's theory; (2) semantic problems

relating to meaning and truth; and (3) what he called influential problems concerning the

impact and effectiveness of information on human behaviour, which he thought had to play

an equally important role. And these are only two early examples of the problems raised by

any analysis of information. A map of the main senses in which one may speak of

information is provided by the Stanford Encyclopedia of Philosophy article. The previous

paragraphs are based on it.

8. Bateson

Gregory Bateson defined information as "a difference that makes a difference".

9. Floridi

According to Floridi, four kinds of mutually compatible phenomena are commonly referred

to as "information":

 Information about something (e.g. a train timetable)
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 Information as something (e.g. DNA, or fingerprints)

 Information for something (e.g. algorithms or instructions)

 Information in something (e.g. a pattern or a constraint).

The word "information" is commonly used so metaphorically or so abstractly that the

meaning is unclear.

10. Digital divide

The term digital divide refers to the gap between people with effective access to digital and

information technology and those with very limited or no access at all. It includes the

imbalances in physical access to technology as well as the imbalances in resources and skills

needed to effectively participate as a digital citizen. In other words, it is the unequal access by

some members of society to information and communications technology, and the unequal

acquisition of related skills. The digital divide may be classified based on gender, income,

and race groups, and by locations. The term global digital divide refers to differences in

technology access between countries or large regions of the world.

11. Origins of the term

The term initially referred to gaps in ownership of computers between groups, during which

time the increase of ownership was limited to certain ethnic groups. The term came into

regular usage in the mid-1990s, though the term had previously appeared in several news

articles and political speeches as early as 1995. President of the United States Bill Clinton

and his Vice President Al Gore used the term in a 1996 speech in Knoxville, Tennessee.

Larry Irving, a former United Stateshead of the National Telecommunications Infrastructure

Administration (NTIA) at the Department of Commerce, Assistant Secretary of Commerce

and technology adviser to the Clinton Administration, noted that a series of NTIA surveys; ,

were catalysts for the popularity, ubiquity, and redefinition of the term, and he used the term

in a series of later reports. Since the start of the George W. Bush Administration, the NTIA

reports have tended to focus less on gaps and divides and more on the steady growth of

broadband access, especially amongst groups formerly believed to be on the wrong side of

the digital divide. There is a considerable literature on information and digital inequality that

predates this current label. The concept of a digital divide is more of a new label and less of a

unique concept.

12. Current usage

There are various definitions of the term "digital divide". Bharat Mehra defines it simply as

the troubling gap between those who use computers and the Internet and those who do not.
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The term initially referred to gaps in the ownership of, or regular access to, a computer. As

Internet access came to be seen as a central aspect of computing, the term's usage shifted to

encompass gaps in not just computers but also access to the Internet. Recently, some have

used the term to refer to gaps in broadband network access. The term can mean not only

unequal access to computer hardware, but also inequalities between groups of people in the

ability to use information technology fully. Due to the range of criteria which can be used to

assess the imbalance, and the lack of detailed data on some aspects of technology usage, the

exact nature of the digital divide is both contextual and debatable. Criteria often used to

distinguish between the 'haves' and the 'have nots' of the digital divide tend to focus on access

to hardware, access to the Internet, and details relating to both categories. Some scholars fear

that these discussions might be discouraging the creation of Internet content that addresses

the needs of minority groups that make up the "have nots," as they are portrayed to be

technophobic charity cases that lack the desire to adopt new technologies on their own. The

discussions on digital divide often are tied with other concepts. Lisa Servon argued in 2002

that the digital divide "is a symptom of a larger and more complex problem -- the problem of

persistent poverty and inequality". As described by Mehra (2004), the four major components

that contribute to digital divide are socioeconomic status, with income, educational level, and

race among other factors associated with technological attainment. Recognition of digital

divide as an immense problem has led scholars, policy makers, and the public to understand

the potential of the Internet to improve everyday life for those on the margins of society and

to achieve greater social equity and empowerment.

13. Digital divide evolution

Typical measurements of inequality distribution used to describe the Digital Divide are the

Lorenz Curve and Gini coefficient; however, the question of whether or not the digital divide

is growing or closing is difficult to answer. In bridging the digital divide: An opportunity for

growth for the 21st century, examples of these ways of measuring is illustrated. In the Lorenz

curve, perfect equality of Internet usage across nations is represented by a 45-degree diagonal

line, which has a Gini coefficient of zero. Perfect inequality gives a Gini coefficient of one.

Therefore if you look at figures 2.4 and 2.5 in the document, both graphs show a trend of

growing equality from 1997 to 2005 with the Gini coefficient decreasing. However, these

graphs dont show the important, detailed analysis of specific income groups. The progress

represented is predominantly of the middle-income groups when compared to the highest

income groups. The lowest income groups continue to decrease their level of equality in
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comparison to the high income groups. Therefore, there is still a long way to go before the

digital divide will be eliminated.

14. Digital divide and education

One area of significant focus was school computer access; in the 1990s, rich schools were

much more likely to provide their students with regular computer access. In the late 1990s,

rich schools were much more likely to have Internet access. In the context of schools, which

have consistently been involved in the discussion of the divide, current formulations of the

divide focus more on how (and whether) computers are used by students, and less on whether

there are computers or Internet connections. The E-Rate program in the United

States(officially the Schools and Libraries Program of the Universal Service Fund),

authorized in 1996 and implemented in 1997, directly addressed the technology gap between

rich and poor schools by allocating money from telecommunications taxes to poor schools

without technology resources. Though the program faced criticism and controversy in its

methods of disbursement, E-Rate has been credited with increasing the overall number of

public classrooms with Internet access from 14% in 1996 to 95% in 2005. Recently,

discussions of a digital divide in school access have broadened to include technology related

skills and training in addition to basic access to computers and Internet access. Technology

offers a unique opportunity to extend learning support beyond the classroom, something that

has been difficult to do until now. The variety of functions that the Internet can serve for the

individual user makes it unprecedentedly malleable to the users current needs and purposes.

Topic : Decision Support Systems

Topic Objective:

At the end of this topic student would be able to:

 Understand the Decision Support Systems

 Understand the Taxonomies

 Understand the Classifying DSS

 Understand the Applications

 Understand the Benefits of DSS
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Definition/Overview:

Decision support systems: Decision support systems constitute a class of computer-based

information systems including knowledge-based systems that support decision-making

activities.

Key Points:

1. Decision support systems

Decision support systems constitute a class of computer-based information systems including

knowledge-based systems that support decision-making activities.

2. Definition

Decision Support Systems (DSS) are a specific class of computerized information system that

supports business and organizational decision-making activities. A properly-designed DSS is

an interactive software-based system intended to help decision makers compile useful

information from raw data, documents, personal knowledge, and/or business models to

identify and solve problems and make decisions.

Typical information that a decision support application might gather and present would be:

 an inventory of all of your current information assets (including legacy and relational data

sources, cubes, data warehouses, and data marts),

 comparative sales figures between one week and the next,

 projected revenue figures based on new product sales assumptions;

 the consequences of different decision alternatives, given past experience in a context that is

described.

3. A brief history

In the absence of an all-inclusive definition, we focus on the history of DSS (see also Power).

According to Keen, the concept of decision support has evolved from two main areas of

research: the theoretical studies of organizational decision making done at the Carnegie

Institute of Technology during the late 1950s and early 1960s, and the technical work on

interactive computer systems, mainly carried out at the Massachusetts Institute of Technology

in the 1960s. It is considered that the concept of DSS became an area of research of its own in

the middle of the 1970s, before gaining in intensity during the 1980s. In the middle and late

1980s, executive information systems (EIS), group decision support systems (GDSS), and

organizational decision support systems (ODSS) evolved from the single user and model-
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oriented DSS. Beginning in about 1990, data warehousing and on-line analytical processing

(OLAP) began broadening the realm of DSS. As the turn of the millennium approached, new

Web-based analytical applications were introduced. It is clear that DSS belong to an

environment with multidisciplinary foundations, including (but not exclusively) database

research, artificial intelligence, human-computer interaction, simulation methods, software

engineering, and telecommunications. The advent of better and better reporting technologies

has seen DSS start to emerge as a critical component of management design. Examples of

this can be seen in the intense amount of discussion of DSS in the education environment.

DSS also have a weak connection to the user interface paradigm of hypertext. Both the

University of Vermont PROMIS system (for medical decision making) and the Carnegie

Mellon ZOG/KMS system (for military and business decision making) were decision support

systems which also were major breakthroughs in user interface research. Furthermore,

although hypertext researchers have generally been concerned with information overload,

certain researchers, notably Douglas Engelbart, have been focused on decision makers in

particular.

4. Taxonomies

As with the definition, there is no universally-accepted taxonomy of DSS either. Different

authors propose different classifications. Using the relationship with the user as the criterion,

Haettenschwiler differentiates passive, active, and cooperative DSS. A passive DSS is a

system that aids the process of decision making, but that cannot bring out explicit decision

suggestions or solutions. An active DSS can bring out such decision suggestions or solutions.

A cooperative DSS allows the decision maker (or its advisor) to modify, complete, or refine

the decision suggestions provided by the system, before sending them back to the system for

validation. The system again improves, completes, and refines the suggestions of the decision

maker and sends them back to her for validation. The whole process then starts again, until a

consolidated solution is generated. Taxonomy for DSS has been created by Daniel Power.

Using the mode of assistance as the criterion, Power differentiates communication-driven

DSS, data-driven DSS, document-driven DSS, knowledge-driven DSS, and model-driven

DSS.

 A model-driven DSS emphasizes access to and manipulation of a statistical, financial,

optimization, or simulation model. Model-driven DSS use data and parameters provided by

users to assist decision makers in analyzing a situation; they are not necessarily data-

intensive. Dicodess is an example of an open source model-driven DSS generator.
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 A communication-driven DSS supports more than one person working on a shared task;

examples include integrated tools like Microsoft's NetMeeting or Groove

 A data-driven DSS or data-oriented DSS emphasizes access to and manipulation of a time

series of internal company data and, sometimes, external data.

 A document-driven DSS manages, retrieves, and manipulates unstructured information in a

variety of electronic formats.

 A knowledge-driven DSS provides specialized problem-solving expertise stored as facts,

rules, procedures, or in similar structures.

Using scope as the criterion, Power differentiates enterprise-wide DSS and desktop DSS. An

enterprise-wide DSS is linked to large data warehouses and serves many managers in the

company. A desktop, single-user DSS is a small system that runs on an individual manager's

PC.

5. Classifying DSS

There are several ways to classify DSS applications. Not every DSS fits neatly into one

category, but a mix of two or more architecture in one. Holsapple and Whinston classify DSS

into the following six frameworks: Text-oriented DSS, Database-oriented DSS, Spreadsheet-

oriented DSS, Solver-oriented DSS, Rule-oriented DSS, and A compound DSS is the most

popular classification for a DSS. It is a hybrid system that includes two or more of the five

basic structures described by Holsapple and Whinston . The support given by DSS can be

separated into three distinct, interrelated categories: Personal Support, Group Support, and

Organizational Support. Additionally, the buildup of a DSS is also classified into a few

characteristics. 1) Inputs: this is used so the DSS can have factors, numbers, and

characteristics to analyze. 2) User knowledge and expertise: This allows the system to decide

how much it is relied on, and exactly what inputs must be analyzed with or without the user.

3) Outputs: This is used so the user of the system can analyze the decisions that may be made

and then potentially 4) make a decision: This decision making is made by the DSS, however,

it is ultimately made by the user in order to decide on which criteria it should use. DSSs

which perform selected cognitive decision-making functions and are based on artificial

intelligence or intelligent agents technologies are called Intelligent Decision Support Systems

(IDSS). The nascent field of Decision engineering treats the decision itself as an engineered

object, and applies engineering principles such as Design and Quality assurance to an explicit

representation of the elements that make up a decision.
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6. Applications

One example is the Clinical decision support system for medical diagnosis. Other examples

include a bank loan officer verifying the credit of a loan applicant or an engineering firm that

has bids on several projects and wants to know if they can be competitive with their costs.

DSS is extensively used in business and management. Executive dashboard and other

business performance software allow faster decision making, identification of negative

trends, and better allocation of business resources. A growing area of DSS application,

concepts, principles, and techniques is in agricultural production, marketing for sustainable

development. For example, the DSSAT4 package, developed through financial support of

USAID during the 80's and 90's, has allowed rapid assessment of several agricultural

production systems around the world to facilitate decision-making at the farm and policy

levels. There are, however, many constraints to the successful adoption on DSS in

agriculture. A specific example concerns the Canadian National Railway system, which tests

its equipment on a regular basis using a decision support system. A problem faced by any

railroad is worn-out or defective rails, which can result in hundreds of derailments per year.

Under a DSS, CN managed to decrease the incidence of derailments at the same time other

companies were experiencing an increase. DSS has many applications that have already been

spoken about. However, it can be used in any field where organization is necessary.

Additionally, a DSS can be designed to help make decisions on the stock market, or deciding

which area or segment to market a product toward.

7. Benefits of DSS

 Improves personal efficiency

 Expedites problem solving

 Facilitates interpersonal communication

 Promotes learning or training

 Increases organizational control

 Generates new evidence in support of a decision

 Creates a competitive advantage over competition

 Encourages exploration and discovery on the part of the decision maker

 Reveals new approaches to thinking about the problem space
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