
“Basics of Project Risks”.

Topic Objective:

At the end of this topic student would be able to:

 Learn about risk management

 Learn about managing risk

Definition/Overview:

Project Management: is the discipline of planning, organizing, and managing resources to bring

about the successful completion of specific project goals and objectives. A project is a finite

endeavorhaving specific start and completion datesundertaken to create a unique product or

service which brings about beneficial change or added value. This finite characteristic of projects

stands in sharp contrast to processes, or operations, which are permanent or semi-permanent

functional work to repetitively produce the same product or service.

Risk management is activity directed towards the assessing, mitigating (to an acceptable level)

and monitoring of risks. In some cases the acceptable risk may be near zero. Risks can come

from accidents, natural causes and disasters as well as deliberate attacks from an adversary. The

main ISO standards on risk management include in businesses, risk management entails

organized activity to manage uncertainty and threats and involves people following procedures

and using tools in order to ensure conformance with risk-management policies.

In practice, the management of these two systems is often found to be quite different, and as such

requires the development of distinct technical skills and the adoption of separate management

philosophy, which is the subject of this article.The primary challenge of project management is

to achieve all of the project goals and objectives while adhering to classic project

constraintsusually scope, quality, time and budget. The secondaryand more ambitiouschallenge

is to optimize the allocation and integration of inputs necessary to meet pre-defined objectives. A

project is a carefully defined set of activities that use resources (money, people, materials,
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energy, space, provisions, communication, motivation, etc.) to achieve the project goals and

objectives.

Key Points:

1. Risk management

In ideal risk management, a prioritization process is followed whereby the risks with the greatest

loss and the greatest probability of occurring are handled first, and risks with lower probability of

occurrence and lower loss are handled in descending order. In practice the process can be very

difficult, and balancing between risks with a high probability of occurrence but lower loss versus

a risk with high loss but lower probability of occurrence can often be mishandled.

Intangible risk management identifies a new type of risk - a risk that has a 100% probability of

occurring but is ignored by the organization due to a lack of identification ability. For example,

when deficient knowledge is applied to a situation, a knowledge risk materialises. Relationship

risk appears when ineffective collaboration occurs. Process-engagement risk may be an issue

when ineffective operational procedures are applied. These risks directly reduce the productivity

of knowledge workers, decrease cost effectiveness, profitability, service, quality, reputation,

brand value, and earnings quality. Intangible risk management allows risk management to create

immediate value from the identification and reduction of risks that reduce productivity.

Risk management also faces difficulties allocating resources. This is the idea of opportunity cost.

Resources spent on risk management could have been spent on more profitable activities. Again,

ideal risk management minimizes spending while maximizing the reduction of the negative

effects of risks.

As a discipline, project management developed from different fields of application including

construction, engineering, and defense. In the United States, the forefather of project

management is Henry Gantt, called the father of planning and control techniques, who is

famously known for his use of the Gantt chart as a project management tool, for being an

associate of Frederick Winslow Taylor's theories of scientific management, and for his study of
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the work and management of Navy ship building. His work is the forerunner to many modern

project management tools including the work breakdown structure (WBS) and resource

allocation.The 1950s marked the beginning of the modern project management era. Again, in the

United States, prior to the 1950s, projects were managed on an ad hoc basis using mostly Gantt

Charts, and informal techniques and tools. At that time, two mathematical project scheduling

models were developed: (1) the "Program Evaluation and Review Technique" or PERT,

developed by Booz-Allen & Hamilton as part of the United States Navy's (in conjunction with

the Lockheed Corporation) Polaris missile submarine program; and (2) the "Critical Path

Method" (CPM) developed in a joint venture by both DuPont Corporation and Remington Rand

Corporation for managing plant maintenance projects.

These mathematical techniques quickly spread into many private enterprises.At the same time,

technology for project cost estimating, cost management, and engineering economics was

evolving, with pioneering work by Hans Lang and others. In 1956, the American Association of

Cost Engineers (now AACE International; the Association for the Advancement of Cost

Engineering) was formed by early practitioners of project management and the associated

specialties of planning and scheduling, cost estimating, and cost/schedule control (project

control).

AACE has continued its pioneering work and in 2006 released the first ever integrated process

for portfolio, program and project management(Total Cost Management Framework).In 1969,

the Project Management Institute (PMI) was formed to serve the interest of the project

management industry. The premise of PMI is that the tools and techniques of project

management are common even among the widespread application of projects from the software

industry to the construction industry. In 1981, the PMI Board of Directors authorized the

development of what has become A Guide to the Project Management Body of Knowledge

(PMBOK Guide), containing the standards and guidelines of practice that are widely used

throughout the profession.

The International Project Management Association (IPMA), founded in Europe in 1967, has

undergone a similar development and instituted the IPMA Competence Baseline (ICB). The

focus of the ICB also begins with knowledge as a foundation, and adds considerations about

relevant experience, interpersonal skills, and competence. Both organizations are now

participating in the development of an ISO project management standard.
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: Risk Identification

Topic Objective:

At the end of this topic student would be able to:

 Learn about the risk Identification

 Ways to Risk avoidance

Definition/Overview:

Risk Identification: Once risks have been identified, they must then be assessed as to their

potential severity of loss and to the probability of occurrence. These quantities can be either

simple to measure, in the case of the value of a lost building, or impossible to know for sure in

the case of the probability of an unlikely event occurring. Therefore, in the assessment process it

is critical to make the best educated guesses possible in order to properly prioritize the

implementation of the risk management plan.The fundamental difficulty in risk assessment is

determining the rate of occurrence since statistical information is not available on all kinds of

past incidents. Furthermore, evaluating the severity of the consequences (impact) is often quite

difficult for immaterial assets.

Asset valuation is another question that needs to be addressed.

Thus, best educated opinions and available statistics are the primary sources of information.

Nevertheless, risk assessment should produce such information for the management of the

organization that the primary risks are easy to understand and that the risk management decisions

may be prioritized.

Thus, there have been several theories and attempts to quantify risks. Numerous different risk

formulae exist, but perhaps the most widely accepted formula for risk quantification is: Rate of

occurrence multiplied by the impact of the event equals risk

Later research has shown that the financial benefits of risk management are less dependent on

the formula used but are more dependent on the frequency and how risk assessment is

performed.In business it is imperative to be able to present the findings of risk assessments in
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financial terms. Robert Courtney Jr. (IBM, 1970) proposed a formula for presenting risks in

financial terms. The Courtney formula was accepted as the official risk analysis method for the

US governmental agencies. The formula proposes calculation of ALE (annualised loss

expectancy) and compares the expected loss value to the security control implementation costs

(cost-benefit analysis).

Key Points:

1. Risk identification

Once risks have been identified and assessed, all techniques to manage the risk fall into one or

more of these four major categories: 1.

 Avoidance (elimination)

 Reduction (mitigation)

 Retention (acceptance and budgeting)

 Transfer (insurance or hedging)

Ideal use of these strategies may not be possible. Some of them may involve trade-offs that are

not acceptable to the organization or person making the risk management decisions. Another

source, from the US Department of Defense, Defense Acquisition University, calls these

categories ACAT, for Avoid, Control, Accept, or Transfer. This use of the ACAT acronym is

reminiscent of another ACAT (for Acquisition Category) used in US Defense industry

procurements, in which Risk Management figures prominently in decision making and planning.

1. 1 Risk avoidance: Includes not performing an activity that could carry risk. An example

would be not buying a property or business in order to not take on the liability that comes with it.

Another would be not flying in order to not take the risk that the airplane were to be hijacked.

Avoidance may seem the answer to all risks, but avoiding risks also means losing out on the

potential gain that accepting (retaining) the risk may have allowed. Not entering a business to

avoid the risk of loss also avoids the possibility of earning profits.

1. 2. Risk reduction: Involves methods that reduce the severity of the loss or the

likelihood of the loss from occurring. Examples include sprinklers designed to put out a
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fire to reduce the risk of loss by fire. This method may cause a greater loss by water

damage and therefore may not be suitable. Halon fire suppression systems may mitigate

that risk, but the cost may be prohibitive as a strategy.

Modern software development methodologies reduce risk by developing and delivering

software incrementally. Early methodologies suffered from the fact that they only

delivered software in the final phase of development; any problems encountered in earlier

phases meant costly rework and often jeopardized the whole project. By developing in

iterations, software projects can limit effort wasted to a single iteration.

Outsourcing could be an example of risk reduction if the outsourcer can demonstrate

higher capability at managing or reducing risks. In this case companies outsource only

some of their departmental needs. For example, a company may outsource only its

software development, the manufacturing of hard goods, or customer support needs to

another company, while handling the business management itself. This way, the company

can concentrate more on business development without having to worry as much about

the manufacturing process, managing the development team, or finding a physical

location for a call center.

In Section 2 of this course you will cover these topics:
Risk Assessment Goals And Methodology

Computer Application

You may take as much time as you want to complete the topic coverd in section 2.
There is no time limit to finish any Section, However you must finish All Sections before

semester end date.

If you want to continue remaining courses later, you may save the course and leave.
You can continue later as per your convenience and this course will be avalible in your

area to save and continue later.
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: Risk Assessment Goals And Methodology

Topic Objective:

At the end of this topic student would be able to:

 Learn about the risk assessment goals

 Learn about the risk assessment

 Learn about principles of risk management

Definition/Overview:

Risk assessment: is a common first step in a risk management process. Risk assessment is the

determination of quantitative or qualitative value of risk related to a concrete situation and a

recognized threat.Quantitative risk assessment requires calculations of two components of risk R,

the magnitude of the potential loss L, and the probability p that the loss will occur.

Risk assessment is an important, yet difficult, step in the risk management process. Once risks

have been identified and assessed, the steps to properly deal with these risks are more

formulaic.Part of the difficulty of risk management is that measurement of both of the quantities

in which risk assessment is concerned- potential loss and probability of occurrence- can be very

difficult to measure. The chance of error in the measurement of these two concepts is large. A

certain risk with a large potential loss and a low probability of occurring must be treated

differently than one with a low potential loss and a high likelihood of occurring. In theory, both

are of nearly equal priority in dealing with first, but in practice it can be very difficult to manage

when faced with the scarcity of resources, especially time, in which to conduct the risk

management process.

In the context of public health, risk assessment is the process of quantifying the probability of a

harmful effect to individuals or populations from certain human activities. In most countries, the

use of specific chemicals, or the operations of specific facilities (e.g. power plants,

manufacturing plants) is not allowed unless it can be shown that they do not increase the risk of

death or illness above a specific threshold. For example, the American Food and Drug

Administration (FDA) regulates food safety through risk assessment. The FDA required in 1973
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that cancer-causing compounds must not be present in meat at concentrations that would cause a

cancer risk greater than 1 in a million lifetimes.

Key Points:

In the estimation of the risks, three or more steps are involved, requiring the inputs of different

disciplines.

The first step, Hazard Identification, aims to determine the qualitative nature of the potential

adverse consequences of the contaminant (chemical, radiation, noise, etc.) and the strength of the

evidence it can have that effect. This is done, for chemical hazards, by drawing from the results

of the sciences of toxicology and epidemiology. For other kinds of hazard, engineering or other

disciplines are involved.

The second step for chemical risk assessment, Dose-Response Analysis, is determining the

relationship between dose and the probability or the incidence of effect (dose-response

assessment). The complexity of this step in many contexts derives mainly from the need to

extrapolate results from experimental animals (e.g. mouse, rat) to humans, and/or from high to

lower doses. In addition, the differences between individuals due to genetics or other factors

mean that the hazard may be higher for particular groups, called susceptible populations. An

alternative to dose-response estimation is to determine an effect unlikely to yield observable

effects. In developing such a dose, to account for the largely unknown effects of animal to

human extrapolations, increased variability in humans, or missing data, a prudent approach is

often adopted by including safety factors in the estimate of the "safe" dose, typically a factor of

10 for each unknown step.

The third step, Exposure Quantification, aims to determine the amount of a contaminant (dose)

that individuals and populations will receive. This is done by examining the results of the

discipline of exposure assessment. As different location, lifestyles and other factors likely

influence the amount of contaminant that is received, a range or distribution of possible values is

generated in this step. Particular care is taken to determine the exposure of the susceptible

population(s).
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Finally, the results of the three steps above are then combined to produce an estimate of risk.

Because of the different susceptibilities and exposures, this risk will vary within a population.

The decisions based on the application of risk assessment are sometimes based on a standard of

protecting those most at risk. This problem raises the question of how small a segment of a

population must be protected. What if a risk is very low for everyone but 0.1% of the

population? A difference exists whether this 0.1% is represented by

 all infants younger than X days or

 Recreational users of a particular product.

If the risk is higher for a particular sub-population because of abnormal exposure rather than

susceptibility, there is a potential to consider strategies to further reduce the exposure of that

subgroup. If an identifiable sub-population is more susceptible due to inherent genetic or other

factors, there is a policy choice whether to set policies for protecting the general population that

are protective of such groups (as is currently done for children when data exists, or is done under

the Clean Air Act for populations such as asthmatics) or whether if the group is too small, or the

costs to high. Sometimes, a suitable position is to at least limit the risk of the more susceptible to

some risk level above which it seems too inequitable to leave them out of the risk

The International Organization for Standardization identifies the following principles of risk

management:

 Risk management should create value.

 Risk management should be an integral part of organizational processes.

 Risk management should be part of decision making.

 Risk management should explicitly address uncertainty.

 Risk management should be systematic and structured.

 Risk management should be based on the best available information.

 Risk management should be tailored.

 Risk management should take into account human factors.

 Risk management should be transparent and inclusive.

 Risk management should be dynamic, iterative and responsive to change.

 Risk management should be capable of continual improvement and enhancement.

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

9
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



: Computer Application

Topic Objective:

At the end of this topic student would be able to:

 Learn about the application software

 Learn about the Types of the application software:

 Learn about the Limitations

 Create a risk-management plan

 Review and evaluation of the plan

Definition/Overview:

Application software: is a subclass of computer software that employs the capabilities of a

computer directly and thoroughly to a task that the user wishes to perform. This should be

contrasted with system software which is involved in integrating a computer's various

capabilities, but typically does not directly apply them in the performance of tasks that benefit

the user. In this context the term application refers to both the application software and its

implementation.A simple, if imperfect analogy in the world of hardware would be the

relationship of an electric light bulb (an application) to an electric power generation plant (a

system).

The power plant merely generates electricity, not itself of any real use until harnessed to an

application like the electric light that performs a service that benefits the user.Typical examples

of software applications are word processors, spreadsheets, and media players.Multiple

applications bundled together as a package are sometimes referred to as an application suite.

Microsoft Office and OpenOffice.org, which bundle together a word processor, a spreadsheet,

and several other discrete applications, are typical examples.

The separate applications in a suite usually have a user interface that has some commonality

making it easier for the user to learn and use each application. And often they may have some

capability to interact with each other in ways beneficial to the user. For example, a spreadsheet
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might be able to be embedded in a word processor document even though it had been created in

the separate spreadsheet application.User-written software tailors systems to meet the user's

specific needs. User-written software include spreadsheet templates, word processor macros,

scientific simulations, graphics and animation scripts. Even email filters are a kind of user

software. Users create this software themselves and often overlook how important it is.

Key Points:

1. There are many subtypes of application software:

 Enterprise software addresses the needs of organization processes and data flow, often in

a large distributed environment. (Examples include Financial, Customer Relationship

Management, and Supply Chain Management). Note that Departmental Software is a sub-type of

Enterprise Software with a focus on smaller organizations or groups within a large organization.

(Examples include Travel Expense Management, and IT Helpdesk)

 Enterprise infrastructure software provides common capabilities needed to support

Enterprise Software systems. (Examples include Databases, Email servers, and Network and

Security Management)

 Information worker software addresses the needs of individuals to create and manage

information, often for individual projects within a department, in contrast to enterprise

management. Examples include time management, resource management, documentation tools,

analytical, and collaborative. Word processors, spreadsheets, email and blog clients, personal

information system, and individual media editors may aid in multiple information worker tasks.

 Content access software is software used primarily to access content without editing, but

may include software that allows for content editing. Such software addresses the needs of

individuals and groups to consume digital entertainment and published digital content.

(Examples include Media Players, Web Browsers, Help browsers, and Games)

 Educational software is related to Media and Entertainment Software, but has distinct

requirements for delivering evaluations (tests) and tracking progress through material. It is also

related to collaboration software in that many Educational Software systems include

collaborative capabilities.
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 Simulation software are computer software for simulation of physical or abstract systems

for either research, training or entertainment purposes.

 Media development software addresses the needs of individuals who generate print and

electronic media for others to consume, most often in a commercial or educational setting. This

includes Graphic Art software, Desktop Publishing software, Multimedia Development software,

HTML editors, Digital Animation editors, Digital Audio and Video composition, and many

others.

 Product engineering software is used in developing hardware and software products. This

includes computer aided design (CAD), computer aided engineering (CAE), computer language

editing and compiling tools, Integrated Development Environments, and Application

Programmer Interfaces.

1. 1. Create a risk-management plan

Select appropriate controls or countermeasures to measure each risk. Risk mitigation needs to

be approved by the appropriate level of management. For example, a risk concerning the

image of the organization should have top management decision behind it whereas IT

management would have the authority to decide on computer virus risks.

The risk management plan should propose applicable and effective security controls for

managing the risks. For example, an observed high risk of computer viruses could be

mitigated by acquiring and implementing antivirus software. A good risk management plan

should contain a schedule for control implementation and responsible persons for those

actions.

According to ISO/IEC 27001, the stage immediately after completion of the Risk Assessment

phase consists of preparing a Risk Treatment Plan, which should document the decisions

about how each of the identified risks should be handled. Mitigation of risks often means

selection of security controls, which should be documented in a Statement of Applicability,

which identifies which particular control objectives and controls from the standard have been

selected, and why.
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1.2. Implementation

Follow all of the planned methods for mitigating the effect of the risks. Purchase insurance

policies for the risks that have been decided to be transferred to an insurer, avoid all risks that

can be avoided without sacrificing the entity's goals, reduce others, and retain the rest.

1. 3. Review and evaluation of the plan

Initial risk management plans will never be perfect. Practice, experience, and actual loss

results will necessitate changes in the plan and contribute information to allow possible

different decisions to be made in dealing with the risks being faced.

Risk analysis results and management plans should be updated periodically. There are two

primary reasons for this:

to evaluate whether the previously selected security controls are still applicable and

effective, and

to evaluate the possible risk level changes in the business environment. For

example, information risks are a good example of rapidly changing business

environment.
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In Section 3 of this course you will cover these topics:
Risk Response And Documentation

Management Of Contingency Allowances

You may take as much time as you want to complete the topic coverd in section 3.
There is no time limit to finish any Section, However you must finish All Sections before

semester end date.

If you want to continue remaining courses later, you may save the course and leave.
You can continue later as per your convenience and this course will be avalible in your

area to save and continue later

: Risk Response And Documentation

Topic Objective:

At the end of this topic student would be able to:

 Learn to select a risk response strategy

 Learn about ERM-based approach

 Learn about ERM process management

 Learn about risk appetite management

 Learn about business resiliency and sustainability

Definition/Overview:

Management selects a risk response strategy for specific risks identified and analyzed, which

may include:

 Avoidance: exiting the activities giving rise to risk

 Reduction: taking action to reduce the likelihood or impact related to the risk

 Share or insure: transferring or sharing a portion of the risk, to reduce it

 Accept: no action is taken, due to a cost/benefit decision

Monitoring is typically performed by management as part of its internal control activities, such

as review of analytical reports or management committee meetings with relevant experts, to

understand how the risk response strategy is working and whether the objectives are being

achieved.
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In business, enterprise risk management (ERM) includes the methods and processes used by

organizations to manage risks (or seize opportunities) related to the achievement of their

objectives. ERM provides a framework for risk management, which typically involves

identifying particular events or circumstances relevant to the organization's objectives (risks and

opportunities), assessing them in terms of likelihood and magnitude of impact, determining a

response strategy, and monitoring progress. By identifying and proactively addressing risks and

opportunities, business enterprises protect and create value for their stakeholders, including

owners, employees, customers, regulators, and society overall.

Key Points:

1. ERM

ERM can also be described as a risk-based approach to managing an enterprise, integrating

concepts of strategic planning, operations management, and internal control. ERM is evolving to

address the needs of various stakeholders, who want to understand the broad spectrum of risks

facing complex organizations to ensure they are appropriately managed. Regulators and debt

rating agencies have increased their scrutiny on the risk management processes of companies.

Enterprise risk management (ERM) as defined by the Risk and Insurance Management Society

(RIMS) is the culture, processes and tools to identify strategic opportunities and reduce

uncertainty. ERM is a comprehensive view of risk from both operational and strategic

perspectives and is a process that supports the reduction of uncertainty and promotes the

exploitation of opportunities.

According to the RIMS Risk Maturity Model for ERM, the following seven core competencies,

or attributes, measure how well enterprise risk management is embraced by management and

ingrained within the organization. A maturity level is determined for each attribute and ERM

maturity is determined by the weakest link.

1. 1. ERM-based approach:

Degree of executive support for an ERM-based approach within the corporate culture.

This goes beyond regulatory compliance across all processes, functions, business lines,
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roles and geographies. Degree of integration, communication and coordination of internal

audit, information technology, compliance, control and risk management.

1. 2. ERM process management

Degree of weaving the ERM Process into business processes and using ERM Process

steps to identify, analyze, evaluate, mitigate and monitor. Degree of incorporating

qualitative methods supported by quantitative methods, analysis, tools.

1. 3. Risk appetite management

Degree of understanding the risk-reward tradeoffs within the business. Accountability

within leadership and policy to guide decision-making and attack gaps between perceived

and actual risk. Risk appetite defines the boundary of acceptable risk and risk tolerance

defines the variation of measuring risk appetite that management deems acceptable.

1.4. Root cause discipline

Degree of discipline applied to measuring a problems root cause and binding events with

their process sources to drive the reduction of uncertainty, collection of information and

measurement of the controls effectiveness. The degree of risk from people, external

environment, systems, processes and relationships is explored.

1.5. Uncovering risks

Degree of quality and penetration coverage of risk assessment activities in documenting

risks and opportunities. Degree of collecting knowledge from employee expertise,

databases and other electronic files (such as Microsoft Word, Excel, etc) to uncover

dependencies and correlation across the enterprise.

1.6. Business resiliency and sustainability

Extent to which the ERM Processs sustainability aspects are integrated into operational

planning. This includes evaluating how planning supports resiliency and value. The

degree of ownership and planning beyond recovering technology platforms. Examples
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include vendor and distribution dependencies, supply chain disruptions, dramatic market

pricing changes, cash flow volatility, business liquidity, etc.

: Management Of Contingency Allowances

Topic Objective:

At the end of this topic student would be able to:

 Learn to estimate the cost for a project

 Learn about enterprise risk management

Definition/Overview:

Cost for a project: When estimating the cost for a project, product or other item or investment,

there is always uncertainty as to precise content of all items in the estimate, how work will be

performed, what work conditions will be like when the project is executed and so on. These

uncertainties are risks to the project. Some refer to these risks as "known-unknowns" because the

estimator is aware of them, and based on past experience, can even estimate their robable costs.

The estimated costs of the known-unknowns is referred to by cost estimators as cost

contingency.AACE International, the Association for the Advancement of Cost engineering, has

defined contingency as "An amount added to an estimate to allow for items, conditions, or events

for which the state, occurrence, or effect is uncertain and that experience shows will likely result,

in aggregate, in additional costs.

Typically estimated using statistical analysis or judgment based on past asset or project

experience. Contingency usually excludes: 1) Major scope changes such as changes in end

product specification, capacities, building sizes, and location of the asset or project; 2)

Extraordinary events such as major strikes and natural disasters; 3) Management reserves; and 4)

Escalation and currency effects. Some of the items, conditions, or events for which the state,

occurrence, and/or effect is uncertain include, but are not limited to, planning and estimating
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errors and omissions, minor price fluctuations other than general escalation), design

developments and changes within the scope, and variations in market and environmental

conditions. Contingency is generally included in most estimates, and is expected to be

expended".

A key phrase above is that is is "expected to be expended". In other words, it is an item in an

estimate like any other, and should be estimated and included in every estimate and every

budget. Because management often thinks contingency money is "fat" that is not needed if a

project team does its job well, it is a controversial topic.

Key Points:

1. Estimate contingency

In general, there are four classes of methods used to estimate contingency. ." These include the

following:1) Expert judgment 2) Predetermined guidelines (with varying degrees of judgment

and empiricism used) 3) Simulation analysis (primarily risk analysis judgment incorporated in a

simulation such as Monte-Carlo) 4) Parametric Modeling (empirically-based algorithm, usually

derived through regression analysis, with varying degrees of judgment used).A fifth method,

called Reference Class Forecasting, was recently developed, based on prospect theory and

theories of the planning fallacy, that won the Nobel Prize in economics 2002.

While all are valid methods, the method chosen should be consistent with the first principles of

risk management in that the method must start with risk identification, and only then are the

probable cost of those risks quantified. In best practice, the quantification will be probabilistic in

nature (Monte-Carlo is a common method used for quantification).

Typically, the method results in a distribution of possible cost outcomes for the project, product,

or other investment. From this distribution, a cost value can be selected that has the desired

probability of having a cost underrun or cost overrun. Usually a value is selected with equal

chance of over or underrunning. The difference between the cost estimate without contingency,

and the selected cost from the distribution is contingency. For more information, AACE

International has catalogued many professional papers on this complex topic .
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Contingency is included in budgets as a control account. As risks occur on a project, and money

is needed to pay for them, the contingency can be transferred to the appropriate accounts that

need it. The transfer and its reason is recorded. In risk management, risks are continually

reassessed during the course of a project, as are the needs for cost contingency.

1. 1. Enterprise risk management

In enterprise risk management, a risk is defined as a possible event or circumstance that

can have negative influences on the enterprise in question. Its impact can be on the very

existence, the resources (human and capital), the products and services, or the customers

of the enterprise, as well as external impacts on society, markets, or the environment. In a

financial institution, enterprise risk management is normally thought of as the

combination of credit risk, interest rate risk or asset liability management, market risk,

and operational risk.

o In the more general case, every probable risk can have a pre-formulated plan to

deal with its possible consequences (to ensure contingency if the risk becomes a

liability).

o From the information above and the average cost per employee over time, or

cost accrual ratio, a project manager can estimate:

o the cost associated with the risk if it arises, estimated by multiplying employee

costs per unit time by the estimated time lost (cost impact, C where C = cost

accrual ratio * S).

o the probable increase in time associated with a risk (schedule variance due to

risk, Rs where Rs = P * S): o Sorting on this value puts the highest risks to the

schedule first. This is intended to cause the greatest risks to the project to be

attempted first so that risk is minimized as quickly as possible.
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In Section 4 of this course you will cover these topics:
Managing The Risks Of The Project'S Environment

Dealing With Risks In Contracts

You may take as much time as you want to complete the topic coverd in section 4.
There is no time limit to finish any Section, However you must finish All Sections before

semester end date.

If you want to continue remaining courses later, you may save the course and leave.
You can continue later as per your convenience and this course will be avalible in your

area to save and continue later.

: Managing The Risks Of The Project'S Environment

Topic Objective:

At the end of this topic student would be able to:

 Learn about the Project's Environment and risk

 Learn about the risk management activities in an environment

Definition/Overview:

Project's Environment and risk: In enterprise risk management, a risk is defined as a possible

event or circumstance that can have negative influences on the enterprise in question. Its impact

can be on the very existence, the resources (human and capital), the products and services, or the

customers of the enterprise, as well as external impacts on society, markets, or the environment.

In a financial institution, enterprise risk management is normally thought of as the combination

of credit risk, interest rate risk or asset liability management, market risk, and operational risk.

In the more general case, every probable risk can have a pre-formulated plan to deal with its

possible consequences (to ensure contingency if the risk becomes a liability).
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From the information above and the average cost per employee over time, or cost accrual ratio, a

project manager can estimate:

o the cost associated with the risk if it arises, estimated by multiplying employee

costs per unit time by the estimated time lost (cost impact, C where C = cost

accrual ratio * S).

o the probable increase in time associated with a risk (schedule variance due to

risk, Rs where Rs = P * S):

o Sorting on this value puts the highest risks to the schedule first. This is intended

to cause the greatest risks to the project to be attempted first so that risk is

minimized as quickly as possible.

o This is slightly misleading as schedule variances with a large P and small S and

vice versa are not equivalent. (The risk of the RMS Titanic sinking vs. the

passengers' meals being served at slightly the wrong time).

o the probable increase in cost associated with a risk (cost variance due to risk,

Rc where Rc = P*C = P*CAR*S = P*S*CAR)

o sorting on this value puts the highest risks to the budget first.

o see concerns about schedule variance as this is a function of it, as illustrated in

the equation above.

o Risk in a project or process can be due either to Special Cause Variation or

Common Cause Variation and requires appropriate treatment.

Key Points:

In project management, risk management includes the following activities in an environment:

o Planning how risk management will be held in the particular project. Plan

should include risk management tasks, responsibilities, activities and budget.

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

21
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



o Assigning a risk officer - a team member other than a project manager who is

responsible for foreseeing potential project problems. Typical characteristic of

risk officer is a healthy skepticism.

o Maintaining live project risk database. Each risk should have the following

attributes: opening date, title, short description, probability and importance.

Optionally a risk may have an assigned person responsible for its resolution and a

date by which the risk must be resolved.

o Creating anonymous risk reporting channel. Each team member should have

possibility to report risk that he foresees in the project.

o Preparing mitigation plans for risks that are chosen to be mitigated. The

purpose of the mitigation plan is to describe how this particular risk will be

handled what, when, by who and how will it be done to avoid it or minimize

consequences if it becomes a liability.

o Summarizing planned and faced risks, effectiveness of mitigation activities,

and effort spent for the risk management.

Risk management is simply a practice of systematically selecting cost effective approaches for

minimising the effect of threat realization to the organization. All risks can never be fully

avoided or mitigated simply because of financial and practical limitations. Therefore all

organizations have to accept some level of residual risks.Whereas risk management tends to be

preemptive, business continuity planning (BCP) was invented to deal with the consequences of

realised residual risks.

The necessity to have BCP in place arises because even very unlikely events will occur if given

enough time. Risk management and BCP are often mistakenly seen as rivals or overlapping

practices. In fact these processes are so tightly tied together that such separation seems artificial.

For example, the risk management process creates important inputs for the BCP (assets, impact

assessments, cost estimates etc). Risk management also proposes applicable controls for the

observed risks.
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Therefore, risk management covers several areas that are vital for the BCP process. However, the

BCP process goes beyond risk management's preemptive approach and moves on from the

assumption that the disaster will realize at some point.

The idea of not increasing lifetime risk by more than one in a million has become common place

in public health discourse and policy. How consensus settled on this particular figure is unclear.

In some respects, this figure has the characteristics of a mythical number. In another sense, the

figure provides a numerical basis for what to consider a negligible increase in risk.

In part, the one in a million benchmark arose early in public health risk assessment history when

risk assessment was a tempering analysis to existing statutory language such as the Delaney

Clause prohibition on any use of introduced carcinogens or where environmental statutes were

using a "best technology" decision rule. Some current environmental decision making allows

some discretion to deem individual risks potentially "acceptable" if below one in ten thousand

increased lifetime risk. Low risk criteria such as these do provide some protection for the case

that individuals may be exposed to multiple chemicals (whether pollutants or food additives, or

other chemicals).

But both of these benchmarks are clearly small relative to the typical one in four lifetime risk of

death by cancer (due to all causes combined) in developed countries.Individuals may be tempted

to advocate the adoption of a zero-risk policy. After all the 1 in a million policy would still cause

the death of hundreds or thousands, of people in a large enough population.

In practice however, a true zero-risk is possible only with the suppression of the risk-causing

activity. More stringent requirements, or even the 1 in a million one, may not be technologically

feasible at a given time, or so expensive as to render the risk-causing activity unsustainable.In

the interest of public health, the risks vs. benefits of the possible alternatives must be carefully

considered. For example, it might well be that the emissions from hospital incinerators result in a

certain number of deaths per year. However, this risk must be balanced against the available

alternatives.

In some unusual cases, there are significant public health risks, as well as economic costs,

associated with all options. For example, there are risks associated with no incineration (with the

potential risk for spread of infectious diseases) or even no hospitals. But, often further

investigation identifies further options, such as separating noninfectious from infectious wastes,

or air pollution controls on a medical incinerator, that provide a broad range of options of
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acceptable risk - though with varying practical implications and varying economic costs.

Intelligent thought about a reasonably full set of options is essential. Thus, it is not unusual for

there to be an iterative process between analysis, consideration of options, and then further

analysis.

: Dealing With Risks In Contracts

Topic Objective:

At the end of this topic student would be able to:

 Learn about handling risk

 Learn about risk-management activities applied to project management

 Learn about auditing and risk assessment

Definition/Overview:

Financial risk management: is the practice of creating economic value in a firm by using

financial instruments to manage exposure to risk, particularly Credit risk and market risk. Other

types include Foreign exchange, Shape, Volatility, Sector, Liquidity, Inflation risks, etc. Similar

to general risk management, financial risk management requires identifying its sources,

measuring it, and plans to address them.

As a specialization of risk management, financial risk management focuses on when and how to

hedge using financial instruments to manage costly exposures to risk.In the banking sector

worldwide, the Basel Accords are generally adopted by internationally active banks for tracking,

reporting and exposing operational, credit and market risks.

Finance theory (i.e., financial economics) prescribes that a firm should take on a project when it

increases shareholder value.

In project management, risk management includes the following activities:
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Planning how risk will be managed in the particular project. Plan should include risk

management tasks, responsibilities, activities and budget.

o Assigning a risk officer - a team member other than a project manager who is

responsible for foreseeing potential project problems. Typical characteristic of

risk officer is a healthy skepticism.

o Maintaining live project risk database. Each risk should have the following

attributes: opening date, title, short description, probability and importance.

Optionally a risk may have an assigned person responsible for its resolution and a

date by which the risk must be resolved.

o Creating anonymous risk reporting channel. Each team member should have

possibility to report risk that he foresees in the project.

o Preparing mitigation plans for risks that are chosen to be mitigated. The

purpose of the mitigation plan is to describe how this particular risk will be

handled what, when, by who and how will it be done to avoid it or minimize

consequences if it becomes a liability.

o Summarizing planned and faced risks, effectiveness of mitigation activities,

and effort spent for the risk management.

o In a perfect market, the firm cannot create value by hedging a risk when the

price of bearing that risk within the firm is the same as the price of bearing it

outside of the firm. In practice, financial markets are not likely to be perfect

markets. This suggests that firm managers likely have many opportunities to

create value for shareholders using financial risk management. The trick is to

determine which risks are cheaper for the firm to manage than the shareholders. A

general rule of thumb, however, is that market risks that result in unique risks for

the firm are the best candidates for financial risk management.
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Key Points:

In auditing, risk assessment is a very crucial stage before accepting an audit engagement.

According to ISA315 Understanding the Entity and its Environment and Assessing the Risks of

Material Misstatement, "the auditor should perform risk assessment procedures to obtain an

understanding of the entity and its environment, including its internal control." The main purpose

of risk assessment procedures is to help the auditor understand the audit client. Aspects like

client's business nature, management structure and internal control system are good examples.

The procedures will provide audit evidence relating to the auditors risk assessment of a material

misstatement in the clients financial statements. Then, auditor obtains initial evidence regarding

the classes of transactions at the client and the operating effectiveness of the clients internal

controls.In auditing, audit risk includes inherent risk, control risk and detection risk.

Cost overrun is defined as excess of actual cost over budget. Cost overrun is also sometimes

called "cost escalation," "cost increase," or "budget overrun." However, cost escalation and

increases do not necessarily result in cost overruns if cost escalation is included in the

budget.Cost overrun is common in infrastructure, building, and technology projects. One of the

most comprehensive studies of cost overrun that exists found that 9 out of 10 projects had

overrun, overruns of 50 to 100 percent were common, overrun was found in each of 20 nations

and five continents covered by the study, and overrun had been constant for the 70 years for

which data were available.

For IT projects, an industry study by the Standish Group (2004) found that average cost overrun

was 43 percent, 71 percent of projects were over budget, over time, and under scope, and total

waste was estimated at US$55 billion per year in the US alone.Spectacular examples of cost

overrun are the Sydney Opera House with 1,400 percent, and the Concorde supersonic aeroplane

with 1,100 percent. The cost overrun of Boston's Big Dig was 275 percent, or US$11 billion. The

cost overrun for the Channel tunnel between the UK and France was 80 percent for construction

costs and 140 percent for financing costs.

Three types of explanation of cost overrun exist: technical, psychological, and political-

economic. Technical explanations account for cost overrun in terms of imperfect forecasting

techniques, inadequate data, etc. Psychological explanations account for overrun in terms of

optimism bias with forecasters. Finally, political-economic explanations see overrun as the result

of strategic misrepresentation of scope and/or budgets.All of the explanations above can be
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considered a form of risk. A project's budgeted costs should always include cost contingency

funds to cover risks (other than scope changes imposed on the project). As has been shown in

cost engineering research , poor risk analysis and contingency estimating practices account for

many project cost overruns. Numerous studies have found that the greatest cause of cost growth

was poorly defined scope at the time that the budget was established.

The cost growth (overrun of budget before cost contingency is added) can be predicted by rating

the extent of scope definition, even on complex projects with new technology. [2]Cost overrun is

typically calculated in one of two ways. Either as a percentage, namely actual cost minus

budgeted cost, in percent of budgeted cost. Or as a ratio, viz. actual cost divided by budgeted

cost. For example, if the budget for building a new bridge was $100 million and the actual cost

was $150 million then the cost overrun may be expressed as 50 percent or by the ratio 1.5.

A benefit shortfall results from the actual benefits of a venture being lower than the projected, or

estimated, benefits of that venture. If, for instance, a company is launching a new product or

service and projected sales are 40 million dollars per year, whereas actual annual sales turn out to

be only 30 million dollars, then the benefit shortfall is said to be 25 percent. Sometimes the terms

"demand shortfall" or "revenue shortfall" are used instead of benefit shortfall.Public and private

enterprises alike fall victim to benefit shortfalls.

Prudent planning of new ventures will include the risk of benefit shortfalls in risk assessment and

risk management.If large benefit shortfalls coincide with large cost overruns in a venture - as

happened for the Channel tunnel between the UK and France - then fiscal and other distress will

be particularly pronounced for that venture.

The root cause of benefit shortfalls is benefit overestimation during the planning phase of new

ventures. Benefit overestimation (and cost underestimation) are main sources of error and bias in

cost-benefit analysis. Reference class forecasting was developed to reduce the risk of benefit

shortfalls and cost overruns.
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In Section 5 of this course you will cover these topics:
Summary/Conclusions

You may take as much time as you want to complete the topic coverd in section 5.
There is no time limit to finish any Section, However you must finish All Sections before

semester end date.

If you want to continue remaining courses later, you may save the course and leave.
You can continue later as per your convenience and this course will be avalible in your

area to save and continue later

: Summary/Conclusions

Topic Objective:

At the end of this topic student would be able to:

 Project management different activities

Definition/Overview:

Conclusions: Like any human undertaking, projects need to be performed and delivered under

certain constraints. Traditionally, these constraints have been listed as "scope," "time," and

"cost". These are also referred to as the "Project Management Triangle," where each side

represents a constraint. One side of the triangle cannot be changed without affecting the others.

A further refinement of the constraints separates product "quality" or "performance" from scope,

and turns quality into a fourth constraint.

o The time constraint refers to the amount of time available to complete a project.

The cost constraint refers to the budgeted amount available for the project. The

scope constraint refers to what must be done to produce the project's end result.

These three constraints are often competing constraints: increased scope typically

means increased time and increased cost, a tight time constraint could mean
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increased costs and reduced scope, and a tight budget could mean increased time

and reduced scope.

o The discipline of project management is about providing the tools and

techniques that enable the project team (not just the project manager) to organize

their work to meet these constraints.

o Another approach to project management is to consider the three constraints as

finance, time and human resources. If you need to finish a job in a shorter time,

you can throw more people at the problem, which in turn will raise the cost of the

project, unless by doing this task quicker we will reduce costs elsewhere in the

project by an equal amount.

o For analytical purposes, the time required to produce a deliverable is estimated

using several techniques. One method is to identify tasks needed to produce the

deliverables documented in a work breakdown structure or WBS. The work effort

for each task is estimated and those estimates are rolled up into the final

deliverable estimate.

o The tasks are also prioritized, dependencies between tasks are identified, and

this information is documented in a project schedule. The dependencies between

the tasks can affect the length of the overall project (dependency constrained), as

can the availability of resources (resource constrained). Time is not considered a

cost nor a resource since the project manager cannot control the rate at which it is

expended. This makes it different from all other resources and cost categories. It

should be remembered that no effort expended will have any higher quality than

that of the effort- expenders.

o Cost to develop a project depends on several variables including (chiefly):

resource costs, labor rates, material rates, risk management (i.e.cost contingency),

Earned value management, plant (buildings, machines, etc.), equipment, cost

escalation, indirect costs, and profit. But beyond this basic accounting approach to

fixed and variable costs, the economic cost that must be considered includes

worker skill and productivity which is calculated by variation to project cost
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estimates. This is important when companies hire temporary or contract

employees or outsource work.

o Requirements specified to achieve the end result. The overall definition of what

the project is supposed to accomplish, and a specific description of what the end

result should be or accomplish. A major component of scope is the quality of the

final product. The amount of time put into individual tasks determines the overall

quality of the project. Some tasks may require a given amount of time to complete

adequately, but given more time could be completed exceptionally. Over the

course of a large project, quality can have a significant impact on time and cost

(or vice versa).

o Together, these three constraints have given rise to the phrase "On Time, On

Spec, On Budget." In this case, the term "scope" is substituted with

"specification."

Key Points:

1. Project management different activities

o Analysis and design of objectives and events

o Planning the work according to the objectives

o Assessing and controlling risk (or Risk Management)

o Estimating resources

o Allocation of resources

o Organizing the work

o Acquiring human and material resources

o Assigning tasks
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o Directing activities

o Controlling project execution

o Tracking and reporting progress (Management information system)

o Analyzing the results based on the facts achieved

o Defining the products of the project

o Forecasting future trends in the project

o Quality Management

o Issues management

o Issue solving

o Defect prevention

o Identifying, managing & controlling changes

o Project closure (and project debrief)

o Communicating to stakeholders

o Increasing / decreasing a company's workers

Project Management tries to gain control over variables such as risk:

Risk Potential points of failure: Most negative risks (or potential failures) can be overcome or

resolved, given enough planning capabilities, time, and resources. According to some definitions

(including PMBOK Third Edition) risk can also be categorized as "positive--" meaning that there

is a potential opportunity, e.g., complete the project faster than expected.Customers (either

internal or external project sponsors) and external organizations (such as government agencies

and regulators) can dictate the extent of three variables: time, cost, and scope. The remaining

variable (risk) is managed by the project team, ideally based on solid estimation and response

planning techniques. Through a negotiation process among project stakeholders, an agreement

defines the final objectives, in terms of time, cost, scope, and risk, usually in the form of a
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charter or contract.To properly control these variables a good project manager has a depth of

knowledge and experience in these four areas (time, cost, scope, and risk), and in six other areas

as well: integration, communication, human resources, quality assurance, schedule development,

and procurement.

There are several approaches that can be taken to managing project activities including agile,

interactive, incremental, and phased approaches.

Regardless of the approach employed, careful consideration needs to be given to clarify

surrounding project objectives, goals, and importantly, the roles and responsibilities of all

participants and stakeholders.

1.1 Typical development phases of a project

A traditional phased approach identifies a sequence of steps to be completed. In the

traditional approach, we can distinguish 5 components of a project (4 stages plus control)

in the development of a project:

o project initiation stage;

o project planning or design stage;

o project execution or production stage;

o project monitoring and controlling systems;

o project completion stage.

Not all the projects will visit every stage as projects can be terminated before they reach

completion. Some projects probably don't have the planning and/or the monitoring. Some

projects will go through steps 2, 3 and 4 multiple times.

Many industries utilize variations on these stages. For example, in bricks and mortar

architectural design, projects typically progress through stages like Pre-Planning,

Conceptual Design, Schematic Design, Design Development, Construction Drawings (or

Contract Documents), and Construction Administration. In software development, this

approach is often known as "waterfall development", i.e., one series of tasks after another

in linear sequence. In software development many organizations have adapted the
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Rational Unified Process (RUP) to fit this methodology, although RUP does not require

or explicitly recommend this practice. Waterfall development can work for small tightly

defined projects, but for larger projects of undefined or unknowable scope, it is less

suited. The Cone of Uncertainty explains some of this as the planning made on the initial

phase of the project suffers from a high degree of uncertainty. This becomes specially

true as software development is often the realization of a new or novel product, this

method has been widely accepted as ineffective for software projects where requirements

are largely unknowable up front and susceptible to change. While the names may differ

from industry to industry, the actual stages typically follow common steps to problem

solving "defining the problem, weighing options, choosing a path, implementation and

evaluation."

1.2 Rational Unified Process

The Rational Unified Process (RUP) is an iterative software development process

framework created by the Rational Software Corporation, a division of IBM since 2003.

RUP is not a single concrete prescriptive process, but rather an adaptable process

framework, intended to be tailored by the development organizations and software

project teams that will select the elements of the process that are appropriate for their

needs. The following are phases of RUP, which align to business activities intended to

drive successful delivery and deployment of projects. It also provide the taxonomy for

blue printing and producing enterprise architecture artifacts across it's different domains.

o Inception - Identify the initial scope of the project, a potential architecture for

the system, and obtain initial project funding and stakeholder acceptance.

o Elaboration - Prove the architecture of the system.

o Construction - Build working software on a regular, incremental basis which

meets the highest-priority needs of project stakeholders.

o Transition - Validate and deploy the system into the production environment

The open source version of RUP is OpenUP.
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1.3 Temporary organization sequencing concepts

o Action-based entrepreneurship

o Fragmentation for commitment-building

o Planned isolation

o Institutionalised termination

1.4 Critical Chain

Critical chain is the application of the Theory of Constraints (TOC) to projects. The goal

is to increase the rate of throughput (or completion rates) of projects in an organization.

Applying the first three of the five focusing steps of TOC, the system constraint for all

projects is identified as resources. To exploit the constraint, tasks on the critical chain are

given priority over all other activities. Finally, projects are planned and managed to

ensure that the critical chain tasks are ready to start as soon as the needed resources are

available, subordinating all other resources to the critical chain.

For specific projects, the project plan should undergo Resource Leveling, and the longest

sequence of resource-constrained tasks is identified as the critical chain. In multi-project

environments, resource leveling should be performed across projects. However, it is often

enough to identify (or simply select) a single "drum" resourcea resource that acts as a

constraint across projectsand stagger projects based on the availability of that single

resource.

1.5 Extreme Project Management

In critical studies of project management, it has been noted that several of these

fundamentally PERT-based models are not well suited for the multi-project company

environment of today. Most of them are aimed at very large-scale, one-time, non-routine

projects, and nowadays all kinds of management are expressed in terms of projects.

Using complex models for "projects" (or rather "tasks") spanning a few weeks has been

proven to cause unnecessary costs and low maneuverability in several cases. Instead,
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project management experts try to identify different "lightweight" models, such as Agile

Project Management methods including Extreme Programming for software development

and Scrum techniques. The generalization of Extreme Programming to other kinds of

projects is extreme project management, which may be used in combination with the

process modeling and management principles of human interaction management.

1.6 Event chain methodology

Event chain methodology is the next advance beyond critical path method and critical

chain project management.

Event chain methodology is an uncertainty modeling and schedule network analysis

technique that is focused on identifying and managing events and event chains that affect

project schedules. Event chain methodology helps to mitigate the negative impact of

psychological heuristics and biases, as well as to allow for easy modeling of uncertainties

in the project schedules. Event chain methodology is based on the following major

principles.

o Probabilistic moment of risk: An activity (task) in most real life processes is

not a continuous uniform process. Tasks are affected by external events, which

can occur at some point in the middle of the task.

o Event chains: Events can cause other events, which will create event chains.

These event chains can significantly affect the course of the project. Quantitative

analysis is used to determine a cumulative effect of these event chains on the

project schedule.

o Critical events or event chains: The single events or the event chains that have

the most potential to affect the projects are the critical events or critical chains of

events. They can be determined by the analysis.

o Project tracking with events: If a project is partially completed and data about

the project duration, cost, and events occurred is available, it is possible to refine

information about future potential events and helps to forecast future project

performance.
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o Event chain visualization: Events and event chains can be visualized using

event chain diagrams on a Gantt chart.

1.7 Process-based management

Also furthering the concept of project control is the incorporation of process-based

management. This area has been driven by the use of Maturity models such as the CMMI

(Capability Maturity Model Integration) and ISO/IEC15504 (SPICE - Software Process

Improvement and Capability Determination), which have been far more successful.

Agile project management approaches based on the principles of human interaction

management are founded on a process view of human collaboration. This contrasts

sharply with traditional approach. In the agile software development or flexible product

development approach, the project is seen as a series of relatively small tasks conceived

and executed as the situation demands in an adaptive manner, rather than as a completely

pre-planned process.
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