
DATA COMMUNICATIONS

Topic Objective:

At the end of this topic student would be able to:

 Learn about types of Networks

 Understand views of networks

 Learn about history of Data Networks

 Understand Local area network (LAN)

 Understand Wide area network (WAN)

 Understand Metropolitan Area Network (MAN)

 Understand Wireless networks (WLAN, WWAN)

 Identify Network topology

Definition/Overview:

Computer networking: Computer networking is the engineering discipline concerned with

communication between computer systems or devices. Networking, routers, routing

protocols, and networking over the public Internet have their specifications defined in

documents called RFCs. Computer networking is sometimes considered a sub-discipline of

telecommunications, computer science, information technology and/or computer engineering.

Computer networks rely heavily upon the theoretical and practical application of these

scientific and engineering disciplines.

Key Points:

1.Types of Networks

A computer network is any set of computers or devices connected to each other with the

ability to exchange data. Examples of different networks are:

 Local area network (LAN), which is usually a small network constrained to a small

geographic area.

 Wide area network (WAN) that is usually a larger network that covers a large geographic

area.
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 Wireless LANs and WANs (WLAN & WWAN) are the wireless equivalent of the LAN and

WAN.

All networks are interconnected to allow communication with a variety of different kinds of

media, including twisted-pair copper wire cable, coaxial cable, optical fiber, and various

wireless technologies. The devices can be separated by a few meters (e.g. via Bluetooth) or

nearly unlimited distances (e.g. via the interconnections of the Internet).

2. Views of networks

Users and network administrators often have different views of their networks. Often, users

share printers and some servers form a workgroup, which usually means they are in the same

geographic location and are on the same LAN. A community of interest has less of a

connotation of being in a local area, and should be thought of as a set of arbitrarily located

users who share a set of servers, and possibly also communicate via peer-to-peer

technologies. Network administrators see networks from both physical and logical

perspectives. The physical perspective involves geographic locations, physical cabling, and

the network elements (e.g., routers, bridges and application layer gateways that interconnect

the physical media. Logical networks, called, in the TCP/IP architecture, subnets , map onto

one or more physical media. For example, a common practice in a campus of buildings is to

make a set of LAN cables in each building appear to be a common subnet, using virtual LAN

(VLAN) technology.

Both users and administrators will be aware, to varying extents, of the trust and scope

characteristics of a network. Again using TCP/IP architectural terminology, an intranet is a

community of interest under private administration usually by an enterprise, and is only

accessible by authorized users (e.g. employees). Intranets do not have to be connected to the

Internet, but generally have a limited connection. An extranet is an extension of an intranet

that allows secure communications to users outside of the intranet (e.g. business partners,

customers). Informally, the Internet is the set of users, enterprises,and content providers that

are interconnected by Internet Service Providers (ISP). From an engineering standpoint, the

Internet is the set of subnets, and aggregates of subnets, which share the registered IP address

space and exchange information about the reachability of those IP addresses using the Border

Gateway Protocol. Typically, the human-readable names of servers are translated to IP
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addresses, transparently to users, via the directory function of the Domain Name System

(DNS).

Over the Internet, there can be business-to-business (B2B), business-to-consumer (B2C) and

consumer-to-consumer (C2C) communications. Especially when money or sensitive

information is exchanged, the communications are apt to be secured by some form of

communications security mechanism. Intranets and extranets can be securely superimposed

onto the Internet, without any access by general Internet users, using secure Virtual Private

Network (VPN) technology. When used for gaming one computer will have to be the server

while the others play through it.

2. History of Data Networks

Before the advent of computer networks that were based upon some type of

telecommunications system, communication between calculation machines and early

computers was performed by human users by carrying instructions between them. Many of

the social behavior seen in today's Internet was demonstrably present in nineteenth-century

telegraph networks, and arguably in even earlier networks using visual signals. In September

1940 George Stibitz used a teletype machine to send instructions for a problem set from his

Model K at Dartmouth College in New Hampshireto his Complex Number Calculator in New

York and received results back by the same means. Linking output systems like teletypes to

computers was an interest at the Advanced Research Projects Agency (ARPA) when, in

1962, J.C.R. Licklider was hired and developed a working group he called the "Intergalactic

Network", a precursor to the ARPANet. In 1964, researchers at Dartmouth developed the

Dartmouth Time Sharing System for distributed users of large computer systems. The same

year, at MIT, a research group supported by General Electric and Bell Labs used a computer

(DEC's PDP-8) to route and manage telephone connections.

Throughout the 1960s Leonard Kleinrock, Paul Baran and Donald Davies independently

conceptualized and developed network systems which used datagrams or packets that could

be used in a packet switched network between computer systems. 1965 Thomas Merrill and

Lawrence G. Roberts created the first wide area network(WAN). The first widely used PSTN

switch that used true computer control was the Western Electric 1ESS switch, introduced in

1965. In 1969 the University of Californiaat Los Angeles, SRI (in Stanford), University of

Californiaat Santa Barbara, and the University of Utahwere connected as the beginning of the
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ARPANet network using 50 kbit/s circuits. Commercial services using X.25, an alternative

architecture to the TCP/IP suite, were deployed in 1972. Computer networks, and the

technologies needed to connect and communicate through and between them, continue to

drive computer hardware, software, and peripherals industries. This expansion is mirrored by

growth in the numbers and types of users of networks from the researcher to the home user.

Today, computer networks are the core of modern communication. For example, all modern

aspects of the Public Switched Telephone Network (PSTN) are computer-controlled, and

telephony increasingly runs over the Internet Protocol, although not necessarily the public

Internet. The scope of communication has increased significantly in the past decade and this

boom in communications would not have been possible without the progressively advancing

computer network.

3. Local area network (LAN)

A local area network is a network that spans a relatively small space and provides services to

a small number of people. A peer-to-peer or client-server method of networking may be used.

A peer-to-peer network is where each client shares their resources with other workstations in

the network. Examples of peer-to-peer networks are: Small office networks where resource

use is minimal and a home network. A client-server network is where every client is

connected to the server and each other.

4. Wide area network (WAN)

A wide area network is a network where a wide variety of resources are deployed across a

large domestic area or internationally. An example of this is a multinational business that

uses a WAN to interconnect their offices in different countries. The largest and best example

of a WAN is the Internet, which is a network composed of many smaller networks. The

Internet is considered the largest network in the world.. The PSTN (Public Switched

Telephone Network) also is an extremely large network that is converging to use Internet

technologies, although not necessarily through the public Internet. A Wide Area Network

involves communication through the use of a wide range of different technologies. These

technologies include Point-to-Point WANs such as Point-to-Point Protocol (PPP) and High-

Level Data Link Control (HDLC), Frame Relay, ATM (Asynchronous Transfer Mode) and

Sonet (Synchronous Optical Network). The difference between the WAN technologies is
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based on the switching capabilities they perform and the speed at which sending and

receiving bits of information (data) occur.

5. Metropolitan Area Network (MAN)

A metropolitan network is a network that is too large for even the largest of LAN's but is not

on the scale of a WAN. It also integrates two or more LAN networks over a specific

geographical area ( usually a city ) so as to increase the network and the flow of

communications. The LAN's in question would usually be connected via "backbone" lines.

6.Wireless networks (WLAN, WWAN)

A wireless network is basically the same as a LAN or a WAN but there are no wires between

hosts and servers. The data is transferred over sets of radio transceivers. These types of

networks are beneficial when it is too costly or inconvenient to run the necessary cables. For

more information, see Wireless LAN and Wireless wide area network. The media access

protocols for LANs come from the IEEE. The most common IEEE 802.11 WLANs cover,

depending on antennas, ranges from hundreds of meters to a few kilometers. For larger areas,

either communications satellites of various types, cellular radio, or wireless local loop (IEEE

802.16) all have advantages and disadvantages. Depending on the type of mobility needed,

the relevant standards may come from the IETF or the ITU.

7. Network topology

Network topology is the study of the arrangement or mapping of the elements(links, nodes,

etc.) of a network, especially the physical (real) and logical (virtual) interconnections

between nodes. A local area network (LAN) is one example of a network that exhibits both a

physical topology and a logical topology. Any given node in the LAN will have one or more

links to one or more other nodes in the network and the mapping of these links and nodes

onto a graph results in a geometrical shape that determines the physical topology of the

network. Likewise, the mapping of the flow of data between the nodes in the network

determines the logical topology of the network. The physical and logical topologies might be

identical in any particular network but they also may be different. Any particular network

topology is determined only by the graphical mapping of the configuration of physical and/or

logical connections between nodes. LAN Network Topology is, therefore, technically a part
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of graph theory. Distances between nodes, physical interconnections, transmission rates,

and/or signal types may differ in two networks and yet their topologies may be identical.

Topic : Signals, Noise, Modulation, And Demodulation

Topic Objective:

At the end of this topic student would be able to:

 Learn about Analog Signal

 Learn about Disadvantages of Analog Signal

 Learn about Modulation

 Learn about Overview of Analog Signal Processing

 Learn about Types of Analog Signals

 Understand Demodulation

 Learn about Acoustic noise

 Learn about Audio noise

 Learn about Electronic noise

Definition/Overview:

Analog Communication: Analog communication usually takes place in an electrical context;

however, mechanical, pneumatic, hydraulic, and other systems may also convey analog

signals. Essentially an analogue signal can be thought of as a simulation or duplication of one

continuous time varying quantity in another, possibly different, time varying quantity. It is

then a mapping of one time varying quantity to another, often with the intent of recording or

transmitting information about the former within the medium of the latter. An analog signal

uses some property of the medium to convey the signal's information.
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Key Points:

1. Analog Signal

An analog or analogue signal is any continuous signal for which the time varying feature

(variable) of the signal is a representation of some other time varying quantity, i.e analogous

to another time varying signal. It differs from a digital signal in that small fluctuations in the

signal are meaningful. For example, an aneroid barometer uses rotary position as the signal to

convey pressure information. Electrically, the property most commonly used is voltage

followed closely by frequency, current, and charge.

Any information may be conveyed by an analog signal; often such a signal is a measured

response to changes in physical phenomena, such as sound, light, temperature, position, or

pressure, and is achieved using a transducer. For example, in sound recording, fluctuations in

air pressure (that is to say, sound) strike the diaphragm of a microphone which causes

corresponding fluctuations in a voltage or the current in an electric circuit. The voltage or the

current is said to be an "analog" of the sound. Data is more easily corrupted in analogue form

due to noise but may also be of higher density and processed more quickly. A 3 hour

Domestic VHS cassette could hold for example 16GB of data.

Any measured analog signal must theoretically have noise and a finite slew rate. Therefore,

both analog and digital systems are subject to limitations in resolution and bandwidth. In

practice, as analog systems become more complex, effects such as non-linearity and noise

ultimately degrade analog resolution to such extent that the performance of digital systems

may surpass it. In analog systems, it is difficult to detect when such degradation occurs.

However, in digital systems, degradation can not only be detected but corrected as well.

2. Disadvantages of Analog Signal

The primary disadvantage of analog signaling is that any system has noise i.e., random

unwanted variation. As the signal is copied and re-copied, or transmitted over long distances,

these random variations become dominant. Electrically, these losses can be diminished by

shielding, good connections, and several cable types such as coaxial or twisted pair.

The effects of noise createssignal loss and distortion. This is impossible to recover, since

amplifying the signal to recover attenuated parts of the signal amplifies the noise
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(distortion/interference) as well. Even if the resolution of an analog signal is higher than a

comparable digital signal, in many cases, the difference is overshadowed by the noise in the

signal.

3. Modulation

Another method of conveying an analog signal is to use modulation. In this, some base signal

(e.g., a sinusoidal carrier wave) has one of its properties modulated: amplitude modulation

involves altering the amplitude of a sinusoidal voltage waveform by the source information,

frequency modulation changes the frequency. Other techniques, such as changing the phase

of the base signal also work.

Analog circuits do not involve quantisation of information into digital format. The concept

being measured over the circuit, whether sound, light, pressure, temperature, or an exceeded

limit, remains from end to end. Clocks with hands are called analog; those that display digits

are called digital. However, many analog clocks are actually digitalsince the hands do not

move in a smooth continuous motion, but in small steps every second or half a second, or

every minute.

4. Overview of Analog Signal Processing

Analog signal processing is any signal processing conducted on analog signals by analog

means. "Analog" indicates something that is mathematically represented as a set of

continuous values. This differs from "digital" which uses a series of discrete quantities to

represent signal. Analog values are typically represented as a voltage, electric current, or

electric charge around components in the electronic devices. An error or noise affecting such

physical quantities will result in a corresponding error in the signals represented by such

physical quantities. Examples of analog signal processing include crossover filters in

loudspeakers, "bass", "treble" and "volume" controls on stereos, and "tint" controls on TVs.

Common analog processing elements include capacitors, resistors, inductors and transistors.

5. Types of Analog Signals

5.1 Sinusoids

Sinusoids are the building block of analog signal processing. Theorem states that all

real world signals can be represented by a sum of sinusoids. A sinusoid can be

represented by a complex exponential, e^{st}.
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5.2 Impulse

An impulse (Dirac delta function) is defined as a signal that has an infinite magnitude

and an infinitesimally narrow width with an area under it of one, centered at zero. An

impulse can be represented as an infinite sum of sinusoids that includes all possible

frequencies. This definition is really hard to use in real life, so most engineers

conceptualize it to a signal that is one at zero and zero everywhere else. The symbol

for an impulse is delta(t). If an impulse is used as an input to a system, the output is

known as the impulse response. The impulse response defines the system because all

possible frequencies are represented in the input.

5.3 Step

A step function is a signal that has a magnitude of zero before zero and a magnitude

of one after zero. The symbol for a step is u(t). If a step is used as the input to a

system, the output is called the step response. The step response shows how a system

responds to a sudden input, similar to turning on a switch. The period before the

output stabilizes is called the transient part of a signal. The step response can be

multiplied with other signals to show how the system responds when an input is

suddenly turned on.

6. Demodulation

Demodulation is the act of extracting the original information-bearing signal from a

modulated carrier wave. A demodulator is an electronic circuit used to recover the

information content from the modulated carrier wave.These terms are traditionally used in

connection with radio receivers, but many other systems use many kinds of demodulators.

Another common one is in a modem, which is a contraction of the terms

modulator/demodulator.

7. Acoustic noise

When speaking of noise in relation to sound, what is commonly meant is meaningless sound

of greater than usual volume. Thus, a loud activity may be referred to as noisy. However,

conversations of other people may be called noise for people not involved in any of them, and

noise can be any unwanted sound such as the noise of dogs barking, neighbours playing loud
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music, road traffic sounds, chainsaws, or aircraft, spoiling the quiet of the countryside. For

film sound theorists and practitioners at the advent of talkies c.1928/1929, noise was non-

speech sound or natural sound and for many of them noise (especially asynchronous use with

image) was desired over the evils of dialogue synchronized to moving image.

8. Audio noise

In audio, recording, and broadcast systems audio noise refers to the residual low level sound

(usually hiss and hum) that is heard in quiet periods of programme.

In audio engineering it can also refer to the unwanted residual electronic noise signal that

gives rise to acoustic noise heard as 'hiss'. This signal noise is commonly measured using A-

weighting or ITU-R 468 weighting.

9. Electronic noise

Electronic noise exists in all circuits and devices as a result of thermal noise, also referred to

as Johnson Noise. Semiconductor devices can also contribute flicker noise and generation-

recombination noise. In any electronic circuit, there exist random variations in current or

voltage caused by the random movement of the electrons carrying the current as they are

jolted around by thermal energy. Lower temperature results in lower thermal noise. This

same phenomenon limits the minimum signal level that any radio receiver can usefully

respond to, because there will always be a small but significant amount of thermal noise

arising in its input circuits. This is why radio telescopes, which search for very low levels of

signal from stars, use front-end low-noise amplifier circuits, usually mounted on the aerial

dish, and cooled with liquid nitrogen.

The aim of digital modulation is to transfer a digital bit stream over an analog bandpass

channel, for example over the public switched telephone network (where a filter limits the

frequency range to between 300 and 3400 Hz) or a limited radio frequency band.The aim of

analog modulation is to transfer an analog lowpass signal, for example an audio signal or TV

signal, over an analog bandpass channel, for example a limited radio frequency band or a

cable TV network channel.Analog and digital modulation facilitate frequency division

multiplexing (FDM), where several low pass information signals are transferred

simultaneously over the same shared physical medium, using separate bandpass channels.The
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aim of digital baseband modulation methods, also known as line coding, is to transfer a

digital bit stream over a lowpass channel, typically a non-filtered copper wire such as a serial

bus or a wired local area network.The aim of pulse modulation methods is to transfer a

narrowband analog signal, for example a phone call over a wideband lowpass channel or, in

some of the schemes, as a bit stream over another digital transmission system.An AM signal

can be rectified without requiring a coherent demodulator. For example, the signal can be

passed through an envelope detector (a diode rectifier). The output will follow the same curve

as the input baseband signal. There are forms of AM in which the carrier is reduced or

suppressed entirely, which require coherent demodulation.

Topic : Cable Transmission Media

Topic Objective:

At the end of this topic student would be able to:

 Understand Electrical Transmission Line

 Learn about The Telegrapher's Equations

 Understand Input impedance of a transmission line

 Learn about Coaxial lines

 Learn about General applications of transmission lines

 Learn about Pulse generation

 Learn about Stub filters

Definition/Overview:

Transmission Line: A transmission line is the material medium or structure that forms all or

part of a path from one place to another for directing the transmission of energy, such as

electromagnetic waves or acoustic waves, as well as electric power transmission.

Components of transmission lines include wires, coaxial cables, dielectric slabs, optical

fibers, electric power lines, and waveguides. Mathematical analysis of the behaviour of

electrical transmission lines grew out of the work of James Clerk Maxwell, Lord Kelvin and
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Oliver Heaviside. In 1855 Lord Kelvin formulated a diffusion model of the current in a

submarine cable.

Key Points:

1. Electrical Transmission Line

For the purposes of analysis, an electrical transmission line can be modelled as a two-port

network (also called a quadrupole network), as follows:

In the simplest case, the network is assumed to be linear (i.e. the complex voltage across

either port is proportional to the complex current flowing into it when there are no

reflections), and the two ports are assumed to be interchangeable. If the transmission line is

uniform along its length, then its behaviour is largely described by a single parameter called

the characteristic impedance, symbol Z0. This is the ratio of the complex voltage of a given

wave to the complex current of the same wave at any point on the line. Typical values of Z0

are 50 or 75 ohms for a coaxial cable, about 100 ohms for a twisted pair of wires, and about

300 ohms for a common type of untwisted pair used in radio transmission. When sending

power down a transmission line, it is usually desirable that as much power as possible will be

absorbed by the load and as little as possible will be reflected back to the source. This can be

ensured by making the source and load impedances equal to Z0, in which case the

transmission line is said to be matched. Some of the power that is fed into a transmission line

is lost because of its resistance. This effect is called ohmic or resistive loss. At high

frequencies, another effect called dielectric loss becomes significant, adding to the losses

caused by resistance. Dielectric loss is caused when the insulating material inside the

transmission line absorbs energy from the alternating electric field and converts it to heat.

The total loss of power in a transmission line is often specified in decibels per metre (dB/m),

and usually depends on the frequency of the signal. The manufacturer often supplies a chart

showing the loss in dB/m at a range of frequencies. A loss of 3 dB corresponds

approximately to a halving of the power.

High-frequency transmission lines can be defined as transmission lines that are designed to

carry electromagnetic waves whose wavelengths are shorter than or comparable to the length
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of the line. Under these conditions, the approximations useful for calculations at lower

frequencies are no longer accurate. This often occurs with radio, microwave and optical

signals, and with the signals found in high-speed digital circuits.

2. The Telegrapher's Equations

The Telegrapher's Equations (or just Telegraph Equations) are a pair of linear differential

equations which describe the voltage and current on an electrical transmission line with

distance and time. They were developed by Oliver Heaviside who created the transmission

line model, and are based on Maxwell's Equations.

The transmission line model represents the transmission line as an infinite series of two-port

elementary components, each representing an infinitesimally short segment of the

transmission line:

The distributed resistance R of the conductors is represented by a series resistor (expressed in

ohms per unit length). The distributed inductance L (due to the magnetic field around the

wires, self-inductance, etc.) is represented by a series inductor (henries per unit length). The

capacitance C between the two conductors is represented by a shunt capacitor C (farads per

unit length).

The conductance G of the dielectric material separating the two conductors is represented by

a conductance G shunted between the signal wire and the return wire (siemens per unit

length).

The model consists of an infinite series of the elements shown in the figure, and that the

values of the components are specified per unit length so the picture of the component can be

misleading. R, L, C, and G may also be functions of frequency. An alternative notation is to

use R', L', C' and G' to emphasize that the values are derivatives with respect to length.

The line voltage V(x) and the current I(x) can be expressed in the frequency domain as

When the elements R and G are negligibly small the transmission line is considered as a

lossless structure. In this hypothetical case, the model depends only on the L and C elements
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which greatly simplifies the analysis. For a lossless transmission line, the second order

steady-state Telegrapher's equations are:

These are wave equations which have plane waves with equal propagation speed in the

forward and reverse directions as solutions. The physical significance of this is that

electromagnetic waves propagate down transmission lines and in general, there is a reflected

component that interferes with the original signal. These equations are fundamental to

transmission line theory.

The constants and must be determined from boundary conditions. For a voltage pulse

, starting at x = 0 and moving in the positive x-direction, then the transmitted pulse

at position x can be obtained by computing the Fourier Transform, , of

, attenuating each frequency component by , advancing its phase by

, and taking the inverse Fourier Transform. The real and imaginary parts ofΓ can

be computed as

3. Input impedance of a transmission line

The characteristic impedance Z0 of a transmission line is the ratio of the amplitude of a single

voltage wave to its current wave. Since most transmission lines also have a reflected wave,

the characteristic impedance is generally not the impedance that is measured on the line. For

a lossless transmission line, it can be shown that the impedance measured at a given position l

from the load impedance ZL is

For the special case where where n is an integer (meaning that the length of the line is a very

close to a multiple of half a wavelength), the expression reduces to the load impedance so

that Zin = ZL for all n. This includes the case when n = 0, meaning that the length of the
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transmission line is less than about 1/100 of the wavelength. The physical significance of this

is that the transmission line can be ignored (i.e. treated as a wire) in either case. Another

special case is when the load impedance is equal to the characteristic impedance of the line

(i.e. the line is matched), in which case the impedance reduces to the characteristic

impedance of the line so that Zin = Z0, for all l and all λ. In calculating β, the wavelength is

generally different inside the transmission line to what it would be in free-space and the

velocity constant of the material the transmission line is made of needs to be taken into

account when doing such a calculation.

4. Coaxial lines

Coaxial lines confine the electromagnetic wave to the area inside the cable, between the

center conductor and the shield. The transmission of energy in the line occurs totally through

the dielectric inside the cable between the conductors. Coaxial lines can therefore be bent and

twisted (subject to limits) without negative effects, and they can be strapped to conductive

supports without inducing unwanted currents in them. In radio-frequency applications up to a

few gigahertz, the wave propagates in the transverse electric and magnetic mode (TEM),

which means that the electric and magnetic fields are both perpendicular to the direction of

propagation. However, above a certain frequency called the cutoff frequency, the cable

behaves as a waveguide, and propagation switches to either a transverse electric (TE) or a

transverse magnetic (TM) mode or a mixture of modes. This effect enables coaxial cables to

be used at microwave frequencies, although they are not as efficient as the more expensive,

purpose-built waveguides. The most common use for coaxial cables is for television and

other signals with bandwidth of multiple Megahertz. In the middle 20th Century they carried

long distance telephone connections.

4.1 Microstrip

A microstrip circuit uses a thin flat conductor which is parallel to a ground plane.

Microstrip can be made by having a strip of copper on one side of a printed circuit

board (PCB) or ceramic substrate while the other side is a continuous ground plane.

The width of the strip, the thickness of the insulating layer (PCB or ceramic) and the

dielectric constant of the insulating layer determine the characteristic impedance.
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4.2 Stripline

A stripline circuit uses a flat strip of metal which is sandwiched between two parallel

ground planes. The insulating material of the substrate forms a dielectric. The width

of the strip, the thickness of the substrate and the relative permittivity of the substrate

determine the characteristic impedance of the strip which is a transmission line.

4.3 Balanced lines

A balanced line is a transmission line, consisting of two conductors of the same type,

and equal impedance to ground and other circuits.

4.4. Twin-lead

Twin-lead consists of a pair of conductors held apart by a continuous insulator.

4.5 Lecher lines

Lecher lines are a form of parallel conductor that can be used at UHF for creating

resonant circuits. They are used at frequencies between HF/VHF where lumped

components are used, and UHF/SHF where resonant cavities are more practical.

5. General applications of transmission lines

Transferring signals from one point to another Electrical transmission lines are very widely

used to transmit high frequency signals over long or short distances with minimum power

loss. One familiar example is the down lead from a TV or radio aerial to the receiver.

6. Pulse generation

Transmission lines are also used as pulse generators. By charging the transmission line and

then discharging it into a resistive load, a rectangular pulse equal in length to twice the

electrical length of the line can be obtained, although with half the voltage. A Blumlein

transmission line is a related pulse forming device that overcomes this limitation. These are

sometimes used as the pulsed energy sources for radar transmitters and other devices.
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7. Stub filters

If a short-circuited or open-circuited transmission line is wired in parallel with a line used to

transfer signals from point A to point B, then it will function as a filter. The method for

making stubs is similar to the method for using Lecher lines for crude frequency

measurement, but it is 'working backwards'. One method recommended in the RSGB's

radiocommunication handbook is to take an open-circuited length of transmission line wired

in parallel with the feeder delivering signals from an aerial. By cutting the free end of the

transmission line, a minimum in the strength of the signal observed at a receiver can be

found. At this stage the stub filter will reject this frequency and the odd harmonics, but if the

free end of the stub is shorted then the stub will become a filter rejecting the even harmonics.

Topic : Optical Fiber Transmission Media

Topic Objective:

At the end of this topic student would be able to:

 Learn about history of Optical Fiber Communication

 Understand uses of Optical Fiber

 Understand Fiber optic sensors

 Learn about other uses of optical fibers

 Learn about Principle of operation

 Learn about Multi-mode fiber

 Learn about Single-mode fiber

 Identify special-purpose fiber

Definition/Overview:

Optical Fiber: An optical fiber (or fibre) is a glass or plastic fiber that carries light along its

length. Fiber optics is the overlap of applied science and engineering concerned with the

design and application of optical fibers. Optical fibers are widely used in fiber-optic
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communications, which permits transmission over longer distances and at higher bandwidths

(data rates) than other forms of communications.

Key Points:

1. History of Optical Fiber Communication

Guiding of light by refraction, the principle that makes fiber optics possible, was first

demonstrated by Daniel Colladon and Jacques Babinet in Parisin the early 1840s. John

Tyndall included a demonstration of it in his public lectures in Londona dozen years later.

Tyndall also wrote about the property of total internal reflection in an in introductory book

about the nature of light in 1870: "When the light passes from air into water, the refracted ray

is bent towards the perpendicular... When the ray passes from water to air it is bent from the

perpendicular... If the angle which the ray in water encloses with the perpendicular to the

surface be greater than 48 degrees, the ray will not quit the water at all: it will be totally

reflected at the surface.... The angle which marks the limit where total reflexion begins is

called the limiting angle of the medium. For water this angle is 4827', for flint glass it is

3841', while for diamond it is 2342'."

Practical applications, such as close internal illumination during dentistry, appeared early in

the twentieth century. Image transmission through tubes was demonstrated independently by

the radio experimenter Clarence Hansell and the television pioneer John Logie Baird in the

1920s. The principle was first used for internal medical examinations by Heinrich Lamm in

the following decade. In 1952, physicist Narinder Singh Kapany conducted experiments that

led to the invention of optical fiber.

Modern optical fibers, where the glass fiber is coated with a transparent cladding to offer a

more suitable refractive index, appeared later in the decade. Development then focused on

fiber bundles for image transmission. The first fiber optic semi-flexible gastroscope was

patented by Basil Hirschowitz, C. Wilbur Peters, and Lawrence E. Curtiss, researchers at the

University of Michigan, in 1956. In the process of developing the gastroscope, Curtiss

produced the first glass-clad fibers; previous optical fibers had relied on air or impractical oils

and waxes as the low-index cladding material. A variety of other image transmission

applications soon followed. In 1965, Charles K. Kao and George A. Hockham of the British

company Standard Telephones and Cables (STC) were the first to promote the idea that the
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attenuation in optical fibers could be reduced below 20 decibels per kilometer, allowing

fibers to be a practical medium for communication. They proposed that the attenuation in

fibers available at the time was caused by impurities, which could be removed, rather than

fundamental physical effects such as scattering. The crucial attenuation level of 20 dB/km

was first achieved in 1970, by researchers Robert D. Maurer, Donald Keck, Peter C. Schultz,

and Frank Zimar working for American glass maker Corning Glass Works, now Corning

Incorporated. They demonstrated a fiber with 17 dB/km attenuation by doping silica glass

with titanium. A few years later they produced a fiber with only 4 dB/km attenuation using

germanium dioxide as the core dopant. Such low attenuations ushered in optical fiber

telecommunications and enabled the Internet. In 1981, General Electric produced fused

quartz ingots that could be drawn into fiber optic strands 25 miles (40 km) long.

Attenuations in modern optical cables are far less than those in electrical copper cables,

leading to long-haul fiber connections with repeater distances of 5080 km (3050 miles). The

erbium-doped fiber amplifier, which reduced the cost of long-distance fiber systems by

reducing or even in many cases eliminating the need for optical-electrical-optical repeaters,

was co-developed by teams led by David N. Payne of the University of Southampton, and

Emmanuel Desurvire at Bell Laboratories in 1986. The more robust optical fiber commonly

used today utilizes glass for both core and sheath and is therefore less prone to aging

processes. It was invented by Gerhard Bernsee in 1973 of Schott Glass in Germany. In 1991,

the emerging field of photonic crystals led to the development of photonic-crystal fiber which

guides light by means of diffraction from a periodic structure, rather than total internal

reflection. The first photonic crystal fibers became commercially available in 2000. Photonic

crystal fibers can be designed to carry higher power than conventional fiber, and their

wavelength dependent properties can be manipulated to improve their performance in certain

applications.

2. Uses of Optical Fiber

Optical fiber can be used as a medium for telecommunication and networking because it is

flexible and can be bundled as cables. It is especially advantageous for long-distance

communications, because light propagates through the fiber with little attenuation compared

to electrical cables. This allows long distances to be spanned with few repeaters.

Additionally, the per-channel light signals propagating in the fiber can be modulated at rates

as high as 111 gigabits per second, although 10 or 40 Gb/s is typical in deployed systems.
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Each fiber can carry many independent channels, each using a different wavelength of light

(wavelength-division multiplexing (WDM)). The net data rate (data rate without overhead

bytes) per fiber is the per-channel data rate reduced by the FEC overhead, multiplied by the

number of channels (usually up to eighty in commercial dense WDM systems as of 2008.

Over short distances, such as networking within a building, fiber saves space in cable ducts

because a single fiber can carry much more data than a single electrical cable.[vague] Fiber is

also immune to electrical interference; there is no cross-talk between signals in different

cables and no pickup of environmental noise. Non-armored fiber cables do not conduct

electricity, which makes fiber a good solution for protecting communications equipment

located in high voltage environments such as power generation facilities, or metal

communication structures prone to lightning strikes. They can also be used in environments

where explosive fumes are present, without danger of ignition. Wiretapping is more difficult

compared to electrical connections, and there are concentric dual core fibers that are said to

be tap-proof.

Although fibers can be made out of transparent plastic, glass, or a combination of the two, the

fibers used in long-distance telecommunications applications are always glass, because of the

lower optical attenuation. Both multi-mode and single-mode fibers are used in

communications, with multi-mode fiber used mostly for short distances, up to 550 m (600

yards), and single-mode fiber used for longer distance links. Because of the tighter tolerances

required to couple light into and between single-mode fibers (core diameter about 10

micrometers), single-mode transmitters, receivers, amplifiers and other components are

generally more expensive than multi-mode components.

3. Fiber optic sensors

Fibers have many uses in remote sensing. In some applications, the sensor is itself an optical

fiber. In other cases, fiber is used to connect a non-fiberoptic sensor to a measurement

system. Depending on the application, fiber may be used because of its small size, or the fact

that no electrical power is needed at the remote location, or because many sensors can be

multiplexed along the length of a fiber by using different wavelengths of light for each

sensor, or by sensing the time delay as light passes along the fiber through each sensor. Time

delay can be determined using a device such as an optical time-domain reflectometer. Optical

fibers can be used as sensors to measure strain, temperature, pressure and other quantities by

modifying a fiber so that the quantity to be measured modulates the intensity, phase,
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polarization, wavelength or transit time of light in the fiber. Sensors that vary the intensity of

light are the simplest, since only a simple source and detector are required. A particularly

useful feature of such fiber optic sensors is that they can, if required, provide distributed

sensing over distances of up to one meter.

Extrinsic fiber optic sensors use an optical fiber cable, normally a multi-mode one, to

transmit modulated light from either a non-fiber optical sensor, or an electronic sensor

connected to an optical transmitter. A major benefit of extrinsic sensors is their ability to

reach places which are otherwise inaccessible. An example is the measurement of

temperature inside aircraft jet engines by using a fiber to transmit radiation into a radiation

pyrometer located outside the engine. Extrinsic sensors can also be used in the same way to

measure the internal temperature of electrical transformers, where the extreme

electromagnetic fields present make other measurement techniques impossible. Extrinsic

sensors are used to measure vibration, rotation, displacement, velocity, acceleration, torque,

and twisting.

4. Other uses of optical fibers

Fibers are widely used in illumination applications. They are used as light guides in medical

and other applications where bright light needs to be shone on a target without a clear line-of-

sight path. In some buildings, optical fibers are used to route sunlight from the roof to other

parts of the building. Optical fiber illumination is also used for decorative applications,

including signs, art, and artificial Christmas trees. Swarovski boutiques use optical fibers to

illuminate their crystal showcases from many different angles while only employing one light

source. Optical fiber is an intrinsic part of the light-transmitting concrete building product,

LiTraCon.

Optical fiber is also used in imaging optics. A coherent bundle of fibers is used, sometimes

along with lenses, for a long, thin imaging device called an endoscope, which is used to view

objects through a small hole. Medical endoscopes are used for minimally invasive

exploratory or surgical procedures (endoscopy). Industrial endoscopes are used for inspecting

anything hard to reach, such as jet engine interiors. An optical fiber doped with certain rare-

earth elements such as erbium can be used as the gain medium of a laser or optical amplifier.

Rare-earth doped optical fibers can be used to provide signal amplification by splicing a short

section of doped fiber into a regular (undoped) optical fiber line. The doped fiber is optically
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pumped with a second laser wavelength that is coupled into the line in addition to the signal

wave. Both wavelengths of light are transmitted through the doped fiber, which transfers

energy from the second pump wavelength to the signal wave. The process that causes the

amplification is stimulated emission. Optical fibers doped with a wavelength shifter are used

to collect scintillation light in physics experiments. Optical fiber can be used to supply a low

level of power (around one watt) to electronics situated in a difficult electrical environment.

Examples of this are electronics in high-powered antenna elements and measurement devices

used in high voltage transmission equipment.

5. Principle of operation

An optical fiber is a cylindrical dielectric waveguide that transmits light along its axis, by the

process of total internal reflection. The fiber consists of a core surrounded by a cladding

layer. To confine the optical signal in the core, the refractive index of the core must be

greater than that of the cladding. The boundary between the core and cladding may either be

abrupt, in step-index fiber, or gradual, in graded-index fiber.

6. Multi-mode fiber

Fiber with large core diameter (greater than 10 micrometers) may be analyzed by geometric

optics. Such fiber is called multi-mode fiber, from the electromagnetic analysis. In a step-

index multi-mode fiber, rays of light are guided along the fiber core by total internal

reflection. Rays that meet the core-cladding boundary at a high angle (measured relative to a

line normal to the boundary), greater than the critical angle for this boundary, are completely

reflected. The critical angle (minimum angle for total internal reflection) is determined by the

difference in index of refraction between the core and cladding materials. Rays that meet the

boundary at a low angle are refracted from the core into the cladding, and do not convey light

and hence information along the fiber. The critical angle determines the acceptance angle of

the fiber, often reported as a numerical aperture. A high numerical aperture allows light to

propagate down the fiber in rays both close to the axis and at various angles, allowing

efficient coupling of light into the fiber. However, this high numerical aperture increases the

amount of dispersion as rays at different angles have different path lengths and therefore take

different times to traverse the fiber. A low numerical aperture may therefore be desirable.
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7. Single-mode fiber

Fiber with a core diameter less than about ten times the wavelength of the propagating light

cannot be modeled using geometric optics. Instead, it must be analyzed as an electromagnetic

structure, by solution of Maxwell's equations as reduced to the electromagnetic wave

equation. The electromagnetic analysis may also be required to understand behaviors such as

speckle that occur when coherent light propagates in multi-mode fiber. As an optical

waveguide, the fiber supports one or more confined transverse modes by which light can

propagate along the fiber. Fiber supporting only one mode is called single-mode or mono-

mode fiber. The behavior of larger-core multi-mode fiber can also be modeled using the wave

equation, which shows that such fiber supports more than one mode of propagation (hence

the name). The results of such modeling of multi-mode fiber approximately agree with the

predictions of geometric optics, if the fiber core is large enough to support more than a few

modes.

The waveguide analysis shows that the light energy in the fiber is not completely confined in

the core. Instead, especially in single-mode fibers, a significant fraction of the energy in the

bound mode travels in the cladding as an evanescent wave. The most common type of single-

mode fiber has a core diameter of 810 micrometers and is designed for use in the near

infrared. The mode structure depends on the wavelength of the light used, so that this fiber

actually supports a small number of additional modes at visible wavelengths. Multi-mode

fiber, by comparison, is manufactured with core diameters as small as 50 micrometers and as

large as hundreds of micrometres. The normalized frequency V for this fiber should be less

than the first zero of the Bessel function J0 (approximately 2.405).

8. Special-purpose fiber

Some special-purpose optical fiber is constructed with a non-cylindrical core and/or cladding

layer, usually with an elliptical or rectangular cross-section. These include polarization-

maintaining fiber and fiber designed to suppress whispering gallery mode propagation.

Photonic crystal fiber is made with a regular pattern of index variation (often in the form of

cylindrical holes that run along the length of the fiber). Such fiber uses diffraction effects
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instead of or in addition to total internal reflection, to confine light to the fiber's core. The

properties of the fiber can be tailored to a wide variety of applications.

Topic : Digital Transmission

Topic Objective:

At the end of this topic student would be able to:

 Learn about the analog to digital converter

 Learn about response type of conversion

 Learn about Sampling rate in conversion

 Learn about the concept of Aliasing in conversion

 Learn about the concept of Dither in conversion

Definition/Overview:

Digital Communication: Digital communications refers to the transmission of digital data.

This is in contrast to analog communications. While analog communications use a

continuously varying signal, a digital transmission can be broken down into discrete

messages. Transmitting data in discrete messages allows for greater signal processing

capability. The ability to process a communications signal means that errors caused by

random processes can be detected and corrected.

Key Points:

1. Analog to Digital Converter

An analog-to-digital converter(abbreviated ADC, A/D or A to D) is a device which converts

continuous signals to discrete digital numbers. The reverse operation is performed by a

digital-to-analog converter (DAC). Typically, an ADC is an electronic device that converts an

input analog voltage (or current) to a digital number. However, some non-electronic or only

partially electronic devices, such as rotary encoders, can also be considered ADCs. The
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digital output may use different coding schemes, such as binary, Gray code or two's

complement binary. The resolution of the converter indicates the number of discrete values it

can produce over the range of analog values. The values are usually stored electronically in

binary form, so the resolution is usually expressed in bits. In consequence, the number of

discrete values available, or "levels", is usually a power of two. For example, an ADC with a

resolution of 8 bits can encode an analog input to one in 256 different levels, since 28 = 256.

The values can represent the ranges from 0 to 255 (i.e. unsigned integer) or from -128 to 127

(i.e. signed integer), depending on the application.Resolution can also be defined electrically,

and expressed in volts. The voltage resolution of an ADC is equal to its overall voltage

measurement range divided by the number of discrete intervals as in the formula:

Where:

Q is resolution in volts per step (volts per output code),

EFSR is the full scale voltage range = VRefHi − VRefLo,

M is the ADC's resolution in bits, and

N is the number of intervals, given by the number of available levels (output codes), which is:

N = 2M

In practice, the smallest output code ("0" in an unsigned system) represents a voltage range

which is 0.5X of the ADC voltage resolution (Q)(meaning half-wide of the ADC voltage Q )

while the largest output code represents a voltage range which is 1.5X of the ADC voltage

resolution (meaning 50% wider than the ADC voltage resolution). The other N − 2 codes are

all equal in width and represent the ADC voltage resolution (Q) calculated above. Doing this

centers the code on an input voltage that represents the Mth division of the input voltage

range. For example, with the 3-bit ADC spanning an 8 V range, each of the N divisions

would represent 1 V, except the 1st ("0" code) which is 0.5 V wide, and the last ("7" code)

which is 1.5 V wide. Doing this the "1" code spans a voltage range from 0.5 to 1.5 V, the "2"

code spans a voltage range from 1.5 to 2.5 V, etc. Thus, if the input signal is at 3/8ths of the
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full-scale voltage, then the ADC outputs the "3" code, and will do so as long as the voltage

stays within the range of 2.5/8ths and 3.5/8ths. This practice is called "Mid-Tread" operation.

2. Response Type of Conversion

2.1 Linear ADCs

Most ADCs are of a type known as linear, although analog-to-digital conversion is an

inherently non-linear process (since the mapping of a continuous space to a discrete

space is a piecewise-constant and therefore non-linear operation). The term linearas

used here means that the range of the input values that map to each output value has a

linear relationship with the output value, i.e., that the output value k is used for the

range of input values from

m(k+ b) to m(k + 1 + b),

where m and b are constants. Here b is typically 0 or −0.5. When b = 0, the ADC is

referred to as mid-rise, and when b = −0.5 it is referred to as mid-tread.

2.2 Non-linear ADCs

If the probability density function of a signal being digitized is uniform, then the

signal-to-noise ratio relative to the quantization noise is the best possible. Because

this is often not the case, it's usual to pass the signal through its cumulative

distribution function (CDF) before the quantization. This is good because the regions

that are more important get quantized with a better resolution. In the dequantization

process, the inverse CDF is needed.

This is the same principle behind the companders used in some tape-recorders and

other communication systems, and is related to entropy maximization. For example, a

voice signal has a Laplacian distribution. This means that the region around the lowest

levels, near 0, carries more information than the regions with higher amplitudes.

Because of this, logarithmic ADCs are very common in voice communication systems

to increase the dynamic range of the representable values while retaining fine-

granular fidelity in the low-amplitude region. An eight-bit a-law or the μ-law

logarithmic ADC covers the wide dynamic range and has a high resolution in the

critical low-amplitude region, that would otherwise require a 12-bit linear ADC.

3. Sampling rate in Conversion

The analog signal is continuous in time and it is necessary to convert this to a flow of digital

values. It is therefore required to define the rate at which new digital values are sampled from
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the analog signal. The rate of new values is called the sampling rate or sampling frequencyof

the converter. A continuously varying bandlimited signal can be sampled (that is, the signal

values at intervals of time T, the sampling time, are measured and stored) and then the

original signal can be exactly reproduced from the discrete-time values by an interpolation

formula. The accuracy is limited by quantization error. However, this faithful reproduction is

only possible if the sampling rate is higher than twice the highest frequency of the signal.

This is essentially what is embodied in the Shannon-Nyquist sampling theorem. Since a

practical ADC cannot make an instantaneous conversion, the input value must necessarily be

held constant during the time that the converter performs a conversion (called the conversion

time). An input circuit called a sample and hold performs this taskin most cases by using a

capacitor to store the analog voltage at the input, and using an electronic switch or gate to

disconnect the capacitor from the input. Many ADC integrated circuits include the sample

and hold subsystem internally.

4. Aliasing in Conversion

All ADCs work by sampling their input at discrete intervals of time. Their output is therefore

an incomplete picture of the behaviour of the input. There is no way of knowing, by looking

at the output, what the input was doing between one sampling instant and the next. If the

input is known to be changing slowly compared to the sampling rate, then it can be assumed

that the value of the signal between two sample instants was somewhere between the two

sampled values. If, however, the input signal is changing fast compared to the sample rate,

then this assumption is not valid.

If the digital values produced by the ADC are, at some later stage in the system, converted

back to analog values by a digital to analog converter or DAC, it is desirable that the output

of the DAC be a faithful representation of the original signal.If the input signal is changing

much faster than the sample rate, then this will not be the case, and spurious signals called

aliases will be produced at the output of the DAC. The frequency of the aliased signal is the

difference between the signal frequency and the sampling rate. For example, a 2 kHz

sinewave being sampled at 1.5 kHz would be reconstructed as a 500 Hz sinewave. This

problem is called aliasing. To avoid aliasing, the input to an ADC must be low-pass filtered

to remove frequencies above half the sampling rate. This filter is called an anti-aliasingfilter,

and is essential for a practical ADC system that is applied to analog signals with higher

frequency content. Although aliasing in most systems is unwanted, it should also be noted

that it can be exploited to provide simultaneous down-mixing of a band-limited high

frequency signal.
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5. Dither in Conversion

In A to D converters, performance can usually be improved using dither. This is a very small

amount of random noise (white noise) which is added to the input before conversion. Its

amplitude is set to be about half of the least significant bit. Its effect is to cause the state of

the LSB to randomly oscillate between 0 and 1 in the presence of very low levels of input,

rather than sticking at a fixed value. Rather than the signal simply getting cut off altogether at

this low level (which is only being quantized to a resolution of 1 bit), it extends the effective

range of signals that the A to D converter can convert, at the expense of a slight increase in

noise - effectively the quantization error is diffused across a series of noise values which is

far less objectionable than a hard cutoff. The result is an accurate representation of the signal

over time. A suitable filter at the output of the system can thus recover this small signal

variation. An audio signal of very low level (with respect to the bit depth of the ADC)

sampled without dither sounds extremely distorted and unpleasant. Without dither the low

level always yields a '1' from the A to D. With dithering, the true level of the audio is still

recorded as a series of values over time, rather than a series of separate bits at one instant in

time. A virtually identical process, also called dither or dithering, is often used when

quantizing photographic images to a fewer number of bits per pixelthe image becomes noisier

but to the eye looks far more realistic than the quantized image, which otherwise becomes

banded. This analogous process may help to visualize the effect of dither on an analogue

audio signal that is converted to digital. Dithering is also used in integrating systems such as

electricity meters. Since the values are added together, the dithering produces results that are

more exact than the LSB of the analog-to-digital converter. Note that dither can only increase

the resolution of a sampler, it cannot improve the linearity, and thus accuracy does not

necessarily improve.

Topic : Multiplexing And T-Carrier

Topic Objective:

At the end of this topic student would be able to:

 Identify Categories of multiplexing
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 Understand Telecommunication multiplexing

 Understand Application areas of multiplexing

 Learn about Inband T1 versus T1 PRI

 Learn about carrier pricing

 Learn about Higher T systems

 Learn about Digital signal crossconnect

 Learn about Copper Spans

 Learn about Bit robbing

Definition/Overview:

Multiplexing: In telecommunications and computer networks, multiplexing (known

asmuxing) is a term used to refer to a process where multiple analog message signals or

digital data streams are combined into one signal over a shared medium. The aim is to share

an expensive resource. For example, in telecommunications, several phone calls may be

transferred using one wire. It originated in telegraphy, and is now widely applied in

communications.

Key Points:

1. Categories of multiplexing

The two most basic forms of multiplexing are time-division multiplexing (TDM) and

frequency-division multiplexing (FDM), both either in analog or digital form. FDM requires

modulation of each signal. In optical communications, FDM is referred to as wavelength-

division multiplexing (WDM). Variable bit rate digital bit streams may be transferred

efficiently over a fixed bandwidth channel by means of statistical multiplexing, for example

packet mode communication. Packet mode communication is an asynchronous mode time-

domain multiplexing, which resembles but should not be considered as time-division

multiplexing. Digital bit streams can be transferred over an analog channel by means of code-

division multiplexing (CDM) techniques such as frequency-hopping spread spectrum (FHSS)

and direct-sequence spread spectrum (DSSS). In wireless communications, multiplexing can

also be accomplished through alternating polarization (horizontal/vertical or

clockwise/counterclockwise) on each adjacent channel and satellite, or through phased multi-
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antenna array combined with a Multiple-input multiple-output communications (MIMO)

scheme.

2. Telecommunication multiplexing

A multiplexing technique may be further extended into a multiple access method or channel

access method, for example TDM into Time-division multiple access (TDMA) and statistical

multiplexing into carrier sense multiple access (CSMA). A multiple access method makes it

possible for several transmitters connected to the same physical medium to share its capacity.

Multiplexing is provided by the Physical Layer of the OSI model, while multiple access also

involves a media access control protocol, which is part of the Data Link Layer.

3. Application areas of multiplexing

3.1. Telegraphy

The earliest communication technology using electrical wires, and therefore sharing

an interest in the economies afforded by multiplexing, was the electric telegraph.

Early experiments allowed two separate messages to travel in opposite directions

simultaneously, first using an electric battery at both ends, then at only one end. mile

Baudot developed a time-multiplexing system of multiple Hughes machines in the

1870s. In 1874, the quadruplex telegraph developed by Thomas Edison transmitted

two messages in each direction simultaneously, for a total of four messages transiting

the same wire at the same time. Alexander Graham Bell was investigating a

frequency-division multiplexing technique with his "Harmonic Telegraph", which led

to the telephone.

3.2 Telephony

In telephony, a customer's telephone line now typically ends at the remote

concentrator box down the street, where it is multiplexed along with other telephone

lines for that neighborhood or other similar area. The multiplexed signal is then

carried to the central switching office on significantly fewer wires and for much

further distances than a customer's line can practically go. This is likewise also true

for digital subscriber lines (DSL). Fiber in the loop (FITL) is a common method of

multiplexing, which uses optical fibre as the backbone. It not only connects POTS
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phone lines with the rest of the PSTN, but also replaces DSL by connecting directly to

Ethernet wired into the home. Asynchronous Transfer Mode is often the

communications protocol used. Because all of the phone (and data) lines have been

clumped together, none of them can be accessed except through a demultiplexer. This

provides for more-secure communications, though they are not typically encrypted.

The concept is also now used in cable TV,which is increasingly offering the same

services as telephone companies. IPTV also depends on multiplexing.

3.3 Video processing

In video editing and processing systems, multiplexing refers to the process of

interleaving audio and video into one coherent transport stream (time-division

multiplexing). In digital video, such a transport stream is normally a feature of a

container format which may include metadata and other information, such as subtitles.

The audio and video streams may have variable bit rate. Software that produces such

a transport stream and/or container is commonly called a statistical multiplexor or

muxer. A demuxer is software that extracts or otherwise makes available for separate

processing the components of such a stream or container.

3.4 Digital broadcasting

In digital television and digital radio systems, several variable bit-rate data streams

are multiplexed together to a fixed bitrate transport stream by means of statistical

multiplexing. This makes it possible to transfer several video and audio channels

simultaneously over the same frequency channel, together with various services. In

the digital television systems, this may involve several standard definition television

(SDTV) programmes (particularly on DVB-T, DVB-S2, and ATSC-C), or one

HDTV, possibly with a single SDTV companion channel over one 6 to 8 MHz-wide

TV channel. The device that accomplishes this is called a statistical multiplexer. In

several of these systems, the multiplexing results in an MPEG transport stream. On

communications satellites which carry broadcast television networks and radio

networks, this is known as multiple channel per carrier or MCPC. Where multiplexing

is not practical (such as where there are different sources using a single transponder),

single channel per carrier mode is used. In digital radio, both the Eureka 147 system

of digital audio broadcasting and the in-band on-channel HD Radio, FMeXtra, and
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Digital Radio Mondiale systems can multiplex channels. This is essentially required

with DAB-type transmissions (where a multiplex is called an ensemble), but is

entirely optional with IBOC systems.

3.5 Analog broadcasting

In FM broadcasting and other analog radio media, multiplexing is a term commonly

given to the process of adding subcarriers to the audio signal before it enters the

transmitter, where modulation occurs. Multiplexing in this sense is sometimes known

as MPX, which in turn is also an old term for stereophonic FM, often seen on stereo

systems of the 1960s and 1970s.

4. Inband T1 versus T1 PRI

Additionally, for voice T1s there are two types: so-called "plain" or Inband T1s and PRI

(Primary Rate Interface). While both carry voice telephone calls in similar fashion, PRIs are

commonly used in call centers and provide not only the 23 actual usable telephone lines

(Known as "B" channels) but also a 24th line that carries signaling information (Known as

the "D" channel for Data.) This special "D" channel carries: Caller ID (CID) and Automatic

Number Identification (ANI) data (commonly referred to in industry parlance as "signaling

data"), required channel type (usually a B channel), call handle, DNIS info, requested channel

number and a request for response. Inband T1s are also capable of carrying CID and ANI

information if they are configured by the carrier to do so but PRI's handle this as a standard

and thus the PRI's CID and ANI information has a much better chance of getting through to

the destination. While an Inband T1 seemingly has a slight advantage due to 24 lines being

available to make calls (as opposed to a PRI that has 23), each channel in an Inband T1 must

perform its own set up and tear-down of each call. A PRI uses the 24th channel as a data

channel to perform all the overhead operations of the other 23 channels (including CID and

ANI). So even though an Inband T1 has 24 channels, the 23 channel PRI can actually dial

more calls faster because of the dedicated 24th data (also called "D") signaling channel.

5. Carrier pricing

Carriers price DS1 lines in many different ways. However, most boil down to two simple

components; local loop (the cost the local incumbent charges to transport the signal from the

end user's central office, otherwise known as a CO, to the point of presence, otherwise known
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as a POP, of the carrier) and the port (the cost to access the telephone network or the Internet

through the carrier's network). Typically, the port price is based upon access speed and yearly

commitment level while the loop is based on geography. The further the CO and POP, the

more the loop cost.

The loop price has several components built into it, including the mileage calculation

(performed in V/H coordinates, not standard GPS coordinates) and the telco piece. Each local

Belloperating company - namely Verizon, AT&T, and Qwest - charge T-carriers different

price per mile rates. Therefore, the price calculation has two distance steps: geomapping and

the determination of local price arrangements. While most carriers utilize a geographic

pricing model as described above, some Competitive Local Exchange Carriers (CLECs), such

as EarthLink Business Solutions, offer national pricing. Under this DS1 pricing model, a

provider charges the same price in every geography it services. National pricing is an

outgrowth of increased competition in the T-carrier market space and the commoditization of

T-carrier products.Providers that have adopted a national pricing strategy may experience

widely varying margins as their suppliers, the Bell operating companies (e.g., Verizon,

AT&T and Qwest), maintain geographic pricing models, albeit at wholesale prices. For voice

DS1 lines, the calculation is mostly the same, except that the port (required for Internet

access) is replaced by LDU (otherwise known as Long Distance Usage). Once the price of the

loop is determined, only voice-related charges are added to the total. In short, the total price =

loop + LDU x minutes used.

6. Higher T

In the late 1960s and early 1970s Bell Labs developed higher rate systems. T-1C with a more

sophisticated modulation scheme carried 3 Mbit/s, on those balanced pair cables that could

support it. T-2 carried 6.312 Mbit/s, requiring a special low-capacitance cable with foam

insulation. This was standard for Picturephone. T-4 and T-5 used coaxial cables, similar to

the old L-carriers used by AT&T Long Lines. TD microwave radio relay systems were also

fitted with high rate modems to allow them to carry a DS1 signal in a portion of their FM

spectrum that had too poor quality for voice service. Later they carried DS3 and DS4 signals.

Later optical fiber, typically using SONET transmission scheme, overtook them.

7. Digital signal crossconnect
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DS1 signals are interconnected typically at Central Office locations at a common metallic

cross-connect point known as a DSX-1. A DS1 signal at a DSX-1 is measured typically at 6

Volts Peak-to-peak (0dBdsx signal level at 772 kHz Nyquist) at plus or minus 1.2 volts to

permit easy interconnection of DS1 equipment NCI Code=04DS9/ /). When a DS1 is

transported over metallic outside plant cable, the signal travels over conditioned cable pairs

known as a T1 span. A T1 span can have up to -130 Volts of DC power superimposed on the

associated four wire cable pairs to line or "Span" power line repeaters, and T1 NIU's (T1

Smartjacks). T1 span repeaters are typically engineered up to 6000 feet apart, depending on

cable gauge, and at no more than 36 dB of loss before requiring a repeated span. There can be

no cable bridge taps across any pairs.

8. Copper Spans

T1 copper spans are being replaced by optical transport systems, but if a copper (Metallic)

span is used, the T1 is typically carried over an HDSL encoded copper line. Four wire HDSL

does not require as many repeaters as conventional T1 spans. Newer two wire HDSL (HDSL-

2) equipment transports a full 1.54400Bp/s T1 over a single copper wire pair up to

approximately twelve thousand (12,000) feet (3.5 km), if all 24 gauge cable is used. HDSL-2

does not employ repeaters as does conventional four wire HDSL, or newer HDSL-4 systems.

One advantage of HDSL is its ability to operate with a limited number of bridge taps, with no

tap being closer than 500 feet from any HDSL transceiver. Both two or four wire HDSL

equipment transmits and receives over the same cable wire pair, as compared to conventional

T1 service that utilizes individual cable pairs for transit or receive.

DS3 signals are rare except within buildings, where they are used for interconnections and as

an intermediate step before being muxed onto a SONET circuit. This is because a T3 circuit

can only go about 600 feet (180m) between repeaters. A customer who orders a DS3 usually

receives a SONET circuit run into the building and a multiplexer mounted in a utility box.

The DS3 is delivered in its familiar form, two coax cables (1 for send and 1 for receive) with

BNC connectors on the ends.
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9. Bit robbing

T1 carrier can utilize out-of-band (Robbed Bit) signalling, as opposed to earlier forms of in-

band circuit signaling that utilized in-band audio tones typically at 2600 Hz, and more

commonly known as SF signaling. In robbed bit signaling, the eighth bit, which is the least

significant bit in the eight bit PCM sample that comprises the T1 carrier DS0 channel, is used

to carry T1 channel signaling information. Twelve DS1 frames make up a single T1

Superframe (T1 SF). Each T1 Superframe is comprised of two signaling frames. All T1 DS0

channels that employ in-band signaling will have its eighth bit over written, or "robbed",

from the full 64Kb/s DS0 payload, and be overwritten by either a logical ZERO or ONE bit

to signify a circuit signaling state or condition. Hence robbed bit signaling only will restrict a

DS0 channel to a 56KB/s rate during two of the twelve DS1 frames that make up a T1 SF

framed circuit. T1 SF framed circuits yield two independent signaling channels (A&B) T1

ESF framed circuits four signaling frames in a twenty four frame extended frame format that

yield four independent signaling channels (A, B,C,& D).

56KB/s DS0 channels are associated with digital data service (DDS) services typically do not

utilize the eighth bit of the DS0 as voice circuits that employ A&B out of band signaling. One

exception is Switched 56Kb/s DDS. In DDS, bit eight is used to identify DTE request to send

(RTS) condition. With Switched 56 DDS, bit eight is pulsed (Alternately set to logical Zeros

and Ones) to transmit two state dial pulse signaling information between a SW56 DDS

CSU/DSU, and a digital end office switch. The incident use of robbed-bit signaling in North

America has decreased significantly as a result of Signaling System Seven (SS7) on inter-

office dial trunks. With SS7, full the 64KB/s DS0 channel is available for use on a

connection, and allows 64KB/s, and 128KB/s ISDN data calls to exist over a switched trunk

network connection if the supporting T1 carrier entity is optioned B8ZS (Clear Channel

Capable).

In Section 2 of this course you will cover these topics:
Wireless Communications Systems

Telephone Instruments And Signals

The Telephone Circuit
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The Public Telephone Network

Cellular Telephone Concepts

Cellular Telephone Systems

Topic : Wireless Communications Systems

Topic Objective:

At the end of this topic student would be able to:

 Learn about applications of wireless technology

 Learn about early wireless work

 Learn about Wi-Fi

 Understand Uses of Wi-Fi

 Learn about advantages of Wi-Fi

 Understand limitations of Wi-Fi

Definition/Overview:

Wireless communication: Wireless communication is the transfer of information over a

distance without the use of electrical conductors or "wires". The distances involved may be

short (a few meters as in television remote control) or long (thousands or millions of

kilometers for radio communications). When the context is clear, the term is often shortened

to "wireless". Wireless communication is generally considered to be a branch of

telecommunications.

Key Points:

1. Early wireless work

In the history of wireless technology, the demonstration of the theory of electromagnetic

waves by Heinrich Rudolf Hertz in 1888 was important. The theory of electromagnetic waves

were predicted from the research of James Clerk Maxwell and Michael Faraday. Hertz

demonstrated that electromagnetic waves could be transmitted and caused to travel through

space at straight lines and that they were able to be received by an experimental apparatus.
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The experiments were not followed up by Hertz. The practical applications of the wireless

communication and remote control technology were implemented by Nikola Tesla.

2. Applications of wireless technology

2.1 Security systems

Wireless technology may supplement or replace hard wired implementations in

security systems for homes or office buildings.

2.2 Television remote control

Modern televisions use wireless (generally infrared) remote control units. Now radio

waves are also used.

2.3 Cellular telephony (phones and modems)

Perhaps the best known example of wireless technology is the cellular telephone and

modems. These instruments use radio waves to enable the operator to make phone

calls from many locations world-wide. They can be used anywhere that there is a

cellular telephone site to house the equipment that is required to transmit and receive

the signal that is used to transfer both voice and data to and from these instruments.

3. Wi-Fi

Wi-Fi is a trademark of the Wi-Fi Alliance, founded in 1999 as Wireless Ethernet

Compatibility Alliance (WECA), comprising more than 300 companies, whose products are

certified by the Wi-Fi Alliance, based on the IEEE 802.11 standards (also called Wireless

LAN (WLAN) and Wi-Fi). This certification warrants interoperability between different

wireless devices. The alliance was founded because many products did not correctly

implement IEEE 802.11 and some included proprietary extensions. This led to

incompatibilities between products from different manufacturers.

The Wi-Fi Alliance tests the wireless components to their own terms of reference. Products

that pass become Wi-Fi certified and may carry the Wi-Fi logo. Only products of Wi-Fi

Members are tested, because they pay membership and per-item fees. Absence of the Wi-Fi

logo does not necessarily mean non-compliance with the standard. In France, Poland, the

United States, and some other countries, the term Wi-Fi often is used by the public as a

synonym for wireless Internet (WLAN); but not every wireless Internet product has a Wi-Fi

certification, which may be because of certification costs that must be paid for each certified

device type. Wi-Fi certification is provided for technology used in home networks, mobile

phones, video games, and other devices that require wireless networking. It covers IEEE

802.11 standards, including 802.11a, 802.11b, 802.11g, and 802.11n. Wi-Fi is supported by
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most personal computer operating systems, many game consoles, laptops, smartphones,

printers, and other peripherals.

4. Uses of Wi-Fi

A Wi-Fi enabled device such as a PC, game console, mobile phone, MP3 player or PDA can

connect to the Internet when within range of a wireless network connected to the Internet.

The coverage of one or more interconnected access points called a hotspot can comprise an

area as small as a single room with wireless-opaque walls or as large as many square miles

covered by overlapping access points. Wi-Fi technology has served to set up mesh networks,

for example, in London. Both architectures can operate in community networks.

In addition to restricted use in homes and offices, Wi-Fi can make access publicly available at

Wi-Fi hotspots provided either free of charge or to subscribers to various providers.

Organizations and businesses such as airports, hotels and restaurants often provide free

hotspots to attract or assist clients. Enthusiasts or authorities who wish to provide services or

even to promote business in a given area sometimes provide free Wi-Fi access.

Metropolitan-wide Wi-Fi (Muni-Fi) already has more than 300 projects in process. There

were 879 Wi-Fi based Wireless Internet service providers in the Czech Republicas of May

2008. Wi-Fi also allows connectivity in peer-to-peer (wireless ad-hoc network) mode, which

enables devices to connect directly with each other. This connectivity mode can prove useful

in consumer electronics and gaming applications. When wireless networking technology first

entered the market many problems ensued for consumers who could not rely on products

from different vendors working together. The Wi-Fi Alliance began as a community to solve

this issue aiming to address the needs of the end-user and to allow the technology to mature.

The Alliancecreated the branding Wi-Fi CERTIFIED to reassure consumers that products

will interoperate with other products displaying the same branding.

Many consumer devices use Wi-Fi. Amongst others, personal computers can network to each

other and connect to the Internet, mobile computers can connect to the Internet from any Wi-

Fi hotspot, and digital cameras can transfer images wirelessly. Routers which incorporate a

DSL-modem or a cable-modem and a Wi-Fi access point, often set up in homes and other

premises, provide Internet-access and internetworking to all devices connected (wirelessly or

by cable) to them. One can also connect Wi-Fi devices in ad-hoc mode for client-to-client

connections without a router. Wi-Fi also enables places which would traditionally not have

network to be connected, for example bathrooms, kitchens and garden sheds. The "father of
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Wi-Fi", Vic Hayes, stated that being able to access the internet whilst answering a call of

nature was "one of life's most liberating experiences". As of 2007 Wi-Fi technology had

spread widely within business and industrial sites. In business environments, just like other

environments, increasing the number of Wi-Fi access-points provides redundancy, support

for fast roaming and increased overall network-capacity by using more channels or by

defining smaller cells. Wi-Fi enables wireless voice-applications (VoWLAN or WVOIP).

Over the years, Wi-Fi implementations have moved toward "thin" access-points, with more

of the network intelligence housed in a centralized network appliance, relegating individual

access-points to the role of mere "dumb" radios. Outdoor applications may utilize true mesh

topologies. As of 2007 Wi-Fi installations can provide a secure computer networking

gateway, firewall, DHCP server, intrusion detection system, and other functions.

5. Advantages of Wi-Fi

Wi-Fi allows local area networks (LANs) to be deployed without wires for client devices,

typically reducing the costs of network deployment and expansion. Spaces where cables

cannot be run, such as outdoor areas and historical buildings, can host wireless LANs.

Wireless network adapters are now built into most laptops. The price of chipsets for Wi-Fi

continues to drop, making it an economical networking option included in even more devices.

Wi-Fi has become widespread in corporate infrastructures. Different competitive brands of

access points and client network interfaces are inter-operable at a basic level of service.

Products designated as "Wi-Fi Certified" by the Wi-Fi Alliance are backwards compatible.

Wi-Fi is a global set of standards. Unlike mobile telephones, any standard Wi-Fi device will

work anywhere in the world. Wi-Fi is widely available in more than 220,000 public hotspots

and tens of millions of homes and corporate and university campuses worldwide. Wi-Fi

Protected Access encryption (WPA and WPA2) is not easily cracked if strong passwords are

used. New protocols for Quality of Service (WMM) make Wi-Fi more suitable for latency-

sensitive applications (such as voice and video), and power saving mechanisms (WMM

Power Save) improve battery operation.

6. Limitations of Wi-Fi

Spectrum assignments and operational limitations are not consistent worldwide. Most of

Europe allows for an additional 2 channels beyond those permitted in the U.S.for the 2.4 GHz

band. (113 vs. 111); Japan has one more on top of that (114). Europe, as of 2007, was

essentially homogeneous in this respect. A very confusing aspect is the fact that a Wi-Fi
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signal actually occupies five channels in the 2.4 GHz band resulting in only three non-

overlapped channels in the U.S.: 1, 6, 11, and three or four in Europe: 1, 5, 9, 13 can be used

if all the equipment on a specific area can be guaranteed not to use 802.11b at all, even as

fallback or beacon. Equivalent isotropically radiated power (EIRP) in the EU is limited to 20

dBm (100 mW).

6.1 Reach

Wi-Fi networks have limited range. A typical Wi-Fi home router using 802.11b or

802.11g with a stock antenna might have a range of 32 m (120 ft) indoors and 95 m

(300 ft) outdoors. Range also varies with frequency band. Wi-Fi in the 2.4 GHz

frequency block has slightly better range than Wi-Fi in the 5 GHz frequency block.

Outdoor range with improved (directional) antennas can be several kilometres or

more with line-of-sight. Wi-Fi performance decreases roughly quadratically as the

range increases at constant radiation levels. Due to reach requirements for wireless

LAN applications, power consumption is fairly high compared to some other low-

bandwidth standards. Especially Zigbee and Bluetooth supporting wireless PAN

applications refer to much lesser propagation range of< 10m (ref. e.g. IEEE Std.

802.15.4 section 1.2 scope). The high power consumption of Wi-Fi makes battery life

a concern for mobile devices.

6.2 Mobility

Because of the very limited practical range of Wi-Fi, mobile use is essentially

confined to such applications as inventory taking machines in warehouses or retail

spaces, barcode reading devices at check-out stands or receiving / shipping stations.

Mobile use of Wi-Fi over wider ranges is limited to move, use, move, as for instance

in an automobile moving from one hotspot to another (Wardriving). Other wireless

technologies are more suitable as illustrated in the graphic.

6.3 Threats to security

The most common wireless encryption standard, Wired Equivalent Privacy or WEP,

has been shown to be easily breakable even when correctly configured. Wi-Fi

Protected Access (WPA and WPA2), which began shipping in 2003, aims to solve

this problem and is now available on most products. Wi-Fi Access Points typically

default to an "open" (encryption-free) mode. Novice usersbenefit from a zero-

configuration device that works out of the box, but this default is without any wireless

security enabled, providing open wireless access to their LAN. To turn security on

requires the user to configure the device, usually via a software graphical user
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interface (GUI). Wi-Fi networks that are open (unencrypted) can be monitored and

used to read and copy data (including personal information) transmitted over the

network, unless another security method is used to secure the data, such as a VPN or a

secure web page.

6.4 Population

Many 2.4 GHz 802.11b and 802.11g access points default to the same channel on

initial startup, contributing to congestion on certain channels. To change the channel

of operation for an access point requires the user to configure the device.

6.5 Channel pollution

Standardization is a process driven by market forces. Interoperability issues between

non-Wi-Fi brands or proprietary deviations from the standard can still disrupt

connections or lower throughput speeds on all user's devices that are within range, to

include the non-Wi-Fi or proprietary product. Moreover, the usage of the ISM band in

the 2.45 GHz range is also common to Bluetooth, WPAN-CSS, ZigBee and any new

system will take its share. Wi-Fi pollution, or an excessive number of access points in

the area, especially on the same or neighboring channel, can prevent access and

interfere with the use of other access points by others, caused by overlapping channels

in the 802.11g/b spectrum, as well as with decreased signal-to-noise ratio (SNR)

between access points. This can be a problem in high-density areas, such as large

apartment complexes or office buildings with many Wi-Fi access points. Additionally,

other devices use the 2.4 GHz band: microwave ovens, security cameras,

Bluetoothdevices and (in some countries) Amateur radio, video senders, cordless

phones and baby monitors, all of which can cause significant additional interference.

General guidance to those who suffer these forms of interference or network crowding

is to migrate to a Wi-Fi 5 GHz product, (802.11a, or the newer 802.11n if it has 5

GHz support) because the 5 GHz band is relatively unused, and there are many more

channels available. This also requires users to set up the 5 GHz band to be the

preferred network in the client and to configure each network band to a different name

(SSID). It is also an issue when municipalities or other large entities such as

universities, seek to provide large area coverage. This openness is also important to

the success and widespread use of 2.4 GHz Wi-Fi.
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Topic : Telephone Instruments And Signals

Topic Objective:

At the end of this topic student would be able to:

 Learn about Signals in Telecommunications

 Learn about In-Band versus Out-Of-Band Signals

 Understand Out-of-band signals

 Understand Line versus Register Signals

 Learn about Channel-Associated versus Common-Channel

 Learn about Compelled Signalling

 Understand Telephone Instruments

 Learn about Digital telephony

 Learn about IP telephony

Definition/Overview:

Telephone: The telephone is a telecommunications device that is used to transmit and

receive sound (most commonly speech), usually two people conversing but occasionally three

or more. It is one of the most common household appliances in the world today. Most

telephones operate through transmission of electric signals over a complex telephone network

which allows almost any phone user to communicate with almost anyone. Unicode

representations include℡,☎,☏, and ✆.

Key Points:

1. Signals in Telecommunications

In a telecommunications network, the information exchange concerning the establishment

and control of a connection and the management of the network, in contrast to user

information transfer. The sending of a signal from the transmitting end of a circuit to inform a

user at the receiving end that a message is to be sent.
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2. In-Band versus Out-Of-Band Signals

In the public switched telephone network, (PSTN), in-band signalling is the exchange of

signalling (call control) information within the same channel that the telephone call itself is

using. An example is DTMF 'Dual-Tone multi-frequency' signalling, which is used on most

telephone lines to exchanges.

3. Out-of-band signals

Out-of-band signalling is telecommunication signalling (exchange of information in order to

control a telephone call) that is done on a channel that is dedicated for the purpose and

separate from the channels used for the telephone call. Out-of-band signalling is used in

Signalling System #7 (SS7), the standard for signalling among exchanges that has controlled

most of the world's phone calls for some twenty years.

4. Line versus Register Signals

Line signaling is concerned with conveying information on the state of the line or channel,

such as on-hook, off-hook (Answer supervision and Disconnect supervision, together referred

to as supervision), ringing current (alerting), and recall. In the middle 20th Century,

supervision signals on long distance trunks in North America were usually inband, for

example at 2600 Hz, necessitating a notch filter to prevent interference. Late in the century,

all supervisory signals were out of band. With the advent of digital trunks, supervision signals

are carried by robbed bits or other bits in the digital stream dedicated to signalling. Register

signaling is concerned with conveying addressing information, such as the calling and/or

called telephone number. In the early days of telephony, with operator handling calls, the

addressing information is by voice as "Operator, connect me to Mr. Smith please". In the first

half of the 20th century, addressing information is by using a rotary dial, which rapidly

breaks the line current into pulses, with the number of pulses conveying the address. Finally,

starting in the second half of the century, address signalling is by DTMF.

5. Channel-Associated versus Common-Channel

Channel-Associated signalling employs a signalling channel which is dedicated to a specific

bearer channel. Common-Channel signalling is so-called, because it employs a signalling
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channel which conveys signalling information relating to multiple bearer channels. These

bearer channels therefore have their signalling channel in common.

6. Compelled Signalling

The term Compelled signalling refers to the case where receipt of each signal needs to be

explicitly acknowledged before the next signal is able to be sent.

Most forms of R2 register signalling are compelled, while R1 multi-frequency is not. The

term is only relevant in the case of signalling systems that use discrete signals (e.g. a

combination of tones to denote one digit), as opposed to signalling systems which are

message-oriented (such as SS7 and ISDN Q.931) where each message is able to convey

multiple items of information (e.g. multiple digits of the called telephone number).

7. Telephone Instruments

A traditional landline telephone system, also known as "plain old telephone service" (POTS),

commonly handles both signaling and audio information on the same twisted pair of insulated

wires: the telephone line. Although originally designed for voice communication, the system

has been adapted for data communication such as Telex, Fax and Internet communication.

The signaling equipment consists of a bell, beeper, light or other device to alert the user to

incoming calls, and number buttons or a rotary dial to enter a telephone number for outgoing

calls. A twisted pair line is preferred as it is more effective at rejecting electromagnetic

interference (EMI) and crosstalk than an untwisted pair. A calling party wishing to speak to

another party will pick up the telephone's handset, thus operating a button switch or

"switchhook", which puts the telephone into an active state or "off hook" by connecting the

transmitter (microphone), receiver (speaker) and related audio components to the line. This

circuitry has a low resistance (less than 300 Ohms) which causes DC current (48 volts,

nominal) from the telephone exchange to flow through the line. The exchange detects this DC

current, attaches a digit receiver circuit to the line, and sends a dial tone to indicate readiness.

On a modern telephone, the calling party then presses the number buttons in a sequence

corresponding to the telephone number of the called party.

The buttons are connected to a tone generator that produces DTMF tones which are sent to

the exchange. A rotary dial telephone employs pulse dialing, sending electrical pulses
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corresponding to the telephone number to the exchange. (Most exchanges are still equipped

to handle pulse dialing.) Provided the called party's line is not already active or "busy", the

exchange sends an intermittent ringing signal (generally over 100 volts AC) to alert the called

party to an incoming call. If the called party's line is active, the exchange sends a busy signal

to the calling party. However, if the called party's line is active but has call waiting installed,

the exchange sends an intermittent audible tone to the called party to indicate an incoming

call. When a landline phone is inactive or "on hook", its alerting device is connected across

the line through a capacitor, which prevents DC current from flowing through the line. The

circuitry at the telephone exchange detects the absence of DC current flow and thus that the

phone is on hook with only the alerting device electrically connected to the line. When a

party initiates a call to this line, the ringing signal transmitted by the telephone exchange

activates the alerting device on the line. When the called party picks up the handset, the

switchhook disconnects the alerting device and connects the audio circuitry to the line. The

resulting low resistance now causes DC current to flow through this line, confirming that the

called phone is now active. Both phones being active and connected through the exchange,

the parties may now converse as long as both phones remain off hook. When a party "hangs

up", placing the handset back on the cradle or hook, DC current ceases to flow in that line,

signaling the exchange to disconnect the call.

Calls to parties beyond the local exchange are carried over "trunk" lines which establish

connections between exchanges. In modern telephone networks, fiber-optic cable and digital

technology are often employed in such connections. Satellite technology may be used for

communication over very long distances. In most telephones, the transmitter and receiver

(microphone and speaker) are located in the handset, although in a speakerp hone these

components may be located in the base or in a separate enclosure. Powered by the line, the

transmitter produces an electric current whose voltage varies in response to the sound waves

arriving at its diaphragm. The resulting current is transmitted along the telephone line to the

local exchange then on to the other phone (via the local exchange or a larger network), where

it passes through the coil of the receiver. The varying voltage in the coil produces a

corresponding movement of the receiver's diaphragm, reproducing the sound waves present

at the transmitter. A Lineman's handset is a telephone designed for testing the telephone

network, and may be attached directly to aerial lines and other infrastructure components.
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8. Digital telephony

The Public Switched Telephone Network (PSTN) has gradually evolved towards digital

telephony which has improved the capacity and quality of the network. End-to-end analog

telephone networks were first modified in the early 1960s by upgrading transmission

networks with T1 carrier systems. Later technologies such as SONET and fiber optic

transmission methods further advanced digital transmission. Although analog carrier systems

existed, digital transmission made it possible to significantly increase the number of channels

multiplexed on a single transmission medium. While today the end instrument remains

analog, the analog signals reaching the aggregation point (Serving Area Interface (SAI) or the

central office (CO) ) are typically converted to digital signals. Digital loop carriers (DLC) are

often used, placing the digital network ever closer to the customer premises, relegating the

analog local loop to legacy status.

9. IP telephony

Internet Protocol (IP) telephony (also known as Voice over IP), is a disruptive technology

that is rapidly gaining ground against traditional telephone network technologies. In Japan

and South Korea up to 10% of subscribers, as of January 2005, have switched to this digital

telephone service. A January 2005 Newsweek article suggested that Internet telephony may

be "the next big thing." As of 2006 many VoIP companies offer service to consumers and

businesses.

IP telephony uses an Internet connection and hardware IP Phones or softphone installed on a

personal computer to transmit conversations as data packets. In addition to replacing POTS

(plain old telephone service), IP telephony is also competing with mobile phone networks by

offering free or lower cost connections via WiFi hotspots. VoIP is also used on private

wireless networks which may or may not have a connection to the outside telephone network.

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

46
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



Topic : The Telephone Circuit

Topic Objective:

At the end of this topic student would be able to:

 Learn about Local Loop Termination

 Learn about Wireless Local Loop

 Learn about Definition of Fixed Wireless Service

 Understand Licensed Point to Point Microwave service

 Understand Licensed Point to Multi Point Microwave service

 Learn about Unlicensed Multi Point Wireless Service

 Learn about CDMA

Definition/Overview:

Local Loop: In telephony, the local loop (also referred to as a subscriber line) is the physical

link or circuit that connects from the demarcation point of the customer premises to the edge

of the carrier or telecommunications service provider's network. At the edge of the carrier

network in a traditional PSTN (Public Switched Telephone Network) scenario, the local loop

terminates in a circuit switch housed in an ILEC (Incumbent Local Exchange Carrier) CO

(Central Office). Traditionally, the local loop was wireline in nature from customer to central

office, specifically in the form of an electrical circuit (i.e., loop) provisioned as a single

twisted pair in support of voice communications. However, modern implementations may

include a digital loop carrier system segment or fiber optic transmission system known as

fiber-in-the-loop.

Key Points:

1. Local LoopTermination

The local loop may terminate at a circuit switch owned by a CLEC (Competitive LEC) and

housed in a POP, which typically is either an ILEC CO or a "carrier hotel".

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

47
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



A local loop may be provisioned to support data communications applications, or combined

voice and data such as digital subscriber line (DSL). Local loop connections can be used to

carry a range of services, including:

 analog voice and signaling used in traditional POTS

 Integrated Services Digital Network (ISDN)

 variants of Digital Subscriber Line (DSL)

Many owners of local loops are public utilities that hold a natural monopoly. To prevent the

owner from using this natural monopoly to monopolize other fields of trade, some

jurisdictions require utilities to unbundle the local loop, that is, make the local loop available

to their competitors. The term "local loop" is sometimes used for any "last mile" connection

to the customer, regardless of technology or intended purpose. Hence the phrase "wireless

local loop".

2. Wireless Local Loop

WLL redirects here. Not to be confused with Weight Load Limit, the maximum weight that a

given apparatus can bear. Wireless local loop (WLL), is a term for the use of a wireless

communications link as the "last mile / first mile" connection for delivering plain old

telephone service (POTS) and/or broadband Internet to telecommunications customers.

Various types of WLL systems and technologies exist. Other terms for this type of access

include Broadband Wireless Access (BWA), Radio In The Loop (RITL), Fixed-Radio Access

(FRA) and Fixed Wireless Access (FWA).

3. Definition of Fixed Wireless Service

Fixed Wireless Terminal (FWT) units differ from conventional mobile terminal units

operating within cellular networks - such as GSM - in that a fixed wireless terminal or desk

phone will be limited to an almost permanent location with almost no roaming abilities. WLL

and FWTs are generic terms for radio based telecommunications technologies and the

respective devices which can be implemented using a number of different wireless and radio

technologies. Wireless Local Loop service is segmented into a number of broad market and

deployment groups. Services are split between Licensed - commonly used by Carriers and
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Telcos - and Unlicensed services more commonly deployed by home users and Wireless ISPs

(WISPs).

4. Licensed Point to Point Microwave service

Licensed Microwave service has been used since the 1960s to transmit very large amounts of

data. The AT&T Long Lines coast to coast backbone in the USA was largely carried over a

chain of microwave towers. These systems have been largely using 3700-4200 MHz and

5000-6200 MHz. The 5 GHz band was even known as the "common carrier" band. This

service typically was prohibitively expensive to be used for Local Loop, and was used for

backbone networks. In the 80s and 90s it flourished under the growth of cell towers. This

growth spurred research in this area, and as the cost continues to decline, it is being used as

an alternative to T-1, T-3, and fiber connectivity.

5. Licensed Point to Multi Point Microwave service

Multipoint microwave licenses are generally more expensive than point to point licenses. A

single point to point system could be installed and licensed for 50,000 to 200,000 USD. A

multipoint license would start in the millions of dollars. Multichannel Multipoint Distribution

Service (MMDS) and Local Multipoint Distribution Service (LMDS) were the first true multi

point services for wireless local loop. While Europe and the rest of the world developed the

3500 MHz band for affordable broadband fixed wireless, the U.S.provided LMDS and

MMDS, and most implementations in the United Stateswere conducted at 2500 MHz. The

largest was Sprint Broadband's deployment of Hybrid Networks equipment. Sprint was

plagued with difficulties operating the network profitably, and service was often spotty, due

to inadequate radio link quality.

6. Unlicensed Multi Point Wireless Service

Most of the growth in long range radio communications since 2002 has been in the license

free bands (mostly 900 MHz, 2.4 GHz and 5.8 GHz). Global Pacific Internet and Innetix

started wireless service in Californiain 1995 using Breezecom (Alvarion) frequency hopping

radio which later became the standard 802.11. Few years later Terago Networks in Canada

and NextWeb Networks of Fremont beginning deploying reliable license free service. For
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Nextweb they originally deployed 802.11b equipment and later switched to Axxcelera which

uses propriety protocol.

7. CDMA

Code division multiple access (CDMA) is a channel access method utilized by various radio

communication technologies. It should not be confused with the mobile phone standards

called cdmaOne and CDMA2000 (which are often referred to as simply "CDMA"), this uses

CDMA as an underlying channel access method. One of the basic concepts in data

communication is the idea of allowing several transmitters to send information

simultaneously over a single communication channel. This allows several users to share a

bandwidth of frequencies. This concept is called multiplexing. CDMA employs spread-

spectrum technology and a special coding scheme (where each transmitter is assigned a code)

to allow multiple users to be multiplexed over the same physical channel. By contrast, time

division multiple access (TDMA) divides access by time, while frequency-division multiple

access (FDMA) divides it by frequency. CDMA is a form of "spread-spectrum" signaling,

since the modulated coded signal has a much higher data bandwidth than the data being

communicated. An analogy to the problem of multiple access is a room (channel) in which

people wish to communicate with each other. To avoid confusion, people could take turns

speaking (time division), speak at different pitches (frequency division), or speak in different

languages (code division). CDMA is analogous to the last example where people speaking

the same language can understand each other, but not other people. Similarly, in radio

CDMA, each group of users is given a shared code. Many codes occupy the same channel,

but only users associated with a particular code can understand each other.

Topic : The Public Telephone Network

Topic Objective:

At the end of this topic student would be able to:

 PSTN Architecture and context
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 Early history of PSTN

 PSTN Digital Channel

 PSTN Heirarchy

 PSTN Technological development

Definition/Overview:

Public Switched Telephone Network: The public switched telephone network (PSTN) is

the network of the world's public circuit-switched telephone networks, in much the same way

that the Internet is the network of the world's public IP-based packet-switched networks.

Originally a network of fixed-line analog telephone systems, the PSTN is now almost entirely

digital, and now includes mobile as well as fixed telephones.

Key Points:

1. PSTN Architecture and context

The PSTN was the earliest example of traffic engineering to deliver Quality of Service (QoS)

guarantees. A.K. Erlang (18781929) is credited with establishing the mathematical

foundations of methods required to determine the amount and configuration of equipment and

the number of personnel required to deliver a specific level of service. In the 1970s the

telecommunications industry conceived that digital services would follow much the same

pattern as voice services, and conceived a vision of end-to-end circuit switched services,

known as the Broadband Integrated Services Digital Network (B-ISDN). The B-ISDN vision

has been overtaken by the disruptive technology of the Internet. Only the oldest parts of the

telephone network still use analog technology for anything other than the last mile loop to the

end user, and in recent years digital services have been increasingly rolled out to end users

using services such as DSL, ISDN, FTTX and cable modem systems. Many observers believe

that the long term future of the PSTN is to be just one application of the Internet - however,

the Internet has some way to go before this transition can be made. The QoS guarantee is one

aspect that needs to be improved in the Voice over IP (VoIP) technology. There are a number

of large private telephone networks which are not linked to the PSTN, usually for military

purposes. There are also private networks run by large companies which are linked to the

PSTN only through limited gateways, like a large private branch exchange (PBX).
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2. Early history of PSTN

The first telephones had no network but were in private use, wired together in pairs. Users

who wanted to talk to different people had as many telephones as necessary for the purpose.

A user who wished to speak, whistled into the transmitter until the other party heard. Soon,

however, a bell was added for signalling, and then a switchhook, and telephones took

advantage of the exchange principle already employed in telegraph networks. Each telephone

was wired to a local telephone exchange, and the exchanges were wired together with trunks.

Networks were connected together in a hierarchical manner until they spanned cities,

countries, continents and oceans. This was the beginning of the PSTN, though the term was

unknown for many decades.

Automation introduced pulse dialing between the phone and the exchange, and then among

exchanges, followed by more sophisticated address signaling including multi-frequency,

culminating in the SS7 network that connected most exchanges by the end of the 20th

century.

3. PSTN Digital Channel

Although the network was created using analog voice connections through manual

switchboards, automated telephone exchanges replaced most switchboards, and later digital

switch technologies were used. Most switches now use digital circuits between exchanges,

with analog two-wire circuits still used to connect to most telephones. The basic digital

circuit in the PSTN is a 64-kilobits-per-second channel, originally designed by Bell Labs,

called Digital Signal 0 (DS0). To carry a typical phone call from a calling party to a called

party, the audio sound is digitized at an 8 kHz sample rate using 8-bit pulse code modulation

(PCM). The call is then transmitted from one end to another via telephone exchanges. The

call is switched using a signaling protocol (Signaling_System_7) between the telephone

exchanges under an overall routing strategy. The DS0s are the basic granularity at which

switching takes place in a telephone exchange. DS0s are also known as timeslots because

they are multiplexed together using time-division multiplexing (TDM). Multiple DS0s are

multiplexed together on higher capacity circuits into a DS1 signal, carrying 24 DS0s on a

North American or Japanese T1 line, or 32 DS0s (30 for calls plus two for framing and

signalling) on an E1 line used in most other countries. In modern networks, this multiplexing

is moved as close to the end user as possible, usually into cabinets at the roadside in
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residential areas, or into large business premises. The timeslots are conveyed from the initial

multiplexer to the exchange over a set of equipment collectively known as the access

network. The access network and inter-exchange transport of the PSTN use synchronous

optical transmission (SONET and SDH) technology, although some parts still use the older

PDH technology. Within the access network, there are a number of reference points defined.

Most of these are of interest mainly to ISDN but one the V reference point is of more general

interest. This is the reference point between a primary multiplexer and an exchange. The

protocols at this reference point were standardised in ETSI areas as the V5 interface. In order

to organize automated operator dialing, and later Direct Distance Dialing (DDD), AT&T

divided the various switches in its network in to a hierarchy containing five levels (or

classes). This was a formal expansion of the network structure that had developed within

AT&T Long Lines as local telephone exchanges had been connected together. As long

distance calling was originally established, it could take up to seven minutes to complete a

connection to another major city, and small points would need to have "call back"

appointments made with long lead times for circuits to be reserved.

4. PSTN Heirarchy

It should be noted that this hierarchy has been obsolete since the early 1980s, but it lives on

in the terms "Class 4" and "Class 5", referring to tandem and end-office switches

respectively. The PSTN in the United States was essentially restructured with the 1984

Divestiture of AT&T. The old Long Lines network remained with AT&T, but its internal

routing became non-hierarchical with the introduction of more advanced computer-controlled

switching. Each major long distance carrier can have its own internal routing policies, though

they generally start with the same principles and even components. With Divestiture, the

network in the USwas divided into Local Access and Transport Areas (LATAs), calls within

which were carried by Local Exchange Carriers (LECs), while calls between them were

carried by Interexchange carriers (IXCs). LATAs generally have one or more tandem

switches which interconnect end office switches. While the following discussion refers to

AT&T and (principally) to the United States, it is important to remember that until 1956,

AT&T controlled Bell Canada and thus influenced corporate decisions north of the border.

BellCanada provided local operations in most of Ontario and Quebec, and both in its capacity

as the largest telecommunications carrier in Canadaand because of its historic operations in

the Atlantic and Prairie provinces, dominated decisions over long distance practices.
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Canadian authorities agreed that integration of Canadian long distance services into a trans-

national network was valuable to both countries, so that U.S.and Canadian services were

integrated for networking capabilities at an early stage into what eventually became the

foundation for the North American Numbering Plan Area. By the mid-1920s, a revised

manual system where "local" toll operators connected tandem routes (a process formally

called Combined Line and Recording) as needed to complete telephone calls, reduced the

process to an average of two minutes, but still meant that some complex routings might

interconnect as many as sixteen points! As long distance services grew in the Contiguous

Continental US (48 states) and Canada, the amount of overhead equipment and people

required to determine and establish Rates and Routes became excessive. As technology

improved, network design included consideration of more automated and defined procedures.

Thus, beginning with a switch installed in PhiladelphiaPA in 1943, AT&T began to automate

the system, and establish a new switch hierarchy, which lasted until the breakup of AT&T in

the 1980s.

The underlying principle of the five-level hierarchy was to provide economies of scale by

establishing direct connections between centralized call "collection points" (essentially the

Class 4 offices) where economically feasible, and to provide additional concentration points

(Class 1 through 3) to handle overflow traffic that could not be handled directly, or to handle

traffic to locations which were less likely to be dialed from a given point - usually longer

distances and/or smaller locations in other parts of the North American dialing plan.

The North American plan differed from those of other continents in the existence of three

concentration levels of hierarchy for domestic (here defined as including all those points

"within" the dialing plan) calls, a need not required where the larger geographic area was

broken into several national plan jurisdictions. However, it is important to note that this was

not a strict hierarchy of absolute levels. If enough call traffic existed between geographic

areas, for example, a Class 4 office could have direct trunk connections not only to a Class 3

office, but to a Class 2 or Class 1 office, and vice versa. For example, the Class 2 switch in

Toronto (OTORON0101T2) had connections not only to the Class 1 switch in Montral

(MTRLPQ0201T1), but to the Class 1 switch in White Plains (WHPLNY0201T1), one of the

Class 2 switches in New York City (NYCMNYAA02T2) and a Class 3 switch in Buffalo

(BFLONYFR04T3). Network engineers re-worked the system as necessary to balance off call

completion percentages with budgetary limitations. In fact, minor changes were made almost
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every month. Initially excluded from the development of the North American network were

locations that eventually would become part of the North American Numbering Plan Area -

Alaska, Hawaii, some other United States possessions, various outlying Northern and rural

portions of Canada, and much of the Caribbean. These areas were handled as International

Calls until more advanced computer hardware and software allowed them to be included in

the automated, integrated systems in later decades. After the spread of stored program control

switching, many services of Class 1 through 3 could be delegated to newer switches in the

class 4 and 5 offices, and that portion of the network became obsolete, although it was

partially replaced by the establishment of multiple long distance carrier networks, connected

to the local networks through their points of presence.

5. PSTN Technological development

In common with most countries, the development of technology allowed for different

networking, and the maintenance of a formal hierarchy disappeared into a distributed

network. By the mid-1990s, a revised structure had appeared, reflected by the replacement of

the old departmental area codes by the assignment of regional codes and a major renumbering

scheme for strategic planning, privatization, and deregulation under the auspices of ART, the

Autorit de rgulation des tlcommunications (Regulatory Authority for Telecommunications -

since 2005, ARCEP, as responsibility for postal services was added). After 1996, the country

preparedfor complete deregulation of the telephone network. Thus, the local exchanges

(zones autonomie d'acheminement) are connected somewhat differently by various carriers.

However, the largest of these, based upon the (partially) privatised former government

network, is a two-level long distance hierarchy, based on 80 CTS (centre de transit

secondaire) and 8 CTP (centre de transit primaire) locations. In addition, there are 12 CTI

(centre de transit internationaux) for connections to areas which are not integrated into the

French telephone network.
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Topic : Cellular Telephone Concepts

Topic Objective:

At the end of this topic student would be able to:

 Learn about Cell Phone Sets

 Learn about Cell Phone Features

 Learn about Cell Phone Applications

 Learn about Cell Phone Media

 Learn about Cell Phone Power supply

 Identify SIM card

Definition/Overview:

Cell Phone: A cell phone (or cellphone) is a long-range, electronic device used for mobile

voice or data communication over a network of specialized base stations known as cell sites.

In addition to the standard voice function of a cellular phone, as a telephone, current mobile

phones may support many additional services, and accessories.

Key Points:

1. Cell Phone Sets

Nokia is currently the world's largest manufacturer of mobile phones, with a global device

market share of approximately 40% in 2008. Other major mobile phone manufacturers (in

order of market share) include Samsung (14%), Motorola (14%), Sony Ericsson (9%) and LG

(7%). These manufacturers account for over 80% of all mobile phones sold and produce

phones for sale in most countries. Other manufacturers include Apple Inc., Audiovox (now

UTStarcom), Benefon, BenQ-Siemens, CECT, High Tech Computer Corporation (HTC),

Fujitsu, Kyocera, Mitsubishi Electric, NEC, Neonode, Panasonic, Palm, Matsushita, Pantech

Wireless Inc., Philips, Qualcomm Inc., Research in Motion Ltd. (RIM), Sagem, Sanyo,

Sharp, Siemens, Sendo, Sierra Wireless, SK Teletech, Sonim Technologies,Spice, T&A

Alcatel, Huawei, Trium and Toshiba. There are also specialist communication systems

related to (but distinct from) mobile phones.
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There are several categories of mobile phones, from basic phones to feature phones such as

musicphones and cameraphones, to smartphones. The first smartphone was the Nokia 9000

Communicator in 1996 which incorporated PDA functionality to the basic mobile phone at

the time. As miniaturisation and increased processing power of microchips has enabled ever

more features to be added to phones, the concept of the smartphone has evolved, and what

was a high-end smartphone five years ago, is a standard phone today. Several phone series

have been introduced to address a given market segment, such as the RIM BlackBerry

focusing on enterprise/corporate customer email needs; the SonyEricsson Walkman series of

musicphones and Cybershot series of cameraphones; the Nokia N-Series of multimedia

phones; and the Apple iPhone which provides full-featured web access and multimedia

capabilities.

2. Cell Phone Features

Mobile phones often have features beyond sending text messages and making voice calls,

including Internet browsing, music (MP3) playback, memo recording, personal organiser

functions, e-mail, instant messaging, built-in cameras and camcorders, ringtones, games,

radio, Push-to-Talk (PTT), infrared and Bluetooth connectivity, call registers, ability to watch

streaming video or download video for later viewing, video calling and serving as a wireless

modem for a PC, and soon will also serve as a console of sorts to online games and other high

quality games. The total value of mobile data services exceeds the value of paid services on

the Internet, and was worth 31 billion dollars in 2006. The largest categories of mobile

services are music, picture downloads, videogaming, adult entertainment, gambling,

video/TV. Nokia and the University of Cambridge are showing off a bendable cell phone

called Morph.

3. Cell Phone Applications

The most commonly used data application on mobile phones is SMS text messaging, with

74% of all mobile phone users as active users (over 2.4 billion out of 3.3 billion total

subscribers at the end of 2007). SMS text messaging was worth over 100 billion dollars in

annual revenues in 2007 and the worldwide average of messaging use is 2.6 SMS sent per

day per person across the whole mobile phone subscriber base. The first SMS text message

was sent from a computer to a mobile phone in 1992 in the UK, while the first person-to-

person SMS from phone to phone was sent in Finland in 1993.
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The other non-SMS data services used by mobile phones were worth 31 Billion dollars in

2007, and were led by mobile music, downloadable logos and pictures, gaming, gambling,

adult entertainment and advertising. The first downloadable mobile content was sold to a

mobile phone in Finland in 1998, when Radiolinja (now Elisa) introduced the downloadable

ringing tone service. In 1999 Japanese mobile operator NTT DoCoMo introduced its mobile

internet service, i-Mode, which today is the world's largest mobile internet service and

roughly the same size as Google in annual revenues. Mobile Applications are developed

using the Six M's (previously Five M's) service-development theory created by the author

Tomi Ahonen with Joe Barrett of Nokia and Paul Golding of Motorola. The Six M's are

Movement (location), Moment (time), Me (personalization), Multi-user (community), Money

(payments) and Machines (automation). The Six M's / Five M's theory is widely referenced in

the telecoms applications literature and used by most major industry players. The first book

to discuss the theory was Services for UMTS by Ahonen& Barrett in 2002. The iPhone has

revolutionized applications for mobile phones, allowing a vast array of applications that

perform hundreds of different tasks to be easily downloaded and installed through the App

Store, a native application on the iPhone, iPhone 3G and iPod touch. Using a WiFi, EDGE or

3G connection, users can purchase applications (some are free) from the App Store and

download them directly to the phone. Apps can also be downloaded from the iTunes Store

and synced with the iPhone/iPod once the device is synced with iTunes. The App Store was

developed by Apple to interface with the AT&T cellular network. T-Mobile is also

developing their own version of the App Store, most likely to interface with their newest

smart phone, the T-Mobile G1, the first phone built running the new Google Android cellular

firmware, which was likely built as a competitor for the iPhone.

4. Cell Phone Media

The mobile phone became a mass media channel in 1998 when the first ringing tones were

sold to mobile phones by Radiolinja in Finland. Soon other media content appeared such as

news, videogames, jokes, horoscopes, TV content and advertising. In 2006 the total value of

mobile phone paid media content exceeded internet paid media content and was worth 31

Billion dollars . The value of music on phones was worth 9.3 Billion dollars in 2007 and

gaming was worth over 5 billion dollars in 2007. The mobile phone is often called the Fourth

Screen (if counting cinema, TV and PC screens as the first three) or Third Screen (counting

only TV and PC screens). It is also called the Seventh of the Mass Media (with Print,
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Recordings, Cinema, Radio, TV and Internet the first six). Most early content for mobile

tended to be copies of legacy media, such as the banner advertisement or the TV news

highlight video clip. Recently unique content for mobile has been emerging, from the ringing

tones and ringback tones in music to "mobisodes," video content that has been produced

exclusively for mobile phones. The advent of media on the mobile phone has also produced

the opportunity to identify and track Alpha Users or Hubs, the most influential members of

any social community. AMF Ventures measured in 2007 the relative accuracy of three mass

media, and found that audience measures on mobile were nine times more accurate than on

the internet and 90 times more accurate than on TV.

5. Cell Phone Power supply

Mobile phones generally obtain power from batteries, which can be recharged from a USB

port, from portable batteries, from mains power or a cigarette lighter socket in a car using an

adapter (often called battery charger or wall wart) or from a solar panel or a dynamo (that can

also use a USB port to plug the phone). Formerly, the most common form of mobile phone

batteries were nickel metal-hydride, as they have a low size and weight. Lithium-Ion batteries

are sometimes used, as they are lighter and do not have the voltage depression that nickel

metal-hydride batteries do. Many mobile phone manufacturers have now switched to using

lithium-Polymer batteries as opposed to the older Lithium-Ion, the main advantages of this

being even lower weight and the possibility to make the battery a shape other than strict

cuboid. Mobile phone manufacturers have been experimenting with alternative power

sources, including solar cells.

6. SIM card

In addition to the battery, GSM cellphones require a small microchip, called a Subscriber

Identity Module or SIM Card, to function. Approximately the size of a small postage stamp,

the SIM Card is usually placed underneath the battery in the rear of the unit, and (when

properly activated) stores the phone's configuration data, and information about the phone

itself, such as which calling plan the subscriber is using. When the subscriber removes the

SIM Card, it can be re-inserted into another phone and used as normal.
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Each SIM Card is activated by use of a unique numerical identifier; once activated, the

identifier is locked down and the card is permanently locked in to the activating network. For

this reason, most retailers refuse to accept the return of an activated SIM Card. Those cell

phones that do not use a SIM Card have the data programmed in to their memory. This data is

accessed by using a special digit sequence to access the "NAM" as in "Name" or number

programming menu. From here, one can add information such as a new number for your

phone, new Service Provider numbers, new emergency numbers, change their Authentication

Key or A-Key code, and update their Preferred Roaming List or PRL. However, to prevent

someone from accidentally disabling their phone or removing it from the network, the

Service Provider puts a lock on this data called a Master Subsidiary Lock or MSL. The MSL

also ensures that the Service Provider gets payment for the phone that was purchased or

"leased". For example, the Motorola RAZR V9C costs upwards of CAD $500. You can get

one for approximately $200, depending on the carrier. The difference is paid by the customer

in the form of a monthly bill. If the carrier did not use a MSL, then they may lose the

$300$400 difference that is paid in the monthly bill, since some customers would cancel their

service and take the phone to another carrier. The MSL applies to the SIM only so once the

contract has been completed the MSL still applies to the SIM. The phone however, is also

initially locked by the manufacturer into the Service Providers MSL. This lock may be

disabled so that the phone can use other Service Providers SIM cards. Most phones purchased

outside the US are unlocked phones because there are numerous Service Providers in close

proximity to one another or have overlapping coverage. The cost to unlock a phone varies but

is usually very cheap and is sometimes provided by independant phone vendors. Having an

unlocked phone is extremely useful for travelers due to the high cost of using the MSL

Service Providers access when outside the normal coverage areas. It can cost sometimes up to

10 times as much to use a locked phone overseas as in the normal service area, even with

discounted rates.
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Topic : Cellular Telephone Systems

Topic Objective:

At the end of this topic student would be able to:

 Understand Cellular systems

 Learn about Tariff models

 Learn about Cellular Frequencies

 Learn about Roaming

 Understand the roaming process

Definition/Overview:

Mobile Telephony: Most current mobile phones connect to a cellular network of base

stations (cell sites), which is in turn interconnected to the public switched telephone network

(PSTN) (the exception is satellite phones

Key Points:

1. Cellular systems

Mobile phones send and receive radio signals with any number of cell site base stations fitted

with microwave antennas. These sites are usually mounted on a tower, pole or building,

located throughout populated areas, then connected to a cabled communication network and

switching system. The phones have a low-power transceiver that transmits voice and data to

the nearest cell sites, normally not more than 8 to 13 km (approximately 5 to 8 miles) away.

When the mobile phone or data device is turned on, it registers with the mobile telephone

exchange, or switch, with its unique identifiers, and can then be alerted by the mobile switch

when there is an incoming telephone call. The handset constantly listens for the strongest

signal being received from the surrounding base stations, and is able to switch seamlessly

between sites. As the user moves around the network, the "handoffs" are performed to allow

the device to switch sites without interrupting the call. Cell sites have relatively low-power

(often only one or two watts) radio transmitters which broadcast their presence and relay
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communications between the mobile handsets and the switch. The switch in turn connects the

call to another subscriber of the same wireless service provider or to the public telephone

network, which includes the networks of other wireless carriers. Many of these sites are

camouflaged to blend with existing environments, particularly in scenic areas. The dialogue

between the handset and the cell site is a stream of digital data that includes digitised audio

(except for the first generation analog networks). The technology that achieves this depends

on the system which the mobile phone operator has adopted. The technologies are grouped by

generation. The first-generation systems started in 1979 with Japan, are all analog and

include AMPS and NMT. Second-generation systems, started in 1991 in Finland, are all

digitaland include GSM, CDMA and TDMA. The nature of cellular technology renders many

phones vulnerable to 'cloning': anytime a cell phone moves out of coverage (for example, in a

road tunnel), when the signal is re-established, the phone sends out a 're-connect' signal to the

nearest cell-tower, identifying itself and signalling that it is again ready to transmit. With the

proper equipment, it's possible to intercept the re-connect signal and encode the data it

contains into a 'blank' phone -- in all respects, the 'blank' is then an exact duplicate of the real

phone and any calls made on the 'clone' will be charged to the original account.

Third-generation (3G) networks, which are still being deployed, began in Japan in 2001.

They are all digital, and offer high-speed data access in addition to voice services and include

W-CDMA (known also as UMTS), and CDMA2000 EV-DO. China will launch a third

generation technology on the TD-SCDMA standard. Operators use a mix of predesignated

frequency bands determined by the network requirements and local regulations. In an effort

to limit the potential harm from having a transmitter close to the user's body, the first

fixed/mobile cellular phones that had a separate transmitter, vehicle-mounted antenna, and

handset (known as car phones and bag phones) were limited to a maximum 3 watts Effective

Radiated Power. Modern handheld cellphones which must have the transmission antenna held

inches from the user's skull are limited to a maximum transmission power of 0.6 watts ERP.

Regardless of the potential biological effects, the reduced transmission range of modern

handheld phones limits their usefulness in rural locations as compared to car/bag phones, and

handhelds require that cell towers be spaced much closer together to compensate for their

lack of transmission power. Some handhelds include an optional auxiliary antenna port on the

back of the phone, which allows it to be connected to a large external antenna and a 3 watt

cellular booster. Alternately in fringe-reception areas, a cellular repeater may be used, which

uses a long distance high-gain dish antenna or yagi antenna to communicate with a cell tower
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far outside of normal range, and a repeater to rebroadcast on a small short-range local antenna

that allows any cellphone within a few meters to function properly.

2. Tariff models

When cellular telecoms services were launched, phones and calls were very expensive and

early mobile operators (carriers) decided to charge for all air time consumed by the mobile

phone user. This resulted in the concept of charging callers for outbound calls and also for

receiving calls. As mobile phone call charges diminished and phone adoption rates

skyrocketed, more modern operators decided not to charge for incoming calls. Thus some

markets have "Receiving Party Pays" models (also known as "Mobile Party Pays"), in which

both outbound and received calls are charged, and other markets have "Calling Party Pays"

models, by which only making calls produces costs, and receiving calls is free. An exception

to this is international roaming tariffs, by which receiving calls are normally also charged.

The European market adopted a "Calling Party Pays" model throughout the GSM

environment and soon various other GSM markets also started to emulate this model. As

Receiving Party Pays systems have the undesired effect of phone owners keeping their

phones turned off to avoid receiving unwanted calls, the total voice usage rates (and profits)

in Calling Party Pays countries outperform those in Receiving Party Pays countries. To avoid

the problem of users keeping their phone turned off, most Receiving Party Pays countries

have either switched to Calling Party Pays, or their carriers offer additional incentives such as

a large number of monthly minutes at a sufficiently discounted rate to compensate for the

inconvenience.

In most countries today, the person receiving a mobile phone call pays nothing. However, in

Hong Kong, Canada, and the United States, one can be charged per minute, for incoming as

well as outgoing calls. In the United States and Canada, a few carriers are beginning to offer

unlimited received phone calls. For the Chinese mainland, it was reported that both of its two

operators will adopt the caller-pays approach as early as January 2007.

The asymmetry of Receiving Party Pays vs Calling Party Pays means a person in a RPP

country (such as the US) calling a CPP country (e.g., Europe) pays both the calling charge

and the receiving charge and the international toll, while the recipient pays nothing as usual.

This is generally reflected in a significantly higher rate to mobile numbers (e.g., 25c/minute
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vs 3c/minute to a landline). Going the other way there is no difference in rate because the

recipient pays the receiving charge. This can make people in CPP countries reluctant to call

mobile numbers in RPP countries. There is further asymmetry in that an RPP user can choose

a carrier with cheaper incoming minutes, while a CPP user cannot choose a carrier with

cheaper RPP-to-CPP rates because these are quoted nationally rather than per carrier. This

allows carriers in CPP countries to charge higher rates than would be tolerated in RPP

countries.

While some systems of payment are 'pay-as-you-go' where conversation time is purchased

and added to a phone unit via an Internet account or in shops or ATMs, other systems are

more traditional ones where bills are paid by regular intervals. Pay as you go (also known as

"pre-pay") accounts were invented simultaneously in Portugaland Italyand today form more

than half of all mobile phone subscriptions. USA, Canada,Costa Rica, Japan and Finland are

among the rare countries left where most phones are still contract-based.

One possible alternative is a sim-lock free mobile phone. Sim-lock free mobile phones allow

portability between networks so users can use sim cards from various networks and not need

to have their phone unlocked.

3. Cellular Frequencies

All cellular phone networks worldwide utilize a portion of the radio frequency spectrum

designated as Ultra High Frequency, or "UHF", for the transmission and reception of their

signals. The UHF band is also shared with Television, Wi-Fi and Bluetooth transmission. The

cellular frequencies are the sets of frequency ranges within the UHF band that have been

allocated for cellular phone use.

Due to historical reasons, radio frequencies used for cellular networks differ in the Americas,

Europe, and Asia. The first commercial standard for mobile connection in the United States

was AMPS, which was in the 800 MHz frequency band. In Nordic countries of Europe, the

first widespread automatic mobile network was based on the NMT-450 standard, which was

in the 450 MHz band. As mobile phones became more popular and affordable, mobile

providers encountered a problem because they couldn't provide service to the increasing

number of customers. They had to develop their existing networks and eventually introduce

new standards, often based on other frequencies.
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Some European countries (and Japan) adopted TACS operating in 900 MHz. The GSM

standard, which appeared in Europeto replace NMT-450 and other standards, initially used

the 900 MHz band too. As demand grew, carriers acquired licenses in the 1800 MHz band.

(Generally speaking, lower frequencies allow carriers to provide less coverage for a larger

area, while higher frequencies allow carriers to provide service to more customers in a

smaller area.) In the U.S., the analog AMPS standard that used the Cellular band (800 MHz)

was replaced by a number of digital systems. Initially, systems based upon the AMPS mobile

phone model were popular, including IS-95 (often known as "CDMA", the air interface

technology it uses) and IS-136 (often known as D-AMPS, Digital AMPS, or "TDMA", the air

interface technology it uses.) Eventually, IS-136 on these frequencies was replaced by most

operators with GSM. GSM had already been running for some time on US PCS (1900 MHz)

frequencies. And, some NMT-450 analog networks have been replaced with digital networks

utilizing the same frequency. In Russia and some other countries, local carriers received

licenses for 450 MHz frequency to provide CDMA mobile coverage. Many GSM phones

support three bands (900/1800/1900 MHz or 850/1800/1900 MHz) or four bands

(850/900/1800/1900 MHz), and are usually referred to as tri band and quad band phones, or

world phones; with such a phone one can travel internationally and use the same handset.

This portability is not as extensive with IS-95 phones, however, as IS-95 networks do not

exist in most of Europe. Mobile networks based on different standards may use the same

frequency range; for example, AMPS, D-AMPS, N-AMPS and IS-95 all use the 800 MHz

frequency band. Moreover, one can find both AMPS and IS-95 networks in use on the same

frequency in the same area that do not interfere with each other. This is achieved by the use

of different channels to carry data. The actual frequency used by a particular phone can vary

from place to place, depending on the settings of the carrier's base station.

4. Roaming

In wireless telecommunications, roaming is a general term that refers to the extending of

connectivity service in a location that is different from the home location where the service

was registered. The term "roaming" originates from the GSM (Global System for Mobile

Communications) sphere; the term "roaming" can also be applied to the CDMA technology,

see CDMA Roaming. Traditional GSM Roaming is defined (cf. GSM Association Permanent

Reference Document AA.39) as the ability for a cellular customer to automatically make and

receive voice calls, send and receive data, or access other services, including home data
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services, when travelling outside the geographical coverage area of the home network, by

means of using a visited network. This can be done by using a communication terminal or

else just by using the subscriber identity in the visited network. Roaming is technically

supported by mobility management, authentication, authorization and billing procedures.

5. The roaming process

The details of the roaming process differ among types of cellular networks, but in general, the

process resembles the following:

When the mobile device is turned on or is transferred via a handover to the network, this

new "visited" network sees the device, notices that it is not registered with its own

system, and attempts to identify its home network. If there is no roaming agreement

between the two networks, maintenance of service is impossible, and service is denied

by the visited network.

The visited network contacts the home network and requests service information (including

whether or not the mobile should be allowed to roam) about the roaming device using

the IMSI number.

If successful, the visited network begins to maintain a temporary subscriber record for the

device. Likewise, the home network updates its information to indicate that the mobile

is on the host network so that any information sent to that device can be correctly

routed.

If a call is made to a roaming mobile, the public telephone network routes the call to the

phone'sregistered service provider, who then must route it to the visited network. That

network must then provide an internal temporary phone number to the mobile. Once

this number is defined, the home network forwards the incoming call to the temporary

phone number, which terminates at the host network and is forwarded to the mobile.

In order that a subscriber is able to "latch" on to a visited network, a roaming agreement

needs to be in place between the visited network and the home network. This agreement is

established after a series of testing processes called IREG (International Roaming Expert

Group) and TADIG (Transferred Account Data Interchange Group). While the IREG testing

is to test the proper functioning of the established communication links, the TADIG testing is
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to check the billability of the calls. The usage by a subscriber in a visited network is captured

in a file called the TAP (Transferred Account Procedure) for GSM / CIBER (Cellular

Intercarrier Billing Exchange Roamer) for CDMA, AMPS etc... file and is transferred to the

home network. A TAP/CIBER file contains details of the calls made by the subscriber viz.

location, calling party, called party, time of call and duration, etc. The TAP/CIBER files are

rated as per the tariffs charged by the visited operator. The home operator then bills these

calls to its subscribers and may charge a mark-up/tax applicable locally. As recently many

carriers launched own retail rate plans and bundles for Roaming, TAP records are generally

used for wholesale Inter-Operators settlements only.

In Section 3 of this course you will cover these topics:
Data Communications Codes, Data Formats, And Error Control

Data Communications Hardware, Serial And Parallel Interfaces

Data Communications Equipment

Data Link Protocols

Networking And Internetworking

Topic : Data Communications Codes, Data Formats, And Error Control

Topic Objective:

At the end of this topic student would be able to:

 Understand codes in communication

 Understand ASCII Code

 Learn about Error Detection and Correction

 Learn about The Vector Space over the Binary Field

 Learn about Linear Block Codes

 Learn about Error Correction Capability of a Block Code

 Learn about Hamming Codes

 Learn about Sphere packings and lattices
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 Learn about Forward Error Correction

 Learn about Automatic Repeat ReQuest

Definition/Overview:

Code: In communications, a code is a rule for converting a piece of information (for

example, a letter, word, phrase, or gesture) into another form or representation (one sign into

another sign), not necessarily of the same type. In communications and information

processing, encoding is the process by which information from a source is converted into

symbols to be communicated. Decoding is the reverse process, converting these code

symbols back into information understandable by a receiver.

Key Points:

1. Codes in communication

A cable code replaces words (e.g., ship or invoice) into shorter words, allowing the same

information to be sent with fewer characters, more quickly, and most important, less

expensively. Code can be used for brevity. When telegraph messages were the state of the art

in rapid long distance communication, elaborate commercial codes which encoded complete

phrases into single words (commonly five-letter groups) were developed, so that telegraphers

became conversant with such "words" as BYOXO ("Are you trying to weasel out of our

deal?"), LIOUY ("Why do you not answer my question?"), BMULD ("You're a skunk!"), or

AYYLU ("Not clearly coded, repeat more clearly.").Code words were chosen for various

reasons: length, pronounceability, etc. Meanings were chosen to fit perceived needs:

commercial negotiations, military terms for military codes, diplomatic terms for diplomatic

codes, any and all of the preceding for espionage codes. Codebooks and codebook publishers

proliferated, including one run as a front for the American Black Chamber run by Herbert

Yardley between WWI and WWII. The purpose of most of these codes was to save on cable

costs. The use of data coding for data compression predates the computer era; an early

example is the telegraph Morse code where more frequently-used characters have shorter

representations. Techniques such as Huffman coding are now used by computer-based

algorithms to compress large data files into a more compact form for storage or transmission.
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2. ASCII code

Probably the most widely known data communications code (aka character representation) in

use today is ASCII. In one or another (somewhat compatible) version, it is used by nearly all

personal computers, terminals, printers, and other communication equipment. It represents

128 characters with seven-bit binary numbersthat is, as a string of seven 1s and 0s. In ASCII

a lowercase "a" is always 1100001, an uppercase "A" always 1000001, and so on. Successors

to ASCII have included 8-bit characters (for letters of European languages and such things as

card suit symbols), and in fullest flowering have included characters from essentially all of

the world's writing systems.

3. Error Detection and Correction

In mathematics, computer science, telecommunication, and information theory, error

detection and correction has great practical importance in maintaining data (information)

integrity across noisy channels and less-than-reliable storage media. There are two basic

ways to design the channel code and protocol for an error correcting system:

3.1 Automatic repeat-request (ARQ):

The transmitter sends the data and also an error detection code, which the receiver

uses to check for errors, and request retransmission of erroneous data. In many cases,

the request is implicit; the receiver sends an acknowledgement (ACK) of correctly

received data, and the transmitter re-sends anything not acknowledged within a

reasonable period of time.

3.2 Forward error correction (FEC):

The transmitter encodes the data with an error-correcting code (ECC) and sends the

coded message. The receiver never sends any messages back to the transmitter. The

receiver decodes what it receives into the "most likely" data. The codes are designed

so that it would take an "unreasonable" amount of noise to trick the receiver into

misinterpreting the data.
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It is possible to combine the two, so that minor errors are corrected without

retransmission, and major errors are detected and a retransmission requested. The

combination is called hybrid automatic repeat-request.

4. The Vector Space over the Binary Field

In mathematics, a vector space (or linear space) is a collection of objects (called vectors) that,

informally speaking, may be scaled and added. More formally, a vector space is a set on

which two operations, called (vector) addition and (scalar) multiplication, are defined and

satisfy certain natural axioms which are listed below. Vector spaces are the basic objects of

study in linear algebra, and are used throughout mathematics, science, and engineering.

5. Linear Block Codes

In mathematics and information theory, a linear code is an important type of block code used

in error correction and detection schemes. Linear codes allow for more efficient encoding and

decoding algorithms than other codes (cf. syndrome decoding). Linear codes are applied in

methods of transmitting symbols (e.g., bits) on a communications channel so that, if errors

occur in the communication, some errors can be detected by the recipient of a message block.

The "codes" in the linear code are blocks of symbols which are encoded using more symbols

than the original value to be sent.

6. Error Correction Capability of a Block Code

An error-correcting code (ECC) or forward error correction (FEC) code is a code in which

each data signal conforms to specific rules of construction so that departures from this

construction in the received signal can generally be automatically detected and corrected. It is

used in computer data storage, for example in dynamic RAM, and in data transmission. The

basic idea is for the transmitter to apply one or more of the above error detecting codes; Then

the receiver uses those codes to narrow down exactly where in the message the error (if any)

was. If there was a single bit error in transmission, the decoder uses those error detecting

codes to narrow down the error to a single bit (1 or 0), then fix that error by flipping that bit.

(Later we will discuss ways of dealing with more than one error per message. Some codes

can correct a certain number of bit errors and only detect further numbers of bit errors. Codes

which can correct one error are termed single error correcting (SEC), and those which detect
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two are termed double error detecting (DED). Hamming codes can correct single-bit errors

and detect double-bit errors (SEC-DED) -- more sophisticated codes correct and detect even

more errors. An error-correcting code which corrects all errors of up to n bits correctly is also

an error-detecting code which can detect at least all errors of up to 2n bits. Two main

categories are convolutional codes and block codes. Examples of the latter are Hamming

code, BCH code, Reed-Solomon code, Reed-Muller code, Binary Golay code, and low-

density parity-check codes.

7. Hamming Codes

In telecommunication, a Hamming codeis a linear error-correcting code named after its

inventor, Richard Hamming. Hamming codes can detect and correct single-bit errors. In other

words, the Hamming distance between the transmitted and received code-words must be zero

or one for reliable communication. Alternatively, it can detect (but not correct) up to two

simultaneous bit errors.

In contrast, the simple parity code cannot correct errors, nor can it be used to detect more

than one error (such as where two bits are transposed). In mathematical terms, Hamming

codes are a class of binary linear codes. For each integer m > 1there is a code with

parameters: [2m − 1,2m − m − 1,3]. The parity-check matrix of a Hamming code is

constructed by listing all columns of length mthat are pair-wise independent. Because of the

simplicity of Hamming codes, they are widely used in computer memory (RAM). In

particular, a single-error-correcting anddouble-error-detecting variant commonly referred to

as SECDED.

8. Sphere packings and lattices

Block codes are tied to the sphere packing problem which has received some attention over

the years. In two dimensions, it is easy to visualize. Take a bunch of pennies flat on the table

and push them together. The result is a hexagon pattern like a bee's nest. But block codes rely

on more dimensions which cannot easily be visualized. The powerful Golay code used in

deep space communications uses 24 dimensions. If used as a binary code (which it usually

is,) the dimensions refer to the length of the codeword as defined above. The theory of coding

uses the N-dimensional sphere model. For example, how many pennies can be packed into a

circle on a tabletop or in 3 dimensions, how many marbles can be packed into a globe. Other

considerations enter the choice of a code. For example, hexagon packing into the constraint

of a rectangular box will leave empty space at the corners. As the dimensions get larger, the
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percentage of empty space grows smaller. But at certain dimensions, the packing uses all the

space and these codes are the so called perfect codes. There are very few of these codes.

Another item which is often overlooked is the number of neighbors a single codeword may

have. Again, let's use pennies as an example. First we pack the pennies in a rectangular grid.

Each penny will have 4 near neighbors (and 4 at the corners which are farther away). In a

hexagon, each penny will have 6 near neighbors. When we increase the dimensions, the

number of near neighbors increases very rapidly. The result is the number of ways for noise

to make the receiver choose a neighbor (hence an error) grows as well. This is a fundamental

limitation of block codes, and indeed all codes. It may be harder to cause an error to a single

neighbor, but the number of neighbors can be large enough so the total error probability

actually suffers.

9. Forward Error Correction

In telecommunication and information theory, forward error correction (FEC) is a system of

error control for data transmission, whereby the sender adds redundant data to its messages,

also known as an error correction code. This allows the receiver to detect and correct errors

(within some bound) without the need to ask the sender for additional data. The advantage of

forward error correction is that a back-channel is not required, or that retransmission of data

can often be avoided, at the cost of higher bandwidth requirements on average. FEC is

therefore applied in situations where retransmissions are relatively costly or impossible. FEC

devices are often located close to the receiver of an analog signal, in the first stage of digital

processing after a signal has been received. That is, FEC circuits are often an integral part of

the analog-to-digital conversion process, also involving digital modulation and demodulation,

or line coding and decoding. Many FEC coders can also generate a bit-error rate (BER) signal

which can be used as feedback to fine-tune the analog receiving electronics. Many FEC

detection algorithms, such as the soft Viterbi algorithm, can take (quasi-) analog data in, and

generate digital data on output.

10. Automatic Repeat ReQuest

Automatic Repeat-Query (ARQ) (or Automatic Repeat reQuest) is an error control method

for data transmission which uses acknowledgments and timeouts to achieve reliable data

transmission. An acknowledgment is a message sent by the receiver to the transmitter to

indicate that it has correctly received a data frame or packet. A timeout is a reasonable point

in time after the sender sends the frame/packet; if the sender does not receive an
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acknowledgment before the timeout, it usually re-transmits the frame/packet until it receives

an acknowledgment or exceeds a predefined number of re-transmissions. Types of ARQ

protocol include Stop-and-wait ARQ, Go-Back-N ARQ and Selective Repeat ARQ. These

protocols reside in the Data Link Layer or Transport Layer of the OSI model. A variation of

ARQ is Hybrid ARQ (HARQ) which has better performance, particularly over wireless

channels, at the cost of increased implementation complexity.

Topic : Data Communications Hardware, Serial And Parallel Interfaces

Topic Objective:

At the end of this topic student would be able to:

 Learn about Teletype systems

 Learn about Serial buses

 Learn about Serial versus parallel communication

 Understand Differenes between Serial and Parallel Communication

 Learn about Serial Port

 Learn about Parallel Port

Definition/Overview:

Serial Communication: In telecommunication and computer science, serial communication

is the process of sending data one bit at one time, sequentially, over a communication channel

or computer bus. This is in contrast to parallel communication, where several bits are sent

together ,on a link with several parallel channels. Serial communication is used for all long-

haul communication and most computer networks, where the cost of cable and

synchronization difficulties make parallel communication impractical.
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Key Points:

1. Teletype systems

Standard teletype systems evolved as an automated telegraphy system called telex.

Originally, a rotating mechanical commutator (a rotating switch) was started by a "start bit".

The commutator would distribute the other bits to set relays that would pull on solenoids

which would cause the mechanism to print a figure on paper. The routing was automated with

rotary electromechanical dialing systems like those used in early telephone systems. When

computers became commonplace, these serial communication systems were adapted using

I/O devices called serial ports that used UARTs. The development of communication

hardware had a deep continuing impact on the nature of software and operating systems, both

of which usually arrange data as sequences of characters.

2. Serial buses

Integrated circuits are more expensive when they have more pins. To reduce the pins, many

ICs use a serial bus to transfer data when speed is not important. Some examples of such low-

cost serial buses include SPI, IC, and 1-Wire.

3. Serial versus parallel communication

The communication links across which computersor parts of computerstalk to one another

may be either serial or parallel. A parallel link transmits several streams of data (perhaps

representing particular bits of a stream of bytes) along multiple channels (wires, printed

circuit tracks, optical fibres, etc.); a serial link transmits a single stream of data. At first sight

it would seem that a serial link must be inferior to a parallel one, because it can transmit less

data on each clock tick. A serial connection requires fewer interconnecting cables (e.g.

wires/fibres) and hence occupies less space. The extra space allows for better isolation of the

channel from its surroundings. Crosstalk is less of an issue, because there are fewer

conductors in proximity. In many cases, serial is a better option because it is cheaper to

implement. Many ICs have serial interfaces, as opposed to parallel ones, so that they have

fewer pins and are therefore less expensive.
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4. Differenes between Serial and Parallel Communication

The basic difference between a parallel and a serial communication channel is the number of

distinct wires or strands at the physical layer used for simultaneous transmission from a

device. Parallel communication implies more than one such wire/strand, in addition to a

ground connection. An 8-bit parallelchannel transmits eight bits (or a byte) simultaneously. A

serial channel would transmit those bits one at a time. If both operated at the same clock

speed, the parallel channel would be eight times faster. A parallel channel will generally have

additional control signals such as a clock, to indicate that the data is valid, and possibly other

signals for handshaking and directional control of data transmission.

5. SerialPort

In computing, a serial port is a serial communication physical interface through which

information transfers in or out one bit at a time (contrast parallel port). Throughout most of

the history of personal computers, data transfer through serial ports connected the computer

to devices such as terminals and various peripherals. While such interfaces as Ethernet,

FireWire, and USB all send data as a serial stream, the term "serial port" usually identifies

hardware more or less compliant to the RS-232 standard, intended to interface with a modem

or with a similar communication device.

For its use to connect peripheral devices the serial port has largely been replaced by USB and

Firewire. For networking, it has been replaced by Ethernet. For console use with terminals

(and then graphics) it was replaced long ago by MDA and then VGA. While nearly every

server has a serial port connector, most non-poweruser workstations and laptops do not have

a outwardly wired one as it is a legacy port, and superseded for most uses. Serial ports are

commonly still used in legacy applications such as industrial automation systems, scientific

analysis, shop till systems and some industrial and consumer products. Network equipment

(such as routers and switches) often use serial console for configuration. Serial ports are still

used in these areas as they are simple, cheap and their console functions (RS-232) are highly

standardized and widespread. The vast majority of computer systems have a serial port,

however it must usually be wired manually and sometimes there are no pins in the

manufactured version.
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6. ParallelPort

The Centronics Model 101 printer was introduced in 1970 and included the first parallel

interface for printers. The interface was developed by Dr. An Wang, Robert Howard and

Prentice Robinson at Wang Laboratories. The now-familiar connector was selected because

Wang had a surplus stock of 20,000 Amphenol 36-pin micro ribbon connectors that were

originally used for one of their early calculators. The Centronics parallel interface quickly

became a de facto industry standard; manufacturers of the time tended to use various

connectors on the system side, so a variety of cables were required. For example, early VAX

systems used a DC-37 connector, NCR used the 36-pin micro ribbon connector, Texas

Instruments used a 25-pin card edge connector and Data General used a 50-pin micro ribbon

connector. Dataproducts introduced a very different implementation of the parallel interface

for their printers. It used a DC-37 connector on the host side and a 50 pin connector on the

printer sideeither a DD-50 (sometimes incorrectly referred to as a "DB50") or the block

shaped M-50 connector; the M-50 was also referred to as Winchester. Dataproducts parallel

was available in a short-line for connections up to 50 feet (15 m) and a long-line version for

connections from 50 feet (15 m) to 500 feet (150 m). The Dataproducts interface was found

on many mainframe systems up through the 1990s, and many printer manufacturers offered

the Dataproducts interface as an option. IBM released the IBM Personal Computer in 1981

and included a variant of the Centronics interface only IBM logo printers (rebranded from

Epson) could be used with the IBM PC. IBM standardized the parallel cable with a DB25F

connector on the PC side and the Centronics connector on the printer side. Vendors soon

released printers compatible with both standard Centronics and the IBM implementation.

IBM implemented an early form of bidirectional interface in 1987. HP introduced their

version of bidirectional, known as Bitronics, on the LaserJet 4 in 1992. The Bitronics and

Centronics interfaces were superseded by the IEEE 1284 standard in 1994.
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Topic : Data Communications Equipment

Topic Objective:

At the end of this topic student would be able to:

 Learn about Network Card

 Understand Network Interface Controller

 Learn about Cable modems and VoIP

 Understand CMTS

 Understand hardware and bit rates

 Understand Softmodem

 Learn about evolution and technology of Softmodem

 Learn about advantages of Softmodem

 Learn about disadvantages of Soft Modem

 Understand DSL softmodems

 Understand Wireless Modem

Definition/Overview:

DTE: Data terminal equipment (DTE) is an end instrument that converts user information

into signals or reconverts received signals. A DTE device communicates with the data circuit-

terminating equipment (DCE). The DTE/DCE classification was introduced by IBM.

Key Points:

1. Network Card

A network card, network adapter, network interface controller (NIC), network interface card,

or LAN adapter is a computer hardware component designed to allow computers to

communicate over a computer network. It is both an OSI layer 1 (physical layer) and layer 2

(data link layer) device, as it provides physical access to a networking medium and provides a

low-level addressing system through the use of MAC addresses. It allows users to connect to

each other either by using cables or wirelessly.
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Although other network technologies exist, Ethernet has achieved near-ubiquity since the

mid-1990s. Every Ethernet network card has a unique 48-bit serial number called a MAC

address, which is stored in ROM carried on the card. Every computer on an Ethernet network

must have a card with a unique MAC address. Normally it is safe to assume that no two

network cards will share the same address, because card vendors purchase blocks of

addresses from the Institute of Electrical and Electronics Engineers (IEEE) and assign a

unique address to each card at the time of manufacture. Whereas network cards used to be

expansion cards that plug into a computer bus, the low cost and ubiquity of the Ethernet

standard means that most newer computers have a network interface built into the

motherboard. These either have Ethernet capabilities integrated into the motherboard chipset

or implemented via a low cost dedicated Ethernet chip, connected through the PCI (or the

newer PCI express bus). A separate network card is not required unless multiple interfaces

are needed or some other type of network is used. Newer motherboards may even have dual

network (Ethernet) interfaces built-in. The card implements the electronic circuitry required

to communicate using a specific physical layer and data link layer standard such as Ethernet

or token ring. This provides a base for a full network protocol stack, allowing communication

among small groups of computers on the same LAN and large-scale network communications

through routable protocols, such as IP.

2. Network Interface Controller

A Network Interface Controller (NIC) is a hardware interface that handles and allows a

network capable device access to a computer network such as the internet. The NIC has a

ROM chip that has a unique Media Access Control (MAC) Address burned into it. The MAC

address identifies the vendor MAC address which identifies it on the LAN. The NIC exists on

both the ' Physical Layer' (Layer 1) and the 'Data Link Layer' (Layer 2) of the OSI model.

Sometimes the word 'controller' and 'card' is used interchangeably when talking about

networking because the most common NIC is the Network Interface Card. Although 'card' is

more commonly used, it is less encompassing. The 'controller' may take the form of a

network card that is installed inside a computer, or it may refer to an embedded component as

part of a computer motherboard, a router, expansion card, printer interface, or a USB device.

A MAC Address is a 48 bit network hardware identifier that is burned into a ROM chip on

the NIC to identify that device on the network. The first 24 bits is called the Organizationally

Unique Identifier (OUI) and is largely manufacturer dependent. Each OUI allows for
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16,777,216 Unique NIC Addresses. Smaller manufacturers that do not have a need for over

4096 unique NIC addresses may opt to purchase an Individual Address Block (IAB) instead.

An IAB consists of the 24 bit OUI, plus a 12 bit extension (taken from the 'potential' NIC

portion of the MAC address)

3. Cable modems and VoIP

With the advent of Voice over IP telephony, cable modems can also be used to provide

telephone service. Many people who have cable modems have opted to eliminate their Plain

Old Telephone Service (POTS). Because most telephone companies do not offer naked DSL

(DSL service without a POTS line), VoIP use is higher amongst cable modem users.

A cable modem subscriber can make use of VoIP telephony by subscribing to a third party

service (e.g. Vonage or Skype). As an alternative, many cable operators offer a VoIP service

based on PacketCable. PacketCable allows MSOs to offer both High Speed Internet and VoIP

through a single piece of customer premise equipment, known as an Embedded Multimedia

Terminal Adapter (EMTA or E-MTA). An EMTA is basically a cable modem and a VoIP

adapter (known as a Multimedia Terminal Adapter) bundled into a single device.

PacketCable service has a significant technical advantage over third-party providers in that

voice packets are given guaranteed Quality of Service across their entire path so that call

quality can be assured.

4. CMTS

A cable modem termination system or CMTSis equipment typically found in a cable

company's headend, or at cable company hubsite, and is used to provide high speed data

services, such as cable internet or Voice over IP, to cable subscribers. In order to provide

these high speed data services, a cable company will connect its headend to the Internet via

very high capacity data links to a network service provider. On the subscriber side of the

headend, the CMTS enables the communication with subscribers' cable modems. Different

CMTSs are capable of serving different cable modem population sizesranging from 4,000

cable modems to 150,000 or more, depending in part on traffic. A given headend may have

between half a dozen to a dozen or more CMTSs to service the cable modem population

served by that headend or HFC hub.
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5. Hardware and bit rates

Downstream, which goes toward the user, bit rates can be as much 400 megabits per second

for business connections, and one hundred megabits for consumers depending on the country.

Upstream, which goes from the user, rates range from 384Kbit/s to more than 20Mbit/s.

Broadband cable Internet access requires a cable modem at the customer premises and a

CMTS (Cable Modem Termination System) at a cable operator facility (typically a headend

or hub location). The two are connected via coaxial cable or, more commonly, a Hybrid Fiber

Coaxial plant. While access networks are sometimes referred to as "last-mile" (or "first-

mile") technologies, cable Internet systems can typically operate where the distance between

the modem and CMTS is up to 100 miles (160 km). Most Data Over Cable Service Interface

Specification (DOCSIS) cable modems restrict upload and download rates, with customizable

limits. These limits are set in configuration files which are uploaded to the modem using the

Trivial File Transfer Protocol, when the modem first establishes a connection to the

provider's equipment

6. Softmodem

A Softmodem, or software modem, is a modem with minimal hardware capacities, designed

to use a host computer's resources (mostly CPU power and RAM but sometimes even audio

hardware) to perform most of the tasks performed by dedicated hardware in a traditional

modem. A Softmodem is also referred to as a Winmodem because the first commercially

available softmodems mostly targeted the Microsoft Windows family of operating systems

running on IBM PC compatibles. Although their usage has become more widespread on other

operating systems and machines, such as embedded systems and Linux, they are still difficult

to use on operating systems other than Windows due to lack of vendor support and lack of a

standard device interface. The term "Winmodem" is a trademark of U.S. Robotics but it is

usually used to describe other modems with similar technologies.

7. Evolution and technology of Softmodem

As PSTN modem technology advanced, the modulation and encoding schemes became

increasingly more complex, thus forcing the hardware used by the modems themselves to

increase in complexity. The first generations of modems (including acoustic couplers) and

their protocols used relatively simple modulation techniques such as FSK or ASK at low

speeds and with inefficient use of the telephone line's bandwidth. Under these conditions,
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modems could be built with the analog discrete component technology used during the late

70s and early 80s.

As more sophisticated transmission schemes were devised, the circuits grew in complexity,

mixing analog with digital parts and eventually incorporating multiple ICs such as logical

gates, PLL's and microcontrollers, while the techniques used in modern v34, v90 and v92

protocols (like 1024-QAM) are so complex that implementing a modem supporting them

with discrete components or general purpose IC's would be very impractical, and a dedicated

DSP or ASIC is used instead, effectively turning the modem into a special embedded system,

a dedicated computer in its own right.

Furthermore, improved compression and error corrections schemes were introduced in the

newest protocols, requiring processing power by the modem itself. This made the

construction of a mainly analog/discrete component modem impossible, especially when

trying to achieve compatibility with older protocols using completely different modulation

schemes.

This also meant that modems supporting those standards were becoming steadily more

complex and expensive themselves, not to mention the existence of several conflicting

standards in the early days of the various 33.6K (v34) and 56K protocols, which led to

incompatibilities and the construction of modems with upgradeable firmware, which did all

of the processing via a programmable DSP. This is where software based modems really

kicked in, offering (or claiming to offer) the same functionality as a hardware modem at a

fraction of the price and (theoretically) unlimited upgradeability, although they would require

significant advances in home PC's CPU power in order to compete with hardware modems in

terms of performance and reliability.

8. Advantages of Softmodem

Having most of the modulation functions delegated to software does serve to provide the

advantage of easier upgradeability to newer modem standards. However, this is hardly an

advantage as of 2005, with the latest V.92 56K protocol practically bearing the maximum

achievable performance for a normal PSTN modem and telephone line and no significant

future improvements/advancements seeming possible. Nevertheless, this is not yet the case

with the more recent software-based DSL modems, whose easy upgradeability can still be an

advantage. More commonly, however, softmodem drivers are enhanced in regard to their

performance and to eliminate possible software bugs.
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A more practical advantage of softmodems is given by the considerable reductions in

production costs, component count, size, weight and power requirements compared to a

hardware modem, whether external or internal, to the point that most modems that are

integrated in portable computer systems' (including high-end laptops and PDAs) are

softmodems.

Because they do so little by themselves, a computer program could use a Softmodem as

something other than a modem; for example, it could emulate an answering machine or a

signal generator.

Most PC serial ports, the traditional interface for external hardware modems, are limited to

115,200 bits per second by UART limitations, though some ports are capable of 230,400

bit/s. V.92 modems with V.44 compression can have an effective throughput of up to 300,000

bit/s. Since a V.92 hardware modem performs V.44 compression internally, the speed of a

serial port can limit a hardware modem's overall speed; this is not an issue for softmodems

since the host PC performs V.44 compression and emulates the serial port. Thus, V.92/V.44

softmodems are potentially capable of outperforming hardware modems.

9. Disadvantages of Soft Modem

Winmodems have earned a certain notoriety for slowing down their host computer systems

and for having buggy drivers, although this reputation was largely garnered during the period

of their introduction to the mass-market, whereupon they were apt to use substandard drivers

and be found in entry-level computers with slow CPUs. Any such reputation has not,

however, halted their market popularity; most internal 56k-modems produced since 1998

have been software-based. Their most serious drawback is that they are operating system and

machine dependent. They cannot always be used on other operating systems and host

machines because the driver support requires far more effort to produce. They consume some

CPU cycles on the computer to which they are attached, which can slow down application

software on older computers. They are sometimes referred to as a "port-on-a-stick". The

advantage of software upgradeability was diminished when many newer hardware modems

gained the ability to upgrade firmware to support new standards. Modems such as those made

by U.S. Robotics used generic digital signal processors architecture, which achieves the

flexibility of softmodems, without sacrificing compatibility.

10. DSL softmodems

Although the term has historically been used to indicate the traditional "analog" PSTN

software modems, there are some software-based DSL modems or even routers, which work

on the same principles as their PSTN ancestors, only on a larger bandwidth and on a more
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complex signal. One of the first software based DSL modem chipsets was Motorola's

SoftDSL chipset, for which similar considerations as "ordinary" PSTN modems can be made.

The term WinDSL has shown up on technology sites like Slashdot regarding this trend. DSL

softmodems generally require the same interfaces as PSTN softmodems, such as USB or PCI.

However, the increasing popularity of home networking limited the prospects for DSL

softmodems. Many households and small businesses have a router connected to the DSL

modem, and all their computers are connected by various types of wired or wireless networks

to that router. For that reason, most broadband modems today (cable as well as DSL) are

external devices with either Ethernet connections for single PCs or routers, or built-in routers

of their own; these interfaces require a full-hardware implementation. Most current

broadband modems with USB jacks also have Ethernet jacks, and thus are full-hardware

modems.

11. Wireless Modem

A wireless modem is a type of modem which connects to a wireless network instead of to the

telephone system. When you connect with a wireless modem, you are attached directly to

your wireless ISP (Internet Service Provider) and you can then access the Internet. Wireless

modems operate at speeds comparable to dialup modems, not anywhere near the speed of

broadband Internet connections. While some analogue mobile phones provided a standard

RJ11 telephone socket into which a normal landline modem could be plugged, this only

provided slow dial-up connections, usually 2.4 kilobit per second (kbit/s) or less.

Topic : Data Link Protocols

Topic Objective:

At the end of this topic student would be able to:

 Understand Data Link Protocol

 Understand Sublayers of the Data Link Layer

 Learn about Physical Layer

 Learn about The Open Systems Interconnection Reference Model
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 Learn about The Session Layer

 Learn about The Presentation Layer

 Understand Cisco Discovery Protocol

 Learn about Fiber distributed data interface

Definition/Overview:

Data Link Layer: The Data Link Layer is the protocol layer which transfers data between

adjacent network nodes in a wide area network or between nodes on the same local area

network segment. The Data Link Layer provides the functional and procedural means to

transfer data between network entities and might provide the means to detect and possibly

correct errors that may occur in the Physical Layer. Examples of data link protocols are

Ethernet for local area networks (multi-node) and PPP, HDLC and ADCCP for point-to-point

(dual-node) connections.

Key Points:

1. Data Link Protocol

The data link protocol is all about getting information from one place to a selection of other

close, local places. At this layer one does not need to be able to go everywhere globally, just

able to go somewhere else locally. In the OSI model protocol stack the Network Layer, which

is on top of the Data Link Layer, is analogous to the postal office making a best effort to

deliver international mail. If a parcel is to be delivered from Londonto New York it can be

sent via a variety of means: it can travel across the Atlantic by air or by sea, for which the

exact route itself can also vary. The postal office (the Network Layer) only needs to try to get

the parcel from the source to the correct destination regardless of the exact path it takes. The

Data Link Layer in this analogy will be more akin to the role of a truck driver: the driver

needs to know the local route to get from the post office to the airport/port. In fact, the driver

would not need to know that the parcel he/she is delivering is ultimately bound for New

York.

The Data Link Layer also serves the function of media access control. An example would be

in an apartment building there is an WLAN access point (AP) in each of two neighboring

apartments. A client can request access to one of the APs (say, AP A) by sending radio-
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frequency signals from his/her laptop. Since the two APs are in close proximity they may

both be able to receive the request signals sent out by the client. It is the job of the Data Link

Layer protocol to let AP B know that when it receives the client's signals they are not

intended for it but for another AP. For AP A the decision as to whether the client is permitted

access can also occur on the Data Link Layer.

The data link thus provides data transfer across the physical link. That transfer might or might

not be reliable; many data link protocols do not have acknowledgments of successful frame

reception and acceptance, and some data link protocols might not even have any form of

checksum to check for transmission errors. In those cases, higher-level protocols must

provide flow control, error checking, and acknowledgments and retransmission.

In some networks, such as IEEE 802 local area networks, the Data Link Layer is described in

more detail with Media Access Control (MAC) and Logical Link Control (LLC) sublayers;

this means that the IEEE 802.2 LLC protocol can be used with all of the IEEE 802 MAC

layers, such as Ethernet, token ring, IEEE 802.11, etc., as well as with some non-802 MAC

layers such as FDDI. Other Data Link Layer protocols, such as HDLC, are specified to

include both sublayers, although some other protocols, such as Cisco HDLC, use HDLC's

low-level framing as a MAC layer in combination with a different LLC layer.

2. Sublayers of the Data Link Layer

2.1 Logical Link Control sublayer

The uppermost sublayer is Logical Link Control (LLC). This sublayer multiplexes

protocols running atop the Data Link Layer, and optionally provides flow control,

acknowledgment, and error recovery. The LLC provides addressing and control of the

data link. It specifies which mechanisms are to be used for addressing stations over

the transmission medium and for controlling the data exchanged between the

originator and recipient machines.

2.2 Media Access Control sublayer

The sublayer below it is Media Access Control (MAC). Sometimes this refers to the

sublayer that determines who is allowed to access the media at any one time (usually

CSMA/CD). Other times it refers to a frame structure with MAC addresses inside.

There are generally two forms of media access control: distributed and centralized.

Both of these may be compared to communication between people. In a network
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made up of people speaking, i.e. a conversation, we look for clues from our fellow

talkers to see if any of them appear to be about to speak. If two people speak at the

same time, they will back off and begin a long and elaborate game of saying "no, you

first".

3. Physical Layer

The Physical Layer is the first level in the seven-layer OSI model of computer networking. It

translates communications requests from the Data Link Layer into hardware-specific

operations to effect transmission or reception of electronic signals. The Physical Layer is a

fundamental layer upon which all higher level functions in a network are based. However,

due to the plethora of available hardware technologies with widely varying characteristics,

this is perhaps the most complex layer in the OSI architecture. The implementation of this

layer is often termed PHY.

The Physical Layer defines the means of transmitting raw bits rather than logical data packets

over a physical link connecting network nodes. The bit stream may be grouped into code

words or symbols and converted to a physical signal that is transmitted over a hardware

transmission medium. The Physical Layer provides an electrical, mechanical, and procedural

interface to the transmission medium. The shapes of the electrical connectors, which

frequencies to broadcast on, which modulation scheme to use and similar low-level

parameters are specified here.

4. The Open Systems Interconnection Reference Model

The Open Systems Interconnection Reference Model (OSI Reference Model or OSI Model)

is an abstract description for layered communications and computer network protocol design.

It was developed as part of the Open Systems Interconnection (OSI) initiative. In its most

basic form, it divides network architecture into seven layers which, from top to bottom, are

the Application, Presentation, Session, Transport, Network, Data-Link, and Physical Layers.

It is therefore often referred to as the OSI Seven Layer Model. A layer is a collection of

conceptually similar functions that provide services to the layer above it and receives service

from the layer below it. For example, a layer that provides error-free communications across

a network provides the path needed by applications above it, while it calls the next lower

layer to send and receive packets that make up the contents of the path.

5. The Session Layer

The Session Layer is level five of the seven level OSI model. It responds to service requests

from the Presentation Layer and issues service requests to the Transport Layer. The Session

Layer provides the mechanism for opening, closing and managing a session between end-user
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application processes, i.e. a semi-permanent dialogue. Communication sessions consist of

requests and responses that occur between applications. Session Layers are commonly used

in application environments that make use of remote procedure calls (RPCs). An example of

a Session Layer protocol is the OSI protocol suite Session Layer Protocol, also known as

X.225 or ISO 8327. In case of a connection loss this protocol may try to recover the

connection. If a connection is not used for a long period, the Session Layer protocol may

close it and re-open it. It provides for either full duplex or half-duplex operation and provides

synchronization points in the stream of exchanged messages. Other examples of session-layer

implementations include Zone Information Protocol (ZIP) the AppleTalk protocol that

coordinates the name binding process; and Session Control Protocol (SCP) the DECnet Phase

IV Session Layer protocol.

6. The Presentation Layer

The Presentation Layer is the sixth level of the seven layer OSI model. It responds to service

requests from the Application Layer and issues service requests to the Session Layer.

The Presentation Layer is responsible for the delivery and formatting of information to the

application layer for further processing or display. It relieves the application layer of concern

regarding syntactical differences in data representation within the end-user systems. Note: An

example of a presentation service would be the conversion of an EBCDIC-coded text file to

an ASCII-coded file. The Presentation Layer is the first one where people start to care about

what they are sending at a more advanced level than just a bunch of ones and zeros. This

layer deals with issues like how strings are represented - whether they use the Pascal method

(an integer length field followed by the specified amount of bytes) or the C/C++ method

(null-terminated strings, i.e. "thisisastring\0"). The idea is that the application layer should be

able to point at the data to be moved, and the Presentation Layer will deal with the rest.

Encryption is typically done at this level too, although it can be done at the Application,

Session, Transport, or Network Layer; each having its own advantages and disadvantages.

Another example is representing structure, which is normally standardized at this level, often

by using XML. As well as simple pieces of data, like strings, more complicated things are

standardized in this layer. Two common examples are 'objects' in object-oriented

programming, and the exact way that streaming video is transmitted. In many widely used

applications and protocols, no distinction is made between the presentation and application

layers. For example, HTTP, generally regarded as an application layer protocol, has

Presentation Layer aspects such as the ability to identify character encoding for proper

conversion, which is then done in the Application Layer.
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7. Cisco Discovery Protocol

The Cisco Discovery Protocol (CDP) is a proprietary layer 2 network protocol developed by

Cisco Systems that runs on most Cisco equipment and is used to share information about

other directly connected Cisco equipment such as the operating system version and IP

address. CDP can also be used for On-Demand Routing (ODR), which is a method of

including routing information in CDP announcements so that dynamic routing protocols do

not need to be used in simple networks.

Cisco devices send CDP announcements to the multicast destination address 01-00-0c-cc-cc-

cc (also used for other Cisco proprietary protocols such as VTP). CDP announcements (if

supported and configured in IOS) are sent by default every 60 seconds on interfaces that

support Subnetwork Access Protocol (SNAP) headers, including Ethernet, Frame Relay and

ATM. Each Cisco device that supports CDP stores the information received from other

devices in a table that can be viewed using the show cdp neighbors command. The CDP

table's information is refreshed each time an announcement is received, and the holdtime for

that entry is reset. The holdtime specifies how long an entry in the table will be kept - if no

announcements are received from a device and the holdtime timer expires for that entry, the

device's information is discarded (default 180 seconds).

The information contained in CDP announcements varies by the type of device and the

version of the operating system running on it. Information contained includes the operating

system version, hostname, every address for every protocol configured on the port where

CDP frame is sent eg. IP address, the port identifier from which the announcement was sent,

device type and model, duplex setting, VTP domain, native VLAN, power draw (for Power

over Ethernet devices), and other device specific information. The details contained in these

announcements is easily extended due to the use of the type-length-value (TLV) frame

format. See external links for a technical definition. HP removed support for sending CDP

from HP Procurve products shipping after February 2006 and all future software upgrades.

Receiving CDP and showing neighbor information is still supported. CDP support was

replaced with Link Layer Discovery Protocol.

8. Fiber distributed data interface

Fiber distributed data interface (FDDI) provides a standard for data transmission in a local

area network that can extend in range up to 200 kilometers (124 miles). Although FDDI

protocol is a token ring network, it does not use the IEEE 802.5 token ring protocol as its

basis; instead, its protocol is derived from the IEEE 802.4 token bus timed token protocol. In

addition to covering large geographical areas, FDDI local area networks can support
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thousands of users. As a standard underlying medium it uses optical fiber (though it can use

copper cable, in which case one can refer to CDDI). FDDI uses a dual-attached, counter-

rotating token ring topology.

FDDI, as a product of American National Standards Institute X3T9.5 (now X3T12),

conforms to the Open Systems Interconnection (OSI) model of functional layering of LANs

using other protocols. FDDI-II, a version of FDDI, adds the capability to add circuit-switched

service to the network so that it can also handle voice and video signals. Work has started to

connect FDDI networks to the developing Synchronous Optical Network SONET. A FDDI

network contains two token rings, one for possible backup in case the primary ring fails. The

primary ring offers up to 100 Mbit/s capacity. When a network has no requirement for the

secondary ring to do backup, it can also carry data, extending capacity to 200 Mbit/s. The

single ring can extend the maximum distance; a dual ring can extend 100 km (62 miles).

FDDI has a larger maximum-frame size than standard 100 Mbit/s Ethernet, allowing better

throughput.

Designers normally construct FDDI rings in the form of a "dual ring of trees". A small

number of devices (typically infrastructure devices such as routers and concentrators rather

than host computers) connect to both rings - hence the term "dual-attached". Host computers

then connect as single-attached devices to the routers or concentrators. The dual ring in its

most degenerate form simply collapses into a single device. Typically, a computer-room

contains the whole dual ring, although some implementations have deployed FDDI as a

Metropolitan area network. FDDI requires this network topology because the dual ring

actually passes through each connected device and requires each such device to remain

continuously operational (the standard actually allows for optical bypasses, but network

engineers consider these unreliable and error-prone). Devices such as workstations and

minicomputers that might not come under the control of the network managers are not

suitable for connection to the dual ring.

Topic : Networking And Internetworking

Topic Objective:

At the end of this topic student would be able to:
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 Understand Global area network

 Learn about Virtual private network

 Learn about Internetworking

 Learn about Networking models

 Understand Intranet

 Understand Extranet

Definition/Overview:

Network: A computer network is a group of interconnected computers. Networks may be

classified according to a wide variety of characteristics. This article provides a general

overview of some types and categories and also presents the basic components of a network.

Key Points:

1. Global area network

A global area networks (GAN) specification is in development by several groups, and there is

no common definition. In general, however, a GAN is a model for supporting mobile

communications across an arbitrary number of wireless LANs, satellite coverage areas, etc.

The key challenge in mobile communications is "handing off" the user communications from

one local coverage area to the next. In IEEE Project 802, this involves a succession of

terrestrial WIRELESS local area networks (WLAN).

2. Virtual private network

A virtual private network (VPN) is a computer network in which some of the links between

nodes are carried by open connections or virtual circuits in some larger network (e.g., the

Internet) instead of by physical wires. The link-layer protocols of the virtual network are said

to be tunneled through the larger network when this is the case. One common application is

secure communications through the public Internet, but a VPN need not have explicit security

features, such as authentication or content encryption.
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3. Internetworking

Internetworking involves connecting two or more computer networks via gateways using a

common routing technology. The result is called an internetwork (often shortened to

internet).

The most notable example of internetworking is the Internet (capitalized), a network of

networks based on many underlying hardware technologies, but unified by an

internetworking protocol standard, the Internet Protocol Suite (TCP/IP). The network

elements used to connect individual networks are known as routers, but were originally called

gateways, a term that was deprecated in this context, due to confusion with functionally

different devices using the same name. The interconnection of networks with bridges (link

layer devices) is sometimes incorrectly termed "internetworking", but the resulting system is

simply a larger, single subnetwork, and no internetworking protocol (such as IP) is required

to traverse it. However, a single computer network may be converted into an internetwork by

dividing the network into segments and then adding routers between the segments.

The original term for an internetwork was catenet. Internetworking started as a way to

connect disparate types of networking technology, but it became widespread through the

developing need to connect two or more local area networks via some sort of wide area

network. The definition now includes the connection of other types of computer networks

such as personal area networks.

The Internet Protocol is designed to provide an unreliable (i.e., not guaranteed) packet service

across the network. The architecture avoids intermediate network elements maintaining any

state of the network. Instead, this function is assigned to the endpoints of each

communication session. To transfer data reliably, applications must utilize an appropriate

Transport Layer protocol, such as Transmission Control Protocol (TCP), which provides a

reliable stream. Some applications use a simpler, connection-less transport protocol, User

Datagram Protocol (UDP), for tasks which do not require reliable delivery of data or that

require real-time service, such as video streaming.
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4. Networking models

Two architectural models are commonly used to describe the protocols and methods used in

internetworking. The Open System Interconnection (OSI) reference model was developed

under the auspices of the International Organization for Standardization (ISO) and provides a

rigorous description for layering protocol functions from the underlying hardware to the

software interface concepts in user applications. Internetworking is implemented in Layer 3

(Network Layer) of the model.

The Internet Protocol Suite, also called the TCP/IP model, of the Internet was not designed to

conform to this model and does not refer to it in any of the normative specifications

(Requests for Comment) and Internet standards. Despite similar appearance as a layered

model, it uses a much less rigorous, loosely defined architecture that concerns itself only with

the aspects of networking. It does not discuss hardware-specific low-level interfaces, and

assumes availability of a Link Layer interface to the local network link to which the host is

connected. Internetworking is facilitated by the protocols of its Internet Layer.

5. Intranet

An intranet is a private computer network that uses Internet technologies to securely share

any part of an organization's information or operational systems with its employees.

Sometimes the term refers only to the organization's internal website, but often it is a more

extensive part of the organization's computer infrastructure and private websites are an

important component and focal point of internal communication and collaboration.

An intranet is built from the same concepts and technologies used for the Internet, such as

client-server computing and the Internet Protocol Suite (TCP/IP). Any of the well known

Internet protocols may be found in an intranet, such as HTTP (web services), SMTP (e-mail),

and FTP (file transfer). Internet technologies are often deployed to provide modern interfaces

to legacy information systems hosting corporate data. An intranet can be understood as a

private version of the Internet, or as a private extension of the Internet confined to an

organization. The first intranet websites and home pages began to appear in organizations in

1990 - 1991. Although not officially noted, the term intranet first became common-place

inside early adaptors, such as universities and technology corporations, in 1992. Intranets

differ from extranets in that the former are generally restricted to employees of the
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organization while extranets may also be accessed by customers, suppliers, or other approved

parties. Extranets extend a private network onto the Internet with special provisions for

access, authorization and authentication.

An organization's intranet does not necessarily have to provide access to the Internet. When

such access is provided it is usually through a network gateway with a firewall, shielding the

intranet from unauthorized external access. The gateway often also implements user

authentication, encryption of messages, and often virtual private network (VPN) connectivity

for off-site employees to access company information, computing resources and internal

communications. Increasingly, intranets are being used to deliver tools and applications, e.g.,

collaboration (to facilitate working in groups and teleconferencing) or sophisticated corporate

directories, sales and Customer relationship management tools, project management etc., to

advance productivity.

Intranets are also being used as corporate culture-change platforms. For example, large

numbers of employees discussing key issues in an intranet forum application could lead to

new ideas in management, productivity, quality, and other corporate issues. In large intranets,

website traffic is often similar to public website traffic and can be better understood by using

web metrics software to track overall activity. User surveys also improve intranet website

effectiveness. Larger businesses allow users within their intranet to access public internet

through firewall servers. They have the ability to screen messages coming and going keeping

security intact. When part of an intranet is made accessible to customers and others outside

the business, that part becomes part of an extranet. Businesses can send private messages

through the public network, using special encryption/decryption and other security safeguards

to connect one part of their intranet to another. Intranet user-experience, editorial, and

technology teams work together to produce in-house sites. Most commonly, intranets are

managed by the communications, HR or CIO departments of large organizations, or some

combination of these.

6. Extranet

An extranet is a private network that uses Internet protocols, network connectivity, and

possibly the public telecommunication system to securely share part of an organization's

information or operations with suppliers, vendors, partners, customers or other businesses.

An extranet can be viewed as part of a company's intranet that is extended to users outside the
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company (e.g.: normally over the Internet). It has also been described as a "state of mind" in

which the Internet is perceived as a way to do business with a preapproved set of other

companies business-to-business (B2B), in isolation from all other Internet users. In contrast,

business-to-consumer (B2C) involves known server(s) of one or more companies,

communicating with previously unknown consumer users.

Briefly, an extranet can be understood as an intranet mapped onto the public Internet or some

other transmission system not accessible to the general public, but managed by more than one

company's administrator(s). For example, military networks of different security levels may

map onto a common military radio transmission system that never connects to the Internet.

Any private network mapped onto a public one is a virtual private network (VPN). In

contrast, an intranet is a VPN under the control of a single company's administrator(s).

An argument has been made that "extranet" is just a buzzword for describing what

institutions have been doing for decades, that is, interconnecting to each other to create

private networks for sharing information. One of the differences that characterizes an

extranet, however, is that its interconnections are over a shared network rather than through

dedicated physical lines.

It is important to note that in the quote above from RFC 4364, the term "site" refers to a

distinct networked environment. Two sites connected to each other across the public Internet

backbone comprise a VPN. The term "site" does not mean "website." Further, "intranet" also

refers to just the web-connected portions of a "site." Thus, a small company in a single

building can have an "intranet," but to have a VPN, they would need to provide tunneled

access to that network for geographically distributed employees. Similarly, for smaller,

geographically united organizations, "extranet" is a useful term to describe selective access to

intranet systems granted to suppliers, customers, or other companies. Such access does not

involve tunneling, but rather simply an authentication mechanism to a web server. In this

sense, an "extranet" designates the "private part" of a website, where "registered users" can

navigate, enabled by authentication mechanisms on a "login page". An extranet requires

security. These can include firewalls, server management, the issuance and use of digital

certificates or similar means of user authentication, encryption of messages, and the use of

virtual private networks (VPNs) that tunnel through the public network. Many technical

specifications describe methods of implementing extranets, but often never explicitly define

an extranet. RFC 3547 presents requirements for remote access to extranets. RFC
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2709discusses extranet implementation using IPSec and advanced network address

translation (NAT).

In Section 4 of this course you will cover these topics:
Local Area Networks

Tcp/Ip Protocol Suite And Internet Protocol Addressing

Networks And Subnetworks

Network-Layer Protocols

Internet Control Management Protocol

Topic : Local Area Networks

Topic Objective:

At the end of this topic student would be able to:

 Learn about LAN History

 Learn about LAN Development

 Learn about LAN Cabling

 Learn about LAN Technical aspects

 Understand Hybrid network topologies

 Understand Centralization in Networks

 Understand Decentralization in Networks

Definition/Overview:

LAN: A local area network (LAN) is a computer network covering a small physical area, like

a home, office, or small group of buildings, such as a school, or an airport. The defining

characteristics of LANs, in contrast to wide-area networks (WANs), include their usually

higher data-transfer rates, smaller geographic range, and lack of a need for leased

telecommunication lines.
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Key Points:

1. LAN History

As larger universities and research labs obtained more computers during the late 1960s, there

was increasing pressure to provide high-speed interconnections. A report in 1970 from the

Lawrence Radiation Laboratory detailing the growth of their "Octopus" network, gives a

good indication of the situation. Cambridge University's Cambridge Ring was started in 1974

but was never developed into a successful commercial product. Ethernet was developed at

Xerox PARC in 19731975, and filed as U.S. Patent 4,063,220 . In 1976, after the system was

deployed at PARC, Metcalfe and Boggs published their seminal paper - "Ethernet:

Distributed Packet-Switching For Local Computer Networks". ARCNET was developed by

Datapoint Corporation in 1976 and announced in 1977 - and had the first commercial

installation in December 1977 at Chase Manhattan Bank in New York.

2. LAN Development

The development and proliferation of CP/M-based personal computers from the late 1970s

and then DOS-based personal computers from 1981 meant that a single site began to have

dozens or even hundreds of computers. The initial attraction of networking these was

generally to share disk space and laser printers, which were both very expensive at the time.

There was much enthusiasm for the concept and for several years, from about 1983 onward,

computer industry pundits would regularly declare the coming year to be the year of the

LAN.

In reality, the concept was marred by proliferation of incompatible physical layer and

network protocol implementations, and confusion over how best to share resources.

Typically, each vendor would have its own type of network card, cabling, protocol, and

network operating system. A solution appeared with the advent of Novell NetWare which

provided even-handed support for the 40 or so competing card/cable types, and a much more

sophisticated operating system than most of its competitors. Netware dominated the personal

computer LAN business from early after its introduction in 1983 until the mid 1990s when

Microsoft introduced Windows NT Advanced Server and Windows for Workgroups.

Of the competitors to NetWare, only Banyan Vines had comparable technical strengths, but

Banyan never gained a secure base. Microsoft and 3Com worked together to create a simple

network operating system which formed the base of 3Com's 3+Share, Microsoft's LAN

Manager and IBM's LAN Server. None of these were particularly successful.
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In this same timeframe, Unix computer workstations from vendors such as Sun

Microsystems, Hewlett-Packard, Silicon Graphics, Intergraph, NeXT and Apollo were using

TCP/IP based networking. Although this market segment is now much reduced, the

technologies developed in this area continue to be influential on the Internet and in both

Linux and Apple Mac OS X networkingand the TCP/IP protocol has now almost completely

replaced IPX, AppleTalk, NBF and other protocols used by the early PC LANs.

3. LAN Cabling

Early LAN cabling had always been based on various grades of co-axial cable, but IBM's

Token Ring used shielded twisted pair cabling of their own design, and in 1984 StarLAN

showed the potential of simple Cat3 unshielded twisted pairthe same simple cable used for

telephone systems. This led to the development of 10Base-T (and its successors) and

structured cabling which is still the basis of most LANs today.

4. LAN Technical aspects

Although switched Ethernet is now the most common data link layer protocol and IP as a

network layer protocol, many different options have been used, and some continue to be

popular in niche areas. Smaller LANs generally consist of one or more switches linked to

each otheroften with one connected to a router, cable modem, or DSL modem for Internet

access.

Larger LANs are characterized by their use of redundant links with switches using the

spanning tree protocol to prevent loops, their ability to manage differing traffic types via

quality of service (QoS), and to segregate traffic via VLANs. Larger LANS also contain a

wide variety of network devices such as switches, firewalls, routers, load balancers, sensors

and so on.

LANs may have connections with other LANs via leased lines, leased services, or by

'tunneling' across the Internet using VPN technologies. Depending on how the connections

are made and secured, and the distance involved, they become a Metropolitan Area Network

(MAN), a Wide Area Network (WAN), or a part of the internet.

5. Hybrid network topologies

The hybrid topology is a type of network topology that is composed of one or more

interconnections of two or more networks that are based upon the same physical topology,

but where the physical topology of the network resulting from such an interconnection does

not meet the definition of the original physical topology of the interconnected networks (e.g.,

the physical topology of a network that would result from an interconnection of two or more

networks that are based upon the physical star topology might create a hybrid topology which
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resembles a mixture of the physical star and physical bus topologies or a mixture of the

physical star and the physical tree topologies, depending upon how the individual networks

are interconnected, while the physical topology of a network that would result from an

interconnection of two or more networks that are based upon the physical distributed bus

network retains the topology of a physical distributed bus network).

6. Centralization in Networks

The star topology reduces the probability of a network failure by connecting all of the

peripheral nodes (computers, etc.) to a central node. When the physical star topology is

applied to a logical bus network such as Ethernet, this central node (traditionally a hub)

rebroadcasts all transmissions received from any peripheral node to all peripheral nodes on

the network, sometimes including the originating node. All peripheral nodes may thus

communicate with all others by transmitting to, and receiving from, the central node only.

The failure of a transmission line linking any peripheral node to the central node will result in

the isolation of that peripheral node from all others, but the remaining peripheral nodes will

be unaffected. However, the disadvantage is that the failure of the central node will cause the

failure of all of the peripheral nodes also. If the central node is passive, the originating node

must be able to tolerate the reception of an echo of its own transmission, delayed by the two-

way round trip transmission time (i.e. to and from the central node) plus any delay generated

in the central node. An active star network has an active central node that usually has the

means to prevent echo-related problems. A tree topology (a.k.a. hierarchical topology) can be

viewed as a collection of star networks arranged in a hierarchy. This tree has individual

peripheral nodes (e.g. leaves) which are required to transmit to and receive from one other

node only and are not required to act as repeaters or regenerators. Unlike the star network, the

functionality of the central node may be distributed. As in the conventional star network,

individual nodes may thus still be isolated from the network by a single-point failure of a

transmission path to the node. If a link connecting a leaf fails, that leaf is isolated; if a

connection to a non-leaf node fails, an entire section of the network becomes isolated from

the rest.

In order to alleviate the amount of network traffic that comes from broadcasting all signals to

all nodes, more advanced central nodes were developed that are able to keep track of the

identities of the nodes that are connected to the network. These network switches will "learn"

the layout of the network by "listening" on each port during normal data transmission,

examining the data packets and recording the address/identifier of each connected node and
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which port it's connected to in a lookup table held in memory. This lookup table then allows

future transmissions to be forwarded to the intended destination only.

7. Decentralization in Networks

In a mesh topology (i.e., a partially connected mesh topology), there are at least two nodes

with two or more paths between them to provide redundant paths to be used in case the link

providing one of the paths fails. This decentralization is often used to advantage to

compensate for the single-point-failure disadvantage that is present when using a single

device as a central node (e.g., in star and tree networks). A special kind of mesh, limiting the

number of hops between two nodes, is a hypercube. The number of arbitrary forks in mesh

networks makes them more difficult to design and implement, but their decentralized nature

makes them very useful. This is similar in some ways to a grid network, where a linear or

ring topology is used to connect systems in multiple directions. A multi-dimensional ring has

a toroidal topology, for instance.

A fully connected network, complete topology or full mesh topology is a network topology in

which there is a direct link between all pairs of nodes. In a fully connected network with n

nodes, there are n(n-1)/2 direct links. Networks designed with this topology are usually very

expensive to set up, but provide a high degree of reliability due to the multiple paths for data

that are provided by the large number of redundant links between nodes. This topology is

mostly seen in military applications. However, it can also be seen in the file sharing protocol

BitTorrent in which users connect to other users in the "swarm" by allowing each user

sharing the file to connect to other users also involved. Often in actual usage of BitTorrent

any given individual node is rarely connected to every single other node as in a true fully

connected network but the protocol does allow for the possibility for any one node to connect

to any other node when sharing files.

Topic : Tcp/Ip Protocol Suite And Internet Protocol Addressing

Topic Objective:

At the end of this topic student would be able to:

 Learn about TCP/IP Model
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 Learn about Key architectural principles of TCP/IP

 Understand Application (process-to-process) Layer

 Understand Internet (internetworking) Layer

 Understand Transport Layer

Definition/Overview:

TCP/IP: The Internet Protocol Suite (commonly known as TCP/IP) is the set of

communications protocols used for the Internet and other similar networks. It is named from

two of the most important protocols in it: the Transmission Control Protocol (TCP) and the

Internet Protocol (IP), which were the first two networking protocols defined in this standard.

Today's IP networking represents a synthesis of several developments that began to evolve in

the 1960s and 1970s, namely the Internet and LANs (Local Area Networks), which emerged

in the mid- to late-1980s, together with the advent of the World Wide Web in the early 1990s.

Key Points:

1. TCP/IP Model

The TCP/IP model is a specification for computer network protocols created in the 1970s by

DARPA, an agency of the United States Department of Defense. It laid the foundations for

ARPANET, whichwas the world's first wide area network and a predecessor of the Internet.

The TCP/IP Model is sometimes called the Internet Reference Model, the DoD Model or the

ARPANET Reference Model. The TCP/IP Suite defines a set of rules to enable computers to

communicate over a network. TCP/IP provides end-to-end connectivity specifying how data

should be formatted, addressed, shipped, routed and delivered to the right destination. The

specification defines protocols for different types of communication between computers and

provides a framework for more detailed standards. TCP/IP is generally described as having

four abstraction layers (RFC 1122). This layer view is often compared with the seven-layer

OSI Reference Model formalized after the TCP/IP specifications. The TCP/IP model and

related protocols are maintained by the Internet Engineering Task Force (IETF).

2. Key architectural principles of TCP/IP

An early architectural document, RFC 1122, emphasizes architectural principles over

layering. End-to-End Principle: This principle has evolved over time. Its original expression
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put the maintenance of state and overall intelligence at the edges, and assumed the Internet

that connected the edges retained no state and concentrated on speed and simplicity. Real-

world needs for firewalls, network address translators, web content caches and the like have

forced changes in this principle. Robustness Principle: "In general, an implementation must

be conservative in its sending behavior, and liberal in its receiving behavior. That is, it must

be careful to send well-formed datagrams, but must accept any datagram that it can interpret

(e.g., not object to technical errors where the meaning is still clear) RFC 791." "The second

part of the principle is almost as important: software on other hosts may contain deficiencies

that make it unwise to exploit legal but obscure protocol features. Even when the layers are

examined, the assorted architectural documentsthere is no single architectural model such as

ISO 7498, the OSI reference modelhave fewer and less rigidly-defined layers than the OSI

model, and thus provide an easier fit for real-world protocols. In point of fact, one frequently

referenced document, RFC 1958 , does not contain a stack of layers. The lack of emphasis on

layering is a strong difference between the IETF and OSI approaches. It only refers to the

existence of the "internetworking layer" and generally to "upper layers"; this document was

intended as a 1996 "snapshot" of the architecture: "The Internet and its architecture have

grown in evolutionary fashion from modest beginnings, rather than from a Grand Plan. While

this process of evolution is one of the main reasons for the technology's success, it

nevertheless seems useful to record a snapshot of the current principles of the Internet

architecture.

3. Application (process-to-process) Layer

This is the scope within which applications create user data and communicate this data to

other processes or applications on another or the same host. The communications partners are

often called peers. This is where the "higher level" protocols such as SMTP, FTP, SSH,

HTTP, etc. operate.Transport (host-to-host) Layer: The Transport Layer constitutes the

networking regime between two network hosts, either on the local network or on remote

networks separated by routers. The Transport Layer provides a uniform networking interface

that hides the actual topology (layout) of the underlying network connections. This is where

flow-control, error-correction, and connection protocols exist, such as TCP. This layer deals

with opening and maintaining connections between Internet hosts.
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4. Internet (internetworking) Layer

The Internet Layer has the task of exchanging datagrams across network boundaries. It is

therefore also referred to as the layer that establishes internetworking, indeed, it defines and

establishes the Internet. This layer defines the addressing and routing structures used for the

TCP/IP protocol suite. The primary protocol in this scope is the Internet Protocol, which

defines IP addresses. Its function in routing is to transport datagrams to the next IP router that

has the connectivity to a network closer to the final data destination.

Link Layer: This layer defines the networking methods with the scope of the local network

link on which hosts communicate without intervening routers. This layer describes the

protocols used to describe the local network topology and the interfaces needed to affect

transmission of Internet Layer datagrams to next-neighbor hosts. (cf. the OSI Data Link

Layer).

The Internet Protocol Suite and the layered protocol stack design were in use before the OSI

model was established. Since then, the TCP/IP model has been compared with the OSI model

in books and classrooms, which often results in confusion because the two models use

different assumptions, including about the relative importance of strict layering.

The layers near the top are logically closer to the user application, while those near the

bottom are logically closer to the physical transmission of the data. Viewing layers as

providing or consuming a service is a method of abstraction to isolate upper layer protocols

from the nitty-gritty detail of transmitting bits over, for example, Ethernet and collision

detection, while the lower layers avoid having to know the details of each and every

application and its protocol.

5. Transport Layer

The Transport Layer's responsibilities include end-to-end message transfer capabilities

independent of the underlying network, along with error control, fragmentation and flow

control. End to end message transmission or connecting applications at the transport layer can

be categorized as either:

 connection-oriented e.g. TCP

 connectionless e.g. UDP
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The Transport Layer can be thought of literally as a transport mechanism e.g. a vehicle whose

responsibility is to make sure that its contents (passengers/goods) reach its destination safely

and soundly, unless a higher or lower layer is responsible for safe delivery. The Transport

Layer provides this service of connecting applications together through the use of ports. Since

IP provides only a best effort delivery, the Transport Layer is the first layer of the TCP/IP

stack to offer reliability. Note that IP can run over a reliable data link protocol such as the

High-Level Data Link Control (HDLC). Protocols above transport, such as RPC, also can

provide reliability. For example, TCP is a connection-oriented protocol that addresses

numerous reliability issues to provide a reliable byte stream:

 data arrives in-order

 data has minimal error (i.e. correctness)

 duplicate data is discarded

 lost/discarded packets are resent

 includes traffic congestion control

The newer SCTP is also a "reliable", connection-oriented, transport mechanism. It is

Message-stream-oriented not byte-stream-oriented like TCP and provides multiple streams

multiplexed over a single connection. It also provides multi-homing support, in which a

connection end can be represented by multiple IP addresses (representing multiple physical

interfaces), such that if one fails, the connection is not interrupted. It was developed initially

for telephony applications (to transport SS7 over IP), but can also be used for other

applications. UDP is a connectionless datagram protocol. Like IP, it is a best effort or

"unreliable" protocol. Reliability is addressed through error detection using a weak checksum

algorithm. UDP is typically used for applications such as streaming media (audio, video,

Voice over IP etc) where on-time arrival is more important than reliability, or for simple

query/response applications like DNS lookups, where the overhead of setting up a reliable

connection is disproportionately large. RTP is a datagram protocol that is designed for real-

time data such as streaming audio and video. TCP and UDP are used to carry an assortment

of higher-level applications. The appropriate transport protocol is chosen based on the higher-

layer protocol application. For example, the File Transfer Protocol expects a reliable

connection, but the Network File System (NFS) assumes that the subordinate Remote

Procedure Call protocol, not transport, will guarantee reliable transfer. Other applications,

such as VoIP, can tolerate some loss of packets, but not the reordering or delay that could be
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caused by retransmission. The applications at any given network address are distinguished by

their TCP or UDP port. By convention certain well known ports are associated with specific

applications.

Topic : Networks And Subnetworks

Topic Objective:

At the end of this topic student would be able to:

 Learn about Network address and logical address

 Learn about Binary subnet masks

 Learn about Subnetting in IPv6 networks

 Learn about Subnets and host count

 Learn about Classful network

Definition/Overview:

Subnetwork: A subnetwork, or subnet, describes networked computers and devices that have

a common, designated IP address routing prefix. Subnetting is used to break the network into

smaller more efficient subnets to prevent excessive rates of Ethernet packet collision in a

large network. Such subnets can be arranged hierarchically, with the organization's network

address space partitioned into a tree-like structure. Routers are used to manage traffic and

constitute borders between subnets.

Key Points:

1. Network address and logical address

The term network address sometimes refers to logical address, i.e. network layer address such

as the IP address, and sometimes to the first address (the base address) of a classful address
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range to an organization. Computers and devices that are part of an internetworking network

such as the Internet each have a logical address. The network address is unique to each device

and can either be dynamically or statically configured. An address allows a device to

communicate with other devices connected to a network. The most common network

addressing scheme is IPv4. An IPv4 address consists of a 32 bit address written, for human

readability, into 4 octets and a subnet mask of like size and notation. In order to facilitate the

routing process the address is divided into two pieces: 1) The network prefix length that is

significant for routing decisions at that particular topological point, and 2) The remaining bits

that make up the host portion of the address. A host address is meaningful only when on the

subnet where that host resides. This works much like a postal address where the higher order

part of the network prefix (e.g., /18) would represent the city, and the host address (i.e., the

remaining six bits) would represent the address of a specific house on that street. The subnet

mask or CIDR suffix address is used in conjunction with the network address to determine

which part of the address is the network address and which part is the host address.

2. Binary subnet masks

While subnet masks are often represented in dot-decimal form, their use becomes clearer in

binary. Looking at a network address and a subnet mask in binary, a device can determine

which part of the address is the network address and which part is the host address. To do

this, it performs a bitwise "AND" operation.

Dot-decimal Address Binary

IP address 192.168.5.10 11000000.10101000.00000101.00001010

Subnet Mask 255.255.255.0 11111111.11111111.11111111.00000000

Network Portion 192.168.5.0 11000000.10101000.00000101.00000000

Host Portion 0.0.0.10 00000000.00000000.00000000.00001010

Table 1: Subnet Mask Description

Subnet masks consist of 32 bits, usually a block of ones (1) followed by a block of 0s if the

subnet follows CIDR allocation methods. The last block of zeros (0) designate that part as

being the host identifier. Subnet masks do not have to fill the octets. This allows a classful

network to be broken down into subnets. A classful network is a network that has a subnet
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mask of 255.0.0.0, 255.255.0.0 or 255.255.255.0. Subnet masks can also be expressed in a

shorter form, known as Classless Inter-Domain Routing (CIDR) notation, which gives the

network number followed by a slash ("/") and the number of 'one' bits in the binary notation

of the netmask (i.e. the number of relevant bits in the network number). For example,

192.0.2.96/24 indicates an IP address where the first 24 bits are used as network address

(same as 255.255.255.0).

3. Subnetting in IPv6 networks

The primary reason for subnetting in IPv4 was to improve efficiency in the utilization of the

relatively small address space available, particularly to enterprises. Subnetting is also used in

IPv6 networks. However, in IPv6 the address space available even to end-users is so large

that address space restrictions no longer exist. The recommended allocation for a site is an

address space comprising 80 address bits (prefix /48), but may be as small as a prefix /56

allocation (72 bits) for a residential customer network. This provides 65,536 subnets for a

site, and a minimum of 256 subnets for the residential size. An IPv6 subnet always has a /64

prefix which provides 64 bits for the host portion of an address. Although it is technically

possible to use smaller subnets, they are impractical for local area networks because stateless

address autoconfiguration of network interfaces (RFC 4862) requires a /64 address.

Subnetting, based on the concepts of Classless Inter-Domain Routing is however used in the

routing between networks at both, the site level, as well as globally.

4. Subnets and host count

It is possible to determine the number of hosts and subnetworks available for any subnet

mask. In the above example two bits were borrowed to create subnetworks. Each bit can take

the value 1 or 0, giving 4 possible subnets (22 = 4)

Networ

k
Network (binary)

Broad

cast

addres

s

192.168

.5.0/26

11000000.1010100

0.00000101.00000

192.1

68.5.6
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000 3

192.168

.5.64/26

11000000.1010100

0.00000101.01000

000

192.1

68.5.1

27

192.168

.5.128/2

6

11000000.1010100

0.00000101.10000

000

192.1

68.5.1

91

192.168

.5.192/2

6

11000000.1010100

0.00000101.11000

000

192.1

68.5.2

55

Table 2: Subnet Host Count

According to the RFC 950 standard the subnet values consisting of all zeros and all ones are

reserved, reducing the number of available subnets by 2. However due to the inefficiencies

introduced by this convention it is no longer used on the public Internet, and is only relevant

when dealing with legacy equipment that does not understand CIDR. The only reason not to

use the all-zeroes subnet is that it is ambiguous when the exact suffix length is not available.

All CIDR-compliant routing protocols transmit both length and suffix. See RFC 1878 for a

subnetting table with extensive examples. The remaining bits after the subnet are used for

addressing hosts within the subnet. In the above example the subnet mask consists of 26 bits,

leaving 6 bits for the address (32 − 26). This allows for 64 possible combinations (26),

however the all zeros value and all ones value are reserved for the network ID and broadcast

address respectively, leaving 62 addresses.

In general the number of available hosts on a subnet can be calculated using the formula 2n −

2, where n is the number of bits used for the host portion of the address. RFC 3021 specifies

an exception to this rule when dealing with 31 bit subnet masks (i.e. 1 host bit). According to

the above rule a 31 bit mask would allow for 21 − 2 = 0 hosts. The RFC makes allowances in

this case for certain types of networks (point-to-point) to disregard the network and broadcast

address, allowing two host addresses to be allocated.
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5. Classful network

Classful network is a term that is used to describe the network architecture of the Internet

until around 1993. It divided the address space for Internet Protocol Version 4 (IPv4) into

five address classes. Each class, coded by the first three bits of the address, defined a

different size or type (unicast or multicast) of the network. Today, remnants of classful

network concepts remain in practice only in a limited scope in the default configuration

parameters of some network software and hardware components (e.g. netmask), but the terms

are often still heard in general discussions about network structure among network

administrators.

Topic : Network-Layer Protocols

Topic Objective:

At the end of this topic student would be able to:

 Learn about Point-to-Point Protocol

 Learn about PPP frame

 Learn about Multiclass PPP

 Learn about Automatic self configuration

 Understand Multiple network layer protocols

 Understand Looped link detection

Definition/Overview:

Network Layer: The Network Layer is Layer 3 (of seven) in the OSI model of networking.

The Network Layer responds to service requests from the Transport Layer and issues service

requests to the Data Link Layer.

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

108
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



Key Points:

1. Point-to-Point Protocol

In networking, the Point-to-Point Protocol, or PPP, is a data link protocol commonly used to

establish a direct connection between two networking nodes. It can provide connection

authentication and can also provide transmission encryption privacy and compression. PPP is

used over many types of physical networks including serial cable, phone line, trunk line,

cellular telephone, specialized radio links, or fiber optic links such as SONET. Most Internet

service providers (ISPs) use PPP for customer dial-up access to the Internet. Two

encapsulated forms of PPP, Point-to-Point Protocol over Ethernet (PPPoE) and Point-to-Point

Protocol over ATM (PPPoA), are used by ISPs to connect Digital Subscriber Line (DSL)

Internet service. PPP is commonly used to act as a data link layer protocol for connection

over synchronous and asynchronous circuits, where it has largely superseded the older, non-

standard Serial Line Internet Protocol (SLIP), and telephone company mandated standards

(such as Link Access Protocol, Balanced (LAPB) in the X.25 protocol suite). PPP was

designed to work with numerous network layer protocols, including Internet Protocol (IP),

Novell's Internetwork Packet Exchange (IPX), NBF and AppleTalk.

2. PPP frame

The Information field contains the PPP payload; it has a variable length with a negotiated

maximum called the Maximum Transmission Unit. By default the maximum is 1500 octets. It

might be padded on transmission; if the information for a particular protocol can be padded,

that protocol must allow information to be distinguished from padding.

Name Number of bytes Description

Protocol 1 or 2 setting of protocol in data field

Information variable (0 or more) datagram

Padding variable (0 or more) optional padding

Figure 1: The Protocol field indicates the kind of payload packet

The Address and Control fields always have the value hex FF (for "all stations") and hex 03

(for "unnumbered information"), and can be omitted whenever PPP LCP Address-and-

Control-Field-Compression (ACFC) is negotiated. The Frame Check Sequence (FCS) field is

used to determine whether an individual frame has an error. It contains a checksum computed

over the frame to provide basic protection against errors in transmission. This is a CRC code

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

109
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



similar to the one used for other layer two protocol error protection schemes such as the one

used in Ethernet. According to RFC 1662, it can be either 16 bits (2bytes) or 32 bits (4 bytes)

in size (default is 16 bits - Polynomial x16 + x12 + x5 + 1).

The FCS is calculated over the Address, Control, Protocol, Information and Padding fields.

Although these are not standard applications, PPP is also used over broadband connections.

RFC 2516 describes Point-to-Point Protocol over Ethernet (PPPoE), a method for

transmitting PPP over Ethernet that is sometimes used with DSL. RFC 2364 describes Point-

to-Point Protocol over ATM (PPPoA), a method for transmitting PPP over ATM Adaptation

Layer 5 (AAL5), which is also sometimes used with DSL.

3. Multiclass PPP

MP's monotonically increasing sequence numbering (contiguous numbers are needed for all

fragments of a packet) does not allow suspension of the sending of a sequence of fragments

of one packet in order to send another packet. The obvious approach to providing more than

one level of suspension with PPP Multilink is to run Multilink multiple times over one link.

Multilink as it is defined provides no way for more than one instance to be active. Each class

runs a separate copy of the mechanism defined i.e. uses a separate sequence number space

and reassembly buffer.

4. Automatic self configuration

Link Control Protocol (LCP) is an integral part of PPP, and defined in the same standard

specification. LCP provides automatic configuration of the interfaces at each end (such as

setting datagram size, escaped characters, and magic numbers) and for selecting optional

authentication. The LCP protocol runs atop PPP (with PPP protocol number 0xC021) and

therefore a basic PPP connection has to be established before LCP is able to configure it.

RFC 1994 describes Challenge-handshake authentication protocol (CHAP), preferred for

establishing dial-up connections with ISPs. Although deprecated, Password authentication

protocol (PAP) is often used. Another option for authentication over PPP is Extensible

Authentication Protocol (EAP). After the link has been established, additional network (layer

3) configuration may take place. Most commonly, the Internet Protocol Control Protocol

(IPCP) is available, although Internetwork Packet Exchange Control Protocol (IPXCP) and

AppleTalk Control Protocol (ATCP) were once very popular. Also, Internet Protocol Version
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6 Control Protocol (IPv6CP) is available, when IPv6 takes the currently-de facto IPv4's

position as the layer-3 protocol in the future.

5. Multiple network layer protocols

PPP permits multiple network layer protocols to operate on the same communication link.

For every network layer protocol used, a separate Network Control Protocol (NCP) is

provided in order to encapsulate and negotiate options for the multiple network layer

protocols. For example, Internet Protocol (IP) uses the IP Control Protocol (IPCP), and

Internetwork Packet Exchange (IPX) uses the Novell IPX Control Protocol (IPXCP). NCPs

include fields containing standardized codes to indicate the network layer protocol type that

PPP encapsulates.

6. Looped link detection

PPP detects looped links using a feature involving magic numbers. When the node sends PPP

LCP messages, these messages may include a magic number. If a line is looped, the node

receives an LCP message with its own magic number, instead of getting a message with the

peer's magic number.

Topic : Internet Control Management Protocol

Topic Objective:

At the end of this topic student would be able to:

 Learn about IGMP Uses

 Learn about The Internet Management Model

 Understand Management Information Bases (MIBs)

 Understand SNMP basic components

 Understand Application-wide data types

Definition/Overview:

The Internet Group Management Protocol:The Internet Group Management Protocol

(IGMP) is a communications protocol used to manage the membership of Internet Protocol

multicast groups. IGMP is used by IP hosts and adjacent multicast routers to establish
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multicast group memberships.It is an integral part of the IP multicast specification, operating

above the network layer, though it doesn't actually act as a transport protocol. It is analogous

to ICMP for unicast connections.

Key Points:

1. IGMP Uses

IGMP can be used for online streaming video and gaming, and allows more efficient use of

resources when supporting these types of applications. IGMP does allow some attacks, and

firewalls commonly allow the user to disable it if not needed. A network designed to deliver a

multicast service (like video) using IGMP might use this basic architecture:

IGMP is used both by the client computer and the adjacent network switches to connect the

client to a local multicast router. Protocol Independent Multicast (PIM) is then used between

the local and remote multicast routers, to direct multicast traffic from the video server to

many multicast clients. The IGMP protocol is implemented as a host side and a router side. A

host side reports its membership of a group to its local router, and a router side listens to

reports from hosts and periodically sends out queries.The Linux operating system supports

IGMP. The Linux kernel at the core of the operating system only implements IGMP as host

side, not router side, however a daemon such as mrouted can be used to act as a IGMP Linux

router. There are also entire routing suites (such as XORP), which turn an ordinary computer

into a full-fledged multicast router. The Simple Network Management Protocol (SNMP)

forms part of the internet protocol suite as defined by the Internet Engineering Task Force

(IETF). SNMP is used in network management systems to monitor network-attached devices

for conditions that warrant administrative attention. It consists of a set of standards for

network management, including an Application Layer protocol, a database schema, and a set

of data objects..SNMP exposes management data in the form of variables on the managed

systems, which describe the system configuration. These variables can then be queried (and

sometimes set) by managing applications.

2. The Internet Management Model

As specified in Internet RFCs and other documents, a network management system

comprises:
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 Network elements -- Sometimes called managed devices, network elements are hardware

devices such as computers, routers, and terminal servers that are connected to networks.

 Agents -- Agents are software modules that reside in network elements. They collect and

store management information such as the number of error packets received by a network

element.

 Managed object -- A managed object is a characteristic of something that can be managed.

For example, a list of currently active TCP circuits in a particular host computer is a managed

object. Managed objects differ from variables, which are particular object instances. Using

our example, an object instance is a single active TCP circuit in a particular host computer.

Managed objects can be scalar (defining a single object instance) or tabular (defining

multiple, related instances).

 Management information base (MIB) -- A MIB is a collection of managed objects residing in

a virtual information store. Collections of related managed objects are defined in specific

MIB modules.

 Syntax notation -- A syntax notation is a language used to describe a MIB's managed objects

in a machine-independent format. Consistent use of a syntax notation allows different types

of computers to share information. Internet management systems use a subset of the

International Organization for Standardization's (ISO's) Open System Interconnection (OSI)

Abstract Syntax Notation (ASN.1) to define both the packets exchanged by the management

protocol and the objects that are to be managed.

 Structure of Management Information (SMI) -- The SMI defines the rules for describing

management information. The SMI is defined using ASN.1.

 Network management stations (NMSs) -- Sometimes called consoles, these devices execute

management applications that monitor and control network elements. Physically, NMSs are

usually engineering workstation-caliber computers with fast CPUs, megapixel color displays,

substantial memory, and abundant disk space. At least one NMS must be present in each

managed environment.

 Parties -- Newly defined in SNMPv2, a party is a logical SNMPv2 entity that can initiate or

receive SNMPv2 communication. Each SNMPv2 party comprises a single, unique party

identity, a logical network location, a single authentication protocol, and a single privacy

protocol. SNMPv2 messages are communicated between two parties. An SNMPv2 entity can

define multiple parties, each with different parameters. For example, different parties can use

different authentication and/or privacy protocols.
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 Management protocol -- A management protocol is used to convey management information

between agents and NMSs. SNMP is the Internet community's de facto standard management

protocol.

3. Management Information Bases (MIBs)

SNMP itself does not define which information (which variables) a managed system should

offer. Rather, SNMP uses an extensible design, where the available information is defined by

management information bases (MIBs). MIBs describe the structure of the management data

of a device subsystem; they use a hierarchical namespace containing object identifiers (OID).

Roughly speaking, each OID identifies a variable that can be read or set via SNMP. MIBs use

the notation defined by ASN.1. The MIB hierarchy can be depicted as a tree with a nameless

root, the levels of which are assigned by different organizations. The top-level MIB OIDs

belong to different standards organizations, while lower-level object IDs are allocated by

associated organizations. This model permits management across all layers of the OSI

reference model, extending into applications such as databases, email, and the Java EE

reference model, as MIBs can be defined for all such area-specific information and

operations. A managed object (sometimes called a MIB object, an object, or a MIB) is one of

any number of specific characteristics of a managed device. Managed objects comprise one

or more object instances (identified by their OIDs), which are essentially variables.

4. SNMP basic components

An SNMP-managed network consists of three key components:

 Managed devices

 Agents

 Network-management systems (NMSs)

A managed device is a network node that contains an SNMP agent and that resides on a

managed network. Managed devices collect and store management information and make this

information available to NMSs using SNMP. Managed devices, sometimes called network

elements, can be any type of device including, but not limited to, routers, access servers,

switches, bridges, hubs, IP telephones, computer hosts, and printers. An agent is a network-

management software module that resides in a managed device. An agent has local

knowledge of management information and translates that information into a form

compatible with SNMP. A network management system (NMS) executes applications that
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monitor and control managed devices. NMSs provide the bulk of the processing and memory

resources required for network management. One or more NMSs may exist on any managed

network.

5. Application-wide data types

Seven application-wide data types exist in the SNMPv1 SMI: network addresses, counters,

gauges, time ticks, opaques, integers, and unsigned integers.

 Network addresses represent an address from a particular protocol family. SMIv1 supports

only 32-bit (IPv4) addresses (SMIv2 uses Octet Strings to represent addresses generically,

and thus are usable in SMIv1 too. SMIv1 had an explicit IPv4 address datatype.)

 Counters are non-negative integers that increase until they reach a maximum value and then

return to zero. In SNMPv1, a 32-bit counter size is specified.

 Gauges are non-negative integers that can increase or decrease between specified minimum

and maximum values. Whenever the system property represented by the gauge is outside of

that range, the value of the gauge itself will vary no further than the respective maximum or

minimum, as specified in RFC 2578.

 A time tick represents a hundredth of a second since some event.

 An opaque represents an arbitrary encoding that is used to pass arbitrary information strings

that do not conform to the strict data typing used by the SMI.

 An integer represents signed integer-valued information. This data type redefines the integer

data type, which has arbitrary precision in ASN.1 but bounded precision in the SMI.

 An unsigned integer represents unsigned integer-valued information and is useful when

values are always non-negative. This data type redefines the integer data type, which has

arbitrary precision in ASN.1 but bounded precision in the SMI.

In Section 5 of this course you will cover these topics:
Transport-Layer Protocols

Internet Protocol Version 6

Domain Name System

Tcp/Ip Applications-Layer Protocols

Integrated Services Data Networks

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

115
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



Topic : Transport-Layer Protocols

Topic Objective:

At the end of this topic student would be able to:

 Transport Layer functions

 Transport Layer services

 The Datagram Congestion Control Protocol

 Stream Control Transmission Protocol

 Message-based multi-streaming

Definition/Overview:

Transport Layer: In computer networking, the Transport Layer is a group of methods and

protocols within a layered architecture of network components, within which it is responsible

for encapsulating application data blocks into datagrams (packets) suitable for transfer to the

network infrastructure for transmission to the destination host, or managing the reverse

transaction by abstracting network datagrams and delivering them to an application. Such

protocol are also referred to as "transport protocols".

Key Points:

1. Transport Layer functions

The Transport Layer is responsible for delivering data to the appropriate application process

on the host computers. This involves statistical multiplexing of data from different

application processes, i.e. forming data packets, and adding source and destination port

numbers in the header of each Transport Layer data packet. Together with the source and

destination IP address, the port numbers constitutes a network socket, i.e. an identification

address of the process-to-process communication. In the OSI model, this function is

supported by the Session Layer. Some Transport Layer protocols, for example TCP, but not

UDP, support virtual circuits, i.e. provide connection oriented communication over an

underlying packet oriented datagram network. A byte-stream is delivered while hiding the
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packet mode communication for the application processes. This involves connection

establishment, dividing of the data stream into packets called segments, segment numbering

and reordering of out-of order data. Finally, some Transport Layer protocols, for example

TCP, but not UDP, provide end-to-end reliable communication, i.e. error recovery by means

of error detecting code and automatic repeat request (ARQ) protocol. The ARQ protocol also

provides flow control, which may be combined with congestion avoidance. UDP is a very

simple protocol, and does not provide virtual circuits, nor reliable communication, delegating

these functions to the application program. UDP packets are called datagrams, rather than

segments.

TCP is used for many protocols, including HTTP web browsing and email transfer. UDP may

be used for multicasting and broadcasting, since retransmissions are not possible to a large

amount of hosts. UDP typically gives higher throughput and shorter latency, and is therefore

often used for real-time multimedia communication where packet loss occasionally can be

accepted, for example IP-TV and IP-telephony, and for online computer games. In many non-

IP-based networks, for example X.25, Frame Relay and ATM, the connection oriented

communication is implemented at network layer or data link layer rather than the Transport

Layer. In X.25, in telephone network modems and in wireless communication systems,

reliable node-to-node communication is implemented at lower protocol layers. The OSI/X.25

protocol suite defines five classes of the OSI transport protocol, ranging from class 0 (which

is also known as TP0 and provides the least error recovery) to class 4 (which is also known as

TP4 and is designed for less reliable networks, similar to the Internet).

2. Transport Layer services

There is a long list of services that can be optionally provided by the Transport Layer. None

of them are compulsory, because not all applications require all available services.

 Connection-oriented: This is normally easier to deal with than connection-less models, so

where the Network layer only provides a connection-less service, often a connection-oriented

service is built on top of that in the Transport Layer.

 Same Order Delivery: The Network layer doesn't generally guarantee that packets of data will

arrive in the same order that they were sent, but often this is a desirable feature, so the

Transport Layer provides it. The simplest way of doing this is to give each packet a number,

and allow the receiver to reorder the packets.
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 Reliable data: Packets may be lost in routers, switches, bridges and hosts due to network

congestion, when the packet queues are filled and the network nodes have to delete packets.

Packets may be lost or corrupted in Ethernet due to interference and noise, since Ethernet

does not retransmit corrupted packets. Packets may be delivered in the wrong order by an

underlying network. Some Transport Layer protocols, for example TCP, can fix this. By

means of an error detection code, for example a checksum, the transport protocol may check

that the data is not corrupted, and verify that by sending an ACK message to the sender.

Automatic repeat request schemes may be used to retransmit lost or corrupted data. By

introducing segment numbering in the Transport Layer packet headers, the packets can be

sorted in order. Of course, error free is impossible, but it is possible to substantially reduce

the numbers of undetected errors.

 Flow control: The amount of memory on a computer is limited, and without flow control a

larger computer might flood a computer with so much information that it can't hold it all

before dealing with it. Nowadays, this is not a big issue, as memory is cheap while bandwidth

is comparatively expensive, but in earlier times it was more important. Flow control allows

the receiver to say "Whoa!" before it is overwhelmed. Sometimes this is already provided by

the network, but where it is not, the Transport Layer may add it on.

 Congestion avoidance: Network congestion occurs when a queue buffer of a network node is

full and starts to drop packets. Automatic repeat request may keep the network in a congested

state. This situation can be avoided by adding congestion avoidance to the flow control,

including slow-start. This keeps the bandwidth consumption at a low level in the beginning of

the transmission, or after packet retransmission.

 Byte orientation: Rather than dealing with things on a packet-by-packet basis, the Transport

Layer may add the ability to view communication just as a stream of bytes. This is nicer to

deal with than random packet sizes, however, it rarely matches the communication model

which will normally be a sequence of messages of user defined sizes.

 Ports: (Part of the Transport Layer in the TCP/IP model, but of the Session Layer in the OSI

model) Ports are essentially ways to address multiple entities in the same location. For

example, the first line of a postal address is a kind of port, and distinguishes between

different occupants of the same house. Computer applications will each listen for information

on their own ports, which is why you can use more than one network-based application at the

same time
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3. The Datagram Congestion Control Protocol

The Datagram Congestion Control Protocol (DCCP) is a message-oriented Transport Layer

protocol. DCCP implements reliable connection setup, teardown, ECN, congestion control,

and feature negotiation. DCCP was published as RFC 4340, a proposed standard, by the IETF

in March, 2006. RFC 4336 provides an introduction. Linux had an implementation of DCCP

first released in Linux kernel version 2.6.14 (released October 28, 2005). DCCP provides a

way to gain access to congestion control mechanisms without having to implement them at

the Application Layer. It allows for flow-based semantics like in TCP, but does not provide

reliable in-order delivery. Sequenced delivery within multiple streams as in SCTP is not

available in DCCP. DCCP is useful for applications with timing constraints on the delivery of

data that may become useless to the receiver if reliable in-order delivery combined with

congestion avoidance is used. Such applications include streaming media, multiparty online

games and Internet telephony. Primary feature of these applications is that old messages

quickly become stale so that getting new messages is preferred to resending lost messages.

Currently such applications have often either settled for TCP or used UDP and implemented

their own congestion control mechanisms (or have no congestion control at all). While being

useful for these applications, DCCP can also be positioned as a general congestion control

mechanism for UDP-based applications, by adding, as needed, a mechanism for reliable

and/or in-order delivery on the top of UDP/DCCP. In this context, DCCP allows the use of

different (but generally TCP-friendly) congestion control mechanisms.

A DCCP connection contains acknowledgment traffic as well as data traffic.

Acknowledgments inform a sender whether its packets arrived, and whether they were ECN

marked. Acks are transmitted as reliably as the congestion control mechanism in use requires,

possibly completely reliably.

4. Stream Control Transmission Protocol

In computer networking, the Stream Control Transmission Protocol(SCTP) is a Transport

Layer protocol, serving in a similar role as the popular protocols TCP and UDP. Indeed, it

provides some of the same service features of both, ensuring reliable, in-sequence transport

of messages with congestion control.

The protocol was defined by the IETF Signaling Transport (SIGTRAN) working group in

2000, and is maintained by the IETF Transport Area (TSVWG) working group. RFC 4960

defines the protocol. RFC 3286 provides an introduction.
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5. Message-based multi-streaming

Whereas TCP is stream-oriented, i.e., transports byte streams, SCTP is transaction-oriented,

meaning it transports data in one or more messages. A message is a group of bytes sent in one

transaction (transmit operation). Although TCP correctly reorders data that arrives out of

order, it is concerned only with bytes. It does not honor message boundaries, i.e., the

structure of data in terms of their original transmission units at the sender. SCTP, in contrast,

conserves message boundaries by operating on whole messages in a fashion similar to the

User Datagram Protocol (UDP). This means that a group of bytes that is sent in one

transmission operation (transaction) is read exactly as that group, called message, at the

receiver.

The term "multi-streaming" refers to the capability of SCTP to transmit several independent

streams of messages in parallel, for example transmitting Web page images together with the

Web page text. You can think of multi-streaming as bundling several TCP connections into a

single SCTP association, operating on messages rather than bytes.

TCP preserves byte order in the stream by assigning a sequence number to each packet.

SCTP, on the other hand, assigns a sequence number to each messagesent in a stream. This

allows independent ordering of messages in different streams. However, message ordering is

optional in SCTP; a receiving application may choose to process messages in the order they

are received instead of the order they were sent.

Topic : Internet Protocol Version 6

Topic Objective:

At the end of this topic student would be able to:

 Learn about Motivation for IPv6

 Learn about IPv4 exhaustion

 Understand Features and differences from IPv4

 Learn about Larger address space

 Learn about Stateless address autoconfiguration

 Understand Multicast
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 Understand Mandatory network layer security

 Understand Simplified processing by routers

Definition/Overview:

IPV6: Internet Protocol version 6 (IPv6) is the next-generation Internet Layer protocol for

packet-switched internetworks and the Internet. IPv4 is currently the dominant Internet

Protocol version, and was the first to receive widespread use. In December 1998, the Internet

Engineering Task Force (IETF) designated IPv6 as the successor to version 4 by the

publication of a Standards Track specification, RFC 2460.

Key Points:

1. Motivation for IPv6

The first publicly-used version of the Internet Protocol, Version 4 (IPv4), provides an

addressing capability of about 4 billion addresses (232). This was deemed sufficient in the

early design stages of the Internet when the explosive growth and worldwide distribution of

networks was not anticipated. During the first decade of operation of the TCP/IP-based

Internet, by the late 1980s, it became apparent that methods had to be developed to conserve

address space. In the early 1990s, even after the introduction of classless network redesign, it

became clear that this would not suffice to prevent IPv4 address exhaustion and that further

changes to the Internet infrastructure were needed. By the beginning of 1992, several

proposed systems were being circulated, and by the end of 1992, the IETF announced a call

for white papers (RFC 1550) and the creation of the "IP Next Generation" (IPng) area of

working groups. The Internet Engineering Task Force adopted IPng on July 25, 1994, with

the formation of several IPng working groups. By 1996, a series of RFCs were released

defining Internet Protocol Version 6 (IPv6), starting with RFC 2460.

Incidentally, the IPng architects could not use version number 5 as a successor to IPv4,

because it had been assigned to an experimental flow-oriented streaming protocol (Internet

Stream Protocol), similar to IPv4, intended to support video and audio. It is widely expected

that IPv4 will be supported alongside IPv6 for the foreseeable future. IPv4-only nodes are not

able to communicate directly with IPv6 nodes, and will need assistance from an intermediary;

see Transition mechanisms, below.
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2. IPv4 exhaustion

Estimates of the time frame until complete exhaustion of IPv4 addresses used to vary widely.

In 2003, Paul Wilson (director of APNIC) stated that, based on then-current rates of

deployment, the available space would last until 2023. In September 2005 a report by Cisco

Systems (a network hardware manufacturer) suggested that the pool of available addresses

would dry up in as little as 4 to 5 years. As of November 2007, a daily updated report

projected that the IANA pool of unallocated addresses would be exhausted in May 2010, with

the various Regional Internet Registries using up their allocations from IANA in April 2011.

There is now consensus among Regional Internet Registries that final milestones of the

exhaustion process will be passed in 2010 or 2011 at the latest, and a policy process has

started for the end-game and post-exhaustion era .

3. Features and differences from IPv4

To a great extent, IPv6 is a conservative extension of IPv4. Most transport- and application-

layer protocols need little or no change to work over IPv6; exceptions are applications

protocols that embed network-layer addresses (such as FTP or NTPv3). IPv6 specifies a new

packet format, designed to minimize packet-header processing. Since the headers of IPv4 and

IPv6 are significantly different, the two protocols are not interoperable.

4. Larger address space

IPv6 features a larger address space than that of IPv4: addresses in IPv6 are 128 bits long

versus 32 bits in IPv4. The very large IPv6 address space supports a total of 2128 (about

3.41038) addressesor approximately 51028 (roughly 295) addresses for each of the roughly

6.5 billion (6.5109) people alive today. In a different perspective, this is 252 addresses for

every observable star in the known universe. While these numbers are impressive, it was not

the intent of the designers of the IPv6 address space to assure geographical saturation with

usable addresses. Rather, the longer addresses allow a better, systematic, hierarchical

allocation of addresses and efficient route aggregation. With IPv4, complex Classless Inter-

Domain Routing (CIDR) techniques were developed to make the best use of the small

address space. Renumbering an existing network for a new connectivity provider with

different routing prefixes is a major effort with IPv4, as discussed in RFC 2071 and RFC

2072. With IPv6, however, changing the prefix in a few routers can renumber an entire
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network ad hoc, because the host identifiers (the least-significant 64 bits of an address) are

decoupled from the subnet identifiers and the network provider's routing prefix. The size of a

subnet in IPv6 is 264 addresses (64-bit subnet mask); the square of the size of the entire IPv4

Internet. Thus, actual address space utilization rates will likely be small in IPv6, but network

management and routing will be more efficient.

5. Stateless address autoconfiguration

IPv6 hosts can configure themselves automatically when connected to a routed IPv6 network

using ICMPv6 router discovery messages. When first connected to a network, a host sends a

link-local multicast router solicitation request for its configuration parameters; if configured

suitably, routers respond to such a request with a router advertisement packet that contains

network-layer configuration parameters. If IPv6 stateless address autoconfiguration (SLAAC)

is unsuitable for an application, a host can use stateful configuration (DHCPv6) or be

configured manually. Stateless autoconfiguration is not used by routers.

6. Multicast

Multicast, the ability to send a single packet to multiple destinations, is part of the base

specification in IPv6. This is unlike IPv4, where it is optional (although usually

implemented).

IPv6 does not implement broadcast, the ability to send a packet to all hosts on the attached

link. The same effect can be achieved by sending a packet to the link-local all hosts multicast

group.

Most environments, however, do not currently have their network infrastructures configured

to route multicast packets; multicasting on single subnet will work, but global multicasting

might not.

7. Mandatory network layer security

Internet Protocol Security (IPsec), the protocol for IP encryption and authentication, forms an

integral part of the base protocol suite in IPv6. IPSec support is mandatory in IPv6; this is

unlike IPv4, where it is optional (but usually implemented). IPsec, however, is not widely

used at present except for securing traffic between IPv6 Border Gateway Protocol routers.
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8. Simplified processing by routers

A number of simplifications have been made to the packet header, and the process of packet

forwarding has been simplified, in order to make packet processing by routers simpler and

hence more efficient. Concretely, The packet header in IPv6 is simpler than that used in IPv4,

with many rarely-used fields moved to separate options; in effect, although the addresses in

IPv6 are four times larger, the (option-less) IPv6 header is only twice the size of the (option-

less) IPv4 header. IPv6 routers do not perform fragmentation. IPv6 hosts are required to

either perform PMTU discovery, perform end-to-end fragmentation, or to send packets

smaller than the IPv6 minimum maximum transmission unit size of 1280 bytes. The IPv6

header is not protected by a checksum, integrity protection is expected to be assured by a

transport-layer checksum. In effect, IPv6 routers do not need to recompute a checksum when

header fields (such as the TTL or Hop Count) change. This improvement may have been

made obsolete by the development of routers that perform checksum computation at line

speed using dedicated hardware. The Time-to-Live field of IPv4 has been renamed to Hop

Limit, reflecting the fact that routers are no longer expected to compute the time a packet has

spent in a queue.

Topic : Domain Name System

Topic Objective:

At the end of this topic student would be able to:

 Understand DNS Features

 Understand The domain name space

 Learn about Parts of a domain name

 Learn about DNS servers

 Learn about DNS resolvers

 Learn about Caching and time to live

 Learn about Caching time
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Definition/Overview:

The Domain Name System: The Domain Name System (DNS) is a hierarchical naming

system for computers, services, or any resource participating in the Internet. It associates

various information with domain names assigned to such participants. Most importantly, it

translates domain names meaningful to humans into the numerical (binary) identifiers

associated with networking equipment for the purpose of locating and addressing these

devices world-wide.

Key Points:

1. DNS Features

The Domain Name System makes it possible to assign domain names to groups of Internet

users in a meaningful way, independent of each user's physical location. Because of this,

World-Wide Web (WWW) hyperlinks and Internet contact information can remain consistent

and constant even if the current Internet routing arrangements change or the participant uses a

mobile device. Internet domain names are easier to remember than IP addresses such as

208.77.188.166 (IPv4) or 2001:db8:1f70::999:de8:7648:6e8 (IPv6). People take advantage of

this when they recite meaningful URLs and e-mail addresses without having to know how the

machine will actually locate them. The Domain Name System distributes the responsibility of

assigning domain names and mapping those names to IP addresses by designating

authoritative name servers for each domain. Authoritative name servers are assigned to be

responsible for their particular domains, and in turn can assign other authoritative name

servers for their sub-domains. This mechanism has made the DNS distributed, fault tolerant,

and helped avoid the need for a single central register to be continually consulted and

updated. In general, the Domain Name System also stores other types of information, such as

the list of mail servers that accept email for a given Internet domain. By providing a world-

wide, distributed keyword-based redirection service, the Domain Name System is an essential

component of the functionality of the Internet. Other identifiers such as RFID tags, UPC

codes, International characters in email addresses and host names, and a variety of other

identifiers could all potentially utilize DNS .

The Domain Name System also defines the technical underpinnings of the functionality of

this database service. For this purpose it defines the DNS protocol, a detailed specification of
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the data structures and communication exchanges used in DNS, as part of the Internet

Protocol Suite (TCP/IP). The context of the DNS within the Internet protocols may be seen in

the following diagram. The DNS protocol was developed and defined in the early 1980s and

published by the Internet Engineering Task Force (cf. History).

2. The domain name space

The domain name space consists of a tree of domain names. Each node or leaf in the tree has

zero or more resource records, which hold information associated with the domain name. The

tree sub-divides into zones beginning at the root zone. A DNS zone consists of a collection of

connected nodes authoritatively served by an authoritative nameserver. (Note that a single

nameserver can host several zones.) Administrative responsibility over any zone may be

divided, thereby creating additional zones. Authority is said to be delegated for a portion of

the old space, usually in form of sub-domains, to another nameserver and administrative

entity. The old zone ceases to be authoritative for the new zone.

3. Parts of a domain name

A domain name usually consists of two or more parts (technically labels), which are

conventionally written separated by dots, such as example.com. The rightmost label conveys

the top-level domain (for example, the address www.example.com has the top-level domain

com). Each label to the left specifies a subdivision, or subdomain of the domain above it.

Note: subdomain expresses relative dependence, not absolute dependence. For example:

example.com is a subdomain of the com domain, and www.example.com is a subdomain of

the domain example.com. In theory, this subdivision can go down 127 levels. Each label can

contain up to 63 octets. The whole domain name may not exceed a total length of 253 octets.

In practice, some domain registries may have shorter limits.A hostname refers to a domain

name that has one or more associated IP addresses; ie: the 'www.example.com' and

'example.com' domains are both hostnames, however, the 'com' domain is not.

4.DNS servers

The Domain Name System is maintained by a distributed database system, which uses the

client-server model. The nodes of this database are the name servers. Each domain or
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subdomain has one or more authoritative DNS servers that publish information about that

domain and the name servers of any domains subordinate to it. The top of the hierarchy is

served by the root nameservers: the servers to query when looking up (resolving) a top-level

domain name (TLD).

5.DNS resolvers

The client-side of the DNS is called a DNS resolver. It is responsible for initiating and

sequencing the queries that ultimately lead to a full resolution (translation) of the resource

sought, e.g., translation of a domain name into an IP address.

 A DNS query may be either a recursive query or a non-recursive query:

 A non-recursive query is one in which the DNS server may provide a partial answer to the

query (or give an error).

 A recursive query is one where the DNS server will fully answer the query (or give an error).

DNS servers are not required to support recursive queries.

 The resolver (or another DNS server acting recursively on behalf of the resolver) negotiates

use of recursive service using bits in the query headers.

 Resolving usually entails iterating through several name servers to find the needed

information. However, some resolvers function simplistically and can communicate only with

a single name server. These simple resolvers rely on a recursive query to a recursive name

server to perform the work of finding information for them.

6. Caching and time to live

Because of the huge volume of requests generated by a system like DNS, the designers

wished to provide a mechanism to reduce the load on individual DNS servers. To this end,

the DNS resolution process allows for caching (i.e. the local recording and subsequent

consultation of the results of a DNS query) for a given period of time after a successful

answer. How long a resolver caches a DNS response (i.e. how long a DNS response remains

valid) is determined by a value called the time to live (TTL). The TTL is set by the

administrator of the DNS server handing out the response. The period of validity may vary

from just seconds to days or even weeks.
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7. Caching time

As a noteworthy consequence of this distributed and caching architecture, changes to DNS do

not always take effect immediately and globally. This is best explained with an example: If

an administrator has set a TTL of 6 hours for the host www.wikipedia.org, and then changes

the IP address to which www.wikipedia.org resolves at 12:01pm, the administrator must

consider that a person who cached a response with the old IP address at 12:00noon will not

consult the DNS server again until 6:00pm. The period between 12:01pm and 6:00pm in this

example is called caching time, which is best defined as a period of time that begins when

you make a change to a DNS record and ends after the maximum amount of time specified by

the TTL expires. This essentially leads to an important logistical consideration when making

changes to DNS: not everyone is necessarily seeing the same thing you're seeing. RFC 1912

helps to convey basic rules for how to set the TTL. Some resolvers may override TTL values,

as the protocol supports caching for up to 68 years or no caching at all. Negative caching (the

non-existence of records) is determined by name servers authoritative for a zone which

MUST include the Start of Authority (SOA) record when reporting no data of the requested

type exists. The MINIMUM field of the SOA record and the TTL of the SOA itself is used to

establish the TTL for the negative answer. Many people incorrectly refer to a mysterious 48

hour or 72 hour propagation time when you make a DNS change. When one changes the NS

records for one's domain or the IP addresses for hostnames of authoritative DNS servers

using one's domain (if any), there can be a lengthy period of time before all DNS servers use

the new information. This is because those records are handled by the zone parent DNS

servers (for example, the .com DNS servers if your domain is example.com), which typically

cache those records for 48 hours. However, those DNS changes will be immediately available

for any DNS servers that do not have them cached. And any DNS changes on your domain

other than the NS records and authoritative DNS server names can be nearly instantaneous, if

you choose for them to be (by lowering the TTL once or twice ahead of time, and waiting

until the old TTL expires before making the change).
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Topic : Tcp/Ip Applications-Layer Protocols

Topic Objective:

At the end of this topic student would be able to:

 Learn about the concept of TCP/IP layers

 Learn about Layers in the TCP/IP model

 Learn about OSI and TCP/IP layering differences

 Understand Application Layer and TCP/IP

 Understand TCP/IP Implementations

Definition/Overview:

Communication Protocols: In the field of telecommunications, a communications protocol

is the set of standard rules for data representation, signaling, authentication and error

detection required to send information over a communications channel. An example of a

simple communications protocol adapted to voice communication is the case of a radio

dispatcher talking to mobile stations. Communication protocols for digital computer network

communication have features intended to ensure reliable interchange of data over an

imperfect communication channel. Communication protocol is basically following certain

rules so that the system works properly.

Key Points:

1. The concept of TCP/IP layers

The TCP/IP suite uses encapsulation to provide abstraction of protocols and services. Such

encapsulation usually is aligned with the division of the protocol suite into layers of general

functionality. In general, an application (the highest level of the model) uses a set of

protocols to send its data down the layers, being further encapsulated at each level. This may

be illustrated by an example network scenario, in which two Internet host computers

communicate across local network boundaries constituted by their internetworking gateways

(routers).

2. Layers in the TCP/IP model
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The layers near the top are logically closer to the user application (as opposed to the human

user), while those near the bottom are logically closer to the physical transmission of the data.

Viewing layers as providing or consuming a service is a method of abstraction to isolate

upper layer protocols from the nitty gritty detail of transmitting bits over, say, Ethernet and

collision detection, while the lower layers avoid having to know the details of each and every

application and its protocol.

This abstraction also allows upper layers to provide services that the lower layers cannot, or

choose not to, provide. Again, the original OSI Reference Model was extended to include

connectionless services (OSIRM CL). For example, IP is not designed to be reliable and is a

best effort delivery protocol. This means that all transport layers must choose whether or not

to provide reliability and to what degree. UDP provides data integrity (via a checksum) but

does not guarantee delivery; TCP provides both data integrity and delivery guarantee (by

retransmitting until the receiver receives the packet).

This model lacks the formalism of the OSI reference model and associated documents, but

the IETF does not use a formal model and does not consider this a limitation, as in the

comment by David D. Clark, "We reject: kings, presidents and voting. We believe in: rough

consensus and running code." Criticisms of this model, which have been made with respect to

the OSI Reference Model, often do not consider ISO's later extensions to that model.

 For multiaccess links with their own addressing systems (e.g. Ethernet) an address mapping

protocol is needed. Such protocols can be considered to be below IP but above the existing

link system. While the IETF does not use the terminology, this is a subnetwork dependent

convergence facility according to an extension to the OSI model, the Internal Organization of

the Network Layer (IONL) .

 ICMP & IGMP operate on top of IP but do not transport data like UDP or TCP. Again, this

functionality exists as layer management extensions to the OSI model, in its Management

Framework (OSIRM MF)

 The SSL/TLS library operates above the transport layer (utilizes TCP) but below application

protocols. Again, there was no intention, on the part of the designers of these protocols, to

comply with OSI architecture.

 The link is treated like a black box here. This is fine for discussing IP (since the whole point

of IP is it will run over virtually anything). The IETF explicitly does not intend to discuss

transmission systems, which is a less academic but practical alternative to the OSI Reference

Model.
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3. OSI and TCP/IP layering differences

The three top layers in the OSI modelthe application layer, the presentation layer and the

session layerusually are lumped into one layer in the TCP/IP model. While some pure OSI

protocol applications, such as X.400, also lumpedthem together, there is no requirementthat a

TCP/IP protocol stack needs to be monolithic above the transport layer. For example, the

Network File System (NFS) application protocol runs over the eXternal Data Representation

(XDR) presentation protocol, which, in turn, runs over a protocol with session layer

functionality, Remote Procedure Call (RPC). RPC provides reliable record transmission, so it

can run safely over the best-effort User Datagram Protocol (UDP) transport.

The session layer roughly corresponds to the Telnet virtual terminal functionality, which is

part of text based protocols such as HTTP and SMTP TCP/IP model application layer

protocols. It also corresponds to TCP and UDP port numbering, which is considered as part

of the transport layer in the TCP/IP model. The presentation layer has similarities to the

MIME standard, which also is used in HTTP and SMTP. Since the IETF protocol

development effort is not concerned with strict layering, some of its protocols may not appear

to fit cleanly into the OSI model. These conflicts, however, are more frequent when one only

looks at the original OSI model, ISO 7498, without looking at the annexes to this model (e.g.,

ISO 7498/4 Management Framework), or the ISO 8648 Internal Organization of the Network

Layer (IONL). When the IONL and Management Framework documents are considered, the

ICMP and IGMP are neatly defined as layer management protocols for the network layer. In

like manner, the IONL provides a structure for "subnetwork dependent convergence

facilities" such as ARP and RARP.

IETF protocols can be applied recursively, as demonstrated by tunneling protocols such as

Generic Routing Encapsulation (GRE). While basic OSI documents do not consider

tunneling, there is some concept of tunneling in yet another extension to the OSI architecture,

specifically the transport layer gateways within the International Standardized Profile

framework. The associated OSI development effort, however, has been abandoned given the

real-world adoption of TCP/IP protocols.

4. Application Layer and TCP/IP

The application layer refers to the higher-level protocols used by most applications for

network communication. Examples of application layer protocols include the File Transfer

Protocol (FTP) and the Simple Mail Transfer Protocol (SMTP). Data coded according to

application layer protocols are then encapsulated into one or (occasionally) more transport

layer protocols (such as the Transmission Control Protocol (TCP) or User Datagram Protocol
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(UDP)), which in turn use lower layer protocols to effect actual data transfer.Since the IP

stack defines no layers between the application and transport layers, the application layer

must include any protocols that act like the OSI's presentation and session layer protocols.

This is usually done through libraries.Application layer protocols generally treat the transport

layer (and lower) protocols as "black boxes" which provide a stable network connection

across which to communicate, although the applications are usually aware of key qualities of

the transport layer connection such as the end point IP addresses and port numbers. As noted

above, layers are not necessarily clearly defined in the Internet protocol suite. Application

layer protocols are most often associated with client-server applications, and the commoner

servers have specific ports assigned to them by the IANA: HTTP has port 80; Telnet has port

23; etc. Clients, on the other hand, tend to use ephemeral ports, i.e. port numbers assigned at

random from a range set aside for the purpose.Transport and lower level layers are largely

unconcerned with the specifics of application layer protocols.

5. TCP/IP Implementations

Today, most operating systems include and install a TCP/IP stack by default. For most users,

there is no need to look for implementations. TCP/IP is included in all commercial Unix

systems, Mac OS X, and all free-software Unix-like systems such as Linux distributions and

BSD systems, as well as all Microsoft Windows operating systems. Unique implementations

include Lightweight TCP/IP, an open source stack designed for embedded systems and

KA9Q NOS, a stack and associated protocols for amateur packet radio systems and personal

computers connected via serial lines. Routers and switches do not typically "look inside" the

encapsulated traffic to see what kind of application protocol it represents, rather they just

provide a conduit for it. However, some firewall and bandwidth throttling applications do try

to determine what's inside, as with the Resource Reservation Protocol (RSVP). It's also

sometimes necessary for Network Address Translation (NAT) facilities to take account of the

needs of particular application layer protocols. (NAT allows hosts on private networks to

communicate with the outside world via a single visible IP address using port forwarding,

and is an almost ubiquitous feature of modern domestic broadband routers).

The functional groups of protocols and methods are the Application Layer, the Transport

Layer, the Internet Layer, and the Link Layer (RFC 1122). It should be noted that this model

was not intended to be a rigid reference model into which new protocols have to fit in order
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to be accepted as a standard. Different authors have interpreted the RFCs differently

regarding whether the Link Layer(and the four-layer TCP/IP model) covers physical layer

issues or a "hardware layer" is assumed below the link layer. Some authors have tried to use

other names for the link layer, such as Network interface layer, in effort to avoid confusion

with the Data link layer of the seven-layer OSI model. Others have attempted to map the

Internet Protocol model onto the seven-layer OSI Model. The mapping often results in a five-

layer TCP/IP model, wherein the Link Layer is split into a Data Link Layer on top of a

Physical Layer. Especially in literature with a bottom-up approach to computer networking,

where physical layer issues are emphasized, an evolution towards a five-layer Internet model

can be observed out of pedagogical reasons.

The Internet Layer is usually directly mapped to the OSI's Network Layer. At the top of the

hierarchy, the Transport Layeris always mapped directly into OSI Layer 4 of the same name.

OSIs Application Layer, Presentation Layer, and Session Layer are collapsed into TCP/IP's

Application Layer. As a result, these efforts result in either a four- or five-layer scheme with

a variety of layer names. This has caused considerable confusion in the application of these

models. Other authors dispense with rigid pedagogy focusing instead on functionality and

behavior.

The Internet protocol stack has never been altered by the Internet Engineering Task Force

(IETF) from the four layers defined in RFC 1122. The IETF makes no effort to follow the

seven-layer OSI model and does not refer to it in standards-track protocol specifications and

other architectural documents. The IETF has repeatedly stated that Internet protocol and

architecture development is not intended to be OSI-compliant.

Topic : Integrated Services Data Networks

Topic Objective:

At the end of this topic student would be able to:

 Learn about ISDN elements

 Learn about Basic Rate Interface
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 Learn about Primary Rate Interface

 Learn about ISDN Configurations

 Learn about Types of ISDN

Definition/Overview:

ISDN: Integrated Services Digital Network (ISDN) is a telephone system network. Prior to

the ISDN, the phone system was viewed as a way to transport voice, with some special

services available for data. The key feature of the ISDN is that it integrates speech and data

on the same lines, adding features that were not available in the classic telephone system.

Key Points:

1. ISDN elements

 Integrated Services refers to ISDN's ability to deliver at minimum two simultaneous

connections, in any combination of data, voice, video, and fax, over a single line. Multiple

devices can be attached to the line, and used as needed. That means an ISDN line can take

care of most people's complete communications needs at a much higher transmission rate,

without forcing the purchase of multiple analog phone lines.

 Digital refers to its purely digital transmission, as opposed to the analog transmission of plain

old telephone service (POTS). Use of an analog telephone modem for Internet access requires

that the Internet service provider's (ISP) modem converts the digital content to analog signals

before sending it and the user's modem then converts those signals back to digital when

receiving. When connecting with ISDN there is no digital to analog conversion.

 Network refers to the fact that ISDN is not simply a point-to-point solution like a leased line.

ISDN networks extend from the local telephone exchange to the remote user and includes all

of the telecommunications and switching equipment in between. However, some users do

employ the network for a constant point to point connection, such as between offices of a

company or to carry signals for broadcast. This is called a "nailed up" call.

2. Basic Rate Interface

The entry level interface to ISDN is the Basic Rate Interface (BRI), a 144 kbit/s service

delivered over a pair of standard telephone copper wires. The 144 kbit/s rate is broken down

into two 64 kbit/s bearer channels ('B' channels) and one 16 kbit/s signaling channel ('D'
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channel or Data channel). BRI is sometimes referred to as 2B+D. The Interface specifies

three different network interfaces:

 The U interface is a two-wire interface between the exchange and the Network Terminating

Unit which is usually the demarcation point in non-North American networks.

 The T interface is a serial interface between a computing device and a Terminal Adapter,

which is the digital equivalent of a modem.

 The S interface is a four-wire bus that ISDN consumer devices plug into; the S & T reference

points are commonly implemented as a single interface labeled 'S/T' on an NT1

 The R interface defines the point between a non-ISDN device and a terminal adapter (TA)

which provides translation to and from such a device.

3. Primary Rate Interface

The other ISDN service available is the Primary Rate Interface (PRI) which is carried over an

E1 (2048 kbit/s) in most parts of the world. An E1 is 30 'B' channels of 64 kbit/s, one 'D'

channel of 64 kbit/s and a timing and alarm channel of 64 kbit/s. In North America PRI

service is delivered on one or more T1s (sometimes referred to as 23B+D) of 1544 kbit/s (24

channels). A T1 has 23 'B' channels and 1 'D' channel for signalling (Japan uses a circuit

called a J1, which is similar to a T1). In North America, NFAS allows two or more PRIs to be

controlled by a single D channel, and is sometimes called "23B+D + n*24B". D-channel

backup allows you to have a second D channel in case the primary fails. One popular use of

NFAS is on a T3. PRI-ISDN is popular throughout the world, especially for connection of

PSTN circuits to PBXs. Even though many network professionals use the term "ISDN" to

refer to the lower-bandwidth BRI circuit, in North America by far the majority of ISDN

services are in fact PRI circuits serving PBXs.

4. ISDN Configurations

In ISDN, there are two types of channels, B (for "Bearer") and D (for "Delta"). B channels

are used for data (which may include voice), and D channelsare intended for signaling and

control (but can also be used for data). There are two ISDN implementations. Basic Rate

Interface (BRI), also called Basic Rate Access (BRA) in Europe consists of two B channels,

each with bandwidth of 64 kbit/s, and one D channel with a bandwidth of 16 kbit/s. Together

these three channels can be designated as 2B+D. Primary Rate Interface (PRI), also called

Primary Rate Access (PRA) in Europe contains a greater number of B channels and a D

channel with a bandwidth of 64 kbit/s. The number of B channels for PRI varies according to
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the nation: in North America and Japan it is 23B+1D, with an aggregate bit rate of 1.544

Mbit/s (T1); in Europe, India and Australia it is 30B+1D, with an aggregate bit rate of 2.048

Mbit/s (E1). Broadband Integrated Services Digital Network(BISDN) is another ISDN

implementation and it is able to manage different types of services at the same time. It is

primarily used within network backbones and employs ATM.

Another alternative ISDN configuration can be used in which the B channels of an ISDN

basic rate interface are bonded to provide a total duplex bandwidth of 128 kbit/s.

This precludes use of the line for voice calls while the internet connection is in use. The B

channels of several BRIs can be BONDED, a typical use is a 384K videoconferencing

channel. Using bipolar with eight-zero substitution encoding technique, call data is

transmitted over the data (B) channels, with the signaling (D) channels used for call setup and

management. Once a call is set up, there is a simple 64 kbit/s synchronous bidirectional data

channel (actually implemented as two simplex channels, one in each direction) between the

end parties, lasting until the call is terminated. There can be as many calls as there are bearer

channels, to the same or different end-points. Bearer channels may also be multiplexed into

what may be considered single, higher-bandwidth channels via a process called B channel

BONDING, or via use of Multi-Link PPP "bundling" or by using an H0, H11, or H12

channel on a PRI. The D channel can also be used for sending and receiving X.25 data

packets, and connection to X.25 packet network, this is specified in X.31. In practice, X.31

was only commercially implemented in UK, Franceand Japan.

5. Types of ISDN communications

Among the kinds of data that can be moved over the 64 kbit/s channels are pulse-code

modulated voice calls, providing access to the traditional voice PSTN. This information can

be passed between the network and the user end-point at call set-up time. In North America,

ISDN is now used mostly as an alternative to analog connections, most commonly for

Internet access. Some of the services envisioned as being delivered over ISDN are now

delivered over the Internet instead. In Europe, and in Germanyin particular, ISDN has been

successfully marketed as a phone with features, as opposed to a POTS phone (Plain Old

Telephone Service) with few or no features. Meanwhile, features that were first available

with ISDN (such as Three-Way Call, Call Forwarding, Caller ID, etc.) are now commonly

available for ordinary analog phones as well, eliminating this advantage of ISDN.

Another advantage of ISDN was the possibility of multiple simultaneous calls (one call per B

channel), e.g. for big families, but with the increased popularity and reduced prices of mobile
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telephony this has become less interesting as well, making ISDN unappealing to the private

customer. However, ISDN is typically more reliable than POTS, and has a significantly faster

call setup time compared with POTS, and IP connections over ISDN typically have some

3035ms round trip time, as opposed to 120180ms (both measured with otherwise unused

lines) over 56k or V.34/V.92 modems, making ISDN more reliable and more efficient for

telecommuters. Where an analog connection requires a modem, an ISDN connection requires

a terminal adapter (TA). The function of an ISDN terminal adapter is often delivered in the

form of a PC card with an S/T interface, and single-chip solutions seem to exist, considering

the plethora of combined ISDN- and ADSL-routers. ISDN is commonly used in radio

broadcasting. Since ISDN provides a high quality connection this assists in delivering good

quality audio for transmission in radio. Most radio studios are equipped with ISDN lines as

their main form of communication with other studios or standard phone lines. Equipment

made by companies such as Omnia (the popular Zephyr codec) and others are used regularly

by radio broadcasters. Sometimes a dipswitch setting must be changed on one codec to "talk"

with another made by a different manufactuer.
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