
ADVANCED NETWORK MANAGEMENT

Topic Objective:

At the end of this topic student would be able to:

 Understand RAD Data Communications

 Explain Analogy of Telephone Network

 Highlight Telecommunication Network

 Elaborate Distributed Computing Environment

 Evaluate TCP / IP-Based Networks

 Analyze Communications Protocols

 Examine Communication Architectures

 Define Importance of Topology

 Describe Information Technology Managers

 Identify Network Provisioning

 Learn about the Future of Network Management

Definition/Overview:

Digital communications refers to the transmission of a sequence of digital messages (a bit

stream) or a digitized analog signal. This is in contrast to analog communications. While

analog communications represents a continuously varying signal by a continuously varying

signal, a digital transmission can be broken down into discrete messages. The messages are

either represented by a sequence of pulses by means of a line code, or by a limited set of

analogue wave forms, using a digital modulation method. Transmitting data in discrete

messages allows for greater signal processing capability. The ability to process a

communications signal means that errors caused by random processes can be detected and

corrected. Digital signals can also be sampled instead of continuously monitored. The

multiplexing of multiple digital signals is much simpler to the multiplexing of analog signals.

Because of all these advantages, and because recent advances in wideband communication

channels and solid-state electronics have allowed scientists to fully realize these advantages,

digital communications has grown quickly. Digital communications is quickly edging out
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analog communication because of the vast demand to transmit computer data and the ability

of digital communications to do so.

Key Points:

1. RAD Data Communications

RAD Data Communications (also known as "RAD") is a privately held corporation,

based in Tel Aviv, Israel, which designs and manufactures specialized networking

equipment. It was founded in 1981 by Zohar Zisapel and his brother, Yehuda. RAD's

research, development and engineering includes TDM, Ethernet, MPLS, IP, ATM, Frame

Relay, E1/T1, E3/T3, xDSL, SDH/SONET, pseudowire circuit emulation and service

emulation, clock synchronization, voice compression, wireless, mobile and satellite

connectivity, fiber optics, SFPs (small form-factor pluggable) and ASICs (application-

specific integrated circuit), and integrated network management. In 1998, RAD invented

TDMoIP (TDM over IP) technology. The company's installed base exceeds 10,000,000

units and includes more than 150 telecommunications carriers and operators. RAD

products are sold by distributors in 164 countries. RAD Data Communications is a

member of the RAD Group of companies.

2. Analogy of Telephone Network

Network effects become significant after a certain subscription percentage has been

achieved, called critical mass. At the critical mass point, the value obtained from the good

or service is greater than or equal to the price paid for the good or service. As the value of

the good is determined by the user base, this implies that after a certain number of people

have subscribed to the service or purchased the good, additional people will subscribe to

the service or purchase the good due to the positive utility:price ratio. A key business

concern must then be how to attract users prior to reaching critical mass. One way is to

rely on extrinsic motivation, such as a payment, a fee waiver, or a request for friends to

sign up. A more natural strategy is to build a system that has enough value without

network effects, at least to early adopters. Then, as the number of users increases, the

system becomes even more valuable and is able to attract a wider user base. Joshua

Schachter has explained that he built Del.icio.us along these lines - he built an online

system where he could keep bookmarks for himself, such that even if no other user
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joined, it would still be valuable to him. It was relatively easy to build up a user base from

zero because early adopters found enough value in the system outside of the network

aspects. The same could be said for many other successful websites which derive value

from network effects, e.g. Flickr, MySpace.

Beyond critical mass, the increasing number of subscribers generally cannot continue

indefinitely. After a certain point, most networks become either congested or saturated,

stopping future uptake. Congestion occurs due to overuse. The applicable analogy is that

of a telephone network. While the number of users is below the congestion point, each

additional user adds additional value to every other customer. However, at some point the

addition of an extra user exceeds the capacity of the existing system. After this point,

each additional user decreases the value obtained by every other user. In practical terms,

each additional user increases the total system load, leading to busy signals, the inability

to get a dial tone, and poor customer support. The next critical point is where the value

obtained again equals the price paid. The network will cease to grow at this point, and the

system must be enlarged. The congestion point may be larger than the market size. New

Peer-to-peer technological models may always defy congestion. Peer-to-Peer systems, or

"P2P," are networks designed to distribute load among their user pool. This theoretically

allows true P2P networks to scale indefinitely. The P2P based telephony service Skype

benefits greatly from this effect. But market saturation will still occur. Network effects

are commonly mistaken for economies of scale, which result from business size rather

than interoperability (see also natural monopoly). To help clarify the distinction, people

speak of demand side vs. supply side economies of scale. Classical economies of scale are

on the production side, while network effects arise on the demand side. Network effects

are also mistaken for economies of scope. The network effect has a lot of similarities with

the description of phenomenon in reinforcing positive feedback loops description of

system dynamics. System dynamics could be used as a modeling method to describe such

phenomenon such as word of mouth and Bass model of marketing.

3. Telecommunication Network

A telecommunications network is a network of telecommunications links and nodes

arranged so that messages may be passed from one part of the network to another over

multiple links and through various nodes. Telecommunications network links (including

their endpoints or "nodes") may in turn be built out of hierarchical transmission systems.
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4. Distributed Computing Environment

The Distributed Computing Environment (DCE) is a software system developed in the

early 1990s by a consortium that included Apollo Computer (later part of Hewlett-

Packard), IBM, Digital Equipment Corporation, and others. The DCE supplies a

framework and toolkit for developing client/server applications. The framework includes

a remote procedure call (RPC) mechanism known as DCE/RPC, a naming (directory)

service, a time service, an authentication service and a distributed file system (DFS)

known as DCE/DFS. The largest unit of management in DCE is a cell. The highest

privileges within a cell are assigned to a role called cell administrator, normally assigned

to the "user" cell_admin. Note that this need not be a real OS-level user. The cell_admin

has all privileges over all DCE resources within the cell. Privileges can be awarded to or

removed from the following categories: user_obj, group_obj, other_obj, any_other for

any given DCE resource. The first three correspond to the owner, group member, and any

other DCE principal respectively. The last group contains any non-DCE principal.

Multiple cells can be configured to communicate and share resources with each other. All

principals from external cells are treated as "foreign" users and privileges can be awarded

or removed accordingly. In addition to this, specific users or groups can be assigned

privileges on any DCE resource, something which is not possible with the traditional

UNIX file system, which lacks ACLs. Major components of DCE within every cell are:

 The Security Server that is responsible for authentication.

 The Cell Directory Server (CDS) that is the repository of resources and ACLs.

 The Distributed Time Server that provides an accurate clock for proper functioning of the

entire cell.

Modern DCE implementations such as IBM's are fully capable of interoperating with

Kerberos as the security server, LDAP for the CDS and the Network Time Protocol

implementations for the time server. While it is possible to implement a distributed file

system using the DCE underpinnings by adding filenames to the CDS and defining the

appropriate ACLs on them, this is not user-friendly. DCE/DFS is a DCE based

application which provides a distributed filesystem on DCE. DCE/DFS can support

replicas of a fileset (the DCE/DFS equivalent of a filesystem) on multiple DFS servers -

there is one read-write copy and zero or more read only copies. Replication is supported

between the read-write and the read-only copies. In addition, DCE/DFS also supports
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what are called "backup" filesets, which if defined for a fileset are capable of storing a

version of the fileset as it was prior to the last replication. DCE/DFS is believed to be the

world's only distributed filesystem that correctly implements the full POSIX filesystem

semantics, including byte range locking. DCE/DFS was sufficiently reliable and stable to

be utilised by IBM to run the back-end filesystem for the 1996 Olympics web site,

seamlessly and automatically distributed and edited worldwide in different timezones.

5. TCP / IP-Based Networks

IP is the primary protocol in the Internet Layer of the Internet Protocol Suite and has the

task of delivering distinguished protocol datagrams (packets) from the source host to the

destination host solely based on their addresses. For this purpose the Internet Protocol

defines addressing methods and structures for datagram encapsulation. The first major

version of addressing structure, now referred to as Internet Protocol Version 4 (IPv4) is

still the dominant protocol of the Internet, although the successor, Internet Protocol

Version 6 (IPv6) is being actively deployed worldwide. Data from an upper layer protocol

is encapsulated as packets/datagrams (the terms are basically synonymous in IP). Circuit

setup is not needed before a host may send packets to another host that it has previously

not communicated with (a characteristic of packet-switched networks), thus IP is a

connectionless protocol. This is in contrast to Public Switched Telephone Networks that

require the setup of a circuit before a phone call may go through (connection-oriented

protocol). The Internet Protocol Suite (commonly known as TCP/IP) is the set of

communications protocols used for the Internet and other similar networks. It is named

from two of the most important protocols in it: the Transmission Control Protocol (TCP)

and the Internet Protocol (IP), which were the first two networking protocols defined in

this standard. Today's IP networking represents a synthesis of several developments that

began to evolve in the 1960s and 1970s, namely the Internet and LANs (Local Area

Networks), which emerged in the mid- to late-1980s, together with the advent of the

World Wide Web in the early 1990s.

The Internet Protocol Suite, like many protocol suites, may be viewed as a set of layers.

Each layer solves a set of problems involving the transmission of data, and provides a

well-defined service to the upper layer protocols based on using services from some

lower layers. Upper layers are logically closer to the user and deal with more abstract

data, relying on lower layer protocols to translate data into forms that can eventually be

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

5
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



physically transmitted. The TCP/IP model consists of four layers (RFC 1122). From

lowest to highest, these are the Link Layer, the Internet Layer, the Transport Layer, and

the Application Layer.

6. Communications Protocols

In computing, a protocol is a convention standard that controls or enables the connection,

communication, and data transfer between computing endpoints. In its simplest form, a

protocol can be defined as the rules governing the syntax, semantics, and synchronization

of communication. Protocols may be implemented by hardware, software, or a

combination of the two. At the lowest level, a protocol defines the behavior of a hardware

connection. The widespread use and expansion of communications protocols is both a

prerequisite for the Internet, and a major contributor to its power and success. The pair of

Internet Protocol (or IP) and Transmission Control Protocol (or TCP) are the most

important of these, and the term TCP/IP refers to a collection (or protocol suite) of its

most used protocols. Most of the Internet's communication protocols are described in the

RFC data of the Internet Engineering Task Force (or IETF). The protocols in human

communication are separate rules about appearance, speaking, listening and

understanding. All these rules, also called protocols of conversation, represent different

layers of communication. They work together to help people successfully communicate.

The need for protocols also applies to network devices. Computers have no way of

learning protocols, so network engineers have written rules for communication that must

be strictly followed for successful host-to-host communication. These rules apply to

different layers of sophistication such as which physical connections to use, how hosts

listen, how to interrupt, how to say good-bye, and in short how to communicate, what

language to use and many others. These rules, or protocols, that work together to ensure

successful communication are grouped into what is known as a protocol suite.

Object-oriented programming has extended the use of the term to include the

programming protocols available for connections and communication between objects.

Generally, only the simplest protocols are used alone. Most protocols, especially in the

context of communications or networking, are layered together into protocol stacks where

the various tasks listed above are divided among different protocols in the stack. Whereas

the protocol stack denotes a specific combination of protocols that work together, a

reference model is a software architecture that lists each layer and the services each
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should offer. The classic seven-layer reference model is the OSI model, which is used for

conceptualizing protocol stacks and peer entities. This reference model also provides an

opportunity to teach more general software engineering concepts like hiding, modularity,

and delegation of tasks. This model has endured in spite of the demise of many of its

protocols (and protocol stacks) originally sanctioned by the ISO.

7. Communication Architectures

The Software Communications Architecture (SCA) is an open architecture framework

that tells designers how elements of hardware and software are to operate in harmony

within a software defined radio. SCA governs the structure and operation of the

U.S.military's Joint Tactical Radio System (JTRS), enabling programmable radios to load

waveforms, run applications, and be networked into an integrated system. A Core

Framework, providing a standard operating environment, must be implemented on every

hardware set. Interoperability among radio sets is enhanced because the same waveform

software can be easily ported to all radio sets. The Object Management Group (OMG), a

not-for-profit consortium that produces and maintains computer industry specifications

for interoperable enterprise applications, has established a Software Based

Communications Domain Task Force (SBC-DTF). This group and the Software Defined

Radio Forum (SDRF), are working on an international commercial standard based on the

SCA. The SCA is extending its coverage to programmable hardware FPGA and digital

signal processors.

8. Importance of Topology

Network topology is the study of the arrangement or mapping of the elements(links,

nodes, etc.) of a network, especially the physical (real) and logical (virtual)

interconnections between nodes. A local area network (LAN) is one example of a

network that exhibits both a physical topology and a logical topology. Any given node in

the LAN will have one or more links to one or more other nodes in the network and the

mapping of these links and nodes onto a graph results in a geometrical shape that

determines the physical topology of the network. Likewise, the mapping of the flow of

data between the nodes in the network determines the logical topology of the network.

The physical and logical topologies might be identical in any particular network but they

also may be different. Any particular network topology is determined only by the
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graphical mapping of the configuration of physical and/or logical connections between

nodes. LAN Network Topology is, therefore, technically a part of graph theory. Distances

between nodes, physical interconnections, transmission rates, and/or signal types may

differ in two networks and yet their topologies may be identical.

9. Information Technology Managers

The definition of Information Technology Management, derived from the definition of

Technology Management by Michael K. Badawy (Virginia Tech), is as follows:

Information Technology Management is concerned with exploring and understanding

Information Technology as a corporate resource that determines both the strategic and

operational capabilities of the firm in designing and developing products and services for

maximum customer satisfaction, corporate productivity, profitability and competitiveness.

IT Management is a different subject from Management Information Systems.

Management Information Systems refer to information management methods tied to the

automation or support of human decision making. IT Management, as stated in the above

definition, refers to the IT related management activities in organizations.

10. Network Provisioning

The services which are assigned to the customer in the Customer relationship

management should be also provisioned on the network element who is enabling the

service, which will allow the customer to actually use the service. It is not necessary one

service configured in the CRM to correspond to one service on the network elements.

Some services can be enabled by more than one network element, by example the MMS

service. During the provisioning, the service mediation device will translate the service

and the corresponding parameters of the service to one or more services/parameters on

the network elements involved. The algorithm used to convert the system service into

network services is called provisioning logic. Electronic invoice feeds from your carriers

can be automatically downloaded directly into the core of the TEM software and it will

immediately conduct an audit of each single line item charge all the way down to the

USOC level. The provisioning software will capture each circuit number provided by all

of your carriers and if bills outside of the contracted rate an exception rule will trigger a

red flag and notify the pre-established staff member to review the billing error.
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11. Future of Network Management

The ISO under the direction of the OSI group has created a network management model

as the primary means for understanding the major functions of network management

systems. The model in question is interchangeably called either the OSI network

management model or ISO network management model so the full name could be the

OSI/ISO network management model. Future Combat Systems (FCS) is the United States

Army's principal modernization program. FCS includes 14+1+1 systems consisting of

unattended ground sensors (UGS), the Non-Line of Sight Launch System (NLOS-LS),

two classes of unmanned aerial vehicles (UAVs) organic to platoon, and Brigade Combat

Team (BCT) echelons; two classes of unmanned ground vehicles, the Small Unmanned

Ground Vehicle (SUGV), and Multifunctional Utility/Logistics and Equipment Vehicle

(MULE) variants; and the eight manned ground vehicles (14 individual systems), plus the

network (14+1), plus the Soldier (14+1+1).

FCS is intended to be a joint (across all US military services) networked system of

systems, although it is being developed by a US Army program office. The Boeing

Company and Science Applications International Corporation (SAIC) are partnered

together as the lead systems integrator for this program which involves more than 550

contractors and subcontractors in 41 states . The program has completed about one third

of its development which extends to 2030. Technical field tests began in 2008. The first

combat brigade equipped with FCS is expected to roll out around 2015, followed by full

production to equip as many as 15 brigades by 2030.

Topic : Review Of Computer Network Technology

Topic Objective:

At the end of this topic student would be able to:
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 Understand Network Topology

 Know about Local Area Networks

 Learn about Ethernet

 Highlight Full Duplex Ethernet

 Analyze Switched Ethernet

 Identify Virtual LAN

 Point out Token Ring

 Explain FDDI

 Elaborate Dual-attach FDDI Board

 Evaluate Wide Area Networks

 Examine Transmission Technology

 Define Wired Transmission

 Describe ISDN

 Understand Frame Relay

 Highlight Broadband

Definition/Overview:

Computer Network: A computer network is a group of interconnected computers. Networks

may be classified according to a wide variety of characteristics. This topic provides a general

overview of some types and categories and also presents the basic components of a network.

Information technology: Information technology (IT), as defined by the Information

Technology Association of America (ITAA), is "the study, design, development,

implementation, support or management of computer-based information systems, particularly

software applications and computer hardware." IT deals with the use of electronic computers

and computer software to convert, store, protect, process, transmit, and securely retrieve

information. Today, the term information technology has ballooned to encompass many

aspects of computing and technology, and the term has become very recognizable. The

information technology umbrella can be quite large, covering many fields. IT professionals

perform a variety of duties that range from installing applications to designing complex

computer networks and information databases. A few of the duties that IT professionals

perform may include data management, networking, engineering computer hardware,

database and software design, as well as the management and administration of entire

systems.
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When computer and communications technologies are combined, the result is information

technology, or "infotech". Information Technology (IT) is a general term that describes any

technology that helps to produce, manipulate, store, communicate, and/or disseminate

information. Presumably, when speaking of Information Technology (IT) as a whole, it is

noted that the use of computers and information are associated. The term Information

Technology (IT) was coined by Jim Domsic of Michigan in November 1981. Domsic created

the term to modernize the outdated phrase "data processing". Domsic at the time worked as a

computer manager for an automotive related industry. In recent years ABET and the ACM

have collaborated to form accreditation and curriculum standards for degrees in Information

Technology as a distinct field of study separate from both Computer Science and Information

Systems. SIGITE is the ACM working group for defining these standards.

Key Points:

1. Network Topology

Physical Topology means the physical design of a network including the devices, location

and cable installation. Logical Topology refers to the fact that how data actually transfers

in a network as opposed to its design. Topology can be considered as a virtual shape or

structure of a network. This shape actually does not correspond to the actual physical

design of the devices on the computer network. The computers on the home network can

be arranged in a circle shape but it does not necessarily mean that it presents a ring

topology.

1.1. Bus Topology

Bus topology uses a common backbone to connect all the network devices in a

network in a linear shape. A single cable functions as the shared communication

medium for all the devices attached with this cable with an interface connector. The

device, which wants to communicate send the broadcast message to all the devices

attached with the shared cable but only the intended recipient actually accepts and

process that message. Ethernet bus topologies are easy to install and dont require

much cabling and only a main shared cable is used for network communication.

10Base-2 and 10BaseT are two popular types of the Ethernet cables used in the Bus

topology. Also, Bus network works with very limited devices. Performance issues are
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likely to occur in the Bus topology if more than 12-15 computers are added in a Bus

Network. Additionally, if the Backbone cable fails then all network becomes useless

and no communication fails among all the computers. Unlike in the Star topology in

which if one computer is detached from a network then there is not effect on the other

computers in a network.

1.2. Ring Topology

In ring Network, every computer or devices has two adjacent neighbors for

communication. In a ring network, all the communication messages travel in the same

directory whether clockwise or anti clockwise. Any damage of the cable of any cable

or device can result in the breakdown of the whole network. Ring topology now has

become almost obsolete. DDI, SONET or Token Ring Technology can be used to

implement Ring Technology. Ring topologies can be found in office, school or small

buildings.

1.3. Star Topology

In the computer networking world the most commonly used topology in LAN is the

star topology. Star topologies can be implemented in home, offices or even in a

building. All the computers in the star topologies are connected to central devices like

hub, switch or router. The functionality of all these devices is different. I have

covered the detail of each networking devices in the separate portion of my website.

Computers in a network are usually connected with the hub, switch or router with the

Unshielded Twisted Pair (UTP) or Shielded Twisted Pair Cables. As compared to the

bus topology, a star network requires more devices & cables to complete a network.

The failure of each node or cable in a star network, wont take down the entire network

as compared to the Bus topology. However if the central connecting devices such as

hub, switch or router fails due to any reason, then ultimately all the network can come

down or collapse.

1.4. Tree Topology

Tree topologies are comprised of the multiple star topologies on a bus. Tree

topologies integrate multiple star topologies together onto a bus. Only the hub devices
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can connect directly with the tree bus and each Hub functions as a root of a tree of the

network devices. This bus/star/hybrid combination supports future expandability of

the computer networks, much better than a bus or star.

1.5. Mesh Topology

Mesh topology work on the concept of routes. In Mesh topology, message sent to the

destination can take any possible shortest, easiest route to reach its destination. In the

previous topologies star and bus, messages are usually broadcasted to every computer,

especially in bus topology. Similarly in the Ring topology message can travel in only

one direction i.e clockwise or anticlockwise. Internet employs the Mesh topology and

the message finds its route for its destination. Router works in find the routes for the

messages and in reaching them to their destinations. The topology in which every

device connects to every other device is called a full Mesh topology unlike in the

partial mesh in which every device is indirectly connected to the other devices.

Topologies are the important part of the network design theory. A better network can be

built if you have the knowledge of these topologies and if you know the difference

between each topology. Similarly you should have the knowledge of each network device

so that you can properly use them according to your network needs. A misconfigured

network can result in a waste of time and energy as well as a lots of troubleshooting

methods to resolve the issue. So thebasic understanding of the network topologies and

network devices is a must to build a good network.

2. Local Area Networks

A local area network (LAN) is a computer network covering a small physical area, like a

home, office, or small group of buildings, such as a school, or an airport. The defining

characteristics of LANs, in contrast to wide-area networks (WANs), include their usually

higher data-transfer rates, smaller geographic range, and lack of a need for leased

telecommunication lines. Ethernet over unshielded twisted pair cabling, and Wi-Fi are the

two most common technologies currently, but ARCNET, Token Ring and many others

have been used in the past. A local area network (LAN) supplies networking capability to

a group of computers in close proximity to each other such as in an office building, a

school, or a home. A LAN is useful for sharing resources like files, printers, games or
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other applications. A LAN in turn often connects to other LANs, and to the Internet or

other WAN. Most local area networks are built with relatively inexpensive hardware such

as Ethernet cables, network adapters, and hubs. Wireless LAN and other more advanced

LAN hardware options also exist.

Specialized operating system software may be used to configure a local area network. For

example, most flavors of Microsoft Windows provide a software package called Internet

Connection Sharing (ICS) that supports controlled access to LAN resources. The term

LAN party refers to a multiplayer gaming event where participants bring their own

computers and build a temporary LAN. A local area network, or LAN, is a network of

connected computers in a room, building, or set of buildings. Local area networks have

been around since the beginning of computer use. A LAN is defined as a user network

whereby data is sent at high rates between people located relatively close to each other.

LANs do not usually make use of leased communication lines, but only means of

communication that are provided by the installer of the network.

The Internet is a wide area network, or WAN, which is distinct from a LAN. In contrast

to the term Internet, local area networks are often called intranets, though sometimes this

term refers to a cluster of LANs associated with a particular company or organization but

not connected to the larger Internet. A local area network uses a hub or router to connect

computers together. The means of communication is the omnipresent Ethernet cable or

wireless wi-fi technology. These technologies offer data transfer rates running between 10

to 10000 Mbit/s. Larger, more important LANs have redundant lines or other backup

protocols. In networked computers, the most popular communication protocol is TCP/IP.

Smaller LANs may be temporary and used between friends to play computer games over

the network. Over a network, users can share files, view files, make changes to data on

other computers if permitted, play movies or music on multiple computers at once, chat

with instant messaging, send emails to each other, play games, and so on. All the

advantages of the Internet apply, although they only include others on the LAN, and the

data transfer rates are high.

Perhaps the most frequently employed use of a LAN is to connect users to the Internet

with only one connected router. In modern times, we use broadband cable or DSL

modems to connect to the Internet, and it would be clumsy to have a modem associated

with every computer, so we simply plug the modem into a router and link the router to
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computers with Ethernet cables. Configuring a LAN can be intimidating at first, but

contemporary operating systems have programs that do most of the necessary

configurations automatically, so setting up a local area network is pretty easy.

3. Ethernet

Ethernet is a family of frame-based computer networking technologies for local area

networks (LANs). The name comes from the physical concept of the ether. It defines a

number of wiring and signaling standards for the Physical Layer of the OSI networking

model, through means of network access at the Media Access Control (MAC) /Data Link

Layer, and a common addressing format. Ethernet is standardized as IEEE 802.3. The

combination of the twisted pair versions of Ethernet for connecting end systems to the

network, along with the fiber optic versions for site backbones, is the most widespread

wired LAN technology. It has been in use from around 1980 to the present, largely

replacing competing LAN standards such as token ring, FDDI, and ARCNET. There are

four different physical layer standards for gigabit Ethernet using optical fiber

(1000BASE-X), twisted pair cable (1000BASE-T), or balanced copper cable

(1000BASE-CX). The IEEE 802.3z standard includes 1000BASE-SX for transmission

over multi-mode fiber, 1000BASE-LX for transmission over single-mode fiber, and the

nearly obsolete 1000BASE-CX for transmission over balanced copper cabling. These

standards use 8b/10b encoding, which inflates the line rate by 25%, from 1000 Mbit/s to

1250 Mbit/s to ensure a DC balanced signal. The symbols are then sent using NRZ. IEEE

802.3ab, which defines the widely used 1000BASE-T interface type, uses a different

encoding scheme in order to keep the symbol rate as low as possible, allowing

transmission over twisted pair. Ethernet is the most widely-installed local area network (

LAN) technology. Specified in a standard, IEEE 802.3, Ethernet was originally developed

by Xerox from an earlier specification called Alohanet (for the Palo Alto Research Center

Aloha network) and then developed further by Xerox, DEC, and Intel. An Ethernet LAN

typically uses coaxial cable or special grades of twisted pair wires. Ethernet is also used

in wireless LANs. The most commonly installed Ethernet systems are called 10BASE-T

and provide transmission speeds up to 10 Mbps. Devices are connected to the cable and

compete for access using a Carrier Sense Multiple Access with Collision Detection

(CSMA/CD) protocol. Fast Ethernet or 100BASE-T provides transmission speeds up to

100 megabits per second and is typically used for LAN backbone systems, supporting
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workstations with 10BASE-T cards. Gigabit Ethernet provides an even higher level of

backbone support at 1000 megabits per second (1 gigabit or 1 billion bits per second). 10-

Gigabit Ethernet provides up to 10 billion bits per second. Ethernet was named by Robert

Metcalfe, one of its developers, for the passive substance called "luminiferous (light-

transmitting) ether" that was once thought to pervade the universe, carrying light

throughout. Ethernet was so- named to describe the way that cabling, also a passive

medium, could similarly carry data everywhere throughout the network. Ethernet is the

least expensive high speed LAN alternative. Ethernet adapter cards for a PC range from

$60 to $120. They transmit and receive data at speeds of 10 million bits per second

through up to 300 feet of telephone wire to a "hub" device normally stacked in a wiring

closet. The hub adds less than $50 to the cost of each desktop connection. Data is

transferred between wiring closets using either a heavy coax cable ("Thicknet") or fiber

optic cable.

Most textbook treatments of Ethernet would concentrate on Thicknet coax, because that is

the wiring arrangement used when Xerox invented the LAN. Today this is still used for

medium-long distances where medium levels of reliability are needed. Fiber goes farther

and has greater reliability, but a higher cost. To connect a number of workstations within

the same room, a light duty coax cable called "Thinnet" is commonly used. These other

media reflect an older view of workstation computers in a laboratory environment.

However, the PC and Macintosh have changed the geography of networking. Computers

are now located on desktops, dorm rooms, and at home. Telephone wire is the clear

choice (where possible) for the last hop from basement to desktop. Drivers to support the

PC Ethernet card come in four versions:

 Access to the Internet under DOS can be provided using one of the Packet Driver programs.

A collection of free drivers is available from various Internet servers.

 Support for Novell clients under DOS can be packaged as a module called IPX.COM.

 When Novell must share the Ethernet with other software, it supplies a proprietary interface

called ODI. Because of the large market share controlled by Novell, ODI supports most

adapter cards and is used by several other software vendors.

 All the major companies (Microsoft, IBM, DEC, AT&amp T) and all the other operating

systems (Windows for Workgroups, OS/2, NT, Chicago) use NDIS. Developed jointly by
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Microsoft and 3Com, NDIS also supports most adapter cards and is the native choice for

Windows and OS/2 peer networks.

Through NDIS or ODI it is possible to support Novell IPX, IBM SNA, DECNET,

Appletalk, TCP/IP (for the Internet), and NETBIOS all simultaneously. Of course, it takes

a very large machine and an advanced operating system to squeeze all this software into

memory. This document is intended to explain the basic elements of the Ethernet to a PC

user. It assumes that someone else will probably be purchasing the central equipment and

installing the wire. To review details of the standards and restrictions on equipment and

cable, consider the Ethernet Page at University of Texas. A local-area network (LAN)

architecture developed by Xerox Corporation in cooperation with DEC and Intel in 1976.

Ethernet uses a bus or star topology and supports data transfer rates of 10 Mbps. The

Ethernet specification served as the basis for the IEEE 802.3 standard, which specifies the

physical and lower software layers. Ethernet uses the CSMA/CD access method to handle

simultaneous demands. It is one of the most widely implemented LAN standards. A

newer version of Ethernet, called 100Base-T (or Fast Ethernet), supports data transfer

rates of 100 Mbps. And the newest version, Gigabit Ethernet supports data rates of 1

gigabit (1,000 megabits) per second.

4. Full Duplex Ethernet

While the early coaxial cable based variants of Ethernet were half-duplex by design, all

the common variants of twisted pair (10BASE-T, 100BASE-TX and 1000BASE-T) and

fiber optic Ethernet provide separate channels for send and receive. To allow use of hubs

and for compatibility with existing variants of Ethernet they were initially implemented in

a half-duplex manner with the transceiver (usually by this point integrated into the

device) detecting a collision if an attempt was made to transmit and receive

simultaneously and looping back data to the host so it could hear itself transmit (as it

would on a shared medium). However if both ends of the link are not hubs, and the

hardware supports it, the two channels can be split and used to make a full-duplex link.

Unfortunately if auto negotiation is enabled on one end and forced full-duplex on the

other, the end with auto negotiation will detect the link as half-duplex causing large

numbers of errors due to duplex mismatch.
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5. Switched Ethernet

Early bridges examined each packet one by one using software on a CPU, and some of

them were significantly slower than hubs (multi-port repeaters) at forwarding traffic,

especially when handling many ports at the same time. In 1989 the networking company

Kalpana introduced their EtherSwitch, the first Ethernet switch. An Ethernet switch does

bridging in hardware, allowing it to forward packets at full wire speed. It is important to

remember that the term switch was invented by device manufacturers and does not appear

in the 802.3 standard. Functionally, the two terms are interchangeable. Since packets are

typically only delivered to the port they are intended for, traffic on a switched Ethernet is

slightly less public than on shared-medium Ethernet. Despite this, switched Ethernet

should still be regarded as an insecure network technology, because it is easy to subvert

switched Ethernet systems by means such as ARP spoofing and MAC flooding. The

bandwidth advantages, the slightly better isolation of devices from each other, the ability

to easily mix different speeds of devices and the elimination of the chaining limits

inherent in non-switched Ethernet have made switched Ethernet the dominant network

technology.

When a twisted pair or fiber link segment is used and neither end is connected to a hub,

full-duplex Ethernet becomes possible over that segment. In full duplex mode both

devices can transmit and receive to/from each other at the same time, and there is no

collision domain. This doubles the aggregate bandwidth of the link and is sometimes

advertised as double the link speed (e.g. 200 Mbit/s) to account for this. However, this is

misleading as performance will only double if traffic patterns are symmetrical (which in

reality they rarely are). The elimination of the collision domain also means that all the

link's bandwidth can be used and that segment length is not limited by the need for

correct collision detection (this is most significant with some of the fiber variants of

Ethernet).

6. Virtual LAN

A virtual LAN, commonly known as a VLAN, is a group of hosts with a common set of

requirements that communicate as if they were attached to the Broadcast domain,

regardless of their physical location. A VLAN has the same attributes as a physical LAN,

but it allows for end stations to be grouped together even if they are not located on the
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same network switch. Network reconfiguration can be done through software instead of

physically relocating devices. The Internet Engineering Task Force (IETF) has

categorized a variety of VPNs, some of which, such as Virtual LANs (VLAN) are the

standardization responsibility of other organizations, such as the Institute of Electricaland

Electronics Engineers (IEEE) Project 802, Workgroup 802.1 (architecture). Originally,

Wide Area Network (WAN) links from a telecommunications service provider

interconnected network nodes within a single enterprise. With the advent of LANs,

enterprises could interconnect their nodes with links that they owned. While the original

WANs used dedicated lines and layer 2 multiplexed services such as Frame Relay, IP-

based layer 3 networks, such as the ARPANET, Internet, military IP networks

(NIPRNET, SIPRNET, JWICS, etc.), became common interconnection media. VPNs

began to be defined over IP networks . The military networks may themselves be

implemented as VPNs on common transmission equipment, but with separate encryption

and perhaps routers. It became useful first to distinguish among different kinds of IP VPN

based on the administrative relationships (rather than the technology) interconnecting the

nodes. Once the relationships were defined, different technologies could be used,

depending on requirements such as security and quality of service.

When an enterprise interconnects a set of nodes, all under its administrative control,

through a LAN network, that is termed an Intranet. When the interconnected nodes are

under multiple administrative authorities but are hidden from the public Internet, the

resulting set of nodes is called an extranet. A user organization can manage both intranets

and extranets itself, or negotiate a service as a contracted (and usually customized)

offering from an IP service provider. In the latter case, the user organization contracts for

layer 3 services much as it may contract for layer 1 services such as dedicated lines, or

multiplexed layer 2 services such as frame relay. The IETF distinguishes between

provider-provisioned and customer-provisioned VPNs . Just as an interconnected set of

providers can supply conventional WAN services, so a single service provider can supply

provider-provisioned VPNs (PPVPNs), presenting a common point-of-contact to the user

organization.

7. Token Ring

Stations on a token ring LAN are logically organized in a ring topology with data being

transmitted sequentially from one ring station to the next with a control token circulating
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around the ring controlling access. This token passing mechanism is shared by ARCNET,

token bus, and FDDI, and has theoretical advantages over the stochastic CSMA/CD of

Ethernet. Physically, a token ring network is wired as a star, with 'hubs' and arms out to

each station and the loop going out-and-back through each. Cabling is generally IBM

"Type-1" shielded twisted pair, with unique hermaphroditic connectors, commonly

referred to as IBM data connectors. The connectors have the disadvantage of being quite

bulky, requiring at least 3 x 3 cm panel space, and, composed of many complex plastic

pieces, being quite fragile. Initially (in 1985) token ring ran at 4 Mbit/s, but in 1989 IBM

introduced the first 16 Mbit/s token ring products and the 802.5 standard was extended to

support this. In 1981, Apollo Computer introduced their proprietary 12 Mbit/s Apollo

token ring (ATR) and Proteon introduced their 10 Mbit/s ProNet-10 token ring network in

1984. However, IBM token ring was not compatible with ATR or ProNet-10. More

technically, token ring is a local area network protocol which resides at the data link layer

(DLL) of the OSI model. It uses a special three-byte frame called a token that travels

around the ring. Token ring frames travel completely around the loop.

8. FDDI

Fiber distributed data interface (FDDI) provides a standard for data transmission in a

local area network that can extend in range up to 200 kilometers (124 miles). Although

FDDI protocol is a token ring network, it does not use the IEEE 802.5 token ring protocol

as its basis; instead, its protocol is derived from the IEEE 802.4 token bus timed token

protocol. In addition to covering large geographical areas, FDDI local area networks can

support thousands of users. As a standard underlying medium it uses optical fiber (though

it can use copper cable, in which case one can refer to CDDI). FDDI uses a dual-attached,

counter-rotating token ring topology. FDDI, as a product of American National Standards

Institute X3T9.5 (now X3T12), conforms to the Open Systems Interconnection (OSI)

model of functional layering of LANs using other protocols. FDDI-II, a version of FDDI,

adds the capability to add circuit-switched service to the network so that it can also

handle voice and video signals. Work has started to connect FDDI networks to the

developing Synchronous Optical Network SONET.

A FDDI network contains two token rings, one for possible backup in case the primary

ring fails. The primary ring offers up to 100 Mbit/s capacity. When a network has no

requirement for the secondary ring to do backup, it can also carry data, extending capacity
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to 200 Mbit/s. The single ring can extend the maximum distance; a dual ring can extend

100 km (62 miles). FDDI has a larger maximum-frame size than standard 100 Mbit/s

Ethernet, allowing better throughput. Designers normally construct FDDI rings in the

form of a "dual ring of trees" (see network topology). A small number of devices

(typically infrastructure devices such as routers and concentrators rather than host

computers) connect to both rings - hence the term "dual-attached". Host computers then

connect as single-attached devices to the routers or concentrators. The dual ring in its

most degenerate form simply collapses into a single device. Typically, a computer-room

contains the whole dual ring, although some implementations have deployed FDDI as a

Metropolitan area network. FDDI requires this network topology because the dual ring

actually passes through each connected device and requires each such device to remain

continuously operational (the standard actually allows for optical bypasses, but network

engineers consider these unreliable and error-prone). Devices such as workstations and

minicomputers that might not come under the control of the network managers are not

suitable for connection to the dual ring.

9. Dual-attach FDDI Board

As an alternative to using a dual-attached connection, a workstation can obtain the same

degree of resilience through a dual-homed connection made simultaneously to two

separate devices in the same FDDI ring. One of the connections becomes active while the

other one is automatically blocked. If the first connection fails, the backup link takes over

with no perceptible delay. Due to their speed, cost and ubiquity, fast Ethernet and (since

1998) Gigabit Ethernet have largely made FDDI redundant.

10. Wide Area Networks

Wide Area Network (WAN) is a computer network that covers a broad area (i.e., any

network whose communications links cross metropolitan, regional, or national

boundaries). Contrast with personal area networks (PANs), local area networks (LANs),

campus area networks (CANs), or metropolitan area networks (MANs) which are usually

limited to a room, building, campus or specific metropolitan area (e.g., a city)

respectively. The largest and most well-known example of a WAN is the Internet. WANs

[a] are used to connect LANs and other types of networks together, so that users and

computers in one location can communicate with users and computers in other locations.
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Many WANs are built for one particular organization and are private. Others, built by

Internet service providers, provide connections from an organization's LAN to the

Internet. WANs are often built using leased lines. At each end of the leased line, a router

connects to the LAN on one side and a hub within the WAN on the other. Leased lines

can be very expensive. Instead of using leased lines, WANs can also be built using less

costly circuit switching or packet switching methods. Network protocols including

TCP/IP deliver transport and addressing functions. Protocols including Packet over

SONET/SDH, MPLS, ATM and Frame relay are often used by service providers to

deliver the links that are used in WANs. X.25 was an important early WAN protocol, and

is often considered to be the "grandfather" of Frame Relay as many of the underlying

protocols and functions of X.25 are still in use today (with upgrades) by Frame Relay.

11. Transmission Technology

Power line communication or power line carrier (PLC), also known as Power line Digital

Subscriber Line (PDSL), mains communication, power line telecom (PLT), or power line

networking (PLN), is a system for carrying data on a conductor also used for electric

power transmission. Broadband over Power Lines (BPL) uses PLC by sending and

receiving radio signals over power lines to provide access to the Internet. Electrical power

is transmitted over high voltage transmission lines, distributed over medium voltage, and

used inside buildings at lower voltages. Powerline communications can be applied at each

stage. Most PLC technologies limit themselves to one set of wires (for example, premises

wiring), but some can cross between two levels (for example, both the distribution

network and premises wiring). All power line communications systems operate by

impressing a modulated carrier signal on the wiring system. Different types of powerline

communications use different frequency bands, depending on the signal transmission

characteristics of the power wiring used. Since the power wiring system was originally

intended for transmission of AC power, the power wire circuits have only a limited ability

to carry higher frequencies. The propagation problem is a limiting factor for each type of

power line communications. Data rates over a power line communication system vary

widely. Low-frequency (about 100-200 kHz) carriers impressed on high-voltage

transmission lines may carry one or two analog voice circuits, or telemetry and control

circuits with an equivalent data rate of a few hundred bits per second; however, these

circuits may be many miles (kilometres) long. Higher data rates generally imply shorter
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ranges; a local area network operating at millions of bits per second may only cover one

floor of an office building, but eliminates installation of dedicated network cabling.

12. Wired Transmission

A single-wire transmission line (or single wire method) is a method of supplying

electrical power through a single-wired electrical conductor. Single wire earth return

(SWER) or single wire ground returns today supply single-phase electrical power to

remote areas at low cost. While Goubau-Line, which uses a conductor having an outer

dielectric or special surface conditiong provided to reduce the velocity of the wave on the

conductor, has long been known, a more general mode has recently been discovered and

demonstrated which does not have this limitation. "E-Line" is similar to Goubau-Lines in

its use of launching horns to couple to and from a radially symmetric wave propagating in

the space around a single conductor but different in that it can operate on insulation-free

conductors, including those that are polished and completely unfeatured. The propagation

velocity of the wave is not reduced by dielectric and is accordingly quite close to that of a

wave traveling in the same medium in the absence of any conductor at all. Contrary to

Goubau's assertions, it has been shown both possible and practical to launch a surface

wave on an uninsulated conductor without special conditioning and without reducing the

wave velocity, while still using launches of practical size. In addition, conductors much

larger than those used by Goubau have been shown to be completely adequate.

Of particular practical value, common uninsulated single or multistrand overhead power

conductor may be used to support very low attenuation propagation over the entire

frequency range from below 200 MHz to above 10 GHz while employing a launch device

of only 15-20 cm in diameter. This makes available the worldwide installed base of

overhead powerline for very high rate information transport. Measured propagation

velocity for this line operating in air is within 0.1% of that of a free wave in air. The

effects of line taps, bends, insulators and other impairments normally found on power

distribution systems have proven to be predictable and manageable. Although an

analytical treatment of this wave guide which corrects the previous work of Goubau has

not yet been presented, numerical solutions of Maxwell's equations for three dimensional

models of simple launch devices with an ideal, smooth conductor have confirmed the low

attenuation, high bandwidth, high propagation velocity and that the vast majority of the
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propagated energy remains quite close to the conductor surface, all in agreement with

measurement.

13. ISDN

Integrated Services Digital Network is a telephone system network. Prior to the ISDN, the

phone system was viewed as a way to transport voice, with some special services

available for data. The key feature of the ISDN is that it integrates speech and data on the

same lines, adding features that were not available in the classic telephone system. There

are several kinds of access interfaces to the ISDN defined: Basic Rate Interface (BRI),

Primary Rate Interface (PRI) and Broadband-ISDN (B-ISDN). ISDN is a circuit-switched

telephone network system that also provides access to packet switched networks,

designed to allow digital transmission of voice and data over ordinary telephone copper

wires resulting in better voice quality than an analog phone. It offers circuit-switched

connections (for either voice or data), and packet-switched connections (for data), in

increments of 64 kbit/s. Another major market application is Internet access, where ISDN

typically provides a maximum of 128 kbit/s in both upstream and downstream directions

(which can be considered to be broadband speed, since it exceeds the narrowband speeds

of standard analog 56k telephone lines). ISDN B-channels can be bonded to achieve a

greater data rate, typically 3 or 4 BRIs (6 to 8 64 kbit/s channels) are bonded. ISDN

should not be mistaken for its use with a specific protocol, such as Q.931 whereby ISDN

is employed as the transport, data-link and physical layers in the context of the OSI

model. In a broad sense ISDN can be considered a suite of digital services existing on

layers 1, 2, and 3 of the OSI model. ISDN is designed to provide access to voice and data

services simultaneously. However, common use has reduced ISDN to be limited to Q.931

and related protocols, which are a set of protocols for establishing and breaking circuit

switched connections, and for advanced call features for the user. They were introduced

in the late 1980s. In a videoconference, ISDN provides simultaneous voice, video, and

text transmission between individual desktop videoconferencing systems and group

(room) videoconferencing systems.

14. Frame Relay

In the context of computer networking, frame relay consists of an efficient data

transmission technique used to send digital information. It is a message forwarding "relay
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race" like system in which data packets, called frames, are passed from one or many start-

points to one or many destinations via a series of intermediate node points. Network

providers commonly implement frame relay for voice and data as an encapsulation

technique, used between local area networks (LANs) over a wide area network (WAN).

Each end-user gets a private line (or leased line) to a frame-relay node. The frame-relay

network handles the transmission over a frequently-changing path transparent to all end-

users. With the advent of MPLS, VPN and dedicated broadband services such as cable

modem and DSL, the end may loom for the frame relay protocol and encapsulation.

However many rural areas remain lacking DSL and cable modem services. In such cases

the least expensive type of "always-on" connection remains a 64-kbit/s frame-relay

line.Thus a retail chain, for instance, may use frame relay for connecting rural stores into

their corporate WAN.

15. Broadband

Broadband Internet access, often shortened to just broadband, is high data rate Internet

accesstypically contrasted with dial-up access over a modem. Dial-up modems are

generally only capable of a maximum bitrate of 56 kbit/s (kilobits per second) and require

the full use of a telephone linewhereas broadband technologies supply at least double this

bandwidth and generally without disrupting telephone use. Although various minimum

bandwidths have been used in definitions of broadband, ranging up from 64 kbit/s up to

1.0 Mbit/s, the 2006 OECD report is typical by defining broadband as having download

data transfer rates equal to or faster than 256 kbit/s, while the United States FCC, as of

2008, defines broadband as anything above 768 kbit/s. The trend is to raise the threshold

of the broadband definition as the marketplace rolls out faster services. Data rates are

defined in terms of maximum download because several common consumer broadband

technologies such as ADSL are "asymmetric"supporting much slower maximum upload

data rate than download.

In Section 2 of this course you will cover these topics:
Snmpv1 Network Management: Organization And Information Models

Snmpv1 Network Management: Communication And Functional Models
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Snmp Management: Snmpv2

Topic : Snmpv1 Network Management: Organization And Information Models

Topic Objective:

At the end of this topic student would be able to:

 Understand Management Information Bases (MIBs)

 Highlight Abstract Syntax Notation One (ASN.1)

 Analyze SNMP basic components

 Explain Protocol Details

 Evaluate SNMPv1 MIB tables

 Elaborate SNMPv3

 Define Development and usage

 Describe SNMPv1 & SNMPv2c interoperability

 Examine Bilingual network-management system

 Identify Other SNMP topics

 Examine Managed Object

 Learn about Management of Information Base

Definition/Overview:

Simple Network Management Protocol (SNMP) is a component of the Internet Protocol Suite

as defined by the Internet Engineering Task Force (IETF). SNMP is used in network

management systems to monitor network-attached devices for conditions that warrant

administrative attention. It consists of a set of standards for network management, including

an application layer protocol, a database schema, and a set of data objects. SNMP exposes

management data in the form of variables on the managed systems, which describe the

system configuration. These variables can then be queried (and sometimes set) by managing

applications.
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Key Points:

1. Management Information Bases (MIBs)

SNMP itself does not define which information (which variables) a managed system

should offer. Rather, SNMP uses an extensible design, where the available information is

defined by management information bases (MIBs). MIBs describe the structure of the

management data of a device subsystem; they use a hierarchical namespace containing

object identifiers (OID). Each OID identifies a variable that can be read or set via SNMP.

MIBs use the notation defined by ASN.1. The MIB hierarchy can be depicted as a tree

with a nameless root, the levels of which are assigned by different organizations. The top-

level MIB OIDs belong to different standards organizations, while lower-level object IDs

are allocated by associated organizations. This model permits management across all

layers of the OSI reference model, extending into applications such as databases, email,

and the Java reference model, as MIBs can be defined for all such area-specific

information and operations.

A managed object (sometimes called a MIB object, an object, or a MIB) is one of any

number of specific characteristics of a managed device. Managed objects are made up of

one or more object instances (identified by their OIDs), which are essentially variables.

Two types of managed objects exist:

 Scalar objects define a single object instance.

 Tabular objects define multiple related object instances that are grouped in MIB tables.

An example of a managed object is atInput, which is a scalar object that contains a single

object instance, the integer value that indicates the total number of input AppleTalk

packets on a router interface. An object identifier (or object ID or OID) uniquely

identifies a managed object in the MIB hierarchy.

2. Abstract Syntax Notation One (ASN.1)

In telecommunications and computer networking, Abstract Syntax Notation One (ASN.1)

is a standard and flexible notation that describes data structures for representing,

encoding, transmitting, and decoding data. It provides a set of formal rules for describing

the structure of objects that are independent of machine-specific encoding techniques and
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is a precise, formal notation that removes ambiguities. ASN.1 is a joint ISO and ITU-T

standard, originally defined in 1984 as part of CCITT X.409:1984. ASN.1 moved to its

own standard, X.208, in 1988 due to wide applicability. The substantially revised 1995

version is covered by the X.680 series. An adapted subset of ASN.1, Structure of

Management Information (SMI), is specified in SNMP to define sets of related MIB

objects; these sets are termed MIB modules.

3. SNMP basic components

An SNMP-managed network consists of three key components:

 Managed devices

 Agents

 Network-management stations (NMSs)

A managed device is a network node that contains an SNMP agent and that resides on a

managed network. Managed devices collect and store management information and make

this information available to NMSs using SNMP. Managed devices, sometimes called

network elements, can be any type of device including, but not limited to, routers, access

servers, switches, bridges, hubs, IP telephones, computer hosts, and printers. An agent is a

network-management software module that resides in a managed device. An agent has

local knowledge of management information and translates that information into a form

compatible with SNMP. A network management system (NMS) executes applications

that monitor and control managed devices. NMSs provide the bulk of the processing and

memory resources required for network management. One or more NMSs may exist on

any managed network.

4. Protocol Details

 SNMPv1 and SMI-specific data types

The SNMPv1 SMI specifies the use of a number of SMI-specific data types, which

are divided into two categories:

o Simple data types

o Application-wide data types
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 Simple data types

Three simple data types are defined in the SNMPv1 SMI, all of which are unique

values:

o The integer data type is a signed integer in the range of -231 to 231-1.

o Octet strings are ordered sequences of 0 to 65,535 octets.

o Object IDs come from the set of all object identifiers allocated according to the rules

specified in ASN.1.

 Application-wide data types

The following seven application-wide data types exist in the SNMPv1 SMI:

o Network addresses represent addresses from a particular protocol family. SMIv1 supports

only 32-bit (IPv4) addresses (SMIv2 uses Octet Strings to represent addresses generically,

and thus are usable in SMIv1 too. SMIv1 had an explicit IPv4 address datatype.)

o Counters are non-negative integers that increase until they reach a maximum value and then

roll over to zero. SNMPv1 specifies a counter size of 32 bits.

o Gauges are non-negative integers that can increase or decrease between specified minimum

and maximum values. Whenever the system property represented by the gauge is outside of

that range, the value of the gauge itself will vary no further than the respective maximum or

minimum, as specified in RFC 2578.

o Time ticks represent time since some event, measured in hundredths of a second.

o Opaques represent an arbitrary encoding that is used to pass arbitrary information strings that

do not conform to the strict data typing used by the SMI.

o Integers represent signed integer-valued information. This data type redefines the integer data

type, which has arbitrary precision in ASN.1 but bounded precision in the SMI.

o Unsigned integers represent unsigned integer-valued information, which is useful when

values are always non-negative. This data type redefines the integer data type, which has

arbitrary precision in ASN.1 but bounded precision in the SMI.

5. SNMPv1 MIB tables

The SNMPv1 SMI defines highly structured tables that are used to group the instances of

a tabular object (that is, an object that contains multiple variables). Tables are composed
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of zero or more rows, which are indexed in a way that allows SNMP to retrieve or alter an

entire row with a single Get, GetNext, or Set commands.

5.1. SNMPv2 and structure of management information

The SNMPv2 SMI is described in RFC 2578. It makes certain additions and

enhancements to the SNMPv1 SMI-specific data types, such as including bit strings,

network addresses, and counters. Bit strings are defined only in SNMPv2 and

comprise zero or more named bits that specify a value. Network addresses represent

an address from a particular protocol family. Counters are non-negative integers that

increase until they reach a maximum value and then return to zero. In SNMPv1, a 32-

bit counter size is specified. In SNMPv2, 32-bit and 64-bit counters are defined. The

SNMP protocol operates at the application layer (layer 7) of the OSI model. It

specifies (in version 1) five core protocol data units (PDUs):

o GET REQUEST: used to retrieve a piece of management information.

o GETNEXT REQUEST: used iteratively to retrieve sequences of management information.

o GET RESPONSE: used by the agent to respond with data to get and set requests from the

manager.

o SET REQUEST: used to initialize and make a change to a value of the network element.

o TRAP: used to report an alert or other asynchronous event about a managed subsystem. In

SNMPv1, asynchronous event reports are called traps while they are called notifications in

later versions of SNMP. In SMIv1 MIB modules, traps are defined using the TRAP-TYPE

macro; in SMIv2 MIB modules, traps are defined using the NOTIFICATION-TYPE macro.

5.2. Other PDUs were added in SNMPv2, including:

o GETBULK REQUEST: a faster iterator used to retrieve sequences of management

information.

o INFORM: similar to a TRAP but the receiver must respond with an acknowledgement

RESPONSE message.

o REPORT: definable by an administrative framework.

Typically, SNMP uses UDP ports 161 for the agent and 162 for the manager. The

Manager may send Requests from any available ports (source port) to port 161 in the
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agent (destination port). The agent response will be given back to the source port. The

Manager will receive traps on port 162. The agent may generate traps from any

available port.

6. SNMPv3

SNMPv3 is defined by RFC 3411RFC 3418 (also known as 'STD0062'). SNMPv3

primarily added security and remote configuration enhancements to SNMP. SNMPv3 is

the current standard version of SNMP as of 2004[update]. The IETF has designated

SNMPv3 a full Internet Standard, the highest maturity level for an RFC. It considers

earlier versions to be obsolete (designating them "Historic"). In December 1997 the

"Simple Times" newsletter published several articles written by the SNMPv3 RFC editors

explaining some of the ideas behind version 3 specifications. SNMPv3 provides

important security features:

 Message integrity to ensure that a packet has not been tampered with in transit.

 Authentication to verify that the message is from a valid source.

 Encryption of packets to prevent snooping by an unauthorized source.

7. Development and usage

7.1. Version 1

SNMP version 1 (SNMPv1) is the initial implementation of the SNMP protocol.

SNMPv1 operates over protocols such as User Datagram Protocol (UDP), Internet

Protocol (IP), OSI Connectionless Network Service (CLNS), AppleTalk Datagram-

Delivery Protocol (DDP), and Novell Internet Packet Exchange (IPX). SNMPv1 is

widely used and is the de facto network-management protocol in the Internet

community. Version 1 has been criticized for its poor security. Authentication of

clients is performed only by a "community string", in effect a type of password, which

is transmitted in cleartext. The '80s design of SNMP V1 was done by a group of

collaborators who viewed the officially sponsored OSI/IETF/NSF (National Science

Foundation) effort (HEMS/CMIS/CMIP) as both unimplementable in the computing

platforms of the time as well as potentially unworkable. SNMP was approved based

on a belief that it was an interim protocol needed for taking steps towards large scale
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deployment of the Internet and its commercialization. In that time period Internet-

standard authentication/security was both a dream and discouraged by focused

protocol design groups.

7.2. Version 2

SNMPv2 (RFC 1441RFC 1452), revises version 1 and includes improvements in the

areas of performance, security, confidentiality, and manager-to-manager

communications. It introduced GETBULK, an alternative to iterative GETNEXTs for

retrieving large amounts of management data in a single request. However, the new

party-based security system in SNMP v2, viewed by many as overly complex, was

not widely accepted. Community-Based Simple Network Management Protocol

version 2, or SNMPv2c, is defined in RFC 1901RFC 1908. In its initial stages, this

was also informally known as SNMP v1.5. SNMP v2c comprises SNMP v2 without

the controversial new SNMP v2 security model, using instead the simple community-

based security scheme of SNMP v1. While officially only a "Draft Standard", this is

widely considered the de facto SNMP v2 standard. User-Based Simple Network

Management Protocol version 2, or SNMP v2u, is defined in RFC 1909RFC 1910.

This is a compromise that attempts to offer greater security than SNMP v1, but

without incurring the high complexity of SNMP v2. A variant of this was

commercialized as SNMP v2*, and the mechanism was eventually adopted as one of

two security frameworks in SNMP v3.

8. SNMPv1& SNMPv2c interoperability

As presently specified, SNMPv2 is incompatible with SNMPv1 in two key areas:

message formats and protocol operations. SNMPv2c messages use different header and

protocol data unit (PDU) formats from SNMPv1 messages. SNMPv2c also uses two

protocol operations that are not specified in SNMPv1. Furthermore, RFC 1908 defines

two possible SNMPv1/v2c coexistence strategies: proxy agents and bilingual network-

management systems.
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8.1. Proxy agents

A SNMPv2 agent can act as a proxy agent on behalf of SNMPv1 managed devices, as

follows:

o A SNMPv2 NMS issues a command intended for a SNMPv1 agent.

o The NMS sends the SNMP message to the SNMPv2 proxy agent.

o The proxy agent forwards Get, GetNext, and Set messages to the SNMPv1 agent unchanged.

o GetBulk messages are converted by the proxy agent to GetNext messages and then are

forwarded to the SNMPv1 agent.

The proxy agent maps SNMPv1 trap messages to SNMPv2 trap messages and

then forwards them to the NMS.

9. Bilingual network-management system

Bilingual SNMPv2 network-management systems support both SNMPv1 and SNMPv2.

To support this dual-management environment, a management application in the bilingual

NMS must contact an agent. The NMS then examines information stored in a local

database to determine whether the agent supports SNMPv1 or SNMPv2. Based on the

information in the database, the NMS communicates with the agent using the appropriate

version of SNMP.

9.1. Version 3

The IETF recognizes Simple Network Management Protocol version 3 as defined by

RFC 3411RFC 3418 (also known as STD0062) as the current standard version of

SNMP as of 2004[update]. The IETF considers earlier versions as "Obsolete" or

"Historical". In practice, SNMP implementations often support multiple versions:

typically SNMPv1, SNMPv2c, and SNMPv3. See RFC 3584 "Coexistence between

Version 1, Version 2, and Version 3 of the Internet-standard Network Management

Framework". SNMPv3 provides three important services: authentication, privacy and

access control.
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10. Other SNMP topics

10.1. Autodiscovery

SNMP by itself is simply a protocol for collecting and organizing information. Most

toolsets implementing SNMP offer some form of discovery mechanism, a

standardized collection of data common to most platforms and devices, to get a new

user or implementor started. One of these features is often a form of automatic

discovery, where new devices discovered in the network are polled automatically. For

SNMPv1 and SNMPv2c, this presents a security risk, in that your SNMP read

communities will be broadcast in cleartext to the target device. While security

requirements and risk profiles vary from organization to organization, care should be

taken when using a feature like this, with special regard to common environments

such as mixed-tenant datacenters, server hosting and colocation facilities, and similar

environments.

10.2. Negative impact

SNMP implementations vary across platform vendors. In some cases, SNMP is an

added feature, and is not taken seriously enough to be an element of the core design.

Some major equipment vendors tend to over extend their proprietary Command Line

Interface (CLI) centric configuration and control systems . SNMP's seemingly simple

tree structure and linear indexing may not always be understood well enough within

the internal data structures that are elements of a platform's basic design. As a result,

processing SNMP query on certain data sets may result in higher CPU utilization than

necessary. One example of this would be large routing tables, such as BGP or IGP.

10.3. Index adjusting/shifting

Modular devices may dynamically increase or decrease their SNMP indexes (aka

instances) whenever slotted hardware is added or removed. Although this is most

common with hardware, virtual interfaces have the same effect. Index values are

typically assigned at boot time and remain fixed until the next reboot. Hardware or

virtual entities added while the device is 'live' may have their indexes assigned at the

end of the existing range and possibly reassigned at the next reboot. Network
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inventory and monitoring tools need to account for this behavior and properly react to

the cold start trap from the device reboot in order to avoid corruption and mismatch of

polled data. You cannot assume the index for a SNMP device instance is consistent

poll to poll. If you need information for a particular interface, it is always prudent to

determine the SNMP index before retrieving the data you need at each poll.

Generally, a description table like ifDescr will map a user friendly name like Serial

0/1 (Blade 0, port 1) to a SNMP index. Once you know the index for Serial 0/1 you

can then retrieve the SNMP data of interest. Shifting SNMP indexes is a common

issue with SNMP based management in general. Always build a programmatic routine

to verify the SNMP instance you are monitoring is the physical/virtual instance you

think it is.

10.4. Plants and data centers

Server, rack and appliance operating temperatures and room humidity could be

monitored remotely for SNMP enabled HVAC devices.

10.5. Security implications

o SNMP versions 1 and 2c are subject to packet sniffing of the clear text community string

from the network traffic, because they do not implement encryption.

o All versions of SNMP are subject to brute force and dictionary attacks for guessing the

community strings/authentication keys/encryption strings/encryption keys, because they do

not implement a challenge-response handshake. Entropy is an important consideration when

selecting keys, passwords and/or algorithms.

o Although SNMP works over TCP and other protocols, it is most commonly used over UDP

which is connectionless and vulnerable to IP spoofing attacks. Thus, all versions are subject

to bypassing device access lists that might have been implemented to restrict SNMP access,

though SNMPv3's other security mechanisms should prevent a successful attack.

o SNMP's configuration (write) capabilities can be misconfigured and used to cause severe

damage. These 'write' capabilities are very rarely used in practice, partly due to lack of

security in SNMP versions before SNMPv3 and partly due to the fact that many devices do

not implement SNMP configuration interfaces.
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o SNMP tops the list of the SANS Institute's Common Default Configuration Issues with the

issue of default SNMP community strings set to public and private and was number ten on

the SANS Top 10 Most Critical Internet Security Threats for the year 2000.

11. Managed Object

In telecommunication, the term managed object has the following meanings:

 In a network, an abstract representation of network resources that are managed. The database,

where all managed objects are stored is called Management Information Base. A managed

object may represent a physical entity, a network service, or an abstraction of a resource that

exists independently of its use in management.

 In telecommunications management, a resource within the telecommunications environment

that may be managed through the use of operation, administration, maintenance, and

provisioning (OAMP) application protocols.

12. Management of Information Base

A management information base (MIB) stems from the OSI/ISO Network management

model and is a type of database used to manage the devices in a communications network.

It comprises a collection of objects in a (virtual) database used to manage entities (such as

routers and switches) in a network. Objects in the MIB are defined using a subset of

Abstract Syntax Notation One (ASN.1) called "Structure of Management Information

Version 2 (SMIv2)" RFC 2578.The software that performs the parsing is a MIB compiler.

The database is hierarchical (tree-structured) and entries are addressed through object

identifiers. Internet documentation RFCs discuss MIBs, notably RFC 1155, "Structure

and Identification of Management Information for TCP/IP based internets", and its two

companions, RFC 1213, "Management Information Base for Network Management of

TCP/IP-based internets", and RFC 1157, "A Simple Network Management Protocol".

SNMP, a communication protocol between management stations, such as consoles, and

managed objects (MIB objects), such as routers, gateways, and switches, makes use of

MIBs. Components controlled by the management console need a so-called SNMP agent

a software module that can communicate with the SNMP manager. SNMP uses a

specified set of commands and queries. A MIB should contain information on these
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commands and on the target objects (controllable entities or potential sources of status

information) with a view to tuning the network transport to the current needs.

RFC 1213 defines these as mandatory: if an environment does not use the atTable (as in

the case of DDN-X.25 units) then the atTable simply remains empty. The table object

includes, of course, definitions of table entries, atEntry and information about interfaces

(if) for each atEntry, etc. MIBs are periodically updated to add new functionality, remove

ambiguities and to fix defects. These changes are made in conformance to section 10 of

RFC 2578. An example of an MIB that has been updated many times is the important set

of objects that was originally defined in RFC 1213 "MIB-II". This MIB has since been

split up and can be found in MIBs such as RFC 4293 "Management Information Base for

the Internet Protocol (IP)", RFC 4022 "Management Information Base for the

Transmission Control Protocol (TCP)", RFC 4113 "Management Information Base for

the User Datagram Protocol (UDP)", RFC 2863 "The Interfaces Group MIB" and RFC

3418 "Management Information Base (MIB) for the Simple Network Management

Protocol (SNMP)".

Topic : Snmpv1 Network Management: Communication And Functional Models

Topic Objective:

At the end of this topic student would be able to:

 Understand SNMP Communication Model

 Highlight SNMP Architecture

 Point out SNMP Standards and Versions

 Identify MIB Syntax Standards

 Explain Standard MIB Definitions

 Define SNMP Operations

 Elaborate SNMP MIB Group
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Definition/Overview:

Simple Network Management Protocol (SNMP) is the protocol developed to manage nodes

(servers, workstations, routers, switches and hubs etc.) on an IP network. SNMP is an

application protocol, which is encapsulated in UDP. The general SNMP information can be

found in the SNMP document. Currently, there are three versions of SNMP defined: SNMP

v1, SNMP v2 and SNMP v3 . In this document, we focus on SNMPv1. SNMPv1 is a simple

request/response protocol. In the SNMPv1 framework, the network-management system

installed a request, and managed devices return responses.

Key Points:

1. SNMP Communication Model

The SNMP general message format was, of course, first used to define the format of

messages in the original SNMP Protocol, SNMP version 1 (SNMPv1). This first version

of SNMP is probably best known for its relative simplicity, compared to the versions that

followed it. This is reflected in its message format, which is quite straight-forward. This

information is specific to SNMPv1. When using SNMPv1, the snmpd agent uses a simple

authentication scheme to determine which Simple Network Management Protocol

(SNMP) manager stations can access its Management Information Base (MIB) variables.

This authentication scheme involves the specification of SNMP access policies for

SNMPv1. An SNMP access policy is an administrative relationship involving an

association among an SNMP community, an access mode, and an MIB view. An SNMP

community is a group of one or more hosts and a community name. A community name

is a string of octets that an SNMP manager must embed in an SNMP request packet for

authentication purposes. The access mode specifies the access the hosts in the community

are allowed with respect to retrieving and modifying the MIB variables from a specific

SNMP agent. The access mode must be one of the following: none, read-only, read-write,

or write-only. A MIB view defines one or more MIB subtrees that a specific SNMP

community can access. The MIB view can be the entire MIB tree or a limited subset of

the entire MIB tree. When the SNMP agent receives a request, the agent verifies the

community name with the requesting host IP address to determine if the requesting host is

a member of the SNMP community identified by the community name. If the requesting

host is a member of the SNMP community, the SNMP agent then determines if the
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requesting host is allowed the specified access for the specified MIB variables as defined

in the access policy associated with that community. If all criteria are met, the SNMP

agent attempts to honor the request. Otherwise, the SNMP agent generates an

authentication. Failure trap or returns the appropriate error message to the requesting host.

he model described here entails the use of distinct identities for peers that exchange

SNMP messages. Thus, it represents a departure from the community-based

administrative model set forth in . By unambiguously identifying the source and intended

recipient of each SNMP message, this new strategy improves upon the historical

community scheme both by supporting a more convenient access control model and

allowing for effective use of asymmetric (public key) security protocols in the future.

2. SNMP Architecture

The main function of the SNMP Protocol is to allow management information, in the

form of Management Information Base (MIB) objects, to be communicated between

SNMP-capable devices. The protocol operations of the SNMP Protocol are what describe

how this communication is performed. Before looking at these operations individually in

detail, it is instructive to take an overall look at information exchange methods used in

SNMP. For SNMP to be useful in enabling the management of a network, it must allow a

network administrator using a network management station (NMS) to easily check the

status of SNMP agents in managed devices. In data communications, there are two

general techniques that are used in a situation where one entity needs to be kept informed

about activity or occurrences on another:

 Poll-Driven: This term refers to the general technique of having the one who wants the

information ask for it; just like someone might conduct a political poll. In SNMP, the NMS

would poll SNMP agents for information. A common real life example of polling is the

model used by the regular mail service; every day you go to check your mailbox to see if you

have any mail.

 Interrupt-Driven: This term refers to having a device with information that another needs to

know decide to send the information of its own volition. In SNMP, this would refer to an

SNMP agent sending information to an NMS without being asked. This is the model used by

that most famous of interrupters, the telephone.
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Polling is used for the periodic gathering of routine information, such as checking the

usage statistics and general status of a device. Interrupts are used in the form of traps that

a network administrator can set on a managed device. These traps cause an SNMP agent

to interrupt an NMS when an event of import occurs. Implicit in the SNMP architectural

model is a collection of network management stations and network elements. Network

management stations execute management applications which monitor and control

network elements. Network elements are devices such as hosts, gateways, terminal

servers, and the like, which have management agents responsible for performing the

network management functions requested by the network management stations. The

Simple Network Management Protocol (SNMP) is used to communicate management

information between the network management stations and the agents in the network

elements. The SNMP architecture is composed of three major elements:

 Managers (software) are responsible for communicating with (and managing) network

devices that implement SNMP Agents (also software).

 Agents reside in devices such as workstations, switches, routers, microwave radios, printers,

and provide information to Managers.

 MIBs (Management Information Base) describe data objects to be managed by an Agent

within a device. MIBs are actually just text files, and values of MIB data objects are the topic

of conversation between Managers and Agents.

The basic operations of SNMP are quite simple, but the totality of SNMP is far from that.

The typical ramp-up time for an individual learning to use SNMP effectively on his or her

own can easily stretch to six months or longer.

3. SNMP Standards and Versions

SNMP Standards are described in Request for Comments (RFC) documents published by

the Internet Engineering Task Force (IETF). Standards Topics can generally be

categorized into:

 Messaging protocols between Managers and Agents (which encompasses security issues)

 MIB syntax standards

 Standard MIB definitions
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4. MIB Syntax Standards

MIBs are written in either of the following two syntax standards. SMIv1 is the earliest

version and was introduced along with SNMPv1. SMIv1 MIBs are very functional and

very common. Data defined by SMIv1 MIB Objects can be transmitted between

Managers and Agents by any of the three messaging protocols, viz., SNMPv1, SNMPv2c,

or SNMPv3. SMIv2 was introduced along with SNMPv2c. Major enhancements include.

Introduction of new data base types, including the Counter64 data type. Although derived

data types could be defined in SMIv1, SMIv2 formalizes this syntax and also defines

some Standard Textual Conventions such as Display String. Improvements that enhance

the documentation of MIB files and objects, such as:

 Module Identity Statement

 Conformance Statements

 Improved Trap Definition Syntax (NOTIFICATION-TYPE)

An SMIv2 MIB can usually be translated into an SMIv1 MIB. The primary exceptions

are: a) A Counter64 type object cannot be translated. b) An improperly coded

NOTIFICATION-TYPE cannot be translated to an SMIv1 TRAP-TYPE with the same

OID. Data defined by SMIv2 MIB Objects can be transmitted between Managers and

Agents by any of the three messaging protocols, viz., SNMPv1, SNMPv2c, or SNMPv3.

The only exception to this is that Counter64 Object data cannot be transported by

SNMPv1 messages.

5. Standard MIB Definitions

Depending on the origin (author) of a MIB, we can categorize MIBs into either:

 Enterprise MIBs

 Or Standard MIBs

Enterprise MIBs are authored by non-standards-committee organizations, e.g., Cisco or

HP. All such organizations must apply for a unique Enterprise IDissued by the Internet

Assigned Number Authority (IANA). Enterprise MIBs are then organized under these

unique IDs. Standard MIBs are authored by persons associated with the IETF. For
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example, a standard Printer MIB exists, and printer manufacturers commonly implement

an Agent to support this MIB in addition to their own Enterprise MIBs.

6. SNMP Operations

The object instance referred to by any SNMP operation is exactly that specified as part of

the operation request or (in the case of a get- next operation) its immediate successor in

the MIB as a whole. In particular, a reference to an object as part of some version of the

Internet-standard MIB does not resolve to any object that is not part of said version of the

Internet-standard MIB, except in the case that the requested operation is get-next and the

specified object name is lexicographically last among the names of all objects presented

as part of said version of the Internet-Standard MIB.

6.1. The get Operation

The get request is initiated by the NMS, which sends the request to the agent. The

agent receives the request and processes it to best of its ability. Some devices that are

under heavy load, such as routers, may not be able to respond to the request and will

have to drop it. If the agent is successful in gathering the requested information, it

sends a get-response back to the NMS, where it is processed.

Several things are going on in this example. First, we're running a command on a

Unix host. The command is called snmpget. Its main job is to facilitate the gathering

of management data using a get request. We've given it three arguments on the

command line: the name of the device we would like to query (cisco.ora.com), the

read-only community string (public), and the OID we would like gathered

(.1.3.6.1.2.1.1.6.0). Also note that the response from snmpget is in variable binding

format, OID=value. There is one more thing to look at. Why does the MIB variable

have a .0 tacked on the end? In SNMP, MIB objects are defined by the convention

x.y, where x is the actual OID of the managed object (in our example, 1.3.6.1.2.1.1.6 )

and y is the instance identifier. For scalar objects (that is, objects that aren't defined as

a row in a table) y is always 0. In the case of a table, the instance identifier lets you

select a specific row of the table; 1 is the first row, 2 is the second row, etc.
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6.2. The get-next Operation

The get-next operation lets you issue a sequence of commands to retrieve a group of

values from a MIB. In other words, for each MIB object we want to retrieve, a

separate get-next request and get-response are generated. The get-next command

traverses a subtree in lexicographic order. Since an OID is a sequence of integers, it's

easy for an agent to start at the root of its SMI object tree and work its way down until

it finds the OID it is looking for. When the NMS receives a response from the agent

for the get-next command it just issued, it issues another get-next command. It keeps

doing this until the agent returns an error, signifying that the end of the MIB has been

reached and there are no more objects left to get. If we look at another example, we

can see this behavior in action. This time we'll use a command called snmpwalk. The

get-next sequence returns seven MIB variables. Each of these objects is part of the

system group as it's defined in RFC 1213. We see a system object ID, the amount of

time the system has been up, the contact person, etc.

Get-next is based on the concept of the lexicographic ordering of the MIB's object

tree. This order is made much simpler because every node in the tree is assigned a

number. To understand what this means, let's start at the root of the tree and walk

down to the system node. To get to the system group (OID 1.3.6.1.2.1.1), we start at

the root of the object tree and work our way down. At each node in the tree, we visit

the lowest-numbered branch. Thus, when we're at the root node, we start by visiting

ccitt. This node has no nodes underneath it, so we move to the iso node. Since iso

does have a child we move to that node, org.

6.3. The get-bulk Operation

SNMPv2 defines the get-bulk operation, which allows a management application to

retrieve a large section of a table at once. The standard get operation can attempt to

retrieve more than one MIB object at once, but message sizes are limited by the

agent's capabilities. If the agent can't return all the requested responses, it returns an

error message with no data. The get-bulk operation, on the other hand, tells the agent

to send as much of the response back as it can. This means that incomplete responses

are possible. Two fields must be set when issuing a get-bulk command: nonrepeaters

and max-repetitions. Nonrepeaters tells the get-bulk command that the first N objects
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can be retrieved with a simple get-next operation. Max-repetitions tells the get-bulk

command to attempt up to M get-next operations to retrieve the remaining objects.

6.4. The set Operation

The set command is used to change the value of a managed object or to create a new

row in a table. Objects that are defined in the MIB as read-write or write-only can be

altered or created using this command. It is possible for an NMS to set more than one

object at a time.

7. SNMP MIB Group

The MIB-II interfaces subtree contains a table with an entry for each system interface.

Notice that each interface has his own MIB group under the transmission node

(1.3.6.1.2.1.10) and include more specific information than the interfaces group. The total

number of network interfaces is shown in the ifNumber variable of the interfaces group.

This group deals with features that are common across technologies, such as operational

status of an interface or a count of the number of received octets. This group then

contains variables with information about :

 the type of technology for an interface

 the estimate of current bandwidth (in bits/s)

 the interface state

 statistics about incoming and outgoing traffic

 error counters

 an OBJECT IDENTIFIER that point to a MIB subtree that defines additional variables for

this type of interface

In Section 3 of this course you will cover these topics:
Snmp Management: Snmpv3

Snmp Management: Rmon

Broadband Network Management: Atm Networks
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Topic : Snmp Management: Snmpv3

Topic Objective:

At the end of this topic student would be able to:

 Understand SNMPv3 Key Features

 Explain NMPv3 Documentation Architecture

 Highlight Elements of Entity

 Evaluate Terminology

 Elaborate SNMPv3 Applications

 Define Message Processing Model

 Describe Access Control Processing

Definition/Overview:

Since its first publication in 1988, the Simple Network Management Protocol (SNMP) has

become the most widely-used network-management tool for TCP/IP-based networks. SNMP

defines a protocol for the exchange of management information, but does much more than

that. It also defines a format for representing management information and a framework for

organizing distributing systems into managing systems and managed agents. In addition, a

number of specific data base structures, called management information bases (MIBs), have

been defined as part of the SNMP suite; these MIBs specify managed objects for the most

common network management subjects, including bridges, routers, and LANs.

The rapid growth in the popularity of SNMP in the late 1980s and early 1990s led to an

awareness of its deficiencies; these fall into the broad categories of functional deficiencies,

such as the inability to easily specify the transfer of bulk data, and security deficiencies, such

as the lack of authentication and privacy mechanisms. Many of the functional deficiencies

were addressed in a new version of SNMP, known as SNMPv2, first published as a set of

RFCs in 1993. The 1993 edition of SNMPv2 also included a security facility, but this was not

widely accepted because of a lack of consensus and because of perceived deficiencies in the

definition. Accordingly, a revised edition of SNMPv2 was issued in 1996, with the functional
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enhancements intact but without a security facility. This version used the simple and unsecure

password-based authentication feature, known as the community feature, provided in

SNMPv1, and is referred to as SNMPv2c. To remedy the lack of security, a number of

independent groups began work on a security enhancement to SNMPv2. Two competing

approaches emerged as front-runners: SNMPv2u and SNMPv2*. Ultimately, these two

approaches served as input to a new IETF SNMPv3 working group, which was chartered in

March of 1997. By January of 1998, this group had produced a set of Proposed Internet

standards published as RFCs 2271227. This document set defines a framework for

incorporating security features into an overall capability that includes either SNMPv1 or

SNMPv2 functionality. In addition, the documents define a specific set of capabilities for

network security and access control.

Key Points:

1. SNMPv3 Key Features

The basic idea of any network management system is that there are two types of systems

in any networked configuration: agents and managers. Any node in the network that is to

be managed, including PCs, workstations, servers, bridges, routers, and so on, includes an

agent module. The agent is responsible for

 Collecting and maintaining information about its local environment

 Providing that information to a manager, either in response to a request or in an unsolicited

fashion when something noteworthy happens

 Responding to manager commands to alter the local configuration or operating parameters.

A configuration will also include one or more management stations, or managers. The

manager station generally provides a user interface so that a human network manager can

control and observe the network management process. This interface allows the user to

issue commands (e.g., deactivate a link, collect statistics on performance, etc.) and

provides logic for summarizing and formatting information collected by the system. The

heart of the network management system is a set of applications that meet the needs for

network management. At a minimum, a system will include basic applications for

performance monitoring, configuration control, and accounting. More sophisticated
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systems will include more elaborate applications in those categories, plus facilities for

fault isolation and correction, and for managing the security features of the network.

All of the network management applications generally share a common network

management protocol. This protocol provides the fundamental functions for retrieving

management information from agents and for issuing commands to agents. This protocol,

in turn, makes use of a communications facility, such as TCP/IP or OSI. Finally, each

agent maintains a management information base (MIB) that contains current and

historical information about its local configuration and traffic. The management station

will maintain a global MIB with summary information from all the agents. The SNMPv1

and SNMPv2 specifications consists of a set of documents that define a network

management protocol, a general structure for management information bases (MIBs), and

a number of specific MIB data structures for specific management purposes. The

specification includes minimal network management applications and no user

presentation facility. Thus, SNMP is not a full-blown network management standard.

Accordingly, vendors have provided their own proprietary network management

applications to run on top of SNMP. The operative word in SNMP is "simple." SNMP is

designed to be easy to implement and to consume minimal processor and network

resources. It is therefore a tool for building a bare-bones network management facility. In

essence the protocol provides four functions:

 Get: Used by a manager to retrieve an item from an agent's MIB.

 Set: Used by a manager to set a value in an agent's MIB.

 Trap: Used by an agent to send an alert to a manager.

 Inform: Used by a manager to send an alert to another manager.

This is about as simple as you can get. What gives SNMP its power is the extensive set of

standardized MIB structures that has been defined. The MIB at an agent dictates what

information that agent will collect and store. For example, there are a number of variables

in the basic MIB that relate to the operation of the underlying TCP and IP protocols,

including number of packets sent and received, packets in error, and so on. Since all agent

maintain the same set of data variables, applications can be written at the management

station to exploit this information.
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2. NMPv3 Documentation Architecture

The SNMP architecture, as envisioned by RFC 2271, consists of a distributed, interacting

collection of SNMP entities. Each entity implements a portion of the SNMP capability

and may act as an agent node, a manager node, or a combination of the two. Each SNMP

entity consists of a collection of modules that interact with each other to provide services.

These interactions can be modeled as a set of abstract primitives and parameters. The

RFC 2271 architecture reflects a key design requirement for SNMPv3: Design a modular

architecture that will

 Allow implementation over a wide range of operational environments, some of which need

minimal, inexpensive functionality and some of which may support additional features for

managing large networks

 Make it possible to move portions of the architecture forward in the standards track even if

consensus has not been reached on all pieces

 Accommodate alternative security models

3. Elements of Entity

Copyright 1998 IEEE. Personal use of this material is permitted. However, permission to

reprint/republish this material for advertising or promotional purposes or for creating new

collective works for resale or redistribution to servers or lists, or to reuse any copyrighted

component of this work in other works must be obtained from the IEEE. Simple Network

Management Protocol (SNMP) is the most widely-used network management protocol on

TCP/IP-based networks. The functionality of SNMP was enhanced with the publication

of SNMPv2. However, both these versions of SNMP lack security features, notably

authentication and privacy, that are required to fully exploit SNMP. A recent set of RFCs,

known collectively as SNMPv3, correct this deficiency. This article outlines the overall

network management framework defined in SNMPv3, and then looks at the principal

security facilities defined in SNMPv3: authentication, privacy, and access control. Since

its first publication in 1988, the Simple Network Management Protocol (SNMP) has

become the most widely-used network-management tool for TCP/IP-based networks.

SNMP defines a protocol for the exchange of management information, but does much

more than that. It also defines a format for representing management information and a

framework for organizing distributing systems into managing systems and managed
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agents. In addition, a number of specific data base structures, called management

information bases (MIBs), have been defined as part of the SNMP suite; these MIBs

specify managed objects for the most common network management subjects, including

bridges, routers, and LANs.

The rapid growth in the popularity of SNMP in the late 1980s and early 1990s led to an

awareness of its deficiencies; these fall into the broad categories of functional

deficiencies, such as the inability to easily specify the transfer of bulk data, and security

deficiencies, such as the lack of authentication and privacy mechanisms. Many of the

functional deficiencies were addressed in a new version of SNMP, known as SNMPv2,

first published as a set of RFCs in 1993. The 1993 edition of SNMPv2 also included a

security facility, but this was not widely accepted because of a lack of consensus and

because of perceived deficiencies in the definition. Accordingly, a revised edition of

SNMPv2 was issued in 1996, with the functional enhancements intact but without a

security facility. This version used the simple and unsecure password-based

authentication feature, known as the community feature, provided in SNMPv1, and is

referred to as SNMPv2c. To remedy the lack of security, a number of independent groups

began work on a security enhancement to SNMPv2. Two competing approaches emerged

as front-runners: SNMPv2u and SNMPv2*. Ultimately, these two approaches served as

input to a new IETF SNMPv3 working group, which was chartered in March of 1997. By

January of 1998, this group had produced a set of Proposed Internet standards published

as RFCs 22712275 (Table 1). This document set defines a framework for incorporating

security features into an overall capability that includes either SNMPv1 or SNMPv2

functionality. In addition, the documents defines a specific set of capabilities for network

security and access control.

It is important to realize that SNMPv3 is not a stand-alone replacement for SNMPv1

and/or SNMPv2. SNMPv3 defines a security capability to be used in conjunction with

SNMPv2 (preferred) or SNMPv1. In addition, RFC 2271, which is one of the documents

issued by the SNMPv3 working group, describes an architecture within which all current

and future versions of SNMP fit. RFC 2275 describes an access control facility, which is

intended to operate independently of the core SNMPv3 capability. Thus, only three of the

five documents issued by the SNMPv3 working group deal with SNMPv3 security. In

this article, we take a broader view and provide a survey of the capabilities defined in
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RFCs 2271 through 2275. A brief clarification of the term SNMPv3 is perhaps in order.

RFCs 2271 through 2275, produced by the SNMPv3 working group describe an overall

architecture plus specific message structures and security features, but do not define a

new SNMP PDU format. Thus, the existing SNMPv1 or SNMPv2 PDU format must be

used within the new architecture. An implementation referred to as SNMPv3 consists of

the security and architectural features defined in RFCs 2271 through 2275 plus the PDU

format and functionality defined in the SNMPv2 documents. This is expressed in the

SNMPv3 introduction document, Table 15.1, as follows: "SNMPv3 is SNMPv2 plus

security and administration." The remainder of this article is organized as follows. The

next section provides a brief introduction to the basic SNMP concepts. This is followed

by a discussion of the SNMP architecture defined in RFC 2271. Next, the privacy and

authentication facilities provided by the SNMPv3 User Security Model (USM) are

described. The next section discusses access control and the view-based access control

model (VACM). An appendix provides a brief tutorial on cryptographic algorithms,

including encryption and message authentication.

4. Terminology

For purposes of access control, each SNMP entity is considered to manage a number of

contexts of managed information, each of which has a contextName that is unique within

that entity. To emphasize that there is a single manager of contexts within an entity, each

entity has a unique contextEngineID associated with it; because there is a one-to-one

correspondence between the context engine and the SNMP engine at this entity, the

contextEngineID is identical in value to the snmpEngineID. Access control is governed

by the specific context for which access is attempted and the identity of the user

requesting access; this latter identity is expressed as a principal, which may be an

individual or an application or a group of individuals or applications. Other terms of

importance relate to the processing of messages. The snmp Message Processing Model

determines the message format and the SNMP version for message processing. The

snmpSecurityModel determines which security model is to be used. The

snmpSecurityLevel determines which security services are requested for this specific

operation. The user may request just authentication, or authentication plus privacy

(encryption), or neither.

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

50
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



5. SNMPv3 Applications

The services between modules in an SNMP entity are defined in the RFCs in terms of

primitives and parameters. A primitive specifies the function to be performed, and the

parameters are used to pass data and control information. We can think of these

primitives and parameters as a formalized way of defining SNMP services. The actual

form of a primitive is implementation dependent.

RFC 2273 defines, in general terms, the procedures followed by each type of application

when generating PDUs for transmission or processing incoming PDUs. In all cases, the

procedures are defined in terms of interaction with the Dispatcher by means of the

Dispatcher primitives. Command Generator Applications -- A command generator

application makes use of the sendPdu and processResponsePdu Dispatcher primitives.

The sendPdu provides the Dispatcher with information about the intended destination,

security parameters, and the actual PDU to be sent. The Dispatcher then invokes the

Message Processing Model, which in turn invokes the Security Model, to prepare the

message. The Dispatcher hands the prepared message over to the transport layer (e.g.,

UDP) for transmission. If message preparation fails, the return primitive value of the

sendPdu, set by the Dispatcher, is an error indication. If message preparation succeeds,

the Dispatcher assigns a sendPduHandle identifier to this PDU and returns that value to

the command generator. The command generator stores the sendPduHandle so that it can

match the subsequent response PDU to the original request.

6. Message Processing Model

RFC 2272 defines a general-purpose message processing model. This model is

responsible for accepting PDUs from the Dispatcher, encapsulating them in messages,

and invoking the USM to insert security-related parameters in the message header. The

message processing model also accepts incoming messages, invokes the USM to process

the security-related parameters in the message header, and delivers the encapsulated PDU

to the Dispatcher. The first five fields are generated by the message processing model on

outgoing messages and processed by the message processing model on incoming

messages. The next six fields show security parameters used by USM. Finally, the PDU,

together with the contextEngineID and contextName constitute a scoped PDU, used for

PDU processing.
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It makes sense to designate the receiver of Command Generator and Inform PDUs as the

authoritative engine, and therefore responsible for checking message timeliness. If a

response or trap is delayed or replayed, little harm should occur. However, Command

Generator and, to some extent, Inform PDUs result in management operations, such as

reading or setting MIB objects. Thus, it is important to guarantee that such PDUs are not

delayed or replayed, which could cause undesired effects. One set of these three variables

is maintained for each remote authoritative engine known to this engine. Logically, the

values are maintained in some sort of cache, indexed by the unique snmpEngineID of

each remote authoritative engine. The first condition says that an update should occur if

the boot value from the authoritative engine has increased since the last update. The

second condition says that if the boot value has not increased, then an update should

occur if the incoming engine time is greater than the latest received engine time. The

incoming engine time will be less than the latest received engine time if two incoming

messages arrive out of order, which can happen, or if a replay attack is underway; in

either case, the receiving engine will not perform an update.

7. Access Control Processing

An SNMP application invokes VACM via the is Access Allowed primitive, with the input

parameters security Model, security Name, security Level, view Type, context Name, and

variable Name. All of these parameters are needed to make the access control decision.

Put another way, the Access Control Subsystem is defined in such a way as to provide a

very flexible tool for configuring access control at the agent, by breaking down the

components of the access control decision into six separate variables. Finally, the variable

Name is compared to the retrieved MIB view. If the variable Name matches an element

included in the MIB view, then access is granted.

Topic : Snmp Management: Rmon

Topic Objective:

At the end of this topic student would be able to:
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 Understand Remote physiological monitoring

 Overview of RMON

 Highlight RMON SMI

 Explain RMON MIB

 Elaborate RMON1 Textual Conventions

 Evaluate RMON2

 Outline RMON2 Capabilities

Definition/Overview:

SNMP is based on three concepts: managers, agents, and the Management Information Base

(MIB). In any configuration, at least one manager node runs SNMP management software.

Network devices to be managed, such as bridges, routers, servers, and workstations, are

equipped with an agent software module. The agent is responsible for providing access to a

local MIB of objects that reflects the resources and activity at its node. The agent also

responds to manager commands to retrieve values from the MIB and to set values in the MIB.

An example of an object that can be retrieved is a counter that keeps track of the number of

packets sent and received over a link into the node; the manager can track this value to

monitor the load at that point in the network. An example of an object that can be set is one

that represents the state of a link; the manager could disable the link by setting the value of

the corresponding object to the disabled state.

Such capabilities are fine for implementing a basic network-management system. To enhance

this basic functionality, a new version of SNMP was introduced in 1993 and revised in 1996.

SNMPv2 added bulk transfer capability and other functional extensions. However, neither

SNMPv1 nor SNMPv2 offers security features. Specifically, SNMPv1/v2 can neither

authenticate the source of a management message nor provide encryption. Without

authentication, it is possible for nonauthorized users to exercise SNMP network management

functions. It is also possible for nonauthorized users to eavesdrop on management

information as it passes from managed systems to the management system. Because of these

deficiencies, many SNMPv1/v2 implementations are limited to simply a read-only capability,

reducing their utility to that of a network monitor; no network control applications can be

supported.

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

53
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



Key Points:

1. Remote physiological monitoring

Remote monitoring of people is now a possibility due to remote wireless technology and

devices getting smaller. Also the advent of "smart fabrics" in recent years has allowed

people to stay attached to monitoring devices without the issues of discomfort, large

bulky technology or skin break down associated with sticky patches. The field of remote

sensing persons vital signs has come a long way in recent years. Polar from Finland has

defined the consumer sports market for the last 20 years using a conductive plastic strap

that communicates to a watch using a oscillating magnetic field or recently a digital radio

interface. Watches or "wrist tops" by Polar and Suunto among others have been getting

more and more complex in recent years with training programs and weight loss calorie

counters. Still Bluetooth, the internet and the expectation of connectedness has moved the

bar for what people expect. Actigraph a company from Florida USA has pioneered the

used of solid state accelerometers to measure the types of movement make. Vivometric

has found limited success with its LifeShirt concept. The Lifeshirt looks like a waist coat,

connects with a cable to a PDA on the persons belt and measures heart rate, breathing

rate, and movement. Until recently there was no product that allowed a person to have a

sensor that was comfortable, unobtrusive, cost effective and put multiple parameters

together to enable automatic measuring of fitness, fatigue, distress and condition. The

BioHarness (Zephyr Technology) allows a user (or remote person) to view vital signs and

status such as if someone has fallen over. The Bluetooth radio built in allows the

BioHarness to communicate with VHF radios for soldiers and police officers or

firefighters and also to mobile phones for local applications or internet connectivity such

as remote patient monitoring by doctors.

Developed by Cambridgeshire based Hidalgo Ltd (part of the Jaltek Group), Equivital is

an ambulatory, wearable, high performance physiological system providing continuous

real time visibility of an individuals vital signs over a personal Bluetooth network or via a

field radio system. These include heart rate, 2-lead electrocardiogram (ECG), respiration

rate and effort, temperature, body position, blood oxygen saturation, impact and fall

detection. EquivitalTM presents significant opportunities in enabling the wireless

monitoring of physical performance and well being of personnel engaged in a range of

demanding activities including military operations, emergency services provision,
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hazardous environment inspection and sport. EquivitalTM is also extremely effective in

the remote monitoring of patient condition within hospitals and at home following their

release. EquivitalTM is US FDA registered and compliant with the stringent CE medical

device standard ISO 13485-2003 in accordance with directive 93/42/EEC. Other

technologies that allow patients to be monitored include Bluetooth enabled blood pressure

cuffs, bathroom scales and glucose meters.

1. Overview of RMON

An RMON implementation typically operates in a client/server model. Monitoring

devices (commonly called "probes" in this context) contain RMON software agents that

collect information and analyze packets. These probes act as servers and the Network

Management applications that communicate with them act as clients. While both agent

configuration and data collection use SNMP, RMON is designed to operate differently

than other SNMP-based systems:

 Probes have more responsibility for data collection and processing, which reduces SNMP

traffic and the processing load of the clients.

 Information is only transmitted to the management application when required, instead of

continuous polling.

In short, RMON is designed for "flow-based" monitoring, while SNMP is often used for

"device-based" management. RMON is similar to other flow-based monitoring

technologies such as NetFlow and SFlow because the data collected deals mainly with

traffic patterns rather than the status of individual devices. One disadvantage of this

system is that remote devices shoulder more of the management burden, and require more

resources to do so. Some devices balance this trade-off by implementing only a subset of

the RMON MIB groups (see below). A minimal RMON agent implementation could

support only statistics, history, alarm, and event.

 The RMON1 MIB consists of ten groups:

o Statistics: real-time LAN statistics e.g. utilization, collisions, CRC errors

o History: history of selected statistics

o Alarm: definitions for RMON SNMP traps to be sent when statistics exceed defined

thresholds
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o Hosts: host specific LAN statistics e.g. bytes sent/received, frames sent/received

o Hosts top N: record of N most active connections over a given time period

o Matrix: the sent-received traffic matrix between systems

o Filter: defines packet data patterns of interest e.g. MAC address or TCP port

o Capture: collect and forward packets matching the Filter

o Event: send alerts (SNMP traps) for the Alarm group

o Token Ring: extensions specific to Token Ring

 The RMON2 MIB adds ten more groups:

o Protocol Directory: list of protocols the probe can monitor

o Protocol Distribution: traffic statistics for each protocol

o Address Map: maps network-layer (IP) to MAC-layer addresses

o Network-Layer Host: layer 3 traffic statistics, per each host

o Network-Layer Matrix: layer 3 traffic statistics, per source/destination pairs of hosts

o Application-Layer Host: traffic statistics by application protocol, per host

o Application-Layer Matrix: traffic statistics by application protocol, per source/destination

pairs of hosts

o User History: periodic samples of user-specified variables

o Probe Configuration: remote config of probes

o RMON Conformance: requirements for RMON2 MIB conformance

2. RMON SMI

In computing, the Structure of Management Information (SMI), an adapted subset of

ASN.1, operates in Simple Network Management Protocol (SNMP) to define sets

("modules") of related managed objects in a Management information base (MIB). SMI

subdivides into three parts: module definitions, object definitions, and notification

definitions.

 Module definitions are used when describing information modules. An ASN .1 macro,

MODULE-IDENTITY, is used to concisely convey the semantics of an information module.

 Object definitions describe managed objects. An ASN.1 macro, OBJECT-TYPE, is used to

concisely convey the syntax and semantics of a managed object.
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 Notification definitions (aka "traps") are used when describing unsolicited transmissions of

management information. An ASN.1 macro, NOTIFICATION-TYPE, concisely conveys the

syntax and semantics of a notification.

3. RMON MIB

SNMP itself does not define which information (which variables) a managed system

should offer. Rather, SNMP uses an extensible design, where the available information is

defined by management information bases (MIBs). MIBs describe the structure of the

management data of a device subsystem; they use a hierarchical namespace containing

object identifiers (OID). Each OID identifies a variable that can be read or set via SNMP.

MIBs use the notation defined by ASN.1. The MIB hierarchy can be depicted as a tree

with a nameless root, the levels of which are assigned by different organizations. The top-

level MIB OIDs belong to different standards organizations, while lower-level object IDs

are allocated by associated organizations. This model permits management across all

layers of the OSI reference model, extending into applications such as databases, email,

and the Java reference model, as MIBs can be defined for all such area-specific

information and operations. A managed object (sometimes called a MIB object, an object,

or a MIB) is one of any number of specific characteristics of a managed device. Managed

objects are made up of one or more object instances (identified by their OIDs), which are

essentially variables. Two types of managed objects exist:

 Scalar objects define a single object instance.

 Tabular objects define multiple related object instances that are grouped in MIB tables.

An example of a managed object is atInput, which is a scalar object that contains a single

object instance, the integer value that indicates the total number of input AppleTalk

packets on a router interface. An object identifier (or object ID or OID) uniquely

identifies a managed object in the MIB hierarchy.

4. RMON1 Textual Conventions

Remote Network Monitoring version 1 (RMON1 or RMONv1) can now be found on

most modern network hardware, defined 9 MIB groups for basic network monitoring.

MON probes listen to traffic on the network and record statistics or capture traffic

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

57
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



according to their configuration. The statistics and saved traffic retrieved by the network

management station, using the SNMP protocol, are stored in a MIB. Using the ASN.1

standard, the managed objects comprising the RMON1 MIB groups, represented by

leaves, are grouped into a tree structure. The rmon group specifies the objects relating to

the RMON1 MIB objects (RMON2 MIB objects are described in RMON2 MIB group).

5. RMON2

The RMON Working Group of the Internet Engineering Task Force (IETF is already

working on the next generation of RMON, dubbed RMON2. When RMON first arrived

on the standards scene, it provided network managers with important data about the

network segment health and performance. RMON2 moves beyond the segment up to the

enterprise network and supplies the information needed for the health and performance

monitoring of networked client/server applications and end-to-end communications.

The RMON2 Working Group began their efforts in July, 1994. As with the RMON1

standard, the approach is to carve out a set of deliverables that bring clear benefits to the

network manager, that are implementable by multiple vendors, and that will lead to

successful interoperability between independently developed solutions. With those broad

goals in mind, the top priority defined by the RMON2 Working Group is to go up the

protocol stack and provide statistics on network- and application-layer traffic. By

monitoring at the higher protocol layers, RMON2 provides the information that network

managers need to see beyond the segment and get an internetwork or enterprise view of

network traffic. RMON1 vendors are already delivering some of these higher-layer

protocol capabilities in the form of protocol distribution graphs, MAC-to-IP address

translations, and application traffic analysis. This is currently done through proprietary

extensions to their RMON1 products, but it means there are a number of examples and

techniques that can be used as the RMON2 Working Group defines the new standard. It's

important to note that RMON2 is not a superset of or replacement for RMON1. Both

MIBs will be required, with RMON1 providing the data for segment monitoring and

protocol analysis and RMON2 providing the data for network and application monitoring.
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6. RMON2 Capabilities

The most visible and most beneficial capability in RMON2 is monitoring above the MAC

layer which supports protocol distribution and provides a view of the whole network

rather than a single segment. Although the exact contents of RMON2 may change during

the standard development process, the capabilities expected to be delivered by RMON2

include:

 Higher Layer Statistics

Traffic statistics, host, matrix, and matrix topN tables at the network layer and the

application layer. By monitoring these statistics, the network manager can see what

clients are talking to what servers, so systems can be placed at the correct location on

the correct segment for optimized traffic flow. AXON Networks has submitted their

LANServant Manager Enterprise Communications Analysis Module (ECAM) MIB to

the RMON2 Working Group to provide the technology required for these higher-layer

statistics.

 Address Translation

Binding between MAC-layer addresses and network-layer addresses which are much

easier to read and remember. Address translation not only helps the network manager,

it supports the SNMP management platform and will lead to improved topology

maps. This feature also adds duplicate IP address detection, solving an often elusive

problem that wreaks havoc with network routers and Virtual LANs.

 User Defined History

With this new feature, the network manager can configure history studies of any

counter in the system, such as a specific history on a particular file server or a router-

to-router connection. In the RMON1 standard, historical data is collected only on a

predefined set of statistics.

 Improved Filtering
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Additional filters are required to support the higher-layer protocol capabilities of

RMON2. This improved filtering allows the user to configure more flexible and

efficient filters, especially relating to the higher-layer protocols.

 Probe Configuration

With RMON2, one vendor's RMON application will be able to remotely configure

another vendor's RMON probe. Currently, each vendor provides a proprietary means

of setting up and controlling their probes. The probe configuration specification is

based on the Aspen MIB which was jointly developed by AXON and Hewlett-

Packard. The Aspen MIB provides probe device configuration, trap administration,

and control of the probe's out-of-band serial port.

In Section 4 of this course you will cover these topics:
Broadband Network Management: Access Networks

Telecommunications Network Management

Network Management Tools And Systems

Topic : Broadband Network Management: Access Networks

Topic Objective:

At the end of this topic student would be able to:

 Understand Generic Access Network

 Explain Broadband Access Technology

 Highlight HFC Technology

 Elaborate Cable Modem

 Evaluate xDSL Technology

 Identify ADSL Access Network
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 Define SNMP-based ADSL

Definition/Overview:

An access network or outside plant refers to the series of wires , cables and equipment lying

between a consumer/business telephone termination point (the point at which a telephone

connection reaches the customer) and the local telephone exchange. The local exchange

contains banks of automated switching equipment to direct a call or connection to the

consumer. The access network is perhaps one of the oldest assets a telecom operator owns,

and is constantly evolving, growing as new customers are connected, and as new services are

offered. This makes the access network one of the most complex networks in the world to

maintain and keep track of. In 2007, many telecomunications operators experienced

increasing problems maintaining the quality of the records which describe the network. In

2006, according to an independent Yankee Group report, globally operators experience profit

leakage in excess of 15 Billion each year. The access network is also perhaps the most

valuable asset an operator owns, since this is what physically allows them to offer a service.

Access networks consist largely of pairs of copper wires, each travelling in a direct path

between the exchange and the customer. In some instances, these wires may even be

aluminium, the use of which was common in the 1960s and 1970s following a massive

increase in the cost of copper. As it happened, the price increase was temporary, but the

effect of this decision is still felt today because the aluminium wires oxidize and lose their

ability to carry large quantities of data. Access is essential to the future profitability of

operators who are experiencing massive reductions in revenue from POTS (plain old

telephone services), due in part to the opening of historically nationalised companies to

competition, and in part to increased use of mobile phones and VOIP (voice over IP)

services. Operators now look toward additional services such as xDSL based broadband and

IPTV (Internet Protocol Television) to guarantee future profit. The access network is again

the main barrier to achieving these profits since operators world wide have accurate records

of only 40% to 60% of the network. Without understanding or even knowing the

characteristics of these enormous copper spider webs, it is very difficult, and expensive to

'provision' (connect) new customers and assure the data rates required to receive next

generation services. Over time, we will see the access networks around the world evolve to

include more and more optical fibre technology. Optical fibre already makes up the majority

of core networks and will start to creep closer and closer to the customer, until a full
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transition to 21st Century Networks is achieved, delivering value added services over fibre to

the home (FTTH). Without an access network, a fixed line telco can not exist, yet this

network has been undervalued and under invested for decades. Telcos today, need to

massively improve their understanding of these networks to remain profitable in the short

term, and remain in existence in the longer term.

Key Points:

1. Generic Access Network

Unlicensed Mobile Access or UMA, is the commercial name of the 3GPP Generic Access

Network, or GAN standard. GAN is a telecommunication system that extends mobile

voice, data and IP Multimedia Subsystem/Session Initiation Protocol (IMS/SIP)

applications over IP access networks. The most common application of GAN is in a dual-

mode handset service where subscribers can seamlessly roam and handover between

wireless LANs and wide area networks using a GSM/Wi-Fi dual-mode mobile phone.

GAN enables the convergence of mobile, fixed and Internet telephony, sometimes called

Fixed Mobile Convergence. The local network may be based on private unlicensed

spectrum technologies like 802.11, while the wide network is alternatively GSM/GPRS or

UMTS mobile services. On the cellular network, the mobile handset communicates over

the air with a base station, through a base station controller, to servers in the core network

of the carrier. Under the GAN system, when the handset detects a wireless LAN, it

establishes a secure IP connection through a gateway to a server called a GAN Controller

(GANC) on the carrier's network. The GANC presents to the mobile core network as a

standard cellular base station. The handset communicates with the GANC over the secure

connection using existing GSM/UMTS protocols. Thus, when a mobile moves from a

GSM to an 802.11 network, it appears to the core network as if it is simply on a different

base station.

2. Broadband Access Technology

Demand for bandwidth has led to several technological approaches developed to provide

broadband access to business and residential customers. There are a variety of access

technologies that can be used to provide broadband services. Although DSL has

numerous advantages, other means of obtaining high-speed access might be preferable.
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What providers of each of the three technologies have in common is their desire to

provide broadband access to as many people as possible. Cable companies offer

broadband service, most notably high-speed Internet access services using cable-modem

technologies. Cable modems, because they are already being deployed rapidly, are the

most direct competitor to mass-market residential DSL service. Cable modems can offer

speeds as high as 10 Mbps, much faster than all but VDSL technology. Cable operators

had already begun upgrading their networks to handle more channels and offer more

services before the Internet and the Web became household items. Cable operators were

primed to take advantage of this opportunity to provide high-speed access, because once

their network was upgraded, adding high-speed access would not be a large expense.

Additionally, these operators saw that if they sped up their planned upgrades of the cable

plant, they could take a large chunk of the market for broadband consumer access.

Once the cable plant has been upgraded to two-way broadband, adding high-speed access

is extremely cheap. Most of cable operators' expenses lie in upgrading the plant to carry

two-way traffic. Once this has been accomplished, the cost of adding subscribers is

incremental. Adding new subscribers on a traditional wireline network is expensive, as it

is on a wireless network. Fixed wireless technologiessuch as local multipoint distribution

system (LMDS), multichannel multipoint distribution system (MMDS), 39 Ghz, and

digital electronic messaging service (DEMSsare beginning to challenge traditional

wireline and cable for the data marketplace. Satellites are beginning to emerge as another

technology to compete against fixed wireless, DSL, and cable. Broadband access through

satellites is mainly for the thousands of consumers who cannot gain broadband access

through any of the wireline access solutions. The chief advantage of wireless technology

is the speed of deployment. Another big advantage of wireless is that a large portion of

deployment costs is incurred only when a customer signs up for service. Because

microwave can be rolled out on a segmented basis, it is often less costly than other

technologies, especially for carriers penetrating a new market or in regions with widely

dispersed customers. Broadband wireless systems consist of a radio transmitter that sends

a signal on a combination of channels to numerous receivers, including homes and

businesses. Digital versions of wireless cable promise to provide digital television,

interactive services, high-speed Internet access, and data networking services.

Breakthroughs in digital technology and digital compression now permit operators to

dramatically increase the amount of data that can be sent in a finite amount of spectrum.
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Each of the three wireless technologies operates on a different part of the radio spectrum.

Spectrum allocation varies widely from country to country and is controlled by

regulators.

Satellites have always been able to transmit data at very high speeds, but it was not until

recently that consumer-friendly applications became popular. Data over satellite is not

new; very small aperture terminal (VSAT) providerssuch as Gilat, PanAmSat, Comsat,

and GEhave been providing data connections to businesses for many years. In many

large-business satellite-based offerings, the end user's terminal or satellite dish is capable

of both sending and receiving data, thereby allowing for downstream and upstream

speeds that exceed 200 Kbps. What is new is the adaptation of this technology to

consumers.

3. HFC Technology

Hybrid fiber-coaxial (HFC) is a telecommunications industry term for a broadband

network which combines optical fiber and coaxial cable. It has been commonly employed

globally by cable TV operators since the early 1990s. See diagram below for a typical

architecture for an HFC Network. The fiber optic network extends from the cable

operators' master headend, sometimes to regional headends, and out to a neighbourhood's

hubsite, and finally to a fiber optic node which serves anywhere from 25 to 2000 homes.

A master headend will usually have satellite dishes for reception of distant video signals

as well as IP aggregation routers. Some master headends also house telephony equipment

for providing telecommunications services to the community. A regional or area

headend/hub will receive the video signal from the master headend and add to it the

Public, Educational and/or Governmental (PEG) channels as required by local franchising

authorities or insert targeted advertising that would appeal to a local area. The various

services are encoded, modulated and upconverted onto RF carriers, combined onto a

single electrical signal and inserted into a broadband optical transmitter. This optical

transmitter converts the electrical signal to a downstream optically modulated signal that

is sent to the nodes. Fiber optic cables connect the headend or hub to optical nodes in a

point-to-point or star topology, or in some cases, in a protected ring topology.

A fiber optic node has a broadband optical receiver which converts the downstream

optically modulated signal coming from the headend/hub to an electrical signal going to
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the homes. Today, the downstream signal is a radio frequency modulated signal that

typically begins at 50 MHz and ranges from 550 MHz to 1000 MHz on the upper end.

The fiber optic node also contains a reverse/return path transmitter that sends

communication from the home back to the headend. In North America, this reverse signal

is a modulated radio frequency ranging from 5 to 42 MHz while in other parts of the

world, the range is 5 to 65 MHz. The optical portion of the network provides a large

amount of flexibility. If there are not many fiber optic cables to the node, wavelength

division multiplexing can be utilized to combine multiple optical signals onto the same

fiber. Optical filters are used to combine and split optical wavelengths onto the single

fiber. For example, the downstream signal could be on a wavelength at 1310nm and the

return signal could be on a wavelength at 1550nm. There are also techniques to put

multiple downstream and upstream signals on a single fiber by putting them at different

wavelengths.

The coaxial copper portion of the network connects 25 to 2000 homes (500 is typical) in a

tree-and-branch configuration off of the node. Radio frequency amplifiers are used at

intervals to overcome cable attenuation and passive losses of the electrical signals caused

by splitting or "tapping" the copper cable. Trunk coaxial cables are connected to the

optical node and form a coaxial backbone to which smaller distribution cables connect.

Trunk cables also carry AC power which is added to the cable line at usually either 60V

or 90V by a power supply and a power inserter. The power is added to the cable line so

that trunk and distribution amplifiers do not need an individual, external power source.

From the trunk cables, smaller distribution cables are connected to a port of the trunk

amplifier to carry the RF signal and the AC power down individual streets. If needed, line

extenders, which are smaller distribution amplifiers, boost the signals to keep the power

of the television signal at a level that the TV can accept. The distribution line is then

"tapped" into and used to connect the individual drops to customer homes. These taps

pass the RF signal and block the AC power unless there are telephony devices that need

the back-up power reliability provided by the coax power system. The tap terminates into

a small coaxial drop using a standard screw type connector known as an F connector. The

drop is then connected to the house where a ground block protects the system from stray

voltages. Depending on the design of the network, the signal can then be passed through a

splitter to multiple TVs. If too many TVs are connected, then the picture quality of all the

TVs in the house will go down requiring the use of a "drop" or "house" amplifier.
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4. Cable Modem

In network topology, a cable modem is a network bridge that conforms to IEEE 802.1D

for Ethernet networking (with some modifications). The cable modem bridges Ethernet

frames between a customer LAN and the coax cable network. With respect to the OSI

model, a cable modem is a data link layer (or layer 2) forwarder. A cable modem does

support functionalities at other layers. In physical layer (or layer 1), the cable modem

supports the Ethernet PHY on its LAN interface, and a DOCSIS defined cable-specific

PHY on its HFC cable interface. It is to this cable-specific PHY that the name cable

modem refers. In the network layer (or layer 3), the cable modem is an IP host in that it

has its own IP address used by the network operator to manage and troubleshoot the

device. In the transport layer (or layer 4) the cable modem supports UDP in association

with its own IP address, and it supports filtering based on TCP and UDP port numbers to,

for example, block forwarding of NetBIOS traffic out of the customer's LAN. In the

application layer (layer 5 or layer 7), the cable modem supports certain protocols that are

used for management and maintenance, notably DHCP, SNMP, and TFTP. Some cable

modem devices may incorporate a router along with the cable modem functionality, to

provide the LAN with its own IP network addressing. From a data forwarding and

network topology perspective, this router functionality is typically kept distinct from the

cable modem functionality (at least logically) even though the two may share a single

enclosure and appear as one unit. So, the cable modem function will have its own IP

address and MAC address as will the router.

5. xDSL Technology

DSL or xDSL, is a family of technologies that provides digital data transmission over the

wires of a local telephone network. DSL originally stood for digital subscriber loop,

although in recent years, the term digital subscriber line has been widely adopted as a

more marketing-friendly term for ADSL, which is the most popular version of consumer-

ready DSL. DSL can be used at the same time and on the same telephone line with

regular telephone, as it uses high frequency, while regular telephone uses low frequency.

Typically, the download speed of consumer DSL services ranges from 256 kilobits per

second (kbit/s) to 24,000 kbit/s, depending on DSL technology, line conditions and

service level implemented. Typically, upload speed is lower than download speed for

Asymmetric Digital Subscriber Line (ADSL) and equal to download speed for the rarer
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Symmetric Digital Subscriber Line (SDSL). DSL (VDSL) typically works by dividing the

frequencies used in a single phone line into two primary "bands". The ISP data is carried

over the high-frequency band (25 kHz and above) whereas the voice is carried over the

lower-frequency band (4 kHz and below). (See the ADSL article on how the high-

frequency band is subdivided.) The user typically installs a DSL filter on each phone.

This filters out the high frequencies from the phone line, so that the phone only sends or

receives the lower frequencies (the human voice). The DSL modem and the normal

telephone equipment can be used simultaneously on the line without interference from

each other.

6. ADSL Access Network

An ADSL link is basically a computer, connected to a modem, connected over the old

PSTN (public switched telephone network) copper wire to a DSLAM at the telephone

company main office. The PSTN is separated from the data traffic using high/low pass

filters (splitters). The voice data is routed to the regular PSTN switching network, while

the data is routed to the ISP. The multiple virtual circuits (ADSL connections) created,

are then aggregated and transferred to the correct ISP using a T3/E3 line. The ADSL

specification allows for voice (PSTN) and data communication to co-exist on the same

pair of twisted copper lines. This is accomplished by a set of low-pass and high-pass

splitters installed at both the customers' location and the central office. These splitters

also protect the sensitive data communication from spikes originating in the PSTN

network. Acronym of Digital Subscriber Line Access Multiplexer. The DSLAM receives

ADSL lines from different subscribers, and multiplexes them into ATM virtual circuits.

The DSLAM contains an ADSL modem for each of the subscribers that are connected to

it. After the ADSL signals from all the subscribers are demodulated into digital data, it is

combined and sent onto a high-speed interface connected to an ATM network. This ATM

network provides access to the internet through internet service providers (ISPs). The

DSL provider bundles the traffic destined for a given ISP and sends it over an E3/T3 or

an OC-3 connection.

7. SNMP-based ADSL

ADSL(Asymmetric Digital Subscriber Line) is a new key technology for offering broadband

services to home users and small businesses. ADSL technology is ready to take off.
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Management discussions aim at achieving an ADSL broadband service architecture are still

taking place, however. In order to support multiple services over widely spread networks

incorporating various transmission techniques, a cost-effective network operation requires an

end-to-end network management architecture. We describe here how to integrate ADSL

equipment into the existing telecommunications management network. Alternative protocols

and information models are also discussed. The overall network management architecture

gives the motivation for the management concept applied to our Digital Subscriber Line

Access Multiplexer (DSLAM). The design of such a network element covers all management

functionality that is required to multiplex ATM connections being transferred over the ADSL

system and to integrate the network element into any telecommunications network. We have

chosen a flexible approach to adapt the DSLAM management to different usage

environments.

Topic : Telecommunications Network Management

Topic Objective:

At the end of this topic student would be able to:

 Understand Telecommunications Network Management

 Highlight Operation Systems

 Explain Telecommunications Network Management Conceptual Model

 Elaborate Telecommunications Network Management Architecture

 Evaluate Telecommunications Network Management Functional Architecture

 Define Telecommunications Management Network

 Describe Four Management Architectures
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Definition/Overview:

A telecommunications network is a network of telecommunications links and nodes arranged

so that messages may be passed from one part of the network to another over multiple links

and through various nodes. Telecommunications network links (including their endpoints or

"nodes") may in turn be built out of hierarchical transmission systems. In the field of

telecommunications, a communications protocol is the set of standard rules for data

representation, signaling, authentication and error detection required to send information over

a communications channel. An example of a simple communications protocol adapted to

voice communication is the case of a radio dispatcher talking to mobile stations.

Communication protocols for digital computer network communication have features

intended to ensure reliable interchange of data over an imperfect communication channel.

Communication protocol is basically following certain rules so that the system works

properly.

Key Points:

1. Telecommunications Network Management

The Telecommunications Management Network is a protocol model defined by ITU-T

for managing open systems in a communications network. It is part of the ITU-T

Recommendation series M.3000 and is based on the OSI management specifications in

ITU-T Recommendation series X.700. TMN provides a framework for achieving

interconnectivity and communication across heterogeneous operations system and

telecommunication networks. To achieve this, TMN defines a set of interface points for

elements which perform the actual communications processing (such as a call processing

switch) to be accessed by elements, such as management workstations, to monitor and

control them. The standard interface allows elements from different manufacturers to be

incorporated into a network under a single management control. For communication

between Operations Systems and NEs (Network Elements), it uses the Common

management information protocol (CMIP) or Mediation devices when it uses Q3

interface. TMN can be used in the management of ISDN, B-ISDN, ATM, and GSM

networks. It is not as commonly used for purely packet-switched data networks. A

Network Element provides agent services, mapping the physical aspects of the equipment

into the TMN framework. Active network architecture is composed of execution
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environments (similar to a unix shell that can execute active packets), a node operating

system capable of supporting one or more execution environments. It also consists of

active hardware, capable of routing or switching as well as executing code within active

packets. This differs from the traditional network architecture which seeks robustness and

stability by attempting to remove complexity and the ability to change its fundamental

operation from underlying network components. Network processors are one means of

implementing active networking concepts. Active networks have also been implemented

as overlay networks.

2. Operation Systems

A layer structure showing where the Operating System is located on generally used

software systems on desktops. An operating system (commonly abbreviated to either OS

or O/S) is an interface between hardware and applications; it is responsible for the

management and coordination of activities and the sharing of the limited resources of the

computer. The operating system acts as a host for applications that are run on the

machine. As a host, one of the purposes of an operating system is to handle the details of

the operation of the hardware. This relieves application programs from having to manage

these details and makes it easier to write applications. Almost all computers, including

handheld computers, desktop computers, supercomputers, and even video game consoles,

use an operating system of some type. Some of the oldest models may however use an

embedded operating system that may be contained on a compact disk or other data

storage device. Operating systems offer a number of services to application programs and

users. Applications access these services through application programming interfaces

(APIs) or system calls. By invoking these interfaces, the application can request a service

from the operating system, pass parameters, and receive the results of the operation. Users

may also interact with the operating system with some kind of software user interface

(UI) like typing commands by using command line interface (CLI) or using a graphical

user interface (GUI, commonly pronounced gooey). For hand-held and desktop

computers, the user interface is generally considered part of the operating system. On

large multi-user systems like Unix and Unix-like systems, the user interface is generally

implemented as an application program that runs outside the operating system. (Whether

the user interface should be included as part of the operating system is a point of

contention.) Common contemporary operating systems include Microsoft Windows, Mac
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OS, Linux, BSD and Solaris. Microsoft Windows has a significant majority of market

share in the desktop and notebook computer markets, while servers generally run on

Linux or other Unix-like systems. Embedded device markets are split amongst several

operating systems.

3. Telecommunications Network Management Conceptual Model

With the development of Internet and next generation networks in telecommunications,

more and more new services are required to be introduced into networks. Introducing new

services into traditional network is always associated with standardizing new protocols.

The progress of protocol standardization usually takes several years, which cannot meet

the increasing demands of the applications in Internet and next generation networks.

Service customization in network systems may be one possible solution to cope with this

problem. Based on the principle that network service is provided by interactions among

protocol entities, this paper proposes a conceptual model of service customization

(SECUM) by separating the service logic from protocol interactive logic within existing

network architecture. The theory of Communicating Sequential Processes (CSP) is used

to formalize the SECUM in order to locate exactly the service logic and to define

precisely the SECUM. For validating the SECUM's usability in practical network

systems, this paper also proposes an implementation model for SECUM: a component-

based protocol implementation model (CPIM). CPIM discomposes protocol entity into

application component, service component, message component and communication

component. Service component associates application component with message

component. Users or network managers can customize network services by configuring

service component. The paper shows respectively the applications of SECUM and CPIM

by proposing a customizable IP service model based on SECUM and describing an

implementation of Session Initiation Protocol (SIP) based on CPIM. Compared with the

existing service-customization techniques, SECUM is a service customization model

internal to network system and may provide more powerful capabilities of service

customization.

4. Telecommunications Network Management Architecture

Network management is critical in today's business to ensure high network availability,

secure communication, easy-to-use of the network and related technologies, effectively
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manage network devices and support users. There are many network management

architectures and models proposed by various standard organizations and vendors. Some

of them are widely implemented in the real world while others maybe only concepts for

considerations. The key concept of these models is to partition the task of managing

network into smaller functions, which makes the entire network management job much

easier.

This network management map is designed for people who are using, operating,

managing, and learning networks, including telecommunication engineers and operators,

IT and networking engineers, the network admins, and networking technology educators

and students. Many networking hardware, software and service providers use it as a

marketing or sales tool in trade shows, seminars and web/email lead generation programs.

Computer and IT training organizations use it as a supplementary educational tool or a

motivational gift for students and trainees. A telecommunication usage metering

management architecture includes a telecommunication network formed of a plurality of

hierarchically structured elements and a management system comprising a hierarchical set

of software components. Each software component is associated with an element of the

telecommunication network and each hierarchical level of the set corresponds to a

hierarchical level of the telecommunication network. At least one of the software

components can send messages to at least one usage metering system. Only the lowest

level software resources can access information contained in the network elements and

relating to the use of the associated network elements.

Implementation architecture for a telecommunications management network (TMN)

suitable for the management of integrated broadband communications in the CEC RACE

programme is described. The architecture is intended to support the future

implementation of TMN systems within Europe and elsewhere. Having outlined some of

the motivations for the development of TMN architecture, the paper introduces the

various functions associated with a TMN. An overview is given of the functional and

physical views of the TMN. One of the major components of any network management

system is the management information base.
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5. Telecommunications Network Management Functional Architecture

The effective management of access networks presents challenges which are not found in

other sectors of the telecommunications network. The approaches being developed for the

management modeling of access networks allow systems with different technologies and

from different vendors to be managed in a uniform way. The functional architecture used

for SDH can be generalized so that it is applicable to access networks, and this forms the

basis of the modeling of their logical functionality. Technology-specific models of the

various elements can be integrated into a technology-independent network model, and the

physical resources and logical structure can be modeled to simplify repairs and improve

inventory management. The development of standards for the management of the access

network is an evolutionary process, but sufficient standards are now in place in order to

achieve a useful level of functionality over a Q3 interface. Developing solutions that take

advantage of the initial telecommunications management network (TMN) standards

allows experiences to be fed back into the standards bodies to generate a more complete

set of standard specifications, leading to the goal of access network management as part

of a totally integrated TMN. Over the past decades there has been tremendous growth in

the size and complexity of networks. Networks have formed channels of communication

to cover the whole world. Many companies have brought out packages using their own

protocols and standards. To provide communication between different brands the

International Standards Organization has sought to get these different vendors to work

together. The international standard for data networks as recommended by the ISO is

Open Systems Interconnection (OSI).

 Functional Areas of Management

To help bring about better compatibility between different vendors the OSI have

formulated five functional areas of management. They are as follows:

o Fault Management

The first task of fault management is to locate faults as they occur. This

becomes difficult since it has to rely on alarms which are the symptoms of

faults. One fault may lead to many alarms generated as messages traversing
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the network encounter difficulties. The next task is to take steps to repair the

faults, or at least minimize their impact on the system.

o Configuration Management

On a small scale, remembering where your desktop computer is and where

you have your printer, mouse and modem is an easy task. On the scale of a

large network there needs to be a comprehensive system for keeping track of

all the components of a network. This includes the make and model of each

component and their physical location.

o Accounting Management

Billing, keeping stock of every individual's use of the network. Keeping track

of individual differing requirements. For a system with many users there needs

to be a system whereby the users may check their quotas and change their

preferences for their accounts. In a telecommunication network this is

especially important, considering that almost every household in the area has

an account to maintain.

o Performance Management

Keeping up with traffic information, make predictions about peak usage,

modifying things to optimize efficiency. Statistics are collected about the

available bandwidth of different channels at different times. These have to be

processed into meaningful information about the network to help plan around

heavy usage.

o Security Management

Keeping the password information, encryption of data, monitoring in case

users are accessing things they shouldn't. This is important, not only for

personal privacy, but also for commercially sensitive information.
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6. Telecommunications Management Network

ITU-T has introduced a standard of network management for use in telecommunications.

This enables complex information to be accessed globally. One difference between TMN

and conventional network management is that the management network is separated from

the telecommunications network. The network for transferring management information

is called the Data Communication Network (DCN). Rather than using an asynchronous

data transfer by packets of varying length, the telecommunication network provides an

isochronous type of service which means all the signals are of the same length and sent in

a continuous sequence.

7. Four Management Architectures

To better understand how things fit together TMN has described four architectures to

classify tasks. They are each complementary ways of organising the multitude of

functions that go into managing a Telecommunications Network.

 Functional Architecture

Different function blocks are defined for making the applications modular. Function

blocks are designated to accessing network elements, interfacing with workstations

and other processing tasks. Each of these `talk' through reference points to obtain and

pass on information. The reference points are standardized within the TMN across

different vendors. This makes managing heterogeneous networks possible.

 Physical Architecture

These maps to the functional layer. Each of the functions is represented by a physical

device. For example, the function that mediates between two platforms in the

functional layer has a corresponding mediating device in the physical layer.
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 Information Architecture

Here information is represented as objects. Object oriented programming is a useful

way to do network management. The managed objects have attributes which can be

accessed by the manager.

 Logical Layered Architecture

This architecture is to help understand the layers that go into a network.

Each of these layers deals with aspects of the five OSI management areas, fault,

configuration, accounting, performance and security. For example, the Element

Management Layer would work collecting data about account details, faults arising,

changes in configuration, high traffic conditions and access to security sensitive

elements. Splitting up these management areas into the layers of a network helps to

see where different functions fit. Fault management works on all the layers, from the

network elements to the business layer. Here we can see how one management area is

implemented in all the logical layers of a network.

▪ The element layer is concerned with logging alarms as they occur.

▪ The network layer provides a view of the network as a whole,

independent of the different vendors.

▪ The service layer is there to maintain the network. As faults arise the

service layer may instruct the network layer to reroute some paths to

minimize the disruption to the network. The service layer also has to

report to the clients with updated information about the faults.

▪ The business layer supports decisions about the allocation of resources

and plans how to best fix the faults. They bear in mind the tradeoffs

between the cost of investment and the benefits to the network.
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In Section 5 of this course you will cover these topics:
Network Management Applications

Web-Based Management

Topic Objective:

At the end of this topic student would be able to:

 Understand Configuration Management

 Know about Software configuration management

 Learn about Network provisioning

 Explain Inventory Management

 Elaborate Network Topology

 Highlight Fault Management

 Evaluate Fault Detection

 Identify Data Monitoring

 Analyze Case-Based Reasoning

 Evaluate Codebook Correlation Model

 Describe FiniteState Machine Model

 Define Policy Based Management

Definition/Overview:

As defined by the ISO/OSI Network management model and its subset of protocols, namely

SNMP and CMIP a Network Management Application (NMA) is the software that sits on the

Network Management Station (NMS) and retrieves data from a Management Agent (MA). It

consists of a set of standards for network management, including an application layer

protocol, a database schema, and a set of data objects. SNMP exposes management data in
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the form of variables on the managed systems, which describe the system configuration.

These variables can then be queried (and sometimes set) by managing applications.

Key Points:

1. Configuration Management

Configuration management (CM) is a field of management that focuses on establishing

and maintaining consistency of a product's performance and its functional and physical

attributes with its requirements, design, and operational information throughout its life.

For information assurance, CM can be defined as the management of security features

and assurances through control of changes made to hardware, software, firmware,

documentation, test, test fixtures, and test documentation throughout the life cycle of an

information system.

Configuration management was first developed by the United States Department of

Defense in the 1950s as a technical management discipline. The concepts have been

widely adopted by numerous technical management models, including systems

engineering, integrated logistics support, Capability Maturity Model Integration (CMMI),

ISO 9000, Prince2 project management methodology, COBIT, Information Technology

Infrastructure Library (ITIL), product lifecycle management, and application lifecycle

management. Many of these models have redefined configuration management from its

traditional holistic approach to technical management. Some treat configuration

management as being similar to a librarian activity, and break out change control and

change management as separate areas of discipline (as Prince 2); some break out the

traditional elements of revision control and engineering release into separate management

disciplines; others treat CM as an overarching management discipline.

2. Software configuration management

The traditional software configuration management (SCM) process is looked upon as the

best solution to handling changes in software projects. It identifies the functional and

physical attributes of software at various points in time, and performs systematic control

of changes to the identified attributes for the purpose of maintaining software integrity
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and traceability throughout the software development life cycle. The SCM process further

defines the need to trace changes, and the ability to verify that the final delivered software

has all of the planned enhancements that are supposed to be included in the release. It

identifies four procedures that must be defined for each software project to ensure that a

sound SCM process is implemented. They are:

 Configuration identification

 Configuration control

 Configuration status accounting

 Configuration authentication

These terms and definitions change from standard to standard, but are essentially the

same.

 Configuration identification is the process of identifying the attributes that define every

aspect of a configuration item. A configuration item is a product (hardware and/or software)

that has an end-user purpose. These attributes are recorded in configuration documentation

and baselined. Baselining an attribute forces formal configuration change control processes to

be effected in the event that these attributes are changed.

 Configuration change control is a set of processes and approval stages required to change a

configuration item's attributes and to re-baseline them.

 Configuration status accounting is the ability to record and report on the configuration

baselines associated with each configuration item at any moment of time.

 Configuration audits are broken into functional and physical configuration audits. They occur

either at delivery or at the moment of effecting the change. A functional configuration audit

ensures that functional and performance attributes of a configuration item are achieved, while

a physical configuration audit ensures that a configuration item is installed in accordance

with the requirements of its detailed design documentation.

Configuration management is widely used by many military organizations to manage the

technical aspects of any complex systems, such as weapon systems, vehicles, and

information systems. The discipline combines the capability aspects that these systems

provide an organization with the issues of management of change to these systems over

time. Outside of the military, CM is equally appropriate to a wide range of fields and

industry and commercial sectors. In software engineering, software configuration
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management (SCM) is the task of tracking and controlling changes in the software.

Configuration management practices include revision control and the establishment of

baselines. SCM concerns itself with answering the question "Somebody did something,

how can one reproduce it?" Often the problem involves not reproducing "it" identically,

but with controlled, incremental changes. Answering the question thus becomes a matter

of comparing different results and of analysing their differences. Traditional

configuration management typically focused on controlled creation of relatively simple

products. Now, implementers of SCM face the challenge of dealing with relatively minor

increments under their own control, in the context of the complex system being

developed.

3. Network provisioning

The services which are assigned to the customer in the Customer relationship

management should be also provisioned on the network element who is enabling the

service, which will allow the customer to actually use the service. It is not necessary one

service configured in the CRM to correspond to one service on the network elements.

Some services can be enabled by more than one network element, by example the MMS

service. During the provisioning, the service mediation device will translate the service

and the corresponding parameters of the service to one or more services/parameters on

the network elements involved. The algorithm used to convert the system service into

network services is called provisioning logic. Electronic invoice feeds from your carriers

can be automatically downloaded directly into the core of the TEM software and it will

immediately conduct an audit of each single line item charge all the way down to the

USOC level. The provisioning software will capture each circuit number provided by all

of your carriers and if bills outside of the contracted rate an exception rule will trigger a

red flag and notify the pre-established staff member to review the billing error.

4. Inventory Management

The definition one American professional association put forward is that Supply Chain

Management encompasses the planning and management of all activities involved in

sourcing, procurement, conversion, and logistics management activities. Importantly, it

also includes coordination and collaboration with channel partners, which can be

suppliers, intermediaries, third-party service providers, and customers. In essence, Supply
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Chain Management integrates supply and demand management within and across

companies. More recently, the loosely coupled, self-organizing network of businesses that

cooperates to provide product and service offerings has been called the Extended

Enterprise. Supply Chain Management can also refer to Supply chain management

software which are tools or modules used in executing supply chain transactions,

managing supplier relationships and controlling associated business processes. Supply

chain event management (abbreviated as SCEM) is a consideration of all possible

occurring events and factors that can cause a disruption in a supply chain. With SCEM

possible scenarios can be created and solutions can be planned.

5. Network Topology

Network topology is the study of the arrangement or mapping of the elements(links,

nodes, etc.) of a network, especially the physical (real) and logical (virtual)

interconnections between nodes. A local area network (LAN) is one example of a

network that exhibits both a physical topology and a logical topology. Any given node in

the LAN will have one or more links to one or more other nodes in the network and the

mapping of these links and nodes onto a graph results in a geometrical shape that

determines the physical topology of the network. Likewise, the mapping of the flow of

data between the nodes in the network determines the logical topology of the network.

The physical and logical topologies might be identical in any particular network but they

also may be different. Any particular network topology is determined only by the

graphical mapping of the configuration of physical and/or logical connections between

nodes. LAN Network Topology is, therefore, technically a part of graph theory. Distances

between nodes, physical interconnections, transmission rates, and/or signal types may

differ in two networks and yet their topologies may be identical.

6. Fault Management

In network management, fault management is the set of functions that detect, isolate, and

correct malfunctions in a telecommunications network, compensate for environmental

changes, and include maintaining and examining error logs, accepting and acting on error

detection notifications, tracing and identifying faults, carrying out sequences of

diagnostics tests, correcting faults, reporting error conditions, and localizing and tracing

faults by examining and manipulating database information. When a fault or event occurs,

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

81
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



a network component will often send a notification to the network operator using a

protocol such as SNMP. An alarm is a persistent indication of a fault that clears only

when the triggering condition has been resolved. A current list of problems occurring on

the network component is often kept in the form of an active alarm list such as is defined

in RFC 3877,the Alarm MIB. A list of cleared faults is also maintained by most network

management systems.

Fault management systems may use complex filtering systems to assign alarms to severity

levels. These can range in severity from debug to emergency, as in the syslog protocol.

Alternatively, they could use the ITU X.733 Alarm Reporting Function's perceived

severity field. This takes on values of cleared, indeterminate, critical, major, minor or

warning. Note that the latest version of the syslog protocol draft under development

within the IETF includes a mapping between these two different sets of severities. It is

considered good practice to send a notification not only when a problem has occurred, but

also when it has been resolved. The latter notification would have a severity of clear. A

fault management console allows a network administrator or system operator to monitor

events from multiple systems and perform actions based on this information. Ideally, a

fault management system should be able to correctly identify events and automatically

take action, either launching a program or script to take corrective action, or activating

notification software that allows a human to take proper intervention (i.e. send e-mail or

SMS text to a mobile phone). Some notification systems also have escalation rules that

will notify a chain of individuals based on availability and severity of alarm. There are

two primary ways to perform fault management - these are active and passive. Passive

fault management is done by collecting alarms from devices (normally via SNMP) when

something happens in the devices. In this mode, the fault management system only knows

if a device it is monitoring is intelligent enough to generate an error and report it to the

management tool. However, if the device being monitored fails completely or locks up, it

won't throw an alarm and the problem will not be detected. Active fault management

addresses this issue by actively monitoring devices via tools such as PING to determine if

the device is active and responding. If the device stops responding, active monitoring will

throw an alarm showing the device as unavailable and allows for the proactive correction

of the problem.
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7. Fault Detection

In engineering, fault-tolerant design, also known as fail-safe design, is a design that

enables a system to continue operation, possibly at a reduced level (also known as

graceful degradation), rather than failing completely, when some part of the system fails.

The term is most commonly used to describe computer-based systems designed to

continue more or less fully operational with, perhaps, a reduction in throughput or an

increase in response time in the event of some partial failure. That is, the system as a

whole is not stopped due to problems either in the hardware or the software. An example

in another field is a motor vehicle designed so it will continue to be drivable if one of the

tires is punctured. A structure is able to retain its integrity in the presence of damage due

to causes such as fatigue, corrosion, manufacturing flaws, or impact. Fault detection and

isolation is a subfield of control engineering which concerns itself with monitoring a

system, identifying when a fault has occured and pinpoint the type of fault and its

location. Two approaches can be distinguished: A direct pattern recognition of sensor

readings that indicate a fault and an analysis of the discrepancy between the sensor

readings and expected values, derived from some model. In the latter case, it is typical

that a fault is said to be detected if the discrepancy or residual goes above a certain

threshold. It is then the task of fault isolation to categorize the type of fault and its

location in the machinery.

8. Data Monitoring

Many randomized clinical trials are double blind, i.e. no one involved with the trial

knows what treatment was given to the trial participant. This includes the participant,

their doctor, and even the study personnel at the company that is sponsoring the trial.

There are many extremely good reasons to conduct a trial in this manner and only after

the trial database is finalized is the blind broken and the true treatment assignments

disclosed. However, these trials may go for years and there is justifiably concern about

enrolling participants and exposing them to an unproven treatment without someone

overseeing results. The company sponsoring the trial is blinded, so they can't perform this

service. Even if they had some people who were unblinded to the results, they would be

in an awkward position between concern for their corporate interests and concern for the

trial participants. The DMC is a group (typically 3 to 7 members) who are independent of

the company sponsoring the trial. At least one DMC member will be a statistician.
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Clinicians knowledgeable about the disease indication should be represented, as well as

clinicians knowledgeable in the fields of any major suspected safety effects (e.g.

nephrology, cardiology). A few long, visible trials may include an ethicist or even a

representative from a patient advocacy group. The DMC will convene at predetermined

intervals (three to six months typically) and review un-blinded results, i.e. results split by

experimental and control arms. The DMC has the power to recommend termination of the

study based on the evaluation of these results. There are typically three reasons a DMC

might recommend termination of the study: safety concerns, outstanding benefit, and

futility.

9. Case-Based Reasoning

Case-based reasoning (CBR), broadly construed, is the process of solving new problems

based on the solutions of similar past problems. An auto mechanic who fixes an engine by

recalling another car that exhibited similar symptoms is using case-based reasoning. A

lawyer who advocates a particular outcome in a trial based on legal precedents or a judge

who creates case law is using case-based reasoning. So, too, an engineer copying working

elements of nature (practicing biomimicry), is treating nature as a database of solutions to

problems. Case-based reasoning is a prominent kind of analogy making. It has been

argued that case-based reasoning is not only a powerful method for computer reasoning,

but also a pervasive behavior in everyday human problem solving; or, more radically, that

all reasoning is based on past cases personally experienced. This view is related to

prototype theory, which is most deeply explored in cognitive science.

10. Codebook Correlation Model

Static code analysis is the analysis of computer software that is performed without

actually executing programs built from that software (analysis performed on executing

programs are known as dynamic analysis). In most cases the analysis is performed on

some version of the source code and in the other cases some form of the object code. The

term is usually applied to the analysis performed by an automated tool, with human

analysis being called program understanding or program comprehension. The

sophistication of the analysis performed by tools varies from those that only consider the

behavior of individual statements and declarations, to those that include the complete

source code of a program in their analysis. Uses of the information obtained from the
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analysis vary from highlighting possible coding errors (e.g., the lint tool) to formal

methods that mathematically prove properties about a given program (e.g., its behavior

matches that of its specification). It can be argued that software metrics and reverse

engineering are forms of static analysis. A growing commercial use of static analysis is in

the verification of properties of software used in safety-critical computer systems and

locating potentially vulnerable code.

11. Finite State Machine Model

A finite state machine (FSM) or finite state automaton (plural: automata) or simply a state

machine, is a model of behavior composed of a finite number of states, transitions

between those states, and actions. A finite state machine is an abstract model of a

machine with a primitive internal memory. Acceptors and recognizers (also sequence

detectors) produce a binary output, saying either yes or no to answer whether the input is

accepted by the machine or not. All states of the FSM are said to be either accepting or

not accepting. At the time when all input is processed, if the current state is an accepting

state, the input is accepted; otherwise it is rejected. As a rule the input are symbols

(characters); actions are not used.

The machine can also be described as defining a language, which would contain every

word accepted by the machine but none of the rejected ones; we say then that the

language is accepted by the machine. By definition, the languages accepted by FSMs are

the regular languages - that is, a language is regular if there is some FSM that accepts it.

12. Policy Based Management

Policy appliances are technical control and logging mechanisms to enforce or reconcile

policy rules (information use rules) and to ensure accountability in information systems.

Policy appliances can be used to enforce policy or other systems constraints within and

among trusted systems. The emerging global information society consists of many

heterogeneous but interconnected systems that are governed or managed according to

different policies, rules, or principles that meet local information management needs. For

example, systems may be subject to different international, national or other political

subdivision information disclosure or privacy laws; or different information management

or security policies among or between government agencies, government and private
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sector information systems, or producers and consumers of proprietary information or

intellectual property, etc.

This interconnected network of systems (for which the Internet as we currently know it

serves as the transport layer) increasingly requires dynamic agreement (negotiation) and

technical mediation as to which policies will govern information as it flows between or

among systems (that is, what use policies will govern what information goes where, under

what constraints, and who has access to it for what purposes, etc.). The alternative to

developing these mediating mechanisms to provide automated policy negotiation and

enforcement across interconnection between disparate systems is the increased

"balkanization" or fragmentation of the Internet. Because no single policy can govern all

systems or information needs, methods of reconciling differences between systems and

then enforcing and monitoring agreed policies are necessary in order to share useful

information and keep systems interconnected. Current static methods based on all-or-

nothing access control are insufficient to meet variable information production and

consumption needs, particularly when there are potentially competing policies (for

example, the conflict between disclosure and privacy laws) that are contextually

dependent. Access control mechanisms that simply control who have access between

systems result in stove-piped information silos, "walled gardens", and increased network

fragmentation. Policy appliance is a general term to describe dynamic, contextually-aware

control mechanisms currently being researched and developed to enforce use policies

between systems.

Although policy development and enforcement itself is a political or cultural process, not

a technological one, technical systems architecture can be used to determine what policy

opportunities exist by controlling the terms under which information is exchanged, or

applications behave, across systems. In order to maintain the open transport, end-to-end

principles embedded in the current Internet design that is, to avoid hard-coding policy

solutions in the transport layer or using strict access control regimes to segment the

network policy appliances are required to mediate between systems to facilitate

information sharing, data exchange, and management process interoperability. Policy

appliances -- a generic term referring to any form of middleware that manages policy

rules -- can mediate between data owners or producers, data aggregators, and data users,

and among heterogeneous institutional systems or networks, to enforce, reconcile, and
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monitor agreed information management policies and laws across system (or between

jurisdictions) with divergent information policies or needs. Policy appliances can interact

with smart data (data that carries with it contextual relevant terms for its own use),

intelligent agents (queries that are self-credentialed, authenticating, or contextually

adaptive), or context-aware applications to control information flows, protect security and

confidentiality, and maintain privacy. Policy appliances support policy-based information

management processes by enabling rules-based processing, selective disclosure, and

accountability and oversight. Examples of policy appliance technologies for rules-based

processing include analytic filters, contextual search, semantic programs, labeling and

wrapper tools, and DRM, among others; policy appliance technologies for selective

disclosure include anonymization, content personalization, subscription and publishing

tools, among others; and, policy appliance technologies for accountability and oversight

include authentication, authorization, immutable and non-repudiable logging, and audit

tools, among others. Control and accountability over policy appliances between

competing systems is becoming a key determinant in policy implementation and

enforcement, and will continue to be subject to ongoing international and national

political, corporate and bureaucratic struggle. Transparency, together with immutable and

non-repudiable logs, are necessary to ensure accountability and compliance for both

political, operational and civil liberties policy needs. Increasingly, international and

national information policy and law will need to rely on technical means of enforcement

and accountability through policy appliances.
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