
INTRODUCTION TO NETWORK

Topic Objective:

At the end of the topic the students will be able to:

 Understand the Networking Fundamentals

 Describe developing a Networking Lexicon

 Define Network Medium

 Elaborate Network Protocols

 Explain Network Software

 Highlight Network Services

 Evaluate Understanding Network Types

Definition/Overview:

Networking involves connecting computers and other electronic devices for the purpose

of sharing information and resources and for communication. A great deal of

technology is required for one device to connect and communicate with another, and

many choices for physical connections and related software are possible. Computers

must have a networking protocol in common to communicate, and they must include

networking SW that knows how to use the protocol to send/receive information across a

network. Networks deliver services, such as file sharing, printing, e-mail, and messaging

services, to users. The major types of networks are peer-to-peer (any computer can

function as client or server), server-based (users act as clients of dedicated server

machines), and wireless personal area networks (network is limited to a small area

around a person). Budget, number of users, types of applications or network services,

and requirements for centralized administration and control are the major criteria in

deciding which type of network to deploy. Servers require specialized HW and SW, and

are capable of taking specific roles (file and print servers, fax servers, e-mail servers,

application servers)
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Key Points:

1. Networking Fundamentals

A network is a collection of computers and devices connected to each other. The network

allows computers to communicate with each other and share resources and information.

The Advance Research Projects Agency (ARPA) designed "Advanced Research Projects

Agency Network" (ARPANET) for the United States Department of Defense. It was the

first computer network in the world in late 1960's and early 1970's. This five-day

instructor-led course introduces students to network and applications infrastructure

concepts and configurations provided by Window Server 2008. Students will be able to

acquire a fundamental understanding in order to pursue advanced topics available for

certification in the network and applications infrastructure areas.

1.1 Local and Wide Area Networks

Local Area Network (LAN): A local area network (LAN) is a computer network

covering a small physical area, like a home, office, or small group of buildings,

such as a school, or an airport. The defining characteristics of LANs, in contrast

to wide-area networks (WANs), include their usually higher data-transfer rates,

smaller geographic range, and lack of a need for leased telecommunication lines.

The development and proliferation of CP/M-based personal computers from the

late 1970s and then DOS-based personal computers from 1981 meant that a

single site began to have dozens or even hundreds of computers. The initial

attraction of networking these was generally to share disk space and laser

printers, which were both very expensive at the time. There was much

enthusiasm for the concept and for several years, from about 1983 onward,

computer industry pundits would regularly declare the coming year to be the

year of the LAN.

In reality, the concept was marred by proliferation of incompatible physical

layer and network protocol implementations, and confusion over how best to

share resources. Typically, each vendor would have its own type of network

card, cabling, protocol, and network operating system. A solution appeared with

the advent of Novell NetWare which provided even-handed support for the 40 or

so competing card/cable types, and a much more sophisticated operating system
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than most of its competitors. Netware dominated the personal computer LAN

business from early after its introduction in 1983 until the mid 1990s when

Microsoft introduced Windows NT Advanced Server and Windows for

Workgroups. Of the competitors to NetWare, only Banyan Vines had

comparable technical strengths, but Banyan never gained a secure base.

Microsoft and 3Com worked together to create a simple network operating

system which formed the base of 3Com's 3+Share, Microsoft's LAN Manager

and IBM's LAN Server. None of these were particularly successful. In this same

timeframe, Unix computer workstations from vendors such as Sun

Microsystems, Hewlett-Packard, Silicon Graphics, Intergraph, NeXT and Apollo

were using TCP/IP based networking. Although this market segment is now

much reduced, the technologies developed in this area continue to be influential

on the Internet and in both Linux and Apple Mac OS X networkingand the

TCP/IP protocol has now almost completely replaced IPX, AppleTalk, NBF and

other protocols used by the early PC LANs. Ethernet over unshielded twisted

pair cabling, and Wi-Fi are the two most common technologies currently, but

ARCNET, Token Ring and many others have been used in the past.

1.2 Internetwork

Internetworking involves connecting two or more computer networks via

gateways using a common routing technology. The result is called an

internetwork (often shortened to internet). The most notable example of

internetworking is the Internet (capitalized), a network of networks based on

many underlying hardware technologies, but unified by an internetworking

protocol standard, the Internet Protocol Suite (TCP/IP). The network elements

used to connect individual networks are known as routers, but were originally

called gateways, a term that was deprecated in this context, due to confusion

with functionally different devices using the same name. The interconnection of

networks with bridges (link layer devices) is sometimes incorrectly termed

"internetworking", but the resulting system is simply a larger, single

subnetwork, and no internetworking protocol (such as IP) is required to traverse

it. However, a single computer network may be converted into an internetwork
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by dividing the network into segments and then adding routers between the

segments.

The original term for an internetwork was catenet. Internetworking started as a

way to connect disparate types of networking technology, but it became

widespread through the developing need to connect two or more local area

networks via some sort of wide area network. The definition now includes the

connection of other types of computer networks such as personal area networks.

The Internet Protocol is designed to provide an unreliable (i.e., not guaranteed)

packet service across the network. The architecture avoids intermediate network

elements maintaining any state of the network. Instead, this function is assigned

to the endpoints of each communication session. To transfer data reliably,

applications must utilize an appropriate Transport Layer protocol, such as

Transmission Control Protocol (TCP), which provides a reliable stream. Some

applications use a simpler, connection-less transport protocol, User Datagram

Protocol (UDP), for tasks which do not require reliable delivery of data or that

require real-time service, such as video streaming, wo architectural models are

commonly used to describe the protocols and methods used in internetworking.

The Open System Interconnection (OSI) reference model was developed under

the auspices of the International Organization for Standardization (ISO) and

provides a rigorous description for layering protocol functions from the

underlying hardware to the software interface concepts in user applications.

Internetworking is implemented in Layer 3 (Network Layer) of the model.

The Internet Protocol Suite, also called the TCP/IP model, of the Internet was

not designed to conform to this model and does not refer to it in any of the

normative specifications (Requests for Comment) and Internet standards.

Despite similar appearance as a layered model, it uses a much less rigorous,

loosely defined architecture that concerns itself only with the aspects of

networking. It does not discuss hardware-specific low-level interfaces, and

assumes availability of a Link Layer interface to the local network link to which

the host is connected. Internetworking is facilitated by the protocols of its

Internet Layer.
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1.3 WideArea Network (WAN)

Wide Area Network (WAN) is a computer network that covers a broad area (i.e.,

any network whose communications links cross metropolitan, regional, or

national boundaries. Contrast with personal area networks (PANs), local area

networks (LANs), campus area networks (CANs), or metropolitan area networks

(MANs) which are usually limited to a room, building, campus or specific

metropolitan area (e.g., a city) respectively. The largest and most well-known

example of a WAN is the Internet. WANs [a] are used to connect LANs and

other types of networks together, so that users and computers in one location can

communicate with users and computers in other locations. Many WANs are built

for one particular organization and are private. Others, built by Internet service

providers, provide connections from an organization's LAN to the Internet.

WANs are often built using leased lines. At each end of the leased line, a router

connects to the LAN on one side and a hub within the WAN on the other. Leased

lines can be very expensive. Instead of using leased lines, WANs can also be built

using less costly circuit switching or packet switching methods. Network

protocols including TCP/IP deliver transport and addressing functions.

Protocols including Packet over SONET/SDH, MPLS, ATM and Frame relay are

often used by service providers to deliver the links that are used in WANs. X.25

was an important early WAN protocol, and is often considered to be the

"grandfather" of Frame Relay as many of the underlying protocols and

functions of X.25 are still in use today (with upgrades) by Frame Relay.

Transmission rate usually range from 1200 bits/s to 6 Mbit/s, although some

connections such as ATM and Leased lines can reach speeds greater than 156

Mbit/s. Typical communication links used in WANs are telephone lines,

microwave links & satellite channels. Recently with the proliferation of low cost

of Internet connectivity many companies and organizations have turned to VPN

to interconnect their networks, creating a WAN in that way. Companies such as

Cisco, New Edge Networks and Check Point offer solutions to create VPN

networks.
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1.4 Metropolitan Area Network (MAN)

Metropolitan area networks, or MANs, are large computer networks usually

spanning a city. They typically use wireless infrastructure or Optical fiber

connections to link their sites. Some technologies used for this purpose are ATM,

FDDI, and SMDS. These older technologies are in the process of being displaced

by Ethernet-based MANs (e.g. Metro Ethernet) in most areas. MAN links

between LANs have been built without cables using microwave, radio, or infra-

red laser links. Most companies rent or lease circuits from common carriers due

to the fact that laying long stretches of cable can be expensive. DQDB,

Distributed Queue Dual Bus, is the Metropolitan Area Network standard for

data communication. It is specified in the IEEE 802.6 standard. Using DQDB,

networks can be up to 20 miles (30km) long and operate at speeds of 34 to 155

Mbit/s. Several notable networks started as MANs, such as the Internet peering

points MAE-West, MAE-East, and the Sohonet media network.

2. Developing a Networking Lexicon

In linguistics, the lexicon of a language is its vocabulary, including its words and

expressions. More formally, it is a language's inventory of lexemes. The lexicon

includes the lexemes used to actualize words. Lexemes are formed according to

morpho-syntactic rules and express sememes. In this sense, a lexicon organizes the

mental vocabulary in a speaker's mind: First, it organizes the vocabulary of a

language according to certain principles (for instance, all verbs of motion may be

linked in a lexical network) and second, it contains a generative device producing

(new) simple and complex words according to certain lexical rules. For example, the

suffix '-able' can be added to transitive verbs only, so that we get 'read-able' but not

'cry-able'.

Usually a lexicon is a container for words belonging to the same language. Some

exceptions may be encountered for languages that are variants, like for instance

Brazilian Portuguese compared to the Portuguese language, where a lot of words are

common and where the differences may be marked word by word. When linguists

study the lexicon, they study such things as what words are, how the vocabulary in a

language is structured, how people use and store words, how they learn words, the

history and evolution of words (i.e. etymology), types of relationships between words
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as well as how words were created. An individual's mental lexicon, lexical

knowledge, or lexical concept is that person's knowledge of vocabulary. The role the

mental lexicon plays in speech perception and production, as well as questions of

how words from the lexicon are accessed, is a major topic in the fields of

psycholinguistics and neurolinguistics, where models such as the cohort model have

been proposed to explain how words in the lexicon are retrieved. The number of

biomedical resources available to researchers is enormous. Often this is a problem

due to the large volume of documents retrieved when the medical literature is

searched. The purpose of the UMLS is to enhance access to this literature by

facilitating the development of computer systems that understand biomedical

language. This is achieved by overcoming two significant barriers: "the variety of

ways the same concepts are expressed in different machine-readable sources & by

different people" and "the distribution of useful information among many disparate

databases & systems".

UMLS can be used to design information retrieval or patient record systems, to

facilitate the communication between different systems, or to develop systems that

parse the biomedical literature. For many of these applications, the UMLS will have

to be used in a customized form, for instance by excluding certain source

vocabularies that are not relevant to the application. The Library of Medicine itself

uses it for its PubMed and ClinicalTrials.gov systems. Users of the system have to

sign a "UMLS agreement" and file brief annual reports on their use. Academic

users can employ the UMLS free of charge for research. Commercial or production

use requires copyright licenses for some of the incorporated source vocabularies.

3. Network Medium

Network media (sometimes referred to as networked media) refers to media mainly

used in computer networks such as the Internet. Network media is essentially driven

by technological development, emerging from the internet as a non-centralized

medium in the late nineties, the term has more recently begun to be applied to both

the arts and industry.
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4. Network Protocols

In the field of telecommunications, a communications protocol is the set of standard

rules for data representation, signaling, authentication and error detection required

to send information over a communications channel. An example of a simple

communications protocol adapted to voice communication is the case of a radio

dispatcher talking to mobile stations. Communication protocols for digital computer

network communication have features intended to ensure reliable interchange of

data over an imperfect communication channel. Communication protocol is

basically following certain rules so that the system works properly.

 Layer 1 protocols (Physical Layer)

 Layer 2 protocols (Data Link Layer)

 3 Layer 2+3 protocols

 4 Layer 1+2+3 protocols

 5 Layer 3 protocols (Network Layer)

 6 Layer 3 protocols (Network Layer management)

 7 Layer 3.5 protocols

 8 Layer 3+4 protocols

 9 Layer 4 protocols (Transport Layer)

 10 Layer 5 protocols (Session Layer)

 11 Layer 7 protocols (Application Layer)

 12 Other protocols

5. Network Software

Neural network software is used to simulate, research, develop and apply artificial

neural networks, biological neural networks and in some cases a wider array of

adaptive systems. Neural network simulators are software applications that are used

to simulate the behavior of artificial or biological neural networks. They focus on

one or a limited number of specific types of neural networks. They are typically

stand-alone and not intended to produce general neural networks that can be

integrated in other software. Simulators usually have some form of built-in

visualization to monitor the training process. Some simulators also visualize the

physical structure of the neural network. Historically, the most common type of
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neural network software was intended for researching neural network structures

and algorithms. The primary purpose of this type of software is to, through

simulation; gain a better understanding of the behavior and properties of neural

networks. Today in the study of artificial neural networks, simulators have largely

been replaced by more general component based development environments as

research platforms. Commonly used artificial neural network simulators include the

Stuttgart Neural Network Simulator (SNNS), Emergent and JavaNNS. Neural Lab

is free non-commercial software to design, test and simulate artificial neural

networks download Neural Lab. In the study of biological neural networks however,

simulation software is still the only available approach. In such simulators the

physical biological and chemical properties of neural tissue, as well as the

electromagnetic impulses between the neurons are studied. Commonly used

biological network simulators include XNBC and the BNN Toolbox for MATLAB.

6. Network Services

Sharing resources and communication requires two components: a server

component that provides access to the resource and a client component that requests

access to the resource. Both components are referred to as a service. NOSs must be

outfitted with the types of services your client operating systems require, whether

they are Web servers, e-mail servers, file and print servers, and so on.

7. Understanding Network Types

7.1 Peer to peer Networking

A peer-to-peer (or P2P) computer network uses diverse connectivity between

participants in a network and the cumulative bandwidth of network participants rather

than conventional centralized resources where a relatively low number of servers

provide the core value to a service or application. P2P networks are typically used for

connecting nodes via largely ad hoc connections. Such networks are useful for many

purposes. Sharing content files (see file sharing) containing audio, video, data or

anything in digital format is very common, and real time data, such as telephony

traffic, is also passed using P2P technology. A pure P2P network does not have the

notion of clients or servers but only equal peer nodes that simultaneously function as
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both "clients" and "servers" to the other nodes on the network. This model of network

arrangement differs from the client-server model where communication is usually to

and from a central server. A typical example of a file transfer that is not P2P is an

FTP server where the client and server programs are quite distinct: the clients initiate

the download/uploads, and the servers react to and satisfy these requests.

In contrast to the above discussed pure P2P network, an example of a distributed

discussion system that also adopts a client-server model is the Usenet news server

system, in which news servers communicate with one another to propagate Usenet

news articles over the entire Usenet network. Particularly in the earlier days of

Usenet, UUCP was used to extend even beyond the Internet. However, the news

server system acted in a client-server form when individual users accessed a local

news server to read and post articles. The same consideration applies to SMTP email

in the sense that the core email relaying network of Mail transfer agents follows a P2P

model while the periphery of e-mail clients and their direct connections is client-

server. Tim Berners-Lee's vision for the World Wide Web, as evidenced by his

WorldWideWeb editor/browser, was close to a P2P network in that it assumed each

user of the web would be an active editor and contributor creating and linking content

to form an interlinked "web" of links. This contrasts to the more broadcasting-like

structure of the web as it has developed over the years. Some networks and channels

such as Napster, OpenNAP and IRC server channels use a client-server structure for

some tasks (e.g. searching) and a P2P structure for others. Networks such as Gnutella

or Freenet use a P2P structure for all purposes, and are sometimes referred to as true

P2P networks, although Gnutella is greatly facilitated by directory servers that inform

peers of the network addresses of other peers.

P2P architecture embodies one of the key technical concepts of the Internet, described

in the first Internet Request for Comments, RFC 1, "Host Software" dated April 7,

1969. More recently, the concept has achieved recognition in the general public in the

context of the absence of central indexing servers in architectures used for exchanging

multimedia files. The concept of P2P is increasingly evolving to an expanded usage as

the relational dynamic active in distributed networks, i.e. not just computer to

computer, but human to human. Yochai Benkler has coined the term "commons-based

peer production" to denote collaborative projects such as free software. Associated
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with peer production are the concept of peer governance (referring to the manner in

which peer production projects are managed) and peer property (referring to the new

type of licenses which recognize individual authorship but not exclusive property

rights, such as the GNU General Public License and the Creative Commons licenses).

The P2P overlay network consists of all the participating peers as network nodes.

There are links between any two nodes that know each other: i.e. if a participating

peer knows the location of another peer in the P2P network, then there is a directed

edge from the former node to the latter in the overlay network. Based on how the

nodes in the overlay network are linked to each other, we can classify the P2P

networks as unstructured or structured.

An unstructured P2P network is formed when the overlay links are established

arbitrarily. Such networks can be easily constructed as a new peer that wants to join

the network can copy existing links of another node and then form its own links over

time. In an unstructured P2P network, if a peer wants to find a desired piece of data in

the network, the query has to be flooded through the network to find as many peers as

possible that share the data. The main disadvantage with such networks is that the

queries may not always be resolved. Popular content is likely to be available at

several peers and any peer searching for it is likely to find the same thing. But if a

peer is looking for rare data shared by only a few other peers, then it is highly unlikely

that search will be successful. Since there is no correlation between a peer and the

content managed by it, there is no guarantee that flooding will find a peer that has the

desired data. Flooding also causes a high amount of signaling traffic in the network

and hence such networks typically have very poor search efficiency. Most of the

popular P2P networks are unstructured. Structured P2P network employ a globally

consistent protocol to ensure that any node can efficiently route a search to some peer

that has the desired file, even if the file is extremely rare. Such a guarantee

necessitates a more structured pattern of overlay links. By far the most common type

of structured P2P network is the distributed hash table (DHT), in which a variant of

consistent hashing is used to assign ownership of each file to a particular peer, in a

way analogous to a traditional hash table's assignment of each key to a particular

array slot.
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7.2 Client-server

The client-server software architecture model distinguishes client systems from server

systems, which communicate over a computer network. A client-server application is

a distributed system comprising both client and server software. A client software

process may initiate a communication session, while the server waits for requests

from any client. Client-server describes the relationship between two computer

programs in which one program, the client program, makes a service request to

another, the server program. Standard networked functions such as email exchange,

web access and database access, are based on the client-server model. For example, a

web browser is a client program at the user computer that may access information at

any web server in the world. To check your bank account from your computer, a web

browser client program in your computer forwards your request to a web server

program at the bank. That program may in turn forward the request to its own

database client program that sends a request to a database server at another bank

computer to retrieve your account balance. The balance is returned to the bank

database client, which in turn serves it back to the web browser client in your personal

computer, which displays the information for you. The client-server model has

become one of the central ideas of network computing. Most business applications

being written today use the client-server model. So do the Internet's main application

protocols, such as HTTP, SMTP, Telnet, DNS, etc. In marketing, the term has been

used to distinguish distributed computing by smaller dispersed computers from the

"monolithic" centralized computing of mainframe computers. But this distinction has

largely disappeared as mainframes and their applications have also turned to the

client-server model and become part of network computing.

Each instance of the client software can send data requests to one or more connected

servers. In turn, the servers can accept these requests, process them, and return the

requested information to the client. Although this concept can be applied for a variety

of reasons to many different kinds of applications, the architecture remains

fundamentally the same. The most basic type of client-server architecture employs

only two types of hosts: clients and servers. This type of architecture is sometimes

referred to as two-tier. It allows devices to share files and resources. The two tier

architecture means that the client acts as one tier and application in combination with
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server acts as another tier. These days, clients are most often web browsers, although

that has not always been the case. Servers typically include web servers, database

servers and mail servers. Online gaming is usually client-server too. In the specific

case of MMORPG, the servers are typically operated by the company selling the

game; for other games one of the players will act as the host by setting his game in

server mode. The interaction between client and server is often described using

sequence diagrams. Sequence diagrams are standardized in the Unified Modeling

Language. When both the client- and server-software are running on the same

computer, this is called a single seat setup.

Topic : Network Design Essentials

Topic Objective:

At the end of the topic the students will be able to:

 Explain Network Layout

 Define The role of forecasting

 Highlight the Dimensioning

 Elaborate the Traffic Engineering

 Evaluate the Survivability

 Describe the Network/User Functions

 Analyze the Ring network

 Examine the Star network

Definition/Overview:

The network layout has much influence over the security of the network. The placement of

servers with respect to the firewall and various other computers can affect both network

performance and security. There may even be areas of the network that are more secure than

others. Some of these areas may be further protected with an additional firewall. The IDS

protecting the servers could be moved to protect the entire private network, but depending on
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cost and requirements it is also good to protect your servers, especially the mail server. The

semi-private network is commonly called a "DMZ" (for DeMilitarized Zone) in many

security circles. In this diagram the semi-private network contains a mail relay box to

increase security since the mail server is not directly accessed. The mail relay box routes mail

between the internet and the mail server.

Key Points:

1. Network Layout

Network planning and design is an iterative process. The process can be tailored

according to each new network or service. This is an extremely important process which

must be performed before the establishment of a new telecommunications network or

service. A traditional network planning methodology involves four layers of planning,

namely:

 business planning

 long-term and medium-term network planning

 short-term network planning

 operations and maintenance

Each of these layers incorporate plans for different time horizons, i.e. the business

planning layer determines the planning that the operator must perform to ensure that the

network will perform as required for its intended life-span. The Operations and

Maintenance layer, however, examines how the network will run on a day-to-day basis.

The network planning process begins with the acquisition of external information. This

includes:

 Forecasts of how the new network/service will operate;

 The economic information concerning costs; and

 The technical details of the networks capabilities.

It should be borne in mind that planning a new network/service involves implementing

the new system across the first four layers of the OSI Reference Model. This means that

even before the network planning process begins, choices must be made, involving
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protocols and transmission technologies. Once the initial decisions have been made, the

network planning process involves three main steps:

1.1 Topological design

This stage involves determining where to place the components and how to

connect them. The (topological) optimisation methods that can be used in this

stage come from an area of mathematics called Graph Theory. These methods

involve determining the costs of transmission and the cost of switching, and

thereby determining the optimum connection matrix and location of switches and

concentrators.

1.2 Network-synthesis

This stage involves determining the size of the components used, subject to

performance criteria such as the Grade of Service (GoS). The method used is

known as "Nonlinear Optimisation", and involves determining the topology,

required GoS, cost of transmission, etc., and using this information to calculate a

routing plan, and the size of the components.

1.3 Network realization

This stage involves determining how to meet capacity requirements, and ensure

reliability within the network. The method used is known as "Multicommodity

Flow Optimisation", and involves determining all information relating to demand,

costs and reliability, and then using this information to calculate an actual physical

circuit plan.

These steps are interrelated and are therefore performed iteratively, and in parallel

with one another. The planning process is highly complex, meaning that at each

iteration, an analyst must increase his planning horizons, and in so doing, he must

generate plans for the various layers outlined above.
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2. The role of forecasting

During the process of Network Planning and Design, it is necessary to estimate the

expected traffic intensity and thus the traffic load that the network must support. If a

network of a similar nature already exists, then it may be possible to take traffic

measurements of such a network and use that data to calculate the exact traffic load .

However, as is more likely in most instances, if there are no similar networks to be found,

then the network planner must use telecommunications forecasting methods to estimate

the expected traffic intensity. The forecasting process involves several steps as follows:

 Definition of problem;

 Data acquisition;

 Choice of forecasting method;

 Analysis/Forecasting;

 Documentation and analysis of results.

3. Dimensioning

The purpose of dimensioning a new network/service is to determine the minimum

capacity requirements that will still allow the Teletraffic Grade of Service (GoS)

requirements to be met. To do this, dimensioning involves planning for peak-hour traffic,

i.e. that hour during the day during which traffic intensity is at its peak. The dimensioning

process involves determining the networks topology, routing plan, traffic matrix, and GoS

requirements, and using this information to determine the maximum call handling

capacity of the switches, and the maximum number of channels required between the

switches.. This process requires a complex model that simulates the behavior of the

network equipment and routing protocols.

A dimensioning rule is that the planner must ensure that the traffic load should never

approach a load of 100 percent. To calculate the correct dimensioning to comply with the

above rule, the planner must take on-going measurements of the networks traffic, and

continuously maintain and upgrade resources to meet the changing requirements..

Another reason for "overprovisioning" is to make sure that traffic can be rerouted in case

a failure occurs in the network. Because of the complexity of network dimensioning, this

is typically done using specialized software tools. Whereas researchers typically develop
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custom software to study a particular problem, network operators typically make use of

commercial network planning software (e.g. OPNET Technologies, WANDL,

VPISystems, Cariden).

4. Traffic Engineering

Comparing to network engineering which adds resource, such as link, router, switch into

the network, traffic engineering targets to change traffic path on the existing network to

alleviate traffic congestion or accommodate more traffic demand. This technology is

critical when the cost of expanding network expansion is prohibitively high and network

load is not optimally balanced. The first part provides financial motivation for traffic

engineering while the second part grants the possibility of deploying this technology.

The available technologies for traffic engineering include MPLS and ATM for current

Internet backbone. For example, MPLS allows carriers to provision LSPs with

dynamic or explicit routes. The dynamic routes is controlled by CSPF while the

explicit routes are optimized in an offline tool or through a Path Computation Element

which is under study by IETF. Fast reroute has been implemented by major vendors,

such as Cisco and Juniper Networks, to provide localized resilient capability for

MPLS networks. End-to-end protection is an alternative resilient approach. It

provisions a backup route for each primary route. Preplanning enough bandwidth for

these backup routes is one of the active topic for survivable network design.

Provisioning a large number of LSPs also brought up scalability problem. Various

solutions have been proposed and it is still an active topic under study.

5. Survivability

Network survivability enables the network to maintain maximum network connectivity

and quality of service under failure conditions. It has been one of the critical requirements

in network planning and design. It involves design requirements on topology, protocol,

bandwidth allocation, etc.. Topology requirement can be maintaining a minimum two-

connected network against any failure of a single link or node. Protocol requirements

include using dynamic routing protocol to reroute traffic against network dynamics
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during the transition of network dimensioning or equipment failures. Bandwidth

allocation requirements pro-actively allocate extra bandwidth to avoid traffic loss under

failure conditions. This topic has been actively studied in conferences, such as the

International Workshop on Design of Reliable Communication Networks DRCN.

6. Network/User Functions

The consideration of how each computer system on the network is used is a very

important part of computer and network security. These considerations can even be used

to enhance cost savings where necessary. Many times when security vulnerabilities are

published, an older version of software may not be supported by the manufacturer. This

may require an operating system upgrade or an additional license to be purchased to

upgrade specific software. This may be very cost prohibitive to many organizations.

When dealing with these situations, it is important to consider your network layout and

how it is used. One consideration that should be kept in mind when dealing with network

security is what users can perform what functions and what computers these users can

use. For example the following situation may exist in an organization:

 Some users can receive and send both internal and external e-mail while others can only send

and receive internal e-mail.

 User's who can only send and receive internal e-mail will not have users on their systems

who can use external e-mail.

Considering this situation, the computers that can only receive internal e-mail are less of a

security risk than those who can receive external e-mail. Many viruses spread with e-

mail. If computers that send and receive external email do not get the virus, then it is not

likely to spread to those computers that only deal with internal e-mail. Therefore it is

more important to fix application vulnerabilities on computers that deal with external e-

mail than on those that do not. In this way, a virtual perimeter of protection may be

established in an organization. This may not be the most secure network configuration,

but it is much more secure than not updating any computers at all.

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

18
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



7. Ring network

A ring network is a network topology in which each node connects to exactly two other

nodes, forming a single continuous pathway for signals through each node - a ring. Data

travels from node to node, with each node along the way handling every packet. Because

a ring topology provides only one pathway between any two nodes, ring networks may be

disrupted by the failure of a single link. A node failure or cable break might isolate every

node attached to the ring. FDDI networks overcome this vulnerability by sending data on

a clockwise and a counterclockwise ring: in the event of a break data is wrapped back

onto the complementary ring before it reaches the end of the cable, maintaining a path to

every node along the resulting "C-Ring". 802.5 networks -- also known as IBM Token

Ring networks -- avoid the weakness of a ring topology altogether: they actually use a

star topology at the physical layer and a Multistation Access Unit to imitate a ring at the

datalink layer. Many ring networks add a "counter-rotating ring" to form a redundant

topology. Such "dual ring" networks include Spatial Reuse Protocol, Fiber Distributed

Data Interface (FDDI), and Resilient Packet Ring.

8. Star network

Star networks are one of the most common computer network topologies. In its simplest

form, a star network consists of one central switch, hub or computer, which acts as a

conduit to transmit messages. Thus, the hub and leaf nodes, and the transmission lines

between them, form a graph with the topology of a star. If the central node is passive, the

originating node must be able to tolerate the reception of an echo of its own transmission,

delayed by the two-way transmission time (i.e. to and from the central node) plus any

delay generated in the central node. An active star network has an active central node that

usually has the means to prevent echo-related problems. The star topology reduces the

chance of network failure by connecting all of the systems to a central node. When

applied to a bus-based network, this central hub rebroadcasts all transmissions received

from any peripheral node to all peripheral nodes on the network, sometimes including the

originating node. All peripheral nodes may thus communicate with all others by

transmitting to, and receiving from, the central node only. The failure of a transmission
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line linking any peripheral node to the central node will result in the isolation of that

peripheral node from all others, but the rest of the systems will be unaffected.

Topic : Networking Media

Topic Objective:

At the end of the topic the students will be able to:

 Explain Network Cabling: Tangible Physical Media

 Identify General Cable Characteristics

 Highlight Baseband and Broadband Transmission

 Elaborate The Importance of Bandwidth

 Evaluate Coaxial Cable

 Examine UTP Cabling Categories

 Define Structured Cabling

Definition/Overview:

Network media (sometimes referred to as networked media) refers to media mainly used in

computer networks such as the Internet. Network media is essentially driven by technological

development, emerging from the internet as a non-centralized medium in the late nineties; the

term has more recently begun to be applied to both the arts and industry. Network Media is

typically democratic and decentralized. The audience can also be the contributors. Network

Media often requires the involvement of computers as an input/output device. Network media

requires a community to participate and consume. With the rapidly increasing digital era, new

aspects of digital networking are becoming more important. Essentially, network media is

about co-operative/collaborative practice in which many can contribute to the production of

"media". The benefits of the development of inter-networking ultimately has allowed for
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greater political, social comment and discussion but is also widely thought of in a much

broader context of globalisation and the fragmentation of the world.

Key Points:

1. Network Cabling: Tangible Physical Media

A tangible user interface (TUI) is a user interface in which a person interacts with digital

information through the physical environment. The initial name was Graspable User

Interface, which no longer is used. One of the pioneers in tangible user interfaces is

Hiroshi Ishii, a professor in the MIT Media Laboratory who heads the Tangible Media

Group. His particular vision for tangible UIs, called Tangible Bits, is to give physical

form to digital information, making bits directly manipulable and perceptible. Tangible

bits pursues seamless coupling between these two very different worlds of bits and atoms.

 Characteristics of Tangible User Interfaces

o Physical representations are computationally coupled to underlying digital information.

o Physical representations embody mechanisms for interactive control.

o Physical representations are perceptually coupled to actively mediated digital representations.

o Physical state of tangibles embodies key aspects of the digital state of a system.

An example of a tangible UI is the Marble Answering Machine by Durrell Bisho. A

marble represents a single message left on the answering machine. Dropping a marble

into a dish plays back the associated message or calls back the caller. Another example is

the Topobo system. The blocks in Topobo are like LEGO blocks which can be snapped

together, but can also move by themselves using motorized components. A person can

push, pull, and twist these blocks, and the blocks can memorize these movements and

replay them. Another implementation allows the user to sketch a picture on the system's

table top with a real tangible pen. Using hand gestures, the user can clone the image and

stretch it in the X and Y axes just as one would in a paint program. This system would

integrate a video camera with a gesture recognition system. Another example is jive, the

implementation of a TUI helped make this product more accessible to elderly users of the

product. The 'friend' passes can also be used to activate different interactions with the

product.
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Several approaches have been made to establish a generic middle-ware for tangible user

interfaces (TUI). They target toward the independence of application domains as well as

flexibility in terms of the deployed sensor technology. For collaboration support TUIs

have to allow the spatial distribution, asynchronous activities, and the dynamic

modification of the TUI infrastructure, to name the most prominent ones. This approach

presents a framework based on the LINDA tuple space concept to meet these

requirements. The implemented TUIpist framework deploys arbitrary sensor technology

for any type of application and actuators in distributed environments.

2. General Cable Characteristics

A cable is a large fiber or metal rope, used for hauling, lifting, or towing, or an assembly

of two or more insulated electrical conductors, laid up together as an assembly. An optical

cable contains one or more optical fibers in a protective jacket that supports the fibers.

Electrical cables may be made flexible by stranding the wires. The technical issue is to

reduce the skin effect voltage drop while using with alternating currents. In this process,

smaller individual wires are twisted or braided together to produce larger wires that are

more flexible than solid wires of similar size. Bunching small wires before concentric

stranding adds the most flexibility. A thin coat of a specific material (usually tin-which

improved striping of rubber, or for low friction of moving conductors, but it could be

silver, gold and another materials and of course the wire can be bare - with no coating

material) on the individual wires. Tight lays during stranding makes the cable extensible

(CBA - as in telephone handset cords).

Bundling the conductors and eliminating multi-layers ensures a uniform bend radius

across each conductor. Pulling and compressing forces balance one another around the

high-tensile center cord that provides the necessary inner stability. As a result the cable

core remains stable even under maximum bending stress. Cables can be securely fastened

and organized, such as using cable trees with the aid of cable ties or cable lacing.

Continuous-flex or flexible cables used in moving applications within cable carriers can

be secured using strain relief devices or cable ties. Copper corrodes easily and so should

be layered with Lacquer.
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The following characteristics apply network cabling:

 Bandwidth rating

 Maximum segment length

 Maximum number of segments per internetwork

 Maximum number of devices per segment

 Interference susceptibility

 Connection hardware

 Cable grade

 Bend radius

 Material costs

 Installation costs

3. Baseband and Broadband Transmission

In signal processing, baseband is an adjective that describes signals and systems whose

range of frequencies is measured from zero to a maximum bandwidth or highest signal

frequency; it is sometimes used as a noun for a band of frequencies starting at zero. It can

often be considered as a synonym to low-pass, and antonym to pass-band. * A baseband

bandwidth is equal to the highest frequency of a signal or system, or an upper bound on

such frequencies. By contrast, a non-baseband (pass-band) bandwidth is the difference

between a highest frequency and a nonzero lowest frequency.

 A baseband signal or low-pass signal is a signal that can include frequencies that are equal to

or very near zero, by comparison with its highest frequency (for example, a sound waveform

can be considered as a baseband signal, whereas a radio signal or any other modulated signal

is not).

 A baseband channel or low-pass channel (or system, or network) is a channel (e.g. a

telecommunications system) that can transfer frequencies that are equal to or very near zero.

Examples are serial cables and local area networks (LANs).

 Baseband modulation, also known as line coding, aims at transferring a digital bit stream over

a baseband channel, as an alternative to carrier-modulated approaches.

 An equivalent baseband signal or equivalent low-pass signal is in analog and digital

modulation methods with constant carrier frequency (for example ASK, PSK and QAM, but

not FSK) a complex valued representation of the modulated physical signal (the so called
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pass-band signal or RF signal). The equivalent baseband signal is Z(t)=I(t)+jQ(t)\, where I(t)

is the in-phase signal, Q(t) the quadrature phase signal, and j the imaginary unit. In a digital

modulation method, the I(t) and Q(t) signals of each modulation symbol are evident from the

constellation diagram. The frequency spectrum of this signal includes negative as well as

positive frequencies. The physical pass-band signal corresponds toI(t)\cos(\omega t) -

Q(t)\sin(\omega t) = \mathrm{Re}\{Z(t)e^{j\omega t}\}\,where ω is the carrier angular

frequency in rad/s.

 In an equivalent baseband model of a communication system, the modulated signal is

replaced by a complex valued equivalent baseband signal with carrier frequency of 0 hertz,

and the RF channel is replaced by an equivalent baseband channel model where the

frequency response is transferred to baseband frequencies.

 A signal "at baseband" is usually considered to include frequencies from near 0 Hz up to the

highest frequency in the signal with significant power.

In general, signals can be described as including a whole range of different frequencies

added together. In telecommunications in particular, it is often the case that those parts of

the signal which are at low frequencies are 'copied' up to higher frequencies for

transmission purposes, since there are few communications media that will pass low

frequencies without distortion. Then, the original, low frequency components are referred

to as the baseband signal. Typically, the new, high-frequency copy is referred to as the

'RF' (radio-frequency) signal. The concept of baseband signals is most often applied to

real-valued signals, and systems that handle real-valued signals. Fourier analysis of such

signals includes a negative-frequency band, but the negative-frequency information is just

a mirror of the positive-frequency information, not new information. For complex-valued

signals, on the other hand, the negative frequencies carry new information. In that case,

the full two-sided bandwidth is generally quoted, rather than just the half measured from

zero; the concept of baseband can be applied by treating the real and imaginary parts of

the complex-valued signal as two different real signals.

The "BASE" acronym in Ethernet physical layer standards, for example 10BASE5,

100BASE-T and 1000BASE-SX, implies baseband digital transmission, i.e that a line

code is used, and that an unfiltered wire (i.e. a low-pass transmission channel) is used.

This is as opposed to 10PASS-TS Ethernet, where "PASS" implies pass-band

transmission. Pass-band transmission makes communication possible over a pass-band
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filtered channel such as the telephone network local-loop or a wireless channel. Pass-band

digital transmission requires a digital modulation scheme, often provided by modem

equipment. In the 10PASS-TS case the VDSL standard is utilized, which is based on the

Discrete multi-tone modulation (DMT) scheme. Other examples of pass-band

transmission are wireless networks and cable modems.

Broadband in telecommunications refers to a signaling method that includes or handles a

relatively wide range of frequencies, which may be divided into channels or frequency

bins. Broadband is always a relative term, understood according to its context. The wider

the bandwidth, the greater the information-carrying capacity. In radio, for example, a very

narrow-band signal will carry Morse code; a broader band will carry speech; a still

broader band is required to carry music without losing the high audio frequencies

required for realistic sound reproduction. A television antenna described as "normal" may

be capable of receiving a certain range of channels; one described as "broadband" will

receive more channels. In data communications an analogue modem will transmit a

bandwidth of 56 kilobits per seconds (kbit/s) over a telephone line; over the same

telephone line a bandwidth of several megabits per second can be handled by ADSL,

which is described as broadband (relative to a modem over a telephone line, although

much less than can be achieved over a fiber optic circuit). The various forms of digital

subscriber line (DSL) services are broadband in the sense that digital information is sent

over a high-bandwidth channel above the baseband voice channel on a single pair of

wires.

4. The Importance of Bandwidth

In computer networking and computer science, digital bandwidth, network bandwidth or

just bandwidth is a measure of available or consumed data communication resources

expressed in bit/s or multiples of it (kbit/s, Mbit/s etc). Bandwidth may refer to bandwidth

capacity or available bandwidth in bit/s, which typically means the net bit rate or the

maximum throughput of a logical or physical communication path in a digital

communication system. The reason for this usage is that according to Hartley's law, the

maximum data rate of a physical communication link is proportional to its bandwidth in

hertz, which is sometimes called "analog bandwidth" in computer networking literature.

Bandwidth may also refer to consumed bandwidth (bandwidth consumption),
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corresponding to achieved throughput or goodput, i.e. average data rate of successful data

transfer through a communication path. This meaning is for example used in expressions

such as bandwidth tests, bandwidth shaping, bandwidth management, bandwidth

throttling, bandwidth cap, bandwidth allocation (for example bandwidth allocation

protocol and dynamic bandwidth allocation), etc. For references supporting this usage,

see these articles. An explanation to this usage is that digital bandwidth of a bit stream is

proportional to the average consumed signal bandwidth in Hertz (the average spectral

bandwidth of the analog signal representing the bit stream) during a studied time interval.

Digital bandwidth may also refer to: average bitrate after multimedia data compression

(source coding), defined as the total amount of data divided by the playback time. Some

authors prefer less ambiguous terms such as gross bit rate, net bit rate, channel capacity

and throughput, to avoid confusion between digital bandwidth in bits per second and

analog bandwidth in hertz.

5. Coaxial Cable

Coaxial cable is a cable consisting of an inner conductor, surrounded by a tubular

insulating layer typically made from a flexible material with a high dielectric constant, all

of which is then surrounded by another conductive layer (typically of fine woven wire for

flexibility, or of a thin metallic foil), and then finally covered again with a thin insulating

layer on the outside. The term coaxial comes from the inner conductor and the outer

shield sharing the same geometric axis. Coaxial cables are often used as a transmission

line for radio frequency signals. In a hypothetical ideal coaxial cable the electromagnetic

field carrying the signal exists only in the space between the inner and outer conductors.

Practical cables achieve this objective to a high degree. A coaxial cable provides

protection of signals from external electromagnetic interference, and effectively guides

signals with low emission along the length of the cable. Coaxial cable design choices

affect physical size, frequency performance, attenuation, power handling capabilities,

flexibility, strength and cost. The inner conductor might be solid or stranded; stranded is

more flexible. To get better high-frequency performance, the inner conductor may be

silver plated. Sometimes copper-plated iron wire is used as an inner conductor.

The insulator surrounding the inner conductor may be solid plastic, foam plastic, or may

be air with spacers supporting the inner wire. The properties of dielectric control some

electrical properties of the cable. A common choice is a solid polyethylene (PE) insulator,
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used in lower-loss cables. Solid Teflon (PTFE) is also used as an insulator. Some coaxial

lines use air (or some other gas) and have spacers to keep the inner conductor from

touching the shield.

There is also a lot of a variety in the shield. Conventional coaxial cable has braided

copper wire forming the shield. This allows the cable to be flexible, but it also means

there are gaps in the shield layer, and the inner dimension of the shield varies slightly

because the braid cannot be flat. Sometimes the braid is silver plated. For better shield

performance, some cables have a double-layer shield. The shield might be just two braids,

but it is more common now to have a thin foil shield covered by a wire braid. Some

cables may invest in more than two shield layers. Other shield designs sacrifice flexibility

for better performance; some shields are a solid metal tube. Those cables cannot take

sharp bends, as the shield will kink, causing losses in the cable. Many Cable television

(CATV) distribution systems use such "hard line" cables, as they provide a lower signal

loss.

The insulating jacket can be made from many materials. A common choice is PVC, but

some applications may require fire-resistant materials. Outdoor applications may require

the jacket to resist ultraviolet light and oxidation. For internal chassis connections the

insulating jacket may be omitted. Open wire transmission lines have the property that the

electromagnetic wave propagating down the line extends into the space surrounding the

parallel wires. These lines have low loss, but also have undesirable characteristics. They

cannot be bent, twisted or otherwise shaped without changing their characteristic

impedance. They also cannot be run along or attached to anything conductive, as the

extended fields will induce currents in the nearby conductors causing unwanted radiation

and detuning of the line. Coaxial lines solve this problem by confining the

electromagnetic wave to the area inside the cable, between the center conductor and the

shield. The transmission of energy in the line occurs totally through the dielectric inside

the cable between the conductors. Coaxial lines can therefore be bent and moderately

twisted without negative effects, and they can be strapped to conductive supports without

inducing unwanted currents in them. In radio-frequency applications up to a few

gigahertz, the wave propagates only in the transverse electric magnetic (TEM) mode,

which means that the electric and magnetic fields are both perpendicular to the direction

of propagation. However, above a certain cutoff frequency, transverse electric (TE)

and/or transverse magnetic (TM) modes can also propagate, as they do in a waveguide. It

is usually undesirable to transmit signals above the cutoff frequency, since it may cause
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multiple modes with different phase velocities to propagate, interfering with each other.

The outer diameter is roughly inversely proportional to the cutoff frequency.

The outer conductor can also be made of (in order of decreasing leakage and in this case

degree of balance): double shield, wound foil, woven tape, braid. The ohmic losses in the

conductor increase in this order: Ideal conductor (no loss), superconductor, silver, copper.

It is further increased by rough surface (in the order of the skin depth, lateral: current hot

spots, longitudinal: long current path) for example due to woven braid, multistranded

conductors or a corrugated tube as a conductor) and impurities especially oxygen in the

metal (due to a lack of a protective coating). Litz wire is used between 1 kHz and 1 MHz

to reduce ohmic losses. Coaxial cables require an internal structure of an insulating

(dielectric) material to maintain the spacing between the center conductor and shield. The

dielectric losses increase in this order: Ideal dielectric (no loss), vacuum, air,

Polytetrafluoroethylene (PTFE), polyethylene foam, and solid polyethylene. It is further

increased by impurities like water. In typical applications the loss in polyethylene is

comparable to the ohmic loss at 1 GHz and the loss in PTFE is comparable to ohmic

losses at 10 GHz. A low dielectric constant allows for a greater center conductor: less

ohmic losses. An inhomogeneous dielectric needs to be compensated by a noncircular

conductor to avoid current hot-spots.

6. UTP Cabling Categories I

In balanced pair operation, the two wires carry equal and opposite signals and the

destination detects the difference between the two. This is known as differential mode

transmission. Noise sources introduce signals into the wires by coupling of electric or

magnetic fields and tend to couple to both wires equally. The noise thus produces a

common-mode signal which is cancelled at the receiver when the difference signal is

taken. This method starts to fail when the noise source is close to the signal wires; the

closer wire will couple with the noise more strongly and the common-mode rejection of

the receiver will fail to eliminate it. This problem is especially apparent in

telecommunication cables where pairs in the same cable lie next to each other for many

miles. One pair can induce crosstalk in another and it is additive along the length of the

cable. Twisting the pairs counters this effect as on each half twist the wire nearest to the

noise-source is exchanged. Providing the interfering source remains uniform, or nearly so,

over the distance of a single twist, the induced noise will remain common-mode.
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Differential signaling also reduces electromagnetic radiation from the cable, along with

the attenuation that it causes.

The twist rate (also called pitch of the twist, usually defined in twists per meter) makes up

part of the specification for a given type of cable. Where pairs are not twisted, one

member of the pair may be closer to the source than the other, and thus exposed to

slightly different induced electromotive force (EMF). Where twist rates are equal, the

same conductors of different pairs may repeatedly lie next to each other, partially undoing

the benefits of differential mode. For this reason it is commonly specified that, at least for

cables containing small numbers of pairs, the twist rates must differ. In contrast to FTP

(foiled twisted pair) and STP (shielded twisted pair) cabling, UTP (unshielded twisted

pair) cable is not surrounded by any shielding. It is the primary wire type for telephone

usage and is very common for computer networking, especially as patch cables or

temporary network connections due to the high flexibility of the cables. Twisted pair

cables were first used in telephone systems by Alexander Graham Bell in 1881. By 1900,

the entire American telephone line network was either twisted pair or open wire with

similar arrangements to guard against interference. Today, most of millions of kilometres

of twisted pairs in the world are outdoor landlines, owned by telephone companies, used

for voice service, and only handled or even seen by telephone workers. UTP cables are

found in many ethernet networks and telephone systems. For indoor telephone

applications, UTP is often grouped into sets of 25 pairs according to a standard 25-pair

color code originally developed by AT&T. A typical subset of these colors (white/blue,

blue/white, white/orange, orange/white) shows up in most UTP cables.

For urban outdoor telephone cables containing hundreds or thousands of pairs, the cable

is divided into smaller but identical bundles. Each bundle consists of twisted pairs that

have different twist rates. The bundles are in turn twisted together to make up the cable.

Pairs having the same twist rate within the cable can still experience some degree of

crosstalk. Wire pairs are selected carefully to minimize crosstalk within a large cable.

UTP cable is also the most common cable used in computer networking. UTP cables are

often called ethernet cables after Ethernet, the most common data networking standard

that utilizes UTP cables. Twisted pair cabling is often used in data networks for short and

medium length connections because of its relatively lower costs compared to optical fiber

and coaxial cable.
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UTP is also finding increasing use in video applications, primarily in security cameras.

Many middle to high-end cameras include a UTP output with setscrew terminals. This is

made possible by the fact that UTP cable bandwidth has improved to match the baseband

of television signals. While the video recorder most likely still has unbalanced BNC

connectors for standard coaxial cable, a balun is used to convert from 100-ohm balanced

UTP to 75-ohm unbalanced. A balun can also be used at the camera end for ones without

a UTP output. Only one pair is necessary for each video

7. Structured Cabling

Structured cabling is building or campus telecommunications cabling infrastructure that

consists of a number of standardized smaller elements (hence structured) called

subsystems. Structured cabling falls into six subsystems:

 Entrance Facilities are where the building interfaces with the outside world.

 Equipment Rooms host equipment which serve the users inside the building.

 Telecommunications Rooms house telecommunication equipment which connect the

backbone and the horizontal cabling subsystems.

 Backbone Cabling connect between the entrance facilities, equipment rooms and

telecommunications rooms.

 Horizontal Cabling connect telecommunications rooms to individual outlets on the floor.

 Work-Area Components connect end-user equipment to outlets of the horizontal cabling

system.

Structured cabling design and installation is governed by a set of standards that specify

wiring data centers, offices, and apartment buildings for data or voice communications,

using category 5 (CAT 5E) or category 6 cable (CAT 6) and modular sockets. These

standards define how to lay the cabling in a star formation, such that all outlets terminate

at a central patch panel (which is normally 19 inch rack-mounted), from where it can be

determined exactly how these connections will be used. Each outlet can be 'patched' into a

data network switch (normally also rack mounted alongside), or patched into a 'telecoms

patch panel' which forms a bridge into a private branch exchange (PBX) telephone

system, thus making the connection a voice port. Lines patched as data ports into a

network switch require simple straight-through patch cables at the other end to connect a

computer. Voice patches to PBXs in most countries require an adapter at the remote end
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to translate the configuration on 8P8C modular connectors into the local standard

telephone wall socket. No adapter is needed in the U.S.as the 6P6C plug used with RJ11

telephone connections is physically compatible with the larger 8P8C ("RJ45") socket and

the wiring of the 8P8C is compatible with RJ11. In the UK, an adapter must be present at

the remote end as the 6-pin BT socket is physically incompatible with 8P8C. It is

common to color code patch panel cables to identify the type of connection, though

structured cabling standards do not require it, except in the demarcation wall field.

Cabling standards demand that all eight connectors in Cat5/5e/6 cable are connected,

resisting the temptation to 'double-up' or use one cable for both voice and data.

8. The Wireless World

The Marconi Company published the first issue of the journal The Marconigraph In April

1911 . It was the first journal written especially for wireless communication and

circulated largely among engineers and operators. In 1913 the name was changed to The

Wireless World and in April the first issue was seen in the news-stands. From April 1922

it was known as The Radio Review. This journal was first published October 1919 and

ended as part of The Wireless World.

8.1 Target audience

It was also aimed at home constructors, publishing articles on building radio receivers

and, after the BBC started regular 405-line TV programmes from Alexandra Palace in

1936, complete details on building your own TV set - including the winding of the

high-voltage CRT deflector coils (not a task for the faint hearted). A similar series

was published after 1945 utilising the then ubiquitous EF50 RF amplifier valve (tube).

8.2 Famous articles

In 1945 it published a famous article by Arthur C Clarke (then of The British

Interplanetary Society) which foresaw the coming of communications satellites in

synchronous orbit around the Earth.
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8.3 Audio and electronic design

For decades, Wireless World was a place where pioneers in audio and electronic

design shared ideas. In 1947-49, it published articles on building what became the

famous "Williamson amplifier" by D.T.N Williamson - using a pair of triode

connected KT66s (very similar to the American 6L6) in push-pull to give 15 Watts

output. In 1955, it published the design of the popular Mullard 5-10 audio amplifier

using two EL84s in ultra-linear push-pull configuration. In the 1960s and 1970s there

were many further articles on advances in audio and electronic design, notably the

'Tobey-Dinsdale Amplifier' and the 'Linsley Hood' power amplifier. Later, in 1975/6,

Wireless World published a design for the decoding of broadcast TV Teletext

information before the first commercial decoder became available in the marketplace.

Later on, it published regular columns of Circuit Ideas.

8.4 Computers

In 1967-1968 a series Wireless World Digital Computer by Brian Crank was

published. This described how to build a very simple binary computer at home. It was

constructed entirely from reject transistors (to keep the cost down) and was intended

for teaching the basic principles of computer operation. In 1977 a series of articles

was published based on the design of the NASCOM 1 computer. Around 1979 they

published a design for a "scientific computer" which was sold as the PSI Comp 80 in

kit form by the company Powertran.

In Section 2 of this course you will cover these topics:
Network Interface Cards

Making Networks Work

Network Communications And Protocols
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Topic : Network Interface Cards

Topic Objective:

At the end of the topic the students will be able to:

 Explain Network Interface Controller

 Define Range

 Elaborate Remote Boot Adapters

 Describe Software

Definition/Overview:

A network card, network adapter, network interface controller (NIC), network interface card,

or LAN adapter is a computer hardware component designed to allow computers to

communicate over a computer network. It is both an OSI layer 1 (physical layer) and layer 2

(data link layer) device, as it provides physical access to a networking medium and provides a

low-level addressing system through the use of MAC addresses. It allows users to connect to

each other either by using cables or wirelessly. Although other network technologies exist,

Ethernet has achieved near-ubiquity since the mid-1990s. Every Ethernet network card has a

unique 48-bit serial number called a MAC address, which is stored in ROM carried on the

card. Every computer on an Ethernet network must have a card with a unique MAC address.

Normally it is safe to assume that no two network cards will share the same address, because

card vendors purchase blocks of addresses from the Institute of Electrical and Electronics

Engineers (IEEE) and assign a unique address to each card at the time of manufacture.

Whereas network cards used to be expansion cards that plug into a computer bus, the low

cost and ubiquity of the Ethernet standard means that most newer computers have a network

interface built into the motherboard. These either have Ethernet capabilities integrated into

the motherboard chipset or implemented via a low cost dedicated Ethernet chip, connected

through the PCI (or the newer PCI express bus). A separate network card is not required

unless multiple interfaces are needed or some other type of network is used. Newer

motherboards may even have dual network (Ethernet) interfaces built-in.
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The card implements the electronic circuitry required to communicate using a specific

physical layer and data link layer standard such as Ethernet or token ring. This provides a

base for a full network protocol stack, allowing communication among small groups of

computers on the same LAN and large-scale network communications through routable

protocols, such as IP.A network card typically has a twisted pair, BNC, or AUI socket where

the network cable is connected, and a few LEDs to inform the user of whether the network is

active, and whether or not there is data being transmitted on it. Network Cards are typically

available in 10/100/1000 Mbit/s varieties. This means they can support a transfer rate of 10,

100 or 1000 Megabits per second.

Key Points:

1. Network Interface Controller

A wireless network interface controller (WNIC) is a network card which connects to a

radio-based computer network, unlike a regular network interface controller (NIC) which

connects to a wire-based network such as token ring or ethernet. A WNIC, just like a

NIC, works on the Layer 1 and Layer 2 of the OSI Model. A WNIC is an essential

component for wireless desktop computer. This card uses an antenna to communicate

through microwaves. A WNIC in a desktop computer usually is connected using the PCI

bus. Other connectivity options are USB and PC card. Integrated WNIC's are also

available, (typically in Mini PCI/PCI Express Mini Card form). A WNIC can operate in

two modes known as infrastructure mode and ad hoc mode. In an infrastructure mode

network the WNIC needs an access point: all data is transferred using the access point as

the central hub. All wireless nodes in an infrastructure mode network connect to an access

point. All nodes connecting to the access point must have the same service set identifier

(SSID) as the access point, and if the access point is enabled with WEP they must have

the same WEP key or other authentication parameters.

In an ad-hoc mode network the WNIC does not require an access point, but rather can

directly interface with all other wireless nodes directly. All the nodes in an ad-hoc

network must have the same channel and SSID. WNICs are designed around the IEEE

802.11 standard which sets out low-level specifications for how all wireless networks

operate. Earlier interface controllers are usually only compatible with earlier variants of

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

34
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



the standard, while newer cards support both current and old standards. Specifications

commonly used in marketing materials for WNICs include:

 Wireless data transfer rates (measured in Mbit/s); these range from 2 Mbit/s to 54 Mbit/s.

 Wireless transmit power (measured in dBm)

 Wireless network standards (may include standards such as 802.11b, 802.11g, 802.11n, etc.)

802.11g offers data transfer speeds equivalent to 802.11a up to 54 Mbit/s and the wider 300-

foot (91 m) range of 802.11b, and is backward compatible with 802.11b.

2. Range

Wireless range may be substantially affected by objects in the way of the signal and by

the quality of the antenna. Large electrical appliances, such as a refrigerators, fuse boxes,

metal plumbing, and air conditioning units can impede a wireless network signal. The

theoretical maximum range is only reached under ideal circumstances and true effective

range is typically about half of the theoretical range. Specifically, the maximum

throughput speed is only achieved at extremely close range (less than 25 feet (7.6 m) or

so); at the outer reaches of a device's effective range, speed may decrease to around 1

Mbit/s before it drops out altogether. The reason is that wireless devices dynamically

negotiate the top speed at which they can communicate without dropping too many data

packets.

3. Remote Boot Adapters

To initiate a RIS-based operating system installation, a RIS client must first perform a

remote (network) boot by connecting to a RIS server over the network. When the RIS

client locates and downloads the boot files located on the RIS server, CIW displays on the

client and prompts the client to logon and begin the installation process. The best way to

facilitate the remote boot is to use a PXE-enabled RIS client, which means that both the

network adapter and BIOS of the RIS client support PXE.

However, if a RIS client does not have a PXE-enabled network adapter and a supporting

BIOS, you can emulate PXE support by using a PCI-based network adapter that boots
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from a RIS boot floppy disk. The RIS boot floppy disk is a startup disk that simulates the

PXE startup process for computers that lack a remote boot-enabled BIOS. To be able to

use a RIS boot floppy disk, RIS client computers must meet the minimum processor,

Random Access Memory (RAM), and hard drive specifications referenced in "Evaluating

RIS Client Hardware" earlier in this chapter. By using the RIS boot floppy disk to

emulate PXE support, you can enable RIS-based operating system installations on non-

PXE-compliant client systems. The Remote Boot Floppy Generator (RBFG) utility allows

you to generate RIS boot floppy disks for use with RIS clients that are not PXE-enabled.

The BIOS information script uses Active Directory Service Interfaces (ADSI) to query

the Active Directory "Computers" container to obtain the computer objects for which the

BIOS information is returned. The script also uses Windows Management

Instrumentation (WMI) technology to query each computer and return the specific BIOS

information to the command line. You can also redirect this output to a text file that you

specify. For the script to function properly, you must have WMI installed on both the

computer running the script and the computers that you query with the script. In addition,

you must have ADSI installed on the computer running the script. Network adapter

manufacturers can embed the PXE-based remote boot code on a chip as part of the

network adapter. Some manufacturers create a version of PXE ROM code as part of the

client system BIOS to support the PXE environment specification.

4. Driver Software

In computing, a device driver or software driver is a computer program allowing higher-

level computer programs to interact with a hardware device. A driver typically

communicates with the device through the computer bus or communications subsystem to

which the hardware is connected. When a calling program invokes a routine in the driver,

the driver issues commands to the device. Once the device sends data back to the driver,

the driver may invoke routines in the original calling program. Drivers are hardware-

dependent and operating-system-specific. They usually provide the interrupt handling

required for any necessary asynchronous time-dependent hardware interface. Device

drivers can be abstracted into logical and physical layers. Logical layers process data for a

class of devices such as ethernet ports or disk drives. Physical layers communicate with

specific device instances. For example, a serial port needs to handle standard

communication protocols such as XON/XOFF that are common for all serial port

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

36
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



hardware. This would be managed by a serial port logical layer. However, the logical

layer needs to communicate with a particular serial port chip. 16550 UART hardware

differs from PL-011. The physical layer addresses these chip-specific variations.

Conventionally, OS requests go to the logical layer first. In turn, the logical layer calls

upon the physical layer to implement OS requests in terms understandable by the

hardware. Inversely, when a hardware device needs to respond to the OS, it uses the

physical layer to speak to the logical layer.

In Linux, device drivers can be built either as parts of the kernel or separately as loadable

modules. Makedev includes a list of the devices in Linux: ttyS (terminal), lp (parallel

port), hd (disk), loop (loopback disk device), sound (these include mixer, sequencer, dsp,

and audio)... The Windows .sys files and Linux .ko modules are loadable device drivers.

The advantage of loadable device drivers is that they can be loaded only when necessary

and then unloaded, thus saving kernel memory.

Topic : Making Networks Work

Topic Objective:

At the end of the topic the students will be able to:

 Explain OSI Networking Models

 Highlight Layer 7: Application Layer

 Define Layer 6: Presentation Layer

 Analyze Layer 5: Session Layer

 Examine Layer 4: Transport Layer

 Describe Layer 3: Network Layer

 Evaluate Layer 2: Data Link Layer

 Identify WAN Protocol architecture

 Elaborate IEEE 802 LAN architecture

 Examine Layer 1: Physical Layer
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 Understand 802 Networking Model

 Explain Comparison with TCP/IP

 Highlight Interfaces

Definition/Overview:

Network: A network is a collection of computers and devices connected to each other. The

network allows computers to communicate with each other and share resources and

information. The Advance Research Projects Agency (ARPA) designed "Advanced Research

Projects Agency Network" (ARPANET) for the United States Department of Defense. It was

the first computer network in the world in late 1960's and early 1970's. Computer networks

may be classified according to the network topology upon which the network is based, such

as bus network, star network, ring network, mesh network, star-bus network, tree or

hierarchical topology network. Network topology signifies the way in which devices in the

network see their logical relations to one another. The use of the term "logical" here is

significant. That is, network topology is independent of the "physical" layout of the network.

Even if networked computers are physically placed in a linear arrangement, if they are

connected via a hub, the network has a Star topology, rather than a bus topology. In this

regard the visual and operational characteristics of a network are distinct; the logical network

topology is not necessarily the same as the physical layout. Networks may be classified based

on the method of data used to convey the data, these include digital and analog networks.

Key Points:

1. OSI Networking Models

The Open Systems Interconnection Reference Model (OSI Reference Model or OSI

Model) is an abstract description for layered communications and computer network

protocol design. It was developed as part of the Open Systems Interconnection (OSI)

initiative. In its most basic form, it divides network architecture into seven layers which,

from top to bottom, are the Application, Presentation, Session, Transport, Network, Data-

Link, and Physical Layers. It is therefore often referred to as the OSI Seven Layer Model.

A layer is a collection of conceptually similar functions that provide services to the layer

above it and receives service from the layer below it. For example, a layer that provides

error-free communications across a network provides the path needed by applications
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above it, while it calls the next lower layer to send and receive packets that make up the

contents of the path. In 1977, work on a layered model of network architecture was

started, and the International Organization for Standardization (ISO) began to develop its

OSI framework architecture. OSI has two major components: an abstract model of

networking, called the Basic Reference Model or seven-layer model, and a set of specific

protocols. The standard documents that describe the OSI model can be freely downloaded

from the ITU-T as the X.200-series of recommendations. A number of the protocol

specifications are also available as part of the ITU-T X series. The equivalent ISO and

ISO/IEC standards for the OSI model are available from the ISO, but only some of the

ISO/IEC standards are available as cost-free downloads. All aspects of OSI design

evolved from experiences with the CYCLADES network, which also influenced Internet

design. The new design was documented in ISO 7498 and its various addenda. In this

model, a networking system is divided into layers. Within each layer, one or more entities

implement its functionality. Each entity interacts directly only with the layer immediately

beneath it, and provides facilities for use by the layer above it. Protocols enable an entity

in one host to interact with a corresponding entity at the same layer in another host.

Service definitions abstractly describe the functionality provided to an (N)-layer by an

(N-1) layer, where N is one of the seven layers of protocols operating in the local host.

2. Layer 7: Application Layer

The application layer is the OSI layer closest to the end user, which means that both the

OSI application layer and the user interact directly with the software application. This

layer interacts with software applications that implement a communicating component.

Such application programs fall outside the scope of the OSI model. Application layer

functions typically include identifying communication partners, determining resource

availability, and synchronizing communication. When identifying communication

partners, the application layer determines the identity and availability of communication

partners for an application with data to transmit. When determining resource availability,

the application layer must decide whether sufficient network resources for the requested

communication exist. In synchronizing communication, all communication between

applications requires cooperation that is managed by the application layer. Some

examples of application layer implementations include Telnet, File Transfer Protocol

(FTP) , and Simple Mail Transfer Protocol (SMTP).
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3. Layer 6: Presentation Layer

The Presentation Layer establishes a context between Application Layer entities, in which

the higher-layer entities can use different syntax and semantics, as long as the

Presentation Service understands both and the mapping between them. The presentation

service data units are then encapsulated into Session Protocol Data Units, and moved

down the stack. This layer provides independence from differences in data representation

(e.g., encryption) by translating from application to network format, and vice versa. The

presentation layer works to transform data into the form that the application layer can

accept. This layer formats and encrypts data to be sent across a network, providing

freedom from compatibility problems. It is sometimes called the syntax layer. The

original presentation structure used the Basic Encoding Rules of Abstract Syntax

Notation One (ASN.1), with capabilities such as converting an EBCDIC-coded text file to

an ASCII-coded file, or serializing objects and other data structures into and out of XML.

ASN.1 has a set of cryptographic encoding rules that allows end-to-end encryption

between application entities.

4. Layer 5: Session Layer

The Session Layer controls the dialogues/connections (sessions) between computers. It

establishes, manages and terminates the connections between the local and remote

application. It provides for full-duplex, half-duplex, or simplex operation, and establishes

checkpointing, adjournment, termination, and restart procedures. The OSI model made

this layer responsible for "graceful close" of sessions, which is a property of TCP, and

also for session checkpointing and recovery, which is not usually used in the Internet

Protocol Suite. The Session Layer is commonly implemented explicitly in application

environments that use remote procedure calls (RPCs).

5. Layer 4: Transport Layer

The Transport Layer provides transparent transfer of data between end users, providing

reliable data transfer services to the upper layers. The Transport Layer controls the

reliability of a given link through flow control, segmentation/desegmentation, and error

control. Some protocols are state and connection oriented. This means that the Transport

Layer can keep track of the segments and retransmit those that fail. Although not
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developed under the OSI Reference Model and not strictly conforming to the OSI

definition of the Transport Layer, the best known examples of a Layer 4 protocol are the

Transmission Control Protocol (TCP) and User Datagram Protocol (UDP). Of the actual

OSI protocols, there are five classes of transport protocols ranging from class 0 (which is

also known as TP0 and provides the least error recovery) to class 4 (which is also known

as TP4 and is designed for less reliable networks, similar to the Internet). Class 0 contains

no error recovery, and was designed for use on network layers that provide error-free

connections. Class 4 is closest to TCP, although TCP contains functions, such as the

graceful close, which OSI assigns to the Session Layer.

6. Layer 3: Network Layer

The Network Layer provides the functional and procedural means of transferring variable

length data sequences from a source to a destination via one or more networks, while

maintaining the quality of service requested by the Transport Layer. The Network Layer

performs network routing functions, and might also perform fragmentation and

reassembly, and report delivery errors. Routers operate at this layersending data

throughout the extended network and making the Internet possible. This is a logical

addressing scheme values are chosen by the network engineer. The addressing scheme is

hierarchical. The best-known example of a Layer 3 protocol is the Internet Protocol (IP).

It manages the connectionless transfer of data one hop at a time, from end system to

ingress router, router to router, and from egress router to destination end system. It is not

responsible for reliable delivery to a next hop, but only for the detection of errored

packets so they may be discarded. When the medium of the next hop cannot accept a

packet in its current length, IP is responsible for fragmenting the packet into sufficiently

small packets that the medium can accept. A number of layer management protocols, a

function defined in the Management Annex, ISO 7498/4, belong to the Network Layer.

These include routing protocols, multicast group management, Network Layer

information and error, and Network Layer address assignment. It is the function of the

payload that makes these belong to the Network Layer, not the protocol that carries them.

7. Layer 2: Data Link Layer

The Data Link Layer provides the functional and procedural means to transfer data

between network entities and to detect and possibly correct errors that may occur in the
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Physical Layer. Originally, this layer was intended for point-to-point and point-to-

multipoint media, characteristic of wide area media in the telephone system. Local area

network architecture, which included broadcast-capable multiaccess media, was

developed independently of the ISO work, in IEEE Project 802. IEEE work assumed

sublayering and management functions not required for WAN use. In modern practice,

only error detection, not flow control using sliding window, is present in modern data link

protocols such as Point-to-Point Protocol (PPP), and, on local area networks, the IEEE

802.2 LLC layer is not used for most protocols on Ethernet, and, on other local area

networks, its flow control and acknowledgment mechanisms are rarely used. Sliding

window flow control and acknowledgment is used at the Transport Layer by protocols

such as TCP, but is still used in niches where X.25 offers performance advantages. Both

WAN and LAN services arrange bits, from the Physical Layer, into logical sequences

called frames. Not all Physical Layer bits necessarily go into frames, as some of these bits

are purely intended for Physical Layer functions. For example, every fifth bit of the FDDI

bit stream is not used by the Layer.

8. WAN Protocol architecture

Connection-oriented WAN data link protocols, in addition to framing, detect and may

correct errors. They also are capable of controlling the rate of transmission. A WAN Data

Link Layer might implement a sliding window flow control and acknowledgment

mechanism to provide reliable delivery of frames; that is the case for SDLC and HDLC,

and derivatives of HDLC such as LAPB and LAPD.

9. IEEE 802 LAN architecture

Practical, connectionless LANs began with the pre-IEEE Ethernet specification, which is

the ancestor of IEEE 802.3. This layer manages the interaction of devices with a shared

medium, which is the function of a Media Access Control sublayer. Above this MAC

sublayer is the media-independent IEEE 802.2 Logical Link Control (LLC) sublayer,

which deals with addressing and multiplexing on multiaccess media. While IEEE 802.3 is

the dominant wired LAN protocol and IEEE 802.11 the wireless LAN protocol,

obsolescent MAC layers include Token Ring and FDDI. The MAC sublayer detects but

does not correct errors.
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10. Layer 1: Physical Layer

The Physical Layer defines the electrical and physical specifications for devices. In

particular, it defines the relationship between a device and a physical medium. This

includes the layout of pins, voltages, cable specifications, Hubs, repeaters, network

adapters, Host Bus Adapters (HBAs used in Storage Area Networks) and more. To

understand the function of the Physical Layer in contrast to the functions of the Data Link

Layer, think of the Physical Layer as concerned primarily with the interaction of a single

device with a medium, where the Data Link Layer is concerned more with the

interactions of multiple devices (i.e., at least two) with a shared medium. The Physical

Layer will tell one device how to transmit to the medium, and another device how to

receive from it (in most cases it does not tell the device how to connect to the medium).

Standards such as RS-232 do use physical wires to control access to the medium. The

major functions and services performed by the Physical Layer are: Establishment and

termination of a connection to a communications medium.

 Participation in the process whereby the communication resources are effectively shared

among multiple users. For example, contention resolution and flow control.

 Modulation, or conversion between the representation of digital data in user equipment and

the corresponding signals transmitted over a communications channel. These are signals

operating over the physical cabling (such as copper and optical fiber) or over a radio link.

Parallel SCSI buses operate in this layer, although it must be remembered that the logical

SCSI protocol is a Transport Layer protocol that runs over this bus. Various Physical

Layer Ethernet standards are also in this layer; Ethernet incorporates both this layer and

the Data Link Layer. The same applies to other local-area networks, such as Token ring,

FDDI, and IEEE 802.11, as well as personal area networks such as Bluetooth and IEEE

802.15.4.

11. 802 Networking Model

IEEE 802 refers to a family of IEEE standards dealing with local area networks and

metropolitan area networks. More specifically, the IEEE 802 standards are restricted to

networks carrying variable-size packets. (By contrast, in cell-based networks data is

transmitted in short, uniformly sized units called cells. Isochronous networks, where data
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is transmitted as a steady stream of octets, or groups of octets, at regular time intervals,

are also out of the scope of this standard.) The number 802 was simply the next free

number IEEE could assign, though 802 is sometimes associated with the date the first

meeting was held February 1980. The services and protocols specified in IEEE 802 map

to the lower two layers (Data Link and Physical) of the seven-layer OSI networking

reference model. In fact, IEEE 802 splits the OSI Data Link Layer into two sub-layers

named Logical Link Control (LLC) and Media Access Control, so that the layers can be

listed like this:

 Data link layer

o LLC Sublayer

o MAC Sublayer

 Physical layer

The IEEE 802 family of standards is maintained by the IEEE 802 LAN/MAN Standards

Committee (LMSC). The most widely used standards are for the Ethernet family, Token

Ring, Wireless LAN, Bridging and Virtual Bridged LANs. An individual Working Group

provides the focus for each area.

12. Comparison with TCP/IP

In the TCP/IP model of the Internet, protocols are deliberately not as rigidly designed into

strict layers as the OSI model. RFC 3439 contains a section entitled "Layering considered

harmful." However, TCP/IP does recognize four broad layers of functionality which are

derived from the operating scope of their contained protocols, namely the scope of the

software application, the end-to-end transport connection, the internetworking range, and

lastly the scope of the direct links to other nodes on the local network. Even though the

concept is different than in OSI, these layers are nevertheless often compared with the

OSI layering scheme in the following way: The Internet Application Layer includes the

OSI Application Layer, Presentation Layer, and most of the Session Layer. Its end-to-end

Transport Layer includes the graceful close function of the OSI Session Layer as well as

the OSI Transport Layer. The internetworking layer (Internet Layer) is a subset of the

OSI Network Layer, while the Link Layer includes the OSI Data Link and Physical
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Layers, as well as parts of OSI's Network Layer. These comparisons are based on the

original seven-layer protocol model as defined in ISO 7498, rather than refinements in

such things as the internal organization of the Network Layer document. The presumably

strict consumer/producer layering of OSI as it is usually described does not present

contradictions in TCP/IP, as it is permissible that protocol usage does not follow the

hierarchy implied in a layered model. Such examples exist in some routing protocols

(e.g., OSPF), or in the description of tunneling protocols, which provide a Link Layer for

an application, although the tunnel host protocol may well be a Transport or even an

Application Layer protocol in its own right.

13. Interfaces

Neither the OSI Reference Model nor OSI protocols specify any programming interfaces,

other than as deliberately abstract service specifications. Protocol specifications precisely

define the interfaces between different computers, but the software interfaces inside

computers are implementation-specific. For example, Microsoft Windows' Winsock, and

Unix's Berkeleysockets and System V Transport Layer Interface, are interfaces between

applications (Layer 5 and above) and the transport (Layer 4). NDIS and ODI are

interfaces between the media (Layer 2) and the network proto

Topic : Network Communications And Protocols

Topic Objective:

At the end of the topic the students will be able to:

 Describe Protocols

 Explain Connectionless Protocols

 Highlight Connection-Oriented Protocols

 Evaluate Routable Protocols

 Elaborate Nonroutable Protocols

 Analyze RIP (Routing Information Protocol)
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 Examine Network Protocols

 Analyze Identify Transport Protocols

 Understand Application Protocols

 Know TCP/IP Network Layer Protocols

 Define Calculating Supernets

 Describe Internet Protocol Version 6 (IPv6)

Definition/Overview:

In the field of telecommunications, a communications protocol is the set of standard rules for

data representation, signaling, authentication and error detection required to send information

over a communications channel. An example of a simple communications protocol adapted to

voice communication is the case of a radio dispatcher talking to mobile stations.

Communication protocols for digital computer network communication have features

intended to ensure reliable interchange of data over an imperfect communication channel.

Communication protocol is basically following certain rules so that the system works

properly.

Key Points:

1. Protocols

In computing, a protocol is a convention standard that controls or enables the connection,

communication, and data transfer between computing endpoints. In its simplest form, a

protocol can be defined as the rules governing the syntax, semantics, and synchronization

of communication. Protocols may be implemented by hardware, software, or a

combination of the two. At the lowest level, a protocol defines the behavior of a hardware

connection.

1.1 Typical properties

While protocols can vary greatly in purpose and sophistication, most specify one or

more of the following properties:

 Detection of the underlying physical connection (wired or wireless), or the existence of the

other endpoint or node
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 Handshaking

 Negotiation of various connection characteristics

 How to start and end a message

 How to format a message

 What to do with corrupted or improperly formatted messages (error correction)

 How to detect unexpected loss of the connection, and what to do next

 Termination of the session and or connection.

1.2 Importance

The widespread use and expansion of communications protocols is both a prerequisite

for the Internet, and a major contributor to its power and success. The pair of Internet

Protocol (or IP) and Transmission Control Protocol (or TCP) are the most important

of these, and the term TCP/IP refers to a collection (or protocol suite) of its most used

protocols. Most of the Internet's communication protocols are described in the RFC

data of the Internet Engineering Task Force (or IETF). The protocols in human

communication are separate rules about appearance, speaking, listening and

understanding. All these rules, also called protocols of conversation, represent

different layers of communication. They work together to help people successfully

communicate. The need for protocols also applies to network devices. Computers

have no way of learning protocols, so network engineers have written rules for

communication that must be strictly followed for successful host-to-host

communication. These rules apply to different layers of sophistication such as which

physical connections to use, how hosts listen, how to interrupt, how to say good-bye,

and in short how to communicate, what language to use and many others. These rules,

or protocols, that work together to ensure successful communication are grouped into

what is known as a protocol suite.

Object-oriented programming has extended the use of the term to include the

programming protocols available for connections and communication between

objects. Generally, only the simplest protocols are used alone. Most protocols,

especially in the context of communications or networking, are layered together into

protocol stacks where the various tasks listed above are divided among different

protocols in the stack. Whereas the protocol stack denotes a specific combination of

protocols that work together, a reference model is a software architecture that lists
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each layer and the services each should offer. The classic seven-layer reference model

is the OSI model, which is used for conceptualizing protocol stacks and peer entities.

This reference model also provides an opportunity to teach more general software

engineering concepts like hiding, modularity, and delegation of tasks. This model has

endured in spite of the demise of many of its protocols (and protocol stacks) originally

sanctioned by the ISO.

1.3 Common protocols

 IP (Internet Protocol)

 UDP (User Datagram Protocol)

 TCP (Transmission Control Protocol)

 DHCP (Dynamic Host Configuration Protocol)

 HTTP (Hypertext Transfer Protocol)

 FTP (File Transfer Protocol)

 Telnet (Telnet Remote Protocol)

 SSH (Secure Shell Remote Protocol)

 POP3 (Post Office Protocol 3)

 SMTP (Simple Mail Transfer Protocol)

 IMAP (Internet Message Access Protocol)

 SOAP (Simple Object Access Protocol)

2. Connectionless Protocols

In telecommunications, connectionless describes communication between two network

end points in which a message can be sent from one end point to another without prior

arrangement. The device at one end of the communication transmits data to the other,

without first ensuring that the recipient is available and ready to receive the data. The

device sending a message simply sends it addressed to the intended recipient. As such

there are more frequent problems with transmission than with connection-oriented

protocols and it may be necessary to resend the data several times. Connectionless

protocols are often disfavored by network administrators because it is much harder to

filter malicious packets from a connectionless protocol using a firewall. The Internet

Protocol (IP) and User Datagram Protocol (UDP) are connectionless protocols, but

TCP/IP (the most common use of IP) is connection-oriented. Connectionless protocols are
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usually described as stateless because the endpoints have no protocol-defined way to

remember where they are in a "conversation" of message exchanges. The alternative to

the connectionless approach uses connection-oriented protocols, which are sometimes

described as stateful because they can keep track of a conversation.

3. Connection-Oriented Protocols

In telecommunications, connection-oriented describes a means of transmitting data in

which the devices at the end points use a preliminary protocol to establish an end-to-end

connection before any data is sent, and in which data is sent over the same path during the

communication. Connection-oriented protocol services are often but not always "reliable"

network service, that provides guarantees that data will arrive in the proper sequence.

Circuit mode communication, for example the public telephone network, ISDN and

SONET/SDH, are examples of connection-oriented communication. Packet mode

communication may also be connection-oriented, and is called virtual circuit mode

communication. A connection-oriented packet switched protocol does not have to provide

each packet with routing information (complete source and destination address), but only

with a channel/data stream number, often denoted virtual circuit identifier (VCI). Routing

information may be provided to the network nodes during the connection establishment

phase, where the VCI is defined in tables in each node.

The alternative to connection-oriented transmission is connectionless packet-mode

communication, also known as datagram communication, in which data is sent from one

end point to another without prior arrangement, and no guarantees are provided. In

datagram switching, each data packet must contain complete address information, since

packets are routed individually. The packets may be delivered along different paths and

without any guarantees, according to a best-effort policy. Connectionless protocols are

usually described as stateless because the end points have no protocol-defined way to

remember where they are in a "conversation" of message exchanges. Because they can

keep track of a conversation, connection-oriented protocols are sometimes described as

stateful. A connection-oriented networking protocol is one that delivers a stream of data

in the same order as it was sent, after first establishing a communication session. It may

be a circuit switched connection, or a virtual circuit connection in a packet switched

network. In the latter case, it identifies traffic flows by some connection identifier rather

than by explicitly listing source and destination addresses. Typically, this connection
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identifier is a small integer (10 bits for Frame Relay, 24 for ATM, for example). This

makes network switches substantially faster (as routing tables are just simple look-up

tables, and are trivial to implement in hardware). The impact is so great, in fact, that even

characteristically connectionless protocols, such as IP traffic, are being tagged with

connection-oriented header prefixes (e.g., as with MPLS, or IPv6's built-in Flow ID

field). Example of a connection-oriented protocol at the transport layer is the TCP

protocol.

Note that connection-oriented protocols are not necessarily reliable protocols. ATM and

Frame Relay, for example, are both examples of a connection-oriented, unreliable

protocol. There are also reliable connectionless protocols as well, such as AX.25 when it

passes data in I-frames. But this combination is rare, and reliable-connectionless is

uncommon in commercial and academic networks. Note that connection-oriented

protocols handle real-time traffic substantially more efficiently than connectionless

protocols, which is why ATM has yet to be replaced by Ethernet for carrying real-time,

isochronous traffic streams, especially in heavily aggregated networks like backbones,

where the motto "bandwidth is cheap" fails to deliver on its promise. Experience has also

shown that over-provisioning bandwidth does not resolve all quality of service issues.

Hence, (10-)gigabit Ethernet is not expected to replace ATM at this time.

4. Routable Protocols

A routing protocol is a protocol that specifies how routers communicate with each other,

disseminating information that enables them to select routes between any two nodes on a

computer network, the choice of the route being done by routing algorithms. Each router

has a priori knowledge only of networks attached to it directly. A routing protocol shares

this information first among immediate neighbors, and then throughout the network. This

way, routers gain knowledge of the topology of the network.

The term routing protocol may refer specifically to one operating at layer three of the OSI

model, which similarly disseminates topology information between routers. Many routing

protocols used in the public Internet are defined in documents called RFCs. There are

three major types of routing protocols, some with variants: link-state routing protocols,

path vector protocols, and distance vector routing protocols. The specific characteristics

of routing protocols include
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 the manner in which they either prevent routing loops from forming or break them up if they

do

 the manner in which they select preferred routes, using information about hop costs

 the time they take to converge

 how well they scale up

 many other factors

5. Nonroutable Protocols

Non-Routable Protocols cannot survive being routed. Non-routable protocols presume

that all computers they will ever communicate with are on the same network (to get them

working in a routed environment, you must bridge the networks). Todays modern

networks are not very tolerant of protocols that do not understand the concept of a multi-

segment network and most of these protocols are dying or falling out of use.

 NetBEUI

 DLC

 LAT

 DRP

 MOP

6. RIP (Routing Information Protocol)

RIP is a dynamic internetwork routing protocol primary used in interior routing

environments. A dynamic routing protocol, as opposed to a static routing protocol,

automatically discovers routes and builds routing tables. Interior environments are

typically private networks (autonomous systems). In contrast, exterior routing protocols

such as BGP are used to exchange route summaries between autonomous systems. BGP is

used among autonomous systems on the Internet.

7. Network Protocols

Many of these protocols, however, are originally based on the Internet Protocol Suite

(TCP/IP) and other models and often do not fit neatly into OSI layers.

8. Transport Protocols
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The Real-time Transport Protocol (or RTP) defines a standardized packet format for

delivering audio and video over the Internet. It was developed by the Audio-Video

Transport Working Group of the IETF and first published in 1996 as RFC 1889, and

superseded by RFC 3550 in 2003. RTP is frequently used in streaming media systems

(together with the RTSP) as well as in videoconferencing and push to talk systems. For

these it carries media streams controlled by H.323, MGCP, or Session Initiation Protocol

(SIP) signaling protocols, making it one of the technical foundations of the Voice over IP

industry. RTP is usually used in conjunction with the Real-time Transport Control

Protocol (RTCP). While RTP carries the media streams (e.g., audio and video) or out-of-

band signaling (DTMF), RTCP is used to monitor transmission statistics and quality of

service QoS information. When used in conjunction, RTP is usually originated and

received on even port numbers, whereas RTCP uses the next higher odd port number.

9. Application Protocols

Wireless Application Protocol (commonly referred to as WAP) is an open international

standard for application layer network communications in a wireless communication

environment. Its main use is to enable access to the Internet (HTTP) from a mobile phone

or PDA. A WAP browser provides all of the basic services of a computer based web

browser but simplified to operate within the restrictions of a mobile phone, such as its

smaller view screen. WAP sites are websites written in, or dynamically converted to,

WML (Wireless Markup Language) and accessed via the WAP browser. Before the

introduction of WAP, service providers had extremely limited opportunities to offer

interactive data services. Interactive data applications are required to support now

commonplace activities such as:

 Email by mobile phone

 Tracking of stock market prices

 Sports results

 News headlines

 Music downloads

WAP was hyped at the time of its introduction, leading users to expect WAP to have the

performance of the Web. BT Cellnet, one of the UK telcos, ran an advertising campaign

depicting a cartoon WAP user surfing through a Neuromancer-like "information space".

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

52
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



In terms of speed, ease of use, appearance, and interoperability, the reality fell far short of

expectations when the first handsets became available in 1999. This led to the wide usage

of sardonic phrases such as "Worthless Application Protocol", "Wait And Pay", and so

on. Critics advanced several explanations for the early failure of WAP, possibly not

realizing that it was a United Kingdom product which had to comply with the laws of

European nations. An example is the requirement to utilize an ITU message-type that is

specific to the French language with appropriate character conversions being deployed by

the WAP message transmit and receive software.

Between 2003 and 2004, WAP made a stronger resurgence with the introduction of

Wireless services (such as Vodafone Live!, T-Mobile T-Zones and other easily-accessible

services). Operator revenues were generated by transfer of GPRS and UMTS data, which

is a different business model than the traditional Web sites and ISPs use. According to the

Mobile Data Association, the WAP traffic in the UKdoubled from 2003 to 2004. People

are starting to use WAP and the early failures have been masked, as the real point of the

system access to wireless services and applications has come to the forefront.

10. TCP/IP Network Layer Protocols

The Internet Protocol Suite (commonly known as TCP/IP) is the set of communications

protocols used for the Internet and other similar networks. It is named from two of the

most important protocols in it: the Transmission Control Protocol (TCP) and the Internet

Protocol (IP), which were the first two networking protocols defined in this standard.

Today's IP networking represents a synthesis of several developments that began to

evolve in the 1960s and 1970s, namely the Internet and LANs (Local Area Networks),

which emerged in the mid- to late-1980s, together with the advent of the World Wide

Web in the early 1990s. The Internet Protocol Suite, like many protocol suites, may be

viewed as a set of layers. Each layer solves a set of problems involving the transmission

of data, and provides a well-defined service to the upper layer protocols based on using

services from some lower layers. Upper layers are logically closer to the user and deal

with more abstract data, relying on lower layer protocols to translate data into forms that

can eventually be physically transmitted.
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11. Calculating Supernets

Supernetting is synonymous with Classless Inter-Domain Routing (CIDR) although

CIDR is rather just the concept that is implemented when subnetting or supernetting. In

Internet networking terminology, a supernet is a block of contiguous subnetworks

addressed as a single subnet. Supernets always have masks that are smaller than the

classful mask, otherwise it isn't a supernet. One purpose of this is to free up millions of

wasted IP addresses on the Internet that classful addressing consumed. Supernetting

alleviates some of the issues with the original classful addressing scheme for IP addresses

by allowing multiple networks address ranges to be combined, either to create a single

larger network, or just for route aggregation to keep the "Internet Routing Table" (or any

routing table) from growing too large. For supernetting to work, you must be using static

routing everywhere or be using a routing protocol which supports classless routing, such

as RIPv2 or OSPF (or BGP for Exterior Routing) which can carry subnet mask

information with the routing update. The older RIPv1 (or EGP for Exterior Routing)

protocol only understands classful addressing, and therefore cannot transmit subnet mask

information.

EIGRP is also a Classless Routing Protocol capable of support for CIDR or VLSM

(Variable Length Subnet Masking). By default EIGRP will summarize the routes within

the routing table and forward these summarized routes to its peers. This can be disastrous

within heterogeneous routing environments if VLSM has been used with Discontiguous

Subnets and therefore Auto-Summarization should be disabled unless VLSM has been

carefully designed and implemented. The family of Classfull Routing Protocols are

RIPv1, and IGRP - these protocols can not support CIDR as they do not have the ability

to include subnet info within the Routing Updates. The Family of Classless Routing

Protocols are RIPv2, OSPF, EIGRP and BGP. EIGRP can handle multiple Routed

Protocols such as IPX and Appletalk. RTP (Reliable Transport Protocol) is used by

EIGRP as it's layer 4 protocol as opposed to TCP. This keeps EIGRP Protocol

Independent because RTP is not native to THE TCP/IP ip stack like TCP.

12. Internet Protocol Version 6 (IPv6)

Internet Protocol version 6 (IPv6) is the next-generation Internet Layer protocol for

packet-switched internetworks and the Internet. IPv4 is currently[update] the dominant
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Internet Protocol version, and was the first to receive widespread use. In December 1998,

the Internet Engineering Task Force (IETF) designated IPv6 as the successor to version 4

by the publication of a Standards Track specification, RFC 2460. In December 2008,

despite celebrating its 10-year anniversary as a Standards Track protocol, IPv6 was only

in its infancy in terms of general worldwide deployment. A recent study by Google

indicates that penetration is still less than one percent of Internet traffic in any country.

The leaders are Russia(0.76%), France (0.65%), Ukraine (0.64%), Norway(0.49%), and

the United States (0.45%). Although Asia leads in terms of absolute deployment numbers,

the relative penetration is smaller (e.g., China: 0.24%). IPv6 is implemented on all major

operating systems in use in commercial, business, and home consumer environments.

According to the study, Mac OS leads in IPv6 penetration of 2.44%, followed by Linux

(0.93%) and Windows Vista (0.32%).

IPv6 has a much larger address space than IPv4. This is based on the definition of a 128-

bit address, whereas IPv4 used only 32 bits. The new address space thus supports 2128

(about 3.41038) addresses. This expansion provides flexibility in allocating addresses and

routing traffic and eliminates the need for network address translation (NAT). NAT

gained widespread deployment as an effort to alleviate IPv4 address exhaustion. IPv6 also

implements new features that simplify aspects of address assignment (stateless address

autoconfiguration) and network renumbering (prefix and router announcements) when

changing Internet connectivity providers. The IPv6 subnet size has been standardized by

fixing the size of the host identifier portion of an address to 64 bits to facilitate an

automatic mechanism for forming the host identifier from Link Layer media addressing

information (MAC address). Network security is integrated into the design of the IPv6

architecture. Internet Protocol Security (IPsec) was originally developed for IPv6, but

found widespread optional deployment first in IPv4 (into which it was back-engineered).

The IPv6 specifications mandate IPsec implementation as a fundamental interoperability

requirement.

In Section 3 of this course you will cover these topics:
Network Architectures

Simple Network Operations
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Understanding Complex Networks

Topic : Network Architectures

Topic Objective:

At the end of the topic the students will be able to:

 Describe Media Access Control

 Define Ethernet

 Evaluate Token Ring Architecture

 Examine AppleTalk Architecture

 Elaborate Fiber Distributed Data Interface

 Analyze LAN and WAN architectures

Definition/Overview:

In computing, network architecture is the design of a computer network. The design

principles, physical configuration, functional organization, operational procedures, and data

formats used as the bases for the design, construction, modification, and operation of a

communications network. The structure of an existing communications network, including

the physical configuration, facilities, operational structure, operational procedures, and the

data formats in use. It outlines the products and services required in data communication

networks. With the development of distributed computing, the term network architecture has

also come to denote classifications and implementations of distributed computing

architectures. For example, the applications architecture of the telephone network PSTN has

been termed the Advanced Intelligent Network. There are any number of specific

classifications but all lie on a continuum between the dumb network (e.g. Internet) and the

intelligent computer network (e.g. the telephone network PSTN). Other networks contain

various elements of these two classical types to make them suitable for various types of

applications. Recently the context aware network, which is a synthesis of the two, has gained

much interest with its ability to combine the best elements of both.
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Key Points:

1. Media Access Control

The Media Access Control (MAC) data communication protocol sub-layer, also known as

the Medium Access Control, is a sublayer of the Data Link Layer specified in the seven-

layer OSI model (layer 2). It provides addressing and channel access control mechanisms

that make it possible for several terminals or network nodes to communicate within a

multipoint network, typically a local area network (LAN) or metropolitan area network

(MAN). The hardware that implements the MAC is referred to as a Medium Access

Controller. The MAC sub-layer acts as an interface between the Logical Link Control

(LLC) sublayer and the network's physical layer. The MAC layer emulates a full-duplex

logical communication channel in a multipoint network. This channel may provide

unicast, multicast or broadcast communication service.

1.1 Addressing mechanism

The MAC layer addressing mechanism is called physical address or MAC address.

This is a unique serial number assigned to each network adapter, making it possible to

deliver data packets to a destination within a subnetwork, i.e. a physical network

consisting of one or several network segments interconnected by repeaters, hubs,

bridges and switches, but not by IP routers. An IP router may interconnect several

subnets. An example of a physical network is an Ethernet network, perhaps extended

by wireless local area network (WLAN) access points and WLAN network adapters,

since these share the same 48-bit MAC address hierarchy as Ethernet. A MAC layer is

not required in full-duplex point-to-point communication, but address fields are

included in some point-to-point protocols for compatibility reasons.

1.2 Channel access control mechanism

The channel access control mechanisms provided by the MAC layer are also known

as a multiple access protocol. This makes it possible for several stations connected to

the same physical medium to share it. Examples of shared physical media are bus

networks, ring networks, hub networks, wireless networks and half-duplex point-to-

point links. The multiple access protocol may detect or avoid data packet collisions if
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a packet mode contention based channel access method is used, or reserve resources

to establish a logical channel if a circuit switched or channelization based channel

access method is used. The channel access control mechanism relies on a physical

layer multiplex scheme. The most widespread multiple access protocol is the

contention based CSMA/CD protocol used in Ethernet networks. This mechanism is

only utilized within a network collision domain, for example an Ethernet bus network

or a hub network. An Ethernet network may be divided into several collision domains,

interconnected by bridges and switches. A multiple access protocol is not required in

a switched full-duplex network, such as today's switched Ethernet networks, but is

often available in the equipment for compatibility reasons.

2. Ethernet

Ethernet is a family of frame-based computer networking technologies for local area

networks (LANs). The name comes from the physical concept of the ether. It defines a

number of wiring and signaling standards for the Physical Layer of the OSI networking

model, through means of network access at the Media Access Control (MAC) /Data Link

Layer, and a common addressing format. Ethernet is standardized as IEEE 802.3. The

combination of the twisted pair versions of Ethernet for connecting end systems to the

network, along with the fiber optic versions for site backbones, is the most widespread

wired LAN technology. It has been in use from around 1980 to the present, largely

replacing competing LAN standards such as token ring, FDDI, and ARCNET.

2.1 History

Ethernet was originally developed at Xerox PARC in 19731975. In 1975, Xerox filed

a patent application listing Robert Metcalfe and David Boggs, plus Chuck Thacker

and Butler Lampson, as inventors (U.S. Patent 4,063,220 : Multipoint data

communication system with collision detection). In 1976, after the system was

deployed at PARC, Metcalfe and Boggs published a seminal paper. The experimental

Ethernet described in that paper ran at 3 Mbit/s, and had 8-bit destination and source

address fields, so Ethernet addresses were not the global addresses they are today. By

software convention, the 16 bits after the destination and source address fields were a

packet type field, but, as the paper says, "different protocols use disjoint sets of packet

types", so those were packet types within a given protocol, rather than the packet type
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in current Ethernet which specifies the protocol being used. Metcalfe left Xerox in

1979 to promote the use of personal computers and local area networks (LANs),

forming 3Com. He convinced DEC, Intel, and Xerox to work together to promote

Ethernet as a standard, the so-called "DIX" standard, for "Digital/Intel/Xerox"; it

standardized the 10 megabits/second Ethernet, with 48-bit destination and source

addresses and a global 16-bit type field. The standard was first published on

September 30, 1980. It competed with two largely proprietary systems, token ring and

ARCNET, but those soon found themselves buried under a tidal wave of Ethernet

products. In the process, 3Com became a major company. Twisted-pair Ethernet

systems have been developed since the mid-80s, beginning with StarLAN, but

becoming widely known with 10BASE-T. These systems replaced the coaxial cable

on which early Ethernets were deployed with a system of hubs linked with unshielded

twisted pair (UTP), ultimately replacing the CSMA/CD scheme in favor of a switched

full duplex system offering higher performance.

2.2 General description

A 1990s Ethernet network interface card. This is a combination card that supports

both coaxial-based using a 10BASE2 (BNC connector, left) and twisted pair-based

10BASE-T, using an RJ45 (8P8C modular connector, right). Ethernet was originally

based on the idea of computers communicating over a shared coaxial cable acting as a

broadcast transmission medium. The methods used show some similarities to radio

systems, although there are fundamental differences, such as the fact that it is much

easier to detect collisions in a cable broadcast system than a radio broadcast. The

common cable providing the communication channel was likened to the ether and it

was from this reference that the name "Ethernet" was derived. From this early and

comparatively simple concept, Ethernet evolved into the complex networking

technology that today underlies most LANs. The coaxial cable was replaced with

point-to-point links connected by Ethernet hubs and/or switches to reduce installation

costs, increase reliability, and enable point-to-point management and troubleshooting.

StarLAN was the first step in the evolution of Ethernet from a coaxial cable bus to a

hub-managed, twisted-pair network. The advent of twisted-pair wiring dramatically

lowered installation costs relative to competing technologies, including the older

Ethernet technologies.
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Above the physical layer, Ethernet stations communicate by sending each other data

packets, blocks of data that are individually sent and delivered. As with other IEEE

802 LANs, each Ethernet station is given a single 48-bit MAC address, which is used

both to specify the destination and the source of each data packet. Network interface

cards (NICs) or chips normally do not accept packets addressed to other Ethernet

stations. Adapters generally come programmed with a globally unique address, but

this can be overridden, either to avoid an address change when an adapter is replaced,

or to use locally administered addresses. Despite the significant changes in Ethernet

from a thick coaxial cable bus running at 10 Mbit/s to point-to-point links running at 1

Gbit/s and beyond, all generations of Ethernet (excluding early experimental versions)

share the same frame formats (and hence the same interface for higher layers), and

can be readily interconnected. Due to the ubiquity of Ethernet, the ever-decreasing

cost of the hardware needed to support it, and the reduced panel space needed by

twisted pair Ethernet, most manufacturers now build the functionality of an Ethernet

card directly into PC motherboards, obviating the need for installation of a separate

network card.

2.3 CSMA/CD shared medium Ethernet

Ethernet originally used a shared coaxial cable (the shared medium) winding around a

building or campus to every attached machine. A scheme known as carrier sense

multiple access with collision detection (CSMA/CD) governed the way the computers

shared the channel. This scheme was simpler than the competing token ring or token

bus technologies. Computers were connected to an Attachment Unit Interface (AUI)

transceiver, which was in turn connected to the cable (later with thin Ethernet the

transceiver was integrated into the network adapter). While a simple passive wire was

highly reliable for small Ethernets, it was not reliable for large extended networks,

where damage to the wire in a single place, or a single bad connector, could make the

whole Ethernet segment unusable. Multipoint systems are also prone to very strange

failure modes when an electrical discontinuity reflects the signal in such a manner that

some nodes would work properly while others work slowly because of excessive

retries or not at all (see standing wave for an explanation of why); these could be

much more painful to diagnose than a complete failure of the segment. Debugging

such failures often involved several people crawling around wiggling connectors
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while others watched the displays of computers running a ping command and shouted

out reports as performance changed.

Since all communications happen on the same wire, any information sent by one

computer is received by all, even if that information is intended for just one

destination. The network interface card interrupts the CPU only when applicable

packets are received: the card ignores information not addressed to it unless it is put

into "promiscuous mode". This "one speaks, all listen" property is a security weakness

of shared-medium Ethernet, since a node on an Ethernet network can eavesdrop on all

traffic on the wire if it so chooses. Use of a single cable also means that the bandwidth

is shared, so that network traffic can slow to a crawl when, for example, the network

and nodes restart after a power failure.

2.4 Ethernet repeaters and hubs

For signal degradation and timing reasons, coaxial Ethernet segments had a restricted

size which depended on the medium used. For example, 10BASE5 coax cables had a

maximum length of 500 meters (1,640 ft). Also, as was the case with most other high-

speed buses, Ethernet segments had to be terminated with a resistor at each end. For

coaxial-cable-based Ethernet, each end of the cable had a 50-ohm resistor attached.

Typically this resistor was built into a male BNC or N connector and attached to the

last device on the bus, or, if vampire taps were in use, to the end of the cable just past

the last device. If termination was not done, or if there was a break in the cable, the

AC signal on the bus was reflected, rather than dissipated, when it reached the end.

This reflected signal was indistinguishable from a collision, and so no communication

would be able to take place.

A greater length could be obtained by an Ethernet repeater, which took the signal

from one Ethernet cable and repeated it onto another cable. If a collision was detected,

the repeater transmitted a jam signal onto all ports to ensure collision detection.

Repeaters could be used to connect segments such that there were up to five Ethernet

segments between any two hosts, three of which could have attached devices.

Repeaters could detect an improperly terminated link from the continuous collisions

and stop forwarding data from it. Hence they alleviated the problem of cable

breakages: when an Ethernet coax segment broke, while all devices on that segment
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were unable to communicate, repeaters allowed the other segments to continue

working - although depending on which segment was broken and the layout of the

network the partitioning that resulted may have made other segments unable to reach

important servers and thus effectively useless. People recognized the advantages of

cabling in a star topology, primarily that only faults at the star point will result in a

badly partitioned network, and network vendors started creating repeaters having

multiple ports, thus reducing the number of repeaters required at the star point.

Multiport Ethernet repeaters became known as "Ethernet hubs". Network vendors

such as DEC and SynOptics sold hubs that connected many 10BASE2 thin coaxial

segments. There were also "multi-port transceivers" or "fan-outs". These could be

connected to each other and/or a coax backbone. The best-known early example was

DEC's DELNI. These devices allowed multiple hosts with AUI connections to share a

single transceiver. They also allowed creation of a small standalone Ethernet segment

without using a coaxial cable. Ethernet on unshielded twisted-pair cables (UTP),

beginning with StarLAN and continuing with 10BASE-T, was designed for point-to-

point links only and all termination was built into the device. This changed hubs from

a specialist device used at the center of large networks to a device that every twisted

pair-based network with more than two machines had to use. The tree structure that

resulted from this made Ethernet networks more reliable by preventing faults with

(but not deliberate misbehavior of) one peer or its associated cable from affecting

other devices on the network, although a failure of a hub or an inter-hub link could

still affect lots of users. Also, since twisted pair Ethernet is point-to-point and

terminated inside the hardware, the total empty panel space required around a port is

much reduced, making it easier to design hubs with lots of ports and to integrate

Ethernet onto computer motherboards.

Despite the physical star topology, hubbed Ethernet networks still use half-duplex and

CSMA/CD, with only minimal activity by the hub, primarily the Collision

Enforcement signal, in dealing with packet collisions. Every packet is sent to every

port on the hub, so bandwidth and security problems aren't addressed. The total

throughput of the hub is limited to that of a single link and all links must operate at

the same speed. Collisions reduce throughput by their very nature. In the worst case,

when there are lots of hosts with long cables that attempt to transmit many short

frames, excessive collisions can reduce throughput dramatically. However, a Xerox
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report in 1980 summarized the results of having 20 fast nodes attempting to transmit

packets of various sizes as quickly as possible on the same Ethernet segment. The

results showed that, even for the smallest Ethernet frames (64B), 90% throughput on

the LAN was the norm. This is in comparison with token passing LANs (token ring,

token bus), all of which suffer throughput degradation as each new node comes into

the LAN, due to token waits. This report was wildly controversial, as modeling

showed that collision-based networks became unstable under loads as low as 40% of

nominal capacity. Many early researchers failed to understand the subtleties of the

CSMA/CD protocol and how important it was to get the details right, and were really

modeling somewhat different networks (usually not as good as real Ethernet).

2.5 Bridging and switching

While repeaters could isolate some aspects of Ethernet segments, such as cable

breakages, they still forwarded all traffic to all Ethernet devices. This created practical

limits on how many machines could communicate on an Ethernet network. Also as

the entire network was one collision domain and all hosts had to be able to detect

collisions anywhere on the network, and the number of repeaters between the farthest

nodes was limited. Finally segments joined by repeaters had to all operate at the same

speed, making phased-in upgrades impossible. To alleviate these problems, bridging

was created to communicate at the data link layer while isolating the physical layer.

With bridging, only well-formed packets are forwarded from one Ethernet segment to

another; collisions and packet errors are isolated. Bridges learn where devices are, by

watching MAC addresses, and do not forward packets across segments when they

know the destination address is not located in that direction. Prior to discovery of

network devices on the different segments, Ethernet bridges and switches work

somewhat like Ethernet hubs, passing all traffic between segments. However, as the

switch discovers the addresses associated with each port, it only forwards network

traffic to the necessary segments, improving overall performance. Broadcast traffic is

still forwarded to all network segments. Bridges also overcame the limits on total

segments between two hosts and allowed the mixing of speeds, both of which became

very important with the introduction of Fast Ethernet.

Early bridges examined each packet one by one using software on a CPU, and some

of them were significantly slower than hubs (multi-port repeaters) at forwarding
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traffic, especially when handling many ports at the same time. In 1989 the networking

company Kalpana introduced their EtherSwitch, the first Ethernet switch. An Ethernet

switch does bridging in hardware, allowing it to forward packets at full wire speed. It

is important to remember that the term switch was invented by device manufacturers

and does not appear in the 802.3 standard. Functionally, the two terms are

interchangeable. Since packets are typically only delivered to the port they are

intended for, traffic on a switched Ethernet is slightly less public than on shared-

medium Ethernet. Despite this, switched Ethernet should still be regarded as an

insecure network technology, because it is easy to subvert switched Ethernet systems

by means such as ARP spoofing and MAC flooding. The bandwidth advantages, the

slightly better isolation of devices from each other, the ability to easily mix different

speeds of devices and the elimination of the chaining limits inherent in non-switched

Ethernet have made switched Ethernet the dominant network technology. When a

twisted pair or fiber link segment is used and neither end is connected to a hub, full-

duplex Ethernet becomes possible over that segment. In full duplex mode both

devices can transmit and receive to/from each other at the same time, and there is no

collision domain. This doubles the aggregate bandwidth of the link and is sometimes

advertised as double the link speed (e.g. 200 Mbit/s) to account for this. However, this

is misleading as performance will only double if traffic patterns are symmetrical

(which in reality they rarely are). The elimination of the collision domain also means

that all the link's bandwidth can be used and that segment length is not limited by the

need for correct collision detection (this is most significant with some of the fiber

variants of Ethernet).

2.6 Dual speed hubs

In the early days of Fast Ethernet, Ethernet switches were relatively expensive

devices. However, hubs suffered from the problem that if there were any 10BASE-T

devices connected then the whole system would have to run at 10 Mbit. Therefore a

compromise between a hub and a switch appeared known as a dual speed hub. These

devices consisted of an internal two-port switch, dividing the 10BASE-T (10 Mbit)

and 100BASE-T (100 Mbit) segments. The device would typically consist of more

than two physical ports. When a network device becomes active on any of the

physical ports, the device attach it to either the 10BASE-T segment or the 100BASE-
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T segment, as appropriate. This prevented the need for an all-or-nothing migration

from 10BASE-T to 100BASE-T networks. These devices are also known as dual-

speed hubs because the traffic between devices connected at the same speed is not

switched.

2.7 More advanced networks

Simple switched Ethernet networks, while an improvement over hub based Ethernet,

suffer from a number of issues:

 They suffer from single points of failure. If any link fails some devices will be unable to

communicate with other devices and if the link that fails is in central location lots of users

can be cut off from the resources they require.

 It is possible to trick switches or hosts into sending data to your machine even if it's not

intended for it (see switch vulnerabilities).

 Large amounts of broadcast traffic, whether malicious, accidental, or simply a side effect of

network size can flood slower links and/or systems.

o It is possible for any host to flood the network with broadcast traffic forming a denial of

service attack against any hosts that run at the same or lower speed as the attacking device.

o As the network grows, normal broadcast traffic takes up an ever greater amount of

bandwidth.

o If switches are not multi-cast aware, multi-cast traffic will end up treated like broadcast

traffic due to being directed at a MAC with no associated port.

o If switches discover more MAC addresses than they can store (either through network size or

through an attack) some addresses must inevitably be dropped and traffic to those addresses

will be treated the same way as traffic to unknown addresses, that is essentially the same as

broadcast traffic (this issue is known as fail-open).

o They suffer from bandwidth choke points where a lot of traffic is forced down a single link.

Some switches offer a variety of tools to combat these issues including:

 Spanning-tree protocol to maintain the active links of the network as a tree while allowing

physical loops for redundancy.
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 Various port protection features, as it is far more likely an attacker will be on an end system

port than on a switch-switch link.

 VLANs to keep different classes of users separate while using the same physical

infrastructure.

 Fast routing at higher levels to route between those VLANs.

 Link aggregation to add bandwidth to overloaded links and to provide some measure of

redundancy, although the links won't protect against switch failure because they connect the

same pair of switches.

3. Token Ring Architecture

Token ring local area network (LAN) technology is a local area network protocol which

resides at the data link layer (DLL) of the OSI model. It uses a special three-byte frame

called a token that travels around the ring. Token ring frames travel completely around

the loop. Stations on a token ring LAN are logically organized in a ring topology with

data being transmitted sequentially from one ring station to the next with a control token

circulating around the ring controlling access. This token passing mechanism is shared by

ARCNET, token bus, and FDDI, and has theoretical advantages over the stochastic

CSMA/CD of Ethernet. Physically, a token ring network is wired as a star, with 'hubs' and

arms out to each station and the loop going out-and-back through each.

3.1 IBM hermaphroditic connector with locking clip

Cabling is generally IBM "Type-1" shielded twisted pair, with unique hermaphroditic

connectors, commonly referred to as IBM data connectors. The connectors have the

disadvantage of being quite bulky, requiring at least 3 x 3 cm panel space, and,

composed of many complex plastic pieces, being quite fragile. Initially token ring ran

at 4 Mbit/s, but in 1989 IBM introduced the first 16 Mbit/s token ring products and

the 802.5 standard was extended to support this. In 1981, Apollo Computer

introduced their proprietary 12 Mbit/s Apollo token ring (ATR) and Proteon

introduced their 10 Mbit/s ProNet-10 token ring network in 1984. However, IBM

token ring was not compatible with ATR or ProNet-10. More technically, token ring

is a local area network protocol which resides at the data link layer (DLL) of the OSI

model. It uses a special three-byte frame called a token that travels around the ring.

Token ring frames travel completely around the loop.
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Each station passes or repeats the special token frame around the ring to its nearest

downstream neighbor. This token-passing process is used to arbitrate access to the

shared ring media. Stations that have data frames to transmit must first acquire the

token before they can transmit them. Token ring LANs normally use differential

Manchesterencoding of bits on the LAN media. IBM popularized the use of token

ring LANs in the mid 1980s when it released its IBM token ring architecture based on

active multi-station access units (MSAUs or MAUs) and the IBM Structured Cabling

System. The Institute of Electrical and Electronics Engineers (IEEE) later

standardized a token ring LAN system as IEEE 802.5.

Token ring LAN speeds of 4 Mbit/s and 16 Mbit/s have been standardized by the

IEEE 802.5 working group. An increase to 100 Mbit/s was standardized and marketed

during the wane of token ring's existence while a 1000 Mbit/s speed was actually

approved in 2001, but no products were ever brought to market. When token ring

LANs were first introduced, there were widely circulated claims that they were

superior to Ethernet. These claims did not hold up when tested. With the development

of switched Ethernet and faster variants of Ethernet, token ring architectures lagged

badly behind Ethernet in both performance and reliability. The higher sales of

Ethernet allowed economies of scale which drove down prices further, and added a

compelling price advantage to its other advantages over token ring. Token ring

networks have since declined in usage and the standards activity has since come to a

standstill as switched Ethernet has dominated the LAN/layer 2 networking market.

3.2 Token frame

When no station is transmitting a data frame, a special token frame circles the loop.

This special token frame is repeated from station to station until arriving at a station

that needs to transmit data. When a station needs to transmit data, it converts the

token frame into a data frame for transmission. Once the sending station receives its

own data frame, it converts the frame back into a token. If a transmission error occurs

and no token frame, or more than one, is present, a special station referred to as the

Active Monitor detects the problem and removes and/or reinserts tokens as necessary

(see Active and standby monitors). On 4 Mbit/s Token Ring, only one token may

circulate; on 16 Mbit/s Token Ring, there may be multiple tokens.
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3.3 Token priority

Token ring specifies an optional medium access scheme allowing a station with a

high-priority transmission to request priority access to the token. 8 priority levels, 0-7,

are used. When the station wishing to transmit receives a token or data frame with a

priority less than or equal to the station's requested priority, it sets the priority bits to

its desired priority. The station does not immediately transmit; the token circulates

around the medium until it returns to the station. Upon sending and receiving its own

data frame, the station downgrades the token priority back to the original priority.

3.4 Token ring frame format

A data token ring frame is an expanded version of the token frame that is used by

stations to transmit media access control (MAC) management frames or data frames

from upper layer protocols and applications. Token Ring and IEEE 802.5 support two

basic frame types: tokens and data/command frames. Tokens are 3 bytes in length and

consist of a start delimiter, an access control byte, and an end delimiter.

Data/command frames vary in size, depending on the size of the Information field.

Data frames carry information for upper-layer protocols, while command frames

contain control information and have no data for upper-layer protocols. Token ring

can be connected to physical rings via equipment such as 100Base-TX equipment and

CAT5e UTP cable.

4. AppleTalk Architecture

AppleTalk is a networking protocol suite that implements the complete OSI model, like

TCP/IP. It was originally developed by Apple Computer Corporation to connect its

Macintosh computers to each other and to LaserWriter printers using only LocalTalk (or

PhoneNet) cables. It was then extended to work on ethernet (sometimes referred to as

"EtherTalk"). AppleTalk support is built-in to every Macintosh, but not normally found

on other types of computers. While still provided reluctantly in the new MacOS X

operating system, Apple Computer plans to eventually phase out the use of AppleTalk.

Third party software can be installed on Windows 95/98/NT/2000 computers and some

Unix systems to let them communicate using the AppleTalk protocols. The reason to do
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this would be to let those other computer types provide or connect to Macintosh type

services and AppleTalk printers.

The Windows NT and 2000 operating systems include enough of the AppleTalk protocol

suite to allow them to access network printers that use AppleTalk or to provide file

sharing via AppleTalk to Macintosh computers (for the server versions). For Unix

computers, one of the public-domain free programs Columbia AppleTalk Package (called

CAP) or netatalk can be installed to provide AppleTalk connectivity. In Earth Sciences,

we have installed CAP on the pangea server to provide file sharing to Macintosh

computers via AppleTalk, and printer queues to access AppleTalk network printers. At

the application level, AppleTalk includes standard protocols for remote printing and file

sharing services. There is no standard "remote login" as the Macintosh is not intended as

a multi-user system, but "remote control" software using AppleTalk (or TCP/IP) can be

purchased (for example, Timbuktu). The AppleTalk protocol uses dynamic addressing.

Routers that connect separate AppleTalk networks must use fixed addresses that are

configured by the network manager. Individual computers and printers broadcast on the

local network to find out about routers and select an unused address. Broadcasts are also

used by computers to find each other's addresses and services that are offered.

As there is no master authority controlling the assignment of addresses and names,

AppleTalk cannot be used to create a large scale internet spanning across organizations.

Stanford is able to maintain a single AppleTalk network for the entire campus, but

AppleTalk cannot be routed beyond the campus. The AppleTalk design rigorously

followed the OSI model of protocol layering. Unlike most of the early LAN systems,

AppleTalk was not built using the archetypal Xerox XNS system. The intended target was

not Ethernet, and it did not have 48-bit addresses to route. Nevertheless, many portions of

the AppleTalk system have direct analogs in XNS. One key differentiation for AppleTalk

was it contained three protocols aimed at making the system completely self-configuring.

The AppleTalk address resolution protocol (AARP) allowed AppleTalk hosts to

automatically generate their own network addresses, and the Name Binding Protocol

(NBP) was a dynamic Domain Name System (DNS) system, mapping network addresses

to user-readable names. Although systems similar to AARP existed in other systems,

Banyan VINES for instance, nothing like NBP has existed until recently.
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Both AARP and NBP had defined ways to allow "controller" devices to override the

default mechanisms. The concept was to allow routers to provide the information or

"hard-wire" the system to known addresses and names. On larger networks where AARP

could cause problems as new nodes searched for free addresses, the addition of a router

could reduce "chattiness." Together AARP and NBP made AppleTalk an easy-to-use

networking system. New machines were added to the network by plugging them and

optionally giving them a name. The NBP lists were examined and displayed by a program

known as the Chooser which would display a list of machines on the local network,

divided into classes such as file-servers and printers. One problem for AppleTalk is it was

intended to be part of a project known as Macintosh Office, which would consist of a host

machine providing routing, printer sharing and file sharing. However this project was

canceled in 1986. Despite this, the LaserWriter included built-in AppleTalk. Apple

released a file and print server known as the AppleShare File and Print Servers. Today

AppleTalk support is provided for backward compatibility in many products, but the

default networking on the Mac is TCP/IP. Starting with Mac OS X v10.2, Bonjour

(originally named Rendezvous) provides similar discovery and configuration services for

TCP/IP-based networks. Bonjour is Apple's implementation of ZeroConf, which was

written specifically to bring NBP's ease-of-use to the TCP/IP world.

5. Fiber Distributed Data Interface

Fiber distributed data interface (FDDI) provides a standard for data transmission in a

local area network that can extend in the range up to 200 kilometers (124 miles).

Although FDDI protocol is a token ring network, it does not use the IEEE 802.5 token

ring protocol as its basis; instead, its protocol is derived from the IEEE 802.4 token bus

timed token protocol. In addition to covering large geographical areas, FDDI local area

networks can support thousands of users. As a standard underlying medium it uses optical

fiber (though it can use copper cable, in which case one can refer to CDDI). FDDI uses a

dual-attached, counter-rotating token ring topology. FDDI, as a product of American

National Standards Institute X3T9.5 (now X3T12), conforms to the Open Systems

Interconnection (OSI) model of functional layering of LANs using other protocols. FDDI-

II, a version of FDDI, adds the capability to add circuit-switched service to the network

so that it can also handle voice and video signals. Work has started to connect FDDI

networks to the developing Synchronous Optical Network SONET.
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A FDDI network contains two token rings, one for possible backup in case the primary

ring fails. The primary ring offers up to 100 Mbit/s capacity. When a network has no

requirement for the secondary ring to do backup, it can also carry data, extending capacity

to 200 Mbit/s. The single ring can extend the maximum distance; a dual ring can extend

100 km (62 miles). FDDI has a larger maximum-frame size than standard 100 Mbit/s

Ethernet, allowing better throughput. Designers normally construct FDDI rings in the

form of a "dual ring of trees". A small number of devices (typically infrastructure devices

such as routers and concentrators rather than host computers) connect to both rings -

hence the term "dual-attached". Host computers then connect as single-attached devices

to the routers or concentrators. The dual ring in its most degenerate form simply collapses

into a single device. Typically, a computer-room contains the whole dual ring, although

some implementations have deployed FDDI as a Metropolitan area network. FDDI

requires this network topology because the dual ring actually passes through each

connected device and requires each such device to remain continuously operational (the

standard actually allows for optical bypasses, but network engineers consider these

unreliable and error-prone). Devices such as workstations and minicomputers that might

not come under the control of the network managers are not suitable for connection to the

dual ring.

5.1 Dual-attach FDDI Board

As an alternative to using a dual-attached connection, a workstation can obtain the

same degree of resilience through a dual-homed connection made simultaneously to

two separate devices in the same FDDI ring. One of the connections becomes active

while the other one is automatically blocked. If the first connection fails, the backup

link takes over with no perceptible delay. Due to their speed, cost and ubiquity, fast

Ethernet and (since 1998) Gigabit Ethernet have largely made FDDI redundant.

5.2 FDDI standards include:

 ANSI X3.166-1989, Physical Medium Dependent (PMD) -- also ISO 9314-3

 ANSI X3.148-1988, Physical Layer Protocol (PHY) -- also ISO 9314-1

 ANSI X3.139-1987, Media Access Control (MAC) -- also ISO 9314-2

 ANSI X3.229-1994, Station Management (SMT) -- also ISO 9314-6
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6. LAN and WAN architectures

A wireless LAN or WLAN or wireless local area network is the linking of two or more

computers or devices using spread-spectrum or OFDM modulation technology based to

enable communication between devices in a limited area. This gives users the mobility to

move around within a broad coverage area and still be connected to the network. For the

home user, wireless has become popular due to ease of installation, and location freedom

with the gaining popularity of laptops. Public businesses such as coffee shops or malls

have begun to offer wireless access to their customers; some are even provided as a free

service. Large wireless network projects are being put up in many major cities. Google is

even providing a free service to Mountain View, Californiaand has entered a bid to do the

same for San Francisco. New York City has also begun a pilot program to cover all five

boroughs of the city with wireless Internet access. In 1970 University of Hawaii, under

the leadership of Norman Abramson, developed the worlds first computer communication

network using low-cost ham-like radios, named ALOHAnet. The bi-directional star

topology of the system included seven computers deployed over four islands to

communicate with the central computer on the OahuIsland without using phone lines.

"In 1979, F.R. Gfeller and U. Bapst published a paper in the IEEE Proceedings reporting

an experimental wireless local area network using diffused infrared communications.

Shortly thereafter, in 1980, P. Ferrert reported on an experimental application of a single

code spread spectrum radio for wireless terminal communications in the IEEE National

Telecommunications Conference. In 1984, a comparison between Infrared and CDMA

spread spectrum communications for wireless office information networks was published

by Kaveh Pahlavan in IEEE Computer Networking Symposium which appeared later in

the IEEE Communication Society Magazine. In May 1985, the efforts of Marcus led the

FCC to announce experimental ISM bands for commercial application of spread spectrum

technology. Later on, M. Kavehrad reported on an experimental wireless PBX system

using code division multiple access. These efforts prompted significant industrial

activities in the development of a new generation of wireless local area networks and it

updated several old discussions in the portable and mobile radio industry. The first

generation of wireless data modems was developed in the early 1980s by amateur radio

operators, who commonly referred to this as packet radio. They added a voice band data

communication modem, with data rates below 9600-bit/s, to an existing short distance
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radio system, typically in the two meter amateur band. The second generation of wireless

modems was developed immediately after the FCC announcement in the experimental

bands for non-military use of the spread spectrum technology. These modems provided

data rates on the order of hundreds of kbit/s. The third generation of wireless modem then

aimed at compatibility with the existing LANs with data rates on the order of Mbit/s.

Several companies developed the third generation products with data rates above 1 Mbit/s

and a couple of products had already been announced by the time of the first IEEE

Workshop on Wireless LANs."

54 MBit/s WLAN PCI Card (802.11g)

"The first of the IEEE Workshops on Wireless LAN was held in 1991. At that time early

wireless LAN products had just appeared in the market and the IEEE 802.11 committee

had just started its activities to develop a standard for wireless LANs. The focus of that

first workshop was the evaluation of the alternative technologies. By 1996, the

technology was relatively mature, a variety of applications had been identified and

addressed and technologies that enable these applications were well understood. Chip sets

aimed at wireless LAN implementations and applications, a key enabling technology for

rapid market growth, were emerging in the market. Wireless LANs were being used in

hospitals, stock exchanges, and other in building and campus settings for nomadic access,

point-to-point LAN bridges, ad-hoc networking, and even larger applications through

internetworking. The IEEE 802.11 standard and variants and alternatives, such as the

wireless LAN interoperability forum and the European HiperLAN specification had made

rapid progress, and the unlicensed PCS Unlicensed Personal Communications Services

and the proposed SUPERNet, later on renamed as U-NII, bands also presented new

opportunities."

Originally WLAN hardware was so expensive that it was only used as an alternative to

cabled LAN in places where cabling was difficult or impossible. Early development

included industry-specific solutions and proprietary protocols, but at the end of the 1990s

these were replaced by standards, primarily the various versions of IEEE 802.11 (Wi-Fi).
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An alternative ATM-like 5 GHz standardized technology, HiperLAN/2, has so far not

succeeded in the market, and with the release of the faster 54 Mbit/s 802.11a (5 GHz) and

802.11g (2.4 GHz) standards, almost certainly never will. In November 2007, the

Australian Commonwealth Scientific and Industrial Research Organisation (CSIRO) won

a legal battle in the US federal court of Texas against Buffalo Technology which found

the USmanufacturer had failed to pay royalties on a US WLAN patent CSIRO had filed

in 1996. CSIRO are currently engaged in legal cases with computer companies including

Microsoft, Intel, Dell, Hewlett-Packard and Netgear which argue that the patent is invalid

and should negate any royalties paid to CSIRO for WLAN-based products.

Topic : Simple Network Operations

Topic Objective:

At the end of the topic the students will be able to:

 Explain Networking Software Components

 Describe Network Operating Systems

 Elaborate Operating System Installation

 Evaluate Configure Network Services

 Understand Configuration Concepts

 Know User-Based And Host-Based Configuration

Definition/Overview:

Computer Network Operations (CNO) is a broad term that has both military and non-military

application. Conventional wisdom is that information is power, and more and more of the

information necessary to make intelligent decisions is digitized and conveyed over an ever

expanding network of computers and other electronic devices. CNO are the deliberate actions

taken to leverage and optimize these networks to improve human endeavor and enterprise or,

in warfare, to gain information superiority and deny the enemy this enabling capability.

Computer Network Operations (CNO) is a broad term that has both military and non-military
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application. Conventional wisdom is that information is power, and more and more of the

information necessary to make intelligent decisions is digitized and conveyed over an ever

expanding network of computers and other electronic devices. CNO are the deliberate actions

taken to leverage and optimize these networks to improve human endeavor and enterprise or,

in warfare, to gain information superiority and deny the enemy this enabling capability.

Key Points:

1. Networking Software Components

Software development for large and complex systems remains expensive to maintain and

to develop new applications. The complexity for super-computing and grid computing

applications requires re-configurable components and resource management. These are

main challenges for the future of maintaining large complex systems such as grid, large

scale telecommunications, IT systems, and super-computing systems. They need

composable and re-configurable software components for resource allocation, resource

management, and all future infrastructures. The main aim of this project is to identify new

paradigm, application development process, and software components that are re-usable,

integrable, dependable , and re-configurable. Software components are aimed to provide a

self-contained entity that can be adapted to the required environment quickly and easily.

However this definition needs to be extended for large scale super-computing paradigm.

This will be quite a considerable paradigm shift for Component Based Software

Engineering (CBSE) paradigm that exists today. The main criteria for super-computing

applications include flexibility, re-usability, scalability, highly concurrent, parallel &

multi-threaded, distributed and data-intensive systems. The main aim is to define a new

paradigm for CBSE for super-computing, grid computing, infrastructure applications.

Therefore design for large scale software components is the major emphasis of this

project. Computer networking devices are units that mediate data in a computer network.

Computer networking devices are also called network equipment, Intermediate Systems

(IS) or InterWorking Unit (IWU). Units which are the last receiver or generate data are

called hosts or data terminal equipment.

 List of computer networking devices

o Common basic network devices:
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▪ Gateway: device sitting at a network node for interfacing with another

network that uses different protocols. Works on OSI layers 4 to 7.

▪ Router: a specialized network device that determines the next network

point to which to forward a data packet toward its destination. Unlike a

gateway, it cannot interface different protocols. Works on OSI layer 3.

▪ Bridge: a device that connects multiple network segments along the data

link layer. Works on OSI layer 2.

▪ Switch: a device that allocates traffic from one network segment to

certain lines (intended destination(s)) which connect the segment to

another network segment. So unlike a hub a switch splits the network

traffic and sends it to different destinations rather than to all systems

on the network. Works on OSI layer 2.

▪ Hub: connects multiple Ethernet segments together making them act as a

single segment. When using a hub, every attached device shares the

same broadcast domain and the same collision domain. Therefore, only

one computer connected to the hub is able to transmit at a time.

Depending on the network topology, the hub provides a basic level 1

OSI model connection among the network objects (workstations,

servers, etc). It provides bandwidth which is shared among all the

objects, compared to switches, which provide a dedicated connection

between individual nodes. Works on OSI layer 1.

▪ Repeater: device to amplify or regenerate digital signals received while

setting them from one part of a network into another. Works on OSI

layer 1.

o hybrid network devices

▪ Multilayer Switch: a switch which, in addition to switching on OSI

layer 2, provides functionality at higher protocol layers.
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▪ Protocol Converter: a hardware device that converts between two

different types of transmissions, such as asynchronous and

synchronous transmissions.

▪ Bridge Router(Brouter): Combine router and bridge functionality and

are therefore working on OSI layers 2 and 3.

▪ Digital media receiver: Connects a computer network to a home theatre

▪ Hardware or software components that typically sit on the connection

point of different networks, e.g. between an internal network and an

external network:

▪ Proxy: computer network service which allows clients to make indirect

network connections to other network services

▪ Firewall: a piece of hardware or software put on the network to prevent

some communications forbidden by the network policy

▪ Network Address Translator: network service provide as hardware or

software that converts internal to external network addresses and vice

versa

o hardware for establishing networks or dial-up connections

▪ Multiplexer: device that combines several electrical signals into a single

signal

▪ Network Card: a piece of computer hardware to allow the attached

computer to communicate by network

▪ Modem: device that modulates an analog "carrier" signal (such as

sound), to encode digital information, and that also demodulates such a

carrier signal to decode the transmitted information, as a computer

communicating with another computer over the telephone network

▪ ISDN terminal adapter (TA): a specialized gateway for ISDN
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▪ Line Driver: a device to increase transmission distance by amplifying

the signal. Base-band networks only.

2. Network Operating Systems

network operating system (NOS) is software that controls a network and its message (e.g.

packet) traffic and queues, controls access by multiple users to network resources such as

files, and provides for certain administrative functions, including security. The upper 5

layers of the OSI Reference Model provide the foundation upon which many network

operating systems are based. Net-Ware evolved from a very simple concept: file sharing

instead of disk sharing. In 1983 when the first versions of NetWare were designed, all

other competing products were based on the concept of providing shared direct disk

access. Novell's alternative approach was validated by IBM in 1984 and helped promote

their product. With Novell NetWare, disk space was shared in the form of NetWare

volumes, comparable to DOS volumes. Clients running MS-DOS would run a special

Terminate and Stay Resident (TSR) program that allowed them to map a local drive letter

to a NetWare volume. Clients had to log in to a server in order to be allowed to map

volumes, and access could be restricted according to the login name. Similarly, they could

connect to shared printers on the dedicated server, and print as if the printer was

connected locally.

At the end of the 1990s, with Internet connectivity booming, the Internet's TCP/IP

protocol became dominant on LANs. Novell had introduced limited TCP/IP support in

NetWare v3.x (circa 1992) and v4.x (circa 1995), consisting mainly of FTP services and

UNIX-style LPR/LPD printing (available in NetWare v3.x), and a Novell-developed web-

server (in NetWare v4.x). Native TCP/IP support for the client file and print services

normally associated with NetWare was introduced in NetWare v5.0 (released in 1998).

During the early-to-mid 1980s Microsoft introduced their own LAN system in LAN

Manager based on the competing NBF protocol. Early attempts to muscle in on NetWare

were not successful, but this changed with the inclusion of improved networking support

in Windows for Workgroups, and then the hugely successful Windows NT and Windows

95. NT, in particular, offered services similar to those offered by NetWare, but on a

system that could also be used on a desktop, and connected directly to other Windows

desktops where NBF was now almost universal. One of the raging debates of the 90s was

whether it was more appropriate for network file service to be performed by a software
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layer running on top of a general purpose operating system, or by a special purpose

operating system. NetWare was a special purpose operating system, not a timesharing

OS. It was written from the ground up as a platform for client-server processing services.

Initially it focused on file and print services, but later demonstrated its flexibility by

running database, email, web and other services as well. It also performed efficiently as a

router, supporting IPX, TCP/IP, and Appletalk, though it never offered the flexibility of a

'hardware' router. In 4.x and earlier versions, NetWare did not support preemption, virtual

memory, graphical user interfaces, etc. Processes and services running under the NetWare

OS were expected to be cooperative, that is to process a request and return control to the

OS in a timely fashion. On the down side, this trust of application processes to manage

themselves could lead to a misbehaving application bringing down the server.

By comparison, general purpose operating systems such as Unix or Microsoft Windows

were based on an interactive, time-sharing model where competing programs would

consume all available resources if not held in check by the Operating System. Such

environments operated by preemption, memory virtualization, etc., generating significant

overhead because there were never enough resources to do everything every application

desired. These systems improved over time as network services shed their application

stigma and moved deeper into the kernel of the general purpose OS, but they never

equaled the efficiency of NetWare.Probably the single greatest reason for Novell's

success during the 80's and 90's was the efficiency of NetWare compared to general

purpose operating systems. However, as microprocessors increased in power, efficiency

became less and less of an issue. With the introduction of the Pentium processor,

NetWare's performance advantage began to be outweighed by the complexity of

managing and developing applications for the NetWare environment.[

3. Operating System Installation

An operating system (commonly abbreviated to either OS or O/S) is an interface between

hardware and applications; it is responsible for the management and coordination of

activities and the sharing of the limited resources of the computer. The operating system

acts as a host for applications that are run on the machine. As a host, one of the purposes

of an operating system is to handle the details of the operation of the hardware. This

relieves application programs from having to manage these details and makes it easier to

write applications. Almost all computers, including handheld computers, desktop
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computers, supercomputers, and even video game consoles, use an operating system of

some type. Some of the oldest models may however use an embedded operating system,

that may be contained on a compact disk or other data storage device. Operating systems

offer a number of services to application programs and users. Applications access these

services through application programming interfaces (APIs) or system calls. By invoking

these interfaces, the application can request a service from the operating system, pass

parameters, and receive the results of the operation. Users may also interact with the

operating system with some kind of software user interface (UI) like typing commands by

using command line interface (CLI) or using a graphical user interface (GUI, commonly

pronounced gooey). For hand-held and desktop computers, the user interface is generally

considered part of the operating system. On large multi-user systems like Unix and Unix-

like systems, the user interface is generally implemented as an application program that

runs outside the operating system. (Whether the user interface should be included as part

of the operating system is a point of contention.) Common contemporary operating

systems include Microsoft Windows, Mac OS, Linux, BSD and Solaris. Microsoft

Windows has a significant majority of market share in the desktop and notebook

computer markets, while servers generally run on Linux or other Unix-like systems.

Embedded device markets are split amongst several operating systems.

Modern CPUs support something called dual mode operation. CPUs with this

capability use two modes: protected mode and supervisor mode, which allow certain

CPU functions to be controlled and affected only by the operating system kernel.

Here, protected mode does not refer specifically to the 80286 (Intel's x86 16-bit

microprocessor) CPU feature, although its protected mode is very similar to it. CPUs

might have other modes similar to 80286 protected mode as well, such as the virtual

8086 mode of the 80386 (Intel's x86 32-bit microprocessor or i386). However, the

term is used here more generally in operating system theory to refer to all modes

which limit the capabilities of programs running in that mode, providing things like

virtual memory addressing and limiting access to hardware in a manner determined by

a program running in supervisor mode. Similar modes have existed in

supercomputers, minicomputers, and mainframes as they are essential to fully

supporting UNIX-like multi-user operating systems. When a computer first starts up,
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it is automatically running in supervisor mode. The first few programs to run on the

computer, being the BIOS, boot-loader and the operating system have unlimited

access to hardware - and this is required because, by definition, initializing a protected

environment can only be done outside of one. However, when the operating system

passes control to another program, it can place the CPU into protected mode.

In protected mode, programs may have access to a more limited set of the CPU's

instructions. A user program may leave protected mode only by triggering an

interrupt, causing control to be passed back to the kernel. In this way the operating

system can maintain exclusive control over things like access to hardware and

memory. The term "protected mode resource" generally refers to one or more CPU

registers, which contain information that the running program isn't allowed to alter.

Attempts to alter these resources generally causes a switch to supervisor mode, where

the operating system can deal with the illegal operation the program was attempting

(for example, by killing the program). Among other things, a multiprogramming

operating system kernel must be responsible for managing all system memory which

is currently in use by programs. This ensures that a program does not interfere with

memory already used by another program. Since programs time share, each program

must have independent access to memory. Cooperative memory management, used by

many early operating systems assumes that all programs make voluntary use of the

kernel's memory manager, and do not exceed their allocated memory. This system of

memory management is almost never seen anymore, since programs often contain

bugs which can cause them to exceed their allocated memory. If a program fails it

may cause memory used by one or more other programs to be affected or overwritten.

Malicious programs, or viruses may purposefully alter another program's memory or

may affect the operation of the operating system itself. With cooperative memory

management it takes only one misbehaved program to crash the system.

Memory protection enables the kernel to limit a process' access to the computer's

memory. Various methods of memory protection exist, including memory

segmentation and paging. All methods require some level of hardware support (such

as the 80286 MMU) which doesn't exist in all computers. In both segmentation and

paging, certain protected mode registers specify to the CPU what memory address it

should allow a running program to access. Attempts to access other addresses will
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trigger an interrupt which will cause the CPU to re-enter supervisor mode, placing the

kernel in charge. This is called a segmentation violation or Seg-V for short, and since

it is both difficult to assign a meaningful result to such an operation, and because it is

usually a sign of a misbehaving program, the kernel will generally resort to

terminating the offending program, and will report the error. Windows 3.1-Me had

some level of memory protection, but programs could easily circumvent the need to

use it. Under Windows 9x all MS-DOS applications ran in supervisor mode, giving

them almost unlimited control over the computer. A general protection fault would be

produced indicating a segmentation violation had occurred, however the system

would often crash anyway. In most Linux systems, part of the hard disk is reserved

for virtual memory when the Operating system is being installed on the system. This

part is known as swap space. Windows systems use a swap file instead of a partition.

4. Configure Network Services

Network services are the foundation of a networked computing environment. Generally

network services are installed on one or more servers to provide shared resources to client

computers. Network services are configured on the corporate LANs to ensure security

and user friendly operation. They help the LAN run smoothly and efficiently. Corporate

LANs use network services such as DNS (Domain Name System) to give names to IP and

MAC addresses (people remember names like nm.lan better than they remember numbers

like 210.121.67.18), and DHCP to ensure that everyone on the network has a valid IP

address. DHCP eases administrative burden by automating the IP assignment of nodes on

the network. Adding or removing nodes from the network doesnt create problems with IP

address retrieval; the DHCP service handles this automatically. Authentication servers are

another network service, they allow every user to have their own account, and everything

they do on that account is logged under their user name. This means that not only are

users accountable for anything they do while on the network, but also it increases security

as anyone wanting to access the LAN must have a registered user name and password.

Doing network administration without having user accounts to track user activity (illegal

or otherwise) or DHCP to automate IP assignment to nodes, or DNS to simplify IP

address access would be troublesome indeed. Enabling these few network services

automates complex and time consuming administration to the network, and thus eases

downtime for network administrators. Email, printing and network file sharing services
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are also network services. They are seldom not used in a LAN environment, as they allow

users to access any printer connected to the network, files on the server or other nodes

connected, and streamline data transfer within the network. They require users to have

permissions to access the resources shared, and are simple to configure security and

access rights for, with the directory service- also a network service. Common network

services include:

 authentication servers

 directory services

 Dynamic Host Configuration Protocol (DHCP)

 DNS

 e-mail

 printing

 Network file system

5. Configuration Concepts

The presentation of the different trees in this document differs from what is covered in the

administration guide. The administration guide does not mention the configuration tree

because knowledge of the two different configuration and configuration profile trees is

not necessary to use the Desktop Manager.

5.1 Strata

From the client point of view, the applications get configuration data from three

separate data sources or strata. These strata are the default stratum, the user stratum

and the profile stratum. The user stratum and default stratum are the existing data

sources that client applications currently deal with. The default stratum is deployed

with the application and is mostly unchanged throughout its lifetime. It is stored

locally alongside the application. The user stratum stores the changes made by a given

user to the application settings. It is stored either locally or in a shared location. The

profile stratum is stored centrally in the configuration repository, which contains

configuration settings that are managed by the Desktop Manager. These settings are

associated on the server with elements such as organizations, roles, users, and hosts.

They are accessed on behalf of a given user or host and are read-only for the user or
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host. The Desktop Manager is able to read or write the configuration settings of the

profile stratum only. The content of the default or user stratum cannot be accessed by

the Desktop Manager. The client application configuration system is in charge of the

retrieval and the combination of the values gathered from all strata. See Merging.

5.2 Trees

The Desktop Manager deals with four different hierarchical structures, also known as

trees. To understand how the Desktop Manager works, it is important to distinguish

these trees. The first tree is the organization tree, the gray area in Figure 51, which

represents the relationships between organizational units. The first level of the tree

represents the organization itself. Subsequent levels can represent, for instance,

departments and sub-departments. The last level can represent the members of these

departments. The second tree is the domain tree, which represents relationships

between elements of the network such as domains or hosts. The first level of the tree

represents the overall network. Subsequent levels can represent, for instance, the

various sub-nets, and the last level the actual hosts in these sub-nets. In the Desktop

Manager, these two trees are currently obtained by interpreting the contents of an

LDAP server, which is the typical repository for corporate structures. Each location

within the tree in LDAP is called an element. Entries in a LDAP server are mapped to

the elements recognized by the Desktop Manager, namely "Organization", "Role",

"User", "Domain" and "Host".

The third tree is the configuration tree, which are represented by the blue areas in

Figure 51. The configuration tree hierarchically groups configuration settings in the

back end. At the highest level of the configuration tree are components. Components

comprise configuration settings that configure one software component. All elements

below a component are either nodes or properties. Nodes can contain nodes or

properties. Properties contain configuration settings. Each configuration setting can be

referred to by a path. For example,

org.openoffice.Office.Common/ExternalMailer/Program is referring to the "Program"

configuration setting, which is in the "External Mailer" node under the "Common"

component. Each element in the organization or domain tree can have its own

configuration tree, resulting in two "trees of trees", one being an organization tree
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containing configuration trees and the other a domain tree containing configuration

trees.

5.3 Merging

The configuration settings that are finally used for a given element is determined by

merging the configuration settings of that element and those of its parent elements on

the client side. For instance, the settings for a user take into account the profiles

assigned to that user and those assigned to the organizations that the user belongs to.

The merging works by inheritance, that is, the user inherits the settings specified in

the upper levels of the organization structure.

6. User-Based And Host-Based Configuration

The concepts for working with the organization tree and the domain tree are the same.

The main difference between the two is that the organization tree consists of users and the

domain tree consists of hosts. Having users and hosts in two separate trees enables the

Desktop Manager to provide user-based and host-based configuration. On the client side,

the user-based configuration settings are fetched from the organization tree based on the

user name. The host-based configuration settings are fetched from the domain tree based

on the IP or the host name of the host the user is working on. The user settings are merged

after the host settings, which means that the user settings take precedence over the host

settings. For example, by offering these two types of configuration, roaming users can

have one user-based configuration but nevertheless can make use of the optimal proxy

configuration, depending on the host they are on.
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Topic : Understanding Complex Networks

Topic Objective:

At the end of the topic the students will be able to:

 Explain Scale-free networks

 Define Small-world networks

 Elaborate Multi vendor network

 Describe Centralized Computing

 Elaborate client/server computing

 Know Web-based computing

Definition/Overview:

In the context of network theory, a complex network is a network (graph) with non-trivial

topological featuresfeatures that do not occur in simple networks such as lattices or random

graphs. The study of complex networks is a young and active area of scientific research

inspired largely by the empirical study of real-world networks such as computer networks

and social networks. Most social, biological, and technological networks display substantial

non-trivial topological features, with patterns of connection between their elements that are

neither purely regular nor purely random. Such features include a heavy tail in the degree

distribution, a high clustering coefficient, assortativity or disassortativity among vertices,

community structure, and hierarchical structure. In contrast, many of the mathematical

models of networks that have been studied in the past, such as lattices and random graphs, do

not show these features.

Two well-known and much studied classes of complex networks are scale-free networks and

small-world networks, whose discovery and definition are canonical case-studies in the field.

Both are characterized by specific structural featurespower-law degree distributions for the

former and short path lengths and high clustering for the latter. However, as the study of

complex networks has continued to grow in importance and popularity, many other aspects of

network structure have attracted attention as well. The field continues to develop at a brisk

pace, and has brought together researchers from many areas including mathematics, physics,
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biology, computer science, sociology, epidemiology, and others. Ideas from network science

have been applied to the analysis of metabolic and genetic regulatory networks, the design of

robust and scalable communication networks both wired and wireless, the development of

vaccination strategies for the control of disease, and a broad range of other practical issues.

Research on networks has seen regular publication in some of the most visible scientific

journals and vigorous funding in many countries, has been the topic of conferences in a

variety of different fields, and has been the subject of numerous books both for the lay person

and for the expert.

Key Points:

1. Scale-free networks

A network is named scale-free if its degree distribution, i.e., the probability that a node

selected uniformly at random has a certain number of links (degree), follows a particular

mathematical function called a power law. The power law implies that the degree

distribution of these networks has no characteristic scale. In contrast, network with a

single well-defined scale are somewhat similar to a lattice in that every node has

(roughly) the same degree. Examples of networks with a single scale include the

ErdősRnyi random graph and hypercubes. In a network with a scale-free degree

distribution, some vertices have a degree that is orders of magnitude larger than the

average - these vertices are often called "hubs", although this is a bit misleading as there

is no inherent threshold above which a node can be viewed as a hub. Interest in scale-free

networks began in the late 1990s with the apparent discovery of a power-law degree

distribution in many real world networks such as the World Wide Web, network of

Autonomous systems (ASs), some network of Internet routers, protein interaction

networks, email networks, etc. Although many of these distributions are not

unambiguously power laws, their breadth, both in degree and in domain, shows that

networks exhibiting such a distribution are clearly very different from what you would

expect if edges existed independently and at random (a Poisson distribution). Indeed,

there are many different ways to build a network with a power-law degree distribution.

The Yule process is a canonical generative process for power laws, and has been known

since 1925. However, it is known by many other names due to its frequent reinvention,

e.g., The Gibrat principle by Herbert Simon, the Matthew effect, cumulative advantage
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and, most recently, preferential attachment by Barabsi and Albert for power-law degree

distributions.

Networks with a power-law degree distribution can be highly resistant to the random

deletion of vertices, i.e., the vast majority of vertices remain connected together in a giant

component. Such networks can also be quite sensitive to targeted attacks aimed at

fracturing the network quickly. When the graph is uniformly random except for the

degree distribution, these critical vertices are the ones with the highest degree, and have

thus been implicated in the spread of disease (natural and artificial) in social and

communication networks, and in the spread of fads (both of which are modeled by a

percolation or branching process).

2. Small-world networks

A network is called a small-world network by analogy with the small-world phenomenon

(popularly known as six degrees of separation). The small world hypothesis, which was

first described by the Hungarian writer Frigyes Karinthy in 1929, and tested

experimentally by Stanley Milgram (1967), is the idea that two arbitrary people are

connected by only six degrees of separation, i.e. the diameter of the corresponding graph

of social connections is not much larger than six. In 1998, Duncan J. Watts and Steven

Strogatz published the first small-world network model, which through a single parameter

smoothly interpolates between a random graph to a lattice. Their model demonstrated that

with the addition of only a small number of long-range links, a regular graph, in which

the diameter is proportional to the size of the network, can be transformed into a "small

world" in which the average number of edges between any two vertices is very small

(mathematically, it should grow as the logarithm of the size of the network), while the

clustering coefficient stays large. It is known that a wide variety of abstract graphs exhibit

the small-world property, e.g., random graphs and scale-free networks. Further, real

world networks such as the World Wide Web and the metabolic network also exhibit this

property. In the scientific literature on networks, there is some ambiguity associated with

the term "small world." In addition to referring to the size of the diameter of the network,

it can also refer to the co-occurrence of a small diameter and a high clustering coefficient.

The clustering coefficient is a metric that represents the density of triangles in the

network. For instance, sparse random graphs have a vanishingly small clustering

coefficient while the real world networks often have a coefficient significantly larger.
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Scientists point to this difference as suggesting that edges are correlated in the real world

networks.

3. Multi vendor network

The Open Systems Interconnection (usually abbreviated to OSI) was an effort to

standardize networking that was started in 1982 by the International Organization for

Standardization (ISO), along with the ITU-T. Prior to OSI, according to its

proponents[who?], networking was largely vendor-developed and proprietary, with

protocol standards such as SNA, Appletalk, NetWare and DECnet. OSI was an industry

effort, attempting to get everyone to agree to a common network standards to provide

multi-vendor interoperability. It was common for large networks to support multiple

network protocol suites, with many devices unable to talk to other devices because of a

lack of common protocols between them. However while OSI developed its networking

standards, TCP/IP came into widespread use on multivendor networks, while below the

network layer, both Ethernet and token ring played much the same role. The OSI

reference model (which actually predates the OSI protocol work, dating to 1977) was a

major advance in the teaching of network concepts. It promoted the idea of a common

model of protocol layers, defining interoperability between network devices and software.

The actual OSI protocol suite that was specified as part of the project was considered by

many to be too complicated and inefficient, and to a large extent unimplementable.

Taking the "forklift upgrade" approach to networking, it specified eliminating all existing

protocols and replacing them with new ones at all layers of the stack.[citation needed]

This made implementation difficult, and was resisted by many vendors and users with

significant investments in other network technologies. In addition, the OSI protocols were

specified by committees filled with differing and sometimes conflicting feature requests,

leading to numerous optional features; because so much was optional, many vendors'

implementations simply could not interoperate, negating the whole effort.[citation

needed] Even demands by the USA for OSI support on all government purchased

hardware did not save the effort.[citation needed]

Beyond their objections to the protocol suite itself, OSI opponents generally contended

that the very OSI standardization process represented little more than institutional

unwillingness on the part of the ISO and ITU-T to admit that vendor-neutral standards

might exist that had not been developed and ratified by their own particular processes (an
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example of the "Not Invented Here" phenomenon).[citation needed] Much bad blood

arose between these standards organizations and the IETF, the Internet standards body, as

a result of this dispute.[citation needed] The most vitriolic opponents of the OSI suite at

times made the further claim that, far from being a "vendor neutral" standard, OSI

represented an attempt by minor, or diminishing, players in the networking and computer

industries to recover by government fiat market share that they were rapidly losing to the

proponents of TCP/IP through fair competition. The OSI approach was eventually

eclipsed by the Internet's TCP/IP protocol suite. TCP/IP's pragmatic approach to

computer networking and two independent implementations of simplified protocols made

it a practical standard. For example, the definition for OSI's X.400 e-mail standards took

up several large books, while the Internet e-mail (SMTP) definition took only a few

dozen pages in RFC 821. It should be noted, however, that over time there have been

numerous RFCs which extended the original SMTP definition, so that its complete

documentation finally took up several large books as well. Furthermore, the X.400

standard contained so many optional format choices that early implementations in

Franceand Germanywere unable to parse each other's messages.[citation needed]

Many of the protocols and specifications in the OSI stack are long-gone or have been

superseded,[citation needed] such as token-bus media, CLNP packet delivery, FTAM file

transfer, and X.400 e-mail. Some still survive, often in significantly simplified

forms.[citation needed] The X.500 directory structure still remains with significant usage,

mainly because the original unwieldy protocol has been stripped away and effectively

replaced with LDAP.[citation needed] IS-IS also continues as a network routing protocol

used by larger telecommunications companies, having been adapted for use with the

Internet Protocol. Many legacy SONET systems still use TARP (TID Address Resolution

Protocol - utilizes CLNP and IS-IS) to translate Target Identifier of a SONET node. Often

protocols and specifications in the OSI stack remain in use in legacy systems, unless or

until such legacy systems are eventually upgraded, replaced or decommissioned. The

collapse of the OSI project in 1996 severely damaged the reputation and legitimacy of the

organizations involved, especially ISO.[citation needed] The worst part was that OSI's

backers took too long to recognize and accommodate the dominance of the TCP/IP

protocol suite.
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4. Centralized Computing

Centralized computing is computing done at a central location, using terminals that are

attached to a central computer. The computer itself may control all the peripherals

directly (if they are physically connected to the central computer), or they may be

attached via a terminal server. Alternatively, if the terminals have the capability, they may

be able to connect to the central computer over the network. The terminals may be text

terminals or thin clients, for example. It offers greater security over decentralized systems

because all of the processing is controlled in a central location. In addition, if one

terminal breaks down, the user can simply go to another terminal and log in again, and all

of their files will still be accessible. Depending on the system, they may even be able to

resume their session from the point they were at before, as if nothing had happened. This

type of arrangement does have some disadvantages. The central computer performs the

computing functions and controls the remote terminals. This type of system relies totally

on the central computer. Should the central computer crash, the entire system will "go

down" (i.e. will be unavailable).

4.1 Contemporary status

As of 2007, centralized computing is now coming back into fashion - to a certain

extent. Thin clients have been used for many years by businesses to reduce total cost

of ownership, while web applications are becoming more popular because they can

potentially be used on many types of computing device without any need for software

installation. Already, however, there are signs that the pendulum is swinging back

again, away from pure centralization, as thin client devices become more like diskless

workstations due to increased computing power, and web applications start to do

more processing on the client side, with technologies such as AJAX and rich clients.

In addition, mainframes are still being used for some mission-critical applications,

such as payroll, or for processing day-to-day account transactions in banks. These

mainframes will typically be accessed either using terminal emulators (real terminal

devices are not used much any more) or via modern front-ends such as web

applications - or (in the case of automated access) protocols such as web services

protocols.
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4.2 Hybrid client model

Some organisations use a hybrid client model partway between centralized computing

and conventional desktop computing, in which some applications (such as web

browsers) are run locally, while other applications (such as critical business systems)

are run on the terminal server. One way to implement this is simply by running

remote desktop software on a standard desktop computer.

4.3 Hosted computing model

A relatively new method of centralized computing, hosted computing, solves many of

the problems associated with traditional distributed computing systems. By

centralizing processing and storage on powerful server hardware located in a data

center, rather than in a local office, it relieves organizations of the many

responsibilities in owning and maintaining an information technology system. These

services are typically delivered on a subscription basis by an application service

provider (ASP).

5. Client/Server Computing

The client-server software architecture model distinguishes client systems from server

systems, which communicate over a computer network. A client-server application is a

distributed system comprising both client and server software. A client software process

may initiate a communication session, while the server waits for requests from any client.

Client-server describes the relationship between two computer programs in which one

program, the client program, makes a service request to another, the server program.

Standard networked functions such as email exchange, web access and database access,

are based on the client-server model. For example, a web browser is a client program at

the user computer that may access information at any web server in the world. To check

your bank account from your computer, a web browser client program in your computer

forwards your request to a web server program at the bank. That program may in turn

forward the request to its own database client program that sends a request to a database

server at another bank computer to retrieve your account balance. The balance is returned

to the bank database client, which in turn serves it back to the web browser client in your

personal computer, which displays the information for you.
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The client-server model has become one of the central ideas of network computing. Most

business applications being written today use the client-server model. So do the Internet's

main application protocols, such as HTTP, SMTP, Telnet, DNS, etc. In marketing, the

term has been used to distinguish distributed computing by smaller dispersed computers

from the "monolithic" centralized computing of mainframe computers. But this

distinction has largely disappeared as mainframes and their applications have also turned

to the client-server model and become part of network computing. Each instance of the

client software can send data requests to one or more connected servers. In turn, the

servers can accept these requests, process them, and return the requested information to

the client. Although this concept can be applied for a variety of reasons to many different

kinds of applications, the architecture remains fundamentally the same.

The most basic type of client-server architecture employs only two types of hosts: clients

and servers. This type of architecture is sometimes referred to as two-tier. It allows

devices to share files and resources. The two tier architecture means that the client acts as

one tier and application in combination with server acts as another tier. These days,

clients are most often web browsers, although that has not always been the case. Servers

typically include web servers, database servers and mail servers. Online gaming is usually

client-server too. In the specific case of MMORPG, the servers are typically operated by

the company selling the game; for other games one of the players will act as the host by

setting his game in server mode. The interaction between client and server is often

described using sequence diagrams. Sequence diagrams are standardized in the Unified

Modeling Language. When both the client- and server-software are running on the same

computer, this is called a single seat setup.

5.1 Comparison to Peer-to-Peer architecture

Another type of network architecture is known as peer-to-peer, because each host or

instance of the program can simultaneously act as both a client and a server, and

because each has equivalent responsibilities and status. Peer-to-peer architectures are

often abbreviated using the acronym P2P. Both client-server and P2P architectures are

in wide usage today. You can find more details in Comparison of Centralized (Client-

Server) and Decentralized (Peer-to-Peer) Networking.
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5.2 Comparison to Client-Queue-Client architecture

While classic Client-Server architecture requires one of the communication endpoints

to act as a server, which is much harder to implement, Client-Queue-Client allows all

endpoints to be simple clients, while the server consists of some external software,

which also acts as passive queue (one software instance passes its query to another

instance to queue, e.g. database, and then this other instance pulls it from database,

makes a response, passes it to database etc.). This architecture allows greatly

simplified software implementation. Peer-to-Peer architecture was originally based on

Client-Queue-Client concept.

5.3 Advantages

 In most cases, a client-server architecture enables the roles and responsibilities of a

computing system to be distributed among several independent computers that are known to

each other only through a network. This creates an additional advantage to this architecture:

greater ease of maintenance. For example, it is possible to replace, repair, upgrade, or even

relocate a server while its clients remain both unaware and unaffected by that change. This

independence from change is also referred to as encapsulation.

 All the data is stored on the servers, which generally have far greater security controls than

most clients. Servers can better control access and resources, to guarantee that only those

clients with the appropriate permissions may access and change data.

 Since data storage is centralized, updates to that data are far easier to administer than what

would be possible under a P2P paradigm. Under a P2P architecture, data updates may need to

be distributed and applied to each "peer" in the network, which is both time-consuming and

error-prone, as there can be thousands or even millions of peers.

 Many mature client-server technologies are already available which were designed to ensure

security, 'friendliness' of the user interface, and ease of use.

 It functions with multiple different clients of different capabilities.

5.4 Disadvantages

 Traffic congestion on the network has been an issue since the inception of the client-server

paradigm. As the number of simultaneous client requests to a given server increases, the

server can become severely overloaded. Contrast that to a P2P network, where its bandwidth
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actually increases as more nodes are added, since the P2P network's overall bandwidth can be

roughly computed as the sum of the bandwidths of every node in that network.

 The client-server paradigm lacks the robustness of a good P2P network. Under client-server,

should a critical server fail, clients requests cannot be fulfilled. In P2P networks, resources

are usually distributed among many nodes. Even if one or more nodes depart and abandon a

downloading file, for example, the remaining nodes should still have the data needed to

complete the download.

Specific types of servers include web servers, ftp servers, application servers,

database servers, mail servers, file servers, print servers, and terminal servers. Most

web services are also types of servers.

6. Web-based computing

The World Wide Web (commonly abbreviated as "the Web") is a system of interlinked

hypertext documents accessed via the Internet. With a Web browser, one can view Web

pages that may contain text, images, videos, and other multimedia and navigate between

them using hyperlinks. Using concepts from earlier hypertext systems, the World Wide

Web was begun in 1992 by the English physicist Tim Berners-Lee, now the Director of

the World Wide Web Consortium, and Robert Cailliau, a Belgian computer scientist,

while both working at CERN in Geneva, Switzerland. In 1990, they proposed building a

"web of nodes" storing "hypertext pages" viewed by "browsers" on a network, and

released that web in 1992. Connected by the existing Internet, other websites were

created, around the world, adding international standards for domain names& the HTML

language. Since then, Berners-Lee has played an active role in guiding the development

of Web standards (such as the markup languages in which Web pages are composed), and

in recent years has advocated his vision of a Semantic Web. Cailliau went on early

retirement in January 2005 and left CERN in January 2007. The World Wide Web

enabled the spread of information over the Internet through an easy-to-use and flexible

format. It thus played an important role in popularising use of the Internet, to the extent

that the World Wide Web has become a synonym for Internet, with the two being

conflated in popular use.

The terms Internet and World Wide Web are often used in every-day speech without

much distinction. However, the Internet and the World Wide Web are not one and the
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same. The Internet is a global data communications system. It is a hardware and software

infrastructure that provides connectivity between computers. In contrast, the Web is one

of the services communicated via the Internet. It is a collection of interconnected

documents and other resources, linked by hyperlinks and URLs. Viewing a Web page on

the World Wide Web normally begins either by typing the URL of the page into a Web

browser, or by following a hyperlink to that page or resource. The Web browser then

initiates a series of communication messages, behind the scenes, in order to fetch and

display it. First, the server-name portion of the URL is resolved into an IP address using

the global, distributed Internet database known as the domain name system, or DNS. This

IP address is necessary to contact and send data packets to the Web server. The browser

then requests the resource by sending an HTTP request to the Web server at that

particular address. In the case of a typical Web page, the HTML text of the page is

requested first and parsed immediately by the Web browser, which will then make

additional requests for images and any other files that form a part of the page. Statistics

measuring a website's popularity are usually based on the number of 'page views' or

associated server 'hits', or file requests, which take place.

Having received the required files from the Web server, the browser then renders the page

onto the screen as specified by its HTML, CSS, and other Web languages. Any images

and other resources are incorporated to produce the on-screen Web page that the user

sees. Most Web pages will themselves contain hyperlinks to other related pages and

perhaps to downloads, source documents, definitions and other Web resources. Such a

collection of useful, related resources, interconnected via hypertext links, is what was

dubbed a "web" of information. Making it available on the Internet created what Tim

Berners-Lee first called the WorldWideWeb (in its original CamelCase, which was

subsequently discarded) in November 1990.

This NeXT Computer used by Sir Tim Berners-Lee at CERN became the first Web

server. The underlying ideas of the Web can be traced as far back as 1980, when, at

CERN inSwitzerland, Sir Tim Berners-Lee built ENQUIRE (a reference to Enquire

Within Upon Everything, a book he recalled from his youth). While it was rather different

from the system in use today, it contained many of the same core ideas (and even some of

the ideas of Berners-Lee's next project after the World Wide Web, the Semantic Web). In

March 1989, Berners-Lee wrote a proposal which referenced ENQUIRE and described a
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more elaborate information management system. With help from Robert Cailliau, he

published a more formal proposal (on November 12, 1990) to build a "Hypertext project"

called "WorldWideWeb" (one word, also "W3") as a "web of nodes" with "hypertext

documents" to store data. That data would be viewed in "hypertext pages" (webpages) by

various "browsers" (line-mode or full-screen) on the computer network, using an "access

protocol" connecting the "Internet and DECnet protocol worlds". The proposal had been

modeled after EBT's (Electronic Book Technology, a spin-off from the Institute for

Research in Information and Scholarship at Brown University) Dynatext SGML reader

that CERN had licensed. The Dynatext system, although technically advanced (a key

player in the extension of SGML ISO 8879:1986 to Hypermedia within HyTime), was

considered too expensive and with an inappropriate licensing policy for general HEP

(High Energy Physics) community use: a fee for each document and each time a

document was charged. A NeXT Computer was used by Berners-Lee as the world's first

Web server and also to write the first Web browser, WorldWideWeb, in 1990. By

Christmas 1990, Berners-Lee had built all the tools necessary for a working Web: the first

Web browser (which was a Web editor as well), the first Web server, and the first Web

pages which described the project itself. On August 6, 1991, he posted a short summary

of the World Wide Web project on the alt.hypertext newsgroup. This date also marked the

debut of the Web as a publicly available service on the Internet.

The crucial underlying concept of hypertext originated with older projects from the

1960s, such as the Hypertext Editing System (HES) at Brown University---among others

Ted Nelson and Andries van Dam--- Ted Nelson's Project Xanadu and Douglas

Engelbart's oN-Line System (NLS). Both Nelson and Engelbart were in turn inspired by

Vannevar Bush's microfilm-based "memex," which was described in the 1945 essay "As

We May Think". Berners-Lee's breakthrough was to marry hypertext to the Internet. In

his book Weaving The Web, he explains that he had repeatedly suggested that a marriage

between the two technologies was possible to members of both technical communities,

but when no one took up his invitation, he finally tackled the project himself. In the

process, he developed a system of globally unique identifiers for resources on the Web

and elsewhere: the Uniform Resource Identifier. The World Wide Web had a number of

differences from other hypertext systems that were then available. The Web required only

unidirectional links rather than bidirectional ones. This made it possible for someone to

link to another resource without action by the owner of that resource. It also significantly

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

97
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



reduced the difficulty of implementing Web servers and browsers (in comparison to

earlier systems), but in turn presented the chronic problem of link rot. Unlike

predecessors such as HyperCard, the World Wide Web was non-proprietary, making it

possible to develop servers and clients independently and to add extensions without

licensing restrictions. On April 30, 1993, CERN announced that the World Wide Web

would be free to anyone, with no fees due. Coming two months after the announcement

that the Gopher protocol was no longer free to use, this produced a rapid shift away from

Gopher and towards the Web. An early popular Web browser was ViolaWWW, which

was based upon HyperCard.

Scholars generally agree that a turning point for the World Wide Web began with the

introduction of the Mosaic Web browser in 1993, a graphical browser developed by a

team at the National Center for Super-computing Applications at the University of Illinois

at Urbana-Champaign (NCSA-UIUC), led by Marc Andreessen. Funding for Mosaic

came from the U.S. High-Performance Computing and Communications Initiative, a

funding program initiated by the High Performance Computing and Communication Act

of 1991, one of several computing developments initiated by U.S. Senator Al Gore. Prior

to the release of Mosaic, graphics were not commonly mixed with text in Web pages, and

its popularity was less than older protocols in use over the Internet, such as Gopher and

Wide Area Information Servers (WAIS). Mosaic's graphical user interface allowed the

Web to become, by far, the most popular Internet protocol. The World Wide Web

Consortium (W3C) was founded by Tim Berners-Lee after he left the European

Organization for Nuclear Research (CERN) in October, 1994. It was founded at the

Massachusetts Institute of Technology Laboratory for Computer Science (MIT/LCS) with

support from the Defense Advanced Research Projects Agency (DARPA)which had

pioneered the Internetand the European Commission.

6.1 Standards

Many formal standards and other technical specifications define the operation of

different aspects of the World Wide Web, the Internet, and computer information

exchange. Many of the documents are the work of the World Wide Web Consortium

(W3C), headed by Berners-Lee, but some are produced by the Internet Engineering

Task Force (IETF) and other organizations.
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6.2 Privacy

Computer users, who save time and money, and who gain conveniences and

entertainment, may or may not have surrendered the right to privacy in exchange for

using a number of technologies including the Web. Worldwide, more than a half

billion people have used a social network service, and of Americans who grew up

with the Web, half created an online profile and are part of a generational shift that

could be changing norms. Among services paid for by advertising, Yahoo! could

collect the most data about users of commercial websites, about 2,500 bits of

information per month about each typical user of its site and its affiliated advertising

network sites. Yahoo! was followed by MySpace with about half that potential and

then by AOL-TimeWarner, Google, Facebook, Microsoft, and eBay.Privacy

representatives from 60 countries have resolved to ask for laws to complement

industry self-regulation, for education for children and other minors who use the Web,

and for default protections for users of social networks. They also believe data

protection for personally identifiable information benefits business more than the sale

of that information. Users can opt-in to features in browsers from companies such as

Apple, Google, Microsoft (beta) and Mozilla (beta) to clear their personal histories

locally and block some cookies and advertising networks but they are still tracked in

websites' server logs.[citation needed] Berners-Lee and colleagues see hope in

accountability and appropriate use achieved by extending the Web's architecture to

policy awareness, perhaps with audit logging, reasoners and appliances.

6.3 Security

The Web has become criminals' preferred pathway for spreading malware.

Cybercrime carried out on the Web can include identity theft, fraud, espionage and

intelligence gathering. Web-based vulnerabilities now outnumber traditional computer

security concerns, and as measured by Google, about one in ten Web pages may

contain malicious code. Most Web-based attacks take place on legitimate websites,

and most, as measured by Sophos, are hosted in the United States, Chinaand

Russia.The most common of all malware threats is SQL injection attacks against

websites. Through HTML and URIs the Web was vulnerable to attacks like cross-site

scripting (XSS) that came with the introduction of JavaScript and were exacerbated to

some degree by Web 2.0 and Ajax web design that favors the use of scripts. Today by
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one estimate, 70% of all websites are open to XSS attacks on their users. Proposed

solutions vary to extremes. Large security vendors like McAfee already design

governance and compliance suites to meet post-9/11 regulations, and some, like

Finjan have recommended active real-time inspection of code and all content

regardless of its source. Some have argued that for enterprise to see security as a

business opportunity rather than a cost center, "ubiquitous, always-on digital rights

management" enforced in the infrastructure by a handful of organizations must

replace the hundreds of companies that today secure data and networks. Jonathan

Zittrain has said users sharing responsibility for computing safety is far preferable to

locking down the Internet. In terms of security as it relates to the 'physical' portion of

the World Wide Web/Internet, the 'distributed' nature of the Internet provides security

against attack -- as there is no one single 'focus point' through which all Internet

traffic is directed, any attempt to 'cripple' the Internet would only disable a small

portion of the whole, and the connecting computers would simply direct the affected

traffic through other, unaffected networks and computers.

In Section 4 of this course you will cover these topics:
Introduction To Network Security

Supporting A Small Business Network

Topic : Introduction To Network Security

Topic Objective:

At the end of the topic the students will be able to:

 Explain Network security concepts

 Understand network security policy

 Know physical access to network equipment

 Highlight Secure network data
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 Evaluate security weaknesses

Definition/Overview:

Network security consists of the provisions made in an underlying computer network

infrastructure, policies adopted by the network administrator to protect the network and the

network-accessible resources from unauthorized access and consistent and continuous

monitoring and measurement of its effectiveness (or lack) combined together. The terms

network security and information security are often used interchangeably, however network

security is generally taken as providing protection at the boundaries of an organization,

keeping the bad guys (e.g. black hat hackers, script kiddies, etc.) out. Network security

systems today are mostly effective, so the focus has shifted to protecting resources from

attack or simple mistakes by people inside the organization, e.g. with Digital Leak Protection

(DLP). One response to this insider threat in network security is to compartmentalize large

networks, so that an employee would have to cross an internal boundary and be authenticated

when they try to access privileged information. Information security is explicitly concerned

with all aspects of protecting information resources, including network security and DLP.

Key Points:

1. Network Security Concepts

Network security starts from authenticating any user, commonly (one factor

authentication) with a username and a password (something you know). With two factor

authentication something you have is also used (e.g. a security token or 'dongle', an ATM

card, or your mobile phone), or with three factor authentication something you are is also

used (e.g. a fingerprint or retinal scan). Once authenticated, a stateful firewall enforces

access policies such as what services are allowed to be accessed by the network users.

Though effective to prevent unauthorized access, this component fails to check

potentially harmful content such as computer worms being transmitted over the network.

An intrusion prevention system (IPS) helps detect and inhibit the action of such malware.

An anomaly-based intrusion detection system also monitors network traffic for suspicious

content, unexpected traffic and other anomalies to protect the network e.g. from denial of

service attacks or an employee accessing files at strange times. Communication between

two hosts using the network could be encrypted to maintain privacy. Individual events
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occurring on the network could be tracked for audit purposes and for a later high level

analysis. Honeypots, essentially decoy network-accessible resources, could be deployed

in a network as surveillance and early-warning tools. Techniques used by the attackers

that attempt to compromise these decoy resources are studied during and after an attack to

keep an eye on new exploitation techniques. Such analysis could be used to further

tighten security of the actual network being protected by the honeypot. A useful summary

of standard concepts and methods in network security is given by in the form of an

extensible ontology of network security attacks.

2. Network Security Policy

A network security policy is a generic document that outlines rules for computer network

access, determines how policies are enforced and lays out some of the basic architecture

of the company security/ network security environment. The document itself is usually

several pages long and written by a committee. A security policy goes far beyond the

simple idea of "keep the bad guys out". It's a very complex document, meant to govern

data access, web-browsing habits, use of passwords and encryption, email attachments

and more. It specifies these rules for individuals or groups of individuals throughout the

company. Security policy should keep the malicious users out and also exert control over

potential risky users within your organization. The first step in creating a policy is to

understand what information and services are available (and to which users), what the

potential is for damage and whether any protection is already in place to prevent misuse.

In addition, the security policy should dictate a hierarchy of access permissions; that is,

grant users access only to what is necessary for the completion of their work. While

writing the security document can be a major undertaking, a good start can be achieved

by using a template. National Institute for Standards and Technology provides a security-

policy guideline. The policies could be expressed as a set of instructions that could be

understood by special purpose network hardware dedicated for securing the network.

3. Physical Access To Network Equipment

Access control is the ability to permit or deny the use of a particular resource by a

particular entity. Access control mechanisms can be used in managing physical resources

(such as a movie theater, to which only ticketholders should be admitted), logical

resources (a bank account, with a limited number of people authorized to make a
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withdrawal), or digital resources (for example, a private text document on a computer,

which only certain users should be able to read). Item control or electronic key

management is an area within (and possibly integrated with) an access control system

which concerns the managing of possession and location of small assets or physical

(mechanical) keys. Physical access by a person may be allowed depending on payment,

authorization, etc. Also there may be one-way traffic of people. These can be enforced by

personnel such as a border guard, a doorman, a ticket checker, etc., or with a device such

as a turnstile. There may be fences to avoid circumventing this access control. An

alternative of access control in the strict sense (physically controlling access itself) is a

system of checking authorized presence, see e.g. Ticket controller (transportation). A

variant is exit control, e.g. of a shop (checkout) or a country.

In physical security, the term access control refers to the practice of restricting entrance to

a property, a building, or a room to authorized persons. Physical access control can be

achieved by a human (a guard, bouncer, or receptionist), through mechanical means such

as locks and keys, or through technological means such as access control systems like the

Access control vestibule. Within these environments, physical key management may also

be employed as a means of further managing and monitoring access to mechanically

keyed areas or access to certain small assets. Physical access control is a matter of who,

where, and when. An access control system determines who is allowed to enter or exit,

where they are allowed to exit or enter, and when they are allowed to enter or exit.

Historically this was partially accomplished through keys and locks. When a door is

locked only someone with a key can enter through the door depending on how the lock is

configured. Mechanical locks and keys do not allow restriction of the key holder to

specific times or dates. Mechanical locks and keys do not provide records of the key used

on any specific door and the keys can be easily copied or transferred to an unauthorized

person. When a mechanical key is lost or the key holder is no longer authorized to use the

protected area, the locks must re-keyed.

Electronic access control uses computers to solve the limitations of mechanical locks and

keys. A wide range of credentials can be used to replace mechanical keys. The electronic

access control system grants access based on the credential presented. When access is

granted, the door is unlocked for a predetermined time and the transaction is recorded.

When access is refused, the door remains locked and the attempted access is recorded.
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The system will also monitor the door and alarm if the door is forced open or held open

too long after being unlocked. When a credential is presented to a reader, the reader sends

the credentials information, usually a number, to a control panel, a highly reliable

processor. The control panel compares the credential's number to an access control list,

grants or denies the presented request, and sends a transaction log to a database. When

access is denied based on the access control list, the door remains locked. If there is a

match between the credential and the access control list, the control panel operates a relay

that in turn unlocks the door. The control panel also ignores a door open signal to prevent

an alarm. Often the reader provides feedback, such as a flashing red LED for an access

denied and a flashing green LED for an access granted. The above description illustrates a

single factor transaction. Credentials can be passed around, thus subverting the access

control list. For example, Alice has access rights to the server room but Bob does not.

Aliceeither gives Bob her credential or Bob takes it; he now has access to the server

room. To prevent this, two-factor authentication can be used. In a two factor transaction,

the presented credential and a second factor are needed for access to be granted. The

second factor can be a PIN, a second credential, operator intervention, or a biometric

input. Often the factors are characterized as

 something you have, such as an access badge or passcard,

 something you know, e.g. a PIN, or

 something you are, typically a biometric input.

4. Secure Network Data

The TLS protocol allows client/server applications to communicate across a network in a

way designed to prevent eavesdropping, tampering, and message forgery. TLS provides

endpoint authentication and communications confidentiality over the Internet using

cryptography. In typical end-user/browser usage, TLS authentication is unilateral: only

the server is authenticated (the client knows the server's identity), but not vice versa (the

client remains unauthenticated or anonymous). More strictly speaking, server

authentication means different things to the browser (software) and to the end-user

(human). At the browser level, it only means that the browser has validated the server's

certificate i.e., checked the digital signatures of the server certificate's issuing CA-chain

(chain of Certification Authorities that guarantee bindings of identification information to

public keys see public key infrastructure). Once validated, the browser is justified in
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displaying a security icon (such as "closed padlock"). But mere validation does NOT

"identify" the server to the end-user. For true identification, it is incumbent on the end-

user to be diligent in scrutinizing the identification information contained in the server's

certificate (and indeed its whole issuing CA-chain). This is the only way for the end-user

to know the "identity" of the server. In particular: the "locked padlock" icon has no

relationship to the URL, DNS name or IP address of the server. This is a common

misconception. Such a binding can only be securely established if the URL, name or

address is specified in the server's certificate itself. Malicious websites can't use the valid

certificate of another website because they have no means to encrypt the transmission

such that it can be decrypted with the valid certificate. Since only a trusted CA can embed

a URL in the certificate, this ensures that checking the apparent URL with the URL

specified in the certificate is a valid way of identifying the true site. Understanding this

subtlety makes it very difficult for end-users to properly assess the security of web

browsing (though this is not a shortcoming of the TLS protocol itself it's a shortcoming of

PKI).

TLS also supports the more secure bilateral connection mode (typically used in enterprise

applications), in which both ends of the "conversation" can be ensured with whom they

are communicating (provided they diligently scrutinize the identity information in the

other party's certificate). This is known as mutual authentication. Mutual authentication

requires that the TLS client-side also hold a certificate (which is not usually the case in

the end-user/browser scenario). Unless, that is, TLS-PSK or the Secure Remote Password

(SRP) protocol or some other protocol is used that can provide strong mutual

authentication in the absence of certificates. TLS involves three basic phases:

 Peer negotiation for algorithm support

 Key exchange and authentication

 Symmetric cipher encryption and message authentication

A Packet Switched Network, or PSN, refers to the packet switched networks that existed

before the Internet. The history of such networks can be divided into three eras: early

networks before the introduction of X.25 and OSI, the X.25 era when many Postal

Telephone and Telegraph (PTT) companies introduced networks with X.25 interfaces,

and the Internet era when restrictions on connection to the Internet were removed.

ARPANET and SITA HLN became operational in 1969. Before the introduction of X.25
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in 1973 , about twenty different network technologies were developed. There was a

debate about the merits of two drastically different views as to proper division of labor

between the hosts and the network. In the datagram system the host must detect loss or

duplication of packets. Transmission Control Protocol /Internet Protocol (TCP/IP) is the

best known example of a host to datagram protocol. In the virtual call system, the

network guarantees sequenced delivery of data to the host. This results in a simpler host

interface with less functionality than in the datagram model. X.25 is the best known

virtual call protocol. Inexpensive minicomputers were an important component in the

early networks. In some cases custom I/O devices were added to allow inexpensive or

exotic attachments to communication lines.

5. Security Weaknesses

Wi-Fi Protected Access (WPA and WPA2) is a certification program administered by the

Wi-Fi Alliance to indicate compliance with the security protocol created by the Wi-Fi

Alliance to secure wireless computer networks. This protocol was created in response to

several serious weaknesses researchers had found in the previous system, Wired

Equivalent Privacy (WEP).

The protocol implements the majority of the IEEE 802.11i standard, and was intended as

an intermediate measure to take the place of WEP while 802.11i was prepared.

Specifically, the Temporal Key Integrity Protocol (TKIP), was brought into WPA. TKIP

could be implemented on pre-WPA wireless network interface cards that began shipping

as far back as 1999 through firmware upgrades. Because the changes required fewer

modifications on the client than on the wireless access point, most pre-2003 APs could

not be upgraded to support WPA with TKIP. Researchers have since discovered a flaw in

TKIP that relied on older weaknesses to retrieve the keystream from short packets to use

for re-injection and spoofing. The later WPA2 certification mark indicates compliance

with an advanced protocol that implements the full standard. This advanced protocol will

not work with some older network cards. Products that have successfully completed

testing by the Wi-Fi Alliance for compliance with the protocol can bear the WPA

certification mark. Wireless networks are very common, both for organizations and

individuals. Many laptop computers have wireless cards pre-installed. The ability to enter

a network while mobile has great benefits. However, wireless networking has many

security issues. Hackers have found wireless networks relatively easy to break into, and
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even use wireless technology to crack into wired networks. As a result, it's very important

that enterprises define effective wireless security policies that guard against unauthorized

access to important resources. The risks to users of wireless technology have increased as

the service has become more popular. There were relatively few dangers when wireless

technology was first introduced. Crackers had not yet had time to latch on to the new

technology and wireless was not commonly found in the work place. However, there are a

great number of security risks associated with the current wireless protocols and

encryption methods, and in the carelessness and ignorance that exists at the user and

corporate IT level. Cracking methods have become much more sophisticated and

innovative with wireless. Cracking has also become much easier and more accessible

with easy-to-use Windows or Linux-based tools being made available on the web at no

charge. Some organizations that have no wireless access points installed do not feel that

they need to address wireless security concerns. In-Stat MDR and META Group have

estimated that 95% of all corporate laptop computers that were planned to be purchased in

2005 were equipped with wireless. Issues can arise in a supposedly non-wireless

organization when a wireless laptop is plugged into the corporate network. A cracker

could sit out in the parking lot and gather info from it through laptops and/or other

devices as handhelds, or even break in through this wireless card-equipped laptop and

gain access to the wired network.

Topic : Supporting A Small Business Network

Topic Objective:

At the end of the topic the students will be able to:

 Explain Online Business Networking

 Evaluate Face-To-Face Business Networking

 Understand General Business Networking

 Know Description

 Highlight Business Network Equipment
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 Define Business Application

Definition/Overview:

Business networking is a marketing method by which business opportunities are created

through networks of like-minded business people. There are several prominent business

networking organizations that create models of networking activity that, when followed,

allow the business person to build new business relationship and generate business

opportunities at the same time. Many business people contend business networking is a more

cost-effective method of generating new business than advertising or public relations efforts.

This is because business networking is a low-cost activity that involves more personal

commitment than company money. As an example, a business network may agree to meet

weekly or monthly with the purpose of exchanging business leads and referrals with fellow

members. To complement this activity, members often meet outside this circle, on their own

time, and build their own "one-to-one" relationship with the fellow member. Business

networking can be conducted in a local business community, or on a larger scale via the

Internet. Business networking websites have grown over recent years due to the internets

ability to connect people from all over the world.

Key Points:

1. Online Business Networking

Businesses are increasingly using business social networks as a means of growing their

circle of business contacts and promoting themselves online. Since businesses are

expanding globally, social networks make it easier to keep in touch with other contacts

around the world. Specific cross-border e-commerce platforms and business partnering

networks now make globalization accessible also for small and medium sized companies.

2. Face-To-Face Business Networking

Professionals who wish to leverage their presentation skills with the urgency of physically

being present, attend general and exclusive events. Many professionals tend to prefer

face-to-face networking over online based networking because the potential for higher

quality relationships are possible. Many individuals also prefer face-to-face because

people tend to prefer actually knowing and meeting who they intend to do business with.
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3. General Business Networking

Before online networking, there was and has always been, networking face-to-face.

"Schmoozing" or "rubbing elbows" are expressions used among business professionals

for introducing and meeting one another, and establishing rapport.

4. Description

The TLS protocol allows client/server applications to communicate across a network in a

way designed to prevent eavesdropping, tampering, and message forgery. TLS provides

endpoint authentication and communications confidentiality over the Internet using

cryptography. In typical end-user/browser usage, TLS authentication is unilateral: only

the server is authenticated (the client knows the server's identity), but not vice versa (the

client remains unauthenticated or anonymous). More strictly speaking, server

authentication means different things to the browser (software) and to the end-user

(human). At the browser level, it only means that the browser has validated the server's

certificate i.e., checked the digital signatures of the server certificate's issuing CA-chain

(chain of Certification Authorities that guarantee bindings of identification information to

public keys see public key infrastructure). Once validated, the browser is justified in

displaying a security icon (such as "closed padlock"). But mere validation does NOT

"identify" the server to the end-user. For true identification, it is incumbent on the end-

user to be diligent in scrutinizing the identification information contained in the server's

certificate (and indeed its whole issuing CA-chain). This is the only way for the end-user

to know the "identity" of the server. In particular: the "locked padlock" icon has no

relationship to the URL, DNS name or IP address of the server. This is a common

misconception. Such a binding can only be securely established if the URL, name or

address is specified in the server's certificate itself. Malicious websites can't use the valid

certificate of another website because they have no means to encrypt the transmission

such that it can be decrypted with the valid certificate. Since only a trusted CA can embed

a URL in the certificate, this ensures that checking the apparent URL with the URL

specified in the certificate is a valid way of identifying the true site. Understanding this

subtlety makes it very difficult for end-users to properly assess the security of web

browsing (though this is not a shortcoming of the TLS protocol itself it's a shortcoming of

PKI).
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TLS also supports the more secure bilateral connection mode (typically used in enterprise

applications), in which both ends of the "conversation" can be ensured with whom they

are communicating (provided they diligently scrutinize the identity information in the

other party's certificate). This is known as mutual authentication. Mutual authentication

requires that the TLS client-side also hold a certificate (which is not usually the case in

the end-user/browser scenario). Unless, that is, TLS-PSK or the Secure Remote Password

(SRP) protocol or some other protocol is used that can provide strong mutual

authentication in the absence of certificates.

5. Business Network Equipment

Technology and communications are critical components of competitiveness in the global

marketplace. Competitive enterprises rely on top notch business applications to take

products to market faster than competitors, communicate quickly and easily with

customers and partners, improve productivity throughout the organization and refine and

optimize business processes. To develop, deploy, integrate and manage robust

applications, enterprises require a flexible and reliable platform that can utilize and

integrate legacy systems and new technology with ease. For many enterprises in a wide

variety of industries, Progress Software provides the solutions to develop business

applications that facilitate and promote competitiveness. Integrating technology and

solutions is an important component of responsiveness and agility. Enterprises must be

able to adapt old technology, combine it with new systems, connect it to the various

technologies deployed by partners, and allow it to scale and evolve quickly to meet

changing market requirements. Progress OpenEdge enables the efficient and effective

integration of business applications through a standards-based, distributed infrastructure,

tightly coupled with the industry's most reliable Java-based integration solutions.

Business applications using the OpenEdge Application server can support virtually any

user or client interface, while OpenEdge Studio a development environment provides

tools to create components for .NET, Java, XML and Web services interfaces. With

OpenEdge, enterprises can reduce the costs associated with integration, achieve results

more quickly, and significantly improve agility.
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6. Business Application

Business networking is the process of establishing a mutually beneficial relationship with

other business people and potential clients and/or customers. Notice that I don't say

anything about meeting people in this definition; the ever-increasing slew of business

networking meet-and-greet events have given business networking a bad name. The key

to true business networking is the establishment of a mutally beneficial relationship, and

that's an incredibly rare event at the standard shake-hands-and-exchange-your-business-

card events that are touted as business networking "opportunities". The purpose of

business networking is to increase business revenue - one way or another. The thickening

of the bottom line can be immediately apparent, as in developing a relationship with a

new client, or develop over time, as in learning a new business skill. The best business

networking groups operate as exchanges of business information, ideas, and support. The

most important skill for effective business networking is listening; focusing on how you

can help the person you are listening to rather than on how he or she can help you is the

first step to establishing a mutally beneficial relationship.

In Section 5 of this course you will cover these topics:
Network Administration And Support

Enterprise And Wide Area Networks

Solving Network Problems

Topic : Network Administration And Support

Topic Objective:

At the end of the topic the students will be able to:

 Explain Networked Accounts

 Understand Network Performance

 Highlight 8-Second Rule
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 Identify Network

 Elaborate Regulatory Compliance

 Analyze Network Dlp

 Examine Host-Based Dlp Systems

Definition/Overview:

Network administrator is a modern profession responsible for the maintenance of computer

hardware and software that comprises a computer network. This normally includes the

deployment, configuration, maintenance and monitoring of active network equipment. A

related role is that of the network specialist, or network analyst, who concentrate on network

design and security. The Network Administrator is usually the highest level of

technical/network staff in an organization and will rarely be involved with direct user

support. The Network Administrator will concentrate on the overall health of the network,

server deployment, security, ensuring network connectivity throughout a company's

LAN/WAN infrastructure, and all other technical considerations at the network level of an

organization's technical hierarchy. Network Administrators are considered Tier 3 support

personnel that only work on break/fix issues that could not be resolved at the Tier1

(helpdesk) or Tier 2 (desktop/network technician) levels.

Depending on the company, the Network Administrator may also design and deploy

networks. However, these tasks may be assigned to a Network Engineer should one be

available to the company. The actual role of the Network Administrator will vary from

company to company, but will commonly include activities and tasks such as network

address assignment, assignment of routing protocols and routing table configuration as well

as configuration of authentication and authorization directory services. It often includes

maintenance of network facilities in individual machines, such as drivers and settings of

personal computers as well as printers and such. It sometimes also includes maintenance of

certain network servers: file servers, VPN gateways, intrusion detection systems, etc.

Network specialists and analysts concentrate on the network design and security, particularly

troubleshooting and/or debugging network-related problems. Their work can also include the

maintenance of the network's authorization infrastructure, as well as network backup systems.

The administrator is responsible for the security of the network and for assigning IP addresses

to the devices connected to the networks. Assigning IP addresses gives the subnet

administrator some control over the professional who connects to the subnet. It also helps to
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ensure that the administrator knows each system that is connected and who personally is

responsible for the system.

Key Points:

1. Networked Accounts

Network services are the foundation of a networked computing environment. Generally

network services are installed on one or more servers to provide shared resources to client

computers. Network services are configured on corporate LANs to ensure security and

user friendly operation. They help the LAN run smoothly and efficiently. Corporate

LANs use network services such as DNS (Domain Name System) to give names to IP and

MAC addresses (people remember names like nm.lan better than they remember numbers

like 210.121.67.18), and DHCP to ensure that everyone on the network has a valid IP

address. DHCP eases administrative burden by automating the IP assignment of nodes on

the network. Adding or removing nodes from the network doesnt create problems with IP

address retrieval; the DHCP service handles this automatically. Authentication servers are

another network service, they allow every user to have their own account, and everything

they do on that account is logged under their user name. This means that not only are

users accountable for anything they do while on the network, but also it increases security

as anyone wanting to access the LAN must have a registered user name and password.

Doing network administration without having user accounts to track user activity (illegal

or otherwise) or DHCP to automate IP assignment to nodes, or DNS to simplify IP

address access would be troublesome indeed. Enabling these few network services

automates complex and time consuming administration to the network, and thus eases

downtime for network administrators. Email, printing and network file sharing services

are also network services. They are seldom not used in a LAN environment, as they allow

users to access any printer connected to the network, files on the server or other nodes

connected, and streamline data transfer within the network. They require users to have

permissions to access the resources shared, and are simple to configure security and

access rights for, with the directory service- also a network service. Common network

services include:

 authentication servers
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 directory services

 Dynamic Host Configuration Protocol (DHCP)

 DNS

 e-mail

 printing

 Network file system

Unlike many other professions, there is no single path to becoming a system

administrator. Many system administrators have a degree in a related field: computer

science, information technology, computer engineering, information system management,

or even a trade school program. Other schools have offshoots of their Computer Science

program specifically for systems administration. Some schools have started offering

undergraduate degrees in Systems Administration. The first, RIT started in 1992. Others

such as Rensselaer Polytechnic Institute, Marist College, and Drexel University have

more recently offered degrees in Information Technology. As of 2008, only four U.S.

universities, Rochester Institute of Technology, New York City College of Technology,

Tufts, and Michigan Tech have graduate programs in system administration.[citation

needed] In Norway, there is a special English-taught MSc program organized by Oslo

University College in cooperation with Oslo University, named "Masters programme in

Network and System Administration." University of Amsterdam (UvA) offers a similar

program, in cooperation with Hogeschool van Amsterdam (HvA). However, many other

schools offer related graduate degrees in fields such as network systems and computer

security.

One of the primary difficulties with teaching system administration as a formal university

discipline, is that the industry and technology changes much faster than the typical

textbook and coursework certification process. By the time a new textbook has spent

years working through approvals and committees, the specific technology for which it is

written may have changed significantly or is now obsolete. In addition, because of the

practical nature of systems administration and the easy availability of open-source server

software, many systems administrators enter the field self-taught. Generally, a

prospective administrator will be required to have some experience with the computer

system he or she is expected to manage. In some cases, candidates are expected to possess

industry certifications such as the Microsoft MCSA, MCSE, Red Hat RHCE, Novell
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CNA, CNE, Cisco CCNA or CompTIA's A+ or Network+, Sun Certified SCNA, Linux

Professional Institute among others. Sometimes, almost exclusively in smaller sites, the

role of system administrator may be given to a skilled user in addition to or in

replacement of his or her duties. For instance, it is not unusual for a mathematics or

computing teacher to serve as the system administrator of a secondary school.

2. Network Performance

Network performance refers to the level of quality of service of a telecommunications

product as seen by the customer. It should not be seen merely as an attempt to get "more

through" the network. The following list gives examples of Network Performance

measures for a circuit-switched network and one type of packet-switched network, viz.

ATM:

2.1 Circuit-switched networks

In circuit switched networks, network performance is synonymous with the grade of

service. The number of rejected calls is a measure of how well the network is

performing under heavy traffic loads. Other types of performance measures can

include noise, echo and so on.

2.2 ATM

In an Asynchronous Transfer Mode ATM network, performance can be measured by

line rate, QoS, data throughput, connect time, stability, technology, modulation

technique and modem enhancements.

There are many different ways to measure the performance of a network, as each network

is different in nature and design. Performance can also be modelled instead of measured;

one example of this is using state transition diagrams to model queuing performance in a

circuit-switched network. These diagrams allow the network planner to analyze how the

network will perform in each state, ensuring that the network will be optimally designed.
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3. 8-Second Rule

A June 2001 Zona Research report entitled "The Need for Speed II" found that the

average web user will wait about eight seconds for a page to download, but that current

average download time across backbone connection on most web sites is almost ten

seconds. The 8-second rule is an old (by Internet standards) way of measuring the

adequate response time of a webserver through different bandwidth connections. It

specified that if the load-time of a web page exceeds eight seconds, users are unlikely to

wait, or "stick around", for its completion. In order to increase the "stickiness" of a

website, faster ways to deliver the content to the user needed to be devised. These

included stripping away unnecessary HTML code and using fewer images. It is generally

believed that this rule no longer applies, since a much higher percentage of Internet users

now have broadband available, making almost every website load up much faster, in

some cases in less than a second. However, the rule has remained as a rough unit to

measure the performance of a webserver. For more specific information on network

performance, refer to articles on specific network technologies, as well as the quality of

service and grade of service articles.

4. Network

Data Loss Prevention (DLP) is a computer security term referring to systems that identify,

monitor, and protect data in use (e.g., endpoint actions), data in motion (e.g., network

actions), and data at rest (e.g., data storage) through deep content inspection and with a

centralized management framework. The systems are designed to detect and prevent the

unauthorized use and transmission of confidential information. It is also referred to by

various vendors as Data Leak Prevention, Information Leak Detection and Prevention

(ILDP), Information Leak Prevention (ILP), Content Monitoring and Filtering (CMF) or

Extrusion Prevention System by analogy to Intrusion-prevention system. Organizations

process information that can be often classified as sensitive, either from a business or

legal point of view. In addition to risk of intrusion and gaining access to sensitive

information by unauthorized persons, there's also risk of intentional or spontaneous

transmission of the information to the outside of organization.
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5. Regulatory Compliance

Many large companies now fall under oversight of government of commercial regulations

that mandate controls over information, including HIPAA in health and benefits, GLBA

and BASEL II in finance, and Payment Card Industry DSS standards. Some of these

regulations stipulate a regular information technology audit, commonly known as IT

audit, which organizations can fail if they lack suitable IT security controls and due-care

(processes) standards. Companies with enterprise resource planning ERP software (e.g.,

SAP and Oracle Corporation) find compliance especially challenging (see erm or

enterprise risk management). Others mandate significant penalties in the event of a

breach. Loss of large volumes of protected information has become a regular headline

event, forcing companies to re-issue cards, notify customers, and mitigate loss of

goodwill from negative publicity.

Government and industry regulations are arguably the biggest influencers. Besides

HIPAA, GLBA, and Sarbanes-Oxley, more than 25 states have passed data privacy or

breach notification laws that require organizations to notify consumers when their

information may have been exposed. One high-profile example is California SB 1386.

The state of Tennesseehas also passed the "Credit Security Act of 2007," which will

result in a Class B misdemeanor for any use of a person's SSN in "direct mailings" or

over the Internet.

6. Network DLP

These are usually dedicated hardware/software platforms, typically installed on the

organization's internet network connection, that analyze network traffic to search for

unauthorized information transmissions. They have the advantage that they are simple to

install, and provide a relatively low cost of ownership. Because decoding network traffic

at high speed is extremely complex and difficult (transmitted objects are broken into

small parts, often encoded, and then mixed with other traffic), Network based systems

typically integrate with or include technologies to discover information 'at rest' while it is

stored in file systems and databases. Discovering sensitive data at rest is far simpler and

less time critical, thereby allowing greater levels of accuracy. Taking 'signatures' of data

identified at rest, and then looking for such signatures as data passes over the network
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boundary, is a technique favored by virtually all Network system vendors to improve

accuracy, and to identify sensitive data that would otherwise be missed.

7. Host-Based DLP Systems

Such systems run on end-user workstations or servers in the organization. Like network-

based systems, host-based can address internal as well as external communications, and

can therefore be used to control information flow between groups or types of users (eg

'Chinese walls'). They can also control email and Instant Messaging communications

before they are stored in the corporate archive, such that a blocked communication (ie one

which was never sent, and therefore not subject to retention rules) will not be identifed in

a subsequent legal discovery situation. Host systems have the advantage that they can

monitor and control access to physical devices (such as mobile devices with data storage

capabilities) and in some cases can access information before it has been encrypted. Some

host based systems can also provide application controls to block attempted transmissions

of confidential information, and provide immediate feedback to the user. They have the

disadvantage that they need to be installed on every workstation in the network, cannot be

used on mobile devices, or where they cannot be practically installed (for example on a

workstation in an internet caf). DLP solutions use multiple methods for deep content

analysis, ranging from keywords, dictionaries, and regular expressions to partial

document matching and fingerprinting. The strength of the analysis engine directly

correlates to the accuracy of the solution. Therefore one should always request the

vendor's False Positive and False Negative Rates - which need to be virtually zero.

In the field of information technology, data loss refers to the unforeseen loss of data or

information. An occurrence of data loss can be called a Data Loss Event and there are

several possible root causes. Data loss must be distinguished from data unavailability,

such as may arise from a network outage. Although the two have substantially similar

effects, data unavailability is temporary while data loss is permanent. Backup and

recovery schemes are developed to restore lost data. There is no guaranteed way to

prevent data loss. However, the frequency of data loss events and their impact can be

greatly mitigated by taking proper precautions. The different types of data loss events

demand different types of precautions. For example, multiple power circuits with battery

backup and a generator will only protect against power failures. Similarly, using a

journaling filesystem and RAID storage will only protect against certain types of software
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and hardware failure. Regular data backups are an important asset to have when trying to

recover after a data loss event, but they don't do much to prevent user errors or system

failures. A well rounded approach to data protection has the best chance of avoiding data

loss events. Such an approach will also include such mundane tasks as maintaining

antivirus protection and network firewalls, as well as staying up to date with all published

security fixes and system patches. User education is probably the most important, and

most difficult, aspect of preventing data loss. Nothing else will prevent users from

making mistakes that jeopardize data security. Successful recovery from a Data Loss

Event generally requires an effective backup strategy. Without a backup strategy,

recovery requires reinstallation of programs and regeneration of data. Even with an

effective backup strategy, restoring a system to the precise state it was in prior to the Data

Loss Event is extremely difficult. Some level of compromise between granularity of

recoverability and cost is necessary. Furthermore, a Data Loss Event may not be

immediately apparent. An effective backup strategy must also consider the cost of

maintaining the ability to recover lost data for long periods of time.

The most convenient backup system would have duplicate copies of every file and

program that were immediately accessible whenever a Data Loss Event was noticed.

However, in most situations, there is an inverse correlation between the value of a unit of

data and the length of time it takes to notice the loss of that data. Taking this into

consideration, many backup strategies decrease the granularity of restorability as the time

increases since the potential Data Loss Event. By this logic, recovery from recent Data

Loss Events is easier and more complete than recovery from Data Loss Events that

happened further in the past. Recovery is also related to the type of Data Loss Event.

Recovering a single lost file is going to be substantially different than recovering a whole

system that was destroyed in a flood. An effective backup regimen will have some

proportionality between the magnitude of Data Loss and the magnitude of effort required

to recover. For example, it should be far easier to restore the single lost file than to

recover the whole system destroyed in a flood.
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Topic : Enterprise And Wide Area Networks

Topic Objective:

At the end of the topic the students will be able to:

 Explain Devices of WAN

 Understand WAN Connection Technologies

 Highlight Terminology of WAN

 Know remote access protocols

Definition/Overview:

Wide Area Network: Wide Area Network (WAN) is a computer network that covers a broad

area (i.e., any network whose communications links cross metropolitan, regional, or national

boundaries ). Contrast with personal area networks (PANs), local area networks (LANs),

campus area networks (CANs), or metropolitan area networks (MANs) which are usually

limited to a room, building, campus or specific metropolitan area (e.g., a city) respectively.

The largest and most well-known example of a WAN is the Internet. WANs [a] are used to

connect LANs and other types of networks together, so that users and computers in one

location can communicate with users and computers in other locations. Many WANs are built

for one particular organization and are private. Others, built by Internet service providers,

provide connections from an organization's LAN to the Internet. WANs are often built using

leased lines. At each end of the leased line, a router connects to the LAN on one side and a

hub within the WAN on the other. Leased lines can be very expensive.

Instead of using leased lines, WANs can also be built using less costly circuit switching or

packet switching methods. Network protocols including TCP/IP deliver transport and

addressing functions. Protocols including Packet over SONET/SDH, MPLS, ATM and Frame

relay are often used by service providers to deliver the links that are used in WANs. X.25 was

an important early WAN protocol, and is often considered to be the "grandfather" of Frame

Relay as many of the underlying protocols and functions of X.25 are still in use today (with

upgrades) by Frame Relay. Academic research into wide area networks can be broken down
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into three areas: Mathematical models, network emulation and network simulation.

Performance improvements are sometimes delivered via WAFS or WAN optimization.

Key Points:

1. Devices of WAN

The size of a network is limited due to size and distance constraints. However networks

may be connected over a high speed communications link (called a WAN link) to link

them together and thus become a WAN. WAN links are usually:

 Dial up connection

 Dedicated connection - It is a permanent full time connection. When a dedicated connection

is used, the cable is leased rather than a part of the cable bandwidth and the user has

exclusive use.

 Switched network - Several users share the same line or the bandwidth of the line. There are

two types of switched networks:

 Circuit switching - This is a temporary connection between two points such as dial-up or

ISDN.

 Packet switching - This is a connection between multiple points. It breaks data down into

small packets to be sent across the network. A virtual circuit can improve performance by

establishing a set path for data transmission. This will shave some overhead of a packet

switching network. A variant of packet switching is called cell-switching where the data is

broken into small cells with a fixed length.

2. WAN Connection Technologies

2.1 X.25

This is a set of protocols developed by the CCITT/ITU which specifies how to

connect computer devices over an internetwork. These protocols use a great deal of

error checking for use over unreliable telephone lines. They establish a virtual

communication circuit. It uses a store and forward method which can cause about a

half second delay in data reception when two way communications are used. Their

speed is about 64Kbps. Normally X.25 is used on packed switching PDNs (Public

Data Networks). A line must be leased from the LAN to a PDN to connect to an X.25
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network. A PAD (packet assembler/disassembler) or an X.25 interface is used on a

computer to connect to the X.25 network. CCITT is an abbreviation for International

Telegraph and Telephone Consultative Committee. The ITU is the International

Telecommunication Union.

2.2 Frame Relay

Error checking is handled by devices at both sides of the connection. Frame relay uses

frames of varying length and it operates at the data link layer of the OSI model. A

permanent virtual circuit (PVC) is established between two points on the network.

Frame relay speed is between 56Kbps and 1.544Mbps. Frame relay networks provide

a high-speed connection up to 1.544Mbps using variable-length packet-switching over

digital fiber-optic media. Frame relay does not store data and has less error checking

than X.25.

2.3 Switched Multi-megabit Data Service (SMDS)

Uses fixed length cell switching and runs at speeds of 1.533 to 45Mbps. It provides no

error checking and assumes devices at both ends provide error checking.

2.4 Telephone connections

2.4.1 Leased lines

These are dedicated analog lines or digital lines. Dedicated digital lines are

called digital data service (DDS) lines. A modem is used to connect to analog

lines, and a Channel Service Unit/Data Service Unit or Digital Service

Unit(CSU/DSU) is used to connect to digital lines. The DSU connects to the

LAN and the CSU connects to the line.

2.4.2 T Carrier lines

Multiplexors are used to allow several channels on one line. The T1 line is

basic T Carrier service. The available channels may be used separately for

data or voice transmissions or they may be combined for more transmission

bandwidth. The 64Kbps data transmission rate is referred to as DS-0 (Digital
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Signal level 0) and a full T1 line is referred to as DS-1. T1 and T3 lines are the

most common lines in use today. T1 and T2 lines can use standard copper

wire. T3 and T4 lines require fiber-optic cable or other high-speed media.

These lines may be leased partially called fractional T1 or fractional T3 which

means a customer can lease a certain number of channels on the line. A

CSU/DSU and a bridge or router is required to connect to a T1 line.

2.4.3 Integrated Services Digital Network (ISDN)

Comes in two types and converts analog signals to digital for transmission.

2.5 Synchronous Optical Network (SONET)

A physical layer standard that defines voice, data, and video delivery methods over

fiber optic media. It defines data rates in terms of optical carrier (OC) levels. The

transmission rate of OC-1 is 51.8 Mbps. Each level runs at a multiple of the first. The

OC-5 data rate is 5 times 51.8 Mbps which is 259 Mbps. SONET also defines

synchronous transport signals (STS) for copper media which use the same speed scale

of OC levels. STS-3 runs at the same speed of OC-3. Mesh or ring topology is used to

support SONET. SONET uses multiplexing. The ITU has incorporated SONET into

their Synchronous Digital Hierarchy (SDH) recommendations.

3. Terminology of WAN

The term Wide Area Network (WAN) usually refers to a network which covers a large

geographical area, and use communications circuits to connect the intermediate nodes. A

major factor impacting WAN design and performance is a requirement that they lease

communications circuits from telephone companies or other communications carriers.

Transmission rates are typically 2 Mbps, 34 Mbps, 45 Mbps, 155 Mbps, 625 Mbps (or

sometimes considerably more). Numerous WANs have been constructed, including

public packet networks, large corporate networks, military networks, banking networks,

stock brokerage networks, and airline reservation networks. Some WANs are very

extensive, spanning the globe, but most do not provide true global coverage.

Organisations supporting WANs using the Internet Protocol are known as Network

Service Providers (NSPs). These form the core of the Internet. By connecting the NSP
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WANs together using links at Internet Packet Interchanges (sometimes called "peering

points") a global communication infrastructure is formed. NSPs do not generally handle

individual customer accounts (except for the major corporate customers), but instead deal

with intermediate organisations whom they can charge for high capacity communications.

They generally have an agreement to exchange certain volumes of data at a certain

"quality of service" with other NSPs. So practically any NSP can reach any other NSP,

but may require the use of one or more other NSP networks to reach the required

destination. NSPs vary in terms of the transit delay, transmission rate, and connectivity

offered. A typical network is shown in the figure above. This connects a number of End

Systems (ES) (e.g. A, C, H, K) and a number of Intermediate Systems (IS) (e.g. B, D, E,

F, G, I, J) to form a network over which data may be communicated between the End

Systems (ES).The characteristics of the transmission facilities lead to an emphasis on

efficiency of communications techniques in the design of WANs. Controlling the volume

of traffic and avoiding excessive delays is important. Since the topologies of WANs are

likely to be more complex than those of LANs, routing algorithms also receive more

emphasis. Many WANs also implement sophisticated monitoring procedures to account

for which users consume the network resources. This is, in some cases, used to generate

billing information to charge individual users.

4. Remote Access Protocols

Remote Desktop Protocol (RDP) is a multi-channel protocol that allows a user to connect

to a networked computer. Clients exist for most versions of Windows (including handheld

versions), Linux/Unix, Mac OS X and other modern operating systems. The server listens

by default on TCP port 3389. Microsoft refers to the official RDP client software as either

Remote Desktop Connection (RDC) or Terminal Services Client (TSC). Mac OS X's

client is simply called Remote Desktop.

4.1 Features

 32-bit color support. 8-, 15-, 16-, and 24-bit color are also supported.

 128-bit encryption, using the RC4 encryption algorithm (this is the default security; older

clients may use encryption of lesser strength). But because of the man-in-the-middle

vulnerability in pre-version 6.0 implementations, in many circumstances the traffic can be

decrypted along the way.
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 Transport Layer Security support.

 Audio Redirection allows users to run an audio program on the remote desktop and have the

sound redirected to their local computer.

 File System Redirection allows users to use their local files on a remote desktop within the

terminal session.

 Printer Redirection allows users to use their local printer within the terminal session as they

would with a locally or network shared printer.

 Port Redirection allows applications running within the terminal session to access local serial

and parallel ports directly.

 The clipboard can be shared between the remote computer and the local computer.

4.2 Implementations

By default, all Windows XP and Windows Vista editions include the Remote Desktop

Connection (RDC) / Terminal Services client pre-installed, with RDC client version

determined by the version of Windows release or service pack. The Terminal Services

server is supported as an official feature on Windows Server 2008, Windows Server

2003, Windows Home Server, Windows XP Professional, MediaCenter, and Tablet

PC editions, on Windows Fundamentals for Legacy PCs, and in Windows Vista

Ultimate, Enterprise and Business editions. The latest version, 6.1, of the client is

available in Windows Vista Service Pack 1, Windows XP Service Pack 3 and

KB952155 for Windows XP SP2. . Older versions of the client are also available for

free download for Windows XP (pre-SP3), Windows 2000, Windows 9x, Windows

NT 4.0 and Mac OS X. Internet Message Access Protocol (commonly known as

IMAP or IMAP4, and previously called Internet Mail Access Protocol, Interactive

Mail Access Protocol (RFC 1064), and Interim Mail Access Protocol) is an

application layer Internet protocol operating on port 143 that allows a local client to

access e-mail on a remote server. The current version, IMAP version 4 revision 1

(IMAP4rev1), is defined by RFC 3501. IMAP supports both connected (online) and

disconnected (offline) modes of operation. E-mail clients using IMAP generally leave

messages on the server until the user explicitly deletes them. This and other facets of

IMAP operation allow multiple clients to access the same mailbox. Most e-mail

clients support either POP3 or IMAP to retrieve messages; however, fewer Internet

Service Providers (ISPs) support IMAP. IMAP4 offers access to the mail store; the
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client may store local copies of the messages, but these are considered to be a

temporary cache; the server's store is authoritative.

E-mail messages are usually sent to an e-mail server that stores received messages in

the recipient's e-mail mailbox. The user retrieves messages with either a web browser

or an e-mail client that uses one of a number of e-mail retrieval protocols. Some

clients and servers preferentially use vendor-specific, proprietary protocols, but most

support the Internet standard protocols, SMTP for sending e-mail and POP3 and

IMAP4 for retrieving e-mail, allowing interoperability with other servers and clients.

SMTP can also be used for retrieving email; it is more suitable for permanent Internet

connection than, say, a dialup connection, and is supported by most e-mail client

software. For example, Microsoft's Outlook client uses a proprietary protocol to

communicate with an Exchange server as does IBM's Notes client when

communicating with a Domino server, but all of these products also support POP3,

IMAP4, and outgoing SMTP. Support for the Internet standard protocols allows many

e-mail clients such as Pegasus Mailor Mozilla Thunderbird (see comparison of e-mail

clients) to access these servers, and allows the clients to be used with other servers

(see list of mail servers). E-mail clients can usually be configured to use either POP3

or IMAP4 to retrieve e-mail and in both cases use SMTP for sending. Most e-mail

programs can also use Lightweight Directory Access Protocol (LDAP) for directory

services. IMAP is often used in large networks, for example, a college campus mail

system. IMAP allows users to access new messages as fast as the network can deliver

them to their computers. With POP3, users either download the e-mail to their

computer or access it via the web. Both methods take longer than IMAP over a local

network, and the user must download any new mail (e.g. by "refreshing" the page) to

see the new messages. Aqua Connect became the first company to license and

implement RDP server for the Mac OS X platform, thus allowing users to connect to

the Mac OS X server with Microsoft's Remote Desktop Protocol.xrdp is an open

source implementation of the RDP server available for Unix-like operating systems.

Desktop is an open source RDP client implementation for Unix-like operating

systems.
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Topic : Solving Network Problems

Topic Objective:

At the end of the topic the students will be able to:

 Explain the Benefits Of Network Management

 Define Network Troubleshooting

 Describe Resources For Troubleshooting

 Evaluate Multiple Problems

 Highlight Unix And Linux

Definition/Overview:

A network, in the context of electronics, is a collection of interconnected components.

Network analysis is the process of finding the voltages across, and the currents through, every

component in the network. There are a number of different techniques for achieving this.

However, for the most part, they assume that the components of the network are all linear.

The methods described in this article are only applicable to linear network analysis except

where explicitly stated. A useful procedure in network analysis is to simplify the network by

reducing the number of components. This can be done by replacing the actual components

with other notional components that have the same effect. A particular technique might

directly reduce the number of components, for instance by combining impedances in series.

On the other hand it might merely change the form in to one in which the components can be

reduced in a later operation. For instance, one might transform a voltage generator into a

current generator using Norton's theorem in order to be able to later combine the internal

resistance of the generator with a parallel impedance load. A resistive circuit is a circuit

containing only resistors, ideal current sources, and ideal voltage sources. If the sources are

constant (DC) sources, the result is a DC circuit. The analysis of a circuit refers to the process

of solving for the voltages and currents present in the circuit. The solution principles outlined

here also apply to phasor analysis of AC circuits. Two circuits are said to be equivalent with

respect to a pair of terminals if the voltage across the terminals and current through the

terminals for one network have the same relationship as the voltage and current at the

terminals of the other network. If V2 = V1 implies I2 = I1 for all (real) values of V1, then
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with respect to terminals ab and xy, circuit 1 and circuit 2 are equivalent. The above is a

sufficient definition for a one-port network. For more than one port, then it must be defined

that the currents and voltages between all pairs of corresponding ports must bear the same

relationship. For instance, star and delta networks are effectively three port networks and

hence require three simultaneous equations to fully specify their equivalence.

Key Points:

1. Benefits Of Network Management

Performance management: is the process of assessing progress toward achieving

predetermined goals. It involves building on that process, adding the relevant

communication and action on the progress achieved against these predetermined goals

helps organizations achieve their strategic goals. Rather than discarding the data

accessibility previous systems fostered, performance management harnesses it to help

ensure that an organizations data works in service to organizational goals to provide

information that is actually useful in achieving them and focus on the Operational

Networking Processes between that performance level. The main purpose of performance

management is to link individual objectives and organisational objectives and bring about

that individuals obey important worth for enterprise. Additionally, performance

management tries to develop skills of people to achieve their capability to satisfy their

ambitiousness and also increase profit of a firm. Performance management is closely

connected to Performance measurement. They are sometimes mistaken for each other.

1.1 Benefits

Managing employees performance facilitates the effective delivery of sales incentive

plans. There is a clear and immediate correlation between using performance

management programs or software and improved sales results. Using integrated

software, rather than a spreadsheet based recording system, may deliver a significant

return on investment through a range of direct and indirect sales benefits, as well as

significant administrative and overpayments savings as follows:
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1.2 Direct financial gains

 Grow Sales

 Eliminates over-payments

 Saves time and automates processes

 Accommodates plan changes

1.3 Motivated sales force

 Optimises incentive plans

 On-time reporting and payments

 Controlled data distribution data

 Visible calculations

 High confidence in payment accuracy

 Sells program, improves engagement

1.4 Improved management control

 Flexible, responsive to management needs

 Displays data relationships

 Easy to trace data calculations

 Helps audit / comply with legislative requirements

 Simple scenario planning

 Provides process documentation

2. Network Troubleshooting

Network troubleshooting means recognizing and diagnosing networking problems with

the goal of keeping your network running optimally. As a network administrator, your

primary concern is maintaining connectivity of all devices (a process often called fault

management). You also continually evaluate and improve your network's performance.

Because serious networking problems can sometimes begin as performance problems,

paying attention to performance can help you address issues before they become serious.
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2.1 About Connectivity Problems

Connectivity problems occur when end stations cannot communicate with other areas

of your local area network (LAN) or wide area network (WAN). Using management

tools, you can often fix a connectivity problem before users even notice it.

Connectivity problems include:

 Loss of connectivity - When users cannot access areas of your network, your organization's

effectiveness is impaired. Immediately correct any connectivity breaks.

 Intermittent connectivity - Although users have access to network resources some of the

time, they are still facing periods of downtime. Intermittent connectivity problems can

indicate that your network is on the verge of a major break. If connectivity is erratic,

investigate the problem immediately.

 Timeout problems - Timeouts cause loss of connectivity, but are often associated with poor

network performance.

3. Resources For Troubleshooting

Troubleshooting is a form of problem solving most often applied to repair of failed

products or processes. It is a logical, systematic search for the source of a problem so that

it can be solved, and so the product or process can be made operational again.

Troubleshooting is needed to develop and maintain complex systems where the

symptoms of a problem can have many possible causes. Troubleshooting is used in many

fields such as engineering, system administration, electronics, automotive repair, and

diagnostic medicine. Troubleshooting requires identification of the malfunction(s) or

symptoms within a system. Then, experience is commonly used to generate possible

causes of the symptoms. Determining which cause is most likely is often a process of

elimination - eliminating potential causes of a problem. Finally, troubleshooting requires

confirmation that the solution restores the product or process to its working state. In

general, troubleshooting is the identification of, or diagnosis of "trouble" in a system

caused by a failure of some kind. The problem is initially described as symptoms of

malfunction, and troubleshooting is the process of determining the causes of these

symptoms. A system can be described in terms of its expected, desired or intended

behavior (usually, for artificial systems, its purpose). Events or inputs to the system are

expected to generate specific results or outputs. (For example selecting the "print" option
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from various computer applications is intended to result in a hardcopy emerging from

some specific device). Any unexpected or undesirable behavior is a symptom.

Troubleshooting is the process of isolating the specific cause or causes of the symptom.

Frequently the symptom is a failure of the product or process to produce any results.

(Nothing was printed, for example).

The methods of forensic engineering are especially useful in tracing problems in products

or processes, and a wide range of analytical techniques are available to determine the

cause or causes of specific failures. Corrective action can then be taken to prevent further

failures of a similar kind. Preventative action is possible using FMEA and FTA before

full scale production, and these methods can also be used for failure analysis. Most

discussion of troubleshooting, and especially training in formal troubleshooting

procedures, tends to be domain specific, even though the basic principles are universally

applicable. Usually troubleshooting is applied to something that has suddenly stopped

working, since its previously working state forms the expectations about its continued

behavior. So the initial focus is often on recent changes to the system or to the

environment in which it exists. (For example a printer that "was working when it was

plugged in over there"). However, there is a well known principle that correlation does

not imply causality. (For example the failure of a device shortly after it's been plugged

into a different outlet doesn't necessarily mean that the events were related. The failure

could have been a matter of coincidence.) Therefore troubleshooting demands critical

thinking rather than magical thinking. It's useful to consider the common experiences we

have with light bulbs. Light bulbs "burn out" more or less at random; eventually the

repeated heating and cooling of its filament, and fluctuations in the power supplied to it

cause the filament to crack or vaporize. The same principle applies to most other

electronic devices and similar principles apply to mechanical devices. Some failures are

part of the normal wear-and-tear of components in a system.

A basic principle in troubleshooting is to start from the simplest and most probable

possible problems first. This is illustrated by the old saying "When you see hoof prints,

look for horses, not zebras", or to use another maxim, use the KISS principle. This

principle results in the common complaint about help desks or manuals, that they

sometimes first ask: "Is it plugged in and does that receptacle have power?", but this

should not be taken as an affront, rather it should serve as a reminder or conditioning to
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always check the simple things first before calling for help. A troubleshooter could check

each component in a system one by one, substituting known good components for each

potentially suspect one. However, this process of "serial substitution" can be considered

degenerate when components are substituted without regards to a hypothesis concerning

how their failure could result in the symptoms being diagnosed. Efficient methodical

troubleshooting starts with a clear understanding of the expected behavior of the system

and the symptoms being observed. From there the troubleshooter forms hypotheses on

potential causes, and devises (or perhaps references a standardized checklist) of tests to

eliminate these prospective causes. Two common strategies used by troubleshooters are to

check for frequently encountered or easily tested conditions first (for example, checking

to ensure that a printer's light is on and that its cable is firmly seated at both ends), and to

"bisect" the system (for example in a network printing system, checking to see if the job

reached the server to determine whether a problem exists in the subsystems "towards" the

user's end or "towards" the device). This latter technique can be particular efficient in

systems with long chains of serialized dependencies or interactions among its

components. It's simply the application of a binary search across the range of

dependences.

Simple and intermediate systems are characterized by lists or trees of dependencies

among their components or subsystems. More complex systems contain cyclical

dependencies or interactions (feedback loops). Such systems are less amenable to

"bisection" troubleshooting techniques. It also helps to start from a known good state, the

best example being a computer reboot. A cognitive walkthrough is also a good thing to

try. Comprehensive documentation produced by proficient technical writers is very

helpful, especially if it provides a theory of operation for the subject device or system. A

common cause of problems is bad design, for example bad human factors design, where a

device could be inserted backward or upside down due to the lack of an appropriate

forcing function (behavior-shaping constraint), or a lack of error-tolerant design. This is

especially bad if accompanied by habituation, where the user just doesn't notice the

incorrect usage, for instance if two parts have different functions but share a common

case so that it isn't apparent on a casual inspection which part is being used.

Troubleshooting can also take the form of a systematic checklist, troubleshooting

procedure, flowchart or table that is made before a problem occurs. Developing

troubleshooting procedures in advance allows sufficient thought about the steps to take in
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troubleshooting and organizing the troubleshooting into the most efficient troubleshooting

process. Troubleshooting tables can be computerized to make them more efficient for

users.

3.1 Reproducing symptoms

One of the core principles of troubleshooting is that reproducible problems can be

reliably isolated and resolved. Often considerable effort and emphasis in

troubleshooting is placed on reproducibility ... on finding a procedure to reliably

induce the symptom to occur. Once this is done then systematic strategies can be

employed to isolate the cause or causes of a problem; and the resolution generally

involves repairing or replacing those components which are at fault.

3.2 Intermittent symptoms

Some of the most difficult troubleshooting issues relate to symptoms that are only

intermittent. In electronics this often is the result of components that are thermally

sensitive (since resistance of a circuit varies with the temperature of the conductors in

it). Compressed air can be used to cool specific spots on a circuit board and a heat gun

can be used to raise the temperatures; thus troubleshooting of electronics systems

frequently entails applying these tools in order to reproduce a problem. In computer

programming race conditions often lead to intermittent symptoms which are

extremely difficult to reproduce; various techniques can be used to force the particular

function or module to be called more rapidly than it would be in normal operation

(analogous to "heating up" a component in a hardware circuit) while other techniques

can be used to introduce greater delays in, or force synchronization among, other

modules or interacting processes. In particular he asserts that there is a distinction

between frequency of occurrence and a "known procedure to consistently reproduce"

an issue. For example knowing that an intermittent problem occurs "within" an hour

of a particular stimulus or event ... but that sometimes it happens in five minutes and

other times it takes almost an hour ... does not constitute a "known procedure" even if

the stimulus does increase the frequency of observable exhibitions of the symptom.

Nevertheless, sometimes troubleshooters must resort to statistical methods ... and can

only find procedures to increase the symptom's occurrence to a point at which serial

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

133
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



substitution or some other technique is feasible. In such cases, even when the

symptom seems to disappear for significantly longer periods, there is a low

confidence that the root cause has been found and that the problem is truly solved.

4. Multiple Problems

Isolating single component failures which cause reproducible symptoms is relatively

straightforward. However, many problems only occur as a result of multiple failures or

errors. This is particularly true of fault tolerant systems, or those with built-in

redundancy. Features which add redundancy, fault detection and failover to a system may

also be subject to failure, and enough different component failures in any system will

"take it down." Even in simple systems the troubleshooter must always consider the

possibility that there is more than one fault. (Replacing each component, using serial

substitution, and then swapping each new component back out for the old one when the

symptom is found to persist, can fail to resolve such cases. More importantly the

replacement of any component with a defective one can actually increase the number of

problems rather than eliminating them). Note that, while we talk about "replacing

components" the resolution of many problems involves adjustments or tuning rather than

"replacement." For example, intermittent breaks in conductors --- or "dirty or loose

contacts" might simply need to be cleaned and/or tightened. All discussion of

"replacement" should be taken to mean "replacement or adjustment or other

maintenance."

5. Unix And Linux

The bulk of the material is relevant to a particular field of the domain-UNIX and Linux

systems support features for system call tracing through commands like truss, strace, and

ktrace).
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