
ORJECT ORIENTED SOFTWARE METRICS

Topic Objective:

At the end of this topic student would be able to:

 Learn about Software Quality

 Learn about Total Quality Management

Definition/Overview:

Misconceptions and vagueness:The misconceptions and vagueness of the popular views do

not help the quality improvement effort in the industries. To that end, quality must be

described in a workable definition. Crosby (1979) defines quality as "conformance to

requirements" and Juran and Gryna (1970) define it as "fitness for use." These two definitions

are related and consistent. These definitions of quality have been adopted and used by many

quality professionals.

Key Points:

1. Overview

"Conformance to requirements" implies that requirements must be clearly stated such that

they cannot be misunderstood. Then, in the development and production process,

measurements are taken regularly to determine conformance to those requirements. The non-

conformances are regarded as defectsthe absence of quality. For example, one requirement

(specification) for a certain radio may be that it must be able to receive certain frequencies

more than 30 miles away from the source of broadcast. If the radio fails to do so, then it does

not meet the quality requirements and should be rejected. By the same token, if a Cadillac

conforms to all the requirements of a Cadillac, then it is a quality car. If a Chevrolet conforms

to all the requirements of a Chevrolet, then it is also a quality car. The two cars may be very

different in style, performance, and economy. But if both measure up to the standards set for

them, then both are quality cars.

The "fitness for use" definition takes customers' requirements and expectations into account,

which involve whether the products or services fit their uses. Since different customers may

use the products in different ways, it means that products must possess multiple elements of
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fitness for use. According to Juran, each of these elements is a quality characteristic and all of

them can be classified into categories known as parameters for fitness for use. The two most

important parameters are quality of design and quality of conformance.

Quality of design in popular terminology is known as grades or models, which are related to

the spectrum of purchasing power. The differences between grades are the result of intended

or designed differences. Using the example of cars again, all automobiles provide to the user

the service of transportation. However, models differ in size, comfort, performance, style,

economy, and status. In contrast, quality of conformance is the extent to which the product

conforms to the intent of the design. In other words, quality of design can be regarded as the

determination of requirements and specifications and quality of conformance is conformance

to requirements. The two definitions of quality (conformance to requirements and fitness for

use), therefore, are essentially similar. The difference is that the fitness for use concept

implies a more significant role for customers' requirements and expectations.

2. Software Quality

In software, the narrowest sense of product quality is commonly recognized as lack of "bugs"

in the product. It is also the most basic meaning of conformance to requirements, because if

the software contains too many functional defects, the basic requirement of providing the

desired function is not met. This definition is usually expressed in two ways: defect rate (e.g.,

number of defects per million lines of source code, per function point, or other unit) and

reliability (e.g., number of failures per n hours of operation, mean time to failure, or the

probability of failure-free operation in a specified time). Customer satisfaction is usually

measured by percent satisfied or nonsatisfied (neutral and dissatisfied) from customer

satisfaction surveys. To reduce bias, techniques such as blind surveys (the interviewer does

not know the customer and the customer does not know the company the interviewer

represents) are usually used. In addition to overall customer satisfaction with the software

product, satisfaction toward specific attributes is also gauged. For instance, IBM monitors

satisfaction with its software products in levels of CUPRIMDSO (capability [functionality],

usability, performance, reliability, installability, maintainability, documentation/information,

service, and overall). Hewlett-Packard focuses on FURPS (functionality, usability, reliability,

performance, and serviceability). Other compa-nies use similar dimensions of software

customer satisfaction. Juran calls such attributes quality parameters, or parameters for fitness

for use.

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

2
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



To increase overall customer satisfaction as well as satisfaction with various quality

attributes, the quality attributes must be taken into account in the planning and design of the

software. However, these quality attributes are not always congruous with each other. For

example, the higher the functional complexity of the software, the harder it becomes to

achieve maintainability. Depending on the type of software and customers, different

weighting factors are needed for different quality attributes. For large customers with

sophisticated networks and real-time processing, performance and reliability may be the most

important attributes. For customers with standalone systems and simple operations, on the

other hand, ease of use, installability, and documentation may be more important. Some

relationships are mutually supportive, some are negative, and yet others are not clear,

depending on the types of customers and applications. For software with a diverse customer

set, therefore, setting goals for various quality attributes and to meet customers' requirements

is not easy.

3. Total Quality Management

The term Total quality management (TQM) was originally coined in 1985 by the Naval Air

Systems Command to describe its Japanese-style management approach to quality

improvement. The term has taken on a number of meanings, depending on who is interpreting

it and how they are applying it. In general, however, it represents a style of management

aimed at achieving long-term success by linking quality and customer satisfaction. Basic to

the approach is the creation of a culture in which all members of the organization participate

in the improvement of processes, products, and services. Various specific methods for

implementing the TQM philosophy are found in the works of Crosby (1979), Deming (1986),

Feigenbaum (1961, 1991), Ishikawa (1985), and Juran and Gryna (1970).

Since the 1980s, many U.S.companies have adopted the TQM approach to quality. The

Malcolm Baldrige National Quality Award (MBNQA), established by the U.S. government in

1988, highlights the embracing of such a philosophy and management style. The adoption of

ISO 9000 as the quality management standard by the European Community and the

acceptance of such standards by the U.S. private sector in recent years further illustrates the

importance of the quality philosophy in today's business environments. In the computer and

electronic industry, examples of successful TQM implementation include Hewlett-Packard's

Total Quality Control (TQC), Motorola's Six Sigma Strategy, and IBM's Market Driven
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Quality. In fact, Motorola won the first MBNQA award (in 1988) and IBM's AS/400

Division in Rochester, Minnesota, won it in 1990.

4. Summary

This topic discusses the definition of quality from both popular and professional views, and

describes total quality management (TQM) as it relates to software quality. From the popular

view, quality is some type of thing that cannot be quantified: I know it when I see it. Quality

and grade (or class) are often confused. From the professional view, quality must be defined

and measured for improvement and is best defined as "conformance to customers'

requirements." In software as well as other industries, the de facto operational definition of

quality consists of two levels: the intrinsic product quality (small q) and customer satisfaction

(big Q). The TQM philosophy aims at long-term success by linking quality and customer

satisfaction. Despite variations in its implementation, a TQM system comprises four key

common elements: (1) customer focus, (2) process improvement, (3) human side of quality,

and (4) measurement and analysis.

Topic : Software Development Process Models

Topic Objective:

At the end of this topic student would be able to:

 Learn about The Waterfall Development Model

 Learn about The Prototyping Approach

 Understands The Spiral Model

 Learn about The Iterative Development Process Model

 Understands Object-Oriented Development Process

 Learn about The Cleanroom Methodology
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Definition/Overview:

Software metrics: Software metrics and models cannot be discussed in a vacuum; they must

be referenced to the software development process. In this topic we summarize the major

process models being used in the software development community. We start with the

waterfall process life-cycle model and then cover the prototyping approach, the spiral model,

the iterative development process, and several approaches to the object-oriented development

process. Processes pertinent to the improvement of the development process, such as the

Cleanroom methodology and the defect prevention process, are also described. In the last part

of the topic we shift our discussion from specific development processes to the evaluation of

development processes and quality management standards. Presented and discussed are the

process maturity framework, including the Software Engineering Institute's (SEI) Capability

Maturity Model (CMM) and the Software Productivity Research's (SPR) assessment

approach, and two bodies of quality standardsthe Malcolm Baldrige assessment discipline

and ISO 9000as they relate to software process and quality.

Key Points:

1. The Waterfall Development Model

In the 1960s and 1970s software development projects were characterized by massive cost

overruns and schedule delays; the focus was on planning and control . The emergence of the

waterfall process to help tackle the growing complexity of development projects was a

logical event . As Figure in This content shows, the waterfall process model encourages the

development team to specify what the software is supposed to do (gather and define system

requirements) before developing the system. It then breaks the complex mission of

development into several logical steps (design, code, test, and so forth) with intermediate

deliverables that lead to the final product. To ensure proper execution with good-quality

deliverables, each step has validation, entry, and exit criteria. This Entry-Task-Validation-

Exit (ETVX) paradigm is a key characteristic of the waterfall process and the IBM

programming process architecture.

The divide-and-conquer approach of the waterfall process has several advantages. It enables

more accurate tracking of project progress and early identification of possible slippages. It

forces the organization that develops the software system to be more structured and
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manageable. This structural approach is very important for large organizations with large,

complex development projects. It demands that the process generate a series of documents

that can later be used to test and maintain the system. The bottom line of this approach is to

make large software projects more manageable and delivered on time without cost overrun.

Experiences of the past several decades show that the waterfall process is very valuable.

Many major developers, especially those who were established early and are involved with

systems development, have adopted this process. This group includes commercial

corporations, government contractors, and governmental entities. Although a variety of

names have been given to each stage in the model, the basic methodologies remain more or

less the same. Thus, the system-requirements stages are sometimes called system analysis,

customer-requirements gathering and analysis, or user needs analysis; the design stage may

be broken down into high-level design and detail-level design; the implementation stage may

be called code and debug; and the testing stage may include component-level test, product-

level test, and system-level test.

Figure shows an implementation of the waterfall process model for a large project. Note that

the requirements stage is followed by a stage for architectural design. When the system

architecture and design are in place, design and development work for each function begins.

This consists of high-level design (HLD), low-level design (LLD), code development, and

unit testing (UT). Despite the waterfall concept, parallelism exists because various functions

can proceed simultaneously. As shown in the figure, the code development and unit test

stages are also implemented iteratively. Since UT is an integral part of the implementation

stage, it makes little sense to separate it into another formal stage. Before the completion of

the HLD, LLD, and code, formal reviews and inspections occur as part of the validation and

exit criteria. These inspections are called I0, I1, and I2 inspections, respectively. When the

code is completed and unit tested, the subsequent stages are integration, component test,

system test, and early customer programs. The final stage is release of the software system to

customers.

2. The Prototyping Approach

The first step in the waterfall model is the gathering and analysis of customers' requirements.

When the requirements are defined, the design and development work begins. The model
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assumes that requirements are known, and that once requirements are defined, they will not

change or any change will be insignificant. This may well be the case for system

development in which the system's purpose and architecture are thoroughly investigated.

However, if requirements change significantly between the time the system's specifications

are finalized and when the product's development is complete, the waterfall may not be the

best model to deal with the resulting problems. Sometimes the requirements are not even

known. In the past, various software process models have been proposed to deal with

customer feedback on the product to ensure that it satisfied the requirements. Each of these

models provides some form of prototyping, of either a part or all of the system. Some of them

build prototypes to be thrown away; others evolve the prototype over time, based on

customer needs. A prototype is a partial implementation of the product expressed either

logically or physically with all external interfaces presented. The potential customers use the

prototype and provide feedback to the development team before full-scale development

begins. Seeing is believing, and that is really what prototyping intends to achieve. By using

this approach, the customers and the development team can clarify requirements and their

interpretation.

3. The Spiral Model

The spiral model of software development and enhancement, developed by Boehm (1988), is

based on experience with various refinements of the waterfall model as applied to large

government software projects. Relying heavily on prototyping and risk management, it is

much more flexible than the waterfall model. The most comprehensive application of the

model is the development of the TRW Software Productivity System (TRW-SPS) as

described by Boehm. The spiral concept and the risk management focus have gained

acceptance in software engineering and project management in recent years. The underlying

concept of the model is that each portion of the product and each level of elaboration involve

the same sequence of steps (cycle). Starting at the center of the spiral, one can see that each

development phase (concept of operation, software requirements, product design, detailed

design, and implementation) involves one cycle of the spiral. The angular dimension

represents the progress made in completing each cycle of the spiral. As indicated by the

quadrants in the figure, the first step of each cycle of the spiral is to identify the objectives of

the portion of the product being elaborated, the alternative means of implementation of this

portion of the product, and the constraints imposed on the application of the alternatives. The
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next step is to evaluate the alternatives relative to the objectives and constraints, to identify

the associated risks, and to resolve them. Risk analysis and the risk-driven approach,

therefore, are key characteristics of the spiral model, in contrast to the document-driven

approach of the waterfall model.

4. The Iterative Development Process Model

The iterative enhancement (IE) approach, or the iterative development process (IDP), was

defined to begin with a subset of the requirements and develop a subset of the product that

satisfies the essential needs of the users, provides a vehicle for analysis and training for the

customers, and provides a learning experience for the developer. Based on the analysis of

each intermediate product, the design and the requirements are modified over a series of

iterations to provide a system to the users that meets evolving customer needs with improved

design based on feedback and learning.

The IDP model combines prototyping with the strength of the classical waterfall model.

Other methods such as domain analysis and risk analysis can also be incorporated into the

IDP model. The model has much in common with the spiral model, especially with regard to

prototyping and risk management. Indeed, the spiral model can be regarded as a specific IDP

model, while the term IDP is a general rubric under which various forms of the model can

exist. The model also provides a framework for many modern systems and software

engineering methods and techniques such as reuse, object-oriented development, and rapid

prototyping.

5. The Object-Oriented Development Process

The object-oriented (OO) approach to design and programming, which was introduced in the

1980s, represents a major paradigm shift in software development. This approach will

continue to have a major effect in software for many years. Different from traditional

programming, which separates data and control, object-oriented programming is based on

objects, each of which is a set of defined data and a set of operations (methods) that can be

performed on that data. Like the paradigm of structural design and functional decomposition,

the object-oriented approach has become a major cornerstone of software engineering. In the

early days of OO technology deployment (from late 1980s to mid 1990s), much of the OO

literature concerned analysis and design methods; there was little information about OO
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development processes. In recent years the object-oriented technology has been widely

accepted and object-oriented development is now so pervasive that there is no longer a

question of its viability. Branson and Herness (1992) proposed an OO development process

for large-scale projects that centers on an eight-step methodology supported by a mechanism

for tracking, a series of inspections, a set of technologies, and rules for prototyping and

testing.

6. The Cleanroom Methodology

Cleanroom Software Engineering approaches software development as an engineering

process with mathematical foundations rather than a trial-and-error programming process.

The Cleanroom process employs theory-based technologies such as box structure

specification of user function and system object architecture, function-theoretic design and

correctness verification, and statistical usage testing for quality certification. Cleanroom

management is based on incremental development and certification of a pipeline of user-

function increments that accumulate into the final product. Cleanroom operations are carried

out by small, independent development and certification (test) teams, with teams of teams for

large projects . Figure shows the full implementation of the Cleanroom process.

7. The Defect Prevention Process

The defect prevention process (DPP) is not itself a software development process. Rather, it

is a process to continually improve the development process. It originated in the software

development environment and thus far has been implemented mostly in software

development organizations. Because we would be remiss if we did not discuss this process

while discussing software development processes, this topic includes a brief discussion of

DPP.

The DPP was modeled on techniques used in Japanfor decades and is in agreement with

Deming's principles. It is based on three simple steps:
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8. Process Maturity Framework and Quality Standards

Regardless of which process is used, the degree to which it is implemented varies from

organization to organization and even from project to project. Indeed, given the framework of

a certain process model, the development team usually defines its specifics such as

implementation procedures, methods and tools, metrics and measurements, and so forth.

Whereas certain process models are better for certain types of projects under certain

environments, the success of a project depends heavily on the implementation maturity,

regardless of the process model. In addition to the process model, questions related to the

overall quality management system of the company are important to the outcome of the

software projects.

This section discusses frameworks to assess the process maturity of an organization or a

project. They include the SEI and the Software Productivity Research (SPR) process maturity

assessment methods, the Malcolm Baldrige discipline and assessment processes, and the ISO

9000 registration process. Although the SEI and SPR methods are specific to software

processes, the latter two frameworks are quality process and quality management standards

that apply to all industries.

9. Summary

This topic

 Describes the major process models and approaches in software development the waterfall

process, the prototyping approach, the spiral model, the iterative process, the object-oriented

process, the Cleanroom methodology, and the defect prevention process.

 Discusses two methods of process maturity assessmentthe SEI process capability maturity

model and the SPR assessment method.

 Summarizes two bodies of quality management standardsthe Malcolm Baldrige National

Quality Award assessment discipline and ISO 9000.
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Topic : Fundamentals In Measurement Theory

Topic Objective:

At the end of this topic student would be able to:

 Learn about Level of Measurement

 Understands Nominal Scale

 Learn about Some Basic Measures

 Understands Reliability and Validity

 Learn about Measurement Errors

Definition/Overview:

Measurement: It is undisputed that measurement is crucial to the progress of all sciences.

Scientific progress is made through observations and generalizations based on data and

measurements, the derivation of theories as a result, and in turn the confirmation or refutation

of theories via hypothesis testing based on further empirical data. As an example, consider

the proposition "the more rigorously the front end of the software development process is

executed, the better the quality at the back end." To confirm or refute this proposition, we

first need to define the key concepts. For example, we define "the software development

process" and distinguish the process steps and activities of the front end from those of the

back end.

Key Points:

1. Overview

Integration is the development phase during which various parts and components are

integrated to form one complete software product. Usually after integration the product is

under formal change control. Specifically, after integration every change of the software must

have a specific reason (e.g., to fix a bug uncovered during testing) and must be documented

and tracked. Therefore, we may want to use integration as the cutoff point: The design,

coding, debugging, and integration phases are classified as the front end of the development

process and the formal machine testing and early customer trials constitute the back end.
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We then define rigorous implementation both in the general sense and in specific terms as

they relate to the front end of the development process. Assuming the development process

has been formally documented, we may define rigorous implementation as total adherence to

the process: Whatever is described in the process documentation that needs to be executed,

we execute. However, this general definition is not sufficient for our purpose, which is to

gather data to test our proposition. We need to specify the indicator(s) of the definition and to

make it (them) operational. For example, suppose the process documentation says all designs

and code should be inspected. One operational definition of rigorous implementation may be

inspection coverage expressed in terms of the percentage of the estimated lines of code

(LOC) or of the function points (FP) that are actually inspected. Another indicator of good

reviews and inspections could be the scoring of each inspection by the inspectors at the end

of the inspection, based on a set of criteria. We may want to operationally use a five-point

Likert scale to denote the degree of effectiveness (e.g., 5 = very effective, 4 = effective, 3 =

somewhat effective, 2 = not effective, 1 = poor inspection). There may also be other

indicators.

In addition to design, design reviews, code implementation, and code inspections,

development testing is part of our definition of the front end of the development process. We

also need to operationally define "rigorous execution" of this test. Two indicators that could

be used are the percent coverage in terms of instructions executed (as measured by some test

coverage measurement tools) and the defect rate expressed in terms of number of defects

removed per thousand lines of source code (KLOC) or per function point.

2. Level of Measurement

We have seen that from theory to empirical hypothesis and from theoretically defined

concepts to operational definitions, the process is by no means direct. As the example

illustrates, when we operationalize a definition and derive measurement indicators, we must

consider the scale of measurement. For instance, to measure the quality of software

inspection we may use a five-point scale to score the inspection effectiveness or we may use

percentage to indicate the inspection coverage. For some cases, more than one measurement

scale is applicable; for others, the nature of the concept and the resultant operational

definition can be measured only with a certain scale. In this section, we briefly discuss the

four levels of measurement: nominal scale, ordinal scale, interval scale, and ratio scale.
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3. Nominal Scale

The most simple operation in science and the lowest level of measurement is classification. In

classifying we attempt to sort elements into categories with respect to a certain attribute. For

example, if the attribute of interest is religion, we may classify the subjects of the study into

Catholics, Protestants, Jews, Buddhists, and so on. If we classify software products by the

development process models through which the products were developed, then we may have

categories such as waterfall development process, spiral development process, iterative

development process, object-oriented programming process, and others. In a nominal scale,

the two key requirements for the categories are jointly exhaustive and mutually exclusive.

Mutually exclusive means a subject can be classified into one and only one category. Jointly

exhaustive means that all categories together should cover all possible categories of the

attribute. If the attribute has more categories than we are interested in, an "other" category is

needed to make the categories jointly exhaustive.

4. Some Basic Measures

Regardless of the measurement scale, when the data are gathered we need to analyze them to

extract meaningful information. Various measures and statistics are available for

summarizing the raw data and for making comparisons across groups. In this section we

discuss some basic measures such as ratio, proportion, percentage, and rate, which are

frequently used in our daily lives as well as in various activities associated with software

development and software quality. These basic measures, while seemingly easy, are often

misused. There are also numerous sophisticated statistical techniques and methodologies that

can be employed in data analysis. However, such topics are not within the scope of this

discussion.

5. Reliability and Validity

Recall that concepts and definitions have to be operationally defined before measurements

can be taken. Assuming operational definitions are derived and measurements are taken, the

logical question to ask is, how good are the operational metrics and the measurement data?

Do they really accomplish their taskmeasuring the concept that we want to measure and

doing so with good quality? Of the many criteria of measurement quality, reliability and

validity are the two most important. Reliability refers to the consistency of a number of
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measurements taken using the same measurement method on the same subject. If repeated

measurements are highly consistent or even identical, then the measurement method or the

operational definition has a high degree of reliability. If the variations among repeated

measurements are large, then reliability is low. For example, if an operational definition of a

body height measurement of children (e.g., between ages 3 and 12) includes specifications of

the time of the day to take measurements, the specific scale to use, who takes the

measurements (e.g., trained pediatric nurses), whether the measurements should be taken

barefooted, and so on, it is likely that reliable data will be obtained. If the operational

definition is very vague in terms of these considerations, the data reliability may be low.

Measurements taken in the early morning may be greater than those taken in the late

afternoon because children's bodies tend to be more stretched after a good night's sleep and

become somewhat compacted after a tiring day. Other factors that can contribute to the

variations of the measurement data include different scales, trained or untrained personnel,

with or without shoes on, and so on.

6. Measurement Errors

In this section we discuss validity and reliability in the context of measurement error. There

are two types of measurement error: systematic and random. Systematic measurement error is

associated with validity; random error is associated with reliability. Let us revisit our example

about the bathroom weight scale with an offset of 10 lb. Each time a person uses the scale, he

will get a measurement that is 10 lb. more than his actual body weight, in addition to the

slight variations among measurements. Therefore, the expected value of the measurements

from the scale does not equal the true value because of the systematic deviation of 10 lb.

7. Be Careful with Correlation

Correlation is probably the most widely used statistical method to assess relationships among

observational data (versus experimental data). However, caution must be exercised when

using correlation; otherwise, the true relationship under investigation may be disguised or

misrepresented. There are several points about correlation that one has to know before using

it. First, although there are special types of nonlinear correlation analysis available in

statistical literature, most of the time when one mentions correlation, it means linear

correlation. Indeed, the most well-known Pearson correlation coefficient assumes a linear

relationship. Therefore, if a correlation coefficient between two variables is weak, it simply
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means there is no linear relationship between the two variables. Panel A represents a positive

linear relationship and panel B a negative linear relationship. Panel C shows a curvilinear

convex relationship, and panel D a concave relationship. In panel E, a cyclical relationship

(such as the Fourier series representing frequency waves) is shown. Because correlation

assumes linear relationships, when the correlation coefficients (Pearson) for the five

relationships are calculated, the results accurately show that panels A and B have significant

correlation. However, the correlation coefficients for the other three relationships will be very

weak or will show no relationship at all. For this reason, it is highly recommended that when

we use correlation we always look at the scattergrams. If the scattergram shows a particular

type of nonlinear relationship, then we need to pursue analyses or coefficients other than

linear correlation.

8. Criteria for Causality

The isolation of cause and effect in controlled experiments is relatively easy. For example, a

headache medicine was administered to a sample of subjects who were having headaches. A

placebo was administered to another group with headaches (who were statistically not

different from the first group). If after a certain time of taking the headache medicine and the

placebo, the headaches of the first group were reduced or disappeared, while headaches

persisted among the second group, then the curing effect of the headache medicine is clear.

For analysis with observational data, the task is much more difficult. Researchers have

identified three criteria:

9. Summary

Measurement is related to the concept or entity of interest and the operational definition of

the concept. Depending on the operational definition, different levels of measurement can be

applied: nominal scale, ordinal scale, interval scale, and ratio scale. The measurement scales

are hierarchical; each scale possesses all properties of scales at lower levels.

Basic measures such as ratio, proportion, percentage, and rate all have specific purposes.

Care should be exercised to avoid misuse. The concept of six sigma not only represents a

stringent level of quality, it also includes the notions of process-variation reduction and

product-design improvement. Its definition as used in the industry (shifted six sigma) is
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different from the statistical definition based on normal distribution (centered six sigma).

Although meant for comparisons across different measurement units, in software the sigma

levels cannot be compared across companies because of differences in operational

definitions.

Topic : Software Quality Metrics Overview

Topic Objective:

At the end of this topic student would be able to:

 Learn about Software quality metrics

 Understands Product Quality Metrics

 Learn about The Defect Density Metric

 Learn about Lines of Code

Definition/Overview:

Software metrics: Software metrics can be classified into three categories: product metrics,

process metrics, and project metrics. Product metrics describe the characteristics of the

product such as size, complexity, design features, performance, and quality level. Process

metrics can be used to improve software development and maintenance. Examples include

the effectiveness of defect removal during development, the pattern of testing defect arrival,

and the response time of the fix process. Project metrics describe the project characteristics

and execution. Examples include the number of software developers, the staffing pattern over

the life cycle of the software, cost, schedule, and productivity. Some metrics belong to

multiple categories. For example, the in-process quality metrics of a project are both process

metrics and project metrics.
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Key Points:

1. Software quality metrics

Software quality metrics are a subset of software metrics that focus on the quality aspects of

the product, process, and project. In general, software quality metrics are more closely

associated with process and product metrics than with project metrics. Nonetheless, the

project parameters such as the number of developers and their skill levels, the schedule, the

size, and the organization structure certainly affect the quality of the product. Software

quality metrics can be divided further into end-product quality metrics and in-process quality

metrics. The essence of software quality engineering is to investigate the relationships among

in-process metrics, project characteristics, and end-product quality, and, based on the

findings, to engineer improvements in both process and product quality. Moreover, we should

view quality from the entire software life-cycle perspective and, in this regard, we should

include metrics that measure the quality level of the maintenance process as another category

of software quality metrics. In this topic we discuss several metrics in each of three groups of

software quality metrics: product quality, in-process quality, and maintenance quality. In the

last sections we also describe the key metrics used by several major software developers and

discuss software metrics data collection.

2. Product Quality Metrics

As discussed in This content, the de facto definition of software quality consists of two

levels: intrinsic product quality and customer satisfaction. The metrics we discuss here cover

both levels:

 Mean time to failure

 Defect density

 Customer problems

 Customer satisfaction.

Intrinsic product quality is usually measured by the number of "bugs" (functional defects) in

the software or by how long the software can run before encountering a crash. In operational

definitions, the two metrics are defect density (rate) and mean time to failure (MTTF). The

MTTF metric is most often used with safety-critical systems such as the airline traffic control
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systems, avionics, and weapons. For instance, the U.S.government mandates that its air traffic

control system cannot be unavailable for more than three seconds per year. In civilian

airliners, the probability of certain catastrophic failures must be no worse than 10-9 per hour .

The defect density metric, in contrast, is used in many commercial software systems.

The two metrics are correlated but are different enough to merit close attention. First, one

measures the time between failures, the other measures the defects relative to the software

size (lines of code, function points, etc.). Second, although it is difficult to separate defects

and failures in actual measurements and data tracking, failures and defects (or faults) have

different meanings.

According to the IEEE/ American National Standards Institute (ANSI) standard (982.2):

 An error is a human mistake that results in incorrect software.

 The resulting fault is an accidental condition that causes a unit of the system to fail to

function as required.

 A defect is an anomaly in a product.

 A failure occurs when a functional unit of a software-related system can no longer perform its

required function or cannot perform it within specified limits.

From these definitions, the difference between a fault and a defect is unclear. For practical

purposes, there is no difference between the two terms. Indeed, in many development

organizations the two terms are used synonymously. In this book we also use the two terms

interchangeably. Simply put, when an error occurs during the development process, a fault or

a defect is injected in the software. In operational mode, failures are caused by faults or

defects, or failures are materializations of faults. Sometimes a fault causes more than one

failure situation and, on the other hand, some faults do not materialize until the software has

been executed for a long time with some particular scenarios. Therefore, defect and failure do

not have a one-to-one correspondence. Third, the defects that cause higher failure rates are

usually discovered and removed early. The probability of failure associated with a latent

defect is called its size, or "bug size." For special-purpose software systems such as the air

trafficcontrol systems or the space shuttle control systems, the operations profile and

scenarios are better defined and, therefore, the time to failure metric is appropriate. For

general-purpose computer systems or commercial-use software, for which there is no typical

user profile of the software, the MTTF metric is more difficult to implement and may not be

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

18
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



representative of all customers. Fourth, gathering data about time between failures is very

expensive. It requires recording the occurrence time of each software failure. It is sometimes

quite difficult to record the time for all the failures observed during testing or operation. To

be useful, time between failures data also requires a high degree of accuracy. This is perhaps

the reason the MTTF metric is not widely used by commercial developers. Finally, the defect

rate metric (or the volume of defects) has another appeal to commercial software

development organizations. The defect rate of a product or the expected number of defects

over a certain time period is important for cost and resource estimates of the maintenance

phase of the software life cycle.

Regardless of their differences and similarities, MTTF and defect density are the two key

metrics for intrinsic product quality. Accordingly, there are two main types of software

reliability growth modelsthe time between failures models and the defect count (defect rate)

models.

3. The Defect Density Metric

Although seemingly straightforward, comparing the defect rates of software products

involves many issues. In this section we try to articulate the major points. To define a rate, we

first have to operationalize the numerator and the denominator, and specify the time frame.

As discussed in This content, the general concept of defect rate is the number of defects over

the opportunities for error (OFE) during a specific time frame. We have just discussed the

definitions of software defect and failure. Because failures are defects materialized, we can

use the number of unique causes of observed failures to approximate the number of defects in

the software. The denominator is the size of the software, usually expressed in thousand lines

of code (KLOC) or in the number of function points. In terms of time frames, various

operational definitions are used for the life of product (LOP), ranging from one year to many

years after the software product's release to the general market. In our experience with

operating systems, usually more than 95% of the defects are found within four years of the

software's release. For application software, most defects are normally found within two

years of its release.
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4. Lines of Code

The lines of code (LOC) metric is anything but simple. The major problem comes from the

ambiguity of the operational definition, the actual counting. In the early days of Assembler

programming, in which one physical line was the same as one instruction, the LOC definition

was clear. With the availability of high-level languages the one-to-one correspondence broke

down. Differences between physical lines and instruction statements (or logical lines of code)

and differences among languages contribute to the huge variations in counting LOCs. Even

within the same language, the methods and algorithms used by different counting tools can

cause significant differences in the final counts. Jones (1986) describes several variations:

 Count only executable lines.

 Count executable lines plus data definitions.

 Count executable lines, data definitions, and comments.

 Count executable lines, data definitions, comments, and job control language.

 Count lines as physical lines on an input screen.

 Count lines as terminated by logical delimiters.

To illustrate the variations in LOC count practices, let us look at a few examples by authors

of software metrics. In Boehm's well-known book Software Engineering Economics (1981),

the LOC counting method counts lines as physical lines and includes executable lines, data

definitions, and comments. In Software Engineering Metrics and Models by Conte et al.

(1986), LOC is defined as follows:

 A line of code is any line of program text that is not a comment or blank line, regardless of

the number of statements or fragments of statements on the line. This specifically includes all

lines containing program headers, declarations, and executable and non-executable

statements.

 Thus their method is to count physical lines including prologues and data definitions

(declarations) but not comments. In Programming Productivity by Jones (1986), the source

instruction (or logical lines of code) method is used. The method used by IBM Rochester is

also to count source instructions including executable lines and data definitions but excluding

comments and program prologues.
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The resultant differences in program size between counting physical lines and counting

instruction statements are difficult to assess. It is not even known which method will result in

a larger number. In some languages such as BASIC, PASCAL, and C, several instruction

statements can be entered on one physical line. On the other hand, instruction statements and

data declarations might span several physical lines, especially when the programming style

aims for easy maintenance, which is not necessarily done by the original code owner.

Languages that have a fixed column format such as FORTRAN may have the physical-lines-

to-source-instructions ratio closest to one. According to Jones (1992), the difference between

counts of physical lines and counts including instruction statements can be as large as 500%;

and the average difference is about 200%, with logical statements outnumbering physical

lines. In contrast, for COBOL the difference is about 200% in the opposite direction, with

physical lines outnumbering instruction statements. There are strengths and weaknesses of

physical LOC and logical LOC. In general, logical statements are a somewhat more rational

choice for quality data. When any data on size of program products and their quality are

presented, the method for LOC counting should be described. At the minimum, in any

publication of quality when LOC data is involved, the author should state whether the LOC

counting method is based on physical LOC or logical LOC.

Furthermore, as discussed in This content, some companies may use the straight LOC count

(whatever LOC counting method is used) as the denominator for calculating defect rate,

whereas others may use the normalized count (normalized to Assembler-equivalent LOC

based on some conversion ratios) for the denominator. Therefore, industrywide standards

should include the conversion ratios from high-level language to Assembler. So far, very

little research on this topic has been published. The conversion ratios published by Jones

(1986) are the most well known in the industry. As more and more high-level languages

become available for software development, more research will be needed in this area.

When straight LOC count data is used, size and defect rate comparisons across languages are

often invalid. Extreme caution should be exercised when comparing the defect rates of two

products if the operational definitions (counting) of LOC, defects, and time frame are not

identical. Indeed, we do not recommend such comparisons. We recommend comparison

against one's own history for the sake of measuring improvement over time.
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In Section 2 of this course you will cover these topics:
Applying The Seven Basic Quality Tools In Software Development.

Defect Removal Effectiveness.

The Rayleigh Model.

Exponential Distribution And Reliability Growth Models

Topic : Applying The Seven Basic Quality Tools In Software Development

Topic Objective:

At the end of this topic student would be able to:

 Learn about Seven Basic Quality Tools in Software Development.

Definition/Overview:

The basic statistical tools for quality control promoted by Ishikawa (1989) are widely used in

manufacturing productions.

Key Points:

1. Overview

The basic statistical tools for quality control promoted by Ishikawa (1989) are widely used in

manufacturing productions. They have indeed become an integral part of the quality control

literature, and have been known as Ishikawa's seven basic tools. This topic describes the

application of these tools for process and quality control in software development. There are

many ways to analyze software metrics; the applications of Ishikawa's seven tools represent a

set of basic operations. Keep in mind that these statistical tools are for process and quality

control at the project and organization level and, hence, are useful for project leaders and

process experts. In contrast, they do not provide specific information to software developers

on how to improve the quality of their designs or implementation. Also, because not all these

tools are equally useful for small projects where statistical patterns of parameters of the
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development process are less obvious, the benefits of statistics may not be realized. The box

at the end of the topic offers specific recommendations for small teams. In addition, although

the benefits of these tools have long been proved in manufacturing operations, their use and

roles in software development has not been widely recognized. For instance, the use of

control charts in manufacturing production can ensure a certain end-product quality once the

process is defined and the control limits are set. In software development, however, the

process is complex and involves a high degree of creativity and mental activity. It is

extremely difficult, if not impossible, to define the process capability of software

development in statistical terms. Therefore, achieving statistical process control in software

development may mean a lot more than control charting. It may require, for example, new

development technology, CASE tools, and the use of defect models and reliability estimating

techniques. However, good use of the seven basic tools can lead to positive long-term results

for process improvement and quality management in software development.
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2. Ishikawa's Seven Basic Tools

Ishikawa's seven basic tools for quality control are checklist (or check sheet), Pareto diagram,

histogram, scatter diagram, run chart, control chart, and cause-and-effect diagram. Figure

shows a simple representation of the tools.

3. Checklist

The checklist plays a significant role in software development. As a senior software

development manager at a major software organization observed, checklists that sum-marize

the key points of the process are much more effective than the lengthy process documents. At

IBM Rochester, the software development process consists of multiple phases, for example,

requirements (RQ), system architecture (SD), high-level design (HLD), low-level design

(LLD), code development (CODE), unit tests (UT), integration and building (I/B),

component tests (CT), system tests (ST), and early customer programs (EP). Each phase has a

set of tasks to complete and the phases with formal hand-off have entry and exit criteria.

Checklists help developers and programmers ensure that all tasks are complete and that the

important factors or quality characteristics of each task are covered. Several examples of

checklists are design review checklist, code inspection checklist, moderator (for design

review and code inspection) checklist, pre-code-integration (into the system library)

checklist, entrance and exit criteria for system tests, and product readiness checklist. The use

of checklists is pervasive. Checklists, used daily by the entire development community, are

developed and revised based on accumulated experience. Checklists are often a part of the

process documents. Their daily use also keeps the processes alive.

4. Pareto Diagram

Pareto analysis helps by identifying areas that cause most of the problems, which normally

means you get the best return on investment when you fix them. It is most applicable in

software quality because software defects or defect density never follow a uniform

distribution. Rather, almost as a rule of thumb, there are always patterns of clusteringsdefects

cluster in a minor number of modules or components, a few causes account for the majority

of defects, some tricky installation problems account for most of the customer complaints,

and so forth. It is, therefore, not surprising to see Pareto charts in software engineering

literature. For example, Daskalantonakis (1992) shows an example of Motorola's Pareto

analysis for identifying major sources of requirement changes that enabled in-process

corrective actions to be taken. Grady and Caswell (1986) show a Pareto analysis of software
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defects by category for four Hewlett-Packard software projects. The top three types (new

function or different processing required, existing data need to be organized/ presented

differently, and user needs additional data fields) account for more than one-third of the

defects. By focusing on these prevalent defect types, determining probable causes, and

instituting process improvements, Hewlett-Packard was able to achieve significant quality

improvements.

Interface problems (INTF) and data initialization problems (INIT) were found to be the

dominant causes for defects in that product. By focusing on these two areas throughout the

design, implementation, and test processes, and by conducting technical education by peer

experts, significant improvement was observed. The other defect causes in the figure include

complex logical problems (CPLX), translation-related national language problems (NLS),

problems related to addresses (ADDR), and data definition problems (DEFN).

5. Histogram

Figure shows two examples of histograms used for software project and quality management.

Panel A shows the defect frequency of a product by severity level (from 1 to 4 with 1 being

the most severe and 4 the least). Defects with different severity levels differ in their impact

on customers. Less severe defects usually have circumventions available and to customers

they mean inconvenience. In contrast, high-severity defects may cause system downtime and

affect customers' business. Therefore, given the same defect rate (or number of defects), the

defect severity histogram tells a lot more about the quality of the software. Panel B shows the

frequency of defects during formal machine testing by number of days the defect reports have

been opened (17 days, 814, 1521, 2228, 2935, and 36+). It reflects the response time in fixing

defects during the formal testing phases; it is also a workload statement. Figure shows the

customer satisfaction profile of a software product in terms of very satisfied, satisfied,

neutral, dissatisfied, and very dissatisfied. Although one can construct various metrics with

regard to the categories of satisfaction level, a simple histogram conveys the complete

information at a glance.

6. Run Charts

Run charts are also frequently used for software project management; numerous reallife

examples can be found in books and journals on software engineering. For example, the

weekly arrival of defects and defect backlog during the formal machine testing phases can be

monitored via run charts. These charts serve as real-time statements of quality as well as

workload. Often these run charts are compared to the historical data or a projection model so
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that the interpretation can be placed into proper perspective. Another example is tracking the

percentage of software fixes that exceed the fix response time criteria. The goal is to ensure

timely deliveries of fixes to customers.

The horizontal line (denoted by the letter T ) is the target delinquency rate. The dashed

vertical line denotes the time when special remedial actions were rolled out to combat the

high delinquency rate. For each delinquent defect report, causal analysis was done and

corresponding actions implemented. As a result, the delinquent-defect report rate was brought

down to target in about one month. The rate fluctuated around the target for about four

months and eventually was brought under control.

7. Scatter Diagram

Compared to other tools, the scatter diagram is more difficult to apply. It usually relates to

investigative work and requires precise data. It is often used with other techniques such as

correlational analysis, regression, and statistical modeling. Because program complexity can

be measured as soon as the program is complete, whereas defects are discovered over a long

time, the positive correlation between the two allows us to use program complexity to predict

defect level. Furthermore, we can reduce the program complexity when it is developed (as

measured by McCabe's index), thereby reducing the chance for defects. Reducing complexity

can also make programs easier to maintain. Some component teams of the AS/400 operating

system adopt this approach as their strategy for quality and maintainability improvement.

Program modules with high-complexity indexes are the targets for analysis and possible

module breakup, encapsulation, intramodule cleanup, and other actions. Of course, low-

complexity indexes coupled with high defects are clear indications of modules that are poorly

designed or implemented and should also be scrutinized.

8. Control Chart

The control chart is a powerful tool for achieving statistical process control (SPC). However,

in software development it is difficult to use control charts in the formal SPC manner. It is a

formidable task, if not impossible, to define the process capability of a software development

process. In production environments, process capability is the inherent variation of the

process in relation to the specification limits. The smaller the process variation, the better the

process's capability. Defective parts are parts that are produced with values of parameters

outside the specification limits. Therefore, direct relationships exist among specifications,

process control limits, process variations, and product quality. The smaller the process

variations, the better the product quality will be. Such direct correlations, however, do not

exist or at least have not been established in the software development environment.
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In statistical terms, process capability is defined:

9. Cause-and-Effect Diagram

The cause-and-effect diagram is one of the less frequently used tools in software

development. Perhaps the best example among fishbone diagrams is the one given by Grady

and Caswell (1986). In its quality improvement effort, the development team on a Hewlett-

Packard project first used a Pareto diagram and found that defects associated with register

allocation were the most prevalent in their project. With the help of a cause-and-effect

diagram, they conducted brainstorming sessions on those problems. Ultimately, both were

found to be caused by incomplete knowledge of the operation of the registers. With this

finding, that HP division took aggressive steps to provide proper training and documentation

regarding registers and processors prior to subsequent projects.

10. Relations Diagram

Ishikawa's seven basic tools are also called the seven old tools or the seven quality control

tools. In recent years there emerged the seven new quality planning and management tools,

which are the affinity diagram, the relations diagram, the tree diagram, the matrix chart, the

matrix data analysis chart, the process decision program chart (PDPC), and the arrow

diagram. Although discussion of these seven new tools is not in the scope of this book, it

would be remiss not to mention that they may also be useful in software engineering. These

seven new tools are mostly qualitative and seem more appropriate for project management

and structural brainstorming. Rudisill (1992) reports that a large software development

company has automated these seven new tools to facilitate the quality function deployment

approach in software development and has gained positive experience, especially in gathering

and verifying customers' requirements.

One of the seven new tools that we found very useful over the years is the relations diagram.

It displays complex relationships and fosters cause-and-effect thinking. It organizes

information from specific to general and surfaces key causes and key effects. It differs from

the cause-and-effect diagram in that it displays multiple causes and effects, whereas the

cause-and-effect diagram shows one dependent variable (effect) and its cause structure.

11. Summary

In recent years, there has been an emerging trend in the software industry to use scientific

methods to achieve precision in managing software projects. Many quality engineering and

statistical tools that have been used widely in manufacturing are gaining acceptance in

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

27
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



software development environments. This topic discusses the possible applications of the

seven basic tools with real-life examples. In many instances, analysis based on these tools has

yielded significant effects on software process improvement.

The degree of application of individual tools varies. Some have been used extensively on a

daily basis; others are just now being recognized. These tools can be used with each other or

with more advanced methods. For instance, the Pareto diagram, cause-and-effect diagram,

and scatter diagram can be used together for identifying the dominant problems and their root

causes. Control charts can be put in place to monitor process stability, or to determine

whether improvements really occur after corrective actions are taken.

Topic : Defect Removal Effectiveness.

Topic Objective:

At the end of this topic student would be able to:

 Learn about defect removal effectiveness

Definition/Overview:

Defect removal effectiveness:The concept of defect removal effectiveness and its

measurement are central to software development. Defect removal is one of the top expenses

in any software project and it greatly affects schedules. Effective defect removal can lead to

reductions in the development cycle time and good product quality. For improvements in

quality, productivity, and cost, as well as schedule, it is important to use better defect

prevention and removal technologies to maximize the effectiveness of the project. It is

important for all projects and development organizations to measure the effectiveness of their

defect removal processes.
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Key Points:

1. Overview

In the 1960s and earlier, when software development was simply "code and test" and

software projects were characterized by cost overruns and schedule delays, the only defect

removal step was testing. In the 1970s, formal reviews and inspections were recognized as

important to productivity and product quality, and thus were adopted by development

projects. As a result, the value of defect removal as an element of he development process

strengthened. In his classic article on design and code inspections, Fagan (1976) touches on

the concept of defect removal effectiveness. He defined error detection efficiency as:

In an example of a COBOL application program Fagan cites, the total error detection

efficiency for both design and code inspection was 82%. Such a degree of efficiency seemed

outstanding. Specifically, the project found 38 defects per KNCSS (thousand noncommentary

source statements) via design and code inspections, and 8 defects per KNCSS via unit testing

and preparation for acceptance testing. No defects were found during acceptance testing or in

actual usage in a six-month period. From this example we know that defects found in the

field (actual usage of the software) were included in the denominator of Fagan's calculation

of defect removal efficiency. Intriguingly, the concept of defect removal effectiveness and its

measurements were seldom discussed in the literature, as its importance would merit, until

the mid-1980s . Not surprisingly, Jones's definition, stated here, is very similar to Fagan's:

2. A Closer Look at Defect Removal Effectiveness

To define defect removal effectiveness clearly, we must first understand the activities in the

development process that are related to defect injections and to removals. Defects are injected

into the product or intermediate deliverables of the product (e.g., design document) at various

phases. It is wrong to assume that all defects of software are injected at the beginning of

development. Table 6.1 shows an example of the activities in which defects can be injected or

removed for a development process.

For the development phases before testing, the development activities themselves are subject

to defect injection, and the reviews or inspections at end-of-phase activities are the key
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vehicles for defect removal. For the testing phases, the testing itself is for defect removal.

When the problems found by testing are fixed incorrectly, there is another chance to inject

defects. In fact, even for the inspection steps, there are chances for bad fixes. From the figure,

defect removal effectiveness for each development step, therefore, can be defined as:

2.1 Defect Removal Effectiveness and Quality Planning

Phase defect removal effectiveness and related metrics associated with effectiveness

analyses (such as defect removal and defect injection rates) are useful for quality

planning and quality management. These measurements clearly indicate which phase

of the development process we should focus on for improvement. Effectiveness

analyses can be done for the entire project as well as for local areas, such as at the

component level and specific departments in an organization, and the control chart

technique can be used to enforce consistent improvement across the board.

Longitudinal release-to-release monitoring of these metrics can give a good feel for

the process capability of the development organization. In addition, experiences from

previous releases provide the basis for phase-specific target setting and for quality

planning.

2.2 Phase-Based Defect Removal Model

The phase-based defect removal model (DRM) summarizes the relationships among

three metricsdefect injection, defect removal, and effectiveness. The DRM takes a set

of error-injection rates and a set of phase-effectiveness rates as input, then models the

defect removal pattern step by step. It takes a simplified view of Figure and works

like this:

2.3 Cost Effectiveness of Phase Defect Removal

In addition to the defect removal effectiveness by phase per se, the cost of defect

removal must be considered for efficient quality planning. Defect removal at earlier

development phases is generally less expensive. The closer the defects are found

relative to where and when they are injected, the less the removal and rework effort.

Fagan (1976) contends that rework done at the I0, I1, and I2 inspection levels can be

10 to 100 times less expensive than if work done in the last half of the process (formal

testing phases after code integration). According to Freedman and Weinberg (1982,

1984), in large systems, reviews can reduce the number of errors that reach the testing

phases by a factor of 10, and such reductions cut testing costs, including review costs,

by 50% to 80%. Remus (1983) studied the cost of defect removal during the three
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major life-cycle phases of design and code inspection, testing, and customer use

(maintenance phase) based on data from IBM's Santa Teresa (California) Laboratory.

He found the cost ratio for the three phases to be 1 to 20 to 82.

Based on sample data from IBM Rochester, we found the defect removal ratio for the

three phases for the AS/400 similar to Remus's, at 1 to 13 to 92. Caution:These

numbers may not be interpreted straightforwardly because defects that escaped to the

later testing phases and to the field are more difficult to find. When we invest and

improve the front end of the development process to prevent these more difficult

defects from escaping to the testing phases and to the field, the ratios may decrease.

Nonetheless, as long as the marginal costs of additional front-end defect removal

remains less than testing and field maintenance, additional investment in the front end

is warranted.

2.4 Defect Removal Effectiveness and Process Maturity Level

Based on a special study commissioned by the Department of Defense, Jones

estimates the defect removal effectiveness for organizations at different levels of the

development process capability maturity model (CMM):

o Level 1: 85%

o Level 2: 89%

o Level 3: 91%

o Level 4: 93%

o Level 5: 95%

3. Summary

Effective defect removal during the development process is central to the success of a

software project. Despite the variations in terms of terminology and operational definitions

(error detection efficiency, removal efficiency, early detection percentage, phase defect

removal effectiveness, phase defect containment effectiveness, etc.), the importance of the

concept of defect removal effectiveness and its measurement is well recognized. Literature

and industry examples substantiate the hypothesis that effective front-end defect removal

leads to improved quality of the end product. The relative cost of front-end defect removal is

much lower than the cost of formal testing at the back end and the maintenance phase when

the product is in the field.

To measure phase defect removal effectiveness, it is best to use the matrix approach in which

the defect data are cross-tabulated in terms of defect origin and the phase in which the defects

are found. Such an approach permits the estimation of phase defect injection and phase defect
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removal. In general, the shorter the time between defect origin and defect discovery, the more

effective and the less expensive the development process will be. The special case of the two-

phase defect removal model even provides a link between the relative effectiveness of front-

end defect removal and the estimated outcome of the quality of the product.

Topic : The Rayleigh Model.

Topic Objective:

At the end of this topic student would be able to:

 Learn about Rayleigh Model.

Definition/Overview:

Software reliability models:Software reliability models are used to assess a software

product's reliability or to estimate the number of latent defects when it is available to the

customers. Such an estimate is important for two reasons: (1) as an objective statement of the

quality of the product and (2) for resource planning for the software maintenance phase. The

criterion variable under study is the number of defects (or defect rate normalized to lines of

code or function points) in specified time intervals (weeks, months, etc.), or the time between

failures. Reliability models can be broadly classified into two categories: static models and

dynamic models. A static model uses other attributes of the project or program modules to

estimate the number of defects in the software.

Key Points:

1. Dynamic model

A dynamic model, usually based on statistical distributions, uses the current development

defect patterns to estimate end-product reliability. A static model of software quality

estimation has the following general form:
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where the dependent variable y is the defect rate or the number of defects, and the

independent variables xiare the attributes of the product, the project, or the process through

which the product is developed. They could be size, complexity, skill level, count of

decisions, and other meaningful measurements. The error term is e (because models don't

completely explain the behavior of the dependent variable). Estimated coefficients of the

independent variables in the formula are based on data from previous products. For the

current product or project, the values of the independent variables are measured, then plugged

into the formula to derive estimates of the dependent variablethe product defect rate or

number of defects.

Static models are static in the sense that the estimated coefficients of their parameters are

based on a number of previous projects. The product or project of interest is treated as an

additional observation in the same population of previous projects. In contrast, the parameters

of the dynamic models are estimated based on multiple data points gathered to date from the

product of interest; therefore, the resulting model is specific to the product for which the

projection of reliability is attempted.

2. The Rayleigh Model

The Rayleigh model is a member of the family of the Weibull distribution. The Weibull

distribution has been used for decades in various fields of engineering for reliability analysis,

ranging from the fatigue life of deep-groove ball bearings to electron tube failures and the

overflow incidence of rivers. It is one of the three known extreme-value distributions. One of

its marked characteristics is that the tail of its probability density function approaches zero

asymptotically, but never reaches it. Its cumulative distribution function (CDF) and

probability density function (PDF) are:

3. Basic Assumptions

Using the Rayleigh curve to model software development quality involves two basic

assumptions. The first assumption is that the defect rate observed during the development

process is positively correlated with the defect rate in the field, as illustrated in Figure. In

other words, the higher the curve (more area under it), the higher the field defect rate (the GA

phase in the figure), and vice versa. This is related to the concept of error injection. Assuming

the defect removal effectiveness remains relatively unchanged, the higher defect rates
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observed during the development process are indicative of higher error injection; therefore, it

is likely that the field defect rate will also be higher.

4. Implementation

Implementation of the Rayleigh model is not difficult. If the defect data (defect counts or

defect rates) are reliable, the model parameters can be derived from the data by computer

programs (available in many statistical software packages) that use statistical functions. After

the model is defined, estimation of end-product reliability can be achieved by substitution of

data values into the model. Figure shows a simple example of implementation of the

Rayleigh model in SAS, which uses the nonlinear regression procedure. From the several

methods in nonlinear regression, we chose the DUD method for its simplicity and efficiency.

DUD is a derivative-free algorithm for nonlinear least squares. It competes favorably with

even the best derivative-based algorithms when evaluated on a number of standard test

problems.

5. Reliability and Predictive Validity

In This content we examined issues associated with reliability and validity. In the context of

modeling, reliability refers to the degree of change in the model output due to chance

fluctuations in the input data. In specific statistical terms, reliability relates closely to the

confidence interval of the estimate: The narrower the confidence interval, the more reliable

the estimate, and vice versa. Confidence interval, in turn, is related to the sample size: Larger

samples yield narrower confidence intervals. Therefore, for the Rayleigh model, which is

implemented on a six-phase development process, the chance of having a satisfactory

confidence interval is very slim. My recommendation is to use as many models as appropriate

and rely on intermodel reliability to establish the reliability of the final estimates. For

example, in addition to the Rayleigh model, one can attempt the exponential model or other

reliability growth models. Although the confidence interval for each model estimate may not

be satisfactory, if the estimates by different models are close to each other, confidence in the

estimates is strengthened. In contrast, if the estimates from different models are not

consistent, we will not have much confidence in our estimates even if the confidence interval

for each single estimate is small. In such cases, more investigation is needed to understand

and to reconcile the differences across models before a final estimate is decided. Predictive

validity refers simply to the accuracy of model estimates. The fore-most thing to achieve
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predictive validity is to make sure that the input data are accurate and reliable. There is much

room for improvement in data quality in the software industry in general, including defect

tracking in software development. Within the development process, usually the tracking

system and the data quality are better at the back end (testing) than at the front end

(requirements analysis, design reviews, and code inspections). Without accurate data, it is

impossible to obtain accurate estimates.

6. Summary

The Rayleigh model is a special case of the Weibull distribution family, which has been

widely used for reliability studies in various fields. Supported by a large body of empirical

data, software projects were found to follow a life-cycle pattern described by the Rayleigh

curve, for both resource and staffing demand and defect discovery/removal patterns. The

Rayleigh model is implemented in several software products for quality assessment. It can

also be implemented easily via statistical software packages, such as the example provided in

this topic.

Compared to the phase-based defect removal model, the Rayleigh model is a formal

parametric model that can be used for projecting the latent software defects when the

development work is complete and the product is ready to ship to customers. The rationale

behind the model fits well with the rationale for effective software development. Specifically,

while the defect removal effectiveness approach focuses on defect removal, the Rayleigh

encompasses both defect prevention (reduction in defect rates) and early defect removal.

Topic : Exponential Distribution And Reliability Growth Models

Topic Objective:

At the end of this topic student would be able to:

 Learn about The Exponential Model

 Learn about Reliability Growth Models

 Understands Criteria for Model Evaluation

 Learn about Modeling Process

 Learn about Test Compression Factor
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 Learn about Estimating the Distribution of Total Defects over Time

Definition/Overview:

Exponential model: The exponential model is another special case of the Weibull family,

with the shape parameter m equal to 1.

Key Points:

1. The Exponential Model

The exponential model is another special case of the Weibull family, with the shape

parameter m equal to 1. It is best used for statistical processes that decline monotonically to

an asymptote. In actual application, the total number of defects or the total cumulative defect

rate K needs to be multiplied to the formulas. K and lambda (λ) are the two parameters for

estimation when deriving a specific model from a data set.

The exponential distribution is the simplest and most important distribution in reliability and

survival studies. The failure data of much equipment and many processes are well described

by the exponential distribution: bank statement and ledger errors, payroll check errors, light

bulb failure, automatic calculating machine failure, radar set component failure, and so forth.

The exponential distribution plays a role in reliability studies analogous to that of normal

distribution in other areas of statistics.

2. Reliability Growth Models

The exponential model can be regarded as the basic form of the software reliability growth

models. For the past two decades, software reliability modeling has been one of the most

active areas in software engineering. More than a hundred models have been proposed in

professional journals and at software conferences, each with its own assumptions,

applicability, and limitations. Unfortunately, not many models have been tested in practical

environments with real data, and even fewer models are in use. From the practical software

development point of view, for some models the cost of gathering data is too expensive; some

models are not understandable; and some simply do not work when examined. For instance,

Elbert and associates (1992) examined seven reliability models with data from a large and

complex software system that contained millions of lines of source code. They found that

some models gave reasonable results, and others provided unrealistic estimates. Despite a

good fit between the model and the data, some models predicted the prob-ability of error
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detection as a negative value. The range of the estimates of the defects of the system from

these models is incredibly widefrom 5 to 6 defects up to 50,000.

Software reliability growth models can be classified into two major classes, depending on the

dependent variable of the model. For the time between failures models, the variable under

study is the time between failures. This is the earliest class of models proposed for software

reliability assessment. It is expected that the failure times will get longer as defects are

removed from the software product. A common approach of this class of model is to assume

that the time between, say, the (i - 1)st and the ith failures follows a distribution whose

parameters are related to the number of latent defects remaining in the product after the (i -

1)st failure. The distribution used is supposed to reflect the improvement in reliability as

defects are detected and removed from the product. The parameters of the distribution are to

be estimated from the observed values of times between failures. Mean time to next failure is

usually the parameter to be estimated for the model.

3. Model Assumptions

Reliability modeling is an attempt to summarize the complex reality in precise statistical

terms. Because the physical process being modeled (the software failure phenomenon) can

hardly be expected to be so precise, unambiguous statements of the assumptions are

necessary in the development of a model. In applications, the models perform better when the

underlying assumptions are met, and vice versa. In other words, the more reasonable the

assumptions, the better a model will be. From the preceding summary of several reliability

growth models, we can see that earlier models tend to have more restrictive assumptions.

More recent models tend to be able to deal with more realistic assumptions. For instance, the

J-M model's five assumptions are:

 There are N unknown software faults at the start of testing.

 Failures occur randomlytimes between failures are independent.

 All faults contribute equally to cause a failure.

 Fix time is negligible.

 Fix is perfect for each failure; there are no new faults introduced during correction.

4. Criteria for Model Evaluation

For reliability models, in 1984 a group of experts devised a set of criteria for model

assessment and comparison. The criteria are listed as follows, by order of importance as

determined by the group:
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 Predictive validity: The capability of the model to predict failure behavior or the number of

defects for a specified time period based on the current data in the model.

 Capability: The ability of the model to estimate with satisfactory accuracy quantities needed

by software managers, engineers, and users in planning and managing software development

projects or controlling change in operational software systems.

 Quality of assumptions: The likelihood that the model assumptions can be met, and the

assumptions' plausibility from the viewpoint of logical consistency and software engineering

experience.

 Applicability: The model's degree of applicability across different software products (size,

structure, functions, etc.).

 Simplicity: A model should be simple in three aspects: (1) simple and inexpensive to collect

data, (2) simple in concept and does not require extensive mathematical background for

software development practitioners to comprehend, and (3) readily implemented by computer

programs.

 Group Heading 1

5. Modeling Process

To model software reliability, the following process or similar procedures should be used.

 Examine the data. Study the nature of the data (fault counts versus times between failures),

the unit of analysis (CPU hour, calendar day, week, month, etc.), the data tracking system,

data reliability, and any relevant aspects of the data. Plot the data points against time in the

form of a scatter diagram, analyze the data informally, and gain an insight into the nature of

the process being modeled. For example, observe the trend, fluctuations, and any peculiar

patterns and try to associate the data patterns with what was happening in the testing process.

As another example, sometimes if the unit of time is too granular (e.g., calendar-time in hours

of testing), the noise of the data may become too large relative to the underlying system

pattern that we try to model. In that case, a larger time unit such as day or week may yield a

better model.

 Select a model or several models to fit the data based on an understanding of the test process,

the data, and the assumptions of the models. The plot in step 1 can provide helpful

information for model selection.

 Estimate the parameters of the model. Different methods may be required depending on the

nature of the data. The statistical techniques (e.g., the maximum likelihood method, the least-
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squares method, or some other method) and the software tools available for use should be

considered.

 Obtain the fitted model by substituting the estimates of the parameters into the chosen model.

At this stage, you have a specified model for the data set.

 Perform a goodness-of-fit test and assess the reasonableness of the model. If the model does

not fit, a more reasonable model should be selected with regard to model assumptions and the

nature of the data. For example, is the lack of fit due to a few data points that were affected

by extraneous factors? Is the time unit too granular so that the noise of the data obscures the

underlying trend?

 Make reliability predictions based on the fitted model. Assess the reasonableness of the

predictions based on other available informationactual performance of a similar product or of

a previous release of the same product, subjective assessment by the development team, and

so forth.

6. Test Compression Factor

As the example and other cases in the literature illustrate , a fair degree of accuracy to project

the remaining number of defects can be achieved by software reliability models, based on

testing data. This approach works especially well if the project is large, where defect arrivals

tend not to fluctuate much; if the system is not for safety-critical missions; and if

environment-specific factors are taken into account when choosing a model. For safety-

critical systems, the requirements for reliability and, therefore, for reliability models, are

much more stringent.

Even though the projection of the total number of defects (or defect rates) may be reasonably

accurate, it does not mean that one can extend the model density curve from the testing phase

to the maintenance phase (customer usage) directly. The defect arrival patterns of the two

phases may be quite different, especially for commercial projects. During testing the sole

purpose is to find and remove defects; test cases are maximized for defect detection,

therefore, the number of defect arrivals during testing is usually higher. In contrast, in

customers' applications it takes time to encounter defectswhen the applications hit usual

scenarios. Therefore, defect arrivals may tend to spread. Such a difference between testing-

defect density and field-defect density is called the compression factor. The value of the

compression factor varies, depending on the testing environments and the customer usage

profiles. It is expected to be larger when the test strategy is based on partition and limit

testing and smaller for random testing or customer-environment testing. In the assessment by
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Elbert and associates (1992) on three large-scale commercial projects, the com-pression

factor was 5 for two projects and 30 for a third. For projects that have extensive customer

beta tests, models based on the beta test data may be able to extrapolate to the field use phase.

7. Estimating the Distribution of Total Defects over Time

It is apparent that for software maintenance planning, we should (1) use the reliability models

to estimate the total number of defects or defect rate only and (2) spread the total number of

defects into arrival pattern over time based on historical patterns of field defect arrivals.

The field defect arrival patterns, in turn, can be modeled by the same process. Our experience

with several operating systems indicates that the arrival curves follow the Rayleigh, the

exponential, or the S models. As discussed in This content, The field defect arrivals pattern of

another IBM system software, which can be modeled by the Rayleigh curve or the Weibull

distribution with the shape parameter, m, equal to 1.8.

8. Summary

The exponential distribution, another special case of the Weibull distribution family, is the

simplest and perhaps most widely used distribution in reliability and survival studies. In

software, it is best used for modeling the defect arrival pattern at the back end of the

development processfor example, the final test phase. When calendar-time (versus execution-

time) data are used, a key assumption for the exponential model is that the testing effort is

homogeneous throughout the testing phase. If this assumption is not met, normalization of the

data with respect to test effort is needed for the model to work well. In addition to the

exponential model, numerous software reliability growth models have been proposed, each

with its own assumptions, applicability, and limitations. However, relatively few have been

verified in practical environments with industry data, and even fewer are in use. Based on the

criteria variable they use, software reliability growth models can be classified into two major

classes: time between failures models and fault count models. In this topic we summarize

several well-known models in each class and illustrate the modeling process with a real-life

example. From the practitioner's vantage point, the most important criteria for evaluating and

choosing software reliability growth models are predictive validity, simplicity, and quality of

assumptions.

In Section 3 of this course you will cover these topics:
Quality Management Models
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In-Process Metrics For Software Testing

Complexity Metrics And Models

Metrics And Lessons Learned For Object-Oriented Projects

Topic : Quality Management Models

Topic Objective:

At the end of this topic student would be able to:

 Learn about Rayleigh Model Framework

 Understands Code Integration Pattern

 Learn about The PTR Submodel

 Learn about The PTR Arrival and Backlog Projection Model

 Understands Reliability Growth Models

 Learn about Criteria for Model Evaluation

 Understands In-Process Metrics and Reports

 Learn about Orthogonal Defect Classification

Definition/Overview:

Rayleigh model: Rayleigh model covers all phases of the development process and can be

used as the overall defect model. Yet, we need more specific models for better tracking of

development quality.

Key Points:

1. The Rayleigh Model Framework

Perhaps the most important principle in software engineering is "do it right the first time."

This principle speaks to the importance of managing quality throughout the development

process. Our interpretation of the principle, in the context of software quality management, is

threefold:

 The best scenario is to prevent errors from being injected into the development process.
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 When errors are introduced, improve the front end of the development process to remove as

many of them as early as possible. Specifically, in the context of the waterfall development

process, rigorous design reviews and code inspections are needed. In the Cleanroom

methodology, function verification by the team is used.

 If the project is beyond the design and code phases, unit tests and any additional tests by the

developers serve as gatekeepers for defects to escape the front-end process before the code is

integrated into the configuration management system (the system library). In other words, the

phase of unit test or pre-integration test (the development phase prior to system integration) is

the last chance to do it right the "first time."

2. Code Integration Pattern

Among the major phases of any development process (i.e., requirements/analysis, design,

code, test, and customer validation), code development is perhaps the most fundamental

activity. Completion of coding and unit testing, and therefore the inte-gration of code into the

system library (to be ready for formal testing) is perhaps the most concrete intermediate

deliverable of a project. Code completion by no means implies that the project is near

completion. The earlier the code is complete and integrated into the system library relative to

the project completion date, the better chance it will be adequately tested. In most software

development projects, code completion does not occur only once for the entire project.

Different pieces of function are completed at different times, within a certain calendar-time

range on the project schedule. There is a common practice of continual code integration into

the system library and the starting of component tests (functional tests), usually until the start

of system testing. The pattern of code integration over time, relative to the product delivery

date, therefore, is a crucial variable for schedule and quality management.

3. The PTR Submodel

Although the Rayleigh model, which covers all phases of the development process, can be

used as the overall defect model, we need more specific models for better tracking of

development quality. For example, the testing phases may span several months. For the

waterfall process, formal testing phases include component test, component regression test,

and system test. For in-process quality management, one must also ensure that the

chronological pattern of testing defect removal is on track. To derive a testing defect model,

once again the Rayleigh model or other parametric models can be used if such models

adequately describe the testing defect arrival patterns.
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If the existing parametric models do not fit the defect patterns, special models for assessing

in-process quality have to be developed. Furthermore, in many software projects, there is a

common practice that the existing reliability models may not be able to address: the practice

of continual code integration. Sequential chunks of code are integrated when ready and this

integration occurs throughout the development cycle until the system testing starts. To

address this situation, we developed a simple nonparametric PTR submodel for testing defect

tracking. It is called a PTR model because in many development organizations testing defects

are tracked via some kind of problem tracking report (PTR), which is a part of the change

control process during testing. Valid PTRs are, therefore, valid code defects. It is a submodel

because it is part of the overall defect removal model. Simply put, the PTR submodel spreads

over time the number of defects that are expected to be removed during the machine-testing

phases so that more precise tracking is possible. It is a function of three variables:

4. The PTR Arrival and Backlog Projection Model

Near the end of the development cycle, a key question to ask is whether the scheduled code-

freeze date can be met without sacrificing quality. Will the PTR arrival and backlog decrease

to the predetermined desirable levels by the code-freeze date? The PTR submodel discussed

earlier is clearly not able to accomplish this task because it is a tracking tool, not a projection

tool. In contrast, the exponential model and other reliability growth models based on system

test data, while being sufficient for the task, require data points well into the system test

phase. Moreover, the analytic models may or may not be adequate depending on the

goodness of fit. For cases like this, other types of modeling approaches may be needed. Here

we present an example that we call the PTR arrival and backlog projection models. Its

purpose is to project the PTR arrivals and backlog at the end of the development process.

Analytical models aside, our approach was to derive empirical models based on data from the

current project. If we were able to capture key explanatory variables in the models, we should

be able to tap the correct message of the data with a certain degree of confidence. In this

regard, the general linear model approach is readily available. From experience, we know that

polynomial time terms combined with relevant variables usually form good projection

models. This model is different from the exponential model in several aspects. First, the time

frame covers all machine testing (all PTRs) after the code is integrated (part of unit test,

component test, component regression test, and system test). The exponential model applies

only to defect arrivals during system test. Second, the data for this model are PTR arrivals

and backlog, while the exponential model includes only valid PTRs (defects).

5. Reliability Growth Models
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Although reliability growth models are meant for reliability assessment, they are also useful

for quality management at the back end of the development process. Models developed from

a previous product or a previous release of the same product can be used to track the testing

defects of the current product. To have significant improvement, the defect arrival rate (or

failure density) of the current project must fall below the model curve. Figure shows an

example from a systems software product developed at IBM Rochester. Each data point

represents a weekly defect arrival rate during the system test phase. The defect arrival

patterns represented by the triangles and circles indicate two later releases of the same

product. Compared to the baseline model curve, both new releases witnessed a significant

reduction in defect rate during the system test phase.

6. Criteria for Model Evaluation

With regard to quality management models, we propose that timeliness of quality indications,

scope of coverage of the development process, and capability be the major criteria for

evaluation.

The earlier a model can detect signs of quality problems or improvements, the more time is

available for proactive planning. Furthermore, corrections in the early phases of the

development process are much less expensive than those made at the back end.

7. In-Process Metrics and Reports

We have thus far discussed an overall framework and the models associated with the

framework for quality management during the development process. To facilitate the

implementation of these models, we need a defect tracking and reporting system and a set of

related in-process metrics. This is especially true for large development projects that involves

many teams. In-process measurements and feedback, therefore, need to be available at

various levels, ranging from the component team (several members) level to the entire

product and system, which may involve more than one organization. In this section we

present some examples of in-process metrics and reports.

8. Orthogonal Defect Classification

Orthogonal defect classification (ODC) is a method for in-process quality management based

on defect cause analysis . Defect cause or defect type analysis by phase of development is not

new. In many development organizations, metrics associated with defect cause are part of the

in-process measurement system. The ODC method asserts that a set of mutually independent

cause categories (orthogonal) can be developed, which can be used across phases of

development and across products, and that the distribution of these defect types is associated
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with process phases. The authors contend that a more or less stable "signature profile" of

defect type distribution can be established by each phase of the development process. By

examining the distribution of defect types, therefore, one can tell which development phase

the current project is at, logically. The authors propose eight defect types:

 Function

 Interface

 Checking

 Assignment

 Timing/serialization

 Build/package/merge

 Documentation

 Algorithm

9. Summary

Quality management models are valuable for monitoring and managing the quality of

software when it is under development. These models emerged from the practical needs of

large-scale software development. Unlike reliability models, which are numerous, there are

few models for in-process quality management in the literature. Whereas reliability models

need to provide precise and predictively valid results, the demand for precision for

management models is far less. In contrast, the major criteria for management models are

timeliness for quality indications, scope of coverage (of various phases of the development

process), and capability (various indicators and attributes of quality). Therefore, when

reliability models are used for quality management (instead of being used as prediction tools),

a different focus should be applied. The Rayleigh model (or for that matter the phase-based

defect model) provides a nice framework for quality management, covering the entire

development process. Within the overall Rayleigh framework, submodels such as the

effort/outcome model, the PTR submodel, the PTR arrival and backlog projection models, the

reliability growth models, and related in-process metrics provide further specifics.
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Topic : In-Process Metrics For Software Testing

Topic Objective:

At the end of this topic student would be able to:

 Learn about In-Process Metrics for Software Testing

 In-Process Metrics and Quality Management

Definition/Overview:

Metrics: Metrics have been used in the IBM Rochester software development laboratory for

some years with continual evolution and improvement, so there is ample implementation

experience with them. This is important because although there are numerous metrics for

software testing, and new ones being proposed frequently, relatively few are supported by

sufficient experiences of industry implementation to demonstrate their usefulness. For each

metric, we discuss its purpose, data, interpretation, and use, and provide a graphic example

based on real-life data.

Key Points:

1. In-Process Metrics for Software Testing

In this section, we discuss the key in-process metrics that are effective for managing software

testing and the in-process quality status of the project.

Test Progress S Curve (Planned, Attempted, Actual)

Tracking the progress of testing is perhaps the most important tracking task for managing

software testing. The metric we recommend is a test progress S curve over time. The X-axis

of the S curve represents time units and the Y-axis represents the number of test cases or test

points. By "S curve" we mean that the data are cumulative over time and resemble an "S"

shape as a result of the period of intense test activity, causing a steep planned test ramp-up.

For the metric to be useful, it should contain the following information on one graph:
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 Planned progress over time in terms of number of test cases or number of test points to be

completed successfully by week (or other time unit such as day or hour)

 Number of test cases attempted by week (or other time unit)

 Number of test cases completed successfully by week (or other time unit)

The purpose of this metric is to track test progress and compare it to the plan, and therefore

be able to take action upon early indications that testing activity is falling behind. It is well

known that when the schedule is under pressure, testing, especially development testing, is

affected most significantly. Schedule slippage occurs day by day and week by week. With a

formal test progress metric in place, it is much more difficult for the team to ignore the

problem. From the project planning perspective, an S curve forces better planning.

The empty bars indicate the cumulative number of test cases attempted and the solid bars

represent the number of successful test cases. With the plan curve in place, each week when

the test is in progress, two bars (one for attempted and one for successful) are added to the

graph. This example shows that during the rapid test ramp-up period (the steep slope of the

curve), for some weeks the test cases attempted were slightly ahead of plan (which is

possible), and the successes were slightly behind plan.

In-Process Metrics for Software Testing > In-Process Metrics and Quality Management

2. In-Process Metrics and Quality Management

We have the following recommendations for implementing in-process metrics for software

testing in general:

 Whenever possible, use calendar time, instead of phases of the development process, as the

measurement unit for in-process metrics. There are some phase-based metrics or defect cause

analysis methods available, which we also use. However, in-process metrics based on

calendar time provide a direct statement on the status of the project with regard to whether it

can be developed on time with desirable quality. As appropriate, a combination of time-based

metrics and phase-based metrics may be desirable.

 For time-based metrics, use ship date as the reference point for the X-axis and use week as

the unit of measurement. By referencing the ship date, the metric portrays the true in-process

status and conveys a "marching toward completion" message. In terms of time units, we
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found that data at the daily level proved to have too much fluctuation and data at the monthly

level lost its timeliness, and neither can provide a trend that can be spotted easily. Weekly

data proved optimal in terms of both measurement trends and cycles for actions. Of course,

when the project is approaching the back end of the development cycle, some metrics may

need to be monitored and actions taken daily. For very small projects, the time units should

be scaled according to the length of the test cycle and the pattern of defect arrivals.

 Metrics should indicate "good" or "bad" in terms of quality or schedule. To achieve these

objectives, a comparison baseline (a model or some history) should always be established.

Metrics should also have a substantial visual component so that "good" and "bad" are

observable by the users without significant analysis. In this regard, we recommend frequent

use of graphs and trend charts.

 Some metrics are subject to strong management actions, whereas a few specific ones should

not be intervened with. For example, defect arrival pattern is an important quality indicator of

the project. It is driven by test effectiveness and test progress. It should not be artificially

controlled. When defects are discovered by testing, defect reports should be opened and

tracked. On the other hand, testing progress can be managed. Therefore, defect arrival pattern

can be influenced only indirectly via managing the testing. In contrast, defect backlog is

completely subject to management and control.

 Finally, the metrics should be able to drive improvements. The ultimate questions for the

value of metrics is, as a result of metrics, what kind and how much improvement will be

made and to what extent will the final product quality be influenced?

3. Possible Metrics for Acceptance Testing to Evaluate Vendor-Developed Software

Due to business considerations, a growing number of organizations rely on external vendors

to develop the software for their needs. These organizations typically conduct an acceptance

test to validate the software. In-process metrics and detailed information to assess the quality

of the vendors' software are generally not available to the contracting organizations.

Therefore, useful indicators and metrics related to acceptance testing are important for the

assessment of the software. The IBM 2000 Sydney Olympics project was one such project, in

which IBM evaluated vendor-delivered code to ensure that all elements of a highly complex

system could be integrated successfully. The summer 2000 Olympic Games was considered

the largest sporting event in the world. For example, there were 300 medal events, 28

different sports, 39 competition venues, 30 accreditation venues, 260,000 INFO users, 2,000
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INFO terminals, 10,000 news records, 35,000 biographical records, and 1.5 million historical

records. There were 6.4 million INFO requests per day on the average and the peak Internet

hits per day was 874.5 million. For the Venue Results components of the project, Bassin,

Biyani, and Santhanam developed and successfully applied a set of metrics for IBM's testing

of the vendor software. The metrics were defined based on test case data and test case

execution data; that is, when a test case was attempted for a given increment code delivery,

an execution record was created. Entries for a test case execution record included the date and

time of the attempt, and the execution status, test phase, pointers to any defects found during

execution, and other ancillary information. There were five categories of test execution

status: pass, completed with errors, fail, not implemented, and blocked. A status of "failed" or

"completed with errors" would result in the generation of a defect record. A status of "not

implemented" indicated that the test case did not succeed because the targeted function had

not yet been implemented, because this was in an incremental code delivery environment.

The "blocked" status was used when the test case did not succeed because access to the

targeted area was blocked by code that was not functioning correctly. Defect records would

not be recorded for these latter two statuses. The key metrics derived and used include the

following:

3.1 How Do You Know Your Product Is Good Enough to Ship?

Determining when a product is good enough to ship is a complex issue. It involves the

types of products (e.g., a shrink-wrap application software versus an operating

system), the business strategy related to the product, market opportunities and timing,

customers requirements, and many more factors. The discussion here pertains to the

scenario in which quality is an important consideration and that on-time delivery with

desirable quality is the major project goal.

A simplistic view is that one establishes a target for one or several in-process metrics,

and if the targets are not met, then the product should not be shipped per schedule. We

all know that this rarely happens in real life, and for legitimate reasons. Quality

measurements, regardless of their maturity levels, are never as black and white as

meeting or not meeting a delivery date. Furthermore, there are situations where some

metrics are meeting targets and others are not. There is also the question of how bad is

the situation. Nonetheless, these challenges do not diminish the value of in-process
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measurements; they are also the reason for improving the maturity level of software

quality metrics.

4. Summary

In this topic we discuss a set of in-process metrics for the testing phases of the software

development process. We provide real-life examples based on implementation experiences at

the IBM Rochester software development laboratory. We also revisit the effort/outcome

model as a framework for establishing and using in-process metrics for quality management.

There are certainly many more in-process metrics for software test that are not covered here;

it is not our intent to provide a comprehensive coverage. Furthermore, not every metric we

discuss here is applicable universally. We recommend that the several metrics that are basic

to software testing (e.g., the test progress curve, defect arrivals density, critical problems

before product ship) be integral parts of all software testing.

Topic : Complexity Metrics And Models

Topic Objective:

At the end of this topic student would be able to:

 Learn about Lines of Code

 Learn about Cyclomatic Complexity

 Learn about Syntactic Constructs

Definition/Overview:

Reliability models: Reliability models are developed and studied by researchers and

software reliability practitioners with sophisticated skills in mathematics and statistics;

quality management models are developed by software quality professionals and product

managers for practical project and quality management. Software complexity research, on the

other hand, is usually conducted by computer scientists or experienced software engineers.
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Like the reliability models, many complexity metrics and models have emerged in the recent

past. In this topic we discuss several key metrics and models, and describe a real-life example

of metric analysis and quality improvement.

Key Points:

1. Lines of Code

The lines of code (LOC) count is usually for executable statements. It is actually a count of

instruction statements. The interchangeable use of the two terms apparently originated from

Assembler program in which a line of code and an instruction statement are the same thing.

Because the LOC count represents the program size and complexity, it is not a surprise that

the more lines of code there are in a program, the more defects are expected. More

intriguingly, researchers found that defect density (defects per KLOC) is also significantly

related to LOC count. Early studies pointed to a negative relationship: the larger the module

size, the smaller the defect rate. For instance, Basili and Perricone (1984) examined

FORTRAN modules with fewer than 200 lines of code for the most part and found higher

defect density in the smaller modules. Shen and colleagues (1985) studied software written in

Pascal, PL/S, and Assembly language and found an inverse relationship existed up to about

500 lines. Since larger modules are generally more complex, a lower defect rate is somewhat

counterintuitive. Interpretation of this finding rests on the explanation of interface errors:

Interface errors are more or less constant regardless of module size, and smaller modules are

subject to higher error density because of smaller denominators.

More recent studies point to a curvilinear relationship between lines of code and defect rate:

Defect density decreases with size and then curves up again at the tail when the modules

become very large. For instance, Withrow (1990) studied modules written in Adafor a large

project at Unisys and confirmed the concave relationship between defect density (during

formal test and integration phases) and module size. Specifically, of 362 modules with a wide

range in size (from fewer than 63 lines to more than 1,000), Withrow found the lowest defect

density in the category of about 250 lines. Explanation of the rising tail is readily available.

When module size becomes very large, the complexity increases to a level beyond a

programmer's immediate span of control and total comprehension. This new finding is also

consistent with previous studies that did not address the defect density of very large modules.
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Experience from the AS/400 development also lends support to the curvilinear model. In the

example in Figure, although the concave pattern is not as significant as that in Withrow's

study, the rising tail is still evident.

The curvilinear model between size and defect density sheds new light on software

quality engineering. It implies that there may be an optimal program size that can lead

to the lowest defect rate. Such an optimum may depend on language, project, product,

and environment; apparently many more empirical investigations are needed.

Nonetheless, when an empirical optimum is derived by reasonable methods (e.g., based

on the previous release of the same product, or based on a similar product by the same

development group), it can be used as a guideline for new module development.

Halstead's Software Science

Halstead (1977) distinguishes software science from computer science. The premise of

software science is that any programming task consists of selecting and arranging a finite

number of program "tokens," which are basic syntactic units distinguishable by a compiler. A

computer program, according to software science, is a collection of tokens that can be

classified as either operators or operands. The primitive measures of Halstead's software

science are:

2. Cyclomatic Complexity

The measurement of cyclomatic complexity by McCabe (1976) was designed to indicate a

program's testability and understandability (maintainability). It is the classical graph theory

cyclomatic number, indicating the number of regions in a graph. As applied to software, it is

the number of linearly independent paths that comprise the program. As such it can be used

to indicate the effort required to test a program. To determine the paths, the program

procedure is represented as a strongly connected graph with unique entry and exit points. The

general formula to compute cyclomatic complexity is:

3. Syntactic Constructs

McCabe's cyclomatic complexity index is a summary index of binary decisions. It does not

distinguish different kinds of control flow complexity such as loops versus IF-THEN-ELSES

or cases versus IF-THEN-ELSES. Researchers of software metrics also studied the

association of individual syntactic constructs with defect level. For instance, Shen and

associates (1985) discovered that the number of unique operands (n2) was useful in
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identifying the modules most likely to contain errors for the three software products they

studied. Binder and Poore (1990) empirically supported the concept of local software quality

metrics whose formulation is based on software syntactic attributes. Such local metrics may

be specific to the products under study or the development teams or environments. However,

as long as an empirical association with software quality is established, those metrics could

provide useful clues for improvement actions. In selecting such metrics for study,

consideration must be given to the question of whether the metric could be acted on. In

studying the quality and syntactic indicators among a sample of twenty modules of a COBOL

compiler product, Lo (1992) found that field defects at the module level can be estimated

through the following equations:

3.1 Structure Metrics

Lines of code, Halstead's software science, McCabe's cyclomatic complexity, and

other metrics that measure module complexity assume that each program module is a

separate entity. Structure metrics try to take into account the interactions between

modules in a product or system and quantify such interactions. Many approaches in

structure metrics have been proposed. Some good examples include invocation

complexity by McClure (1978), system partitioning measures by Belady and

Evangelisti (1981), information flow metrics by Henry and Kafura (1981), and

stability measures by Yau and Collofello (1980). Many of these metrics and models,

however, are yet to be verified by empirical data from software development projects.

Perhaps the most common design structure metrics are the fan-in and fan-out metrics,

which are based on the ideas of coupling proposed by Yourdon and Constantine

(1979) and Myers (1978):

3.2 An Example of Module Design Metrics in Practice

In this section, we describe an analysis of several module design metrics as they relate

to defect level, and how such metrics can be used to develop a software quality

improvement plan. Special attention is given to the significance of cyclomatic

complexity. Data from all program modules of a key component in the AS/400

software system served as the basis of the analysis. The component provides facilities

for message control among users, programs, and the operating system. It was written

in PL/ MI (a PL/1like language) and has about 70 KLOC. Because the component

functions are complex and involve numerous interfaces, the component has

consistently experienced high reported error rates from the field. The purpose of the
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analysis was to produce objective evidences so that data-based plans can be

formulated for quality and maintainability improvement.

4. Summary

This topic describes several major metrics and models with regard to software module and

design from the viewpoint of the metrics' correlation with defect level. Regardless of whether

the metrics are lines of code, the software science metrics, cyclomatic complexity, other

syntactic constructs, or structure metrics, these metrics seem to be operational definitions of

the complexity of the software design and module implementation. In retrospect, the key to

achieving good quality is to reduce the complexity of software design and implementation,

given a problem domain for which the software is to provide a solution. The criteria for

evaluation of complexity metrics and models, therefore, rest on their explanatory power and

applicability. Explanatory power refers to the model's ability to explain the relationships

among complexity, quality, and other programming and design parameters. Applicability

refers to the degree to which the models and metrics can be applied by software engineers to

improve their work in design, coding, and testing. This is related to whether the model or

metric can provide clues that can lead to specific actions for improvement. As a secondary

criterion to explanatory power, congruence between the underlying logic of the model and the

reasoning patterns of software engineers also plays a significant role. As a case in point,

McCabe's complexity metrics may appeal more to programming development professionals

than Halstead's token-based software science. During the design, code, and test phases,

software engineers' line of reasoning is determined more in terms of decision points,

branches, and paths than in terms of the number of operators and operands.

Topic : Metrics And Lessons Learned For Object-Oriented Projects

Topic Objective:

At the end of this topic student would be able to:

 Learn bout Design and Complexity Metrics

 Learn bout Productivity Metrics
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 Learn bout Quality and Quality Management Metrics

 Learn bout Lessons Learned from OO Projects

 Learn bout Education and Skills Level

Definition/Overview:

Class: A class is a template from which objects can be created. It defines the structure and

capabilities of an object instance. The class definition includes the state data and the

behaviors (methods) for the instances of that class. The class can be thought of as a factory

that creates instances as needed. For example, an Account class may have methods to allow

deposits and withdrawals, using a balance instance variable to hold the current balance. This

definition defines how an Account works, but it is not an actual account.

Abstract class: An abstract class is a class that has no instances created to facilitate sharing

of state data and services among similar more specialized subclasses.

Concrete class: A concrete class is a class that has instances. For example, there might be a

Savings Account class with a number of instances in a bank application.

Object: An object is an instantiation of a class. It is anything that models things in the real

world. These things can be physical entities such as cars, or events such as a concert, or

abstractions

such as a general-purpose account. An object has state (data) and behavior (methods or

services), as defined for the class of objects it belongs to.

Method: A method is a class service behavior. It operates on data in response to a message

and is defined as part of the declaration of a class. Methods reflect how a problem is broken

into segments and the capabilities other classes expect of a given class.

Message: Objects communicate via messages. To request a service from another object, an

object sends it a message. This is the only means to get information from an object, because

its data is not directly accessible (this is called encapsulation).
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Instance variable: Instance variable is a place to store and refer to an object's state data. In

traditional programming, this would be a data variable. In OO paradigm, data is made up of

instance variables of an object.

Inheritance: Similar classes of objects can be organized into categories called class

hierarchies. The lower-level classes (called subclasses) can use the services of all the higher

classes in their hierarchy. This is called inheritance. Inheritance is simply a way of reusing

services and data. As an example, Savings accounts are types of general Account, and IRA

accounts are types of Savings accounts. The Savings account inherits the capability to handle

deposits from the Account class. The number of subclasses in the class hierarchy is called

hierarchy nesting or depth of inheritance tree (DIT).

Key Points:

1. Overview

Figure provides a pictorial description of the OO structures and key concepts. For example,

"Account", "Savings CheckingAccount", "HomeEquity", and "CertificateAccount" are all

classes. "Account" is also an abstract class; the other classes are its subclasses, which are

concrete classes. "Ken Brown's Savings Account" and "Ken Brown's HomeEquity Account"

are objects. The "Account" class has three subclasses or children. "AccountNumber" is an

instance variable, also called an attribute, and getBalance is a method of the "Account" class.

All instance variables and methods for the "Account" class are also the instance variables and

methods of its subclasses through inheritance. The object "Ken Brown'sSavingsAccount"

sends a message to the object "Ken Brown's HomeEquity Account", via the "transfer" method

and thereby invokes the "setMonthlyPayment" method.

2. Design and Complexity Metrics

Classes and methods are the basic constructs for OO technology. The amount of function

provided by an OO software can be estimated based on the number of identified classes and

methods or its variants. Therefore, it is natural that the basic OO metrics are related to classes

and methods, and the size (logical lines of code, or LOC) or function points of the classes and

methods. For design and complexity measures, the metrics would have to deal with specific

OO characteristics such as inheritance, instance variable, and coupling.
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3. Productivity Metrics

As stated in the preface, productivity metrics are outside the scope of this book. Software

productivity is a complex subject that deserves a much more complete treatment than a brief

discussion in a book that focuses on quality and quality metrics. For non-OO projects, much

research has been done in assessing and measuring productivity and there are a number of

well-known books in the literature.. For productivity metrics for OO projects, relatively few

research has been conducted and published. Because this topic is on OO metrics in general,

we include a brief discussion on productivity metrics. Metrics like lines of code per hour,

function points per person-month (PM), number of classes per person-year (PY) or person-

month, number of methods per PM, average person-days per class, or even hours per class

and average number of classes per developer have been proposed or reported in the literature

for OO productivity. Despite the differences in units of measurement, these metrics all

measure the same concept of productivity, which is the number of units of output per unit of

effort. In OO development, the unit of output is class or method and the common units of

effort are PY and PM. Among the many variants of productivity metric, number of classes

per PY and number of classes per PM are perhaps the most frequently used.

4. Quality and Quality Management Metrics

The corresponding measure for defects per KLOC and defects per function point in OO is

defects per class. In search of empirical data related to OO defect rates, we noted that data

about OO quality is even more rare than productivity data. Table 12.7 shows the data that we

tracked for some of the projects we discuss in this topic.

Testing defect rates for these projects ranged from 0.21 defects per class to 0.69 per class and

from 2.6 defects per KLOC (new and changed code) to 8.2 defects per KLOC. In our long

history of defect tracking, defect rates during testing when the products were under

development ranges from 4 defects per KLOC to about 9 defects per KLOC for procedural

programming. The defect rates of these OO projects compare favorably with our history.

With one year in the field, the defect rates of these products ranged from 0.01 defects per

class to 0.05 defects per class and from 0.05 defects per KLOC to 0.78 defects per KLOC.

Again, these figures, except the defects/KLOC for Project B, compare well with our history.

5. Lessons Learned from OO Projects

At IBM Rochester, the deployment of OO technology in software development began in the

early 1990s. More than ten years later, numerous projects are now developed with this

technology. We conducted assessments of selected projects throughout the past decade and
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the following is a summary of lessons learned. Organizations with OO deployment

experience may have made similar observations or learned additional lessons.

6. Education and Skills Level

To transition from structural design and procedural programming to OO design and

programming, it is crucial to allow time for the learning curve. Formal classroom education is

needed. A curriculum customized to the organization or specific projects and timely delivery

are major considerations in a training program. The most effective curriculum spreads out

class time with on-the-job training. Consultants or trainers should be industry experts or

experienced in-house experts with full-time training jobs, so that classroom education as well

as consulting and trouble shooting when the project is under way can be provided. The

education should include the entire design and development life cycle (requirements,

analysis, design, coding, and testing) and not focus only on language and programming.

Based on experience, it takes six months to complete OO skills training based on the model

that classroom education is spread out with on-the-job training: three months in calendar time

to complete initial training followed by three months of advanced training. After training, it

takes three months to become capable, that is, to acquire the working knowledge to do OO

design and development. It takes another nine to twelve months to become proficient in OO

technology, provided that the developers have been working on a project.

7. Summary

This topic discusses design and complexity metrics, productivity metrics, and metrics for

measuring quality and for in-process tracking and management for OO projects. On design

and complexity metrics, it highlights the Lorenz metrics and the CF metrics suite. We found

the rules of thumb for some of Lorenz's metrics useful for interpreting actual project data. We

also provide actual project data in the discussions and attempt to put the metrics and the

threshold values into proper context. With regard to productivity, we put the stakes in the

ground by showing the productivity numbers of several types of OO class. Certainly a lot

more empirical data has to be accumulated before consistent guidelines for OO productivity

can be derived. But starting the process is important. We also show examples of simple OO

metrics for in-process project and quality management. We assert that in addition to specific

OO metrics, many metrics and models for quality management while the project is under

development discussed here, are as applicable to OO projects as to conventional projects.
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In the last section we offer the lessons learned from OO development projects with respect to

education, training and OO skills, tools and development environment, project management,

reuse, performance, and quality.

In Section 4 of this course you will cover these topics:
Availability Metrics.

Measuring And Analyzing Customer Satisfaction.

Conducting In-Process Quality Assessments

Conducting Software Project Assessments

Topic : Availability Metrics.

Topic Objective:

:

At the end of this topic student would be able to:

 Learn about Reliability, Availability, and Defect Rate

 Learn about Collecting Customer Outage Data for Quality Improvement

 Learn about In-process Metrics for Outage and Availability

Definition/Overview:

System availability:Intuitively, system availability means the system is operational when

you have work to do. The system is not down due to problems or other unplanned

interruptions. In measurement terms, system availability means that the system is available

for use as a percentage of scheduled uptime.
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Key Points:

1. Overview

The frequency of outages is a direct reliability statement. The duration of outages reflects the

severity of the outages. It is also related to the recovery strategies, service responsiveness,

and maintainability of the system. Scheduled uptime is a statement of the customer's business

requirements of system availability. It could range from 5 x 8 (5 days a weeks, 8 hours a day)

to 7 x 24 (7 days a week, 24 hours a day) or 365 x 24 (365 days a year, 24 hours a day).

Excluding scheduled maintenance, the 7 x 24 shops require continuous system availability. In

today's business computing environments, many businesses are 7 x 24 shops as far as system

availability is concerned.

The inverse measurement of system availability is the amount of down time per system per

time period (for example, per year). If scheduled up-time is known or is a constant (for

example, for the 7 x 24 businesses), given the value of one measurement, the other can be

derived. Table 1 shows some examples of system availability and hours in down time per

system per year.

The 99.999% availability, also referred to as the "five 9s" availability, is the ultimate industry

goal and is often used in marketing materials by server vendors. With regard to measurement

data, a study of customer installations by the consulting firm Gartner Group (1998) reported

that a server platform actually achieved availability of 99.998% (10 minutes downtime per

year) via clustering solutions. For a single system, availability of that same server platform

was at 99.90%. There were servers at 99.98% and 99.94% availability also. At the low end,

there was a PC server platform with availability below 97.5%, which is a poor level in

availability measurements. These are all known server platforms in the industry.

2. Reliability, Availability, and Defect Rate

In This content we discussed software quality attributes such as capability, usability,

performance, reliability, install, maintainability, documentation, and availability

(CUPRIMDA) and their interrelations. Reliability and availability certainly support each

other. Indeed, among the pair-relationships of quality attributes, this pair is much more

strongly related than others. Without a reliable product, high availability cannot be achieved.
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The operational definition of reliability is mean time to failure (MTTF). For the exponential

distribution, the failure rate (or better called the instantaneous failure rate) (λ) is constant and

MTTF is an inverse of it. As an example, suppose a company manufactures resistors that are

known to have an exponential failure rate of 0.15% per 1,000 hours. The MTTF for these

resistors is thus the inverse of .15%/1000 hours (or 0.0000015), which is 666,667 hours.

3. Collecting Customer Outage Data for Quality Improvement

How does one collect customer outage data to determine the availability level of one's

product (be it software, hardware, or a server computer system including hardware and

software) and use the data to drive quality improvement? There are at least three approaches:

collect the data directly from a small core set of customers, collect the data via your normal

service process, and conduct special customer surveys. Collecting outage data directly from

customers is recommended only for a small number of customers. Otherwise, it would not be

cost-effective and the chance of success would be low. Such customers normally are key

customers and system availability is particularly important to them. The customers'

willingness to track outage data accurately is a critical factor because this is a joint effort.

4. In-process Metrics for Outage and Availability

To improve product reliability and availability, sound architecture and good designs are key.

Root causes and lessons learned from customer outages in the field can be used to improve

the design points for the next release of the product. In terms of in-process metrics when the

product is under development, however, we don't recommend premature tracking of outages

and availability during the early phases of testing. Such tracking should be done during the

product-level testing or during the final system test phase in a customerlike environment.

During early phases of testing, the defect arrival volume is high and the objective is to flush

out the functional defects before the system stabilizes. Tracking and focus at these phases

should be on testing progress, defect arrivals, and defect backlog. When the system is

achieving good stability, normally during the final phase of testing, metrics for tracking

system availability become meaningful. In This content0, we discuss and recommend several

metrics that measure outages and availability: number and trend of system crashes and hangs,

CPU utilization, and Mean Time to unplanned IPL (initial program load, or reboot). While

some metrics may require tools, resources, and a well-established tracking system, tracking
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the system crashes and hangs can be done by paper and pencil, and can be implemented

easily by small teams.

For projects that have a beta program, we recommend tracking customer outages in beta,

especially those customers who migrated their production runs to the new release. The same

focus as the field outages should be applied to these outages during the beta program.

Outages during the beta program can also be used as a predictive indicator of the system

outages and availability in the field after the product is shipped. The difference is that during

beta, there are still chances to take improvement actions before the product is made available

to the entire customer population. We have experience in tracking system crashes during

customer beta for several years. Due to small numbers, we haven't established a parametric

correlation be-tween beta outages and field outages yet. But using nonparametric (rank-order)

correlation methods and comparing releases, we did see a positive correlation between the

twothe more crashes during beta, the more outages and less system availability in the field.

5. Summary

In this topic we discuss the definition and measurements of system availability. System

availability is perhaps one of the most important quality attributes in the modern era of

Internet and network computing. We reference a couple of industry studies to show the status

of system availability. We explore the relationships among reliability, availability, and the

traditional defect level measurement in software development. The concept and measurement

of availability is broader than reliability and defect level. It encompasses intrinsic product

quality (reliability or defect level), customer impact, and recovery and maintenance

strategies. System availability is a customer-oriented concept and measure.

It is clear that the current quality of typical software is far from adequate in meeting the

requirements of high availability by businesses and the society.
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Topic : Measuring And Analyzing Customer Satisfaction.

Topic Objective:

At the end of this topic student would be able to:

 Learn about Customer Satisfaction Surveys

 Learn about Methods of Survey Data Collection

 Learn about Analyzing Satisfaction Data

 Learn about Satisfaction with Company

Definition/Overview:

Customer satisfaction:Customer satisfaction is the ultimate validation of quality. Product

quality and customer satisfaction together form the total meaning of quality. Indeed, what

differentiates total quality management (TQM) from the sole focus on product quality in

traditional quality engineering is that TQM is aimed at long-term business success by linking

quality with customer satisfaction. In this modern-day quality era, enhancing customer

satisfaction is the bottom line of business success. With ever-increasing market competition,

customer focus is the only way to retain the customer base and to expand market share.

Studies show that it is five times more costly to recruit a new customer than it is to keep an

old customer, and that dissatisfied customers tell 7 to 20 people about their experiences,

while satisfied customers tell only 3 to 5. As a result of TQM, more and more companies are

conducting surveys to measure their customers' satisfaction. In this topic we discuss customer

satisfaction surveys and the analysis of survey data. As an example, we describe an analysis

of the relationship between overall customer satisfaction and satisfaction with specific

attributes for a software product. In the last section we discuss the question of how good is

good enough.

Key Points:

1. Customer Satisfaction Surveys

There are various ways to obtain customer feedback with regard to their satisfaction levels

with the product(s) and the company. For example, telephone follow-up regarding a

customer's satisfaction at a regular time after the purchase is a frequent practice by many
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companies. Other sources include customer complaint data, direct customer visits, customer

advisory councils, user conferences, and the like. To obtain representative and comprehensive

data, however, the time-honored approach is to conduct customer satisfaction surveys that are

representative of the entire customer base.

2. Methods of Survey Data Collection

There are three common methods to gather survey data: face-to-face interviews, telephone

interviews, and mailed questionnaires (self-administered). The personal interview method

requires the interviewer to ask questions based on a prestructured questionnaire and to record

the answers. The primary advantage of this method is the high degree of validity of the data.

Specifically, the interviewer can note specific reactions and eliminate misunderstandings

about the questions being asked. The major limitations are costs and factors concerning the

interviewer. If not adequately trained, the interviewer may deviate from the required protocol,

thus introducing biases into the data. If the interviewer cannot maintain neutrality, any

statement, movement, or even facial expression by the interviewer could affect the response.

Errors in recording the responses could also lead to erroneous results.

3. Analyzing Satisfaction Data

The five-point satisfaction scale (very satisfied, satisfied, neutral, dissatisfied, and very

dissatisfied) is often used in customer satisfaction surveys. The data are usually summarized

in terms of percent satisfied. In presentation, run charts or bar charts to show the trend of

percent satisfied are often used. We recommend that confidence intervals be formed for the

data points so that the margins of error of the sample estimates can be observed immediately

4. Satisfaction with Company

Thus far our discussion on customer satisfaction has been product orientedsatisfaction with

the overall software and with specific attributes. A broader scope of the subject deals with

customers' overall satisfaction with the company. This broad definition of customer

satisfaction includes a spectrum of variables in addition to the quality of the products. For

instance, in their study of the customers' view model with regard to IBM Rochester,

Hoisington and associates found that customers' overall satisfaction and loyalty is attributed

to a set of common attributes of the company (as perceived by the customers) and satisfaction

levels with specific dimensions of the entire company. The common attributes include ease of

doing business with, partnership, responsiveness, knowledge of customer's business, and the

company's being customer driven. The key dimensions of satisfaction about the company

include technical solutions, support and service, marketing, administration, delivery, and
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company image. The dimension of technical solutions includes product quality attributes. In

the following, we list several attributes under each dimension:

 Technical solutions: quality/reliability, availability, ease of use, pricing, installation, new

technology

 Support and service: flexible, accessible, product knowledge

 Marketing: solution, central point of contact, information

 Administration: purchasing procedure, billing procedure, warranty expiration notification

 Delivery: on time, accurate, postdelivery process

 Company image: technology leader, financial stability, executives image

5. How Good Is Good Enough

How much customer satisfaction is good enough? Of course, the long-term goal should be

100%total customer satisfaction. However, there are specific business questions that need

better answers. Should my company invest $2,000,000 to improve satisfaction from 85% to

90%? Given that my company's customer satisfaction is at 95%, should I invest another

million dollars to improve it or should I do this later?

The key to answering questions such as these lies in the relationship between customer

satisfaction and market share. The basic assumption is that satisfied customers continue to

purchase products from the same company and dissatisfied customers will buy from other

companies. Therefore, as long as market competition exists, customer satisfaction is key to

customer loyalty. Even if a company has no direct competitors, customers may purchase

substitute products if they are dissatisfied with that company's products. Even in monopoly

markets, customer dissatisfaction encourages the development and emergence of competition.

Studies and actual cases in business have lent strong support to this assumption.

6. Summary

Various methods are available to gauge customer satisfaction, the most common of which is

to conduct representative sampling surveys. The three major methods of survey data

collection are face-to-face interview, telephone interview, and mailed questionnaire. Each

method has its advantages and disadvantages. To obtain representative samples, scientific

probability sampling methods must be used. There are four basic types of probability

sampling: simple random sampling, systematic sampling, stratified sampling, and cluster

sampling.
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Given a probability sample, the larger the sample size, the smaller the sampling error. A

common misconception with regard to sample size is that it must be a certain percentage of

the population in order to be representative; in fact, the power of a sample depends on its

absolute size. However, the sample must be a scientific (probability) sample. If the sample is

drawn unscientifically, then even a huge size does not guarantee its representativeness. There

are many real-life examples of huge and unrepresentative samples, which are results of

unscientific design.

Topic : Conducting In-Process Quality Assessments

Topic Objective:

At the end of this topic student would be able to:

 Learn about Quality assessment

 Learn about The Preparation Phase

 Learn about The Evaluation Phase

 Learn about Quantitative Data

 Learn about The Summarization Phase

 Summarization Strategy

 Recommendations and Risk Mitigation

Definition/Overview:

Quality audit: A quality audit, as recognized in current industry literature (e.g., an ISO 9000

registration audit), compares actual practices to the defined process or standard. A quality

assessment is concerned with what is occurring, what will be the likely results, and what

needs to occur to correct discrepancies between the expected results and the desired results. A

quality assessment is concerned with the quality status of the project rather than the state of

process practices although there is likely correlation among the two. To achieve an effective

quality assessment, the development process, the environment, and the project plan must be

well understood.
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Key Points:

1. Quality assessment

A quality assessment can be conducted by an independent team or by the quality

professionals who are part of the project team. In-process quality assessment should be an

integral part of project management. It should be conducted several times during the

development cycle for medium and large projects. Figure shows a combination of a

simplified software project schedule, a high-level view of a development process, and a set of

project management checkpoint reviews. The project checkpoint reviews, denoted PR1

through PR4, are the top row in the figure. For software projects with a development cycle

time of one year or longer, it is not unusual to have four or five project checkpoint reviews.

For rapid development projects that involve multiple teams and have a development cycle

time of six months or shorter, it is preferable to have two or three checkpoint reviews. For

small-team projects, formal project checkpoint reviews may not be necessary because the

normal project management activities would be adequate to evaluate the overall health of the

project. Project checkpoint reviews cover all aspects of the project such as schedule, function,

quality, cost, and the overall readiness of the plans to support the delivery of the product. A

candid assessment of the in-process quality status of the project should be an integral part of

these checkpoint reviews;

2. The Preparation Phase

The first phase of a quality assessment is the preparation phase. One must first understand the

development process and the key activities and milestones of the project schedule, then

identify where the project is relative to the phase of that development process and the project

schedule. Medium and large software projects normally have many components with varying

schedules under the rubric of overall system schedules. The majority of them, however,

should be in the same phase at a given time.

3. What Data Should I Look At?

For projects with an iterative development process, the macro level of product development

would contain phases such as analysis, design, code, test, and customer validation although at

the micro level, selected components may still be going through the iterative cycles near the

back end of the project schedule.
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For each macro phase of the development process and project schedule, there is a set of data,

both quantitative and qualitative, that gauges the development progress, helps to surface

problems, and can provide a predictive indication of final product quality. In general, fewer

data and metrics are available in the early phases of the development cycle. Those very early

indicators are also less representative of final product quality than those at the back end of the

development cycle. For example, the frequency of system crashes and hangs during the

system test phase indicates better how the product will perform in the field than the number

of defects found during unit testing. This does not mean quality assessments at the early

cycles of the project are less important. One needs to make sure that the project is on track at

every major phase in order to achieve the desirable final outcome. For example, positive

indicators from the requirements and design phases mean that the stability and predictability

of the back end of the development process will be better.

The data to be gathered and assessed would be related to requirements and design such as

progress of design complete, coverage and effectiveness indicators of design reviews, and so

on. If one is conducting an assessment for PR2, then indicators pertaining to the status of

coding activities and code integration into the system library, and builds and releases of

drivers for testing will be pertinent. It is important to plan ahead the indicators, metrics, and

information you intend to rely on for your assessment at various checkpoints. If you have a

metrics program in place and have been tracking the necessary data on an ongoing basis,

conducting quality assessments will be much easier. However, if you are starting from

scratch at this point, don't despair. There are always data, information, and observations

available that one can gather and analyze even when a metrics program is not in place. This is

also a good time to start such a program and to demonstrate the value-added of the tracking

system and the metrics.

4. Don't Overlook Qualitative Data

The preceding discussion implies quantitative data. Qualitativedata is equally important, and

at times even more so. We gather much of our qualitative data through one-on-one interviews

or small group discussions. Information gathered via formal meetings such as the

presentations from functional development teams are useful but usually need in-depth follow-

up. We first determine who we want to talk to, then we prepare a list of what questions we

want to ask. To determine the "who," think about the following:
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5. The Evaluation Phase

You figured out which data are important to look at and now you are ready to analyze and

evaluate them. This is when one can apply all possible data analysis and statistical techniques

to extract the messages within it.

6. Quantitative Data

For quantitative analysis tools such as control charts, trend charts, histograms, pareto

diagrams, and scatter diagrams or statistical techniques ranging from simple tabulation

analysis to sophisticated multivariate methods are all fair game. It is our experience that

simple techniques can be very powerful and most of the time sophisticated statistical

techniques are unnecessary. The key point is to garner useful information from the data. Of

course, the data gathered must include both effort indicators and outcome indicators in order

to apply this approach, and this should be a consideration in the planning and preparation

phase. At the least, from raw data to useful information, some meaningful comparisons with

relevant baseline, plan, or a previous similar product need to take place.

7. The Summarization Phase

This is the time to pull it all together. A good beginning is to look for recurring themes in the

qualitative and quantitative data. For example, if a test expert comments that the testers seem

to be finding a lot of problems in a certain component, and that component shows up in a

pareto analysis as well, this is a good indication of a problem area.

8. Summarization Strategy

In summarizing the key issues and concerns, a quick analysis of the potential impacts of the

identified problem areas can help rank the issues properly. For instance, the discovery of

several low-severity problems in one area might not be a major concern, but a potential

installation problem that customers will run into first thing when they install the product

could be a very big deal. To put the information into perspective, one might compare a

potential problem to a similar problem that occurred with a competitor's product or a

discovery in a past beta test. Furthermore, in summarizing data, don't forget to identify what's

done right. This information can be every bit as useful as the problem areas. If an incremental

improvement in one component's code inspection process that resulted in nearly problem-free

testing for that component during functional test, this could potentially provide a major

breakthrough for the quality improvement effort of the entire team.
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9. Recommendations and Risk Mitigation

Recommendations are really part of the assessment summary, not a separate phase in the

assessment process, but they are so important we put them in a separate section. Developing

recommendations is probably the most challenging part of the assessment, but it can also be

the most beneficial part for the project.

There is no magic formula for developing recommendations. Just as the problems you

identify will probably be unique for every assessment you do, so will the solutions and

recommendations. However, reviewing good project management and risk mitigation

techniques is useful for developing recommendations. A good understanding of the findings

of software assessments and best practices in the industry will be helpful. Can dependency

management help to resolve the potential for late test completion that you identified? Is more

detailed planning required to successfully implement a new beta program? Can resources be

shared across component teams of the project? If you are the project manager assessing the

quality status of your project, this is the time to put your project manager hat back on. If you

are the quality expert on the project team who is responsible for quality assessments, at this

phase you need to think like a project manager.

10. Summary

In-process quality assessments help you understand if your project is on target to meet its

quality objectives. Good assessments require good planning, analysis, evaluation,

summarization, and recommendations. Quality assessments should be integrated in the

project risk management process. This topic discusses a four-step process of in-process

quality assessment. Here are a few final thoughts regardingquality assessments.

Be sure to retain a copy of quality assessments for your records. A thorough quality

assessment package provides data that can be useful references in future assessments. It can

also help to provide a frame of reference, particularly for determining overall assessment

ratings. For future quality assessments of the same project (i.e., assessments at later

checkpoints), it is a good idea to review prior assessments to identify if past problems were

addressed and what actions were effective.
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Topic : Conducting Software Project Assessments

Topic Objective:

At the end of this topic student would be able to:

 Learn about Audit and Assessment

 Learn about Software Process Maturity Assessment and Software Project Assessment

 Learn about Software Process Assessment Cycle

 Learn about A Proposed Software Project Assessment Method

Definition/Overview:

Software assessments:Software assessments, which originated from the need for

improvement in the software industry, started in the 1960s and 1970s as informal

assessments. Since then software assessments have evolved into formal software process

assessments based on the maturity concept and standard questionnaires. In recent years, they

have become a fast growing subindustry. Arguably, the standard assessment approaches all

gear toward the organization level as the assessment unit. At the same time, in software

development organizations, managers continue to ask the original question: How do I

improve my project or how do I perform my next project better. Conducting project

assessments for their organization is still the bona fide responsibility of software quality

professionals. Peer reviews of projects are also common in software development

organizations. The assessment unit of these project assessments, by definition, is at the

project level. These kinds of project assessments, not organizational-level process

assessments, are the subject of this topic. The interest is on assessing a specific project for

immediate improvement actions or for a small number of projects for identifying best

practices. We propose a systematic approach for conducting software project assessments.

Key Points:

1. Audit and Assessment

It is important to recognize the difference between an audit and an assessment. The IEEE's

definition (IEEE-STD-610) of an audit is as follows:
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An independent examination of a work product or set of work products to assess compliance

with specifications, standards, contractual agreements, or other criteria.

According to ISO documents (ISO 9000-3), the concepts of certification and audit are defined

as follows:

Certification, or third-party assessment (referred to as registration in some countries), is

carried out by an independent organization against a particular standard.

The outcome of an audit is in compliance or not in compliance, or pass or fail. Humphrey's

view is that "a software process assessment is not an audit but a review of a software

organization to advise its management and professionals on how they can improve their

operation" provides a comprehensive definition of a software process assessment and its

objectives according to the maturity framework:

2. Software Process Maturity Assessment and Software Project Assessment

The scope of a software process assessment can cover all processes in the organization, a

selected subset of the software processes, or a specific project. For most process assessments

that are based on the maturity concept, the target unit of analysis and rating is normally at the

organizational level. In fact, most of the standard-based process assessment approaches are

invariably based on the concept of process maturity. This is the case for the SEI (Software

Engineering Institute at Carnegie Mellon University) capability maturity model (CMM), the

SPR (Software Productivity Research, Inc.) approach, the Trillium model (a CMM-based

model developed by a consortium of telecommunications companies, headed by Bell

Canada), as well as the recently developed BOOTSTRAP methodology (the result of a

European Community project) and the ISO/IEC 15504 draft standard. When the assessment

target is the organization, the results of a process assessment may differ, even on successive

applications of the same method. Paulk and colleagues (1995) explain the two reasons for the

different results. First, the organization being investigated must be determined. For a large

company, several definitions of organization are possible and therefore the actual scope of

appraisal may differ in successive assessments. Second, even in what appears to be the same

organization, the sample of projects selected to represent the organization may affect the

scope and outcome. This project sampling effect can be substantial for large organizations

with a variety of projects.

3. Software Process Assessment Cycle

According to Paulk and colleagues (1995), the CMM-based assessment approach uses a six-

step cycle. The first step is to select a team. The members of the team should be professionals

knowledgeable in software engineering and management. In the second step, the
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representatives of the site to be appraised complete the standard process maturity

questionnaire. Then the assessment team performs an analysis of the questionnaire responses

and identifies areas that warrant further exploration according to the CMM key process areas.

The fourth step is for the assessment team to conduct a site visit to gain an understanding of

the software process followed by the site. At the end of the site visit comes step 5, when the

assessment team produces a list of findings that identifies the strengths and weakness of the

organization's software process. Finally, the assessment team prepares a key process area

(KPA) profile analysis and presents the results to the appropriate audience.

The SEI also developed and published the CMM-Based Appraisal for Internal Process

Improvement (CBA IPI). The data collected for CBA IPI is based on key process areas of the

CMM as well as non-CMM issues. For an assessment to be considered a CBA IPI, the

assessment must meet minimum requirements concerning (1) the assessment team, (2) the

assessment plan, (3) data collection, (4) data validation, (5) the rating, and (6) the reporting of

assessment results. For example, the assessment team must be led by an authorized SEI Lead

Assessor. The team shall consist of between 4 and 10 team members. At least one team

member must be from the organization being assessed, and all team members must complete

the SEI's Introduction to the CMM course (or its equivalent) and the SEI's CBA IPI team

training course. Team members must also meet some selection guidelines. With regard to

data collection, the CBA IPI relies on four methods: the standard maturity questionnaire,

individual and group interviews, document reviews, and feedback from the review of the

draft findings with the assessment participants.

4. A Proposed Software Project Assessment Method

We propose a software project assessment method, which is based on our project assessment

experience over the past many years. We will discuss each phase with some details, but first

there are several characteristics of this method that may be different from other assessment

approaches:

5. Summary

Software project assessments are different from software process assessments that are based

on the process maturity framework. While process maturity assessments are more applicable

to the organization level and are important for long-term improvement, specific project

assessments are crucial to drive experience-based improvement. Process maturity

assessments focus on the whats, and coverage and maturity level of key process activities and

practices. Project assessments focus on the whats, hows, and whys of specific practices of the

target project(s) and address the issue of improvement from the development team's
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perspective. The two approaches are complementary. A seven-step project assessment

method, which was derived from experience, is proposed. Effective assessment and quality

recommendations depend on three factors: the assessment approach; the experience and

quality of the assessment team; and the quality, depth, and breadth of project data and

information. The proposed method does not rely on a standard questionnaire to collect data

and responses, or use a maturity framework to derive recommendations. The two-phase

approach for fact finding in the method enhances the accuracy and depth of relevant project

information and data. This method stresses the importance of quality professionals or peer

development leaders who have deep understanding of the organization's cultures and

practices. It puts the project team back in the assessment process and therefore enhances the

relevance and buy-in of the recommendations.

In Section 5 of this course you will cover these topics:
Dos And Don'Ts Of Software Process Improvement

Using Function Point Metrics To Measure Software Process Improvement

Concluding Remarks

Topic : Dos And Don'Ts Of Software Process Improvement

Topic Objective:

At the end of this topic student would be able to:

 Learn about Measuring Process Maturity

 Learn about Measuring Process Capability

 Learn about Measuring the Value of Process Improvement

Definition/Overview:

Capability Maturity Model for Software: Many organizations perceive a correlation

between the quality of their software processes and the quality of their resulting products and

services. This holds true both for software development organizations and the software
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products they produce, as well as software support organizations and the software they

maintain. A number of these organizations use a model-based approach, such as the

Capability Maturity Model for Software (CMM) or Capability Maturity Model Integration

(CMMI), to guide and measure their process improvement efforts. Unfortunately, many well-

intentioned organizations fail to achieve their stated improvement goals. In many

organizations, the goal is stated in terms of attaining a CMMI level, rather than in terms

linked directly to project performance. Process maturity is a laudable goal provided it leads to

improved project performance aligned with the organization's business objectives.

Key Points:

1. Measuring Process Maturity

Using the CMMI, an organization can plan and execute a process improvement strategy

based on industry best practices and a proven approach. The staged representation of the

CMMI provides five levels of process maturity:

 Maturity level 1: Initial

 Maturity level 2: Managed

 Maturity level 3: Defined

 Maturity level 4: Quantitatively Managed

 Maturity level 5: Optimizing

In the staged representation, maturity levels 2 and higher consist of a series of process areas

that form evolutionary plateaus of process improvement and performance. For example, the

maturity level 2 process areas are:

 Requirements Management

 Project Planning

 Project Monitoring and Control

 Supplier Agreement Management

 Measurement and Analysis

 Process and Product Quality Assurance

 Configuration Management
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The determination of an organization's maturity level is accomplished by conducting a formal

assessment such as the CMM-Based Appraisal for Internal Process Improvement (CBA IPI),

Software Capability Evaluation (SCE), or Standard CMMI Appraisal Method for Process

Improvement.

2. Measuring Process Capability

When measuring process capability, the CMMI "continuous representation" is used. In the

continuous representation, each process area is assigned a capability level as follows:

 Capability Level 0: Incomplete

 Capability Level 1: Performed

 Capability Level 2: Managed

 Capability Level 3: Defined

 Capability Level 4: Quantitatively Managed

 Capability Level 5: Optimizing

 Staged versus ContinuousDebating Religion

The CMMI includes two representations, staged and continuous, due largely to the model's

legacy. The CMMI model is founded on source models that employed either the staged

representation (software engineering) or the continuous representation (systems engineering).

Rather than risk alienating members from either engineering discipline, the authors of the

CMMI decided to provide both representations. Early adopters of the CMMI tend to favor the

representation inherited from their legacy model. The CMMI's continuous representation has

taken most software engineering groups out of their comfort zones. It's new to them, it's

different from what they're used to, and therefore they perceive it as wrong/bad/evil. Besides,

it has a level 0 and everybody knows that real models start at level 1!

3. Measuring Levels Is Not Enough

As indicated, most organizations that follow a model-based approach to process improvement

designate a process improvement team, typically called the Software Engineering Process

Group (SEPG), to spearhead the effort. Working under the auspices of a senior management

sponsor, the SEPG is responsible for documenting, deploying, and improving the processes

suggested by the corresponding model. Imagine that six months ago your senior management

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

76
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



directed your SEPG to achieve CMMI maturity level 2 within a year. As an SEPG member,

you have invested extensive (some might say "excessive") time and effort generating all the

required policies, procedures, templates, measures, checklists, and training materials, but you

are now having trouble getting the development projects to pilot and adopt any of these new

process components.

4. Establishing the Alignment Principle

Project managers often tell their customers, "Faster, better, or cheaperpick two." What they

mean, of course, is that if the customer demands a high-quality product in the shortest amount

of time, they reserve the right to tell her how much it will cost. Conversely, if the customer

prefers a low-cost product in the shortest amount of time, it may have quality problems

(typically referred to as "undocumented features"). The point is that the solution can be

constrained in only two of the three dimensions there must be at least one independent

variable.

The "alignment principle" requires you as an SEPG member, to take this concept a step

farther. You need to tell senior management, "faster, better, or cheaperpick one." Since senior

management has funding and firing authority over the SEPG, however, you may want to ask

questions like:

4.1 Take Time Getting Faster

Maturity level 2 in the CMMI is called "Managed," but even maturity level 1

organizations "manage" their projects. For instance, many maturity level 1 projects

manage to target project completion on the earliest date with a nonzero probability of

success. The thinking is that if everyone works 60+ hours per week, and nobody gets

sick or takes weekends or holidays off, the project might just manage to finish on

time.

And now your senior management has proclaimed that the overarching goal of the

process improvement program is to reduce cycle time. They are not being

unreasonableit's hard to deny that for many software-intensive products the primary

competitive dimension is time to market. Customers, whether internal or external, are

always clambering to get new products and features in an ever-decreasing time frame.
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But as a member of the SEPG you fear that this edict simply gives the project teams

an excuse to circumvent existing processes and standards in order to get the job done

any way they see fit.

4.2 Keep It Simple or Face Decomplexification

A friend of mine flies all the time. Whenever he boards a plane, he sneaks a peak into

the cockpit to see what the crew is up to. He says he feels a sense of comfort when he

sees the captain filling out the preflight checklist. This simple act tells him that the

pilot's objectives are similar to his ownmaking sure this bird can

o Get off the ground safely,

o Fly all the way to their destination, and

o Get back downpreferably in a controlled manner.

5. Measuring the Value of Process Improvement

Oscar Wilde said, "Nowadays, people know the cost of everything and the value of nothing."

Unfortunately this is often true for organizations focusing on process improvement. Most

organizations can tell you their process improvement budget for the year and how much they

have spent to date, but few can relate hard data regarding the benefits they've derived from

that investment. When asked about the benefits, management is likely to tell you things like:

"Projects seem to be running a lot smoother now." "We don't seem to have as many late

projects as we used to." "Customers seem to be happier with the quality of the products that

we're producing." "We've achieved CMMI maturity level 3, so we know we're doing well!" If

a process capability baseline was established before the project began, you should be able to

demonstrate improvements in the list of desired outcomes.

6. Measuring Process Adoption

As the hypothesized value of new process elements is proved by pilot projects, the SEPG

should prepare for broad deployment and subsequent implementation. Many organizations

make the process elements available via the Web and expect that the projects will simply start

using them. This Field of Dreams approach ("if you build it, they will come") is intuitively
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appealing to the SEPG, but rarely proves to be an effective or efficient means of changing

people's behavior.

Other organizations follow a strategy similar to that employed for their software packages.

These organizations package multiple new or modified process elements into periodic

"process releases," and accompany each release with release notes, testimonial data from the

pilot projects, process training, internal consultation, and a great deal of fanfare. Typically,

these process releases are made one to four times per year. This approach provides sufficient

process stability and ensures that project personnel aren't constantly struggling to figure out

what today's process is.

7. Measuring Process Compliance

Organizations that are using the CMM or CMMI to guide their process improvement

activities have typically established a Software Quality Assurance (SQA) group. SQA is

responsible for verifying that project activities and work products conform to the project's

designated processes, procedures, standards, and requirements. SQA conducts audits and

reviews on various aspects of the project work and reports the results.

SQA groups generally establish checklists of items to be verified. The checklist for verifying

that a peer review was conducted properly may include items such as:

8. Celebrate the Journey, Not Just the Destination

A few weeks before the Twin Cities Marathon, a local running club traditionally hosts a 20-

mile training run followed immediately by a potluck lunch. To get runners of varying skill to

finish around the same time, they have the slower runners start out at 8 A.M., the medium

runners at 8:30 A.M., and the fast runners at 9 A.M.

A couple of years ago, I participated in the run and went out with the medium runners. At

mile 17, I happened across a 285-pound "runner," who was lumbering along at a pace slower

than most people walk. He was breathing heavily (no pun intended), sweating profusely, and

looking as though he was about to pass out. I was convinced that it was only the thought of

the pending feast that kept him moving at all!
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9. Summary

An assessment using the CMMI model is a significant undertaking, and the journey to the

next level may take a long time to accomplish. Therefore, it is essential to sustain

management commitment along the way. Process measurements and progress against desired

outcomes should be communicated to management on a regular basis to avoid having process

improvement fall off the management radar screen.

Topic : Using Function Point Metrics To Measure Software Process Improvement

Topic Objective:

At the end of this topic student would be able to:

 Learn about Stage 0: Software Process Assessment and Baseline

 Learn about Process Improvement Economics

 Learn about Measuring Process Improvements at Activity Levels

Definition/Overview:

Software Process Improvement Sequences: The six stages along the path to process

improvements usually occur in the same sequence from company to company. The sequence

is based on practical considerations. For example, software managers have to produce the

cost justifications for investments, so they need to be fully aware of the impacts of the latter

stages. Unless project management excellence is achieved first, it is not likely that the latter

stages will even occur. Let us consider the initial assessment and baseline stages, and then

examine each of the six improvement stages in turn.

Key Points:

1. Stage 0: Software Process Assessment and Baseline

The first or 0 stage is numbered so that it is outside the set of six improvement phases. There

is a practical reason for this. Neither an assessment nor a baseline, by itself, causes tangible
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improvement. Some companies forget this important point and more or less stop doing

anything after the initial assessment and baseline.

2. Process Improvement Economics

Although this report contains general industry data, each company needs to create an

individualized plan and budget for its improvement strategy. Table 1 presents information

based on the size of companies in terms of software personnel. The cost data in Table 18.1 is

expressed in terms of "cost per capita" or the approximate costs for each employee in

software departments. The cost elements include training, consulting fees, capital equipment,

software licenses, and improvements in office conditions.

3. Measuring Process Improvements at Activity Levels

For measuring process improvements over time, gross measures of entire projects are not

granular enough to be effective. We have learned that it is necessary to get down to the level

of specific activities in order for process improvements to become visible and measurable.

Activity-based costs can highlight the activities that process improvements benefit, and also

illustrate activities where no tangible benefits are noted. This kind of analysis is not be

possible using only project-level data. Software benchmarking companies have found that

function point metrics are superior to the older LOC metrics for measuring activity-based

costs and schedules. The reason is that function points can measure noncoding activities such

as requirements, design, documentation, and management.

4. Summary

Software process improvement is an important research topic, and should continue to grow in

importance well into the twenty-first century. However, some software technologies have a

shorter lifetime. Unless tangible results can be achieved and demonstrated, interest in the

process improvement technology will quickly wane.

The data presented here are approximate and have a high margin of error. Further, software

projects range in size from fewer than 100 function points to more than 100,000 function

points. The examples used here centered on 1,000 function points, and the data should not be

used for significantly larger or smaller projects. Only levels 1 and 3 on the CMM scale are

illustrated. Thus every company should create its own data using its own assessment and

baseline studies and not depend upon external sources such as this report.
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Topic : Concluding Remarks

Topic Objective:

At the end of this topic student would be able to:

 Learn about Data Quality Control

 Learn about Getting Started with a Software Metrics Program

 Learn about Software Quality Engineering Modeling

 Learn about Statistical Process Control in Software Development

Definition/Overview:

Software Quality: Beginning with the definition of software quality and the need to measure

and drive improvement via metrics and models, we surveyed the major existing software

development process models, examined the fundamentals in measurement theory, provided

an overview of major software quality metrics that cover the entire software life cycle, and

looked into the application of techniques from traditional quality engineering (e.g., as the

seven basic quality tools) in software development. Then we examined the concept of defect

removal effectiveness, which is central to software development, and its measurements. We

then discussed and presented two categories of model in software quality engineering:

reliability models for quality projection and estimation, and quality management models. We

discussed in-process metrics supporting the models. We illustrated with examples the

effort/outcome model in interpreting in-process metrics and in managing in-process quality.

We then discussed the third category of modelsthe complexity metrics and models. We

discussed metrics for objected-oriented projects from both perspectives of design and

complexity metrics and quality management metrics. Our focus then moved on to the fourth

category of metrics and modelthe customer view of quality. We discussed the availability and

outage metrics and the measurement and analysis of customer satisfaction.

Key Points:

1. Overview

This coverage of the entire spectrum of metrics and modelsfrom quality models, product

quality metrics, and in-process metrics, to customer-oriented metrics and customer
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satisfaction measurementsprovided a direct link to discussions of the definition of quality and

total quality management (TQM). The purpose here has been to establish and illustrate a

framework for the application of software quality metrics and models.

In this final topic we discuss several observations with regard to software measurements in

general and software quality metrics and models in particular, and offer a perspective on the

future role of measurement in software engineering.

2. Data Quality Control

Few would argue that software measurement is critical and necessary to provide a scientific

basis for software engineering. What is measured is improved. For software development to

be a true engineering discipline, measurement must be an integral part of the practice. For

measurements, metrics, and models to be useful, the data quality must be good.

Unfortunately, software data are often error-prone (as discussed in This content). In our view,

the data quality issue is a big obstacle to wide acceptance of software measurement in

practice. It is perhaps even more important than the techniques of metrics and models per se.

It is the most basic element on which the techniques of metrics and models in software

engineering can build. Garbage in, garbage out; without adequate accuracy and reliability of

the raw data, the value added from metrics, models, and analysis will diminish. Therefore,

strong focus should be placed on the quality of the data in the collection and analysis process.

Data collection and project tracking must encompass validation as an integral element. Any

analysis and modeling work should assess the validity and reliability of the data and its

potential impact on the findings.

Note that the data quality problem goes far beyond software development; it appears to

permeate the entire information technology and data processing industry. The accuracy of

data in many databases is surprisingly low; error rates of roughly 10% are not uncommon. In

addition to accuracy, the most pertinent issues in data quality appear to be completeness,

consistency, and currency. Furthermore, the magnitude of the problem often multiplies when

databases are combined and when organizations update or replace applications. These

problems usually result in unhappy customers, useless reports, and financial loss. In a survey

conducted by Information Week , 70% of the responding information system (IS) managers

said their business processes had been interrupted at least once by bad data. The most

common causes were inaccurate entry, 32%; incomplete entry, 24%; error in data collection,

21%; and system design error, 15%. Information technology has permeated every facet of the

institutions of modern society, so the impact of poor-quality data is enormous. In recent

years, the data quality in many business and public databases does not seem to have
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improved. However, because data mining as a way of improving business has been receiving

attention, this could be a starting point of data quality improvement in the business world.

Business requirements could become a driving force for the improvement.

In the fields of quality and software engineering, experts have noticed the implications of

poor data quality and have started making efforts toward improvements. For instance, back in

1992, at the International Software Quality Exchange conference, which was organized by

the Juran Institute, members of the panel on prospective methods for improving data quality

discussed their experiences with some data quality improvement methods. The proposed

approaches included:

 Engineering (or reengineering) the data collection process and entry processes for data

quality

 Human factors in data collection and manipulation for data quality

 Establishing joint information systems and process designs for data quality

 Data editing, error localization, and imputation techniques

 Sampling and inspection methods

 Data trackingfollow a random sample of records through the process to trace the root sources

of error in the data collection and reporting process

Emerging trends are encouraging for those who are concerned with data quality and the

practice of metrics and measurements in software engineering. First, more experts have

started addressing the data quality issues and providing advice with regard to the data

collection process, measurement specifications and procedures, and data validation methods

at conferences and in publications. Second, the practice of metrics and measurements appears

to have been gaining a wide acceptance by development teams and organizations in their

software engineering efforts. More usage and analyses of data will certainly drive

improvements in data quality and enhance the focus on data validation as a key element of

the data collection and analysis process.

3. Getting Started with a Software Metrics Program

Once a development organization begins collecting software data, there is a tendency for

overcollection and underanalysis. The amount of data collected and the number of metrics

need not be overwhelming. It is more important that the information extracted from the data

be accurate and useful. Indeed, a large volume of data may lead to low data quality and

casual analysis, instead of serious study. It may also incur a sizable cost on the project and a
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burden on the development team. As discussed earlier, to transform raw data into meaningful

information, and to turn information into knowledge, analysis is the key. Analysis and its

result, understanding and knowledge, drive improvement, which is the payback of the

measurement approach. Therefore, it is essential for a measurement program to be analysis

driven instead of data driven.

By "analysis driven" I mean the data to be collected and the metrics used should be

determined by the models we use for development (such as models for development process,

quality management, and reliability assessment) and the analysis we intend to perform.

Associated with the analysis-driven approach, a key to operating a successful metrics

program is knowing what to expect from each metric. In this regard, measurement paradigms

such as Basili's Goal/Question/Metrics (GQM) approach prove to be useful.

4. Software Quality Engineering Modeling

Software quality engineering, in particular software quality modeling, is a relatively new field

for research and application. In this book we discuss four types of software quality models:

reliability and projection models, quality management models, complexity metrics and

models, and customer-oriented metrics, measurements, and models. A list of the models

follows.

 Reliability and projection models

o Rayleigh model

o Exponential model

o Weibull distribution with different shape parameters

o Reliability growth models that were developed specifically for software

o The polynomial regression models for defect arrivals and backlog

projections

 Quality management models

o The Rayleigh model framework for quality management The phase-based

defect removal model and defect removal effectiveness

o The code integration pattern metric or heuristic model

o The defect arrival (PTR) nonparametric (heuristic) model

o The polynomial regression models for defect arrivals and backlog

projections
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o Use of reliability models to set targets for the current project

o The models for spreading the total projected field defects over time for

maintenance planning (heuristic or using the reliability models)

o Statistical models on customer satisfaction analysis

o The effort/outcome model for establishing in-process metrics and for

assessing in-process quality status

o Other tools, metrics, and techniques

 Complexity metrics and models

o Analysis and statistical models linking complexity metrics, syntactic

constructs, structure metrics, and other variables to quality

o Analysis and statistical models linking the object-oriented design and

complexity metrics to quality and managerial variables

 Customer-oriented metrics, measurements, and models

o System availability and outage metrics

o Methods and models to measure and analyze customer satisfaction

5. Statistical Process Control in Software Development

For manufacturing production, the use of control charts is synonymous to statistical process

control (SPC) or statistical quality control (SQC). In This content we discussed the

differences between software development and manufacturing processes. The use of control

charts in software development, while helpful, is far from achieving SPC because of the

many reasons discussed. The most important reason is that there is no established correlation

between the mean and control limits of a control chart (of some in-process parameter) and the

level of end-product quality, so the meaning of process capability is not established. The

quality of the delivered software is also affected by many factors. It is not meaningful to use a

control chart for the final product quality either because when the data are available, the

software development is complete. It is not possible to effect changes at that time. In

manufacturing production the unit of analysis is parts, and the production process is an

ongoing, real-time process. A certain process mean and control limits are associated with a

specific quality level (e.g., defective parts per million). When the process is out of control,

the samples or the parts involved are excluded from the final deliverables.
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It appears that control charts in software are a tool for enhancing consistency and stability

with regard to process implementation. With ingenuity and meaningful application, control

charting can eventually be used as a high-level process control for product quality at the

organizational levelsee the discussion on control-charting defect removal effectiveness in

This content. The use of control charts is more appropriate at the process and organizational

levels, and for the maintenance phase, rather than at the project level during the development

process.
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