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Introduction to Number Theory 

Elementary number theory provides a rich set of tools for the implementation of cryptographic schemes. 
Most publickey cryptosystems are based in one way or another on numbertheoretic ideas. 

The next pages provide a brief introduction to some basic principles of elementary number theory. 
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Bignum computations 

Many cryptographic schemes, such as RSA, work with large integers, also known as “bignums” or “multi
precision integers.” Here “large” may mean 160–4096 bits (49–1233 decimal digits), with 1024bit integers 
(308 decimal digits) typical. We briefly overview of some implementation issues and possibilities. 

When RSA was invented, efficiently implementing it was a problem. Today, standard desktop CPU’s perform 
bignum computations quickly. Still, for servers doing hundreds of SSL connections per second, a hardware 
assist may be needed, such as the SSL accelerators produced by nCipher www.ncipher.com/ . 

A popular C/C++ software subroutine library supporting multiprecision operations is GMP (GNU Multi
precision package) www.swox.com/gmp/ . A more elaborate package (based on GMP) is Shoup’s NTL 
(Number Theory Library) www.shoup.net/ntl/ . For a survey, see 
https://www.cosic.esat.kuleuven.ac.be/nessie/call/mplibs.html . 

Java has excellent support for multiprecision operations in its BigInteger class 
java.sun.com/j2se/1.4.1/docs/api/java/math/BigInteger.html ; this includes a primality
testing routine. 

Python www.python.org/  is a personal favorite; it includes direct support for large integers. 

Scheme www.swiss.ai.mit.edu/projects/scheme/  also provides direct bignum support. 

Some other pointers to software and hardware implementations can be found in the “Practical Aspects” 
section of Helger Lipmaa’s “Cryptology pointers” www.tcs.hut.fi/˜helger/crypto/= . 

When working on kbit integers, most implementations implement addition and subtraction in time O(k), 
multiplication, division, and gcd in time O(k2) (although faster implementations exist for very large k), and 
modular exponentation in time O(k3). 

To get you roughly calibrated, here are some timings, obtained from a simple Python program on my IBM  
Thinkpad laptop (1.2 GHz PIII processor) on 1024bit inputs. SHA1 is included just for comparison. The 
last column gives the approximate ratio of running time to addition. 

2.2 microseconds addition 455,000 per second 1 
4.4 microseconds SHA1 hash (on 20byte input) 227,000 per second 2 
10.8 microseconds modular addition 93,000 per second 5 
41 microseconds multiplication 24,000 per second 20 
135 microseconds modular multiplication 7,400 per second 60 
2.3 milliseconds modular exponentiation (exponent is 2**16+1) 440 per second 1000 
5.5 milliseconds gcd 180 per second 2500 
204 milliseconds modular exponentiation (1024bit exponent) 5 per second 93000 
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Divisors and Divisibility  

Definition 1 (Divides relation, divisor, common divisor) We say that “ d divides a”,  written d a, if there exists an |
integer k such that a = kd. If d does not divide a, we write “ d a”.  If d a and d ≥ 0, we say that d is a divisor of a. 
If d a and d b, then d is a common divisor of a and b.| | 

Example 1 Every integer d ≥ 0 (including d = 0) is a divisor of 0. While 0 divides no integer except itself, 1 is a divisor 
of every integer. The divisors of 12 are {1, 2, 3, 4, 6, 12}. A common divisor of 14 and 77 is 7. If d a then d (−a).| | 

Definition 2 (prime) An integer p > 1 is prime if its only divisors are 1 and p. 

Definition 3 (Greatest common divisor, relatively prime) The greatest common divisor, gcd(a, b), of two integers a 
and b is the largest of their common divisors, except that gcd(0, 0) = 0 by definition. Integers a and b are relatively 
prime if gcd(a, b) = 1. 

Example 2 

gcd(24, 30) = 6 

gcd(4, 7) = 1 

gcd(0, 5) = 5 

gcd(−6, 10) = 2 

Example 3 For all a ≥ 0, a and a + 1 are relatively prime. The integer 1 is relatively prime to all other integers. 

Example 4 If p is prime and 1 ≤ a < p, then gcd(a, p) = 1. That is, a and p are relatively prime. 

Definition 4 For any positive integer n, we define Euler’s phi function of n, denoted φ(n), as the number of integers d, 
1 ≤ d ≤ n, that are relatively prime to n. (Note that φ(1) = 1.)


Example 5 If p is prime, then φ(p) = p − 1. For any integer k > 0, φ(2k ) = 2k−1 .


Definition 5 The least common multiple lcm(a, b) of two integers a ≥ 0, b ≥ 0, is the least m such that a m and
|
b m.| 

e1 e2 ekExercise 1 Show that the number of divisors of n = p1 p (where the pi’s are distinct primes) is 
�

1≤i≤k (1 + 2 k· · · p 
ei).


Exercise 2 Show that lcm(a, b) = ab/ gcd(a, b).
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Fermat’s Little Theorem 

Theorem 1 (Fermat’s Little  Theorem) If p is prime and a ∈ Z∗p, then ap−1 = 1 (mod p) . 

Theorem 2 (Lagrange’s Theorem) The order of a subgroup must divide the order of a group. 

Fermat’s Little Theorem follows from Lagrange’s Theorem, since the order of the subgroup a generated by a in Z∗ isp 
t 

� �
the least t > 0 such that a = 1 (mod p), and Z∗ = p− 1.p| | 

Euler’s Theorem generalizes Fermat’s Little Theorem, since Z∗ = φ(n) for all n > 0.n| | 

Theorem 3 (Euler’s Theorem) For any n > 1 and any a ∈ Z∗n, a φ(n) = 1 (mod n) . 

A somewhat tighter result actually holds. Define for n > 0 Carmichael’s lambda function λ(n) to be the least positive 
tt such that a = 1 (mod n) for all a ∈ Z∗n. Then λ(1) = λ(2) = 1, λ(4) = 2, λ(2e) = 2e−2 for e > 2, 

e1 ekλ(p e) = p e−1(p− 1) if  p is an odd prime, and if  n = p · · · p , then 1 k 

e1λ(n) = lcm(λ(p1 ), . . . , λ(p ek )) .k 

Computing modular inverses. Fermat’s Little Theorem provides a convenient way to compute the modular inverse a−1 

(mod p) for any a ∈ Z∗p, where p is prime:


p−2
a−1 = a (mod p) . 

(Euclid’s extended algorithm for computing gcd(a, p) is more efficient.) 

Primality  testing. The converse of Fermat’s Little Theorem is “almost” true. The converse would say that if  1 ≤ a < p 
p−1and a = 1 (mod p), then p is prime. Suppose that p is a large randomly chosen integer, and that a is a randomly 

chosen integer such that 1 ≤ a < p. Then if  ap−1 = 1 (mod p), then p is certainly not prime (by FLT), and otherwise 
p is “likely”  to be prime. FLT thus provides a heuristic test for primality for randomly chosen p; refinements of this

approach yield tests effective for all p.


Exercise 1 Prove that λ(n) is always a divisor of φ(n), and characterize exactly when it is a proper divisor.


Exercise 2 Suppose a > 1 is not even or divisible by 5; show that a 100 (in decimal) ends in 001 .


p pExercise 3 Let p be prime. (a) Show that a = a (mod p) for any a ∈ Zp. (b) Argue that (a+ b)p = ap + b (mod p) 
for any a,b in Zp. (c) Show that (m e)d = m (mod p) for all m ∈ Zp if ed = 1 (mod p− 1). 
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Generators


Definition 1 A finite group G = (S, ·) may be cyclic, which means that it contains a generator g such that every group 
element h ∈ S is a power h = g k of g for some k ≥ 0. If the group operation is addition, we write this condition as 
h = g + g + + g = kg . · · ·

k 

Example 1 For example, 3 generates Z10 under addition, since the multiples of 3, modulo 10, are: 

3, 6, 9, 2, 5, 8, 1, 4, 7, 0 . 

Fact 1 The generators of (Zm, +) are exactly those φ(m) integers a ∈ Zm relatively prime to m. 

Example 2 The generators of (Z10, +) are {1, 3, 7, 9}. 

Example 3 The group (Z∗11, ·) is generated by g = 2, since the powers of 2 (modulo 11) are: 

2, 4, 8, 5, 10, 9, 7, 3, 6, 1 . 

Fact 2 Any cyclic group of size m is isomorphic to (Zm, +). For example, (Z∗ ) ↔ (Z10, +) via:11, ·

2x (mod 11) ←→ x (mod 10) . 

Theorem 1 If p is prime, then (Z∗ ) is cyclic, and contains φ(p − 1) generators. More generally, the group (Zn, ·) isp , ·
ecyclic if and only if n = 2, n = 4, n = p , or n = 2p e, where p is an odd prime and e ≥ 1; in these cases the group 

contains φ(φ(n)) generators. 

Finding a generator of Z∗p. If  the factorization of p − 1 is unknown, no efficient algorithm is known, but if  p − 1 has 
known factorization, it is easy to find a generator. Generators of Z∗p are relatively common (φ(n) ≥ n/(6 ln ln n) for 
n ≥ 5), so one can be found by searching at random for an element g whose order is p − 1. (Note g has order p − 1 if  
gp−1 = 1 (mod p) but g(p−1)/q = 1 (mod p) for all prime divisors q of p − 1). 

Group generated by an element. In any group G, the set g of elements generated by g is always a cyclic subgroup of 
G; if  g = G then g is a generator of G. 

Groups of prime order. If  a group H has prime order, then every element except the identity is a generator. For example, 
the subgroup QR11 = {1, 4, 9, 5, 3} of squares (quadratic residues) in Z∗11 has order 5, so 4, 9, 5, and 3 all generate 
QR11. For this reason, it is sometimes of interest to work with the group QRp of squares modulo p, where p = 2q + 1 
and q is prime. 

Exercise 1 (a) Find all of the generators of (Z11, ·) and of (Z2k , +). (b) Let g be a generator of (Z∗p , ·); prove that g 
generates Z∗p if and only if x generates (Zp−1, +). 

c1Copyright � 2002 Ronald L. Rivest. 
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Orders of Elements 

tDefinition 1 The order of an element a of a finite group G is the least positive t such that a = 1. (If the group is written 
additively, it is the least positive t such that a + a + + a (t times) = 0.)· · ·

1 2 3 4 5 6 7 . . . Order 

1 1 1 1 1 1 1 1 . . . 1 

2 2 4 1 2 4 1 2 . . . 3 

3 3 2 6 4 5 1 3 . . . 6 

4 4 2 1 4 2 1 4 . . . 3 

5 5 4 6 2 3 1 5 . . . 6 

6 6 1 6 1 6 1 6 . . . 2 

Row a column k contains a k mod p for p = 7; bold
face entries illustrate the fundamental period of a k 

(mod p) as k increases. The length of this period is 
the order of a, modulo p. By Fermat’s Little The
orem the order always divides p − 1; thus ap−1 is 
always 1 (see the column marked with an uparrow). 
Elements 3 and 5 have order p − 1, and so are gen
erators of Z∗7. Element 6 is −1, modulo 7, and thus 
has order 2. 

⇑ 

Fact 1 The order of an element a ∈ G is a divisor of the order of G. (The order G of a group G is the number of | |
elements it contains.) Therefore a|G| = 1 in G . Thus when p is prime, the order of an element a ∈ Z∗ is a divisor of p 

Z∗ = p − 1, and in general the order of an element a ∈ Z∗ is a divisor of Z∗ = φ(n).p n n| | | | 

Computing the order t of an element a ∈ G. If  the factorization of G is unknown, no efficient algorithm is known, 
e1 e2 ek 

| | 
f1 fkbut if  G has known factorization G = p1 p · · · p , it is easy. Basically, compute the order t as t = p1 p f2 

2 k 2 k| | | | · · · p 
where each fi is initially  ei, then each fi is decreased in turn as much as possible (but not below zero) while keeping 

t a = 1 in G. 

Fact 2 When p is prime, the number of elements in Z∗ of order d, where d (p − 1), is φ(d). For example, since 
φ(2) = 1, there is a unique square root of 1 modulo p, other than 1 itself (it is −

|
1 = p − 1 ( mod p)). 

p 

kExercise 1 Let ord(a) denote the order of a ∈ G. (a) Prove that ord(a) = ord(a−1) and ord(a ) ord(a). (b) Prove |
that ord(ab) is a divisor of lcm(ord(a), ord(b)), and show that it may be a proper divisor. (c) Show that ord(ab) = 
ord(a) ord(b) if gcd(ord(a), ord(b)) = 1. 

Exercise 2 Show that there are at least as many elements of order p − 1 (i.e. generators) of Z∗ as there are elements of p 

any other order. 

Exercise 3 Show that the order of a in (Zn, +) is n/ gcd(a, n). 
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Euclid’s Algorithm for Computing GCD


It is easy to compute gcd(a, b). This is surprising because you might think that in order to compute gcd(a, b) you would 
need to figure out their divisors, i.e. solve the factoring problem. But, as you will  see, we don’t need to figure out the 
divisors of a and b to find their gcd. 

Euclid (circa 300 B.C.) showed how to compute gcd(a, b) for a ≥ 0 and b ≥ 0: 
� 

a if  b = 0 
gcd(a, b) = 

gcd(b, a mod b) otherwise 

The recursion terminates since (a mod b) < b; the second argument strictly decreases with each call. An equivalent 
nonrecursive version sets a0 = a, a1 = b, and then computes ai+1 for i = 2, 3, . . . as ai+1 = ai−1 mod ai until 
ai+1 = 0, then returns ai. 

Example 1 Euclid’s Algorithm finds the greatest common divisor of 12 and 33 as: 

gcd(12, 33) = gcd(33, 12) = gcd(12, 9) = gcd(9, 3) = gcd(3, 0) = 3 . 

The equivalent nonrecursive version has a0 = 12, a1 = 33, and 

a2 = a0 mod a1 = 12 mod 33 = 12 

a3 = a1 mod a2 = 33 mod 12 = 9 

a4 = a2 mod a3 = 12 mod 9 = 3 

a5 = a3 mod a4 = 9 mod 3 = 0 

So gcd(12, 33) = 3. 

It can be shown that the number of recursive calls is O(log b); the worstcase input is a pair of consecutive Fibonacci 
numbers. Euclid’s algorithm (even if  extended) takes O(k2) bit operations when inputs a and b have at most k bits; see 
Bach and Shallit. 
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Euclid’s Extended Algorithm


Theorem 1 For all integers a, b, one can efficiently compute integers x and y such that 

gcd(a, b) = ax + by . 

We give a “proof by example,” using Euclid’s Extended Algorithm on inputs a = 9, b = 31, which for each ai of the 
nonrecursive version of Euclid’s algorithm finds an xi and yi such that ai = axi + byi: 

a0 = a = 9 = a ∗ 1 + b ∗ 0 
a1 = b = 31 = a ∗ 0 + b ∗ 1 
a2 

a3 

a4 

a5 

= 
= 
= 
= 

a0 mod a1 

a1 mod a2 

a2 mod a3 

a3 mod a4 

= 
= 
= 
= 

9 
4 
1 
0 

= 
= 
= 

(a ∗ 1 + b ∗ 0) − 0 ∗ (a ∗ 0 + b ∗ 1) 
(a ∗ 0 + b ∗ 1) − 3 ∗ (a ∗ 1 + b ∗ 0) 
(a ∗ 1 + b ∗ 0) − 2 ∗ (a ∗ (−3) + b ∗ 1) 

= 
= 
= 

a ∗ 1 + b ∗ 0 
a ∗ (−3) + b ∗ 1 
a ∗ 7 + b ∗ (−2) 

Thus Euclid’s Extended Algorithm computes x = 7 and y = −2 for a = 9 and b = 31.


Corollary  1 (Multiplicative  inverse computation) Given integers n and a where gcd(a, n) = 1, using Euclid’s Ex

tended Algorithm to find x and y such that ax + ny = 1 finds an x such that ax ≡ 1 ( mod n); such an x is the

multiplicative inverse of a modulo n: x = a−1 (mod n).


Example 1 The multiplicative inverse of 9, modulo 31, is 7. Check: 9 ∗ 7 = 63 = 1 (mod 31).


Exercise 1 Find the multiplicative inverse of 11 modulo 41.


Exercise 2 Prove that if gcd(a, n) > 1, then the multiplicative inverse a−1 (mod n) does not exist.


Exercise 3 Show that Euclid’s algorithm is correct by arguing that d is a common divisor of a and b if and only if d is a

common divisor of b and (a mod b).
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Chinese Remainder Theorem


When working modulo a composite modulus n, the Chinese Remainder Theorem (CRT) can both speed computation 
modulo n and facilitate reasoning about the properties of arithmetic modulo n. 

Theorem 1 (Chinese Remainder Theorem (CRT)) Let n = n1n2 nk be the product of k integers ni that are pair· · ·
wise relatively prime. The mapping 

f(a) = (a1, . . . , ak ) = (a mod n1, . . . , a mod nk ) 

is an isomorphism from Zn to Zn1 × · · · × Znk : if f(a) = (a1, . . . , ak ) and f(b) = (b1, . . . , bk ), then 

f((a± b) mod n) = ((a1 ± b1) mod n1, . . . , (ak ± bk ) mod nk ) 

f((ab) mod n) = ((a1b1) mod n1, . . . , (ak bk ) mod nk ) 

f(a−1 mod n) = (a−1 mod n1, . . . , a
−1 mod nk ) if a−1 (mod n) exists 1 k 

f−1((a1, . . . , ak )) = a = 
� 

aici (mod n) where mi = n/ni and ci = mi(m
−1 mod ni) .i 

i 

When n = pq is the product of two primes, working modulo n is equivalent to working independently on each 
component of its CRT (i.e. (mod p, mod q)) representation. It can be worthwhile to convert an input to its CRT 
representation, compute in that representation, and then convert back. 

Example: For n = 35 = 5 7 put (a mod 35) in row a1 = (a mod 5) and column a2 = (a mod 7):·

f(8) = (3 , 1)0 1 2 3 4 5 6 

0 0 15 30 10 25 5 20 
1 21 1 16 31 11 26 6 
2 7 22 2 17 32 12 27 
3 28 8 23 3 18 33 13 
4 14 29 9 24 4 19 34 

f(−8) = f(27) 
f(12) 

= 
= 

(−3,−1) = (2, 6) 
(2, 5) 

f(12−1) = (2−1 , 5−1) = (3, 3) = f(3) 
f(8 + 12) = f(20) = (3 + 2, 1 + 5) = (0, 6) 
f(8 · 12) = f(96) = f(26) = (3 · 2, 1 · 5) = (1, 5) 

Here m1 = 7, m2 = 5, c1 = 7 · (7−1 mod 5) = 7 3 = 21, c2 = 5 · (5−1 mod 7) = 5 3 = 15, so · ·

f−1((a1, a2)) = 21a1 + 15a2 (mod 35) . 

(Note: f(21) = (1, 0), f(15) = (0, 1).) Thus, f−1((1, 5)) = 21 + 5 15 = 96 = 26 (mod 35).·

Speeding up Modular  Exponentation. A significant application is speeding up exponentiation modulo n = pq when p 
and q are known. To compute y = x d mod n, where f(x) = (x1, x2): 

d d d mod (q−1)
f(y) = f(x d) = (x1 mod p, x 2 mod q) = (x d mod (p−1) mod p, x mod q) .1 2 

p−1Note x1 = 1 mod p for x1 = 0 by Fermat’s Little Theorem. Then convert back from (y mod p, y mod q) to y mod n. 
Since exponentiation takes time cubic in the input size, two halfsize exponentiations are about four times faster than one 
fullsize exponentiation (including conversion). 

Exercise 1 Prove that x is a square mod n = pq if and only if it is a square mod p and mod q. 
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Massachusetts Institute of Technology Handout 5 
6.857: Network and Computer Security September 11, 2003 
Professor Ronald L. Rivest 

Problem Set 1 

This problem set is due on paper,  on Thursday, September 18 at the beginning of class. 
You are to work on this problem set in groups of three or four people. Problems turned in by individuals, 

pairs, pentuples, etc. will not be accepted. Be sure that all group members can explain the solutions. See 
Handout 1 (Course Information) for our policy on collaboration. If you do not have a group, seek partners 
by emailing TA. 

Homework must be typed! Each problem answer must appear on separate sheets of paper. Mark the top 
of each sheet with your name(s), the course number (6.857), the problem set number and question, and the 
date. Homework must be typed and clear. We have provided templates for LATEX and Microsoft Word 
on the course website. 

Grading and Late Policy: Each problem is worth 10 points. Late homework will not be accepted 
without prior approval. Homework should not be submitted by email except with prior approval. (Somebody 
from your group should be in class on the day that the homework is due.) 

With the authors’ permission, we will distribute our favorite solution to each problem as the “official” 
solution – this is your chance to become famous! If you do not wish for your homework to be used as an 
official solution, or if you wish that it only be used anonymously, please note this on your homework. 

Problem 11. PGP 

This problem has both individual and group elements to it. Your group should turn in one writeup answering 
each of the parts labelled [Group], but all key pairs, emails, etc. should be created and sent individually. 

Read Alma Whitten’s paper, “Why Johnny Can’t Encrypt.” (There is a link to it on the “Lectures and 
Handouts” page of the course website.) 

Locate and install a fresh version of PGP or GPG. There are versions for Unix flavors, Windows, and the 
Macintosh. See http://web.mit.edu/network/pgp.html for downloads. If for some reason you are not 
able to download from this site, http://www.pgpi.org/ may be of use. 

Find the PGP public keys for as many of the 6.857 staff as you can. Part of your assignment is figuring out 
how to locate PGP keys. Searching the Internet for PGP key servers may be of help. But beware; there 
may be fake keys out there. . . 

(a)	 [Group] Reflections on Trust. PGP’s “web of trust” model allows users to “sign” each others’ 
public keys. Suppose Alice signs Bob’s key; what, in effect, is Alice declaring when she does this? 
Why is it useful for people to sign each other’s keys? What precautions should one take before signing 
someone else’s key, and why are these measures appropriate? 

(b)	 [Individual] Getting started. Create a new public/private key pair for yourself (you may use an 
existing key pair if you already have one). Sign each of your group members’ public keys, and have 
them sign yours. 
When all of your group members have signed your public key, email it to TA in ASCIIarmored
 format, with the subject My public key. 

(c) [Individual] Encrypting email. Send an encrypted, signed email to TA with the subject PGP is
 fun. Do not send the mail to the TAs individually. In the body of the message, 

•	 Tell us what operating system and version of PGP you are using. 
•	 Show us the public keys you found for the 6.857 staff; PGP fingerprints are sufficient. 
•	 In a few sentences, explain why you do or do not believe that these keys do indeed belong to the 

6.857 staff. If you do not trust a public key, explain what would convince you otherwise. 
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Your mail should be protected with PGP such that the 6.857 TAs, and only the 6.857 TAs, can obtain 
the plaintext contents. You must also sign the mail with your private key. We will only accept your 
first message, so make sure to get it right the first time. Are you able to finish the assignment in fewer 
than 90 minutes as in Whitten’s experiment? Remember to cite all your sources (books, manuals, 
friends, etc.) according to the guidelines in Handout 1. 

(d)	 [Group] Acting Presidential. Find a PGP key for president@whitehouse.gov on a PGP key 
server. Based on your findings, explain one useful feature and one drawback of PGP key servers. 
Limit your answer to two paragraphs. Remember to cite all your sources. 

Problem 12. Password Sniffing. [Group] Discuss the opportunities for password “sniffing” (eavesdrop
ping) in one of the following scenarios. Consider software, hardware, networkbased, and electronic means 
(among any others you may think up). Find at least five vulnerabilities. 

•Alice visits her friend Bob’s office. While she is there, she sits down at Bob’s computer and uses it to 
access the MIT WebMail server. To use WebMail, Alice needs to enter her username and password, 
which are sent over an SSLprotected link to the web server. 

•Louis Reasoner takes his laptop to the local Starbuck’s to enjoy an espresso and free WiFi wireless net 
access. He uses telnet to log in to his Linux machine back in his dorm room. 

•Eve, sitting at home, wants to make a PPP connection over an analog telephone line to her ISP. Her 
ISP uses PAP authentication (see RFC 1334 for a discussion of PPP authentication protocols). The 
ISP’s modem bank communicates over Ethernet to an authentication server that stores usernames and 
passwords. Eve types her username and password into a Windows dialog box, her modem calls a local 
phone number, and the ISP authenticates her. 

Problem 13. Exercises in Hashing [Group] 

(a)	 Ideally, a hash function will have the properties of both collisionresistance and pseudorandomness. 
Is one property stronger than the other? In other words: if a hash function is collisionresistant, must 
is also be pseudorandom? And vice versa? For each implication, either argue that it is true, or give 
a counterexample. 

(b)	 Bitdiddle Security, Inc. proposes the following authentication scheme using a hash function h: the 
client and server systems both maintain a secret string s, which is initialized to some 16word random 
value. Whenever the client wants to authenticate itself, the server chooses a fresh, random “challenge” 
string r (of length 16 words) and sends it to the client. The client sends h(s r) to the server. If the ◦
server receives the expected value, it accepts the client, and both the client and the server update s 
by appending r to it (i.e., s s r). Otherwise, the server rejects the client and leaves s unchanged. ←	 ◦ 
After a cursory look over pages 2189 of her 6.857 textbook, Alyssa P. Hacker was overheard to say, 
“That’s all well and good if h is a random oracle, but they’d better not use anything from the MD4 
family. . . ” 

Explain what Alyssa meant by her comment. 

(c)	 Bob has two hash functions, f and g. He knows that one of them is collisionresistant (and the other 
isn’t), but he’s not sure which is which. He wants to create a new hash function h which is definitely 
collisionresistant. Evaluate each of the following proposals, and either argue that it is definitely 
collisionresistant, or describe a counterexample (as usual, the ◦ symbol denotes concatenation): 

1. h(x) = f (x) ◦ g(x) 
2. h(x) = f (g(x)) 
3. h(x) = f (g(x)) ◦ g(f (x)) 
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Problem 14. Security Policies. [Group] Write a shortbutsweet security policy for one of the following 
two scenarios. Limit your policy to one page. For example, a policy for a Project Athena workstation might 
specify that students should have access to the contents of their AFS lockers but should not be able to 
modify the system software of the workstation, while IS staff can modify the master copy of the operating 
system, which is then copied to the workstation by an automated process. 

NOTE: It is not necessary for your security policy to be the actual security policy used by either of these 
organizations; we are more concerned with your ability to address all of the various aspects that need 
coverage, rather than with your accuracy on the specific systems in these examples. 

•The MIT Card. As an MIT student, you are given a student ID card that contains your photograph 
and a magnetic strip. This card is used to open doors, check out library books, and buy food on campus. 
Write a security policy that governs the lifecycle of an MIT card, including the card’s creation, it’s use, 
and it’s endoflife. What are the objectives of the policy? How are different entities (students, the 
MIT card office, the registrar) involved? 

Make sure that your policy can handle common events, such as lost cards. Are students allowed to lend 
their cards to other students under your policy? Why or why not? 

•Apple’s iPod. The Apple iPod is a portable computer that contains a hard drive, a minimal operating 
system, a user interface, and a digitaltoanalog converter. The iPod can be run under its own operating 
system or it can be plugged into a computer and appear as an external firewirebased hard drive. Each 
iPod has a unique serial number. The iPod can play music in either MP3 format or in Apple’s proprietary 
music format, which is used to encode music downloaded from Apple’s online iTunes Music Store. Apple 
tracks which iPods are owned by which registered iTunes users. Each iPod comes with a sticker on it 
that says “Don’t steal music.” 

Apple’s goal in developing the iPod and iTunes system is to enable a service that allows users to 
download (and pay for) music without angering the record labels who own the music. Describe a 
security policy that would accomplish this goal. 
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Massachusetts Institute of Technology Handout 8 
6.857: Network and Computer Security September 23, 2003 
Professor Ronald L. Rivest 

Problem Set 1 Solutions 

Today’s LATEX fun-fact: quotes are done “like this” and not ”like this.” (The difference is that you use 
two back-ticks (‘) for open quotes and two single-quotes (’) for close quotes. The double-quote mark is 
never used in LATEX.) See http://www.maths.tcd.ie/~dwilkins/LaTeXPrimer/ for a good introductory 
LATEX tutorial. No points were deducted for failure to use the correct LATEX quotes. 

Problem 1-1. PGP (Courtesy of Lucy Jin, Xian Ke, Ryan Manuel, and Matt Wilkerson.)
TA Notes: The biggest mistake made on this problem was confusing (or merging) the separate concepts of 
authenticity and trust. When Alice signs Bob’s key, she is asserting that the key belongs to Bob, i.e. that the 
key is authentic. She is not making any declaration about Bob’s inclination to be a responsible keysigner; that 
would be trust. To make an extreme example: suppose Chris is a malicious PGP user who deliberately signs 
bogus keys, like those of president@whitehouse.gov. It is still appropriate for Simson to sign Chris’s key 
(after verifying his identity), even though he is fully aware of Chris’s evil ways. It would not be appropriate, 
however, for Simson (or anyone else) to trust any of Chris’s signatures. For this reason, trust is generally 
not “transitive” — indeed, it can stop after just one link. PGP is capable of using your trust of certain users 
to infer authenticity of new keys, via signatures made by those trusted users. 

Many students made the mistake of assuming that the only way to verify the trust on a key was by having 
the key signed by someone that they trust. 

•	 Simson’s PGP 2.6.2 RSA key, downloaded from the PGP key servers, matches the fingerprint on page 
248 of the book PGP: Pretty Good Privacy, which is available in the library and some bookstores.1 

Simson’s PGP IDEA key was signed with the RSA key. 
One student wrote “I believe Simson’s key, because under his key there is his photograph. The chances 
of someone impersonating him to that extent I believe to be very slim.” In fact, anybody uploading 
a PGP key to the PGP keyserver is free to put any photograph they wish on the key. Unless the 
photograph is signed by a key you trust, it is meaningless. 

•	 Chris’s public key is on his website, at http://theory.lcs.mit.edu/~cpeikert/pubkey.asc. Al
though it is certainly possible that somebody could have modified the fingerprint in the PGP book and 
replaced the key on Chris’ website, these attacks would most likely have been detected and overcome 
(by reprinting the book or replacing the incorrect file on the theory.lcs.mit.edu webserver). 

A few students came to us during our office hours and had us verify our PGP key fingerprints. In-person 
verification is, of course, the best way to verify a key. 

A note on mailers. A few students sent PGP ciphertext or keys by pasting them into Microsoft Outlook 
and then sending them as HTML text. This effectively broke our ability to import the keys or decrypt 
the ciphertext. In general, you should be aware of the transformations caused by email clients; Microsoft’s 
clients are especially bad in this respect. 

The following solution was submitted by Lucy Jin, Xian Ke, Ryan Manuel, and Matt Wilker
son: 

(a)	 Alice’s signature of Bob’s key declares Alice’s belief that the key really does belong to Bob. It is useful 
for people to sign each other’s keys as a way of attesting to the authenticity of the keys. A third 
party who has never met Bob can authenticate Bob’s key if the third party trusts Alice’s signature on 
that key. Before signing someone’s key, one must verify the identity of the keyholder and trust that 

1One student noted that the date of Simson’s key on the PGP key server was prior to the publication date of his book, 
but that student didn’t bother to check out the fingerprint in the book. This isn’t enough to ensure authenticity, though: an 
imposter could easily upload a key with any date he wished to the keyserver simply by changing the date on his computer when 
he made the key. 
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the key has not been tampered with or switched from the one originally generated for the keyholder. 
Authentication of the keyholder can occur through various means. For example, Bob can hand his key 
to Alice in person. Verification of the secure transmission of the key can be performed by matching 
some identifying information (e.g. hash of key) prior to and after transmission. A certificate authority 
such as Verisign may search credit records or establish phone or mailing contact with the requestor 
of the signature to verify the keyholder and the key. These verification measures are appropriate to 
prevent adversaries from impersonating other individuals. 

(b) Individual work. 

(c) Individual work. 

(d)	 One useful feature of PGP key servers is as a place to store and search for the public keys of individuals. 
Without such a centralized location, keyholders would need to find their own location to store their 
public key for retrieval (e.g. web site). Finding a key then becomes quite unwieldy (i.e., web searches 
may not yield direct results). The drawback with PGP key servers is that forgeries make it difficult 
to obtain the correct public key. PGP key servers do not require any authentication steps before 
uploading public keys to the server. Authentication is instead the responsibility of any signers of 
the key. However, this means that anyone can upload a key claiming that it belongs to anyone 
else, and have these false keys show up in the search results for the named individual. The search 
on president@whitehouse.gov yielded no fewer than 9 keys with that exact email address on the 
pgpkeys.mit.edu server, many of them obviously forged (“Cody” is not the first name of any U.S. 
president in history). Of course, any distributed scheme is also subject to tampering and potential 
for forgery (e.g. make another web site holding a forged key). In most cases, the benefits of having a 
PGP key server outweigh the potential for misuse and confusion. 

Distribution of scores on problem 1: 
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8 9 10 

Average score: 8.37 

Problem 1-2. Password Sniffing. 

Here are some of the answers that were proposed for this problem: 

• Ask the user for his or her password. (Asking nicely helps.) 

• Shoulder surfing. 

• Hardware key logger inside keyboard or between keyboard and host computer. 

• Key logger software on the client. 

• Operating system modification to capture keystrokes. 

• Camera captures passwords. 

• Rogue 802.11 access point. 

• Capture 802.11 wireless packets. 
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•	 Capture Ethernet wired packets. 

•	 Capture RF emissions and decode them. 

•	 The web browser could be rigged to capture Alice’s password, either using its legitimate “remember 
password” feature or using a hidden back door. 

•	 Exploit (possible) flaws in SSL implementation. 

•	 Find a flaw in RSA or another cryptographic algorithm that is used.


Man-in-the-middle attack between the web browser and the web server.
• 

•	 A fake web server could capture Alice’s password. 

•	 The real web server could capture Alice’s password. 

•	 Call the ISP and pretend to be Eve; ask for her password.


Hack the ISPs authentication server.
• 

Hack the ISPs authentication database. • 

•	 Drug the user and demand the password. 

The key thing to realize is that the TELNET protocol is vulnerable to sniffing, whereas the SSL protocol is 
not. TELNET is further vulnerable to DNS spoofing; SSL is only vulnerable to DNS spoofing if a “valid” 
certificate for the unspoofed name is at the server. This can be done by loading a fake CA certificate into 
the SSL client and then issuing a new certificate to the spoof server. 

In general, any group that came up with more than five different avenues for attack got 10 points. Groups 
lost points if they only provided five attacks and if there was significant overlap between those attacks. 

So groups that submitted six or more vulnerabilities generally got 10 points. Groups that submitted precisely 
five had a lower chance of getting 10 points. 

Distribution of scores on problem 2: 
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Average score: 9.71 

Problem 1-3. Exercises in Hashing  (Courtesy of Siddique Khan, Andrew Tsai, and Dian Chen.)
TA Notes: The most common mistake in this problem was in arguing that a psuedorandom function was not 
collision-resistant. A typical “proof” used a pseudorandom hash-function with a one-bit output, for which 
it is obviously easy to find a collision (just try three different inputs). The problem with this reasoning is 
that, when we use the word “infeasible,” it’s in reference to how the work required to do a task (e.g., find 
a collision) increases as the output length of the hash function grows. Therefore it isn’t meaningful to talk 
about “feasibility vs. infeasibility” when referring to hash functions with very short outputs. For all practical 
purposes in this class, it’s enough to consider hash functions which have pretty long outputs (e.g., 128 or 
160 bits) when talking about infeasibility. Because this is a relatively subtle issue that we didn’t go into, 
not many points were deducted for this kind of mistake. 
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Also, in the Bitdiddle authentication scheme, the groups of Alexandros Kyriakides, Saad Shakhsir, and 
Ioannis Tsoukalidis, as well as Rui Viana, Conor Murray, and Richard Hansen pointed out that the actual 
implementation of MD4 is slightly more complicated than that presented in the book. In particular, every 
message (even one that is an exact multiple of 16 words long) receives some padding before going through the 
MD4 algorithm. For this reason, the exact attack envisioned by Alyssa P. Hacker probably would not work 
in practice. However, in principle there still may be message-extension vulnerabilities in certain applications 
using iterative hash functions like those in the MD4 family (MD4, MD5, SHA-1, etc.). 

The following solution was submitted by Siddique Khan, Andrew Tsai, and Dian Chen: 

(a) We claim that a collision-resistant hash function is not necessarily pseudorandom. We prove this by 
demonstrating the following example:

Assume that we have a collision-resistant hash function g, that outputs bit strings of length n−1. We

define the hash function h that outputs bit strings of length n as follows: h(x) = 0 ◦ x if x = n− 1;

h(x) = 1 ◦ g(x) otherwise. 

| |


Now, h is collision resistant because all output strings with first bit 0 map one to one with the inputs

x of length n − 1, and if it was feasible to find a collision on any output strings with first bit 1 this

would contradict the fact that g is collision-resistant.

But h is not pseudorandom because it is feasible to tell it apart from a random oracle (RO) using the

following test: Given a black box, B, pass some x of length n − 1 as the input to B. If the output

B(x) is 0 ◦ x, then B is very unlikely to be an RO because the outputs of an RO are random and

independent of each other. Thus it is feasible to determine whether B implements a Random Oracle

or the hash function h. Therefore h is not pseudorandom.

We conclude from this example that a collision resistant hash function is not necessarily pseudoran

dom.

We claim that a pseudorandom function is collision resistant. We proceed to prove this by proving

the contrapositive:

Let g be a hash function that is not collision resistant. Then it is feasible to find inputs x, x� such 
that x =� x� and g(x) = g(x�). 
Now, it is feasible to distinguish g from an RO by the following test: first, find unique x and x� such 
that g(x) = g(x�) since this is feasible. Given a black box B, pass x and x� as inputs to B and observe 
whether B(x) = B(x�). If these outputs are equal, then B is unlikely to be an RO because finding a 
collision in an RO is infeasible (by a birthday argument). Therefore g is not pseudorandom. 
So we conclude the contrapositive: a pseudorandom function is collision resistant. 

(b)	 MD4 is an iterative hash function that takes the data stream input in 16 word chunks (i.e. it first 
takes s, then r1, then r2, etc.). It first passes s and a fixed initial string, I, into its algorithm (denote 
this algorithm as g). Then it passes the output g(I, s) and r1 back into g to obtain g(g(I, s), r1), etc. 
So we see that MD4(s) = g(I, s), MD4(s r1) = g(MD4(s), r1), MD4(s r1 ◦ r2) = g(MD4(s r1), r2),◦	 ◦ ◦
etc.

Now in the given authentication scheme, an adversary can always see each of the challenge strings

r1, r2, r3, . . . , rk as well as each of the previous hash values, MD4(s),MD4(s r1), . . . ,MD4(s
◦ ◦ r1 ◦ 
· · · ◦ rk−1). Since the adversary can also know the MD4 algorithm, he can easily compute MD4(s ◦ 

rk−1 ◦ rk ) = g(MD4(s ◦ r1 ◦ · · · ◦ rk−1), rk ) and send this value to the server. The server will r1 ◦ · · · ◦
recognise this as the correct hash value and accept him as the client on the kth authentication. 
However, if h were an RO instead of MD4, h(s rk−1 ◦ rk) would be random and independent ◦ r1 ◦ · · · ◦
of all the previous hash values and therefore the adversary cannot feasibly compute this value even

though he knows all the previous ri and hash values.

All the other algorithms in the MD4 family are iterative and are just more complicated forms of MD4,

according to the text, so they are all susceptible to the attack outlined above while a random oracle

is not. This is what Alyssa meant by her comment.
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(c)	 1. h(x) = f (x) ◦ g(x). Proposition: h is definitely collision resistant. 
Proof: Assume h is not collision resistant. Then it is feasible to find unique x, x� such that h(x) = 
h(x�). Suppose f is collision resistant (if g is the collision resistant hash, the argument follows 
from symmetry): h(x) = f (x) ◦ g(x) and h(x�) = f (x�) ◦ g(x�) implies f (x) ◦ g(x) = f (x�) ◦ g(x�). 
Then f (x) = f (x�) which contradicts our statement that f is collision resistant. (Note: f and g 
are hash functions, which must therefore have fixed length outputs. This is why we can compare 
the substrings f (x) and f (x�).) 

2.	 h(x) = f (g(x)). We provide the following counterexample: 
In the case that g is not collision resistant: then it is possible to find unique x, x� such that 
g(x) = g(x�). Then f (g(x)) = f (g(x�)) and h(x) = h(x�). Therefore, in this case h is not collision 
resistant. 

3.	 h(x) = f (g(x)) ◦ g(f (x)). Consider the counterexample: 
Let f be collision-resistant and g be some dumb function that returns the same constant-bit 
output, c, no matter the input. 
Then, choose some arbitrary unique pair of inputs x, x�: h(x) = f (g(x)) ◦ g(f (x)), and h(x�) = 
f (g(x�)) ◦ g(f (x�)). 
Now g(f (x)) = g(f (x�)) = c so last part of concatenation is equal (by the definition of g). And 
f (g(x)) = f (g(x�)) since g(·) = c. Therefore h(x) = h(x�). 
We conclude that h is not definitely collision resistant. 

Distribution of scores on problem 3: 
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Problem 1-4. Security Policies.


TA Notes: All but 3 groups did the MIT card policy. The other groups did the Apple iTunes policy.


Grading this problem was very difficult. Because of the variance of essays, we tried to implement a uniform

scoring system, specifically:


•	 One point given for an objective. 

•	 One point given for explaining how cards are created. 

•	 One point given for explaining students obligations and restrictions. 

•	 One point given for discussing the role of the MIT in validating who proper students are (e.g., the 
Registrar tells the Card office who is a student). 

•	 One point given for discussing lost cards. 

•	 One point given for discussing security requirements of other uses (like opening doors, Tech Cash, etc.). 

•	 Four points given for general writing quality, flow and logical consistency. 

The following are some common errors that we saw: 
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•	 Many students asserted that valid students would be given cards, without explaining what a valid 
student actually is, or how a determination of validity would be made. 

•	 Many students made students absolutely liable for lost cards. Come on, guys! You don’t want to live 
in that world, do you? Try making security policies that both make sense and that are humane. Don’t 
create a world that you wouldn’t want to live in. 

•	 Many students discussed the mechanism of assuring that each card is unique (e.g., giving a card a 
128-bit code that is distinct from the student ID number), rather than discussing the motivation for 
having each card being unique. 

•	 Some students required that a person reporting a stolen or lost card present ID to prove their identity. 
(What do you do if the whole wallet is stolen? Why not just use the photo that MIT card office has on 
file?) 
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(b) The following security policy for Apple’s iPod was submitted by Jamie Hope, Catherine 
Havasi, and Thomas Lin: (Courtesy of Jamie Hope, Catherine Havasi, and Thomas Lin.)
Apple’s iPod: Apple’s goal regarding the iPod/iTunes system should not be to incur the wrath of 
the RIAA by leaving the door wide open for piracy, but at the same time should leave the door open 
enough to keep users interested in the products. The “Don’t steal music.” sticker is a start, but 
probably not good enough for the RIAA. We must proceed under the RIAA’s assumption that the 
User is the Enemy. 
The traditional security policy of an Internet-based sales system must apply. Transactions at the 
iTunes Music Store should all be encrypted (via SSL, for example) so that the User feels safe purchasing 
music. Apple already has experience in this area with the Apple Store. The User should be able to 
purchase and download music easily, but the system should not facilitate music piracy. The music file 
should be playable on the User’s hardware (or on machines to which he has access) [1], but should not 
be playable on the computer of another user who had acquired the file via Kazaa or whatever other 
illegal file sharing utility we assume the User will use. To this end, the music file must be encrypted 
or otherwise locked such that it may be played only on a computer having a key that is available for 
download from Apple. 
This key should be downloadable only by the User, and the User should not be able to directly 
manipulate the key or make it available to others. All key acquisitions must be controlled by Apple. 
Additionally, it should be in the User’s best interest not to tell others how they may acquire his 
key from Apple [2]. Apple should keep a record of which computers are authorized to play music 
from a particular account using the computer’s serial number or some other metric which may be 
automatically obtained through a network connection to the computer (i.e. does not depend on the 
User to accurately and honestly enter the information). 
The iPod should have access to all the music on the User’s computer, whether it be from the iTunes 
Music Store or imported from the User’s CD collection or obtained through other channels, but it 
should not be a way to transfer this music from one computer to another at Firewire speed. So, 
music transfer should be allowed from computer to iPod but not from iPod to computer [3]. This 
is, of course, not possible when the iPod is being used as a removeable hard disk, but hopefully the 
RIAA won’t notice or will realize that it is infeasible to bring a lawsuit against the removeable media 
industry. 
[1] Apple’s documentation states that up to three computers at a time may be authorized to play 
music corresponding to a particular Music Store ID. If playback on a fourth computer is desired, one 
of the original three must be deauthorized first (The User must have physical access to a computer to 
deauthorize it.). A single computer may be authorized to play music from multiple IDs. Computers 
are authorized and deauthorized by selecting a menu item in the iTunes application and then entering 
an ID and passphrase. 
[2] This is the reasoning behind the three-computer limit, or at least why the number of computers 
on which the file is playable must be limited; if the User publishes instructions on how to authorize 
a computer to play his music, at most two other computers can take advantage of the instructions. 
Furthermore, now the User cannot authorize a second computer of his own. Since he does not have 
physical access to the other two machines with his authorization, he cannot revoke their authorizations, 
which he would have to do to authorize another machine of his own. 
[3] Apple’s solution to this is to put the music files in a hidden directory on the iPod’s hard disk; see 
Version Tracker http://www.versiontracker.com for a number of utilities which circumvent this 
block. 
References: 
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Apple Help Viewer files for iPod, iTunes, and the iTunes Music Store, http://www.info.apple.com.

Apple iPod product page, http://www.apple.com/ipod/.

Apple iTunes product page, http://www.apple.com/itunes/.


Distribution of scores on problem 4: 
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Average score: 8.43 
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Massachusetts Institute of Technology Handout 7 
6.857: Network and Computer Security September 18, 2003 
Professor Ronald L. Rivest 

Problem Set 2 

This problem set is due on paper,  on Thursday, September 25 at the beginning of class.  
You are to work on this problem set in groups of three or four people. Problems turned in by individuals, 

pairs, pentuples, etc. will not be accepted. Be sure that all group members can explain the solutions. See 
Handout 1 (Course Information) for our policy on collaboration. If you do not have a group, seek partners 
by emailing  TA.  

Homework must be typed! Each problem answer must appear on separate sheets of paper. Mark the top 
of each sheet with your name(s), the course number (6.857), the problem set number and question, and the 
date. Homework must be typed and clear. We have provided templates for LATEX and Microsoft Word 
on the course website. 

Grading and Late Policy: Each problem is worth 10 points. Late homework will not be accepted 
without prior approval. Homework should not be submitted by email except with prior approval. (Somebody 
from your group should be in class on the day that the homework is due.) 

With the authors’ permission, we will distribute our favorite solution to each problem as the “official” 
solution – this is your chance to become famous! If you do not wish for your homework to be used as an 
official solution, or if you wish that it only be used anonymously, please note this on your homework. 

Problem 2-1. Two-Time Pad 

Your first job out of MIT is working at a secret agency in Maryland. The agency has intercepted six messages,

each one 128 bytes in length. Your supervisor tells you that they were encrypted by “the enemy” using three

one-time pads. You are given the assignment of decrypting them.


“A one time pad? But that’s impossible to decrypt!” you say.


Your supervisor looks at you in disgust. “Don’t they teach you how to count at MIT?”


You stare blankly at your supervisor.


“Six is bigger than three.”


Slowly, you realize that a one-time pad can only be used once. You have six messages — so some of the pads

must have been re-used.


You take the six messages back to your cubicle. Your mentor, a spook whose name cannot be revealed in

this problem set, comes over to your desk. “This is the first test that everybody gets,” your mentor says.

“I’ll give you a hint: each pad was used just twice.”


“Can I have another hint?” you ask.


“Okay,” your mentor says. “One of the messages is code in a well-known programming language. One of the

messages contains some song lyrics. And one of the messages is from a well-known 17th century play. But

I’ve said too much already. . . ”


This problem has three parts, each of which is worth 10 points:


(a)	 Discuss your approach to solving this problem. Consider the ASCII encoding system, the mathemati
cal properties of exclusive-or, predictability of human and computer languages, and any other factors 
that will help you solve this problem. 

(b) Determine which pairs of ciphertext were encrypted using the same “one-time” pads. 

(c) Report the six plaintexts. 

You can download the ciphertexts from the 6.857 website. 
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Problem 2-2. Hash Soup 

Estimate the probability that there are two non-identical files, somewhere on the planet1, right now, that 
have the same MD5 hash code. Do the same for SHA-1. State your assumptions and cite all references used. 

Problem 2-3. One-Time MAC, Revisited 

Recall the one-time MAC presented in class: each message uses a new key k = (a, b), where a and b are 
chosen randomly from Zp for some large prime p. The MAC of a message M < p is: 

MACk (M) = aM + b (mod p) 

One problem with this approach is that for any n-bit message M, we actually need about 2n bits of key. 
Another problem is that the authentication tag is as large as the message itself, because p must be chosen 
to be larger than M , and the tag is an element of Zp. 

Consider the following modification to the one-time MAC, which solves these problems. We choose p to be 
an approriate size (say, 64 bits long) and divide M into chunks M = M1,M2, . . . ,Mt in some canonical way, 
where 0 ≤ Mi < p. The key is k = (a1, a2, . . . , at, b) where b and each ai are chosen at random from Zp. 
The MAC is: 

MACk (M) = ( aiMi) + b (mod p) 

Argue (as rigorously as you can) that this one-time MAC is secure against an unbounded adversary. For 
very long messages, how does the key usage compare to the one-time MAC presented in class? (As always, 
remember to cite your sources.) 

1Earth 
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Massachusetts Institute of Technology Handout 10 
6.857: Network and Computer Security September 30, 2003 
Professor Ronald L. Rivest 

Problem Set 2 Solutions 

Today’s fun-fact is about jointly-authored submissions. During your professional lives, you will frequently 
be asked to jointly submit a letter, a paper, or an article. When you submit a document that has multiple 
names on it, you should not write sentences that use the word “I” as their subject. Doing so is a dead 
give-away that the paper was not authored by the group, but was instead authored by a single person. (It 
also comes across as somewhat haughty to the reader.) 

For example, this sentence appeared in a homework solution to problem set #2 that had four names on 
the top: 

The approach I used to solve this problem is as follows. 

How should we take such a sentence? 
Please remember that these homeworks are meant to be done in groups. This means that each student 

is responsible for all of the work. It does not mean that you have license to split up the problems and have 
each student work on a different one. 

Submitted homework solutions that used the first-person pronoun were penalized between 1 and 2 points. 

Problem 2-1. Two-time pad (Courtesy of Rui L. Viana, Conor M. Murray, Pallavi Naresh and Richard Hansen.)
TA Notes: Many students enjoyed the two-time pad problem, and so many people got it that we should 
make the problem harder next year. The vast majority of students tried XORing each of the texts with the 
other texts and then seeing which of the 3 results had no high-order bits set. One group of students did a 
statistical analysis of the distribution of the resultant XOR strings with the theoretical distribution of an 
XOR of standard english text against standard english text, but it turned out that this approach was not 
needed. 

Once the pairs were distinguished, most students wrote a program that allowed them to type in sample text 
and then to see the results of XORing the text in a 1-character sliding window along the entire length of the 
chosen combined text. This seems to have been a pretty manual process, although one group of students 
automated the process by doing a brute-force dictionary lookup off all the words in the web2a file and then 
doing a statistical analysis on the result. (As it turns out, it was easier to work manually because of the high 
predictability of the text.) One of those most interesting experiences in solving this assignment is reported 
below: 

Oddly enough, we had the movie “Cube” playing, and got to talking about people dying. Some 
how we someone suggested Johnny Cash, and we tried “Ring of fire.” Oddly enough our program 
spouted (among many other things) a bunch of primes. (This really freaked us out, because as I 
said ... we had just been watching Cube.) 

Our only dissappointment with the example was that many students, once they identified the source string, 
simply reported the source string, rather than what was actually in the plaintext. As a result, many students 
reported that the Hamlet quote ended with the word “many a day” rather than “many a” or “many a d”. 
(In fact, the quote ended with a single ‘d’ followed by a newline.) Likewise, the set of prime numbers should 
have been reported as ending with a single digit “1,” as the following 3-digit number was similarly truncated. 
Depending on how egregious the misreporting was, between 0 and 2 points were taken off. 

The following solution was submitted by Rui L. Viana, Conor M. Murray, Pallavi Naresh and 
Richard Hansen: 

(a)	 Approach Our approach was to first analyze the messages to find the pairs and then to write a 
program to assist us in the guessing process. The properties of exclusive or (XOR) aided us in finding 
the pairs and helped us gain information about the plaintext (see the section on decrypting below). 
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2 6.857 : Handout 10: Problem Set 2 Solutions 

We exploited the predictability of language by trying common words (both English and code) in 
search of likely plaintext. Most of the trial and error was not automated as it required a user to 
analyze the results of one guess, and decide the next course of action effectively. Though Rui wrote 
code to run the messages through a dictionary in search of matches, which may have helped in larger 
problems involving two-time pads, it proved unnecessary. 
Finding the Pairs If we assume the plaintexts are in (non-extended) ASCII code then we know the 
first bit of each byte is zero. For two cipher texts encrypted with the same key, the leading 0’s on 
every byte will be encrypted to the same bit, hence when we XOR two messages that used the same 
pad we would expect the first bit of every byte to be 0. We wrote a program to print out the XOR 
value of two input files in hex (a leading 0 in binary corresponds to 7 or less in hex) and inspected the 
values. By trial and error we were able to find exactly three pairs of files that fit this criterion and so 
were we confident these pairs were encrypted using the same pad and that the files were encoded in 
ASCII. 
The assumptions on which we based our matching of the files could have been incorrect. We were 
however able to make progress using these pairs in a reasonable amount of time. If working with 
these pairs had not been fruitful, further analysis would have been required, perhaps eliminating the 
ASCII encoding assumption. In this case, however, it was unnecessary. 
Decrypting We wrote a program that took, as input, 2 files (C1 and C2) and a string (S). The 
output would be the plaintext of one of the messages corresponding to S i.e. we would enter a guess at 
a substring of one of the plaintexts and the program would output the plaintext of the other message 
given this string. It would output (n − b + 1) strings of the same length as S corresponding to all the 
possible positions of the substring. This works because of the properties of XOR: 

C1 = M1 ⊕ K, C2 = M2 ⊕ K 
C1 ⊕ C2 = (M1 ⊕ K) ⊕ (M2 ⊕ K) = M1 ⊕ M2 

(From 6.857 Lecture 4 notes)

Now we had an efficient way to guess at substrings and view the results. We started guessing common

words (e.g. “The ”, “ the ”). We discovered the beginning of C code in messages 1 and 3 and were

able to guess at the code until recovering enough of the play script to perform a Google search for it.

To decrypt messages 4 and 5 we guessed common English words until it seemed like the corresponding

message could be in English, usually swapping from one message to the other as we were able to expand

the strings. It was speeded up by recognizing the TA’s names and text from the problem set.

The last pair (2 and 6) was the hardest to decrypt. By looking at the first byte in more detail we

determined that if in one message it was a letter in the other it must be a number. We knew the

second bytes in the messages were equal (the second byte of M2 ⊕ M6 was 0x00) and we guessed it

to be a space. This led us to think about sequences of numbers, soon after arriving at the primes.

Here is the Java code for the program we used to assist us in decoding the ciphertexts (Decrypt.java):

import java.io.FileInputStream; 

public class Decrypt { 
public static void main(String[] args) throws Exception { 

if(args.length!=3) { 
usage(); 
System.exit(0); 

}

xor(args[0],args[1],args[2]);


}


public static void usage() { 
System.out.println("Usage:"); 
System.out.println("java Decrypt cipher1 cihper2 word");


}


/* prints the result of cipher1 (xor) cipher2 (xor) theWord, where

theWord is taken to start at every possible location.
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3 6.857 : Handout 10: Problem Set 2 Solutions 

@param cipher1FileName the name of the first cipher text

@param cipher2FileName the name of the second cipher text

@param theWord the word to be matched against the xor

*/

public static void xor(String cipher1FileName,

String cipher2FileName,

String theWord) throws Exception {


// the length of the cipher texts

int length = 128;

// open the two cipher text files

FileInputStream file1 = new FileInputStream(cipher1FileName);

FileInputStream file2 = new FileInputStream(cipher2FileName);


// f1 will contain the bytes of cipher1 and f2 the bytes of

// cipher2.

int[] f1 = new int[length];

int[] f2 = new int[length];

// xor will contain the xor of the two ciphers, i.e., the xor of

// the two plain texts.

int[] xor = new int[length];


// intialize arrays

for(int i=0;i<length;i++) {


f1[i]=0; f2[i]=0; xor[i]=0;

}


// xor the cipher texts 
for(int i=0;i<length;i++) {


f1[i] = file1.read();

f2[i] = file2.read();

xor[i]= f1[i]^f2[i];

if(f1[i]==(-1) && f2[i]==(-1)) break;


}


// wordLength is the length of the word to be compared against the

// xor and the word[] is the same as theWord except that it is

// an array.

int wordLength = theWord.length();

int[] word = new int[wordLength];

// construct word[]

for(int i=0;i<wordLength;i++) {


word[i] = (int)theWord.charAt(i);

}


// now we’ll xor word[] against the xor os the msgs, starting at

// each byte.

for(int i=0;i<length-(wordLength-1);i++) {


System.out.print(i+" -------> ");

// possible contains the result of xor between word[] and xor[]

// starting at byte i

char[] possible = new char[wordLength];

// do the xor and print at the same time

for(int j=0;j<wordLength;j++) {


possible[j] = (char)(word[j]^xor[i+j]); 
// only print character if it’s nothing weird 
if(possible[j]>31 && possible[j]<127) { 

System.out.print(possible[j]); 
} 
// if it is weird, print the int value of the character 
else System.out.print("{"+((int)possible[j])+"}"); 

}

System.out.println("");


}

}


}


(b) Pairs 

• Messages 1 and 3 

• Messages 2 and 6 

• Messages 4 and 5 

(c) Plaintexts 
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• Message 1 (or 3): 
======================================================================== 
Offset Message Bytes (in hex) ASCII 
======================================================================== 

00 54 68 65 20 66 61 69 72 20 4F 70 68 65 6C 69 61 The fair Ophelia 
10 21 20 4E 79 6D 70 68 2C 20 69 6E 20 74 68 79 20 ! Nymph, in thy 
20 6F 72 69 73 6F 6E 73 20 0A 42 65 20 61 6C 6C 20 orisons Be all 
30 6D 79 20 73 69 6E 73 20 72 65 6D 65 6D 62 65 72 my sins remember 
40 27 64 2E 0A 4F 50 48 45 4C 49 41 0A 47 6F 6F 64 ’d. OPHELIA Good 
50 20 6D 79 20 6C 6F 72 64 2C 0A 48 6F 77 20 64 6F my lord, How do 
60 65 73 20 79 6F 75 72 20 68 6F 6E 6F 75 72 20 66 es your honour f 
70 6F 72 20 74 68 69 73 20 6D 61 6E 79 20 61 20 0A or this many a 

======================================================================== 

• Message 2 (or 6): 
======================================================================== 
Offset Message Bytes (in hex) ASCII 
======================================================================== 

00 32 20 33 20 35 20 37 20 31 31 20 31 33 20 31 37 2 3 5 7 11 13 17 
10 20 31 39 20 32 33 20 32 39 20 33 31 20 33 37 20 19 23 29 31 37 
20 34 31 20 34 33 20 34 37 20 35 33 20 35 39 20 36 41 43 47 53 59 6 
30 31 20 36 37 20 37 31 20 37 33 20 37 39 20 38 33 1 67 71 73 79 83 
40 20 38 39 20 39 37 20 31 30 31 20 31 30 33 20 31 89 97 101 103 1 
50 30 37 20 31 30 39 20 31 31 33 20 31 32 37 20 31 07 109 113 127 1 
60 33 31 20 31 33 37 20 31 33 39 20 31 34 39 20 31 31 137 139 149 1 
70 35 31 20 31 35 37 20 31 36 33 20 31 36 37 20 0A 51 157 163 167 

======================================================================== 

• Message 3 (or 1): 
======================================================================== 
Offset Message Bytes (in hex) ASCII 
======================================================================== 

00 23 69 6E 63 6C 75 64 65 20 3C 73 74 64 69 6F 2E #include <stdio. 
10 68 3E 0A 23 69 6E 63 6C 75 64 65 20 3C 73 74 64 h> #include <std 
20 6C 69 62 2E 68 3E 0A 23 69 6E 63 6C 75 64 65 20 lib.h> #include 
30 3C 73 74 72 69 6E 67 2E 68 3E 0A 23 69 6E 63 6C <string.h> #incl 
40 75 64 65 20 3C 65 72 72 2E 68 3E 0A 0A 6D 61 69 ude <err.h> mai 
50 6E 28 69 6E 74 20 61 72 67 63 2C 20 63 68 61 72 n(int argc, char 
60 20 2A 2A 61 72 67 76 29 0A 7B 0A 20 20 20 20 69 **argv) { i 
70 66 28 61 72 67 63 21 3D 33 29 7B 0A 09 66 70 0A f(argc!=3){ fp 

======================================================================== 

• Message 4 (or 5): 
======================================================================== 
Offset Message Bytes (in hex) ASCII 
======================================================================== 

00 53 6C 6F 77 6C 79 2C 20 79 6F 75 20 72 65 61 6C Slowly, you real 
10 69 7A 65 20 74 68 61 74 20 61 20 6F 6E 65 2D 74 ize that a one-t 
20 69 6D 65 20 70 61 64 20 63 61 6E 20 6F 6E 6C 79 ime pad can only 
30 20 62 65 20 75 73 65 64 20 6F 6E 63 65 2E 20 59 be used once. Y 
40 6F 75 20 68 61 76 65 20 73 69 78 20 6D 65 73 73 ou have six mess 
50 61 67 65 73 2D 2D 2D 73 6F 20 73 6F 6D 65 20 6F ages---so some o 
60 66 20 74 68 65 20 70 61 64 73 20 6D 75 73 74 20 f the pads must 
70 68 61 76 65 20 62 65 65 6E 20 72 65 2D 75 73 0A have been re-us 

======================================================================== 

• Message 5 (or 4): 
======================================================================== 
Offset Message Bytes (in hex) ASCII 
======================================================================== 

00 53 69 6D 73 6F 6E 20 47 61 72 66 69 6E 6B 65 6C Simson Garfinkel 
10 20 61 6E 64 20 43 68 72 69 73 74 6F 70 68 65 72 and Christopher 
20 20 50 65 69 6B 65 72 74 20 54 41 20 36 2E 38 35 Peikert TA 6.85 
30 37 20 69 6E 20 36 2D 31 32 30 2E 0A 54 68 69 73 7 in 6-120. This 
40 20 6D 65 73 73 61 67 65 20 69 73 20 76 65 72 79 message is very 
50 20 64 69 66 66 69 63 75 6C 74 20 74 6F 20 64 65 difficult to de 
60 63 72 79 70 74 2C 20 62 75 74 20 79 6F 75 20 63 crypt, but you c 
70 61 6E 20 64 65 63 72 79 70 74 20 69 74 2E 0A 0A an decrypt it. 

======================================================================== 

• Message 6 (or 2): 
======================================================================== 
Offset Message Bytes (in hex) ASCII 
======================================================================== 

00 49 20 66 65 6C 6C 20 69 6E 74 6F 20 61 20 62 75 I fell into a bu 
10 72 6E 69 6E 67 20 72 69 6E 67 20 6F 66 20 66 69 rning ring of fi 
20 72 65 0A 49 20 77 65 6E 74 20 64 6F 77 6E 20 64 re I went down d 
30 6F 77 6E 20 64 6F 77 6E 0A 41 6E 64 20 74 68 65 own down And the 
40 20 66 6C 61 6D 65 73 20 77 65 6E 74 20 68 69 67 flames went hig 
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5 6.857 : Handout 10: Problem Set 2 Solutions 

50 68 65 72 0A 41 6E 64 20 69 74 20 62 75 72 6E 73 her And it burns 
60 20 62 75 72 6E 73 20 62 75 72 6E 73 0A 54 68 65 burns burns The 
70 20 72 69 6E 67 20 6F 66 20 66 69 72 65 0A 54 0A ring of fire T


========================================================================


Distribution of scores on problem 1: 
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Average score: 8.92 

Problem 2-2. Hash Soup
(Courtesy of Rui L. Viana, Conor M. Murray, Pallavi Naresh and Richard Hansen.)
TA Notes: There were several common mistakes made in this problem: not explicitly stating assumptions

(especially about MD5 and SHA-1), making a mathematical error and not “gut-checking” the final answer,

misunderstanding the “birthday paradox” nature of the problem, and not settling upon a specific non-trivial

probability (as opposed to an algebraic expression) for the number of files in the world or probability of

collision.


In order to do this problem, one must make a specific assumption about the hash functions in question. One

might assume that someone has completely broken MD5; in this case, there is certainly a pair of non-identical

files having the same hash code! (Nobody assumed this, though.) Alternatively, one should assume that MD5

and SHA-1 are pseudorandom, i.e. it is infeasible to correlate their outputs on different inputs. (Remember:

these hash functions are not proven to be pseudorandom, it’s just a widely-believed assumption!)


Many groups made some kind of mental or mathematical error, such as confusing the probability that there

exists a collision with the probability that there is no collision. This led to claims that there is certainly

a pair of non-identical files which collide, when in fact the probability of such an event is extremely small

(about 2−40, or one in a quadrillion, for MD5 under reasonable assumptions).


About 5 points were allocated for a reasonable estimate of the number of unique files on the planet, and 5

points for a correct mathematical analysis that settled upon a specific, non-trivial probability.


The following solution was submitted by Rui L. Viana, Conor M. Murray, Pallavi Naresh and 
Richard Hansen: 

This problem asks us to estimate the probability that there are two non-identical files in the world that have 
the same hash code. We believe that this is not a very useful exercise for two reasons: (1) It is difficult to 
estimate the number of files in the world within a few orders of magnitude so any probability estimate will 
have little useful value, and (2) few people really care about the actual probability—they just want to know 
if a collision is improbable enough to not be a security concern. 

So, instead of trying to determine a solution to the problem as asked, we are going to answer what we assume 
to be the underlying question: obtain upper bounds on the probabilities. 

This question is much like that posed by the classic birthday problem: given a group of size m, what is the 
probability that at least two members of the group have the same birthday. We can generalize this problem 
as follows: given q balls and N bins, if we randomly assign balls to bins, what is the probability that at least 
two balls will fall in the same bin? 

In our case, the balls are the set of all files in the world and the bins are all the possible output hashes 
resulting from each respective hashing algorithm. 
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To calculate the total number of files in the world q, we can make the following estimate: 

According to some estimates there are approximately half a billion installed PCs in the world [1]. Let us 
make this estimate more generous, and assume there are a total of 1 billion PCs and file servers in the world. 
Let us be even more generous and assume that on average, each machine contains approximately 1 million 
unique files. This gives us a total of 1 × 1015 files in existence. 

[This is an extremely generous estimate. Most home PCs have less than 100,000 files, most of which are not 
unique. The number of file servers is most certainly no where near the number of PCs and even file servers 
do not contain 1 million unique files on average.] 

From the solution to the generalized birthday problem, we can calculate the probability that two files hash 
to the same value as follows (from [2]): 

Let C denote the event that at least two files hash to the same value. Let N denote the number of 
(equiprobable) hash values. Let q denote the number of files in the world. 

N !
Pr(C) = 1 − 

(N − q)!N q 

From [3], the lower and upper bounds on this equation are: 

Pr(C) ≤ 
q(q − 1) 

2N 

Pr(C) ≥ 1 − e−q(q−1)/2N 

Pr(C) ≥ 0.3 
q(q − 1) 

N 

For MD4, N = 2128 ≈ 3 × 1038 . Therefore, 

1 × 1030 

Pr(CMD4) � 
7 × 1038 

≈ 1 × 10−9 

For SHA-1, N = 2160 ≈ 1 × 1048 . 

1 × 1030 

Pr(CSHA−1) � 
3 × 1048 

≈ 3 × 10−19 

As we can see, for both MD4 and SHA-1, the size of N is so much greater than q that the probability of a 
collision somewhere in the world is quite remote (even with our extremely generous estimates). 

References 

[1] http://www.pipe21.com/researchportal/_samples/reports/sample1.htm 

[2] http://mathworld.wolfram.com/BirthdayProblem.html 

[3] http://www.cs.ucsd.edu/users/mihir/papers/gb.pdf, page 242 

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

29
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



� 

�

7 6.857 : Handout 10: Problem Set 2 Solutions 

Distribution of scores on problem 2: 
70 

60 

50 

30 

40 
students 

20 

10 

0
0 

1 2 3 4 5 6 7
points awarded 

8 9 10 

Average score: 8.03 

Problem 2-3. One-Time MAC, Revisited (Courtesy of Rohit Rao, Joy Forsythe, Leah Oats, and Sharon Cohen.)
TA Notes: The biggest mistake on this problem was arguing that, in order to make a forgery, the adversary 
must guess the entire key (a1, . . . , at, b). In fact, given a valid pair (M,T ), and for a fixed choice of message 
M � and tag T �, there are several keys ˜

K (M
�) and T = MAC ̃K for which T � = MAC ̃ K (M) (there are pt−1 such 

keys, to be precise). There’s no longer a one-to-one mapping between potential keys and the corresponding 
MAC tags for M �. With this in mind, an argument like the one given in lecture doesn’t go through without 
some modifications. 

One geometric way to interpret this new MAC is in t + 1 dimensions (the special case of t = 1 is exactly 
the MAC we saw in lecture). The t free dimensions correspond to the message blocks M1, . . . , Mt, and the 
(t + 1)st dimension corresponds to the MAC value for the given blocks. The key specifies a t-dimensional 
hyperplane on which all the valid (message, MAC) pairs lie. The adversary is given one point (M,T ) on the 
plane, which yields no information about the orientation of the plane. For every message M � =� M , every 
hypothesized MAC tag T � is equally likely (there are exactly pt−1 planes that go through both (M,T ) and 
(M �, T �)). Therefore the best the adversary can do is guess the correct tag with probability 1/p. 

The following solution was submitted by Rohit Rao, Joy Forsythe, Leah Oats, and Sharon 
Cohen: 

Proof Idea: The general idea of this proof follows directly from the proof of the one-time MAC that was 
given in class. We know that MACk (M) = ( aiMi) + b. We think of this new one-time MAC as a series 
of traditional one-time MAC operations: 

Y0 = b (mod p) 
Y1 = a1M1 + Y0 (mod p) 
Y2 = a2M2 + Y1 (mod p) 

· · · 
Yt = atMt + Yt−1 (mod p) 

By recursively substituting in for the Y s and gathering terms, we can see that Yt is the one-time MAC 
described in the problem set. 

To show that this MAC is secure, let’s look at it inductively. Suppose the adversary is given a valid 
(M,MACk (M)) pair, and is trying to forge the MAC for a message M �. We know Y = b is uniformly random 0

�

(even conditioned on what the adversary knows). Now suppose M � = Mi; then Yi
� = aiMi

� + Yi
�
−1 (mod p)i 

is random and independent of the adversary’s view, due to the security of the one-time MAC presented in 
class. Inductive case: given that Y is uniformly random (conditioned on the adversary’s knowledge), then i

�

+ Yi
� (mod p) is too, because the term Y is. Therefore Yt

� is uniformly random, even Yi
�
+1 = ai+1Mi

�
+1 i

�

against an unbounded adversary, and the MAC is secure. 
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8 6.857 : Handout 10: Problem Set 2 Solutions 

For a message M of length n, we can compute the number of key bits necessary for both schemes. Old: 
M ∈ Zp p ≥ n, and |k|

k
= 2 p k ≥ 2n. New: Mi ∈ Zp for all i implies p ≈ n/t where t is the ⇒ | | | | ⇒ | | | |

number of message blocks. | | = (t + 1)|p| ⇒ |k| ≈ (t + 1)n/t = n + n/t. If we choose a fixed block size s,

then we can let t = n/s. Then |k| ≈ n + s.


For large n, the new scheme will nearly halve the number of key bits that need to be generated.


Distribution of scores on problem 3: 
70 

60 

50 

40 
students 

30


20


10


0

0 1 2 3 4 5 6 7 8 9 10

points awarded 
Average score: 7.46 
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Massachusetts Institute of Technology Handout 9 
6.857: Network and Computer Security September 25, 2003 
Professor Ronald L. Rivest 

Problem Set 3 

This problem set is due on paper, on Thursday, October 2 at the beginning of class. 
You are to work on this problem set in groups of three or four people. Problems turned in by individuals, 

pairs, pentuples, etc. will not be accepted. Be sure that all group members can explain the solutions. See 
Handout 1 (Course Information) for our policy on collaboration. If you do not have a group, seek partners 
by emailing TA.  

Homework must be typed! Each problem answer must appear on separate sheets of paper. Mark the top 
of each sheet with your name(s), the course number (6.857), the problem set number and question, and the 
date. Homework must be typed and clear. We have provided templates for LATEX and Microsoft Word 
on the course website. 

Grading and Late Policy: Each problem is worth 10 points. Late homework will not be accepted 
without prior approval. Homework should not be submitted by email except with prior approval. (Somebody 
from your group should be in class on the day that the homework is due.) 

With the authors’ permission, we will distribute our favorite solution to each problem as the “official” 
solution – this is your chance to become famous! If you do not wish for your homework to be used as an 
official solution, or if you wish that it only be used anonymously, please note this on your homework. 

Problem 3-1. Prime Triangles. A triple of numbers (a, b, c) is called a k-digit prime triangle if: 

•	 a, b, and c are k-digit integers1, and 

• each concatenation a b, b a, a c, c a, b c, c b is a prime number. (Formally, if x and y are k-digit◦ ◦ ◦ ◦ ◦
integers, x ◦ y = 10kx 

◦
+ y.) 

For example, the numbers (1, 3, 7) form a 1-digit prime triangle because 13, 31, 17, 71, 37, and 73 are all 
prime numbers. 

Find a k-digit prime triangle for the largest k you can. The search for this value of k should take no more 
than two hours of processing time on a “reasonable” personal computer. In addition, you should not use 
the library version of any primality-testing procedure—instead, write your own (you may use big-integer 
libraries for all other mathematical operations). Describe your approach to the problem and how your 
algorithm works. 

Problem 3-2. Block Ciphers. There are two ways of implementing a cryptographic file system. The 
first approach encrypts each file as it is written and decrypts the file as it is read. One advantage of this 
approach is that it can be implemented without modifying an operating system using hooks that are present 
for implementing remote file systems. One disadvantage of this approach is that it cannot be implemented 
in hardware. 

Design the cryptographic aspects of a hardware-based disk encryption system. Your device will fit between 
a hard drive and a computer. Data written to the hard drive should automatically be encrypted, while data 
read back should be decrypted. Use a block cipher as your encryption function. Be sure to answer these 
questions: 

•	 What encryption algorithm would you use, and why? 

•	 In what mode of operation should you run the block cipher? If the mode requires an initialization 
vector, how will it be set? 

•	 How hard is it for the user to change her key? Can you design a system that allows the user to change 
her key very quickly? 

1an integer x has k digits if 10k−1 ≤ x < 10k 
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• How should the user provide her key to the system? 

• What are the advantages and disadvantages of a hardware-based disk encryption system of this type? 

Problem 3-3. MAC Attack. Consider the following message authentication code using the block cipher 
AES: there is a large, publicly-known prime p = 2128 − 159. Alice and Bob share a secret key (K, a), where 
K is a random 128-bit AES key, and a is a randomly chosen element from Zp. 

To authenticate a message M , Alice first pads M in the following way: she unconditionally appends a 1 
bit, followed by enough 0 bits to make the length of M a multiple of 128. She then breaks M into blocks 
M0,M1, . . . ,Mn−1 (each of length 128), and encrypts each block as in ECB mode: Ci = AESK (Mi). The 
MAC for the message is: 

n−1

Cia iMAC(K,a)(M) = (mod p) 
i=0 

As an adversary, you have the following power: you can repeatedly query a black-box (which contains the 
secret key) on any message, and get back the MAC for that message. Your task is to compute a forgery (i.e., 
a valid �message, MAC� pair) for some new message that is different from all your queries. Describe how to 
successfully attack this MAC. Try to use as few black-box queries as possible. 
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Massachusetts Institute of Technology Handout 12 
6.857: Network and Computer Security October 7, 2003 
Professor Ronald L. Rivest 

Problem Set 3 Solutions 

Problem 3-1. Prime Triangles. 

TA Notes: It is a little-known fact (to us, anyway) that the Java 1.4.1 class library contains a bug in part 
of its primality tester. Specifically, the Lucas-Lehmer test is implemented incorrectly, and sometimes reports 
that certain large numbers are composite when they are actually prime1. This slowed down our own triangle-
finding algorithm for large values of k, and also caused some false alarms during grading. Fortunately, the 
bug is fixed in version 1.4.2. 

Most good solutions (and our own, as well) used the following general framework: pick a value a (it helps if 
a is prime, so that it’s relatively prime to all b and c), then find many values of b that form a “prime pair” 
with a (i.e., both a b and b a are prime). For each newly-found value of b, see if it forms a prime pair with ◦
any previously-found value c

◦
; if so, return (a, b, c) as a prime triangle. 

For a fast implementation of the above algorithm, there are several optimizations that can be used before 
employing full Miller-Rabin tests: the Sieve of Eratosthenes, small prime divisor tests, and greatest common 
divisor tests. 

While this strategy works very well, the search time for k-digit prime triangles seems to vary wildly, even for 
fixed k. This is probably due to the fact that some a values can work in many triangles, while others cannot 
belong to any at all (a = 73 is one example for k = 2). The running time, then, dramatically depends upon 
how lucky we are at choosing a good initial value of a. 

It also seems that code written in C (using the GMP toolkit, for example) still has significant performance 
advantages over code written in Java. Groups that wrote their programs in C typically were able to find 
triangles for larger values of k than groups who used Java, using comparable algorithms. 

For grading, we reserved the top scores (9s and 10s) for groups who described good algorithms and found 
triangles for k = 40 or higher. A decent algorithm and a value of k = 20 or higher typically earned 7 to 8 
points. 

Using an algorithm similar to the one below (but written in C), the group of Alexandros 
Kyriakides, Saad Shakshir, and Ioannis Tsoukalidis found a prime triangle for k = 140. 

The following is our (heavily-commented) implementation of a prime triangle-finder, in Java. With it, we 
were able to find a prime triangle for k = 100 in about 30 minutes on an Athlon 1.4 GHz machine running 
Debian Linux. On average and on the same hardware, we are able to find a prime triangle for k = 140 in 
about 6 hours. The code can be downloaded from the 6.857 website. 

1 /**

2 A reasonably efficient prime triangle finder, written for Problem 3-1

3 of 6.857, Fall 2003.

4


5 @author Chris Peikert

6 */

7


8 import java.math.*;

9 import java.util.*;


10 

11 public class PrimeTriangle { 
12 

13 // a big enough window, in which we hope to find $b$ and $c$. A 
14 // window of 5000000 is sufficient for $k$=70; for larger values 
15 // of $k$ a wider window is probably desired (it does not affect 
16 // performance much). 
17 public static final int SIEVE_SIZE = 20000000; 
18 

19 // the certainty used by isProbablePrime, though for large enough 
20 // $k$ the method will override this with a smaller value 
21 public static final int CERTAINTY = 30; 

1See http://developer.java.sun.com/developer/bugParade/bugs/4624738.html for details. 
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22 

23 // an array of the first several prime numbers, used in many places 
24 public static final int[] prime = 
25 { 
26 2, 3, 5, 7, 
27 11, 13, 17, 19, 23, 
28 29, 31, 37, 41, 43, 
29 47, 53, 59, 61, 67, 
30 71, 73, 79, 83, 89, 
31 97, 101, 103, 107, 109, 
32 113, 127, 131, 137, 139, 
33 149, 151, 157, 163, 167, 
34 173, 179, 181, 191, 193, 
35 197, 199, 211, 223, 227, 
36 229, 233, 239, 241, 251, 
37 257, 263, 269, 271, 277, 
38 281, 283, 293, 307, 311, 
39 313, 317, 331, 337, 347, 
40 349, 353, 359, 367, 373, 
41 379, 383, 389, 397, 401, 
42 409, 419, 421, 431, 433, 
43 439, 443, 449, 457, 461, 
44 463, 467, 479, 487, 491, 
45 499, 503, 509, 521, 523, 
46 541, 547, 557, 563, 569, 
47 571, 577, 587, 593, 599, 
48 601, 607, 613, 617, 619, 
49 631, 641, 643, 647, 653, 
50 659, 661, 673, 677, 683, 
51 691, 701, 709, 719, 727, 
52 733, 739, 743, 751, 757, 
53 761, 769, 773, 787, 797, 
54 809, 811, 821, 823, 827, 
55 829, 839, 853, 857, 859, 
56 863, 877, 881, 883, 887, 
57 907, 911, 919, 929, 937, 
58 941, 947, 953, 967, 971, 
59 977, 983, 991, 997, 1009, 
60 }; 
61 

62 // a corresponding array of the first prime numbers, as BigIntegers 
63 public static final BigInteger[] primeBig = new BigInteger[prime.length]; 
64 static { 
65 for(int i = 0; i < primeBig.length; i++) { 
66 primeBig[i] = BigInteger.valueOf(prime[i]); 
67 } 
68 } 
69 

70 public static void main(String arg[]) { 
71 if(arg.length != 1) { 
72 System.out.println("usage: PrimeTriangle <num_digits>"); 
73 return; 
74 } 
75 

76 findTriangle(Integer.parseInt(arg[0])); 
77 } 
78 

79 /** 
80 Returns true if the specified number is divisible by a "small" 
81 prime, and false otherwise. 
82 @param number the number to test 
83 */ 
84 static boolean smallPrimeDivides(BigInteger number) { 
85 for(int i = 0; i < prime.length; i++) { 
86 if(number.mod(primeBig[i]).equals(BigInteger.ZERO)) { 
87 return true; 
88 } 
89 } 
90 return false; 
91 } 
92 

93 /** 
94 Returns an array containing the values of the given number, mod 
95 each prime in the primes array. 
96 */ 
97 static int[] primeMods(BigInteger number) { 
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98 int[] out = new int[prime.length]; 
99 for(int i = 0; i < out.length; i++) { 

100 out[i] = number.mod(primeBig[i]).intValue(); 
101 } 
102 return out; 
103 } 
104 

105 /** 
106 Attempts to find a prime triangle of $k$ digits, prints the 
107 first found, and returns. If no prime triangle is found within 
108 the sieve, prints nothing. 
109 @param k the desired number of digits 
110 */ 
111 static void findTriangle(int k) { 
112 // the value 10; useful everywhere 
113 BigInteger ten = BigInteger.valueOf(10); 
114 // the value of the standard multiplier: 10^k 
115 BigInteger mult = ten.pow(k); 
116 // the value 10^(k-1), used to ensure that both halves of 
117 // a number have the right number of digits 
118 BigInteger other = ten.pow(k - 1); 
119 

120 // Set $a$ = prime having $k$ digits. We prefer this because 
121 // $a, b, c$ must be pairwise relatively prime, so it’s 
122 // easiest just to let $a$ be prime. The funny business with 
123 // logs is because the probablePrime method wants the length 
124 // of $a$ specified in bits. 
125 int numBits = 1 + (int) Math.round(Math.ceil((k - 1) * Math.log(10) / 
126 Math.log(2))); 
127 // We have no need for cryptographic-strength randomness, so 
128 // just use a weak random number generator to pick $a$. 
129 BigInteger a = BigInteger.probablePrime(numBits, new Random()); 
130 // The value $a || 00...0$, which we’ll use a lot 
131 BigInteger atop = a.multiply(mult); 
132 // Now we want to find a _lot_ of primes whose "top halves" 
133 // are $a$, and whose "bottom halves" are $k$-digit numbers. 
134 // Therefore we start at $a$ concatenated with 10...0, and 
135 // work upwards. 
136 BigInteger baseline = atop.add(other); 
137 

138 // Next, we use the Sieve of Eratosthenes to quickly rule out 
139 // most of the numbers in the range [baseline, baseline + 
140 // SIEVE_SIZE). The sieve is slightly optimized: only odd 
141 // numbers are represented in it, so we get double the sieve 
142 // size from our memory. 
143 boolean[] sieve = new boolean[SIEVE_SIZE]; 
144 // make it such that: if sieve[i] == true, then (baseline + 2i 
145 // + 1) is definitely NOT prime. No need to sieve on the 
146 // first prime, because it’s 2. 
147 for(int j = 1; j < primeBig.length; j++) { 
148 // start = smallest index such that (baseline + 2*start + 
149 // 1) is divisible by prime[j] 
150 int twoTimesStart = (prime[j] - 1 -
151 baseline.mod(primeBig[j]).intValue()); 
152 int start; 
153 if(twoTimesStart % 2 == 0) { 
154 start = twoTimesStart / 2; 
155 } else { 
156 start = (prime[j] + twoTimesStart) / 2; 
157 } 
158 // sieve out everything divisible by prime[j] 
159 for(int i = start; i < sieve.length; i += prime[j]) { 
160 sieve[i] = true; 
161 } 
162 } 
163 System.out.println("Finished sieving; now looking for triangle"); 
164 

165 // Now find a bunch of numbers for which $a || b$ and $b || a$ 
166 // are prime: in this case, $b$ is called "good." Every time 
167 // we find a new good number, check it against all previously 
168 // found good numbers. When both concatenations of two good 
169 // numbers are also prime, we’re done! 
170 Vector good = new Vector(); 
171 // A vector of all the good elements, times 10^k 
172 Vector goodTop = new Vector(); 
173 
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174 // The values of each good number, mod each small prime

175 Vector goodMods = new Vector();

176 // And time 10^k

177 Vector goodTopMods = new Vector();

178


179 for(int i = 0; i < sieve.length; i++) {

180 // If still a possibility of primality...

181 if(!sieve[i]) {

182 // Recall: $b$ corresponds to $other$, plus the twice

183 // the sieve offset, plus 1

184 BigInteger b = other.add(BigInteger.valueOf(2*i + 1));

185 // Construct $b || 00...0$, because it will be used

186 // many times.

187 BigInteger btop = b.multiply(mult);

188


189 // Test if $a || b$ and $b || a$ are prime. We do the

190 // second test first (and do a fast prime divisibility

191 // test before that), because it’s more likely to

192 // return false and short-circuit (recall the first

193 // number, $a || b$, already made it through the

194 // sieve).

195 BigInteger ba = btop.add(a);

196 if(!smallPrimeDivides(ba) &&

197 ba.isProbablePrime(CERTAINTY) &&

198 atop.add(b).isProbablePrime(CERTAINTY)) {

199


200 // Give us something to look at

201 System.out.print(".");

202


203 // $b$ is good; add it for future checks

204 good.addElement(b);

205 goodTop.addElement(btop);

206


207 // Compute $b$ and $b || 00...0$ mod every small

208 // prime, and save the values

209 int[] bmod = primeMods(b);

210 int[] btopmod = primeMods(btop);

211 goodMods.addElement(bmod);

212 goodTopMods.addElement(btopmod);

213


214 // Check if $b$ works with any other $c$ in the

215 // good vector, i.e. if $b || c$ and $c || b$ are

216 // both prime.

217 for(int j = 0; j < good.size() - 1; j++) {

218 BigInteger c = (BigInteger) good.elementAt(j);

219 BigInteger ctop = (BigInteger) goodTop.elementAt(j);

220


221 int[] cmod = (int[]) goodMods.elementAt(j);

222 int[] ctopmod = (int[]) goodTopMods.elementAt(j);

223


224 // Construct $b || c$ and $c || b$

225 BigInteger bc = btop.add(c);

226 BigInteger cb = ctop.add(b);

227


228 // First, do a lot of cheap tests to see if

229 // one of the values is non-prime. Test if $b

230 // || c$ or $c || b$ are divisible by a small

231 // prime, with short-circuiting

232 boolean divisible = false;

233 for(int m = 0; m < prime.length; m++) {

234 if((btopmod[m] + cmod[m]) % prime[m] == 0 ||

235 (ctopmod[m] + bmod[m]) % prime[m] == 0) {

236 divisible = true;

237 break;

238 }

239 }

240 if(divisible) {

241 continue;

242 }

243 // if $gcd(b,c)$ != 1, then neither of $b ||

244 // c$, $c || b$ is prime.

245 if(!b.gcd(c).equals(BigInteger.ONE)) {

246 continue;

247 }

248 // Only do expensive isProbablePrime tests if

249 // we’ve passed the cheap tests
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250 if(bc.isProbablePrime(CERTAINTY) && 
251 cb.isProbablePrime(CERTAINTY)) { 
252 System.out.println("\ntriangle = (" + a + 
253 "," + b + "," + c + ")"); 
254 return; 
255 } 
256 } 
257 

258 } 
259 } 
260 } 
261 } 
262 } 

Distribution of scores on problem 1: 
70 

60 

50 

30 

40 
students 

20 

10 

0
0 

1 2 3 4 5 6 7
points awarded 

Average score: 7.79 

8 9 10 

Problem 3-2. Block Ciphers. 

The Block Cipher problem asked you to design a hardware disk encryption device that would fit between 
a computer and the disk. The device is to automatically encrypt data written to the disk and decrypt 
information read back from the disk. 

This approach to hardware disk encryption has been used at various times by devices sold on the market. 
It is also the idea behind several software-based disked encryption systems that operate at the device driver 
layer. Some of the advantages of block-based encryption schemes include: 

•	 If the disk is removed from the encryption device, its contents cannot be accessed. This is useful if the 
disk needs to be discarded or serviced. 

•	 Operating block-by-block, the encryption scheme is completely transparent to the operating system. 
This means it will work with any operating system. File-based encryption schemes are operating 
system-dependent. 

•	 Typically, these schemes are easier to debug than file-based systems, because they have a simpler 
interface to the operating system. 

•	 Also, these systems have a very simple user interface. You can store the user’s key on a token such as 
a USB dongle. When the dongle is inserted, the data on the disk can be read and decrypted; when the 
dongle is not present, data on the disk is protected. 

In reading student answers, we found several confusions regarding encryption modes of operation. Some of 
the more common errors are summarized below: 

•	 Confusion over disk blocks and cipher blocks. Hard disks use a block size of 512 bytes. The AES 
encryption algorithm uses a block size of 64 bits, or 8 bytes. So there are 64 AES blocks in each disk 
block. 
Because AES blocks are smaller than disk blocks, the disk encryption system needs to use the AES 
cipher in one of the recognized modes of operation. Most groups suggested using Cipher Block Chaining 
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(CBC) mode, as CBC mode is more secure than ECB mode. The problem with ECB mode is that the 
same block of data encrypted twice encrypts the same way; this makes it possible to pick up patterns 
in the ciphertext that might be otherwise hidden with a better encryption mode. A few groups realized 
that a problem with CBC mode is that you cannot start encrypting or decrypted in the middle of the 
cipher-stream — you can only start at the beginning. The correct solution here is to treat each 512-byte 
disk block as an independent cipher-stream. 

•	 Confusion over strength of AES. Most groups decided to use AES as their encryption algorithm. 
Those that didn’t were generally wrong, and their justification of their choice was in error. One group 
thought that AES was too slow, and decided to use 3DES instead. (3DES is slower than AES.) One 
group said that AES was unproven and 3DES was safer (in fact, AES had a termendous amount of 
analysis in terms of people-years, because of the nature of the competition under which it was chosen.) 
One group said that AES had been proven to be secure. (Alas, not true: we don’t have the math to 
make such proofs at this point in time.) One group said “there is no danger of the encryption scheme 
itself being cracked by a malicious attacker.” Nope: AES could be cracked tomorrow. But so could 
3DES. 

•	 Confusion over IV. When a block cipher is run in CBC mode, the ciphertext of each block depends 
on the key, the plaintext of the current block, and the ciphertext of the previous block. For the first 
block there is no previous block, so an initialization vector is specified. 
Many groups in the class thought that the IV needed to be kept secret, or it needed to be a random 
number. There are no such restrictions! The two important things in choosing an IV is that it should 
be different every time, and you need to remember the IV somewhere so that you can decrypt the 
ciphertext. 
A common error on this problem set was using an IV generated from a random process within the 
disk drive. You’re welcome to do that, but if you do that, you’d better remember the IV somewhere. 
Otherwise you won’t be able to decrypt the data! It’s much more convenient and simple to just use 
each disk block number as the IV for that block. 

•	 Data Encryption Key vs. User Key. Clearly, the use of any encryption system requires a key. 
Some groups suggested that the disk encryption key be created in the system when it is created and 
be unchangeable. This is actually a reasonable approach if you are primarily concerned about the 
sanitization of discarded hard drives. A more flexible approach ties the key to a user passphrase. The 
problem with this approach, though, is that you don’t want to have to encrypt and re-encrypt the 
entire disk drive if the user wishes to change her passphrase (or key). The solution is to have a Data 
Encryption Key (DEK) that is stored inside the device, and to have this DEK itself encrypted with the 
User Key. This User Key can be kept on a dongle or it can be derived from a passphrase that the user 
provides. To change the user passphrase, simply decrypt the DEK with the old passphrase and encrypt 
it with the new one. 

•	 Confusion over performance. Many groups incorrectly stated that hardware-based systems are 
faster (or generally faster) than software-based systems. In fact, there is really no reason why hardware 
systems should be slower or faster than software systems: speed is determined by the device clock rate 
and by how much real work (in this case, how much encryption or decryption) can be done during each 
clock cycle. 

Other routine errors that were made in the write-ups: 

•	 Even though AES is more modern than DES and uses a larger key, it is actually faster in software (if 
implemented properly) and easier to implement in hardware. 

Grading. 

•	 2 points were awarded for choosing AES and properly justifying that choice. 
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•	 2 points were awarded for choosing CBC, OCB, or OFB modes of operation (and for making a good 
argument as to why that mode should be chosen). 

•	 2 points were awarded for choosing an IV that could be recovered. (Groups that suggested setting 
the IV from a random variable such as the average disk drive speed lost credit unless they specified 
that each IV be recorded somewhere on the disk.) Note: OCB mode calls the IV a nonce, but they’re 
basically the same thing. 

•	 2 points were awarded for having a separate Data Encryption Key from a user passphrase to allow easy 
key changing. Some other equally clever (and secure) solution would also earn full credit.2 

•	 2 points were awarded for general writing style. 

Points were removed at the TAs discretion for technological proposals that would not work. And, as always... 

•	 2 points were subtracted for using the first person singular pronoun. 

Distribution of scores on problem 2: 
70 

60 

50 

30 

40 
students 

20 

10 

0
0 

1 2 3 4 5 6 7
points awarded 

8 9 10 

Average score: 7.59 

Problem 3-3. MAC Attack. (Courtesy of Andrew Tsai, Dian Chen and Siddique Khan.)

The first key to solving the MAC Attack problem revolved around the realization that the same block 
encrypted with ECB will always produce the same ciphertext, no matter what encryptions have come before. 
Everybody figured that out. 

The second key to solving this problem revolved on the realization that the black box will always add a 1 
followed by between 0 and 127 0s, depending on the number of bits in the final 128-bit block of the message. 
This is what is meant by “she unconditionally appends a 1 bit . . . ” 

Groups who successfully solved this problem employed one of several strategies. The most common strategy 
involved computing the multiplicative inverse of the MAC of a message that was less than 128 bits in length 
using this algorithm described below. 

Let’s start with a simple message: M0 = 1127 . 

Remember, the black-box pads this message to 1128 before encrypting. Let’s call that M0
� . 

We send this to the black box and get back MAC0: 

0

MAC(M0) = AESk(M �
0)a 0 (mod p) 

i=0 

= AESk (M �
0) (mod p) 

2One team suggested splitting the 128-bit key into a 64-bit piece that is stored with the device and another 64-bit piece that 
is stored on the dongle — which effectively lowers the key to 64-bits. A better approach would have been to split the 128-bit 
key into two pieces that need to be XORed together. 
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Now we compute the MAC on the second message M1 where M1 = 1255 = M0 ◦ 1 M0. This gets padded 
to M1

� = 1256 = M0
� ◦ M0

� , and the MAC is calculated as: 
◦ 

MAC(M1) = AESk(M0
�) + a · AESk (M0

�) (mod p) 

Subtracting MAC(M0) from MAC(M1) we get: 

MAC(M1) − MAC(M0) = AESk (M0
�) + a · AESk (M0

�) − AESk (M0
�) (mod p) 

= a · AESk(M0
�) (mod p) 

And recall, AESk (M0
�) is really MAC(M0), so we have: 

MAC(M1) − MAC(M0) = a · MAC(M0) (mod p) 
MAC(M1) = (a + 1) · MAC(M0) (mod p) 

Notice that we know MAC(M0), MAC(M1) and p. At this point, several groups said that it is trivial 
to calculate a. In fact, it isn’t “trivial” — you need to know to calculate the multiplicative inverse of 
MAC(M0) (mod p) using Fermat’s little theorem or Euclid’s Algorithm, as shown in class. Multiply each 
side by MAC(M0)−1 and subtract one and you have: 

MAC(M1)MAC(M0)−1 − 1 = a (mod p) 

Now that we know a, we can calculate the MAC of the particular message M0 ◦ M1 = 1128+255 (having used 
only two black-box queries!). In fact, we can forge the MAC of an arbitrary message B, using a few more 
queries. First, pad B in the standard way, so that its length is a exact multiple of 128 bits. Next, break 
the message up into 128 bit blocks, which we call Bi. For each of these blocks, append 1127, and call the 
resulting messages Bi

�. 

Send each of these (appended) blocks to the black-box to learn MAC(Bi
�). Notice that: 

MAC(Bi
�) = AESk(Bi) + a · MAC(M0) (mod p) 

By subtracting a · MAC(M0) from each side, we get: 

MAC(Bi
�) − a · MAC(M0) = AESk (Bi) (mod p) 

Using a and the values AESk (Bi), the MAC of the desired message can now be calculated using the original 
MAC definition. 

. . . 

It turns out that there was another clever way to solve this problem (without taking modular inverses) that 
was discovered by several groups. The following solution was submitted by Andrew Tsai, Dian 
Chen and Siddique Khan: 

Let: A, B, and C be any 127-bit messages. Let + denote concatenation. 

Construct these messages: 

M1 = A 

M2 = A + 1 + B 

M3 = C 
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The black box pads M1 and M2 with a 1 so that the messages are now A + 1 and A + 1 + B + 1, respectively. 
The black box returns: 

MAC(A + 1) = c0 (mod p) 
MAC(A + 1 + B + 1) = c0 + c1a (mod p) 

We now compute: 

MAC(A + 1 + B + 1) − MAC(A + 1) = c1a (mod p) 

We then pass M3, which becomes C + 1 when padded, to the black-box and record: 

MAC(C + 1) = c�0 

Finally, we define M4 to be: 

M4 = C + 1 + B 

The black box appends a 1, so M4 becomes C + 1 + B + 1 which is what the MAC would be performed on. 
We can thus forge the MAC that a black box would spit out on an input of M4 since we have MAC(C + 1) 
and MAC(A + 1 + B + 1) − MAC(A + 1) (mod p): 

MAC(C + 1) + MAC(A + 1 + B + 1) − MAC(A + 1) = c�0 + c1a (mod p) 
= MAC(C + 1 + B + 1) 

Note that A, B and C can actually be any messages of equal length such that their length mod 128 is 127 
bits. 

Distribution of scores on problem 3: 
70 

60 

50 

30 

40 
students 

20 

10 

0
0 

1 2 3 4 5 6 7
points awarded 

8 9 10 

Average score: 7.29 
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Massachusetts Institute of Technology Handout 11 
6.857: Network and Computer Security October 2, 2003 
Professor Ronald L. Rivest 

Problem Set 4 

This problem set is due on paper,  on Thursday, October 16 at the beginning of class. Note:  
You have two weeks to complete this problem set! 

You are to work on this problem set in groups of three or four people. Problems turned in by individuals, 
pairs, pentuples, etc. will not be accepted. Be sure that all group members can explain the solutions. See 
Handout 1 (Course Information) for our policy on collaboration. If you do not have a group, seek partners 
by emailing TA.  

Homework must be typed! Each problem answer must appear on separate sheets of paper. Mark the top 
of each sheet with your names (alphabetically by last name), the course number (6.857), the problem set 
number and question, and the date. Homework must be typed and clear. We have provided templates 
for LATEX and Microsoft Word on the course website. 

Grading and Late Policy: Each problem is worth 10 points, except where noted. Late homework 
will not be accepted without prior approval. Homework should not be submitted by email except with prior 
approval. (Somebody from your group should be in class on the day that the homework is due.) 

With the authors’ permission, we will distribute our favorite solution to each problem as the “official” 
solution – this is your chance to become famous! If you do not wish for your homework to be used as an 
official solution, or if you wish that it only be used anonymously, please note this on your homework. 

Problem 4-1. Paillier Encryption [20 points]


In this problem, we introduce the Paillier cryptosystem, which shares some of the flavors of both RSA and

discrete log-based systems, but also enjoys many other desirable properties (and whose security relies upon

new assumptions).


For a summary of the relevant mathematics and the definition of the Paillier scheme, read Sections 2.1

through 2.3 (especially Figure 1) on pages 4–5 of “Efficient Public-Key Cryptosystems Provably Secure

Against Active Adversaries,” by Paillier and Pointcheval (the paper is posted on the 6.857 website). In this

problem, we will only be dealing with the so-called “Main Scheme.”


(a)	 Implement key generation, encryption, and decryption algorithms for the Paillier scheme in your 
favorite programming language. You may use any big-integer libraries you like. Include your code in 
your write-up, and make it clean and readable! 

(b)	 When you are confident in the correctness of your code, generate a public/private key pair n, g, p, q 
(where n is about 256 bits long), and the encryptions of m = 2 and m = 314159 under your key. 

 

(c)	 The Paillier cryptosystem has a nice homomorphic property: En,g (m1) · En,g (m2) mod n2 is an en
cryption of (m1 + m2) mod n. This inspires Ben Bitdiddle to propose the following voting scheme: a 
Paillier keypair is generated by the election agency, and the public key (n, g) is disseminated to the 
populace. To vote in favor of a resolution, a voter encrypts a 1; to vote against the resolution, he 
encrypts a 0. The ciphertext is then submitted to a device which keeps a running product mod n
of all the ciphertexts. At the end, the election agency decrypts this cumulative product: if the value 
of the plaintext exceeds half the number of votes, the resolution passes, otherwise it fails. Ben claims 
that this scheme protects the voter’s anonymity while ensuring correctness. Find one major security 
flaw in his idea. 

2 
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Problem 4-2. The MegaSoft Corporation has introduced a new public key cryptosystem, which works as 
explained throughout the parts of this problem. Please answer all parts. 

(a)	 Each user finds a large prime p of the form p = 2qr + 1 where q and r are themselves distinct large 
primes. Sketch briefly how you would find such a prime p. 

(b) What are the possible orders of an element in Z∗ 
p? How many are there of each type? (Note that 

there are φ(t) elements of order t, where φ is Euler’s totient function.) Explain briefly how you would 
find a generator g in Z∗ 

p. 

(c) Each user also needs to find two elements, a and b, of respective orders q and r. Explain how, given 
a generator g of Z , you could find such elements. (Note: be careful — they are rare!) ∗ 

p

(d)	 A user’s public key consists of the quadruple (p, g, a, b). (The generator g isn’t really used, but is 
included anyway.) When another user wants to send an n-bit message m to the first user, he proceeds 
as follows: 

1. Let m = m1 . . .mn denote the message, bit by bit. 
2. Each bit is encrypted and transmitted separately, in order. 
3. If mi = 0, he generates a random value k ∈ Z

If mi = 1, he generates a random value k ∈ Z

∗ 
q , and sends ak mod p as the ciphertext for this bit. 
∗ 
r , and sends bk mod p as the ciphertext for this bit. 

(Note that this encryption is not terribly efficient: each message bit requires a modular exponentiation, 
and expands to a number as large as p in the ciphertext.) Argue that encryption is unambiguous: 
the ciphertext for a bit is either the result of encrypting a 0, or the result of encrypting a 1. In other 
words, no particular ciphertext for a bit can arise in both ways. 

(e)	 Explain how the recipient can decrypt the ciphertext efficiently. 

(f )	 Suppose that the discrete logarithm problem is easy modulo p: i.e., there is an efficient algorithm A
which, given a prime p, a generator g, and a value y, finds an x such that y = gx mod p. Show how, 
by invoking A only once, an adversary can break this cryptosystem entirely. 

Problem 4-3. Please read the paper about Sebek, “Know Your Enemy: Sebek2,” which is posted on the 
class web site. This paper was recently posted on the Internet. 

(a)	 Please give a summary of this paper in at most 1/2 page, in your own words. Be careful not to 
plagiarize or paraphrase the original paper too closely. 

(b)	 On balance do you think it is a good idea for such papers to be posted? Are such postings beneficial 
to society, or harmful? Please give your opinion, and explain your reasoning. Use at most one page. 
(For grading purposes, we care less about whether you are pro or con, and more about how well you 
articulate and justify your chosen position.) 
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Massachusetts Institute of Technology Handout 14 
6.857: Network and Computer Security October 21, 2003 
Professor Ronald L. Rivest 

Problem Set 4 Solutions 

Problem 4-1. Paillier Encryption 

(a)	 Groups wrote implementations of Paillier in C, C++, Java, and Python. The shortest implementation 
was in Python; the second shortest was in C++ using the NTL large number library. 

(b)	 Groups were awarded 5 points for a correct decryption and 5 points for a correct encryption. 
Many students asked how the number to be decrypted was chosen. The number was simply a 
randomly-generated 10 digit number. We graded the problem by doing quick scan through the log

file to verify that the number you reported was given to someone in your group.

The PINs were to prevent one group of students from sabotaging another student’s results. Luckily

that didn’t happen, so we didn’t need to use them. 

(c)	 There are two security flaws with Ben’s idea. The first is that a person could vote more than once. 
However, on the night before the problem set was due, we sent out email saying that this flaw would 
be handled by standard voter registration techniques. 
The second flaw — the one we were looking for — is that a person can stuff the ballot box with a 
single vote by submitting a ciphertext for an m > 1. In fact, a person could even take away votes by 
voting with a negative m, which would be an m that is somewhat less than n; that is, if Ben wanted 
to remove 10 votes, he could vote with m = n− 10. 
A third flaw is that the scheme does not protect the votes of voters, since the agency is able to decrypt 
any individual voter’s vote at any time. You need to trust the agency. 
One group of students suggested an active attack: if you are in favor of the resolution, multiply each 
ciphertext by g, and if you are opposed multiply each ciphertext by g−1 . That’s a lot of work; you 
could just multiply a single ciphertext by g500 to add 500 votes to the resolution. 
It was incorrect to state that there were only two valid ciphertexts, allowing an attacker to create a 
dictionary of possible ciphertexts. That’s the whole point of a randomized cryptosystem — involving 
the random value r in the calculation of each ciphertext prevents this kind of attack. 
Grading policy: 5 points for working code, 5 points for a valid encryption, 5 points for a valid decryp
tion, and 5 points for identifying a valid flaw. 

Distribution of scores on problem 4-1: 
70 

60 

50 

40 
students 

30


20


10


0

0	 2 4 6 8 10 12 14 16 18 20

points awarded 
Average score: 19.12 

Problem 4-2. MegaSoft Encryption (Courtesy of Subhasish Bhattacharya, Javed Samuel, Chi-Heng Wang, and David Wilson.)

There were a few common errors made on this problem: 

•	 Arguing that a = g2r (mod p) has order q, because aq = 1 (mod p). This is true, but you also need to 
show that ax = 1 (mod p) for 1 ≤ x < q, otherwise a might have order smaller than q. 
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•	 Arguing that raising the ciphertext to the q power, and comparing the result to 1, was correct decryption 
because the encryption is unambiguous. This is a logical error: one could just as easily claim that raising 
the ciphertext to the p−1 power (which will always produce 1), and comparing the result to 1, is correct 
decryption! In order to make a correct argument, you need to prove that an encryption of a zero bit 
will produce 1, while an encryption of a one bit will not. 

•	 Supplying a or b as the base to the discrete log-finding algorithm. The problem statement said that 
the base must be a generator mod p; a and b are not generators because their order is too small. 

•	 Assuming that the discrete log of a (or b), base g, is always 2r (or 2q, respectively). It’s fine if your 
decryption algorithm assumes this (because you’re in charge of choosing a when you generate a public 
key), but as an adversary you can only assume that a has order q, and your break must work for any 
such a. 

The following solution was submitted by Subhasish Bhattacharya, Javed Samuel, Chi-Heng 
Wang, and David Wilson: 

(a)	 One would find such a prime p by first finding large primes q and r and then testing if p = 2qr + 1 
is prime. It is expected that there are sufficiently many primes of this form to make this algorithm 
reasonably efficient. 

(b)	 Since for any m ∈ Z
∗ 
p, mp−1 ≡ 1 (mod p), we know that if m has order t then t divides p − 1. 

Specifically, in this case t divides 2qr. Thus, the possible orders are the factors of 2qr, namely 1, 2, 
q, r, 2q, 2r, qr, and 2qr. Since there are φ(t) elements of order t, there are the following number of 
elements of the following orders: 
Order # elements


1
 1

2
 1 
q q − 1 
r r − 1 
2q q − 1 
2r r − 1 
qr (q − 1)(r − 1)

2qr
 (q − 1)(r − 1) 

To find a generator, one would randomly guess a candidate g and test that gx �≡ 1 (mod p) for all 
possible orders x (other than 2qr). In fact, it is sufficient to test for x = 2q, 2r, qr, because all the 
other orders divide one of those three. 

(c)	 Since g has order p− 1 = 2qr, note that g2r has order q (since (g2r)q ≡ 1 (mod p), but if (g2r)x ≡ 1 
(mod p) and x < q, then g would have order less than 2qr). Similarly, g2q has order r. Now, since a 
and b are ideally random, let ka and kb each be random elements of Z∗ 

p−1, and let a = g2rka (mod p) 
and b = g2qkb (mod p). Since ka and kb each share no common factors with 2qr, they do not affect 
the order of a and b in this case. Thus, a is a random element of order q and b is a random element 
of order r. 

(d)	 If a particular ciphertext can arise in both ways, that means that there exist some k1 ∈ Z
∗ andq 

k2 ∈ Z∗ such that ak1 ≡ bk2 (mod p). This would mean that r


2rka k1 ≡ g 2qkb k2
g	 (mod p) 

or, since g is a generator,

2rkak1 ≡ 2qkbk2 (mod 2qr).


The left-hand side of the above equation is a multiple of r. However, notice that the right-hand side 
of this equation is not: since r is prime, it shares no factors with 2 or q, kb was explicitly selected from 

2qr, and k2 was explicitly selected from Z∗. These two values cannot therefore differ by a multiple Z
∗ 

r

of 2qr, so we have a contradiction. Thus, encryption is unambiguous. 
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2rx (e) Since from (d) any encryption of a 0 is of the form g where x ∈ Z , and any encryption of a 1 is ∗ 
q

of the form g2qy where y ∈ Z . Thus, the recipient has only to raise the ciphertext to the q power. 
If the plaintext is a 0, this becomes g2qrx ≡ 1 (mod p). If the plaintext is a 1, this becomes g2q 2 

, this is not congruent to 1 (mod ). Thus, the recipient can decrypt each bit ∗ pr 

∗ 
r 

y 

(mod p); since y ∈ Z

with a single modular exponentiation.


(f ) 1. Calculate v = A(p, g, b) = 2qkb (mod 2qr). 
2. Use the Euclidean algorithm to find gcd(v, p − 1) = gcd(2qkb + n ∗ 2qr, 2qr) = 2q (since, once 

again, kb shares no common factors with 2qr, in particular r). Divide by two to obtain q. 
3. Now that the adversary knows the value	 q, he can decrypt as described in (e), just like the 

intended recipient. 

Distribution of scores on problem 4-2: 
70


60


50


40

students 

30


20


10


0
0	 1 2 3 4 5 6 7 8 9 10

points awarded 
Average score: 8.32 

Problem 4-3. Sebek 

(a)	  Courtesy of Alexandros Kyriakides, Saad Shakhshir, and Ioannis Tsoukalidis.
Everybody seemed to enjoy writing their answers to the Sebek2 problem and, for the most part, the 
answers were all very good. However, it takes time to write a good short abstract, and many groups 
obviously didn’t take that time. Most of the essays were longer than we requested. Many omitted 
what we thought were key technical details from the paper. 
For grading, all groups started with 10 points. Points were removed for any of the following: 

•	 Significantly inaccurate technical assertions (up to -3) 
•	 Failure to mention that Sebek crafts its own UDP packets (or simply that it sends packets directly 

to the ethernet interface) (-1) 
•	 Failure to mention that Sebek is a client/server system (-1) 
•	 Failure to mention the cleaner (or how Sebek hides) (-1) 
•	 Failure to mention that Sebek2 works by intercepting read() system calls. (-1) 
•	 Failure to mention how Sebek2 hides packets from other Sebek2-equipped systems on the LAN. 

(-1) 
•	 Failure to discuss both pros and cons of publishing the Sebek2 paper. (-1) 
•	 Failure to note that Sebek2 can be used by bad guys (or by corporations) for monitoring legitimate 

users (up to -2). 
•	 Failure to note that publication of the Sebek2 paper can give bad guys information on how to 

avoid being caught by it. (-1) 
•	 Poor writing (up to -3) 

Common errors that were seen on the Sebek write-up: 
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•	 Many groups asserted that Sebek2 replaced the read() system call with its own version of this 
call. That’s partially correct. Sebek2 actually intercepts the read() call with its own version, 
then calls the standard read(), then logs what read() returned, then returns that same data to 
the caller. (Notice that the logging happens after the original read() runs, not before. Many 
groups got the order reversed.) 

•	 Many groups asserted that the reason that Sebek2 has access to unencrypted data is because 
it runs inside the kernel. This is not true. The network device driver also resides in the kernel 
and it does not have access to the unencrypted plaintext of data sent over an encrypted SSH 
connection. 
The reason that Sebek2 has access to unencrypted keystroke information and other data has to 
do with the decision on the part of the ssh designers to have encryption in one process and 
interpretation of commands in a second process, and to have those processes communicate across 
a Unix pipe. When you open up a connection to a remote computer, your ssh client communicates 
with an sshd server. The server then creates a pty (a kind of bidirectional pipe that supports 
terminal control), attaches to one side of the pty, and creates a shell that it attaches to the other 
side of the pty. That shell uses the unix read() system call to read commands typed by the 
user. So the reason that Sebek2 has access to unencrypted data is because the shell expects to 
read unencrypted data from stdin, so the sshd daemon needs to decrypt the data before sending 
it over the pipe. Likewise, data that the sshd daemon reads from the shell is decrypted; the 
sshd daemon then encrypts the data before sending it over the link. That’s the other place that 
unencrypted data is captured and logged. 
If the sshd daemon was modified to execute user commands directly, rather than requiring the 
use of a sub-shell, then Sebek2 would not have access to unencrypted data, even though it would 
still reside in the kernel. 

•	 Many groups did not properly explain that the magic number in the Sebek2 packet header is used 
to tell other Sebek2-compromised machines on the same LAN to discard Sebek2 monitor packets. 

The following solution to part (a) was submitted by Alexandros Kyriakides, Saad Shakhshir, 
and Ioannis Tsoukalidis: 

The paper “Know your Enemy: Sebek2” describes a software system designed for the 
monitoring of honeypots. A honeypot is a host on the Internet, put online specifically for the 
purpose of being attacked. This is a useful security tool. The administrator of the honeypot 
can observe the attacker’s actions, therefore gaining insight on what attacks are possible, and 
how attacks are performed. This helps to uncover security holes in systems. 

Capturing Data: One way of monitoring a honeypot is by passively listening to the 
honeypot’s network traffic. A problem arises however, when the attacker uses encryption 
for his network connections. The designers of Sebek2 decided to circumvent this problem 
by capturing data after it is decrypted. Even if the attacker’s traffic is encrypted in tran
sit, at some stage it will be decrypted so that it can be used by an application. Once 
installed, Sebek2 changes the pointers in the kernel’s System Call Table, so that system 
calls (that Sebek2 wishes to monitor) point to Sebek2 code and not the standard kernel 
code. The syscall_read() system call for example, is one that Sebek2 “intercepts”. When 
a syscall_read() call is made, control is passed to Sebek2 code. Therefore, Sebek2 has 
access to all unencrypted data passed as arguments to the syscall_read(). 

Saving Data: Sebek2 uses honeypot clients and a Sebek server on the same local 
network. The honeypots send data to the server using UDP packets. The server reads these 
packets and stores them in a database for later use. Using this database, the administrator of 
Sebek2 can recreate all the attacker’s actions on the honeypot, as well as observe the activity 
of malware programs that the attacker might have installed on the honeypot. 

Hiding from the attacker: It is important that the attacker does not realize that he 
is being monitored when he is attacking the honeypot. Sebek2 uses three methods for hiding 
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from the attacker. 
1. The Sebek2 client is installed on the honeypot as a kernel module. Sebek2 also installs a 

“cleaner” program whose function is to hide the Sebek2 kernel module from the attacker. 
2. Sebek2 installs its own packet generator. This allows Sebek to by-pass the TCP/IP stack 

so that the attacker cannot locally sniff Sebek packets (or even block them). 
3. Sebek2 installs its own Raw Socket interface. Sebek2 packets contain a special signature 

so that they can be identified by other Sebek2 clients. When a Sebek2 client sees Sebek2 
packets, it drops them. In this way, an attacker on Honeypot X cannot sniff Sebek2 
traffic originating from honeypot Y. 

(b)	Courtesy of Dian Chen, Siddique Khan and Andrew Tsai.

Every group agreed that posting papers such as Sebek2 should be posted.

We saw some common errors in the essays:

•	 Many groups erroneously asserted that Sebek2 is a piece of protective security software, and 

posting the paper and Sebek2’s source code allowed security professionals to analyze it for poten
tial errors that an attacker could exploit. These groups then proceeded to write eloquent essays 
attacking the notion of “security through obscurity” and extolling on the virtues of Open Source 
Software. 
Why do you accept such arguments on their face without proof? Many Open Source programs 
have had considerable security bugs that have been undetected for years. Likewise, there are 
many closed-source programs (some of them classified) that are reported to provide security that 
is equal-to or greater than what is available in the Open Source community. 
You should know that the jury is out on whether Open Source or Closed Source is in general a 
better strategy for producing security software. What does seem to be the case is that other issues 
dominate the Open Source/Closed Source decision — issues like design methodologies, choice of 
programming language, development tools, and programmer experience. Simply waving the magic 
wand of Open Source and trying to excise the boogie-man of “security through obscurity” sounds 
great, but in practice things are not always so easy. 
Alexandros Kyriakides, Saad Shakhshir and Ioannis Tsoukalidis found a really interesting refer
ence arguing that Security Through Obscurity isn’t as bad as you think it is — it may even be 
useful. You will find it at http://www.bastille-linux.org/jay/obscurity-revisited.html. 

•	 Many groups forgot that Sebek2 is designed for use with honeypots and that, in general, there 
are very few individuals and organizations actually running honeypots. Hackers don’t know 
when they have broken into a honeypot system, and most computers are the Internet are not 
honeypots. For these reasons, the Honeynet Project could probably have decided to keep this 
technology secret, using it internally and not sharing it with others. It is not at all clear that the 
standard critique of “security through obscurity” applies to this case. 
The real issue here, then, is this: is the Honeynet Project better off describing its very best 
technology, with the hopes that this will cause more people to set up honeynets of their own, or 
are they better off holding their best technology in reserve, delaying the day that the bad guys 
find out about it? 

•	 Some groups spent so much space arguing the Open Source/Closed Source issue that they forgot 
one very real danger of publishing this paper: that it will tell the bad guys that Sebek2 exists, 
and give them information they need to disable it. This is somewhat different from, say, Microsoft 
distributing the Windows Activation system in Windows XP and then hoping that people don’t 
figure out how it works. With Sebek2, most attackers wouldn’t have a computer on which they 
knew it was running, so it is reasonable to guess that it would have been somewhat more secure 
from reverse-engineering attacks. 

•	 Many groups spent so much space arguing the whole “security-through-obscurity” issue that they 
forgot that the Sebek2 technology is inherently malicious technology that, when used properly, 
allows a system administer (or worse, an attacker who has compromised a machine) to spy on 
other users without being noticed. This technology has a significant potential for misuse! 
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None of the groups discussed the relative merits of publishing the Sebek2 paper online rather than 
trying to present it in a refereed forum such as a journal or conference. 
Of all the essays written for part (b), your TAs found this one from Dian Chen, Siddique 
Khan and Andrew Tsai to be the most interesting... 

The Honeynet Project’s objectives are to raise awareness of computer vulnerabilities and 
to educate the computer security community on how to secure a system against hackers. By 
making the papers like Know Your Enemy: Sebek2 public, the Honeynet Project allows other 
security professionals to see the technology behind how they capture data on an attacker’s 
methods, which does not interfere in any way with the aims of the project. Revealing how 
the Project obtains its information from the real-world (methods used by hackers) to educate 
the public is not important to its main goal of raising awareness and educating professionals. 

The blackhat community makes many hacker tools and methods available to the public 
to educate and allow others in the community to examine and possibly extend existing meth
ods. Because the hacker community is always advancing its techniques, computer security 
professionals must keep up and improve at the same pace. Because the Honeynet Project is 
a non-profit organization made up of volunteers, it does not have the resources to thoroughly 
research and test its systems (the Sebek2 paper itself is not very well-written with spelling 
and grammar mistakes). Publications are a good channel for the Project to test its devel
opments out on the community and procure feedback. For example in the Sebek paper, the 
authors even asked for bug reports and suggestions for improving the system. 

Like cryptography, which should never rely on security by obscurity, computer and net
work security should also make its methods public. Publishing research and new techniques 
allows for peer review so that systems can be better protected. 

It is important to note that while we believe the Sebek2 paper is appropriate for the 
Honeynet Project to publish, it may not be a good idea for other organizations, companies, 
and government agencies to publicize their data capturing tools. For example, it would 
be completely unacceptable for an organization to advertise how they captured terrorists’ 
hacker activities on a computer system, a move that could cut channels of intelligence and 
jeopardize national security. Therefore, the appropriateness of publications like the Sebek2 
paper depends on the context and the purpose it serves. 

Distribution of scores on problem 4-3: 
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Massachusetts Institute of Technology Handout 16 
6.857: Network and Computer Security October 30, 2003 
Professor Ronald L. Rivest 

Problem Set 5 

This problem set is due on paper, on Thursday, November 6 at the beginning of class. 
You are to work on this problem set in groups of three or four people. Problems turned in by individuals, 

pairs, pentuples, etc. will not be accepted. Be sure that all group members can explain the solutions. See 
Handout 1 ( Course Information ) for our policy on collaboration. If you do not have a group, seek partners 
by emailing TA. 

Homework must be typed! Each problem answer must appear on separate sheets of paper. Mark the top 
of each sheet with your names (alphabetically by last name), the course number (6.857), the problem set 
number and question, and the date. Homework must be typed and clear. We have provided templates 
for LATEX and Microsoft Word on the course website. 

Grading and Late Policy: Each problem is worth 10 points, except where noted. Late homework 
will not be accepted without prior approval. Homework should not be submitted by email except with prior 
approval. ( Somebody from your group should be in class on the day that the homework is due.) 

With the authors’ permission, we will distribute our favorite solution to each problem as the “official” 
solution – this is your chance to become famous! If you do not wish for your homework to be used as an 
official solution, or if you wish that it only be used anonymously, please note this on your homework. 

Problem 51. Watermarking 

(a)	 Evaluate the following watermarking schemes. Consider the approximate density of marks (i.e., how 
many kilo/megabytes of data are required per mark, and how many marks one could expect to 
embed in the item in question), the efficiency of the marking and extraction procedures, whether the 
marks are perceptible (when comparing the marked version to the original), and whether the marks 
are resistant to detection and/or removal (ignoring the possibility of collusion). Limit each of your 
answers to 1/4 page. 

•	 In a plain text document containing one of Shakespeare’s plays, at the end of each line either a 
blank space is added (to mark a 0), or no space is added (to mark a 1). 

•	 In a highresolution, highcolor photograph stored in a nonlossy format, for each pixel, either its 
blue color component is incremented (to mark a 0), or its red color component is incremented (to 
mark a 1). 

•	 In a fulllength motion picture, at every transition from one continuous shot to another, either 
the last frame of the ending shot is dropped (to mark a 0), or the first frame of the beginning 
shot is dropped (to mark a 1). 

•	 In the source code for a 6.170 final project (written in Java), each loop is either written as a for 
loop (to mark a 0), or as a while loop (to mark a 1). 

•	 In the executable file for Powerpoint, every ADD X,Y instruction is either converted to SUB X,Y 
(to mark a 0), or left alone. 

(b)	 Watermarks aren’t always used to deter copying. Consider the following scenario: the MediaWare 
company (which is in both the hardware and media business) plans to freely give away a device that 
plays music or videos in some standard format. However, MediaWare only wants the device to play 
media that is sold by MediaWare. Describe how, using watermarking and some other cryptographic 
primitive we have discussed in this class, MediaWare can design its playback device and mark its 
media to achieve these goals. 

Problem 52. Zero Knowledge (or is it?) 

Polly Prover has published a 1024bit RSA public key ( n, e), and wants to prove to Vinnie Verifier that she 
knows the corresponding private key d. Their friend Zack Kauffman proposes the following proof system: 
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1. Vinnie chooses a random r (mod n) and sends its encryption re (mod n) to Polly. 
2. Polly decrypts the message she receives, and sends the decrypted value to Vinnie. 
3. Vinnie accepts if Polly’s message equals r, otherwise he rejects. 

(a)	 Argue that Zack’s protocol is complete and sound. Do you think Vinnie needs to repeat the protocol 
several times in order to be convinced that Polly knows d? Explain why or why not. 

(b)	 Argue that, if Vinnie is honest (i.e., he plays exactly according his prescribed instructions), then the 
protocol is zeroknowledge. Your argument should involve a simulator that produces a transcript of 
the protocol. 

(c)	 Argue that, if Vinnie is dishonest, then the protocol is not zeroknowledge. In particular, you should 
describe how an adversarial Vinnie can learn something that he couldn’t discover on his own. 

Problem 53. More Watermarking! 

The PIAA (Photography Industry Association of America) is fed up with people copying their valuable 
photos, and have decided to watermark their pictures using a collusionsecure fingerprinting code. Exactly 
how they are embedding marks into the photos is proprietary, however, you do know that they are using 
the basic BonehShaw fingerprinting scheme to determine what marks to embed. (The scheme in question 
was presented in lecture on 10/28, and is described starting on page 7 in the paper “CollusionSecure 
Fingerprinting for Digital Data,” available on the class website.) You also know that they have set the 
parameters to c = 5 and � = 2−20 (to avoid implicating innocent users). 

However, because the images to be marked are so small, the PIAA has had to compromise and set d = 100. 
(Recall that the correct value of d is about c2 log 1 � , which is almost 10 times as large as the value in use.) 

A highly soughtafter photograph is put up for sale by the PIAA, and a coalition of 5 users quickly purchases 
individual (marked) copies, which are available on the class website. (The files are in Extended PostScript 
format, which can be edited as plaintext and rendered in any PostScript viewer.) The coalition asks you to 
analyze the files and produce a new photograph that cannot be traced back to any of the coalition members. 

The five images can be downloaded from the class website. They are encoded in EPS format, which is 
textbased and can be rendered by any PostScriptcompatible graphics tool. 

Here is the beginning of one of the EPS files: 

%!PSAdobe3.0 EPSF3.0 
%%TemplateBox:0 0 405 628 
%%BoundingBox: 0 0 506 785 
%%PageOrigin:0 0 
/width 405 def 
/height 628 def 
/pixwidth 506 def 
/pixheight 785 def 
/picstr width string def 
/dopic { 
gsave 
width height 8 
[width 0 0 height neg 0 height] 
{currentfile picstr readhexstring pop} 
image 
grestore 
} def 
pixwidth pixheight scale 
dopic 
FFFFFFFFFFFFFFFFFFFFFFFF... 
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For this problem, you can ignore the header — all images that we provide and that you produce should have 
the same header. The string FFFF... is the actual blackandwhite image itself, coded as 1byte hexdecimal 
values. The first FF characters represent a white pixel, the second FF characters represent another white 
pixel to the right of the first pixel, and so on. A value of 00 represents a black pixel, and other values 
represent shades of gray on a continuous scale. 

The end of the EPS file looks like this: 

...FFFFFFFFFFFFF 
%%Trailer 
showpage 

The showpage command causes the PostScript printer to eject the current page. Thus, if you simply send 
one of these EPS files to a PostScript printer (or view it with GhostScript), the image will print. 

(a)	 Analyze the different copies, and determine which user (among users 0 , . . . , c) is not a member of the 
coalition. In fact, there is not enough information to determine the user definitively; you can only 
narrow it down to two possible users. Explain why, and identify which two are the possible innocent 
users. 

(b)	 Construct a new version of the photograph that has essentially the same contents as the others, but 
which cannot be traced back to any of the colluders. You must obey the Marking Assumption in 
creating your new version; that is, if all the files have the same value at some position, then your new 
version must also have that value at that position. 
Go to the class website and upload your group’s image; only one person from your group needs to 
do this. (The website will ask for a PIN; use the PIN that you were given for Problem Set 4.) The 
website will run the tracing algorithm (as given in the BonehShaw paper) and record the results, 
which will also be displayed to you. 
Be sure to upload at least one image! You will be graded based on the last image uploaded. 
Your group will receive full credit if the algorithm does not implicate any of the colluders (i.e., if it 
implicates only the innocent user, or no users at all). Otherwise, points will be deducted based on 
how many of the colluding users are implicated. 

(c)	 For 2 points of extra credit, identify and research the person in the PIAA photograph, and write a 
short, interesting anecdote about him. 
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Professor Ronald L. Rivest 

Problem Set 5 Solutions 

Problem 51. Watermarking 

Problem 51 was not supposed to be a difficult problem. Nevertheless, most of the groups did not do well on 
it. Your TAs were generally dissappointed by the lack of critical thinking that was evidenced on this problem. 
Many groups gave “estimates” for the items in part (a) that were nothing more than wild guesses. Many 
groups suggested approaches in part (b) which had been specifically discussed in class as being technically 
poor. 

Grading: Part (a) was worth 5 points. Our plan was to remove one point for each significant technical error, 
sloppiness, and other problems. But some groups made so many errors that we couldn’t hold them to this, 
otherwise they would have received no credit at all. 

Common errors that were seen in part (a) include: 

•	 Watermarking Shakespeare with Spaces. Many students didn’t bother to survey Shakespeare’s 
plays to find out how many lines there actually are! Some students assumed that the average line length 
was 80 characters (it isn’t) and calculated the number of lines by dividing the size of the play by 80. 
Other groups guessed wildly. One group Googled for a reference which they then misinterperted — 
they were off by two orders of magnitude. In fact, depending on the play and how it is formatted, there 
are between 2000 and 5000 lines in the typical play. You could determine this by using the Unix wc 
command or the “Word Count” feature built in to Microsoft Word (which also reports lines). 

•	 Watermarking photos by adding 1 to pixel values. Many groups erroneously asserted that the 
mark is detectable, because adding 1 to a pixel with a 255 value would cause the pixel to wrap to 0. But 
this can easily be avoided — because you have the original, you can decrease the color value to 254 in 
this special case (this is what we did in Problem 53). In any case, the watermark is easily removed: use 
a lossy compression scheme (like JPEG) to “smooth out” these small jumps, or reencode the picture 
with a slightly smaller color palette. Either way, the picture will retain almost all of its quality, but the 
mark will disappear. 

•	 Watermarking movies by dropping frames. There were wildly divergent opinions as to how many 
continious shots are in a typical movie. One group actually watched the first 10 minutes of The Matrix 
Reloaded and counted. Another group correctly noted that different directors would have different 
averages. Most other groups just guessed. 
Many groups asserted that this watermark could not be removed. In fact, it could be removed by 
randomly dropping 1 or 2 frames at the beginning and end of every sequence. This would slightly affect 
the quality of the film (the sound would have to be dropped too), but it wouldn’t be terrible. 

•	 Watermarking Java by loop rewriting. An astonishing number of groups asserted that this would 
be a difficult watermark to add to a program because it would have to be done manually. In fact, 
rewriting one kind of loop to the other is a mechnical operation that can be done by a simple program. 
Compilers do this sort of work all the time. 
Few groups bothered to examine source code to find out how common loops actually are. It turns out 
that they are not terribly common — one group discovered that there are less than 50 loops in 10,000 
lines of the Java code that they had previously written for 6.170. 

•	 Watermarking PowerPoint by changing ADD instructions to SUB instructions. A few 
groups with knowledge of x86 assembler noted that rewriting an ADD instruction as a SUB instruction 
would require adding an instruction to negate the value of a register; the problem set should have 
specified ADDI and SUBI instructions to specify immediate operands. Of course, it is still possible to 
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watermark the PowerPoint executable in the way we specified; the operation would simply enlarge the 
code. 
Groups once again gave wildly divergent guesses as to how many ADD and SUB instructions are in 
the typical program. “We assume that ADD instructions would be fairly common, 1 mark per 10 
lines of machine code.” Another group said that there would be an ADD instruction for “every few 
operations, since ADD is a very freqently used assembler operation.” Another group argued that 50% of 
all instructions would be ADD instructions. Only one group actually bothered to examine the assembler 
output for some programs: they discovered that ADD instructions make up less than 1% of assembler 
opcodes. (To be fair, different programs will have a different opcode distribution.) 

In part (b), three points were removed for the incorrect solution of “sign the file, the embed the signature 
into the file as a watermark.” Once you embed the signature as a watermark, the file has changed and the 
signature will no longer verify! 

A correct solution is to compute a digital signature (under some scheme for which the player knows the 
public key) for the first half of the file and to embed the watermark in the second half. Another solution 
is to remove the watermark from the file before verifying the signature, but this requires a special kind of 
watermark. 

Some groups suggested using an HMAC to verify the authenticity of the MediaWare songs. This is a bad 
solution, as it requires embedding the same secret key in every MediaWare player. This then becomes a 
highvalue secret key, and somebody will hack it out. 

(Incidentally, the scenario envision in part (b) isn’t so farfetched: for example, Microsoft sells its XBox 
video game system hardware at a loss, but makes up for it via licensing fees charged to game developers. 
The XBox is essentially commodity hardware, but (unless specifically modified) will only play games that 
have been digitally signed under a specific key. One might imagine a similar regime for music and/or video, 
in which standard playback hardware is sold or given away at a loss, but is configured to only play media 
that is approved by the manufacturer.) 

Distribution of scores on problem 51: 
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Average score: 6.06 

Problem 52. Zero Knowledge (or is it?) 

Courtesy of Alexandr Andoni, Dumitru Daniliuc, Tudor Leu, and Oana Stamatoiu.
We were very pleased with the solutions to this problem — almost all groups provided very clearlywritten, 
technically accurate answers. Our only complaints are with two minor (but common) technical errors: 

•	 If Polly does not know the decryption key d, it is difficult to quantify exactly her probability of suc
cessfully fooling Vinnie. This probability is not, however, as low as 2−1024 , as many groups claimed. 
The reason is that there are factoring algorithms that work faster than random guessing, so in fact 
it is possible to compute d in something like 2333 operations. In any case, a cheating Polly still has 
a negligible chance of decrypting Vinnie’s challenge message, which is why the protocol enjoys such 
strong soundness. 

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

55
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



3 6.857 : Handout 19: Problem Set 5 Solutions 

•	 Many groups claimed that the hardness of the discrete logarithm problem is what prevents a cheating 
Polly from fooling Vinnie. While it is true that if DLP were easy, Polly would be able to cheat, that 
does not necessarily imply that if DLP is hard, Polly cannot cheat. In fact, we need a slightly stronger 
assumption: that the RSA problem (i.e., finding eth roots) is hard. 

The following solution was submitted by Alexandr Andoni, Dumitru Daniliuc, Tudor Leu, and 
Oana Stamatoiu: 

(a)	 If Polly knows d, then she certainly can decrypt the message and send r back to Vinnie. Then, Vinnie 
sees that he got r back, and concludes that Polly knows d. Thus, if Polly knows d she can prove to 
Vinnie that she knows it with probability 1, which proves that the protocol is complete. 
If Polly does not know d, then she has the task of decrypting a ciphertext (2e(mod n)) encrypted 
with RSA. This is equivalent to breaking RSA (solving the RSA problem), and is believed to be 
computationally infeasible. Thus, Polly will answer incorrectly with a high probability, which proves 
that the protocol is sound. 
Vinnie does not need to repeat the protocol several times in order to be convinced that Polly knows 
d, because the probability that Polly does not know d, but still answers correctly is very small. 

(b)	 The protocol is: 
eV P : r (mod n)→ 

P V : r (mod n)→ 

The protocol is zeroknowledge, because Vinnie could simulate the entire transcript in the following 
way: 
1. Generate a random number r. 
2. Compute k = re (mod n). 
3. Output the transcript:


V P : k
→ 

P V : r→ 

Since Vinnie can simulate the entire transcript, he can’t even convince anybody else that Polly knows 
the secret key d. 

(c)	 Let’s prove that Vinnie can learn something that he cannot discover by himself. 
Suppose Vinnie sends 2 to Polly, instead of sending re (mod n). Then, since the key pair is generated 
with RSA, Polly will return 2d (mod n). This information Vinnie could not learn by himself. In 
particular, he cannot simulate the entire transcript, because he does not know 2d (mod n), and 
therefore, by definition, the protocol is not zeroknowledge. 
Moreover, if Vinnie is eavesdropping on the network, then he can learn all messages sent to Polly 
— he just needs to ask Polly to decrypt every block of the message. In a similar way, Vinnie could 
impersonate Polly (by signing any messages in Polly’s name, for example). 

Distribution of scores on problem 52: 
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Problem 53. More Watermarking! 

We were also very pleased with the solutions to this problem. Groups did a thorough job of analyzing the 
files and explaining the reasoning behind their attacks. Also, we learned a couple of interesting things about 
Herbert Yardley, thanks to multiple minibiographies. 

It turns out that the “best” way for a coalition to produce a pirate copy, no matter what code is being used 
(whether BonehShaw, or a more efficient one), is extremely simple: at each marked location, the coalition 
chooses a fresh set of three distinct members of the coalition at random. Then, for the pirate copy, it uses the 
mark that is in the majority of those 3 users’ files (i.e., the mark that appears at least twice). Of course, this 
strategy obeys the Marking Assumption. Notice also that for the BonehShaw code this does exactly the 
right thing in blocks 1 and c, because only one user has a different mark than the others, and therefore those 
unique marks will never be used. In blocks i = 2 to c/2, this strategy produces blocks which have weight 
proportional to i(i − 1)/c2 (i.e., quadratic in i). In other words, the weights grow just slowly enough to 
prevent anyone from being implicated. In blocks c/2 through c, the weights grow more slowly, symmetrically 
with the first c/2 blocks. 

The following solution was submitted by Conor Murray, Rui Viana, and Pallavi Naresh: 

(a) Courtesy of Conor Murray, Rui Viana, and Pallavi Naresh.
Answer: either user 2 or 3 is missing 

Our first strategy was to analyze the differences between the files on a bit level, i.e., bit by bit. 
However, in order to make life simpler, we wrote Java code that analyzed half a byte, or four bits, 
at a time, and wrote the differences to a output file. The first important realization came from the 
fact the at one position one of the files had a 0, or 0000 in binary, and another had an F, or 1111 in 
binary. We conjectured that if the marks were made at a bit level, it was highly unlikely that four 
marks would have been so close together, and therefore the marks must have been made at a byte 
level. 

The next step consisted of modifying our Java code to analyze the files one byte at a time. Further 
confirmation that our hypothesis held was the fact that there were exactly 500 byte positions where 
at least one of the 5 files was different. 

The observation of 500 hundred differences also suggested that users 0 and 5 were part of the coalition, 
otherwise we should have seen 400 differences. 

We continued our analysis by noticing that in some of the positions where the files were different, 
America and Norway were alone, i.e., different from all the other countries, and therefore they must 
have been users 0 and 5, although we could not tell for sure which was which. 

In our final step, we realized that at each of the positions in which files differed, one of the following 
was true: 

America was alone. • 
• Norway was alone. 

• America and Germany were equal and different from the others. 

• Norway and Canada were equal and different from the others. 

Since we already knew that America and Norway were users 0 and 5 we had two cases left: either 
user 1 or 4 was not in the coalition, and either user 2 or 3 was not in the coalition. To be able 
to differentiate between these two cases, we excluded America and Norway from the analysis and 
counted the number of differences in the remaining files. If it was the case that either 1 or 4 was 
missing, we should expect to see 200 differences (corresponding to blocks 3 and 4. See the left case 
on the table bellow). If it was the case the either 2 or 3 was missing, we should expect to see 300 
differences (corresponding to blocks 2,3 and 4. See the right case on the table bellow). We ran the 
code and observed 300 differences, and therefore either user 2 or 3 was not in the coalition. 
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User B1 B2 B3 B4 B5 User B1 B2 B3 B4 B5 

0 x x x x x 0 x x x x x 
1      1 0 1 1 1 1 
2 0 0 1 1 1 2     
3 0 0 0 1 1 3 0 0 0 1 1 
4 0 0 0 0 1 4 0 0 0 0 1 
5 x x x x x 5 x x x x x 

Note that we cannot tell which one is the correct user, because we cannot say for sure when a mark 
is representing a 1 and when it is representing a 0. All we can do is observe that the mark is there. 

(b) Our strategy for this part was going through the tracing algorithm and figuring out what had to be 
done in order for the algorithm to not accuse any of the colluders. 
We started by assuming that user 3 was the one not in the coalition. This can be done because if 
we assume that user 2 is missing instead, the entire analysis is equivalent if we replace 0’s by 1’s and 
viceversa. 
In order to figure out which image corresponded to which user we counted the number of times 
America and Germany were together (100 times). This fact, together with the observations made in 
part (a), led us to the following assignments: 

America is User 0 • 
•	 Germany is User 1


France is User 2
• 
Canada is User 4 • 

•	 Norway is User 5. 

Fooling the Tracing Algorithm America and Norway could not be implied by the algorithm. 
Hence, in every position that one of these countries appeared alone we had to keep the byte from the 
other files. Thus, weight(B1) = 0 and weight(B5) = 100. Using the fact that weight(B1) = 0, we 
were able to calculate that weight(B2) could be as large as 32 and User 1 would still not be implied. 
With this extra information we concluded that weight(B3) could be as large as 96 and User 2 would 
not be implied. However, we could differentiate between B3 and B4, therefore we had to deal with � 
weight(R4 = B3 B4), instead. Finally, we checked that as long as weight(B4) ≥ 35, the algorithm

would not imply User 4.

Here is a summary of the weights we assigned:


Block Weight 
0B1 

32B2 

130R4 

100B5 

The reason we chose weight(R4) = 130 was that we cannot tell what weight(B3) and weight(B4) will 
be, but we want to minimize the chances that weight(B3) > 96 and weight(B4) < 35. Therefore, we 
chose the approximate average of 96 and 35, or 65, as the expected weight of each of these blocks. 
This choice minimizes the probability that either of the above conditions will fail (actually we did not 
care enough to check if the exact value was 64,65 or 66. We were happy enough to be this far from 
35 and 96). 
Our strategy for constructing a picture with these weights was just to assign 1’s until we reached the 
correct weight and then assign 0’s for the rest of the block (same thing for R4). Note that at this 
point we could differentiate between a 0 and a 1. A 1 corresponded to the value in the America file 
and a 0 to the value appearing in the Norway file. 
Finally, our picture was successful against the Tracing algorithm offered on the class website. 
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Distribution of scores on problem 53: 
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points awarded 
Average score: 10.06 
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Massachusetts Institute of Technology Handout 18 
6.857: Network and Computer Security November 6, 2003 
Professor Ronald L. Rivest 

Problem Set 6 

This problem set is due on paper,  on Thursday, November 13 at the beginning of class. 
You are to work on this problem set in groups of three or four people. Problems turned in by individuals, 

pairs, pentuples, etc. will not be accepted. Be sure that all group members can explain the solutions. See 
Handout 1 (Course Information) for our policy on collaboration. If you do not have a group, seek partners 
by emailing TA. 

Homework must be typed and clear. Each problem answer must appear on separate sheets of paper. 
Mark the top of each sheet with your names (alphabetically by last name), the course number (6.857), 
the problem set number and question, and the date. We have provided templates for LATEX and Microsoft 
Word on the course website. 

Grading and Late Policy: Each problem is worth 10 points, except where noted. Late homework 
will not be accepted without prior approval. Homework should not be submitted by email except with prior 
approval. (Somebody from your group should be in class on the day that the homework is due.) 

With the authors’ permission, we will distribute our favorite solution to each problem as the “official” 
solution – this is your chance to become famous! If you do not wish for your homework to be used as an 
official solution, or if you wish that it only be used anonymously, please note this on your homework. 

Problem 6-1. Crash (Into) Me 

WARNING: This problem is quite involved. Start early! 

Read Aleph One’s article “Smashing The Stack For Fun And Profit” (1996) and Cowan et al’s “StackGuard: 
Automatic Adaptive Detection and Prevention of Buffer-Overflow Attacks” (1998). Both are available on 
the class website. 

A server (server 1) has been set up for your exclusive use on port 666 . The server is written in C source 
code that looks more-or-less like this: 

#include <stdio.h>

#include <string.h>

int main(int argc,char **argv)

{


char buf[80]; 
char *cc; 

puts("\r\nWelcome to server1. What’s your name?\r"); 
gets(buf); 
cc = strchr(buf,’\r’); 
if(cc) *cc = ’\000’; 

printf("\r\nHello %s, my name is server1.c\r\n",buf); 
} 

Here is an example of the server at work:1 

[simsong@dhq16 bin] 328 % telnet server 1  666 

Trying server 1....... 

Connected to server 1. 


1You’ll get better results using telnet on a Unix system than on a Windows system. 
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Escape character is ’^]’.

Welcome to server1. What’s your name?

warning: this program uses gets(), which is unsafe.

Simson

Hello Simson, my name is server1.c

Connection closed by foreign host.

[simsong@dhq16 bin] 329 %


Notice that this program displays the message warning: this program uses gets(), which is unsafe. 
when it runs. 

(a)	 Why is gets() unsafe? 

(b)	 Rewrite this program so that it is safe. 

NOTE: We’re sure that this works, but we haven’t gotten it to work yet. If we can’t get it to work, we’ll let 
you know. 

Problem 6-2. Covert Channels 

You have been hired as the senior security engineer at Church Commission Revisited, a company that makes 
the popular covert spyware program 2 + 2 = 5. A previous version of the company’s product was found to 
be embedded in a number of popular commercial web browsers. The engineers that developed that product 
have since gone missing. Hence, your new job. 

Your mission at CCR is to develop a new “call home” feature for 2 + 2 = 5. That is, the product is constantly 
collecting information about the user and needs to have a way to leak this information back to CCR’s network 
of covert webservers (which also house legitimate content such as major news sites, e-commerce site, and 
pornography services) located around the world. You need to devise a new way for sending 2 + 2 = 5’s 
information payloads back to the CCR servers without anyone noticing. 

The previous version of 2 + 2 = 5 employed a variety of stealth techniques — which were unfortunately 
revealed in a not-very-flattering slashdot article. Those techniques were: 

•	 TCP/IP source port modulation. The bottom 8 bits of the TCP/IP source port number was chosen to 
transmit 8 bits of information per connection back to the server. This turned out to be rather easy to 
spot by a simple packet dump analysis. 

•	 Using IP packet options. Each IP packet header has room for “options” to be listed. This was also 
easy to spot with a packet dump analysis. 

•	 Time modulation. 2 + 2 = 5 modified the TCP/IP stack so that packets were sent on even-numbered 
seconds to transmit a “1,” and odd-numbered seconds to transmit a “0.” This technique was very hard 
to discover and wasn’t generally known until the publication of the slashdot article. 

In a well-researched and well-written essay, design three new techniques that 2 + 2 = 5 could use to transmit 
information about the user back to the web server. For each of these techniques, estimate the effective data 
rate and discuss how the technique might be inadvertently revealed. Be sure that your technique works 
through Network Address Translation appliances such as the current generation of home firewalls. 

You may find the “Introduction to the TCP/IP Protocol” article, posted on the course website, to be useful. 

For one point of extra credit, write a paragraph about why CCR’s name is significant. 
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Problem 6-3. Shut Down the Internet 

For this, the very last problem of 6.857, we’d like you to shut down the Internet (hey, it had a good run).2 

(a)	 Define what it means, in your opinion, to “shut down the Internet.” Be sure to state (i) what you

mean by “the Internet,” (ii) what you mean by “shut down,” and (iii) how long the Internet needs to

“stay down” to be “shut down.”


(b)	 Estimate how fast the fastest worm could shut down the Internet, using your definition above. Explain

your reasoning.


(c)	 Design a worm that could accomplish the task outlined above. Your worm should be controllable —

that is, you should be able to have it shut down the “Internet” of a major university (e.g. Harvard),

a medium-sized country (e.g. France), the US Internet, or the “entire” Internet.


You may find some useful ideas at http://hotwired.wired.com/synapse/feature/97/33/garfinkel0a text.html. 
Do not write or release this worm! Just design it on paper. 

2Just kidding. Please don’t do this. 
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Problem 6-2. Covert Channels 

Some of the covert channels identified include: 

•	 Encoding data in the TCP Initial Sequence Number Field. 

•	 Encoding data in the size of the TCP window. (Use an even window to send a 0, an odd window to 
send a 1.) 

•	 Adding additional information to the HTTP header sent as part of SSL streams; because the SSL 
stream is encrypted, observers on the local network won’t be able to read it! 

•	 Modulating the packet size of successive packets in a TCP stream. 

•	 Modulating the information contained in the last byte of each TCP packet in a TCP stream. 

•	 Modulating the speed with which packets are sent. (This is somewhat inefficient and it might be hard 
to read the data on the other side, as the network might change arrival times, so a point was taken off 
for this approach unless there was a detailed discussion of how to tune the packet transmission speed

 

for different websites.) 

•	 Encoding information by the order in which images are requested from the web server. 

Some groups suggested encrypting data with a public-key system. One group suggested compressing data

 

rather than (or before) encrypting it, since this would both make the data sent smaller and would make it

 

appear more random. 
The following methods were not accepted because they would be too easy to detect: 

•	 Having the browser send different cookies than it receives, relying on the fact that users will not notice

 

if the contents of long cookies filled with BASE64-encoded binary data has changed. (This was not

 

accepted because automated software could easily detect that cookies sent by the browser are not the

 

same as cookies received.) 

•	 Adding headers to the HTTP request (e.g. X-Data: 39382304f232j3423j4kas3). 

•	 Adding additional elements, such as a language or image type, to an existing HTTP header. 

•	 Changing the User-Agent: header. 

•	 Changing the order of HTTP fields or elements within an HTTP field. 
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•	 Changing the order of TCP packets sent. Although you can encode information in this way, it’s pretty 
easy to spot with a packet analyzer run on the same network as the client. If the previous version of 
2 + 2 = 5 was discovered, it’s highly likely that this approach would be detected. 

•	 Changing the contents of files uploaded to web services (for example, by adding a watermark to JPEG 
images uploaded to Shutterfly). Users could discover that files uploaded didn’t match the files on their 
hard drives. 

•	 Toggling the DF (“don’t fragment”) flag. If IP options and source port modulation was discovered, 
almost certainly this approach would be discovered as well. 

The HTTP header attacks would have a much lower chance of being detected if they were restricted to 
HTTP headers sent by SSL. Answers that noted this received full credit; answers that did not had between 
2 and 3 points deducted, depending on how well-reasoned the answer was. 

Several groups suggested bouncing packets off a well-known site (e.g., sending a packet to cnn.com with a 
IP Source address of the actual intended destination). This was not accepted; it’s easy to spot. 

Distribution of scores on problem 6-2: 
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points awarded 
Average score: 5.33 

Problem 6-3. Shut Down the Internet (Courtesy of Alexandros Kyriakides, Saad Shakhshir, and Ioannis Tsoukalidis.)

To shut down the Internet, many groups proposed a distributed denial-of-service (DDoS) on the DNS system. 
These attacks would work to bring down the global Internet, but would not work on their own for a targeted 
attack. The reason is this: if hosts around the world flood the (for example) MIT DNS servers, then the 
servers will be unable to handle legitimate requests for names in the mit.edu domain. However, users at 
MIT will still be able to reach sites outside the mit.edu domain, because the rest of the Internet’s DNS 
servers are operational. A targeted attack would have to do additional work, such as flooding the entire 
victim network with traffic or attacking its important routers. 

Many groups described how their worm would spread, but did not indicate what the worm’s malicious 
payload would do (if anything). In general, these are different functionalities: the infection process can be 
slow and relatively harmless on its own, but the payload could launch a devastating attack at a certain time 
or when issued a remote command. Note that in many cases (e.g., Blaster, the Morris worm), the network 
load caused by the reproducing worm is also harmful, but this is as much a side effect as anything else. 

The following solution was submitted by Alexandros Kyriakides, Saad Shakhshir, and Ioannis 
Tsoukalidis: 

(a)	 Any time you connect 2 or more networks together, you have an Internet – as in inter-national or 
inter-state. Now, “the Internet” (with a capital ‘I’) is the largest such Internet on the planet. It was 
estimated in 2001 that the Internet had over 100 million host computers connected to it1 . One key 
property of the Internet is that any two connected hosts should be able to communicate with each 

1http://www.techweb.com/wire/story/TWB20010110S0020 
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other over a common protocol (given of course that they have the appropriate software installed, no 
firewall, etc). Thus there is an underlying global telecommunications infrastructure consisting of fiber 
optic cables, copper wires, and satellite links that connects all these computers together and allows 
the Internet to function. All hosts on the Internet use the TCP/IP protocols that evolved from the 
ARPANET of the late 60’s and early 70’s as their common base protocol. 
The above description is the network view of the Internet. However one can also perceive it as a system 
that provides specific services. This would mean that what the Internet means to us is different than 
what it means to a farmer in a remote village in India, for example. For the farmer, the Internet may 
just mean email and the website of the local newspaper. Whereas to a student at MIT, the Internet 
means Google, a lot of the WWW, email, ftp, telnet, ssh, scp, and other things. So in this sense, 
to “shut down” the Internet would mean preventing a large percentage of global Internet users from 
obtaining the services they would normally obtain from the Internet. 
In both senses, the Internet is a dynamic entity. In the network sense and if we look at the Internet 
as a graph, there are nodes coming on and off every second. Over longer periods of time, links 
are being constructed, new static nodes are appearing, and the graph is continually expanding. In 
the services sense, the services that the Internet has provided have changed over time. Initially the 
Internet was being used solely by the military to allow communication and sharing of information over 
long distances. It then spread to several large universities that were using it to share academic and 
research information. Today the Internet provides a myriad of different services including information 
retrieval, communications (video, voice, and text), streaming multimedia content, banking, etc. Since 
a system is typically defined by the services that it provides, we take the latter definition to be that 
of the Internet. Thus shutting down the Internet means preventing a large percentage of its users 
(say 80%) from obtaining the services that they normally obtain from it (whatever that service may 
be). We note that since these services are essentially being provided by the physical network, shutting 
the Internet down in the network sense implies shutting it down in the services sense. However the 
reverse is not true. 
Another interesting way of viewing the Internet is as a union of 3 sets: 

1. Computers that host information and provide this to others (web servers, POP servers, etc) 
2. Computers that request information (clients) 
3. Computers that relay the information from the server to the client (routers, SMTP servers, etc) 

Any single host can be a member of one or more of these 3 sets. Then shutting down the Internet 
would mean, at a minimum, preventing a large percentage (say more than 80%) of the members of 
any one of these sets from performing their specified function. That is the systems perspective, which 
views the end nodes (sets 1 and 2 above) as just as important components of the system than the 
internals of the system itself (set 3). By eliminating set 3 and thus shutting down the Internet in 
the network sense, we prevent sets 1 and 2 from communicating with each other. However, we argue 
that even by eliminating set 1, although we haven’t prevented sets 2 and 3 from communicating with 
each other, we have in effect shut down the Internet due to the definition of the Internet given by the 
services it provides today. 
The length of time that the Internet should stay down in order for it to be considered “shut down” 
is arbitrary, however we believe that it should be noticeable and long enough to not be perceived as 
a minor glitch or hiccup (because these happen quite often). Thus any length of time greater than, 
say, 10 minutes would be reasonable. 

(b)	 A worm has a limit on how fast it can spread. This is because it needs to target specific hosts with 
their IP addresses. Thus the limit stems from the fact that it needs to find these IP addresses. Ideally 
(or not . . . depending on how one views worms), the fastest worm would know beforehand which hosts 
are vulnerable and will always succeed in infecting the targeted host. It would also not attempt to 
infect a host that is already infected. To infect a host, first the worm needs to establish a connection 
and then transfer its payload. In the best case, an infected host will target a victim host that is 

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

65
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



6.857 : Handout 20: Problem Set 6 Solutions 

“close” to it (i.e. one that it can establish a fast connection with). We estimate that on average an 
infected host needs 1 second to infect another host. Given this and the exponential rate at which the 
worm spreads, we can now calculate the time it would take for the worm to infect all the hosts on the 
Internet et. Given an estimate of 100 million hosts, the time taken would be log2 100, 000, 000 ≈ 27 
seconds. 

(c)	 One key part of the worm’s design has to be the method that it spreads. There are 2 main ways for 
a worm to spread: 

1. By exploiting a vulnerability in an operating system (or a piece of software installed on that 
operating system) enabling it to connect over the Internet to another vulnerable host where it 
sends a copy of itself (this copy may be mutated). 

2. As an attachment through email where recipients of the attachment run it and allow the worm 
to embed itself on the local host and then send infected emails to other email addresses. 

The first method is a faster and more subtle way of spreading because it does not involve any human 
interaction. In the second case, the user has to actually open the attachment and many people today 
are aware of the dangers of opening random executable attachments. That is not to say that the 
worm will not be able to spread by email because some people do make mistakes and some are simply 
not aware of the potential dangers involved in opening attachments. The method of propagation for 
our worm could be either, but the former would be preferable since it is more efficient and will most 
likely infect a larger number of hosts. The operating system that we choose to infect is Microsoft 
Windows since our goal is to infect a large number of computers and the majority of hosts on the 
Internet et run Windows. It is also easier to find bugs in Windows and we are more friendly with the 
open source community than with Microsoft. 

Embedded in our worm will be the IP addresses of 100 major routers on the backbones of the global 
Internet. The choice of routers will be distributed proportionate to the number of users that are 
highly dependent on the backbone on which the routers run. Most users all over the world are in 
some way dependent on the American and European Internet backbones, thus the majority of these 
100 routers will come from those two. However we will also choose some routers on the Chinese, 
Japanese, and other large backbones in order to disrupt intra-national connections as well. 

We will choose a time period from the time we launch our worm to the time of “attack” (more on this 
later). The time period will depend on the method of propagation that we opt for. Since we preferred 
the former method, we would say that a time period of one week is sufficient for a worm to spread to 
a large enough number of hosts. One important aspect of this worm is that it does not do anything 
else other than propagate up until the time of attack. This will ensure that it remains undetected2 . 

At the time of attack, all the infected hosts will randomly pick one of the 100 routers on the list and 
will simultaneously flood them with network traffic thus grinding the Internet to a halt. We note that 
this worm is controllable based on the list of routers that is specified in the beginning. 

2One problem with the Blaster worm was that it had a side-effect of crashing infected hosts. This alerted the anti-virus 
community and patches were generated before it could perform its denial of service attack. 
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Distribution of scores on problem 6-3: 
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Help with the two-time pad 
This web page has information about the two-time pad example.  

To make things somewhat easier for you, we have created a worked example and a 
decryption program for the two-time pad. In this example, we are given two files, 
demo1.bin and demo2.bin. Both of these files were encrypted with the one-time pad 
demo.key. 

We have provided a C++ program called one-time-pad-vrfy.cc. You may or may not find 
it useful in doing Problem 2-1 on the homework. This program can be compiled on a 
Unix computer with this command:  

 
% g++ -o one-time-pad-vrfy one-time-pad-vrfy.cc 
Once you have compiled it, you can run it on both examples:  

demo1.bin 
 
Output (128 bytes): 
In some situations it is acceptable for the same identifier to be used 
by different people; other applications require unique id 
 
 
Output in hex: 
49 6e 20 73 6f 6d 65 20 73 69 74 75 61 74 69 6f 6e 73 20 69  
74 20 69 73 20 61 63 63 65 70 74 61 62 6c 65 20 66 6f 72 20  
74 68 65 20 73 61 6d 65 20 69 64 65 6e 74 69 66 69 65 72 20  
74 6f 20 62 65 20 75 73 65 64 20 62 79 20 64 69 66 66 65 72  
65 6e 74 20 70 65 6f 70 6c 65 3b 20 6f 74 68 65 72 20 61 70  
70 6c 69 63 61 74 69 6f 6e 73 20 72 65 71 75 69 72 65 20 75  
6e 69 71 75 65 20 69 64  
 
 
Many people find octal easier than hex. 
 
 
Here is the output in octal: 
111 156 040 163 157 155 145 040 163 151 164 165 141 164 151 157 156 163 
040 151  
164 040 151 163 040 141 143 143 145 160 164 141 142 154 145 040 146 157 
162 040  
164 150 145 040 163 141 155 145 040 151 144 145 156 164 151 146 151 145 
162 040  
164 157 040 142 145 040 165 163 145 144 040 142 171 040 144 151 146 146 
145 162  
145 156 164 040 160 145 157 160 154 145 073 040 157 164 150 145 162 040 
141 160  
160 154 151 143 141 164 151 157 156 163 040 162 145 161 165 151 162 145 
040 165  
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156 151 161 165 145 040 151 144  
 
 
Here is how the results were obtained: 
Bytes 0 .. 9 
file demo1.bin     176 124 325 316 253 273 254 275 065 116  ~T......5N 
file demo.key      067 072 365 275 304 326 311 235 106 047  7:......F' 
================== ========================================            
file1 XOR file2    111 156 040 163 157 155 145 040 163 151  In some si 
 
 
Bytes 10 .. 19 
file demo1.bin     316 166 054 323 055 165 226 134 104 133  .v,.-u.\D[ 
file demo.key      272 003 115 247 104 032 370 057 144 062  ..M.D../d2 
================== ========================================            
file1 XOR file2    164 165 141 164 151 157 156 163 040 151  tuations i 
 
 
Bytes 20 .. 29 
file demo1.bin     136 035 107 377 323 320 152 012 121 220  ^.G...j.Q. 
file demo.key      052 075 056 214 363 261 011 151 064 340  *=.....i4. 
================== ========================================            
file1 XOR file2    164 040 151 163 040 141 143 143 145 160  t is accep 
 
 
Bytes 30 .. 39 
file demo1.bin     316 136 043 344 211 062 101 306 143 350  .^#..2A.c. 
file demo.key      272 077 101 210 354 022 047 251 021 310  .?A...'... 
================== ========================================            
file1 XOR file2    164 141 142 154 145 040 146 157 162 040  table for  
 
 
Bytes 40 .. 49 
file demo1.bin     345 140 301 231 072 306 147 320 165 203  .`..:.g.u. 
file demo.key      221 010 244 271 111 247 012 265 125 352  ....I...U. 
================== ========================================            
file1 XOR file2    164 150 145 040 163 141 155 145 040 151  the same i 
 
 
Bytes 50 .. 59 
file demo1.bin     135 114 227 000 010 126 376 226 273 362  ]L...V.... 
file demo.key      071 051 371 164 141 060 227 363 311 322  9).ta0.... 
================== ========================================            
file1 XOR file2    144 145 156 164 151 146 151 145 162 040  dentifier  
 
 
Bytes 60 .. 69 
file demo1.bin     135 271 134 106 003 246 210 353 307 033  ].\F...... 
file demo.key      051 326 174 044 146 206 375 230 242 177  ).|$f....� 
================== ========================================            
file1 XOR file2    164 157 040 142 145 040 165 163 145 144  to be used 
 
 
Bytes 70 .. 79 
file demo1.bin     275 317 264 201 357 217 344 145 173 247  .......e{. 
file demo.key      235 255 315 241 213 346 202 003 036 325  .......... 
================== ========================================            
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file1 XOR file2    040 142 171 040 144 151 146 146 145 162   by differ 
 
 
Bytes 80 .. 89 
file demo1.bin     365 206 307 356 251 320 201 131 330 235  .......Y.. 
file demo.key      220 350 263 316 331 265 356 051 264 370  .......).. 
================== ========================================            
file1 XOR file2    145 156 164 040 160 145 157 160 154 145  ent people 
 
 
Bytes 90 .. 99 
file demo1.bin     110 121 272 336 343 240 314 356 042 204  HQ......". 
file demo.key      163 161 325 252 213 305 276 316 103 364  sq......C. 
================== ========================================            
file1 XOR file2    073 040 157 164 150 145 162 040 141 160  ; other ap 
 
 
Bytes 100 .. 109 
file demo1.bin     246 302 305 012 241 371 236 274 176 054  ........~, 
file demo.key      326 256 254 151 300 215 367 323 020 137  ...i....._ 
================== ========================================            
file1 XOR file2    160 154 151 143 141 164 151 157 156 163  plications 
 
 
Bytes 110 .. 119 
file demo1.bin     006 260 312 126 143 134 332 041 175 057  ...Vc\.!}/ 
file demo.key      046 302 257 047 026 065 250 104 135 132  &..'.5.D]Z 
================== ========================================            
file1 XOR file2    040 162 145 161 165 151 162 145 040 165   require u 
 
 
Bytes 120 .. 129 
file demo1.bin     172 264 005 251 221 257 256 244 000 000  z......... 
file demo.key      024 335 164 334 364 217 307 300 000 000  ..t....... 
================== ========================================            
file1 XOR file2    156 151 161 165 145 040 151 144 000 000  nique id.. 
 
 

demo2.bin 
 
Output (128 bytes): 
Client-side SSL certificates have been commercially available in the 
United States since VeriSign started selling them in 1996.  
 
 
Output in hex: 
43 6c 69 65 6e 74 2d 73 69 64 65 20 53 53 4c 20 63 65 72 74  
69 66 69 63 61 74 65 73 20 68 61 76 65 20 62 65 65 6e 20 63  
6f 6d 6d 65 72 63 69 61 6c 6c 79 20 61 76 61 69 6c 61 62 6c  
65 20 69 6e 20 74 68 65 20 55 6e 69 74 65 64 20 53 74 61 74  
65 73 20 73 69 6e 63 65 20 56 65 72 69 53 69 67 6e 20 73 74  
61 72 74 65 64 20 73 65 6c 6c 69 6e 67 20 74 68 65 6d 20 69  
6e 20 31 39 39 36 2e 20  
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Many people find octal easier than hex. 
 
 
Here is the output in octal: 
103 154 151 145 156 164 055 163 151 144 145 040 123 123 114 040 143 145 
162 164  
151 146 151 143 141 164 145 163 040 150 141 166 145 040 142 145 145 156 
040 143  
157 155 155 145 162 143 151 141 154 154 171 040 141 166 141 151 154 141 
142 154  
145 040 151 156 040 164 150 145 040 125 156 151 164 145 144 040 123 164 
141 164  
145 163 040 163 151 156 143 145 040 126 145 162 151 123 151 147 156 040 
163 164  
141 162 164 145 144 040 163 145 154 154 151 156 147 040 164 150 145 155 
040 151  
156 040 061 071 071 066 056 040  
 
 
Here is how the results were obtained: 
Bytes 0 .. 9 
file demo2.bin     164 126 234 330 252 242 344 356 057 103  tV....../C 
file demo.key      067 072 365 275 304 326 311 235 106 047  7:......F' 
================== ========================================            
file1 XOR file2    103 154 151 145 156 164 055 163 151 144  Client-sid 
 
 
Bytes 10 .. 19 
file demo2.bin     337 043 036 364 010 072 233 112 026 106  .#...:.J.F 
file demo.key      272 003 115 247 104 032 370 057 144 062  ..M.D../d2 
================== ========================================            
file1 XOR file2    145 040 123 123 114 040 143 145 162 164  e SSL cert 
 
 
Bytes 20 .. 29 
file demo2.bin     103 133 107 357 222 305 154 032 024 210  C[G...l... 
file demo.key      052 075 056 214 363 261 011 151 064 340  *=.....i4. 
================== ========================================            
file1 XOR file2    151 146 151 143 141 164 145 163 040 150  ificates h 
 
 
Bytes 30 .. 39 
file demo2.bin     333 111 044 250 216 167 102 307 061 253  .I$..wB.1. 
file demo.key      272 077 101 210 354 022 047 251 021 310  .?A...'... 
================== ========================================            
file1 XOR file2    141 166 145 040 142 145 145 156 040 143  ave been c 
 
 
Bytes 40 .. 49 
file demo2.bin     376 145 311 334 073 304 143 324 071 206  .e..;.c.9. 
file demo.key      221 010 244 271 111 247 012 265 125 352  ....I...U. 
================== ========================================            
file1 XOR file2    157 155 155 145 162 143 151 141 154 154  ommerciall 
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Bytes 50 .. 59 
file demo2.bin     100 011 230 002 000 131 373 222 253 276  @....Y.... 
file demo.key      071 051 371 164 141 060 227 363 311 322  9).ta0.... 
================== ========================================            
file1 XOR file2    171 040 141 166 141 151 154 141 142 154  y availabl 
 
 
Bytes 60 .. 69 
file demo2.bin     114 366 025 112 106 362 225 375 202 052  L..JF....* 
file demo.key      051 326 174 044 146 206 375 230 242 177  ).|$f....� 
================== ========================================            
file1 XOR file2    145 040 151 156 040 164 150 145 040 125  e in the U 
 
 
Bytes 70 .. 79 
file demo2.bin     363 304 271 304 357 306 321 167 177 241  .......w�. 
file demo.key      235 255 315 241 213 346 202 003 036 325  .......... 
================== ========================================            
file1 XOR file2    156 151 164 145 144 040 123 164 141 164  nited Stat 
 
 
Bytes 80 .. 89 
file demo2.bin     365 233 223 275 260 333 215 114 224 256  .......L.. 
file demo.key      220 350 263 316 331 265 356 051 264 370  .......).. 
================== ========================================            
file1 XOR file2    145 163 040 163 151 156 143 145 040 126  es since V 
 
 
Bytes 90 .. 99 
file demo2.bin     026 003 274 371 342 242 320 356 060 200  ........0. 
file demo.key      163 161 325 252 213 305 276 316 103 364  sq......C. 
================== ========================================            
file1 XOR file2    145 162 151 123 151 147 156 040 163 164  eriSign st 
 
 
Bytes 100 .. 109 
file demo2.bin     267 334 330 014 244 255 204 266 174 063  ........|3 
file demo.key      326 256 254 151 300 215 367 323 020 137  ...i....._ 
================== ========================================            
file1 XOR file2    141 162 164 145 144 040 163 145 154 154  arted sell 
 
 
Bytes 110 .. 119 
file demo2.bin     117 254 310 007 142 135 315 051 175 063  O...b].)}3 
file demo.key      046 302 257 047 026 065 250 104 135 132  &..'.5.D]Z 
================== ========================================            
file1 XOR file2    151 156 147 040 164 150 145 155 040 151  ing them i 
 
 
Bytes 120 .. 129 
file demo2.bin     172 375 105 345 315 271 351 340 000 000  z.E....... 
file demo.key      024 335 164 334 364 217 307 300 000 000  ..t....... 
================== ========================================            
file1 XOR file2    156 040 061 071 071 066 056 040 000 000  n 1996. .. 
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Massachusetts Institute of Technology Handout 15 
6.857: Network and Computer Security November 8, 2003 
Professor Ronald L. Rivest 

TakeHome Midterm Solutions 
Problem M1. Protocol Design (Courtesy of Megumi Ando.)
The most overwhelmingly common (and disappointing) error we saw was in the fixes to the broken client
server authentication scheme. Almost everyone suggested some kind of adhoc fix to the protocol, such 
as: 

• Making the nonce longer, so the plaintext spans more than one block. 
• Doing a more complicated operation on the nonce (instead of just incrementing it). 
• Forcing the client’s IV to be a specific value, or disallowing certain values. 
• Swapping the order of the (incremented) nonce and client identity. 

The problem with all these solutions is that they ignore the core issue, which makes the attack possible in 
the first place: encryption is/may be malleable — it is not the right tool for the job! The authentication 
protocol is attempting to establish that the client knows the secret key K; however, as we have seen, it 
is possible to create a goodlooking ciphertext (by mauling another one) without knowing what it means! 
Therefore, the proper thing to do in this scenario is to include a MAC : this establishes authenticity of the 
message, and in particular, a valid MAC cannot be generated without knowledge of K. To properly fix the 
bug, the client should also send a MAC of the response ciphertext. This ensures secrecy of the nonce n, as 
well as proper authentication of the client. 

The following solution was submitted by Megumi Ando: 

(a)	 If Alice sends Bob (A, {n1}K ), she expects Bob to send her something in the form (B, {n2}K ) to start 
another initiation, OR (B, {n1 + 1}K ) in response to her initiation. More specifically, if Alice sends 
Bob an encrypted nonce, and she receives the same nonce from Bob, she assumes that Bob is starting 
another initiation and sends Bob the correctly encrypted incremented nonce. 
Let Mallory be a malicious adversary, who does not know K. She waits until Alice (who does 
knows K) sends her an encrypted nonce (A, C1), where C1 = {n}K . Mallory then sends Alice the 
same encrypted nonce (M,C1). Alice, who then assumes that Mallory is starting another initiation, 
correctly computes C2 = n + 1}K and sends Mallory the correctly encrypted incremented nonce {
(A, C2). Mallory then sends Alice (M, C2). 
One way to fix this bug is to disallow two instances of the protocol from interleaving. That is, if Alice 
sends Bob (A, {n1}K ), she expects Bob to send her (B, {n1 + 1}K ) before he sends her (B, {n2}K ). 

(b) The adversarial client (who does not know K) waits for the server to send two 128bit blocks. Let 
IV be the first block. Let C be the second block.

Assume that the server correctly encrypts under AES in CBC mode. That is, C = AESK ({S
◦n}⊕IV ). 
If the adversarial client guesses that n ends in a 0, (s)he sends to the server the following two 128bit 
blocks: 
1. C0 = IV ⊕ {S 064 1}, AND ◦	 } ⊕ {C ◦ 063 ◦
2. C. 

To decrypt, the server does the following: 

P	 = AES−1(C) ⊕ C0K 

064= AES−1(AESK ({SK ◦ n} ⊕ IV )) ⊕ IV ⊕ {S ◦ } ⊕ {C ◦ 063 ⊕ 1} 

= 064{S ◦ n} ⊕ IV ⊕ IV ⊕ {S ◦
063

} ⊕ {C ◦ 063 ◦ 1} 

= {S ◦ n} ⊕ {S ◦ 064} ⊕ {C ◦ ◦ 1} 

{S ◦ (n + 1)} if n ended in a 0, OR 
= {S ◦ (n − 1)} if n ended in a 1. 
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Since n is randomly generated, the chance that it ends with a 0 is 2 . Thus, the adversarial client can 
authenticate itself with the server with probability 1 

2 . 

(c)	 The bug can be fixed by having the server check that the first block sent by client is the same first 
block IV that it sent to the client. (TA note: this is a somewhat OK answer, because it essentially 
acts as a homegrown MAC. Then again, reuse of an IV may compromise some secrecy of the nonce 
n. We’d prefer a wellstudied, strong MAC, such as CBCMAC under AES.) 

Distribution of scores on problem m1: 
70
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40

students 

30
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0
0	 1 2 3 4 5 6 7 8 9 10

points awarded 
Average score: 7.88 

Problem M2. SSL Certs (Courtesy of Saad Shakhshir.)

This problem took an indepth look at SSL certificates. 

Full credit on part (a) required explaining that users trust Microsoft to provide the correct certificate, and 
that they trust that the cetificate is both valid now and valid in 2028. Ideally we wanted to see a discussion 
of how Moore’s law will impact 1024bit RSA and 160bit SHA1, although it was equally acceptable to say 
that the certificate would be revoked if it were compromised. 

•	 One student noted that “it is unclear why VeriSign chose such a faroff expiration date.” The reason 
that VeriSign did this is because it was such a tremendous pain in the late 1990s when we had to deal 
with certificates expiring in 1998 and 1999. This way, the logic goes, the computers using this certificate 
will be longgone by the time it expires. 

•	 Many students seemed confused between RSA bit length and AES bit length. These students implied 
that since an 80bit key is considered secure today, and since computers are getting twice as fast every 

1.51.5 years, then a 1024bit key must be secure for at least 2 
1024−80 

years, which is a really long time. 
But RSA keys are not cracked by doing a bruteforce key search: they are cracked by factoring. 

Full credit on part (b) required explaining that GeoTrust is verifying the abaility to receive mail and an email 
address within the domain, but is not verifying the business actually exists or is affiliated with Palm. Some 
students thought that GeoTrust was verifying the abaility to receive email at admin@palm.com while others 
thought it was verifying the ability to receive email at admin@store.palm.com. Neither of your TAs have 
legal degrees and the GeoTrust CPS is kind of ambiguous on this matter, so either answer was accepted. 

Full credit on part (c) required a discussion that we trust the people who run the MIT CA to be trustworthy, 
and we trust that the network will actually get us the correct CA key. So we are trusting DNS and the 
routers. Points were deducted for the students who stated that SSL is used to download the MIT CA key; 
it is not. 

Full credit on part (d) required a discussion that SSL certificates prevents the web server from having to 
handle each user’s username and Kerberos password. The disadvantage of the SSL certificate, though, is 
that they tend to be left on machines and are typically not guarded as well as passwords. Credit was also 
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accepted for other answers, but not for saying that SSL certificates prevents against eavesdropping in the 
network; regular SSL does that. 

Here is an especially good answer for M2 that was written by Saad Shakhshir. 

(a)	 All Public Key Infrastructures (PKIs) start with at least one root certificate which is selfsigned — 
that is, the owner and signer names are the same. Users of Internet Explorer (IE) can trust this 
certificate because of the reputation that the owner has for being trustworthy. The owner, in this case 
VeriSign, establishes this reputation by keeping secret the private key that corresponds to its public 
key. If this private key were stolen, then it could be used to falsely sign other web certificates. We 
believe that news of falsely signed web certificates would get out quite fast and given the nature of 
the Internet and the swiftness in which information could spread, this news would travel quickly to 
the places where fixes could be generated and this specific root certificate could be revoked. 
To verify that we do in fact have the appropriate VeriSign certificate, we can look at its public key 
and its thumbprint. These can be checked against the values that VeriSign has posted on its website. 
Microsoft could have written IE such that when someone wants to check that specific VeriSign website, 
the user is actually diverted to some other page (either locally or somewhere else) that holds a page 
looking just like the VeriSign page only with a fake public key matching the fake one installed on IE. 
However there are other websites that display VeriSign’s public key information and one could use 
another program/operating system to check. There would have to be a very large and coordinated 
conspiracy to have IE come with a fake root certificate. Although most people do not go through the 
trouble of verifying the root certificates that come installed on IE and it might not be hard to fool 
the average user. However, if word of such an attempt got out, then Microsoft’s reputation would be 
severely damaged. We believe that it would not be in their interest to attempt this. 
The length of the public key is 1024 bits. This is considered by RSA to be secure for the “immediate 
future”. Currently the largest key to be broken is one of 512 bits. It is predicted that 768 bits 
may be broken in the next few years. Clearly one cannot predict exactly when a key is going to be 
broken. nNevertheless, if we use historical data to predict when a 1024bit key may be expected to 
be factored, then an estimate obtained from the RSA website is around 2037. There is an alternative 
theoretical model that leads to a prediction of 2018, also from the RSA website. The discrepancy 
can be attributed to how much effort is being put into actually breaking these keys. Given these 
two estimates, it would be appropriate to say that by the year 2028, VeriSign’s key will no longer be 
secure. 2048 bit keys are already being used and in the future VeriSign will have to increase the length 
of its key (or use another cryptographic method) if it wishes to remain a trusted root certificate. 

(b)	 This certificate is an SSL certificate and is not the same as the VeriSign certificate, which is a root 
certificate. Recall that a root certificate is issued to and signed by the same entity. This certificate 
was issued by Equifax Geotrust to store.palm.com. 
The value of SSL is protected by the strength of a standard twopoint validation process 1: 

1. Verify that the applicant owns,	 or has legal right to use, the domain name featured in the 
application. 

2. Verify that the applicant is a legitimate and legally accountable entity. 

Thus GeoTrust, by stating that the organization is not validated, has not performed step 2 of the 
above process. When a person registers a domain name, any ownership information can be given in 
the application. This information is never verified. Hence this certificate only tells us that that the 
applicant of the certificate is authorized to use that domain name, it does not tell us anything about 
the nature of the applicant. We could be relying on potentially untrustworthy information. 
To get a certificate for store.palm.com, the owner of that domain must do the following: “Subscribers 
submit their Public Key to GeoTrust for certification electronically through the use of a PKCS#10 
Certificate Signing Request (CSR) or other package digitally signed by the Subscriber?s Private Key 

1http://www.instantssl.com/sslcertificatesupport/guides/sslcertificatevalidation.html 
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in a session secured by Secure Sockets Layer (SSL). At a minimum, the Subscriber must provide 
the following data in or with the CSR: Common Name, Organization, and Country. The following 
additional information is required on the enrollment form: the names, email addresses, and telephone 
numbers for the Administrative, Technical, Support, and Billing points of contact 2.” 

Once this has been completed, GeoTrust will send an email to an email address at that domain name 
(this might be one of the emails specified in the application) authorizing the certificate request. Once 
a confirmation has been received, it will issue the certificate. 
To get an Equifax Geotrust certificate for a computer in the mit.edu domain, we found this website 
https://www.webii.net/support/sslcertificate.html. All we would need to do is fill in that 
form, pay the required amount, and we would be able to obtain the certificate. The only way they 
verify our identity is by the email address and so we must specify an account that we have access to. 
We just need to make sure that the information we input fulfills their requirements. For example, 
it says that the common name (the domain name) must be registered to the organization that is 
specified in the organization field. We can do a simple whois query on the computer that we are 
attempting to get a certificate for and make sure that the organization specified in the domain name 
registration is the same as the one we give in the form. In this case it would probably just be MIT. 

(c)	 We are trusting that the domain name http://bs.mit.edu/mitca.ca will resolve to the IP address 
of the appropriate MIT computer. Thus one attack would be to intercept the DNS request and 
send back another IP address. The attacker could then trick us into communicating with a different 
computer and downloading a different certificate. 
Another mechanism we are trusting is that of the browser. Assuming that we download the appro
priate certificate from the MIT server, we believe that the browser is in fact installing that particular 
certificate. If the browser were written maliciously, it could install a different certificate other than 
the one we downloaded. This could lead us to authenticate malicious websites. 

(d)	 One advantage is that once a student obtains a client certificate, she no longer has to reenter her 
username and password. If there is any risk that this user/pass combo gets stolen, then it is reduced by 
enabling the student to enter it only once. Afterwards, she has this digital certificate that authenticates 
her with the Stellar and MIT Libraries and that is stored locally on her computer. So it is not sent 
over the network every time she authenticates and there is less of a risk of it getting stolen. 
A disadvantage is that on IE, there is an option that tells you how much security you want on this 
client certificate when you get it. If you select ‘medium’ as your setting (which is the default), then 
it does not prompt you for a password every time you use your certificate to authenticate yourself. 
Thus anyone with access to your computer can authenticate themselves as being you. An adversary 
could also export your certificate and then use it from any other computer to authenticate themselves 
as you. If the servers prompted for a username and password every time (or if you select the ‘high’ 
setting and put a password), then this would not be possible. 

References 

1.“Taking The Confusion Out Of Digital Certificates” 
(http://www.networkcomputing.com/909/909colmoskowitz.html) 

2.“Circuits for Integer Factorization: A Proposal” (http://cr.yp.to/papers/nfscircuit.ps) 

3.“Schneier.com CryptoGram March 15, 2002” (http://www.schneier.com/cryptogram0203.html#6) 

4.“Managing the Digital Enterprise Security Key Length vs. Cryptographic Strength” 
(http://digitalenterprise.org/security/key length.html) 

5.“RSA Laboratories: A CostBased Security Analysis of Symmetric and Asymmetric Key Lengths” 
(http://www.rsasecurity.com/rsalabs/bulletins/bulletin13.html) 

2http://www.geotrust.com/quickssl/cps (c)01 
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6.“RSA Laboratories Cryptography FAQ How large a key should be used in the RSA cryptosystem” 
(http://www.rsasecurity.com/rsalabs/faq/315.html) 

7.“SSL Certificate Free SSL Secure Server Certificate Branded SSL” 
(http://www.instantssl.com/sslcertificatesupport/guides/sslcertificatevalidation.html) 
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Problem M3. Patch Management 

Grading: Because this was such an easy problem, we expected good, detailed answers. We awarded 3 points 
for correct answers in (a), (b) and (c), 1 point for good writing. 1 point deducted for each annoying technical 
error. 

Part (a): It’s important to validate the updates so that the user doesn’t accidentally download boobytrapped 
updates! Practically every student got this part correct. But it’s also important to authenticate the website 
— if the user went to the wrong website, that website might say “there are no updates today!” when in fact 
there is an important update on the correct website! Or the hostile website might simply send old updates 
— updates with known problems. Surprisingly, most students in the class didn’t get this half of the answer. 

One student had came up with a truly important reason to authenticate the server, as opposed to the 
updates: so that the user doesn’t pay the wrong company! This answer received full credit. 

Part (b): It’s important to authenticate the user’s computer to the remote website to make sure that the 
user is licensed to have the software that they will be receiving. (Another reason to authenticate the website 
in part a above is that some pirate website might not enforce MSC’s software licensing system.) 

Quite a few students noted that another reason to authenticate desktops is so that MSC can keep track of 
which desktops are updated and which aren’t. Yet another reason to authenticate desktops is to prevent 
denialofservice attacks that might happen if thousands of desktops repeatedly ask for the same update: 
with strong authentication, these desktops can be locked out. 

Gerardo Viedma came up with a clever attack that’s possible if you don’t authenticate the client: “If the 
individual desktop computers were not authenticated, then it would be possible for an attacker to maliciously 
craft a software update request for a different desktop computer than itself. If the attacked desktop computer 
were to accept the authenticated update received from MSC but which it did not in fact request, then the 
attacker could use this method to selectively update the software of the target system. If the attacker knows 
enough about the attacked system (for example, the software that it is running), it could request a specific 
update to be sent to the client that the malicious desktop knows will create a vulnerability on the target 
host.” 

Part (c): MSC doesn’t want to be bothered for every update that BGC distributes, but MSC still wants to 
charge BGC for using the online patch service! So MSC puts on its webserver a list of authorized software 
partners. For each one is has a certificate with that partner’s public key, signed by MSC, and the URL of 
the partner’s update server. The PC goes to the MSC website, downloads the list of approved partners, 
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and sees if any software is installed on the computer that has the same publisher ID as one of the approved 
partners. If such software i installed, the PC goes to the partner’s website and downloads the appropriate 
patches. 

Common errors: 

•	 Many students simply described how MSC could set up a PKI without describing how the update 
software would use this PKI to find the BGC server and updates. These students had between 1 and 
2 points deducted, depending on how much work they did on the PKI. 

•	 Many students confused the names MSC and BGC, or switched to other initials halfway through their 
essays. These students had 1 or 2 points deducted, depending on the severity of their errors. 

Distribution of scores on problem m3: 
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Average score: 7.7 

Problem M4. Sharing Secrets with Deities (Courtesy of Ioan Tudor Leu.)
The most common error on this problem was using a value of p “that is a prime approximately equal to 
b/(t− m).” In fact, p should have length about b/(t− m), so it’s value is about 2b/(t−m)! 

Another pet peeve of the grader was encountered far too frequently: many solutions said “use a polynomial 
of order t − 1,” when they meant degree. The order of a mathematical object v is the smallest positive 
exponent x for which vx equals the identity element; the degree of a polynomial f(x) is the largest degree 
of all its monomials (i.e., the largest exponent of x appearing in the polynomial). 

The following very clean solution was submitted by Ioan Tudor Leu: 

(a)	 Divide the secret s into t− m parts a0, a1, . . . , at−m−1, each of length b . Also, generate randomly 
m other terms, at−m, . . . , at−1. 

t−m 

Take then the t− 1 degree polynomial q(x) = a0 + a1x+ . . .+ at−1x
t−1 and distribute to each god i a 

b	 bshare of the secret Di = q(i), of length t−m . All arithmetic is done modulo a prime p of length . t−m 

(b)	 Any t shares of the secret are in fact t values of the polynomial for t different arguments, and they 
completely determine the polynomial. There are in total t equations of the type Di = q(i) and they 
are sufficient to determine the t coefficients of the polynomial, of which the first t− m represent the 
secret. 

(c)	 As we said in (b), each share of the secret Di = q(i) can be interpreted as an equation with the 
unknowns a0, a1, . . . , at−1: 

a0 + ia1 + i2 a + 2 + . . . + it−1 at−1 = Di 

Suppose we have k < t shares of the secret, therefore k equations. The solution to the system of 
equations is described by t − k independent variables and k equations which determine the value of 
the other k unknowns as a function of the independent variables. 
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In the case of k ≤ m shares, at least t− m variables are independent, so we can choose any values for 
the first t− m coefficients of the polynomial, and still satisfy all k equations with appropriate choices 
for the rest of the coefficients. This means that no information is divulged about the secret, since 
there is no constraint on the coefficients a0, a1, . . . , at−m−1, which represent the secret. 
When k > m, however, at least one of the first t − m coefficients is dependent on the others. This 
means that the group of k deities can exclude from consideration certain sets of values for the first 
t− m coefficients, so there is a leak of information in this case. 

Distribution of scores on problem m4: 
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Problem M5. Authenticated Key Exchange (Courtesy of Oana Stamatoiu.)

The most common error we saw was in the answers to the forwardsecrecy question. Forward secrecy is not 
about whether the compromise of one session key affects the security of another session; it is about whether 
the compromise of longterm secrets (such as private keys) affects the security of prior recorded sessions. 
Many students either did not understand this concept, or claimed that “because rA and rB add randomness 
to the protocol,” even with the private keys xA, xB , an adversary could not decrypt old sessions. Adding 
randomness is not enough — one must analyze the protocol with the assumption that the adversary will 
learn (or already knows) the longterm secrets (but not the ephemeral ones). 

Another common quasierror was in the selfauthentication attack. Many students said that the adversary 
should merely return t−1 (mod p), which causes K to be 1. This is a (mostly) acceptable answer, however A 
it is easy for Alice to take countermeasures against it, because the attack is deterministic. We reserved full 
credit for those attacks which were sufficiently random as to prevent any hope of detection. 

The following solution was submitted by Oana Stamatoiu: 

(a)	 Alice computes: 
K = (g rB )xA × (g xB )rA = (tB )xA × (yB )rA (1) 

Alice knows xA (her secret key) and rA (which she chooses in step 2). She also knows yB (Bob’s 
public key) and tB (which she gets from Bob in step 3). Thus, she can compute K = (tB )xA × (yB )rA 

Bob computes: 
K = (g xA )rB × (g rA )xB = (yA)rB × (tA)xB (2) 

Bob knows xB (his secret key) and rB (which he chooses in step 3). He also knows yA (Alice’s public 
key) and tA (which he gets from Alice in step 2). Thus, he can computer K = (yA)rB × (tA)xB 

g rB(b) In step 3, Bob sends Alice tB = grA = g rB 

tA


Alice can compute the key K just like before. All Bob has to do is compute K = (yA)rB .
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Proof: 

(yA)rB = g xA ×rB 

= g xA ×rA −xA ×rA +xA ×rB 

= (g xA ×rB −xA ×rA ) × g xA ×rA 

= 

= 

(g rB −rA )xA × g xA ×rA 

( 
grB 

grA 
)xA × y rA 

A 

= (tB )xA × y rA 
A 

= K 

This value of K is the same as the one computed by Alice. 
(c)	 A protocol is forward secure if the compromise of a long term secret (such as xA and xA) at some 

point in the future, does not compromise the security of communications made in the past using that 
secret. In our case, we have 

xA xBK = g xA ×rB × g rA ×xB = tB × tA (3) 

We can see that this protocol is not forward secure: if Eve finds both xA and xB at some point in 
the future, and if she also has the transcripts of the communications between Alice and Bob (which 
contain tA and tB , given out in steps 2 and 3), then Eve can easily reconstruct K, as in equation (3) 
above. 

Distribution of scores on problem m5: 
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Problem M6. Academic Honesty [3 points] 

This was the easiest question on the midterm: everyone who turned in an answer got full credit. Thank you 
for keeping your academic integrity! 

Distribution of scores on problem m6: 
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Massachusetts Institute of Technology Handout 13 
6.857: Network and Computer Security October 9, 2003 
Professor Ronald L. Rivest 

Quiz 1 
1. This quiz is intended to provide a fair measure of your understanding of the course 

material to date (Homeworks 1–3 and Lectures 1–10). 

2. Do not open this quiz booklet until the quiz begins. Read all the instructions first. 

3.	 Do not discuss any aspect of this quiz with anyone (except 6.857 staff ) until 
noon on Friday, October 10, 2003. 

4. When the quiz begins, write your name on every page of this quiz booklet. 

5. This quiz booklet contains 12 pages, including this one.	 An extra sheet of scratch 
paper is attached. 

6. This quiz is open-book, open-notes. No calculators or programmable devices (including 
laptop computers) are permitted. 

7. Write your solutions in the space provided. If you need more space, write on the back 
of the sheet containing the problem. Do not put part of the answer to one problem on 
the back of the sheet for another problem; pages may be separated for grading. 

8. Partial credit will be given.	 You will be graded not only on the correctness of your 
answer, but also on the clarity with which you express it. Be neat. 

9. Good luck! 

Problem Points Grade Initials 

24 

9 

36 

12 

10 

10 

10 

Total 111 

Your Name:
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Problem Q1-1. Short Answer [24 points] 

(a)	 At a recent Red Sox game, you observed the catcher making a variety of signals to 
the pitcher with his hands before every pitch. Following the signals, you observe the 
type of pitch: e.g., fast ball, curve ball, slider, knuckleball, bean-ball, etc. By the 
end of the game, you are able to predict every pitch after seeing the catcher’s signals. 
What sort of cryptographic attack have you successfully executed? 

Solution: This is a known-plaintext attack. Half credit was given for the answer 
“passive attack.” 

(b)	 What is 11−1 (mod 29)? Show your work. 

Solution: 11−1 (mod 29) = 8, because 8 · 11 = 88 = 29 + 1. We can get this 3 · 
result by using Euclid’s extended algorithm.

Half credit was given for the answer 11−1 = 1128 (mod 29), based on Fermat’s Little

Theorem.


(c)	 You are watching an encrypted conversation between Alice and Bob. You notice 
that the prefixes of many of the ciphertexts agree for several hundred bytes. In 
addition, these identical prefixes are always a multiple of 16 bytes long. However, you 
never observe two identical chunks of ciphertext of any significant length following 
the identical prefixes. Conjecture what cipher is being used, what mode of operation 
is being used, and what Alice and Bob are doing wrong. 

Solution: The answer we had in mind was AES (or DES) under CBC mode, (incor
rectly) using the same IV for every message. We also gave full credit for an answer 
such as AES or DES in ECB mode, with some explanation (e.g., all messages have 
long, common headers.) 

(d)	 Next, you start spying on a different encrypted conversation between Alyssa and Ben. 
You see many ciphertexts of exactly the same length (which is not a multiple of 16 
bytes), in which only a few bits differ in every message. Once again, conjecture what 
cipher is being used, what mode of operation is being used, and what Alyssa and Ben 
are doing wrong. 

Solution: The answer we had in mind was OFB (with any block cipher), (incorrectly) 
using a duplicated IV. Other correct answers include any stream cipher in which 
Alyssa and Ben reset the state of the stream with every message. 
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(e)	 Describe how to efficiently test if g is a generator modulo a prime p, where p− 1 = 4q2 

for some prime q > 2.


Solution: Check that gx = 1 (mod p), where x is every divisor of 4q2 (other than
�
24q2 itself): x = 1, 2, 4, q, q2 , 2q, 4q, 2q . If all tests pass, g is a generator. In fact, it 

is sufficient to do the test only for x = 4q, 2q2, because if any of the above tests fail, 
they will also fail for one of those two values of x. 

(f )	 The year is 2050 and Moore’s law has continued to hold, doubling computer per
formance every 18 months. Is it time to retire AES-128? How about AES-192 or 
AES-256? Explain your reasoning. 

Solution: Today, 80 bit symmetric keys offer only decent security. In our scenario 
of the future, computers will be about 231 times faster, implying that 111 bit keys 
are questionable. At this point, the security of AES-128 is in question (only one 
student thought about the lifetime of the data being protected; it may be time to 
retire the cipher if the data needs to stay secure long after 2050, which is often the 
case). AES-192 and AES-256 are still fine. 
Of course, not many people believe that Moore’s Law will hold for so long . . . 
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Problem Q1-2. Security Policy [9 points] 

For each of the 9 items listed on the front page of this quiz, choose whether the item contains 
elements of a security policy, security mechanism, both, or neither. Check one box per row. 

Item Policy Mechanism Both Neither 

x 

x 

x 

x x 

x 

x 

x 

x 

x 

Solution Note: We accepted either “mechanism” or “neither” for item 4.
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Problem Q1-3. True or False [36 points] 

Circle T or F for each of the following statements. No justification is required, but if you 
think the question is ambiguous, state your clarifying assumptions. 

True False In the Fermat primality test, there is a small (but non-zero) probabil
ity that the candidate number will be declared composite when it is 
actually prime. 

Solution: False. The one-sidedness of the error goes the other way. 

True False A deterministic public-key encryption algorithm can never be secure

against an adaptive chosen-ciphertext attack.


Solution: True. See the lecture defining the attack.


True False A PGP public key is more trustworthy if it has been signed by a lot of 
other public keys. 

Solution: False. First, you shouldn’t trust signatures from keys you 
haven’t authenticated. Second, even if you believe the key is valid 
(authenticated), you shouldn’t necessary trust it to properly sign other 
keys. 

True False A good way to generate an AES encryption key is to apply SHA-1 to 
the number of seconds that have elapsed since January 1st, 1970. 

Solution: False. The domain is too small (only about 230 seconds 
have elapsed since the epoch). Additionally, if the adversary knows 
the approximate time at which the key was created (which is almost 
certainly true), the search space is reduced significantly. 
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True False It is possible to compute the SHA-1 value of every number in the range 
1, . . . , 1010, on today’s standard PC, in a single day. 

Solution: True. One can invoke SHA-1 over 200, 000 = 2 · 105 times 
per second, so it would take 50, 000 seconds, or about 14 hours, to 
complete the given task. 

True False It is not known if computing φ(N) is harder than computing the prime 
factors of N , where N is an RSA modulus.


Solution: False. The problems are known to be equivalent: if you

can find primes p, q such that N = pq, then φ(N) = (p − 1)(q − 1).

Conversely, if φ(N) is known, then p+ q = N + 1 − φ(N), and pq = N .

Finding p and q is now just a matter of solving this quadratic equation.


True False In RSA, for a given modulus N , any prime larger than 2 may be used 
as the public exponent e.


Solution: False: e must be relatively prime to φ(N), so any e that

divides φ(N) cannot be used.


True False It is possible to have a digital signature scheme where forgery is impos
sible for a computationally unbounded adversary. 

Solution: False. Signatures are publicly verifiable, therefore an un
bounded adversary can simply try all signatures until she finds one 
that verifies correctly. 

True False If p = 2q + 1 where p and q are primes, then −1 is not a square mod p. 

Solution: True (sort of). Whenever “safe primes” are used, q is meant 
to be an odd prime, but we did not make this explicit. A number a 
is a square mod p if and only if aq = 1 (mod p). Because q is odd, 
(−1)q = (mod p), so −1 is not a square. −1 
We gave full credit to anyone who pointed out the (only!) counterex
ample of q = 2. 
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True False Given an AES key K, it is possible to efficiently construct a one-kilobyte 
plaintext message M such that an encryption of M under AES (using 
key K) in CBC mode consists of all 0s. 

Solution: True. Simply build the ciphertext of 1024 bytes (plus 128 
bits for the IV), and decrypt it under CBC mode with key K. The 
result is a message which can encrypt to all 0s. 

True False Using a one-time pad for encryption, followed by a CBC-MAC on the 
resulting ciphertext, provides unconditional secrecy and computation-
ally secure authentication. 

Solution: True. No secrecy is compromised, because the message is 
encrypted before the MAC is performed. 

True False When k is large, testing a randomly-generated k-bit number t for pri
mality can be done for use in a cryptosystem by testing whether 2t ≡ 2 
(mod t). 

Solution: True. The chance that a randomly-generated number (of 
the size used in cryptosystems) is composite, but also a base-2 pseu-

≈ 2−140doprime, is at most 10−41 . The risk of this event is negligible, 
and in any case, the first ciphertext probably won’t decrypt properly, 
alerting the key owner to the problem. 

True False If h(·) is collision-resistant, then h(h(·)) is collision-resistant. 

Solution: True. If it is feasible to find a collision x, x� under h(h(·)), 
then either x, x� is also a collision under h, of h(x) = h(x�) is a col
lision under h. In any case, h is not collision-resistant, which is a 
contradiction. 
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True False SHA-1 is more resistant to attacks based on the birthday paradox than 
MD5.


Solution: True. The output of SHA-1 is 160 bits, whereas the output

of MD5 is only 128 bits.


True False Moore’s law implies that you should change your password once every 
18 months. 

Solution: False. If your password is very long to begin with, then 
there may be no reason to change it for a long time. 

True False The perfect security of a one-time MAC means that an attacker can 
never guess the MAC for any given message. 

Solution: False. It simply means that the adversary chance of guess
ing the MAC is 1/p, where p is the range of the MAC. There is still a 
non-zero chance of a correct guess. 

True False The design of the Feistel network requires that the round function F 
be invertible. (F is the function such that R� = L ⊕ F (R).) 

Solution: False. The design of the Feistel network allows one to 
decrypt, even when F is not invertible. 

True False Define h(x) = g(x2) (mod p), where p is a large prime and g is a gen
erator mod p. The function h is collision-resistant. 

Solution: False. Both 1 and −1 hash to the same value. 

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

99
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



9 

I 

Handout 13: Quiz 1	 Name: 

Problem Q1-4. Multiple Choice [12 points] 

(a)	 If an efficient algorithm for calculating discrete logs over an integer modulus is dis
covered, which of the following schemes will be known to be not secure (circle all that 
apply): 

AES 

II 
�	 

�
 Diffie-Hellman 

III 
�	 

�
 RSA 

IV 

Solution Note: RSA will be insecure, because given a plaintext/ciphertext 
e	 (cdpair (m, c = m (mod N)) = (mod N), c) (which the adversary can 

compute himself), one can discover the secret decryption key d by computing 
the mod N discrete log of m, base c. 

(b) If an efficient algorithm for factoring large numbers is discovered, which of the follow
ing schemes will be known to be not secure (circle all that apply):


I AES


II	 Diffie-Hellman 

�
 

�	El Gamal 

III 

IV El Gamal 

(c)	 A hash ring for a hash function h is a set of values v1, . . . , vt such that vi+1 = h(vi) 
for 1 ≤ i ≤ t− 1, and v1 = h(vt). (Two hash rings are the same if they have the same 

�
 

values listed in a different order.)

How many hash rings does SHA-1 have? Pick the most specific, correct answer.


I Unknown 

II 0 

III 1 

IV 2 

�	RSA


�
V 

VI 2 or more (nobody knows which) 

Solution Note: There must be at least 1 hash ring, because if we start with 
any 160-bit input and iteratively hash, we must get a repeated value at some 
point. However, there may only 1 hash ring (e.g., if the ring contains all hash 
values), or there may be more. 

�	1 or more (nobody knows which)
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Problem Q1-5. Hot Poker [10 points] 

For his 6.857 final project, Ben Bitdiddle decides to implement a poker server, so that he 
can play friendly games with his chum(p)s across campus. The process works as follows: 
the server “deals” five cards (selected at random from a deck of 52 cards) to each player as 
their “hand,” removing each card from the deck as it is dealt. The cards are known to their 
owner but must remain secret to the other players. 

Each client then sends the values of their bet to the server. Finally, the server broadcasts 
each client’s cards, and the best hand wins (for this problem, it is not necessary to know 
anything about the rankings of poker hands). This is the conclusion of the hand. 

The process is then repeated with a new, complete deck until Ben and his friends get tired 
of playing. 

For security, Ben decides to use some encryption. Client i keeps a long-lived secret AES key 
Ki, which the server also knows. During the dealing phase of the game, the server sends 
AESKi (C) (using ECB mode) to client i for each card C in that client’s hand (a card is 
represented in some canonical way by an integer in the range 0, . . . , 51). When the cards 
are broadcast at the end of the hand, the server sends them in the clear to all clients. 

(a) Explain one attack that can be executed by a passive malicious player who is able to 
eavesdrop on the network. 

Solution: Since each card is sent as a single block with ECB encryption, there is a 
one-to-one mapping between the ciphertexts and the plaintexts. The passive malicious 
player can watch the encrypted cards go by and build up a codebook mapping these 
encrypted blocks to unencrypted cards. 

(b) Suggest a fix to this problem. You get an extra point if your fix does not increase the 
length of the messages from the server to the clients.


Solution: Since each card can be encoded as a 6-bit value, and since the AES block

size is 128 bits, the simplest solution is for the dealer to encrypt C R where R is a
◦
random 122-bit block. The player software would automatically remove the nonce. 
Other acceptable answers were to use CBC mode. We liked CBC answers that spec
ified how the IV was set — for example, by using the hand number as the IV. 
Yet another acceptable answer was to specify a key schedule for the encryption key. 
For example, specifying that each key Ki = SHA-1(Ki−1). 
We took off a point for students who suggested using Diffie-Helman for exchanging 
new AES keys each hand. This works, but it is extremely inefficient relative to the 
original scheme. 
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Problem Q1-6. Tripwire [10 points] 

Tripwire is a program that is used to assure the integrity of the files on a Windows or Unix 
workstation. In one incarnation, the Tripwire executable uses the computer’s cryptographic 
library to compute the MD5 hash code for every file in directories that are specified by the 
Tripwire configuration file. Tripwire then creates a database that consists of each file’s name 
and MD5 code. This database is stored on the computer’s hard disk. 

Ben configures Tripwire to compute the MD5 values of all the programs in his /bin and 
/usr/bin directories. A month later, he runs the Tripwire program again to see if any of the 
MD5 codes have changed. The database that is generated perfectly matches the database of 
MD5 values generated when Ben first ran Tripwire. But unbeknownst to Ben, his files have 
been compromised by an attacker. 

Describe three attacks that are consistent with this scenario, and how you would defend 
against them. 

Solution: There were many correct answers, including: 

•	 Change the database, so that it contains the MD5 values of the modified files, rather 
than the original files. 

•	 Change the function that calculates MD5, so that it returns the old values, rather than 
the new ones. 

•	 Hack the kernel so that the Tripwire program thinks it is reading the files in the /bin 
and /usr/bin directories, when it is in fact reading other files (presumably the original 
copies). 

•	 Hack the Tripwire program, so that it says that nothing is wrong, when in fact something 
is. 

•	 Hack Ben’s operating system, so that Ben sees the Tripwire program report that every
thing is okay, when in fact it is reporting something else. 

One answer was not accepted. Students did not receive credit for arguing that MD5 is weak 
and that the attacker could simply modify the new files so that they have the same MD5 
as the original files. Any student who lost credit for this answer is invited to produce two 
different files that have the same MD5 hash code. 
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Problem Q1-7. Pad Distribution [10 points] 

Arnold Schwarzenegger is setting up branch offices all over the United States to assist other 
actors in becoming governors. This is a very delicate operation, and Alice, his head of 
communications security, has decided to use a one-time pad to encrypt all communications 
from the branch offices back to central office. 

Because one-time pads are expensive to distribute by courier, Alice plans to distribute to 
each office j a unique key kj . This key will be used with AES to encrypt a separate one-time 
pad that will be sent over the Internet to each office. The offices will then use the one-time 
pad to encrypt the messages that they send back. 

(a)	 Eve is an unbounded adversary. Describe how she could decrypt messages sent with 
this scheme from the branch offices to headquarters, and what additional information 
(if any) she would need to do so. The less extra information she needs, the more 
points you will receive. 

Solution: Here was the most popular solution: Eve can try all possible AES keys, 
produce all 2128 possible pads, and then see which of these pads produces reasonable 
messages when it is XORed with the bitstream sent from the branch office to HQ. 
Here is a slightly harder solution: if Eve can obtain a matched ciphertext and plaintext 
pair (under the one-time pad), she can learn part of the pad. She can then decrypt 
the encrypted pad under all AES keys, and learn the actual pad (it is the one that 
matches the partial pad). At this point, she can read all the messages. 
No credit was given to students who said that the one-time pad would probably be 
used twice. The problem said that the pads were only used once. 

(b)	 In order to save on bandwidth costs, Alice decides to redesign her system. Now she 
distributes the one-time pad to each of the offices by courier. The one-time pad is 
used to send a 128-bit AES key to each office. This AES key is then used to encrypt 
the email messages that are sent back to headquarters. 

Now describe how an unbounded adversary could decrypt the messages to headquar
ters.


Solution: The email messages are encrypted with AES. Bob simply tries all possible

keys until he find the one that works. He can ignore the one-time pad.
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Massachusetts Institute of Technology Handout 21 
6.857: Network and Computer Security November 25, 2003 
Professor Ronald L. Rivest 

Quiz 2 

1. Do not open this booklet until the quiz begins. Read all the instructions first. 

2. When the quiz begins, write your name on every page of this quiz booklet. 

3. This quiz booklet contains 15 pages, including this one.	 An extra sheet of scratch 
paper is attached. 

4. This quiz is open-book, open-notes. No calculators or programmable devices (including 
laptop computers) are permitted. 

5. You have 80 minutes to earn 111 points. 

6. Write your solutions in the space provided. If you need more space, write on the back 
of the sheet containing the problem. Do not put part of the answer to one problem on 
the back of the sheet for another problem; pages may be separated for grading. 

7. Partial credit will be given.	 You will be graded not only on the correctness of your 
answer, but also on the clarity with which you express it. Be neat. 

8. Good luck! 

Problem Points Grade Initials 

1 30 

2 62 

3 19 

Total 111 

Your Name: 

Academic Honesty: by signing below, I affirm that the work on this quiz is my own, 
and that I have complied with the quiz policies. 

Your Signature: 
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Problem Q2-1. Short Answer [30 points] 

(a)	 For convenience, you set up your email program to automatically decrypt your in
coming encrypted mail, and to quote the plaintext in your replies. To what kind of 
cryptographic attack might you be opening yourself? 

Solution: A chosen-ciphertext attack. 

(b) In the above scenario, name a cryptosystem that is believed to be secure under such 
an attack.


Solution: RSA-OAEP or Cramer-Shoup.


(c) Briefly describe two ways a computer program can get access to (some reasonable 
representation of) its own code.


Solution: Load self from the file system; look at self in memory; use the recursion

theorem.


(d) In its next chip, Intel finds a way to make the stack non-executable. Does this solve 
the problem of buffer-overflow attacks? Explain briefly.


Solution: No. It’s still possible to maliciously modify the return address and param

eters on the stack, which could cause undesired behavior.


(e)	 Professor M. U. Lator doesn’t believe that Trusted Computing proposals really sup
port attestation. “Someone could just alter the operating system to impersonate the 
TPM,” says the professor. Critique this suggestion. 

Solution: The TPM contains secret keys that are tough to extract (due to tamper-
resistance), and software cannot emulate the TPM without those keys. 
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(f )	 Fill in the blanks: biometric authentication is unsuitable for some security applica
tions, such as 1. (give one example) because 2. (give one 
reason). 

1. remote authentication 

2. replay attacks are easy 

(g)	 List two technical differences between Palladium/NGSCB and TCPA/TCG (as these 
systems were presented in class). 

1. NGSCB is turned on mid-boot; TCG has a trusted boot process. 

2. NGSCB has a trusted I/O path; TCG does not. 

(h) List three techniques that virus writers use to make their viruses harder to detect: 

1. Putting the virus somewhere other than the head or tail of the executable. 

2. Polymorphism (changing the code of the payload with each infection). 

3. Detecting whether the virus is being run in emulation. 

(i)	 Give an example of a tamper-resistant technology. 

Solution: There are several: a cryptographic coprocessor that forgets its keys when 
its battery is improperly removed; a TPM/SSC; a PUF. 

(j) Finish the following sentence: From a security viewpoint, an advantage of a PUF over 
MAC with a secret key is that . . .


Solution: The key for a MAC can be copied, a PUF (in theory) cannot.
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(k) Finish the following sentence: Sebek2 uses a “magic number” in its packet header so 
that . . .


Solution: Other machines running Sebek2 will filter out those packets if sniffers are

run on them.


(l)	 List two assumptions that a remote server makes when it concludes that it is com
municating with an authentic NGSCB client machine. 

1. The client’s SSC has not had its keys extracted. 

2. The SSC’s private key has not been computed from the public key. 

(m) Give one reason why “simplicity” an important criterion in the design of secure sys
tems.


Solution: There are many: the system will be easier to analyze; implementations

will be less likely to have bugs.
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Problem Q2-2. True or False [62 points] 

Circle T or F for each of the following statements. No justification is required, but if you 
think the statement is ambiguous, state your clarifying assumptions. 

True False A CPUF controls access to a PUF so that to obtain a new valid 
challenge-response pair for the underlying PUF, you need to either 
have physical access to the CPUF, or else already have knowledge of 
an authentic challenge-response pair for that PUF. 

Solution: True. 

True False Fairly good protection against optical tempest attacks can be obtained

merely by working in a room with the lights on.


Solution: True.


True False Using a laptop with an LCD screen provides good protection against 
tempest attacks based on RF emanations from the laptop.


Solution: False. It only protects against optical tempest eavesdrop

ping.


True False Tamper-resistance techniques have gotten good enough so that one can 
count on them to reliably prevent access even by an opponent who has 
a very large budget. 

Solution: False. 
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True False With certain physical attack methods, it is not even necessary to have 
probes on any data lines to find out what values they are carrying 
while the chip is in operation. 

Solution: True. 

True False Modern hard disks are probably better than older disks at overwriting 
information so that the overwritten information is no longer inferable. 

Solution: True. 

True False So called “bad blocks” on modern hard disks have no security implica
tions, because they cannot be read. 

Solution: False. Bad blocks may contain sensitive data, and still be 
readable (using special hardware, e.g.). 

True False It is impossible to design a totally error-proof binary watermarking 
scheme if two users can compare their copies (even if they are restrained 
by the Marking Assumption). 

Solution: True. See the example from lecture of the “majority word,” 
which cannot implicate any user unconditionally. 
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True False For forward secrecy to be achievable, a party must be able to effectively 
erase information. 

Solution: True. 

True False It is possible to distribute a secret S to Alice, Bob, and Carol, so that 
Alice and Bob can reconstruct S, and Alice and Carol can reconstruct 
S, but Alice can’t infer anything about S by herself, and Bob and 
Carol can’t infer anything about S even if they collaborate. 

Solution: True. Use Shamir secret sharing with n = 4 and t = 3, and 
give Alice two shares, and Bob and Carol one share each. 

True False It is possible for Alice to prove to Bob that she knows the discrete 
logarithm x of her public key y = gx (mod p), without giving Bob 
any new information about x. 

Solution: True. Zero-knowledge proofs do this. 

True False It is possible to fool a fingerprint reader reliably, but only at great 
expense. 

Solution: False. No great expense is needed. 
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True False Before Bob even sees a zero-knowledge proof from Alice, he can gener
ate, on his own, many transcripts that are indistinguishable from what 
he and Alice would generate during the zero-knowledge proof. 

Solution: True. Bob can run the simulator for the proof. 

True False By publishing the source code of the NGSCB Nexus, as well as the 
source code of its compiler, Microsoft can allay all fears that the Nexus 
contains back doors. 

Solution: False. See the “Reflections on Trusting Trust” paper. 

True False It takes roughly twice as long (on the same hardware, using the best 
known algorithm) to factor a 1025-bit RSA modulus than to factor a 
1024-bit RSA modulus. 

Solution: False. Because the best known algorithm factors in time 
exponential in the cube root of the modulus length, one would needs a 
much longer modulus to achieve twice the security. 

True False For any fixed virus X, it is undecidable to determine, given an input 
program P , whether P is infected with virus X. 

Solution: False. For a virus X that does no trickery to hide itself, a 
simple scan for P ’s code would suffice. 
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True False The reason that there are no Java viruses is that the Java byte-code 
verifier is a highly effective virus detector. 

Solution: False. 

True False A virus V will only be undetectable by a virus detection program D if 
V is written with foreknowledge of D. 

Solution: False. V may be written first, and D may simply not be 
written to detect V (perhaps because V has not been released, or due 
simply to negligence). 

True False Factoring a 500-bit RSA modulus is beyond current computer technol
ogy. 

Solution: False. See page 151 of the textbook for recent results in 
factoring. 

True False In an interactive proof between a prover and a verifier, the soundness 
property exists for the verifier’s benefit. 

Solution: True. 

True False If the committing party is computationally unbounded, Pedersen’s com
mitment scheme is insecure. 

Solution: True. 
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True False A 512-bit elliptic curve key is widely believed to offer roughly the same 
security as a 512-bit RSA key.


Solution: False. Elliptic curve cryptography seems to offer much

more security per key bit.


True False One advantage of identity-based encryption is that keys are much shorter 
than in RSA-based encryption. 

Solution: True. 

True False A successful buffer-overflow attack will always result in the attacker 
gaining “root” access on the victim’s machine. 

Solution: False. 

True False To prevent buffer-overflow attacks, it would help significantly to revise 
the CPU architecture so that the stack grows “upwards” in address 
space. 

Solution: We accepted both answers (we had “True” in mind, but 
“False” is actually correct). 
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True False It is impossible to write a program A that correctly determines, given 
a program P , whether P outputs A’s source code. 

Solution: True. Such a problem is undecidable. 

True False If the verifier cannot discover the prover’s secret from an interactive 
proof, then the proof is zero knowledge. 

Solution: False. Zero knowledge means something much stronger: 
that the verifier learns nothing about the secret (not even a single bit, 
for example). 

True False If (as conjectured) SHA-1 is collision-resistant, then there are no two 
inputs that can hash to the same value. 

Solution: False. By the pigeonhole principle, there are an infinite 
number of inputs that hash to the same value. 

True False A problem is undecidable if it requires exponential time to solve. 

Solution: False. An undecidable problem cannot be solved in any 
amount of time. 

True False SSL with Diffie-Hellman and AES-128 offers forward secrecy. 

Solution: True. 
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True False Forward secrecy requires the use of public-key encryption. 

Solution: False. You can have a symmetric-key system in which 
keys change; the next key is the one-way hash of the previous key. 
Then, revealing a current key does not reveal previously-encrypted 
information. 
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Problem Q2-3. Multiple Choice [19 points] 

(a)	 Which of the following flaws were discovered in the Needham-Schroeder authentication 
protocol several years after it was proposed? Circle one. 

I	 It relies on RSA keys that were insufficiently long. 

II 
�	
�
 It allows for a server to impersonate a client to another server.


III It allows for a client to impersonate a server to another client.


IV No problems have been discovered with the protocol.


(b)	 Which of the following flaw were discovered in the station-to-station authentication 
protocol several years after it was proposed? Circle one. 

I It relies on Diffie-Hellman keys that were insufficiently long. 

II It allows for a server to impersonate a client to another server. 

III	 It allows for a client to impersonate a server to another client.


IV

�	 

�
 None of the above.


(c) According to Professor Rivest, if you are designing a new protocol you should avoid 
MD5 and use SHA-1 instead for which of the following reasons (circle one): 

I SHA-1 is faster than MD5. 

II SHA-1 provides more security than MD5, even though its output has the 
same number of bits. 

�	


�
 

�
 

III 

IV Unlike MD5, SHA-1 is not susceptible to the birthday attack. 

(d) Shamir secret sharing has the following disadvantage (circle one): 

I Lagrangian interpolation, while polynomial-time, is extremely inefficient. 

II 

�	SHA-1 is the standard, and it’s better to use standards. 

Reconstruction creates a single point of failure at which secrecy can be com

promised.


III It doesn’t protect against extremely powerful adversaries.


��
��

(e)	 Differential power analysis is related to factoring in the following way (circle one): 

I Both are attacks that can be used to learn the secret key of a smart card. 

II	 Both are attacks that were invented by Paul Kocher. 

III	 Both attacks work in theory, but they have not been shown to work against 
actual systems that are typically deployed today with 1024-bit RSA keys. 
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(f)	 The “Optical Time-Domain Eavesdropping” attack described by Markus G. Kuhn at 
the University of Cambridge is not a worry in practice because (circle one): 

I If you can see the glow of a computer’s screen, you almost always have per
mission to see the screen itself. 

II The equipment that Kuhn used in his demonstration of the attack is not 
generally available to hackers. 

III Since the publication of his paper, CRT vendors have adopted the Silicon 
Physical Random Functions described by Gassend, Clarke, van Dijk and De
vadas, and thus they are now protected against the Kuhn attack. 

IV The attack only works certain kinds of phosphors. In particular, red phosphor 
is not susceptible to the kind of eavesdropping that Kuhn describes. Since 
white text is displayed by a combination of red, blue and green, this attack 

V 
years it won’t matter as much because LCD displays are not susceptible to 
this particular attack. 

(g) The Slammer worm (circle one): 

I	 Was developed by an information warfare laboratory working under contract 
to either the US government or the government of China; this was proven by 
a signature that was hidden in the program’s code. 

�	 

II	 Spread so fast because it required only a single TCP/IP SYN packet to infect 

�
	

a remote computer. 

III	 Infected 90% of the vulnerable hosts within 5 minutes. 

IV	 Could infect both Microsoft SQL server and the open-source DNS server, 
but fortunately most of the DNS servers on the Internet had already been 

is only of theoretical interest.


The attack does matter and could be widely practiced today, but in a few


�	 

�
 

patched. 

V May still be at large on the Internet. 
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(h)	 Which of the following is/are true about the Java security model? Circle all that 
apply. 

The byte-code verifier checks that every operation is allowed by the security 
policy that is in effect.


Strong-typing plays an important role.
II 

III	 A remote server can be assured that a particular applet is running on a client 
machine. 

�	 

�
 

IV 

V Java programs are not allowed to read from or write to disk. 

�
 

�	Bugs have been found in implementations of the security manager.
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