
COMPUTER SCIENCE ETHICS

Topic Objective:

At the end of the topic student will be able to understand:

 Concrete devices

 Numbers

 Milestones in Computing

 Navigation and astronomy

 Symbolic computations

 Milestones in Networking

 Network classification

 Campus area network

 Milestones in Information Storage and Retrieval

Definition/Overview:

History: The history of computing is longer than the history of computing hardware and

modern computing technology and includes the history of methods intended for pen and

paper or for chalk and slate, with or without the aid of tables. The timeline of computing

presents a summary list of major developments in computing by date.

Key Points:

1. Introduction

The history of computing is longer than the history of computing hardware and modern

computing technology and includes the history of methods intended for pen and paper or for

chalk and slate, with or without the aid of tables. The timeline of computing presents a

summary list of major developments in computing by date.

2. Concrete devices

Computing is intimately tied to the representation of numbers. But long before abstractions

like number arose, there were mathematical concepts to serve the purposes of civilization.

These concepts are implicit in concrete practices such as :
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 one-to-one correspondence, a rule to count how many items, say on a tally stick, eventually

abstracted into number;

 comparison to a standard, a method for assuming reproducibility in a measurement, for

example, the number of coins;

 The 3-4-5 right triangle was a device for assuring a right angle, using ropes with 12 evenly

spaced knots, for example.

3. Numbers

Eventually, the concept of numbers became concrete and familiar enough for counting to

arise, at times with sing-song mnemonics to teach sequences to others. All the known

languages have words for at least "one" and "two", and even some animals like the blackbird

can distinguish a surprising number of items. Advances in the numeral system and

mathematical notation eventually led to the discovery of mathematical operations such as

addition, subtraction, multiplication, division, squaring, square root, and so forth. Eventually

the operations were formalized, and concepts about the operations became understood well

enough to be stated formally, and even proven. See, for example, Euclid's algorithm for

finding the greatest common divisor of two numbers. By the High Middle Ages, the

positional Hindu-Arabic numeral system had reached Europe, which allowed for systematic

computation of numbers. During this period, the representation of a calculation on paper

actually allowed calculation of mathematical expressions, and the tabulation of mathematical

functions such as the square root and the common logarithm (for use in multiplication and

division) and the trigonometric functions. By the time of Isaac Newton's research, paper or

vellum was an important computing resource, and even in our present time, researchers like

EnricoFermi would cover random scraps of paper with calculation, to satisfy their curiosity

about an equation. Even into the period of programmable calculators, Richard Feynman

would unhesitatingly compute any steps which overflowed the memory of the calculators, by

hand, just to learn the answer.

4. Milestones in Computing

The earliest known tool for use in computation was the abacus, and it was thought to have

been invented in Babyloncirca 2400 BC. Its original style of usage was by lines drawn in

sand with pebbles. Abaci, of a more modern design, are still used as calculation tools today.

This was the first known computer and most advanced system of calculation known to date -
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preceding Greek methods by 2,000 years.In 1115 BCE, the South Pointing Chariot was

invented in ancient China. It was the first known geared mechanism to use a differential gear,

which was later used in analog computers. The Chinese also invented a more sophisticated

abacus from around the 2nd century BCE known as the Chinese abacus).In the 5th century

BCE in ancient India, the grammarian Pāṇiniformulated the grammar of Sanskrit in 3959

rules known as the Ashtadhyayi which was highly systematized and technical. Panini used

metarules, transformations and recursions with such sophistication that his grammar had the

computing power equivalent to a Turing machine. Between 200 BCE and 400 CE,

Jainamathematicians in Indiainvented the logarithm. From the 13th century, logarithmic

tables were produced by Muslim mathematicians. The Antikythera mechanism is believed to

be the earliest known mechanical analog computer. It was designed to calculate astronomical

positions. It was discovered in 1901 in the Antikythera wreck off the Greek island of

Antikythera, between Kythera and Crete, and has been dated to circa 100 BC. Mechanical

analog computer devices appeared again a thousand years later in the medieval Islamic world

and were developed by Muslim astronomers, such as the equatoriumby Arzachel, the

mechanical geared astrolabe by Abū Rayhān al-Bīrūnī, and the torquetumby Jabir ibn Aflah.

The first programmable machines were also invented by Muslim engineers, such as the

automatic flute player by the Banū Mūsā brothers and the humanoid robots by Al-Jazari.

Muslim mathematicians also made important advances in cryptography, such as the

development of cryptanalysis and frequency analysis by Alkindus. When John Napier

discovered logarithms for computational purposes in the early 17th century, there followed a

period of considerable progress by inventors and scientists in making calculating tools. None

of the early computational devices were really computers in the modern sense, and it took

considerable advancement in mathematics and theory before the first modern computers

could be designed.

4.1 Navigation and astronomy

Starting with known special cases, the calculation of logarithms and trigonometric functions

can be performed by looking up numbers in a mathematical table, and interpolating between

known cases. For small enough differences, this linear operation was accurate enough for use

in navigation and astronomy in the Age of Exploration. The uses of interpolation have thrived

in the past 500 years: by the twentieth century Leslie Comrieand W.J. Eckert systematized

the use of interpolation in tables of numbers for punch card calculation.In our time, even a

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

3
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



student can simulate the motion of the planets, an N-body differential equation, using the

concepts of numerical approximation, a feat which even Isaac Newton could admire, given

his struggles with the motion of the Moon.

. The numerical solution of differential equations, notably the Navier-Stokes equations was

an important stimulus to computing, with Lewis Fry Richardson's numerical approach to

solving differential equations. To this day, some of the most powerful computer systems of

the Earth are used for weather forecasts.

4.2 Symbolic computations

By the late 1960s, computer systems could perform symbolic algebraic manipulations well

enough to pass college-level calculus courses. Using programs like Mathematica and others it

is now possible to visualize concepts such as modular forms which were only accessible to

the mathematical imagination before this.

5. Milestones in Networking

A computer network is a group of interconnected computers. Networks may be classified

according to a wide variety of characteristics. This article provides a general overview of

some types and categories and also presents the basic components of a network.A network is

a collection of computers and devices connected to each other. The network allows

computers to communicate with each other and share resources and information. The

Advance Research Projects Agency (ARPA) designed "Advanced Research Projects Agency

Network" (ARPANET) for the United States Department of Defense. It was the first

computer network in the world in late 1960's and early 1970's.

6. Network classification

The following list presents categories used for classifying networks.

6.1 Connection method

Computer networks can also be classified according to the hardware and software

technology that is used to interconnect the individual devices in the network, such as

Optical fiber, Ethernet, Wireless LAN, HomePNA, or Power line communication.
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Ethernet uses physical wiring to connect devices. Frequently deployed devices

include hubs, switches, bridges and/or routers. Wireless LAN technology is designed

to connect devices without wiring. These devices use radio waves or infrared signals

as a transmission medium.

6.2 Scale

Based on their scale, networks can be classified as Local Area Network (LAN), Wide

Area Network (WAN), Metropolitan Area Network (MAN), Personal Area Network

(PAN), Virtual Private Network (VPN), Campus Area Network (CAN), Storage Area

Network (SAN), etc.

6.3 Functional relationship (network architecture)

Computer networks may be classified according to the functional relationships which

exist among the elements of the network, e.g., Active Networking, Client-server and

Peer-to-peer (workgroup) architecture.

7. Network topology

Computer networks may be classified according to the network topology upon which the

network is based, such as bus network, star network, ring network, mesh network, star-bus

network, tree or hierarchical topology network. Network topology signifies the way in which

devices in the network see their logical relations to one another. The use of the term "logical"

here is significant. That is, network topology is independent of the "physical" layout of the

network. Even if networked computers are physically placed in a linear arrangement, if they

are connected via a hub, the network has a Star topology, rather than a bus topology. In this

regard the visual and operational characteristics of a network are distinct; the logical network

topology is not necessarily the same as the physical layout. Networks may be classified based

on the method of data used to convey the data, these include digital and analog networks. A

personal area network (PAN) is a computer network used for communication among

computer devices close to one person. Some examples of devices that are used in a PAN are

printers, fax machines, telephones, PDAs and scanners. The reach of a PAN is typically about

20-30 feet (approximately 6-9 meters), but this is expected to increase with technology

improvements. A local area network (LAN) is a computer network covering a small physical
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area, like a home, office, or small group of buildings, such as a school, or an airport. Current

LANs are most likely to be based on Ethernet technology. For example, a library may have a

wired or wireless LAN for users to interconnect local devices (e.g., printers and servers) and

to connect to the internet. On a wired LAN, PCs in the library are typically connected by

category 5 (Cat5) cable, running the IEEE 802.3 protocol through a system of interconnected

devices and eventually connect to the Internet.

The cables to the servers are typically on Cat 5e enhanced cable, which will support IEEE

802.3 at 1 Gbit/s. A wireless LAN may exist using a different IEEE protocol, 802.11b,

802.11g or possibly 802.11n. The staff computerscan get to the color printer, checkout

records, and the academic network and the Internet. All user computers can get to the Internet

and the card catalog. Each workgroup can get to its local printer. Note that the printers are not

accessible from outside their workgroup. All interconnected devices must understand the

network layer (layer 3), because they are handling multiple subnets (the different colors).

Those inside the library, which have only 10/100 Mbit/s Ethernet connections to the user

device and a Gigabit Ethernet connection to the central router, could be called "layer 3

switches" because they only have Ethernet interfaces and must understand IP. It would be

more correct to call them access routers, where the router at the top is a distribution router

that connects to the Internet and academic networks' customer access routers. The defining

characteristics of LANs, in contrast to WANs (wide area networks), include their higher data

transfer rates, smaller geographic range, and lack of a need for leased telecommunication

lines. Current Ethernet or other IEEE 802.3 LAN technologies operate at speeds up to 10

Gbit/s. This is the data transfer rate. IEEE has projects investigating the standardization of

100

8. Campus area network

A campus area network (CAN) is a computer network made up of an interconnection of local

area networks (LANs) within a limited geographical area. It can be considered one form of a

metropolitan area network, specific to an academic setting. In the case of a university

campus-based campus area network, the network is likely to link a variety of campus

buildings including; academic departments, the university library and student residence halls.

A campus area network is larger than a local area network but smaller than a wide area

network (WAN) (in some cases).The main aim of a campus area network is to facilitate

students accessing internet and university resources. This is a network that connects two or
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more LANs but that is limited to a specific and contiguous geographical area such as a

college campus, industrial complex, office building, or a military base. A CAN may be

considered a type of MAN (metropolitan area network), but is generally limited to a smaller

area than a typical MAN. This term is most often used to discuss the implementation of

networks for a contiguous area. This should not be confused with a Controller Area Network.

A LAN connects network devices over a relatively short distance. A networked office

building, school, or home usually contains a single LAN, though sometimes one building will

contain a few small LANs (perhaps one per room), and occasionally a LAN will span a group

of nearby buildings. In TCP/IP networking, a LAN is often but not always implemented as a

single IP subnet.

A metropolitan area network (MAN) is a network that connects two or more local area

networks or campus area networks together but does not extend beyond the boundaries of the

immediate town/city. Routers, switches and hubs are connected to create a metropolitan area

network. A wide area network (WAN) is a computer network that covers a broad area (i.e.,

any network whose communications links cross metropolitan, regional, or national

boundaries ). Less formally, a WAN is a network that uses routers and public

communications links . Contrast with personal area networks (PANs), local area networks

(LANs), campus area networks (CANs), or metropolitan area networks (MANs) are usually

limited to a room, building, campus or specific metropolitan area (e.g., a city) respectively.

The largest and most well-known example of a WAN is the Internet. A WAN is a data

communications network that covers a relatively broad geographic area (i.e. one city to

another and one country to another country) and that often uses transmission facilities

provided by common carriers, such as telephone companies. WAN technologies generally

function at the lower three layers of the OSI reference model: the physical layer, the data link

layer, and the network layer. A global area networks (GAN) specification is in development

by several groups, and there is no common definition. In general, however, a GAN is a model

for supporting mobile communications across an arbitrary number of wireless LANs, satellite

coverage areas, etc. The key challenge in mobile communications is "handing off" the user

communications from one local coverage area to the next. In IEEE Project 802, this involves

a succession of terrestrial WIRELESS local area networks (WLAN).
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9. Milestones in Information Storage and Retrieval

A data storage device is a device for recording (storing) information (data). Recording can be

done using virtually any form of energy, spanning from manual muscle power in

handwriting, to acoustic vibrations in phonographic recording, to electromagnetic energy

modulating magnetic tape and optical discs. A storage device may hold information, process

information, or both. A device that only holds information is a recording medium. Devices

that process information (data storage equipment) may either access a separate portable

(removable) recording medium or a permanent component to store and retrieve information.

Electronic data storage is storage which requires electrical power to store and retrieve that

data. Most storage devices that do not require vision and a brain to read data fall into this

category. Electromagnetic data may be stored in either an analog or digital format on a

variety of media. This type of data is considered to be electronically encoded data, whether or

not it is electronically stored in a semiconductor device, for it is certain that a semiconductor

device was used to record it on its medium. Most electronically processed data storage media

(including some forms of computer data storage) are considered permanent (non-volatile)

storage, that is, the data will remain stored when power is removed from the device. In

contrast, most electronically stored information within most types of semiconductor

(computer chips) microcircuits arevolatile memory, for it vanishes if power is removed. With

the exception of barcodes and OCR data, electronic data storage is easier to revise and may

be more cost effective than alternative methods due to smaller physical space requirements

and the ease of replacing (rewriting) data on the same medium. However, the durability of

methods such as printed data is still superior to that of most electronic storage media. The

durability limitations may be overcome with the ease of duplicating (backing-up) electronic

data.

Devices that are not used exclusively for recording (e.g. hands, mouths, musical instruments)

and devices that are intermediate in the storing/retrieving process (e.g. eyes, ears, cameras,

scanners, microphones, speakers, monitors, projectors) are not usually considered storage

devices. Devices that are exclusively for recording (e.g. printers), exclusively for reading

(e.g. barcode readers), or devices that process only one form of information (e.g.

phonographs) may or may not be considered storage devices. In computing these are known

as input/output devices. An organic brain may or may not be considered a data storage

device. All information is data. However, not all data is information. Many data storage
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devices are also media players. Any device that can store and playback multimedia may also

be considered a media player such as in the case with the HDD media player. Designated

hard drives are used to play saved or streaming media on home entertainment systems.

International Data Corporation estimated that the total amount of digital data was 281 billion

gigabytes in 2007, and had for the first time exceeded the amount of storage.

9.1 Data storage equipment

Any input/output equipment may be considered data storage equipment if it writes to

and reads from a data storage medium. Data storage equipment uses either:

o portable methods (easily replaced),

o semi-portable methods requiring mechanical disassembly tools and/or opening a

chassis, or

o Inseparable methods meaning loss of memory if disconnected from the unit.

The following are examples of those methods:

Portable methods

o Hand crafting

o Flat surface

o Printmaking

o Photographic

o Fabrication

o Automated assembly

o Textile

o Molding

o Solid freeform fabrication
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o Cylindrical accessing

o Card reader/drive

o Tape drive

o Mono reel or reel-to-reel

o Compact Cassette player/recorder

o Disk accessing

o Disk drive

o Disk enclosure

o Cartridge accessing/connecting (tape/disk/circuitry)

o Peripheral networking

o Flash memory devices

o Semi-portable methods

o Hard disk drive

o Circuitry with non-volatile RAM

o Inseparable methods

o Circuitry with volatile RAM

o Neurons

10. Information Technology Issues

Today, the term information technology has ballooned to encompass many aspects of

computing and technology, and the term has become very recognizable. The information

technology umbrella can be quite large, covering many fields. IT professionals perform a
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variety of duties that range from installing applications to designing complex computer

networks and information databases. A few of the duties that IT professionals perform may

include data management, networking, engineering computer hardware, database and

software design, as well as the management and administration of entire systems. When

computer and communications technologies are combined, the result is information

technology, or "infotech". Information Technology (IT) is a general term that describes any

technology that helps to produce, manipulate, store, communicate, and/or disseminate

information. Presumably, when speaking of Information Technology (IT) as a whole, it is

noted that the use of computers and information are associated. The term Information

Technology (IT) was coined by Jim Domsic of Michigan in November 1981. Domsic created

the term to modernize the outdated phrase "data processing". Domsicat the time worked as a

computer manager for an automotive related industry. In recent years ABET and the ACM

have collaborated to form accreditation and curriculum standards for degrees in Information

Technology as a distinct field of study separate from both Computer Science and Information

Systems. SIGITE is the ACM working group for defining these standards.

Topic : Computer Ethics

Topic Objective:

At the end of the topic student will be able to understand:

 The importance of computers in the workplace

 Computer Crime

 Professional Responsibility

 Internet Privacy

 Internet Control

Definition/Overview:

Computer Ethics is a branch of practical philosophy which deals with how computing

professionals should make decisions regarding professional and social conduct. Margaret

Anne Pierce, a professor in the Department of Mathematics and Computers at Georgia
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Southern University has categorized the ethical decisions related to computer technology and

usage into 3 primary influences:

1. The individual's own personal code.

2. Any informal code of ethical behavior that exists in the work place.

3. Exposure to formal codes of ethics.

Key Points:

1. Computers in the Workplace

As a universal tool that can, in principle, perform almost any task, computers obviously pose

a threat to jobs. Although they occasionally need repair, computers don't require sleep, they

don't get tired, they don't go home ill or take time off for rest and relaxation. At the same

time, computers are often far more efficient than humans in performing many tasks.

Therefore, economic incentives to replace humans with computerized devices are very high.

Indeed, in the industrialized world many workers already have been replaced by

computerized devices bank tellers, auto workers, telephone operators, typists, graphic artists,

security guards, assembly-line workers, and on and on. In addition, even professionals like

medical doctors, lawyers, teachers, accountants and psychologists are finding that computers

can perform many of their traditional professional duties quite effectively.

The employment outlook, however, is not all bad. Consider, for example, the fact that the

computer industry already has generated a wide variety of new jobs: hardware engineers,

software engineers, systems analysts, webmasters, information technology teachers, computer

sales clerks, and so on. Thus it appears that, in the short run, computer-generated

unemployment will be an important social problem; but in the long run, information

technology will create many more jobs than it eliminates.

Even when a job is not eliminated by computers, it can be radically altered. For example,

airline pilots still sit at the controls of commercial airplanes; but during much of a flight the

pilot simply watches as a computer flies the plane. Similarly, those who prepare food in

restaurants or make products in factories may still have jobs; but often they simply push

buttons and watch as computerized devices actually perform the needed tasks. In this way, it
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is possible for computers to cause de-skilling of workers, turning them into passive observers

and button pushers. Again, however, the picture is not all bad because computers also have

generated new jobs which require new sophisticated skills to perform for example, computer

assisted drafting and keyhole surgery.

Another workplace issue concerns health and safety. As Forester and Morrison point out,

when information technology is introduced into a workplace, it is important to consider likely

impacts upon health and job satisfaction of workers who will use it. It is possible, for

example, that such workers will feel stressed trying to keep up with high-speed computerized

devices or they may be injured by repeating the same physical movement over and over or

their health may be threatened by radiation emanating from computer monitors. These are

just a few of the social and ethical issues that arise when information technology is

introduced into the workplace.

2. Computer Crime

In this era of computer viruses and international spying by hackers who are thousands of

miles away, it is clear that computer security is a topic of concern in the field of Computer

Ethics. The problem is not so much the physical security of the hardware (protecting it from

theft, fire, flood, etc.), but rather logical security, which Spafford,Heaphy and Ferbrache

divide into five aspects:

2.1. Privacy and confidentiality

Integrity assuring that data and programs are not modified without proper authority

Unimpaired service

Consistency ensuring that the data and behavior we see today will be the same tomorrow

Controlling access to resources

Malicious kinds of software, or programmed threats, provide a significant challenge to

computer security. These include viruses, which cannot run on their own, but rather are

inserted into other computer programs; worms which can move from machine to machine

across networks, and may have parts of themselves running on different machines; Trojan
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horses which appear to be one sort of program, but actually are doing damage behind the

scenes; logic bombs which check for particular conditions and then execute when those

conditions arise; and bacteria or rabbits which multiply rapidly and fill up the computer's

memory.

Computer crimes, such as embezzlement or planting of logic bombs, are normally committed

by trusted personnel who have permission to use the computer system. Computer security,

therefore, must also be concerned with the actions of trusted computer users.

Another major risk to computer security is the so-called hacker who breaks into someone's

computer system without permission. Some hackers intentionally steal data or commit

vandalism, while others merely explore the system to see how it works and what files it

contains. These explorers often claim to be benevolent defenders of freedom and fighters

against rip-offs by major corporations or spying by government agents. These self-appointed

vigilantes of cyberspace say they do no harm, and claim to be helpful to society by exposing

security risks. However every act of hacking is harmful, because any known successful

penetration of a computer system requires the owner to thoroughly check for damaged or lost

data and programs. Even if the hacker did indeed make no changes, the computer's owner

must run through a costly and time-consuming investigation of the compromised system

3. Professional Responsibility

Computer professionals have specialized knowledge and often have positions with authority

and respect in the community. For this reason, they are able to have a significant impact upon

the world, including many of the things that people value. Along with such power to change

the world comes the duty to exercise that power responsible. Computer professionals find

themselves in a variety of professional relationships with other people [Johnson, 1994],

including:

Employer employee

Client professional

Professionalprofessional

Society professional
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These relationships involve a diversity of interests, and sometimes these interests can come

into conflict with each other. Responsible computer professionals, therefore, will be aware of

possible conflicts of interest and try to avoid them.

4. Internet Privacy

Internet Privacy is one of the key issues that have emerged since the evolution of the World

Wide Web. Millions of internet users often expose personal information on the internet in

order to sign up or register for thousands of different possible things. This act has exposed

themselves on the internet in ways some may not realize. In other cases, individuals do not

expose themselves, but rather the government or large corporations, companies, small

businesses on the internet leave personal information of their clients, citizens, or just general

people exposed on the internet. One prime example is the use of Google Street view and its

evolution of online photography mapping of urban areas including residences. Although this

advanced global mapping is a wondrous technique to aid people finds locations, it also

exposes everyone on the internet to moderately restricted views of suburbs, military bases,

accidents, and just inappropriate content in general. This has raised major concerns all across

the world.

Another example of privacy issues with concern to Google is tracking searches. There is a

feature within searching that allows Google to keep track of searches so that advertisements

will match your search criteria, which in turn means using people as products. If you are not

paying for a service online, chances are instead of being the consumer, you may very well be

the product.

There is an ongoing discussion about what privacy means and if it is still needed. With the

increase in social networking sites, more and more people are allowing their private

information to be shared publicly. On the surface, this may be seen as someone listing private

information about them on a social networking site, but below the surface, it is the site that

could be sharing the information (not the individual). This is the idea of an Opt-In versus

Opt-Out situation. There are many privacy statements that state whether there is an Opt-In or

an Opt-Out policy. Typically an Opt-In privacy policy means that the individual has to tell

the company issuing the privacy policy if they want their information shared or not. Opt-Out

means that their information will be shared unless the individual tells the company not to

share it.
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5. Internet Control

With explosion in internet popularity, the power struggles of the world have easily transferred

onto the internet. Independent users, businesses, search engines, any possible source of

information is trying to control, manipulate, bias, censor their information on the internet

whether they realize it or not. This gives public view to certain issues or events that may be

modified or not modified at all, which could easily bend opinion in frightening ways.

International news could easily spread across the globe in very little time. Moreover, internet

could easily be controlled by companies trying to get the public to buy-in to certain things.

This broad topic of internet control is still expanding and showing signs that information

spam or censoring has gone from paper and TV to internet and computers.

In Section 2 of this course you will cover these topics:
Networking

Intellectual Property

Topic : Networking

Topic Objective:

At the end of the topic student will be able to understand:

 Introduction

 Email and Spam

 The World Wide Web

 Ethical Perspectives on Pornography

 Internet censorship

 Freedom of Expression

 Internet addiction
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Definition/Overview:

The World Wide Web: The World Wide Web (commonly abbreviated as "the Web") is a

system of interlinked hypertext documents accessed via the Internet. With a Web browser,

one can view Web pages that may contain text, images, videos, and other multimedia and

navigate between them using hyperlinks. Using concepts from earlier hypertext systems, the

World Wide Web was begun in 1992 by the English physicist Tim Berners-Lee, now the

Director of the World Wide Web Consortium, and Robert Cailliau, a Belgian computer

scientist, while both working at CERN in Geneva, Switzerland. In 1990, they proposed

building a "web of nodes" storing "hypertext pages" viewed by "browsers" on a network, and

released that web in 1992. Connected by the existing Internet, other websites were created,

around the world, adding international standards for domain names& the HTML language.

Since then, Berners-Lee has played an active role in guiding the development of Web

standards (such as the markup languages in which Web pages are composed), and in recent

years has advocated his vision of a Semantic Web. Cailliau went on early retirement in

January 2005 and left CERN in January 2007. The World Wide Web enabled the spread of

information over the Internet through an easy-to-use and flexible format. It thus played an

important role in popularisinguse of the Internet, to the extent that the World Wide Web has

become a synonym for Internet, with the two being conflated in popular use.

Internet pornography: Internet pornography is pornography that is distributed by means of

various sectors of the Internet, primarily via websites, peer-to-peer file sharing, or Usenet

newsgroups. While pornography had been traded over the Internet since the 1980s, it was the

invention of the World Wide Web in 1991 as well as the opening of the Internet to the

general public around the same time that led to an explosion in online pornography. Like

videotapes and DVDs, the Internet has proved popular for distributing pornography because

it allows people to view pornography (essentially) anonymously in the comfort and privacy

of their homes. It also allows access to pornography by people whose access is otherwise

restricted for legal or social reasons.

Internet censorship : Internet censorship is control or suppression of the publishing or

accessing of information on the Internet. The legal issues are similar to offline censorship.

One difference is that national borders are more permeable online: residents of a country that

bans certain information can find it on websites hosted outside the country. Conversely,
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attempts by one government to prevent its citizens from seeing certain material can have the

effect of restricting foreigners, because the government may take action against Internet sites

anywhere in the world, if they host objectionable material. Barring total control on Internet-

connected computers, such as in North Korea, total censorship of information on the Internet

is very difficult (or impossible) to achieve due to the underlying distributed technology of the

Internet. Pseudonymityand data havens (such as Freenet) allow unconditional free speech, as

the technology guarantees that material cannot be removed and the author of any information

is impossible to link to a physical identity or organization. In November 2007, "Father of the

Internet" Vint Cerf stated that he sees Government-led control of the Internet failing due to

private ownership.

Freedom of speech: Freedom of speech on the internet: International, national and regional

standards recognize that freedom of speech, as one form of freedom of expression, applies to

any medium, including the Internet.

Internet addiction: Internet addiction disorder (IAD), or more broadly Internet overuse,

problematic computer use or pathological computer use is excessive computer use that

interferes with daily life. These terms avoid the distracting and divisive term addiction and

are not limited to any single cause. IAD was originally proposed as a disorder in a satirical

hoax by Ivan Goldberg, M.D., in 1995. He took pathological gambling as diagnosed by the

Diagnostic and Statistical Manual of Mental Disorders(DSM-IV) as his model for the

description of IAD. However, IAD receives coverage in the press, and its classification as a

psychological disorder is being debated and researched.

Key Points:

1. Introduction

E-mail spam, also known as junk e-mail, is a subset of spam that involves nearly identical

messages sent to numerous recipients by e-mail. A common synonym for spam is unsolicited

bulk e-mail (UBE). Definitions of spam usually include the aspects that email is unsolicited

and sent in bulk. "UCE" refers specifically to unsolicited commercial e-mail. E-mail spam

has steadily, even exponentially grown since the early 1990s to several billion messages a

day. Spam has frustrated, confused, and annoyed e-mail users. Laws against spam have been

sporadically implemented, with some being opt-out and others requiring opt in e-mail. The
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total volume of spam (over 100 billion emails per day as of April 2008) has leveled off

slightly in recent years, and is no longer growing exponentially. The amount received by

most e-mail users has decreased, mostly because of better filtering. About 80% of all spam is

sent by fewer than 200 spammers. Botnets, networks of virus-infected computers, are used to

send about 80% of spam. Since the cost of the spam is borne mostly by the recipient, it is

effectively postage due advertising. E-mail addresses are collected from chatrooms, websites,

newsgroups, and viruses which harvest users' address books, and are sold to other spammers.

Much of spam is sent to invalid e-mail addresses. ISPs have attempted to recover the cost of

spam through lawsuits against spammers, although they have been mostly unsuccessful in

collecting damages despite winning in court.

2. Email and Spam

E-mail spam, also known as junk e-mail, is a subset of spam that involves nearly identical

messages sent to numerous recipients by e-mail. A common synonym for spam is unsolicited

bulk e-mail (UBE). Definitions of spam usually include the aspects that email is unsolicited

and sent in bulk. "UCE" refers specifically to unsolicited commercial e-mail. E-mail spam

has steadily, even exponentially grown since the early 1990s to several billion messages a

day. Spam has frustrated, confused, and annoyed e-mail users. Laws against spam have been

sporadically implemented, with some being opt-out and others requiring opt in e-mail. The

total volume of spam (over 100 billion emails per day as of April 2008) has leveled off

slightly in recent years, and is no longer growing exponentially. The amount received by

most e-mail users has decreased, mostly because of better filtering. About 80% of all spam is

sent by fewer than 200 spammers. Botnets, networks of virus-infected computers, are used to

send about 80% of spam. Since the cost of the spam is borne mostly by the recipient, it is

effectively postage due advertising. E-mail addresses are collected from chatrooms, websites,

newsgroups, and viruses which harvest users' address books, and are sold to other spammers.

Much of spam is sent to invalid e-mail addresses. ISPs have attempted to recover the cost of

spam through lawsuits against spammers, although they have been mostly unsuccessful in

collecting damages despite winning in court. From the beginning of the Internet, sending of

junk e-mail has been prohibited, enforced by the Terms of Service/Acceptable Use Policy

(ToS/AUP) of internet service providers (ISPs) and peer pressure. Even with a thousand users

junk e-mail for advertising is not tenable, and with a million users it is not only impractical,

but also expensive. It is estimated that spam cost businesses on the order of $100 billion in
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2007. As the scale of the spam problem has grown, ISPs and the public have turned to

government for relief from spam, which has failed to materialize. Sending spam violates the

Acceptable Use Policy (AUP) of almost all Internet Service Providers. Providers vary in their

willingness or ability to enforce their AUP. Some actively enforce their terms and terminate

spammers' accounts without warning. Some ISPs lack adequate personnel or technical skills

for enforcement, while others may be reluctant to enforce restrictive terms against profitable

customers.

As the recipient directly bears the cost of delivery, storage, and processing, one could regard

spam as the electronic equivalent of "postage-due" junk mail. Due to the low cost of sending

unsolicited e-mail and the potential profit entailed, some believe that only strict legal

enforcement can stop junk e-mail. The Coalition AgainstUnsolicited Commercial Email

(CAUCE) argues "Today, much of the spam volume is sent by career criminals and malicious

hackers who won't stop until they're all rounded up and put in jail." In the United States, most

states enacted anti-spam laws, which have since been pre-empted by the CAN-SPAM Act of

2003. Spam is legally permissible according to the CAN-SPAM Act of 2003 provided it

follows certain criteria: a truthful subject line; no false information in the technical headers or

sender address; "conspicuous" display of the postal address of the sender; and other minor

requirements. If the spam fails to comply with any of these requirements, then it is illegal.

Aggravated or accelerated penalties apply if the spammer harvested the email addresses using

methods described earlier. A review of the effectiveness of CAN-SPAM in 2005 showed that

the amount of sexually explicit spam had significantly decreased since 2003 and the total

volume had begun to level off. Senator Conrad Burns, a principle sponsor, noted that

"Enforcement is keyregarding the CAN-SPAM legislation." In 2004 less than 1% of spam

complied with the CAN-SPAM Act of 2003. Several countries have passed laws that

specifically target spam, notably Australia and all the countries of the European Union.

Article 13 of the European Union Directive on Privacy and Electronic Communications

(2002/58/EC) provides that the EU member states shall take appropriate measures to ensure

that unsolicited communications for the purposes of direct marketing are not allowed either

without the consent of the subscribers concerned or in respect of subscribers who do not wish

to receive these communications, the choice between these options to be determined by

national legislation. In Australia, the relevant legislation is the Spam Act 2003 which covers

some types of e-mail and phone spam, which took effect on 11 April 2004. The Spam Act

provides that "Unsolicited commercial electronic messages must not be sent," which is an
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opt-in requirement. This contrasts with the U.S. CAN-SPAM act, which is opt-out (i.e.,

companies are free to send spam until the recipient directs the sender not to). Penalties are up

to 10,000 penalty units, or 2,000 penalty units for a person other than a body corporate.

Legislative efforts to curb spam have been ineffective or counter-productive. For example,

the CAN-SPAM Act of 2003 requires that each message include a means to "opt out" (i.e.,

decline future e-mail from the same source). It is widely believed that responding to opt-out

requests is unwise, as this merely confirms to the spammer that they have reached an active

e-mail account. To the extent this is true, the CAN-SPAM Act's opt-out provisions are

counter-productive in two ways: first, recipients who are aware of the potential risks of

opting out will decline to do so; second, attempts to opt-out will provide spammers with

useful information on their targets. A 2002 study by the Center for Democracy and

Technology found that about 16% of web sites tested with opt-out requests continued to

spam. Accessing privately owned computer resources without the owner's permission counts

as illegal under computer crime statutes in most nations. Deliberate spreading of computer

viruses is also illegal in the United States and elsewhere. Thus, some common behaviors of

spammers are criminal regardless of the legality of spamming per se. Even before the advent

of laws specifically banning or regulating spamming, spammers were successfully prosecuted

under computer fraud and abuse laws for wrongfully using others' computers. The use of

botnetscan be perceived as theft. The spammer consumes a zombie owner's bandwidth and

resources without any cost. In addition, spam is perceived as theft of services. The receiving

SMTP servers consume significant amounts of system resources dealing with this unwanted

traffic. As a result, service providers have to spend large amounts of money to make their

systems capable of handling these amounts of email. Such costs are inevitably passed on to

the service providers' customers. Other laws, not only those related to spam, have been used

to prosecute alleged spammers. For example, Alan Ralskywas indicted on stock fraud charges

in January 2008, and Robert Soloway plead guilty to charges of mail fraud, fraud in

connection with electronic mail, and failing to file a tax return in March 2008.

3. The World Wide Web

The terms Internet and World Wide Web are often used in every-day speech without much

distinction. However, the Internet and the World Wide Web are not one and the same. The

Internet is a global data communications system. It is a hardware and software infrastructure

that provides connectivity between computers. In contrast, the Web is one of the services
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communicated via the Internet. It is a collection of interconnected documents and other

resources, linked by hyperlinks and URLs. Viewing a Web page on the World Wide Web

normally begins either by typing the URL of the page into a Web browser, or by following a

hyperlink to that page or resource. The Web browser then initiates a series of communication

messages, behind the scenes, in order to fetch and display it. First, the server-name portion of

the URL is resolved into an IP address using the global, distributed Internet database known

as the domain name system, or DNS. This IP address is necessary to contact and send data

packets to the Web server. The browser then requests the resource by sending an HTTP

request to the Web server at that particular address. In the case of a typical Web page, the

HTML text of the page is requested first and parsed immediately by the Web browser, which

will then make additional requests for images and any other files that form a part of the page.

Statistics measuring a website's popularity are usually based on the number of 'page views' or

associated server 'hits', or file requests, which take place. Having received the required files

from the Web server, the browser then renders the page onto the screen as specified by its

HTML, CSS, and other Web languages. Any images and other resources are incorporated to

produce the on-screen Web page that the user sees. Most Web pages will themselves contain

hyperlinks to other related pages and perhaps to downloads, source documents, definitions

and other Web resources. Such a collection of useful, related resources, interconnected via

hypertext links, is what was dubbed a "web" of information. Making it available on the

Internet created what Tim Berners-Lee first called the WorldWideWeb (in its original

CamelCase, which was subsequently discarded) in November 1990.

The underlying ideas of the Web can be traced as far back as 1980, when, at CERN in

Switzerland, Sir Tim Berners-Lee built ENQUIRE (a reference to Enquire Within Upon

Everything, a book he recalled from his youth). While it was rather different from the system

in use today, it contained many of the same core ideas (and even some of the ideas of

Berners-Lee's next project after the World Wide Web, the Semantic Web). In March 1989,

Berners-Lee wrote a proposal which referenced ENQUIRE and described a more elaborate

information management system. With help from Robert Cailliau, he published a more

formal proposal (on November 12, 1990) to build a "Hypertext project" called

"WorldWideWeb" (one word, also "W3") as a "web of nodes" with "hypertext documents" to

store data. That data would be viewed in "hypertext pages" (webpages) by various "browsers"

(line-mode or full-screen) on the computer network, using an "access protocol" connecting

the "Internet andDECnet protocol worlds". The proposal had been modeled after EBT's
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(Electronic Book Technology, a spin-off from the Institute for Research in Information and

Scholarship at Brown University)Dynatext SGML reader that CERN had licensed. The

Dynatext system, although technically advanced (a key player in the extension of SGML ISO

8879:1986 to Hypermedia within HyTime), was considered too expensive and with an

inappropriate licensing policy for general HEP (High Energy Physics) community use: a fee

for each document and each time a document was charged. A NeXT Computer was used by

Berners-Lee as the world's first Web server and also to write the first Web browser,

WorldWideWeb, in 1990. By Christmas 1990, Berners-Lee had built all the tools necessary

for a working Web: the first Web browser (which was a Web editor as well), the first Web

server, and the first Web pages which described the project itself. On August 6, 1991, he

posted a short summary of the World Wide Web project on the alt.hypertext newsgroup. This

date also marked the debut of the Web as a publicly available service on the Internet. The

crucial underlying concept of hypertext originated with older projects from the 1960s, such as

the Hypertext Editing System (HES) at BrownUniversity--- among others Ted Nelson and

Andries van Dam--- Ted Nelson's Project Xanadu and Douglas Engelbart'soN-Line System

(NLS).

Both Nelson and Engelbart were in turn inspired by Vannevar Bush's microfilm-based

"memex," which was described in the 1945 essay "As We May Think". Berners-Lee's

breakthrough was to marry hypertext to the Internet. In his book Weaving The Web, he

explains that he had repeatedly suggested that a marriage between the two technologies was

possible to members of both technical communities, but when no one took up his invitation,

he finally tackled the project himself. In the process, he developed a system of globally

unique identifiers for resources on the Web and elsewhere: the Uniform Resource Identifier.

The World Wide Web had a number of differences from other hypertext systems that were

then available. The Web required only unidirectional links rather than bidirectional ones. This

made it possible for someone to link to another resource without action by the owner of that

resource. It also significantly reduced the difficulty of implementing Web servers and

browsers (in comparison to earlier systems), but in turn presented the chronic problem of link

rot. Unlike predecessors such as HyperCard, the World Wide Web was non-proprietary,

making it possible to develop servers and clients independently and to add extensions without

licensing restrictions. On April 30, 1993, CERN announced that the World Wide Web would

be free to anyone, with no fees due. Coming two months after the announcement that the

Gopher protocol was no longer free to use, this produced a rapid shift away from Gopher and
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towards the Web. An early popular Web browser was ViolaWWW, which was based upon

HyperCard. Scholars generally agree that a turning point for the World Wide Web began with

the introduction of the Mosaic Web browser in 1993, a graphical browser developed by a

team at the National Center for Supercomputing Applications at the University of Illinois at

Urbana-Champaign (NCSA-UIUC), led by Marc Andreessen. Funding for Mosaic came from

the U.S. High-Performance Computing and Communications Initiative, a funding program

initiated by the High Performance Computing and Communication Act of 1991, one of

several computing developments initiated by U.S. Senator Al Gore. Prior to the release of

Mosaic, graphics were not commonly mixed with text in Web pages, and its popularity was

less than older protocols in use over the Internet, such as Gopher and Wide Area Information

Servers (WAIS). Mosaic's graphical user interface allowed the Web to become, by far, the

most popular Internet protocol. The World Wide Web Consortium (W3C) was founded by

Tim Berners-Lee after he left the European Organization for Nuclear Research (CERN) in

October, 1994. It was founded at the Massachusetts Institute of Technology Laboratory for

Computer Science (MIT/LCS) with support from the Defense Advanced Research Projects

Agency (DARPA)which had pioneered the Internetand the European Commission.

4. Ethical Perspectives on Pornography

Internet pornography is pornography that is distributed by means of various sectors of the

Internet, primarily via websites, peer-to-peer file sharing, or Usenet newsgroups. While

pornography had been traded over the Internet since the 1980s, it was the invention of the

World Wide Web in 1991 as well as the opening of the Internet to the general public around

the same time that led to an explosion in online pornography. Like videotapes and DVDs, the

Internet has proved popular for distributing pornography because it allows people to view

pornography (essentially) anonymously in the comfort and privacy of their homes. It also

allows access to pornography by people whose access is otherwise restricted for legal or

social reasons. The Internet is an international network and there are currently no

international laws regulating pornography, each country deals with Internet pornography

differently. Generally, in the United States, if the act depicted in the pornographic content is

legal in the jurisdiction that it is being distributed from then the distributor of such content

would not be in violation of the law regardless of whether it is accessible in countries where

it is illegal. This does not apply to those who access the pornography, however, as they could

still be prosecuted under local laws in their country. Due to enforcement problems in anti-
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pornography laws over the Internet, countries that prohibit or heavily restrict access to

pornography have taken other approaches to limit access by their citizens, such as employing

content filters.

Many activists and politicians have expressed concern over the easy availability of Internet

pornography, especially to minors. This has led to a variety of attempts to restrict children's

access to Internet pornography such as the 1996 Communications Decency Act in the United

States. Some companies use an Adult Verification System (AVS) to deny access to

pornography by minors. However, most Adult Verification Systems charge fees that are

substantially higher than the actual costs of any verification they do (for example, in excess

of $10/month) and are really part of a revenue collection scheme where sites encourage users

to sign up for an AVS system, and get a percentage of the proceeds in return. In response to

concerns with regard to children accessing age-inappropriate content, the adult industry,

through the Association of Sites Advocating Child Protection (ASACP), began a self-labeling

initiative called the Restricted to Adults label (RTA). This label is recognized by many web

filtering products and is entirely free to use. Most employers have distinct policies against the

accessing of any kind of online pornographic material from company computers, in addition

to which some have also installed comprehensive filters and logging software in their local

computer networks. One area of Internet pornography that has been the target of the strongest

efforts at curtailment is child pornography. Because of this, most Internet pornography

websites based in the U.S. have a notice on their front page that they comply with 18 USC

Section 2257, which requires the keeping of records regarding the age of the people depicted

in photographs, along with displaying the Name of the company record keeper. Some site

operators outside the U.S. have begun to include this compliance statement on their websites

as well. On April 8, 2008 Evil Angel and its owner John Stagliano were charged in federal

court with multiple counts of obscenity. One count was for, "using an interactive computer

service to display an obscene movie trailer in a manner available to a person under 18 years

of age."

5. Censorship

Internet censorship is control or suppression of the publishing or accessing of information on

the Internet. The legal issues are similar to offline censorship. One difference is that national

borders are more permeable online: residents of a country that bans certain information can

find it on websites hosted outside the country. Conversely, attempts by one government to

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

25
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



prevent its citizens from seeing certain material can have the effect of restricting foreigners,

because the government may take action against Internet sites anywhere in the world, if they

host objectionable material. Barring total control on Internet-connected computers, such as in

North Korea, total censorship of information on the Internet is very difficult (or impossible)

to achieve due to the underlying distributed technology of the Internet. Pseudonymityand data

havens (such as Freenet) allow unconditional free speech, as the technology guarantees that

material cannot be removed and the author of any information is impossible to link to a

physical identity or organization. In November 2007, "Father of the Internet" Vint Cerf stated

that he sees Government-led control of the Internet failing due to private ownership.

Automatic censorship sometimes stops matter which it was not intended to stop. Examples

are:

 Auto-censorship against sexual words in matter for children, set to block the word "cunt", has

been known to block the Lincolnshireplacename Scunthorpe. Likewise, a block against the

word "penis" may block the Yorkshireplacename Penistone.

 Within Wikipedia, a block against the word "admin" in usernames of users who are not

administrators, has been known to query usernames containing the placename and game-

name Badminton.

 The Yahoo email group system's profanity blocker, set to block the acronym CP in

descriptions of email groups, treating it as meaning "child pornography", blocked it when a

journalist setting up an email group used "CP" to mean "Canadian Press". Likewise, it blocks

the word "pornography" - including in the sentence "No hard or soft pornography will be

allowed".

6. Freedom of Expression

International, national and regional standards recognisethat freedom of speech, as one form of

freedom of expression, applies to any medium, including the Internet. Freedom of

information Jo Glanville, editor of the Index on Censorship, states that "the internet has been

a revolution for censorship as much as for free speech". Freedom of information is an

extension of freedom of speech where the medium of expression is the internet. Freedom of

information may also refer to the right to privacy in the context of the Internet and

information technology. As with the right to freedom of expression, the right to privacy is a

recognisedhuman right and freedom of information acts as an extension to this right. Freedom
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of information may also concern censorship in an information technology context, i.e. the

ability to access Web content, without censorship or restrictions. The World Summit on the

Information Society (WSIS) Declaration of Principles adopted in 2003 reaffirms democracy

and the universality, indivisibility and interdependence of all human rights and fundamental

freedoms. The Declaration also makes specific reference to the importance of the right to

freedom of expression for the "Information Society" in stating: "We reaffirm, as an essential

foundation of the Information Society, and as outlined in Article 19 of the Universal

Declaration of Human Rights, that everyone has the right to freedom of opinion and

expression; that this right includes freedom to hold opinions without interference and to seek,

receive and impart information and ideas through any media and regardless of frontiers.

Communication is a fundamental social process, a basic human need and the foundation of all

social organisation. It is central to the Information Society. Everyone,everywhere should have

the opportunity to participate and no one should be excluded from the benefits of the

Information Society offers." The Internet opens new possibilities for exercising freedom of

speech. Pseudonymity, data havens (such as Freenet) and gripe sites allow free speech by

guaranteeing that material cannot be removed (censored).

Internet censorship

Internet police officer Jingjing, one of the cartoon mascots of the Internet Surveillance

Division of the Public Security Bureau in Shenzhen, China. The concept of freedom of

information has emerged in response to state sponsored censorship, monitoring and

surveillance of the internet. Internet censorship includes the control or suppression of the

publishing or accessing of information on the Internet. The Electronic Frontier Foundation

(EFF) is an organization dedicated to protecting freedom of speech on the Internet. The Open

Net Initiative (ONI) is a collaboration between the Citizen Lab at the Munk Centre for

International Studies, the University of Toronto, the BerkmanCenter for Internet & Society at

Harvard Law School, the Advanced Network Research Group at the Cambridge Security

Programme(University of Cambridge), and the Oxford Internet Institute, at Oxford University

which aims to investigate, expose, and analyze Internet filtering and surveillance practices in

a credible and non-partisan fashion. Groups such as the Global Internet Freedom Consortium

advocate for freedom of information for what they term "closed societies". According to the

Reporters without Borders (RSF) "internet enemy list" the following states engage in

pervasive internet censorship: Cuba,Iran, Maldives, Myanmar/Burma, North Korea,
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Syria,Tunisia, Uzbekistan and Vietnam. A widely publicised example is the "Great Firewall

of China" (in reference both to its role as a network firewall and to the ancient Great Wall of

China). The system blocks content by preventing IP addresses from being routed through and

consists of standard firewall and proxy servers at the Internet gateways. The system also

selectively engages in DNS poisoning when particular sites are requested. The government

does not appear to be systematically examining Internet content, as this appears to be

technically impractical. Internet censorship in the People's Republic of China is conducted

under a wide variety of laws and administrative regulations. In accordance with these laws,

more than sixty Internet regulations have been made by the People's Republic ofChina(PRC)

government, and censorship systems are vigorously implemented by provincial branches of

state-owned ISPs, business companies, and organizations.

7. Internet Addiction

Internet addiction disorder (IAD), or more broadly Internet overuse, problematic computer

use or pathological computer use is excessive computer use that interferes with daily life.

These terms avoid the distracting and divisive term addiction and are not limited to any single

cause. IAD was originally proposed as a disorder in a satirical hoax by Ivan Goldberg, M.D.,

in 1995. He took pathological gambling as diagnosed by the Diagnostic and Statistical

Manual of Mental Disorders(DSM-IV) as his model for the description of IAD. However,

IAD receives coverage in the press, and its classification as a psychological disorder is being

debated and researched. Activities which, if done in person, would normally be considered

troublesome, such as compulsive gambling or shopping, are sometimes called net

compulsions. Others, such as reading or playing computer games, are troubling only to the

extent that these activities interfere with normal life. Supporters of disorder classification

often divide IAD into subtypes by activity, such as excessive viewing of pornography,

overwhelming and excessive gaming, inappropriate involvement in online social networking

sites or blogging, and Internet shopping addiction. There is debate over the inclusion of IAD

in DSM-V, the next (2012) edition of the DSM. Some argue that Internet addiction disorder

exists and should be included, and some that it is neither an addiction nor a specific disorder

and should not be included in DSM-V. One argument for inclusion is that it would open the

doors for insurance to pay for Internet addiction counseling. A counter-argument is that there

is no evidence that needed treatment is being denied, as treatment is coded under existing

labels according to the underlying symptoms. In June 2007, the American Medical
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Association declined to recommend to the American Psychiatric Association that they

include IAD as a formal diagnosis in DSM-V, and recommended further study of "video

game overuse." Some members of the American Society of Addiction Medicine opposed

identifying Internet overuse and video game overuse as disorders. Among the research

identified as necessary are a ways to define "overuse" and to differentiate an "Internet

addiction" from obsession, self-medication for depression or other disorders, and compulsion.

While the existence of Internet addiction is debated, self-proclaimed sufferers are resorting to

the courts for redress. In one American case (Pacenza v. IBM Corp.), the plaintiff argued he

was illegally terminated in violation of the Americans with Disabilities Act because of

Internet addiction triggered by Vietnam War-related Post-Traumatic Stress Disorder. The

case is pending before the court in the Southern District of New York.

7.1 Support for disorder classificaton

According to Maressa Orzack, director of the ComputerAddiction StudyCenter at

HarvardUniversity's McLean Hospital, between 5% and 10% of Web surfers suffer

some form of Web dependency. Another supporter, David Greenfield, Ph.D. of the

Center for Internet Behavior conducted a study with ABC News.com in 1999 and is

author of Virtual Addiction. He believes that some services available over the Internet

have unique psychological properties which induce dissociation, time distortion, and

instant gratification, with about 6% of individuals experiencing some significant

impact on their lives. However, he says it may not best be seen as an addiction but

rather as a compulsion. Greenfieldclaims that sex, gaming, gambling, and shopping

online can produce a mood-altering effect. According to the Center for Internet

Addiction Recovery (whose director is Kimberly S. Young, a researcher who has

lobbied for the recognition of net abuse as a distinct clinical disorder), "Internet

addicts suffer from emotional problems such as depression and anxiety-related

disorders and often use the fantasy world of the Internet to psychologically escape

unpleasant feelings or stressful situations." Over 60% of people seeking treatment for

IAD claim involvement with sexual activities online which they consider

inappropriate, such as excessive attention to pornography or involvement in explicit

sexual conversations online. More than half are also addicted to alcohol, drugs,

tobacco, or sex.

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

29
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



"Several counselors and other experts said time spent on the computer was not

important in diagnosing an addiction to the Internet. The question, they say, is

whether Internet use is causing serious problems, including the loss of a job, marital

difficulties, depression, isolation and anxiety, and still the user cannot stop. "The line

is drawn with Internet addiction," said Mr. Zehr of Proctor Hospital, "when I'm no

longer controlling my Internet use. It's controlling me." Dr. Cash and other therapists

say they are seeing a growing number of teenagers and young adults as patients, who

grew up spending hours on the computer, playing games and sending instant

messages. These patients appear to have significant developmental problems,

including attention deficit disorder and a lack of social skills." In a 2008 editorial

published in the American Journal of Psychiatry, Jerald J. Block, M.D. argues that

Internet addiction should be included as a disorder in the DSM-V. He notes that

symptoms of IA mirror other compulsive/impulsive disorders, including: 1.) excessive

use (often associated with a loss of sense of time); 2.) withdrawal symptoms when

access is denied; 3.) increasing tolerance (including growing needs for exposure to

obtain the same effects); and, 4.) negative repercussions (including social isolation).

He further observed that diagnosis was complicated because 86% of study subjects

showing IA symptoms also exhibited other diagnosable mental health disorders.

Topic : Intellectual Property

Topic Objective:

At the end of the topic student will be able to understand:

 Intellectual Property Rights

 Protecting Intellectual Property

 Fair Use

 Peer-to-Peer Networks

 Protections for Software

 Open-Source Software

 Legitimacy of Intellectual Property Protection for Software

 Creative Commons
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Definition/Overview:

Intellectual property: Intellectual property (IP) are legal property rights over creations of

the mind, both artistic and commercial, and the corresponding fields of law. Under

intellectual property law, owners are granted certain exclusive rights to a variety of intangible

assets, such as musical, literary, and artistic works; ideas, discoveries and inventions; and

words, phrases, symbols, and designs. Common types of intellectual property include

copyrights, trademarks, patents, and trade secrets. The majority of intellectual property rights

provide creators of original works economic incentive to develop and share ideas through a

form of temporary monopoly. While credited with significant contributions to modern

economic growth, some have criticised the expansion in nature and scope of IP laws. Fair use

is a doctrine in United Statescopyright law that allows limited use of copyrighted material

without requiring permission from the rights holders, such as use for scholarship or review. It

provides for the legal, non-licensed citation or incorporation of copyrighted material in

another author's work under a four-factor balancing test. The term "fair use" originated in the

United States, but has been added to Israeli law as well; a similar principle, fair dealing,

exists in some other common law jurisdictions. Civil law jurisdictions have other limitations

and exceptions to copyright.

A peer-to-peer: A peer-to-peer (or P2P) computer network uses diverse connectivity

between participants in a network and the cumulative bandwidth of network participants

rather than conventional centralized resources where a relatively low number of servers

provide the core value to a service or application. P2P networks are typically used for

connecting nodes via largely ad hoc connections. Such networks are useful for many

purposes. Sharing content files containing audio, video, data or anything in digital format is

very common, and real time data, such as telephony traffic, is also passed using P2P

technology.

Antivirus software: Antivirus software (or anti-virus) is computer software used to identify

and remove computer viruses, as well as many other types of harmful computer software,

collectively referred to as malware. While the first antivirus software was designed

exclusively to combat computer viruses (hence "antivirus"), modern antivirus software can

protect computer systems against a wide range of malware, including worms, rootkits, and

Trojans.
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Open source software: Open source software (OSS) began as a marketing campaign for free

software. OSScan be defined as computer software for which the human-readable source

code is made available under a copyright license (or arrangement such as the public domain)

that meets the Open Source Definition. This permits users to use, change, and improve the

software, and to redistribute it in modified or unmodified form. It is very often developed in a

public, collaborative manner. Open source software is the most prominent example of open

source development and often compared to user-generated content. A report by Standish

Group says that adoption of open source has resulted in savings of about $60 billion per year

to consumers. Software patent debate is the argument dealing with the extent to which it

should be possible to patent software and computer-implemented inventions as a matter of

public policy. Policy debate on software patents has been active for years. The opponents to

software patents have gained higher visibility with lower resources through the years than

their pro-patent opponents. Arguments and critiques have been focused mostly on the

economic consequences of software patents.

Creative Commons: Creative Commons (CC) is a non-profit organization devoted to

expanding the range of creative works available for others to build upon legally and to share.

The organization has released several copyright licenses known as Creative

Commonslicenses. These licenses allow creators to communicate which rights they reserve,

and which rights they waive for the benefit of other creators.

Key Points:

1. Intellectual Property

Intellectual property (IP) are legal property rights over creations of the mind, both artistic and

commercial, and the corresponding fields of law. Under intellectual property law, owners are

granted certain exclusive rights to a variety of intangible assets, such as musical, literary, and

artistic works; ideas, discoveries and inventions; and words, phrases, symbols, and designs.

Common types of intellectual property include copyrights, trademarks, patents, and trade

secrets. The majority of intellectual property rights provide creators of original works

economic incentive to develop and share ideas through a form of temporary monopoly. While

credited with significant contributions to modern economic growth, some have criticised the

expansion in nature and scope of IP laws. Intellectual property rights are a bundle of

exclusive rights over creations of the mind, both artistic and commercial. The former is
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covered by copyright laws, which protect creative works, such as books, movies, music,

paintings, photographs, and software, and gives the copyright holder exclusive right to

control reproduction or adaptation of such works for a certain period of time. The second

category is collectively known as "industrial properties", as they are typically created and

used for industrial or commercial purposes. A patent may be granted for a new, useful, and

non-obvious invention and gives the patent holder a right to prevent others from practicing

the invention without a license from the inventor for a certain period of time. A trademark is

a distinctive sign which is used to prevent confusion among products in the marketplace. An

industrial design right protects the form of appearance, style or design of an industrial object

from infringement. A trade secret is an item of non-public information concerning the

commercial practices or proprietary knowledge of a business. Public disclosure of trade

secrets may sometimes be illegal. The term intellectual property denotes the specific legal

rights described above, and not the intellectual work itself.

The main objective of intellectual property is to stimulate technological progress, to the

benefit of society. Financial incentive Intellectual property rights grant exclusive rights to

intellectual creations; they grant ownership over creations of the mind. These exclusive rights

allow owners of intellectual property to reap monopoly profits. These monopoly profits

provide a financial incentive for the creation of intellectual property, and pay associated

research and development costs. Technology diffusion occurs if intellectual property is

licensed or sold, conversely technology can equally be prevented from being shared, should

the owner wish not to sell or license. The legal monopoly granted by IP laws are credited

with significant contributions toward economic growth. Economists estimate that two-thirds

of the value of large businesses in the U.S.can be traced to intangible assets. Likewise,

industries which rely on IP protections are estimated to produce 72 percent more value per

added employee than non-IP industries. Additionally, a joint research project of the WIPO

and the United Nations University measuring the impact of IP systems on six Asian countries

found "a positive correlation between the strengthening of the IP system and subsequent

economic growth." However, correlation does not necessarily imply causation. Intellectual

property rights are considered by economists to be a form of temporary monopoly enforced

by the state (or enforced using the legal mechanisms for redress supported by the state).

Intellectual property rights are usually limited to non-rival goods, that is, goods which can be

used or enjoyed by many people simultaneouslythe use by one person does not exclude use

by another. This is compared to rival goods, such as clothing, which may only be used by one
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person at a time. For example, any number of people may make use of a mathematical

formula simultaneously. Some objections to the term intellectual property are based on the

argument that property can only properly be applied to rival goods (or that one cannot "own"

property of this sort). Since a non-rival good may be used (copied, for example) by many

simultaneously (produced with minimal marginal cost), producers would have no incentive to

create such works. Monopolies, by contrast, also have inefficiencies (producers will charge

more and produce less than would be socially desirable). The establishment of intellectual

property rights, therefore, represents a trade-off, to balance the interest of society in the

creation of non-rival goods (by encouraging their production) with the problems of monopoly

power. Since the trade-off and the relevant benefits and costs to society will depend on many

factors that may be specific to each product and society, the optimum period of time during

which the temporary monopoly rights exist is unclear.

2. Intellectual Property Rights

Intellectual property rights are a bundle of exclusive rights over creations of the mind, both

artistic and commercial. The former is covered by copyright laws, which protect creative

works, such as books, movies, music, paintings, photographs, and software, and gives the

copyright holder exclusive right to control reproduction or adaptation of such works for a

certain period of time. The second category is collectively known as "industrial properties",

as they are typically created and used for industrial or commercial purposes. A patent may be

granted for a new, useful, and non-obvious invention and gives the patent holder a right to

prevent others from practicing the invention without a license from the inventor for a certain

period of time. A trademark is a distinctive sign which is used to prevent confusion among

products in the marketplace. An industrial design right protects the form of appearance, style

or design of an industrial object from infringement. A trade secret is an item of non-public

information concerning the commercial practices or proprietary knowledge of a business.

Public disclosure of trade secrets may sometimes be illegal. The term intellectual property

denotes the specific legal rights described above, and not the intellectual work itself. The

main objective of intellectual property is to stimulate technological progress, to the benefit of

society. Intellectual property rights grant exclusive rights to intellectual creations; they grant

ownership over creations of the mind.

These exclusive rights allow owners of intellectual property to reap monopoly profits. These

monopoly profits provide a financial incentive for the creation of intellectual property, and
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pay associated research and development costs. Technology diffusion occurs if intellectual

property is licensed or sold, conversely technology can equally be prevented from being

shared, should the owner wish not to sell or license. The legal monopoly granted by IP laws

are credited with significant contributions toward economic growth. Economists estimate that

two-thirds of the value of large businesses in the U.S. can be traced to intangible assets.

Likewise, industries which rely on IP protections are estimated to produce 72 percent more

value per added employee than non-IP industries. Additionally, a joint research project of the

WIPO and the United Nations University measuring the impact of IP systems on six Asian

countries found "a positive correlation between the strengthening of the IP system and

subsequent economic growth." However, correlation does not necessarily imply causation.

Intellectual property rights are considered by economists to be a form of temporary monopoly

enforced by the state (or enforced using the legal mechanisms for redress supported by the

state). Intellectual property rights are usually limited to non-rival goods, that is, goods which

can be used or enjoyed by many people simultaneouslythe use by one person does not

exclude use by another. This is compared to rival goods, such as clothing, which may only be

used by one person at a time. For example, any number of people may make use of a

mathematical formula simultaneously. Some objections to the term intellectual property are

based on the argument that property can only properly be applied to rival goods (or that one

cannot "own" property of this sort). Since a non-rival good may be used (copied, for

example) by many simultaneously (produced with minimal marginal cost), producers would

have no incentive to create such works.

Monopolies, by contrast, also have inefficiencies (producers will charge more and produce

less than would be socially desirable). The establishment of intellectual property rights,

therefore, represents a trade-off, to balance the interest of society in the creation of non-rival

goods (by encouraging their production) with the problems of monopoly power. Since the

trade-off and the relevant benefits and costs to society will depend on many factors that may

be specific to each product and society, the optimum period of time during which the

temporary monopoly rights exist is unclear. Modern usage of the term intellectual property

began with the 1967 establishment of the World Intellectual Property Organization (WIPO),

but it did not enter popular usage until passage of the Bayh-Dole Act in 1980. The earliest use

of the term intellectual property appears to be in an October 1845 Massachusetts Circuit

Court ruling in the patent case Davollet al. v. Brown., in which Justice Charles L. Woodbury

wrote that "only in this way can we protect intellectual property, the labors of the mind,
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productions and interests are as much a man's own...as the wheat he cultivates, or the flocks

he rears. The statement that "discoveries are...property" goes back earlier. Section 1 of the

French law of 1791 stated, "All new discoveries are the property of the author; to assure the

inventor the property and temporary enjoyment of his discovery, there shall be delivered to

him a patent for five, ten or fifteen years." In Europe, French author A. Nionmentioned

proprit intellectuellein his Droits civils des auteurs, artistes et inventeurs, published in 1846.

The concept's origins can potentially be traced back further. Jewish law includes several

considerations whose effects are similar to those of modern intellectual property laws, though

the notion of intellectual creations as property does not seem to exist notably the principle of

Hasagat Ge'vul(unfair encroachment) was used to justify limited-term publisher (but not

author) copyright in the 16th century. The Talmud contains the prohibitions against certain

mental crimes (further elaborated in the ShulchanAruch), notably Geneivat da'at (גניבתדעת,

literally "mind theft"), which some have interpreted as prohibiting theft of ideas, though the

doctrine is principally concerned with fraud and deception, not property.

Some critics of intellectual property, such as those in the free culture movement, characterize

it as intellectual protectionism or intellectual monopoly and argue that the public interest is

harmed by protectionist legislation such as copyright extension, software patents and business

method patents. Although the term is in wide use, some critics reject the term intellectual

property altogether. Richard Stallman argues that it "systematically distorts and confuses

these issues, and its use was and is promoted by those who gain from this confusion." He

claims that the term "operates as a catch-all to lump together disparate laws [which]

originated separately, evolved differently, cover different activities, have different rules, and

raise different public policy issues." These critics advocate referring to copyrights, patents

and trademarks in the singular and warn against abstracting disparate laws into a collective

term. Other criticism of intellectual property law concerns the tendency of the protections of

intellectual property to expand, both in duration and in scope. The trend has been toward

longer and longer copyright protection (raising fears that it may some day be eternal). In

addition, the developers and controllers of items of intellectual property have sought to bring

more items under the protection. Patents have been granted for living organisms, and colors

have been trademarked.
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3. Protecting Intellectual Property

Modern usage of the term intellectual property began with the 1967 establishment of the

World Intellectual Property Organization (WIPO), but it did not enter popular usage until

passage of the Bayh-Dole Act in 1980. The earliest use of the term intellectual property

appears to be in an October 1845 Massachusetts Circuit Court ruling in the patent case Davoll

et al. v. Brown., in which Justice Charles L. Woodbury wrote that "only in this way can we

protect intellectual property, the labors of the mind, productions and interests are as much a

man's own...as the wheat he cultivates, or the flocks he rears. The statement that "discoveries

are...property" goes back earlier. Section 1 of the French law of 1791 stated, "All new

discoveries are the property of the author; to assure the inventor the property and temporary

enjoyment of his discovery, there shall be delivered to him a patent for five, ten or fifteen

years." In Europe, French author A. Nion mentioned proprit intellectuelle in his Droits civils

des auteurs, artistes et inventeurs, published in 1846. The concept's origins can potentially be

traced back further. Jewish law includes several considerations whose effects are similar to

those of modern intellectual property laws, though the notion of intellectual creations as

property does not seem to exist notably the principle of HasagatGe'vul (unfair encroachment)

was used to justify limited-term publisher (but not author) copyright in the 16th century. The

Talmud contains the prohibitions against certain mental crimes (further elaborated in the

Shulchan Aruch), notably Geneivat da'at (גניבת דעת,literally "mind theft"), which some have

interpreted as prohibiting theft of ideas, though the doctrine is principally concerned with

fraud and deception, not property.

4. Fair Use

Fair use is a doctrine in United States copyright law that allows limited use of copyrighted

material without requiring permission from the rights holders, such as use for scholarship or

review. It provides for the legal, non-licensed citation or incorporation of copyrighted

material in another author's work under a four-factor balancing test. The term "fair use"

originated in the United States, but has been added to Israeli law as well; a similar principle,

fair dealing, exists in some other common law jurisdictions. Civil law jurisdictions have other

limitations and exceptions to copyright. The first factor is about whether the use in question

helps fulfill the intention of copyright law to stimulate creativity for the enrichment of the

general public, or whether it aims to only "supersede the objects" of the original for reasons

of personal profit. To justify the use as fair, one must demonstrate how it either advances
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knowledge or the progress of the arts through the addition of something new. A key

consideration is the extent to which the use is interpreted as transformative, as opposed to

merely derivative. When Tom Forsythe appropriated Barbie dolls for his photography project

"Food Chain Barbie," Mattel lost its claims of copyright and trademark infringement against

him because his work effectively parodies Barbie and the values she represents. But when

Jeff Koons tried to justify his appropriation of Art Rogers' photograph "Puppies" in his

sculpture "String of Puppies" with the same parody defense, he lost because his work was not

presented as a parody of Rogers' photograph in particular, but of society at large, which was

deemed insufficiently justificatory.

However, since this case, courts have begun to emphasize the first fair use factorassessing

whether the alleged infringement has transformative use as described by the Hon. Judge

Pierre N. Leval. More recently, Koons was involved in a similar case with commercial

photographer Andrea Blanch, regarding his use of her photograph for a painting, whereby he

appropriated a central portion of an advertisement she had been commissioned to shoot for a

magazine. In this case, Koons won; the case sets a favorable precedent for appropriation art

where the use is deemed transformative. The subfactor mentioned in the legislation above,

"whether such use is of a commercial nature or is for nonprofit educational purposes," has

recently been deemphasized in some Circuits "since many, if not most, secondary uses seek

at least some measure of commercial gain from their use." More important is whether the use

fulfills any of the "preamble purposes" also mentioned in the legislation above, as these have

been interpreted as paradigmatically "transformative." Although Judge Pierre Leval has

distinguished the first factor as "the soul of fair use," it alone is not determinative. For

example, not every educational usage is fair. Nature of the copied work Although the

Supreme Court of the United States has ruled that the availability of copyright protection

should not depend on the artistic quality or merit of a work, fair use analyses consider certain

aspects of the work to be relevant, such as whether it is fictional or non-fictional. To prevent

the private ownership of work that rightfully belongs in the public domain, facts and ideas are

separate from copyrightonly their particular expression or fixation merits such protection. On

the other hand, the social usefulness of freely available information can weigh against the

appropriateness of copyright for certain fixations. The Zapruder film of the assassination of

President Kennedy, for example, was purchased and copyrighted by Time magazine. Yet

their copyright was not upheld, in the name of the public interest, when they tried to enjoin

the reproduction of stills from the film in a history book on the subject in Time Inc. v.
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Bernard GeisAssociates. Following the decisions of the Second Circuit in Salinger v.

Random House, Inc. and in New Era Publications Int'l v. Henry Holt & Co., the aspect of

whether the copied work has been previously published suddenly trumped all other

considerations because of, in the words of one commentator, "the original author's interest in

controlling the circumstances of the first public revelation of his work, and his right, if he so

chooses, not to publish at all." Yet some view this importation of certain aspects of France's

droit moral d'artiste (moral rights of the artist) into American copyright law as "bizarre and

contradictory" because it sometimes grants greater protection to works that were created for

private purposes that have little to do with the public goals of copyright law, than to those

works that copyright was initially conceived to protect. This is not to claim that unpublished

works, or, more specifically, works not intended for publication, do not deserve legal

protection, but that any such protection should come from laws about privacy, rather than

laws about copyright. The statutory fair use provision was amended in response to these

concerns by adding a final sentence: "The fact that a work is unpublished shall not itself bar a

finding of fair use if such finding is made upon consideration of all the above factors."

5. Peer-to-Peer Networks

A peer-to-peer (or P2P) computer network uses diverse connectivity between participants in a

network and the cumulative bandwidth of network participants rather than conventional

centralized resources where a relatively low number of servers provide the core value to a

service or application. P2P networks are typically used for connecting nodes via largely ad

hoc connections. Such networks are useful for many purposes. Sharing content files

containing audio, video, data or anything in digital format is very common, and real time

data, such as telephony traffic, is also passed using P2P technology. A pure P2P network does

not have the notion of clients or servers but only equal peer nodes that simultaneously

function as both "clients" and "servers" to the other nodes on the network. This model of

network arrangement differs from the client-server model where communication is usually to

and from a central server. A typical example of a file transfer that is not P2P is an FTP server

where the client and server programs are quite distinct: the clients initiate the

download/uploads, and the servers react to and satisfy these requests. In contrast to the above

discussed pure P2P network, an example of a distributed discussion system that also adopts a

client-server model is the Usenet news server system, in which news servers communicate

with one another to propagate Usenet news articles over the entire Usenet network.
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Particularly in the earlier days of Usenet, UUCP was used to extend even beyond the Internet.

However, the news server system acted in a client-server form when individual users

accessed a local news server to read and post articles. The same consideration applies to

SMTP email in the sense that the core email relaying network of Mail transfer agents follows

a P2P model while the periphery of e-mail clients and their direct connections is client-server.

Tim Berners-Lee's vision for the World Wide Web, as evidenced by his WorldWideWeb

editor/browser, was close to a P2P network in that it assumed each user of the web would be

an active editor and contributor creating and linking content to form an interlinked "web" of

links. This contrasts to the more broadcasting-like structure of the web as it has developed

over the years. Some networks and channels such as Napster, OpenNAP and IRC server

channels use a client-server structure for some tasks (e.g. searching) and a P2P structure for

others. Networks such as Gnutella or Freenet use a P2P structure for all purposes, and are

sometimes referred to as true P2P networks, although Gnutella is greatly facilitated by

directory servers that inform peers of the network addresses of other peers. P2P architecture

embodies one of the key technical concepts of the Internet, described in the first Internet

Request for Comments, RFC 1, "Host Software" dated April 7, 1969. More recently, the

concept has achieved recognition in the general public in the context of the absence of central

indexing servers in architectures used for exchanging multimedia files. The concept of P2P is

increasingly evolving to an expanded usage as the relational dynamic active in distributed

networks, i.e. not just computer to computer, but human to human. Yochai Benkler has

coined the term "commons-based peer production" to denote collaborative projects such as

free software. Associated with peer production are the concept of peer governance (referring

to the manner in which peer production projects are managed) and peer property (referring to

the new type of licenses which recognize individual authorship but not exclusive property

rights, such as the GNU General Public License and the Creative Commons licenses).

5.1 Classifications of P2P networks

P2P networks can be classified by what they can be used for:

o file sharing

o telephony

o media streaming (audio, video)
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o discussion forums

Other classification of P2P networks is according to their degree of centralization.

In 'pure' P2P networks:

o Peers act as equals, merging the roles of clients and server

o There is no central server managing the network

o There is no central router

some examples of pure P2P application layer networks designed for file sharing are

Gnutella and Freenet.

There also exist countless hybrid P2P systems:

o Has a central server that keeps information on peers and responds to requests for

that information.

o Peers are responsible for hosting available resources (as the central server does not

have them), for letting the central server know what resources they want to share,

and for making its shareable resources available to peers that request it.

o Route terminals are used as addresses, which are referenced by a set of indices to

obtain an absolute address.

e.g.

o Centralized P2P network such as Napster

o Decentralized P2P network such as KaZaA

o Structured P2P network such as CAN

o Unstructured P2P network such as Gnutella

o Hybrid P2P network (Centralized and Decentralized) such as JXTA (an open source

P2P protocol specification)
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6. Protections for Software

Antivirus software (or anti-virus) is computer software used to identify and remove computer

viruses, as well as many other types of harmful computer software, collectively referred to as

malware. While the first antivirus software was designed exclusively to combat computer

viruses (hence "antivirus"), modern antivirus software can protect computer systems against a

wide range of malware, including worms, rootkits, and Trojans. There are competing claims

for the innovator of the first antivirus product. Perhaps the first publicly-known neutralization

of a wild PC virus was performed by Bernt Fix (also Bernd) in early 1987. Fix neutralized an

infection of the Vienna virus. The first edition of Polish antivirus software mks_vir was

released in 1987; the program was only available with a Polish interface. Autumn 1988 saw

antivirus software Dr. Solomon's Anti-Virus Toolkit released by Briton Alan Solomon. Also

in 1988 AIDSTEST and AntiVir were released. By December 1990, the market had matured

to the point of nineteen separate antivirus products being on sale including Norton

AntiVirusand VirusScan from McAfee. Peter Tippettmade a number of contributions to the

budding field of virus detection. He was an emergency-room doctor who also ran a computer

software company. He had read an article about the Lehigh virus and questioned whether

they would have similar characteristics to biological viruses that attack organisms.

From an epidemiological viewpoint, he was able to determine how these viruses were

affecting systems within the computer (the boot-sector was affected by the Brain virus, the

.com files were affected by the Lehigh virus, and both .com and .exe files were affected by

the Jerusalem virus). Tippettscompany Certus International Corp. then began to create anti-

virus software programs. The company was sold in 1992 to Symantec Corp, and Tippett went

to work for them, incorporating the software he had developed into Symantecs product,

Norton AntiVirus. Before Internet connectivity was widespread, viruses were typically spread

by infected floppy disks; antivirus software started to be used, but was updated relatively

infrequently. At that time it was said, correctly, that viruses could not be spread by the

readable content of emails, although executable attachments were as risky as programs on

floppy disks. Virus checkers essentially had to check executable files, and the boot sectors of

floppy and hard disks. As Internet usage became common, initially by making a modem

connection when desired, viruses spread through the Internet, facilitated by powerful macros

in word processors such as Microsoft Word; hitherto "documents" could not spread infection,

although programs could. Later email programs, in particular Microsoft Outlook Express and
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Outlook, became able to execute program code from within a message's text by simply

reading the message, or even previewing its content. Virus checkers now had to check many

more types of file. As broadband always-on connections became the norm and more and

more viruses were released, it became essential to update virus checkers more and more

frequently; even then, a new virus could spread widely before it was detected, identified, a

checker update released, and virus checkers round the world updated. A very uncommon use

of the term "antivirus" is to apply it to benign viruses that spread and combated malicious

viruses.

This was common on the Amiga computer platform. Signature based detection is the most

common method. To identify viruses and other malware, antivirus software compares the

contents of a file to a dictionary of virus signatures. Because viruses can embed themselves in

existing files, the entire file is searched, not just as a whole, but also in pieces. Malicious

activity detection is another way to identify malware. In this approach, antivirus software

monitors the system for suspicious program behavior. If suspicious behavior is detected, the

suspect program may be further investigated, using signature based detection or another

method listed in this section. This type of detection can be used to identify unknown viruses.

Heuristic-based detection, like malicious activity detection, heuristics can be used to identify

unknown viruses. This can be accomplished in one of two ways; file analysis and file

emulation. File analysis is the process of searching a suspect file for virus-like instructions.

For example, if a program has instructions to format the C drive, antivirus software might

further investigate the file. One downside is the amount of computer resources needed to

analyze every file. File emulation is another heuristic approach. File emulation involves

executing a program in a virtual environment and logging what actions the program performs.

Depending on the actions logged, the antivirus software can determine if the program is

malicious or not and then carry out the appropriate disinfection actions. Signature based

detection is the most common method that antivirus software uses to identify malware. This

method is somewhat limited by the fact that it can only identify a limited amount of emerging

threats, e.g. generic, or extremely broad, signatures.

When antivirus software scans a file for viruses, it checks the contents of a file against a

dictionary of virus signatures. A virus signature is the viral code. Finding a virus signature in

a file is the same as saying you found the virus itself. If a virus signature is found in a file, the

antivirus software can take action to remove the virus. Antivirus software will usually
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perform one or more of the following actions; quarantining, repairing, or deleting.

Quarantining a file will make it inaccessible, and is usually the first action antivirus software

will take if a malicious file is found. Encrypting the file is a good quarantining technique

because it renders the file useless. Sometimes a user wants to save the content of an infected

file because viruses can sometimes embed themselves in files, called code injection, and the

file may be essential to normal operation. To do this, antivirus software will attempt to repair

the file. To do this, the software will try to remove the viral code from the file. Unfortunately,

some viruses might damage the file upon injection. The third action antivirus software can

take against a virus is deleting it. If a file repair operation fails, usually the best thing to do is

to just delete the file. Deleting the file is necessary if the entire file is infected. Because new

viruses are being created each day, the signature based detection approach requires frequent

updates of the virus signature dictionary. To assist the antivirus software companies, the

software may allow the user to upload new viruses or variants to the company. There, the

virus can be analyzed and the signature added to the dictionary.

Signature-based antivirus software typically examines files when the computer's operating

system creates, opens, closes, or e-mails them. In this way it can detect a known virus

immediately upon receipt. System administrators can schedule antivirus software to scan all

files on the computer's hard disk at a set time and date. Although the signature based

approach can effectively contain virus outbreaks in the right circumstances, virus authors

have tried to stay a step ahead of such software by writing "oligomorphic", "polymorphic"

and, more recently, "metamorphic" viruses, which encrypt parts of themselves or otherwise

modify themselves as a method of disguise, so as to not match virus signatures in the

dictionary. An emerging technique to deal with malware in general is whitelisting. Rather

than looking for only known bad software, this technique prevents execution of all computer

code except that which has been previously identified as trustworthy by the system

administrator. By following this "default deny" approach, the limitations inherent in keeping

virus signatures up to date are avoided. Additionally, computer applications that are

unwanted by the system administrator are prevented from executing since they are not on the

whitelist. Since modern enterprise organizations have large quantities of trusted applications,

the limitations of adopting this technique rests with the system administrators' ability to

properly inventory and maintain the whitelist of trusted applications. Viable implementations

of this technique include tools for automating the inventory and whitelist maintenance

processes.
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7. Open-Source Software

Open source software (OSS) began as a marketing campaign for free software. OSS can be

defined as computer software for which the human-readable source code is made available

under a copyright license (or arrangement such as the public domain) that meets the Open

Source Definition. This permits users to use, change, and improve the software, and to

redistribute it in modified or unmodified form. It is very often developed in a public,

collaborative manner. Open source software is the most prominent example of open source

development and often compared to user-generated content. A report by Standish Group says

that adoption of open source has resulted in savings of about $60 billion per year to

consumers. The free software movement was launched in 1983. In 1998, a group of

individuals advocated that the term free software should be replaced by open source software

(OSS) as an expression which is less ambiguous and more comfortable for the corporate

world. Software developers may want to publish their software with an open source license,

so that anybody may also develop the same software or understand how it works. Open

source software generally allows anyone to make a new version of the software, port it to

new operating systems and processor architectures, share it with others or market it. The

Open Source Definition, notably, presents an open source philosophy, and further defines a

boundary on the usage, modification and redistribution of open source software. Software

licenses grant rights to users which would otherwise be prohibited by copyright. These

include rights on usage, modification and redistribution. Several open source software

licenses have qualified within the boundary of the Open Source Definition. The most

prominent example is the popular GNU General Public License (GPL).

While open source presents a way to broadly make the sources of a product publicly

accessible, the open source licenses allow the authors to fine tune such access. The "open

source" label came out of a strategy session held in Palo Altoin reaction to Netscape's January

1998 announcement of a source code release for Navigator (as Mozilla). A group of

individuals at the session included Todd Anderson, Larry Augustin, John Hall, Sam Ockman,

Christine Peterson and Eric S. Raymond. They used the opportunity before the release of

Navigator's source code to clarify a potential confusion caused by the ambiguity of the word

"free" in English. The 'open source' movement is generally thought to have begun with this

strategy session. Many people, nevertheless, claimed that the birth of the Internet, since 1969,

started the open source movement, while others do not distinguish between open source and
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free software movements. The Free Software Foundation (FSF), started in 1985, intended the

word 'free' to mean "free as in free speech" and not "free as in free beer" with emphasis on

the positive freedom to distribute rather than a negative freedom from cost. Since a great deal

of free software already was (and still is) free of charge, such free software became

associated with zero cost, which seemed anti-commercial. The Open Source Initiative (OSI)

was formed in February 1998 by Eric S. Raymond and Bruce Perens. With at least 20 years

of evidence from case histories of closed development versus open development already

provided by the Internet, the OSI presented the 'open source' case to commercial businesses,

like Netscape. The OSI hoped that the usage of the label "open source," a term suggested by

Peterson of the Foresight Institute at the strategy session, would eliminate ambiguity,

particularly for individuals who perceive "free software" as anti-commercial. They sought to

bring a higher profile to the practical benefits of freely available source code, and they

wanted to bring major software businesses and other high-tech industries into open source.

Perens attempted to register "open source" as a service mark for the OSI, but that attempt was

impractical by trademark standards. Meanwhile, thanks to the presentation of Raymond's

paper to the upper management at Netscape (Raymond only discovered when he read the

Press Release, and was called by Netscape CEO Jim Barksdale's PA later in the day),

Netscape released its Navigator source code as open source, with favorable results.

8. Legitimacy of Intellectual Property Protection for Software

Software patent debate is the argument dealing with the extent to which it should be possible

to patent software and computer-implemented inventions as a matter of public policy. Policy

debate on software patents has been active for years. The opponents to software patents have

gained higher visibility with lower resources through the years than their pro-patent

opponents. Arguments and critiques have been focused mostly on the economic

consequences of software patents.

Protection

 Organizations should be able to protect their intellectual property.

 The US congress has stated that "anything under the sun made by man" deserves patent

protection to promote innovation.

 Some aspects of software are also covered by copyright law, but those are largely different

than the protection of ideas and innovation in the useful arts provided by patent law.
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 Protection for software by patents is already sufficiently limited.

 Inventions can only be patented if they are non-obvious. This reduces the chance of patents

being granted on mere algorithms with no technical effect or the granting of "trivial" patents

with no inventive step.

 Other countries such as the US, Australia and Japan do not have the same limits on software

patents and this puts pressure on Europe to expand the scope of protection.

 The limits in Europe are not sufficient in the eyes of opponents to software patents.

 Economic benefit

 The United States has led in creating companies, creating jobs, because it has had the best

intellectual-property system. This argument is for patents in general, particularly software

patents due to the leadership the U.S. has had in this area. Therefore, software patenting may

encourage the creation of software companies and jobs.

 Software patents resulting from the production of patentable ideas can increase the valuation

of small companies. Patent lawsuits are one of the only tools available to combat large

players in the software marketplace (e.g. Microsoft) and allow innovative small companies to

build a market of their own or at least receive fair compensation for their investment.

 Small companies can normally afford to patent the innovations they may have, as a software

patent costs, on average $20,000 and then many banks and other investors are available to

help with litigation costs.

9. Creative Commons

Creative Commons (CC) is a non-profit organization devoted to expanding the range of

creative works available for others to build upon legally and to share. The organization has

released several copyright licenses known as Creative Commons licenses. These licenses

allow creators to communicate which rights they reserve, and which rights they waive for the

benefit of other creators. Creative Commons has been described as being at the forefront of

the copyleft movement, which seeks to support the building of a richer public domain by

providing an alternative to the automatic "all rights reserved" copyright, dubbed "some rights

reserved." David Berry and Giles Moss have credited Creative Commons with generating

interest in the issue of intellectual property and contributing to the re-thinking of the role of

the "commons" in the "information age". Beyond that Creative Commons has provided

"institutional, practical and legal support for individuals and groups wishing to experiment

and communicate with culture more freely". Creative Commons works to counter what the
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organisation considers to be a dominant and increasingly restrictive permission culture.

According to LawrenceLessig, founder of Creative Commons, it is "a culture in which

creators get to create only with the permission of the powerful, or of creators from the past".

Lessigmaintains that modern culture is dominated by traditional content distributors in order

to maintain and strengthen their monopolies on cultural products such as popular music and

popular cinema, and that Creative Commons can provide alternatives to these restrictions.

The current CEO of Creative Commons is Joi Ito. Mike Linksvayer is vice president, John

Wilbanks is vice president of science, and Ahrash Bissell is the Executive Director of

ccLearn. Board The current Creative Commons Board includes: Hal Abelson, James Boyle

(Chair), Michael W. Carroll, Davis Guggenheim, Joi Ito, Lawrence Lessig, Laurie Racine,

Eric Saltzman, Molly Shaffer Van Houweling, Jimmy Wales, and Esther Wojcicki. The

Technical Advisory Board includes five members. These are: Hal Abelson, Ben Adida,

Barbara Fox, Don McGovern and Eric Miller. Hal Abelson also serves on the Creative

Commons Board. Creative Commons also has an Audit Committee, with two members.

These are: Molly Shaffer Van Houweling and Lawrence Lessig. Both serve on the Creative

Commons Board.

Mayer and Bettle explain what Creative Commons is.

There are 4 major permissions that are contained in Creative Commons licenses:

 Attribution (by) requires users to attribute a work's original author. All Creative Commons

licenses contain this option, but some now-deprecated licenses did not contain this

component.

 Authors can either not restrict modification, or use Share-alike (sa), which is a copyleft

requirement that requires that any derived works be licensed under the same license, or No

derivatives (nd), which requires that the work not be modified..

 Non-commercial (nc) requires that the work not be used for commercial purposes.

As of the current versions, all Creative Commons licenses allow the "core right" to

redistribute a work for non-commercial purposes without modification. The Non-commercial

and No derivatives options will make a work non-free. A Creative Commons license was first

tested in court in early 2006, when podcaster Adam Curry sued a Dutch tabloid who

published photos without permission from his Flickr page. The photos were licensed under

the Creative Commons Non-Commercial license. While the verdict was in favour of Curry,
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the tabloid avoided having to pay restitution to him as long as they did not repeat the offense.

An analysis of the decision states, "The Dutch Courts decision is especially noteworthy

because it confirms that the conditions of a Creative Commons license automatically apply to

the content licensed under it, and bind users of such content even without expressly agreeing

to, or having knowledge of, the conditions of the license." The original non-localized

Creative Commons licenses were written with the U.S.legal system in mind, so the wording

could be incompatible within different local legislations and render the licenses

unenforceable in various jurisdictions. To address this issue, Creative Commons International

has started to port the various licenses to accommodate local copyright and private law. As of

December 2008, there are 50 jurisdiction-specific licenses, with 8 other jurisdictions in

drafting process, and more countries joining the worldwide project. Creative Commons is

maintaining a content directory wiki of organizations and projects using Creative

Commonslicenses. On its website CC also provides case studies of projects using CC licenses

across the world. CC licensed content can also be accessed through a number of content

directories and search engines. On January 13, 2009 broadcasting content from Al Jazeera

was released as creative commons.

In Section 3 of this course you will cover these topics:
Privacy

Computer And Network Security

Topic : Privacy

Topic Objective:

At the end of the topic student will be able to understand:

 Perspectives on Privacy

 Disclosing Information

 U.S. Legislation

 Public Records

 U.S. Legislation Authorizing Wiretapping

 Data Mining
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 Identity Theft

 Encryption

Definition/Overview:

Privacy: Privacy is the ability of an individual or group to seclude themselves or information

about themselves and thereby reveal themselves selectively. The boundaries and content of

what is considered private differ among cultures and individuals, but share basic common

themes. Privacy is sometimes related to anonymity, the wish to remain unnoticed or

unidentified in the public realm. When something is private to a person, it usually means

there is something within them that is considered inherently special or personally sensitive.

The degree to which private information is exposed therefore depends on how the public will

receive this information, which differs between places and over time. Privacy can be seen as

an aspect of security one in which trade-offs between the interests of one group and another

can become particularly clear.

Disclosure: Disclosure means the giving out of information, either voluntarily or to be in

compliance with legal regulations or workplace rules.

Public records :Public records refers to information that has been filed or recorded by local,

state, federal or other government agencies, such as corporate and property records. Public

records are created by the federal and local government, (vital records, immigration records,

real estate records, driving records, criminal records, etc.) or by the individual (magazine

subscriptions, voter registration, etc.). Most essential public records are maintained by the

government and many are accessible to the public either free-of-charge or for an

administrative fee. Availability is determined by federal, state, and local regulations.

Telephone tapping: Telephone tapping (or wire tapping/wiretapping in the USA) is the

monitoring of telephone and Internet conversations by a third party, often by covert means.

The telephone tap or wire tap received its name because, historically, the monitoring

connection was applied to the wires of the telephone line being monitored and drew off or

tapped a small amount of the electrical signal carrying the conversation to gain knowledge of

the information it contains. Legalized wiretapping by police or other recognized perental is

otherwise known as lawful interception. Active Passive wiretapping attempts only to observe

the flow,and wiretapping attempts to alter the data or otherwise affect the flow of data.
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Data mining is the process of extracting hidden patterns from data. As more data is gathered,

with the amount of data doubling every three years, data mining is becoming an increasingly

important tool to transform this data into information. It is commonly used in a wide range of

profiling practices, such as marketing, fraud detection and scientific discovery. Data mining

can be applied to data sets of any size. However, while it can be used to uncover hidden

patterns in data that has been collected, obviously it can neither uncover patterns which are

not already present in the data, nor can it uncover patterns in data that has not been collected.

Identity theft: Identity theft is a crime used to refer to fraud that involves someone

pretending to be someone else in order to steal money or get other benefits. The term is

relatively new and is actually a misnomer, since it is not inherently possible to steal an

identity, only to use it. The person whose identity is used can suffer various consequences

when he or she is held responsible for the perpetrator's actions. In many countries specific

laws make it a crime to use another person's identity for personal gain.

Encryption: In cryptography, encryption is the process of transforming information (referred

to as plaintext) using an algorithm (called cipher) to make it unreadable to anyone except

those possessing special knowledge, usually referred to as a key. The result of the process is

encrypted information (in cryptography, referred to as ciphertext). In many contexts, the

word encryption also implicitly refers to the reverse process, decryption (e.g. software for

encryption can typically also perform decryption), to make the encrypted information

readable again (i.e. to make it unencrypted).

Key Points:

1. Perspectives on Privacy

Privacy is the ability of an individual or group to seclude them or information about

themselves and thereby reveal themselvesselectively. The boundaries and content of what is

considered private differ among cultures and individuals, but share basic common themes.

Privacy is sometimes related to anonymity, the wish to remain unnoticed or unidentified in

the public realm. When something is private to a person, it usually means there is something

within them that is considered inherently special or personally sensitive. The degree to which

private information is exposed therefore depends on how the public will receive this

information, which differs between places and over time. Privacy can be seen as an aspect of
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security one in which trade-offs between the interests of one group and another can become

particularly clear. There have been attempts to reframe privacy as a fundamental human right,

whose social value is an essential component in the functioning of democratic societies.

Additional ways of thinking about privacy have been explored by researchers largely outside

of the field of law using various approaches that work towards a concept of privacy beyond

individual liberalism. Amitai Etzionisuggests a communitarian approach to privacy. This

requires a shared moral culture for establishing social order . Etzioni believes that

"[p]rivacyis merely one good among many others", and that technological effects depend on

community accountability and oversight (ibid). He claims that privacy laws only increase

government surveillance . Priscilla Regan believes that individual concepts of privacy have

failed philosophically and in policy. She supports a social value of privacy with three

dimensions: shared perceptions, public values, and collective components. Shared ideas about

privacy allows freedom of conscience and diversity in thought. Public values guarantee

democratic participation, including freedoms of speech and association, and limits

government power. Collective elements describe privacy as collective good that cannot be

divided. Regan's goal is to strengthen privacy claims in policy making: "if we did recognize

the collective or public-good value of privacy, as well as the common and public value of

privacy, those advocating privacy protections would have a stronger basis upon which to

argue for its protection". Leslie Regan Shade argues that the human right to privacy is

necessary for meaningful democratic participation, and ensures human dignity and autonomy.

Privacy depends on norms for how information is distributed, and if this is appropriate.

Violations of privacy depend on context. The human right to privacy has precedent in the

United Nations Declaration of Human Rights: "Everyone has the right to freedom of opinion

and expression; this right includes freedom to hold opinionswithout interference and to seek,

receive and impart information and ideas through any media and regardless of frontiers" .

Shade believes that privacy must be approached from a people-centered perspective, and not

through the marketplace .

2. Disclosing Information

Disclosure means the giving out of information, either voluntarily or to be in compliance with

legal regulations or workplace rules.

 In Computer security, full disclosure means disclosing full information about vulnerabilities.

 In computing, disclosure widget
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 Journalism, full disclosure refers to disclosing the interests of the writer which may bear on

the subject being written about, for example, if the writer has worked with an interview

subject in the past.

 The law of England and Wales, disclosure refers to a process that may form part of legal

proceedings, whereby parties inform ("disclose") to other parties the existence of any relevant

documents that are, or have been, in their control. This compares with the process known as

discovery in the course of legal proceedings in the United States.

 In U.S. civil procedure (litigation rules for civil cases), disclosure is a stage prior to trial. In

civil cases, each party must disclose to the opposing party the following: names of witnesses

which it may use to support its side, copies of documents (or mere description of these

documents) in its control which it may use to support its side, computation of damages

claimed, and certain insurance information. Disclosure is related to, but technically prior to,

the discovery stage.

 In Company law (known as "corporate law" in the United States), disclosure refers to giving

out information about public or limited companies or their officers, which might be kept

secret if the company was a private company or a partnership.

 In real property transactions, disclosure refers to providing to a buyer information known to

the seller or broker/agent concerning the condition or other aspects of real property that

would affect the property's value or desirability. These rules regarding what information must

be disclosed, and whether the information must be disclosed even if a buyer does not ask,

vary from one jurisdiction to the next.

 To individuals with disabilities, disclosure refers to informing others as to one's disability.

This is typically done in a school or work environment and is needed to request

accommodations.

3. U.S. Legislation

Privacy is the ability of an individual or group to seclude themselves or information about

themselves and thereby reveal themselves selectively. The boundaries and content of what is

considered private differ among cultures and individuals, but share basic common themes.

Privacy is sometimes related to anonymity, the wish to remain unnoticed or unidentified in

the public realm. When something is private to a person, it usually means there is something

within them that is considered inherently special or personally sensitive. The degree to which

private information is exposed therefore depends on how the public will receive this
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information, which differs between places and over time. Privacy can be seen as an aspect of

security one in which trade-offs between the interests of one group and another can become

particularly clear. Privacy law is the area of law concerning the protecting and preserving of

privacy rights of individuals. While there is no universally accepted privacy law among all

countries, some organizations promote certain concepts be enforced by individual countries.

For example, the Universal Declaration of Human Rights, article 12, states: No one shall be

subjected to arbitrary interference with his privacy, family, home or correspondence, nor to

attacks upon his honor and reputation. Everyone has the right to the protection of the law

against such interference or attacks.

For Europe, Article 8 of the European Convention on Human Rights guarantees the right to

respect for private and family life, one's home and correspondence. The European Court of

Human Rights in Strasbourghas developed a large body of jurisprudence defining this

fundamental right to privacy. The European Union requires all member states to legislate to

ensure that citizens have a right to privacy, through directives such as the 1995 Directive

95/46/EC on the protection of personal data. It is regulated in the United Kingdom by the

Data Protection Act 1998 and in Francedata protection is also monitored by the CNIL, a

governmental body which must authorize legislation concerning privacy before them being

enacted. In the United Kingdom, it is not possible to bring an action for invasion of privacy.

An action may be brought under another tort and privacy must then be considered under EC

law. In the UK, it is sometimes a defense that disclosure of private information was in the

public interest. Concerning privacy laws of the United States, privacy is not guaranteed per se

by the Constitution of the United States. The Supreme Court of the United States has found

that other guarantees have "penumbras" that implicitly grant a right to privacy against

government intrusion, for example in Griswold v. Connecticut (1965). In the United States,

the right of freedom of speech granted in the First Amendment has limited the effects of

lawsuits for breach of privacy. Privacy is regulated in the U.S. by the Privacy Act of 1974,

and various state laws. Canadian privacy law is governed federally by multiple acts,

including the Canadian Charter of Rights and Freedoms, and the Privacy Act (Canada).

Mostly this legislation concerns privacy infringement by government organizations. Data

privacy was first addressed with the Personal Information Protection and Electronic

Documents Act, and provincial-level legislation also exists to account for more specific cases

personal privacy protection against commercial organizations.
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4. Public Records

Public records refers to information that has been filed or recorded by local, state, federal or

other government agencies, such as corporate and property records. Public records are created

by the federal and local government, (vital records, immigration records, real estate records,

driving records, criminal records, etc.) or by the individual (magazine subscriptions, voter

registration, etc.). Most essential public records are maintained by the government and many

are accessible to the public either free-of-charge or for an administrative fee. Availability is

determined by federal, state, and local regulations. Access to public records in the US at the

federal level is guided by the Freedom of Information Act (FOIA). Each state has its own

version of FOIA. For example, in Colorado there is the Colorado Open Records Act (CORA)

and in New Jersey the law is known as the Open Public Records Act (OPRA). There are

many degrees of accessibility to public records between states, with some making it fairly

easy to request and receive documents, and others with many exemptions and restricted

categories of documents. One state that is fairly responsive to public records requests is New

York, which utilizes the Committee on Open Government to assist citizens with their

requests. A state that is fairly restrictive in how they respond to public records requests is

Pennsylvania, where the law currently presumes that all documents are exempt from

disclosure, unless they can be proven otherwise.

With the advent of the Internet and the Information Age, access to public records in the

U.S.to anyone who wishes to view them has dramatically increased. Third-parties such as the

information broker industry make regular use of public records to compile profiles on

millions of people that are easily accessible to anyone at the click of a mouse, and sometimes

make a profit from the service of re-compiling and mining the data. Many private matters

such as the full accounts of divorce cases, insurance lawsuits, voter registration (varying from

state to state), and almost any other transactions people make with the government or do

through a courthouse, is put into public records and made available for all eyes of society.

Employers regularly do background checks either on their own or through information

agencies, and often come across information about a job applicant that can impact on the job

decision process. For instance, driving records would be important to a school district looking

to hire a bus driver. And criminal histories would be important to a child care facility that is

hiring a staff person. The institution of public records was created to make the government

accountable for its actions and to make operation of the government transparent[verification
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needed]. However, the advent of the Information Age and electronic databases has promoted

efficient large-scale shuffling and mass-compilation of personal information that some

believe has created a "dossier society" -- a society in which everyone is subject to perpetual

electronic profiles that document and amass everything known about an individual's private

life. This has the effect and prognosis of invading the privacy of millions, preventing any

social forgiveness for embarrassing matters that go through courts (civil and criminal) no

matter how much time goes by, and creating a growing disenfranchised group of society.

5. U.S. Legislation Authorizing Wiretapping

Telephone tapping (or wire tapping/wiretapping in the USA) is the monitoring of telephone

and Internet conversations by a third party, often by covert means. The telephone tap or wire

tap received its name because, historically, the monitoring connection was applied to the

wires of the telephone line being monitored and drew off or tapped a small amount of the

electrical signal carrying the conversation to gain knowledge of the information it contains.

Legalized wiretapping by police or other recognized perental is otherwise known as lawful

interception. Active Passive wiretapping attempts only to observe the flow,and wiretapping

attempts to alter the data or otherwise affect the flow of data. Telephone line control device

"Jitka", used in late 60's of 20th century by Czech StB to signal line occupancy, and connect

a recorder Telephone tapping is officially strictly controlled in many countries to safeguard

an individual's privacy; this is the case in all developed democracies. In theory, telephone

tapping often needs to be authorized by a court, and is, again in theory, normally only

approved when evidence shows it is not possible to detect criminal or subversive activity in

less intrusive ways; often the law and regulations require that the crime investigated must be

at least of a certain severity. In many jurisdictions however, permission for telephone tapping

is easily obtained on a routine basis without further investigation by the court or other entity

granting such permission. Illegal or unauthorisedtelephone tapping is often a criminal

offense. However, in certain jurisdictions such as Germany, courts will accept illegally

recorded phone calls without the other party's consent as evidence . In the United States,

federal agencies may be authorized to engage in wiretaps by the United States Foreign

Intelligence Surveillance Court, a court with secret proceedings, in certain circumstances.

Under United States federal law and most state laws there is nothing illegal about one of the

parties to a telephone call recording the conversation, or giving permission for calls to be

recorded or permitting their telephone line to be tapped. However the Telephone recording
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laws in some U.S.states require only one party to be aware of the recording, while other states

require both parties to be aware. It is considered better practice to announce at the beginning

of a call that the conversation is being recorded.

In the most recent issue concerning warrantless wiretapping, earlier in 2007 a Foreign

Intelligence Surveillance Act (FISA) court ruled that it increased restraints on the National

Security Agency (NSA). The new court ruling requires the NSA to obtain a warrant when

intercepting or eavesdropping on foreign-to-foreign intelligence if it passes through any U.S.

networks. The Bush Administration in response to this passed a stopgaplegislation very

quickly through congress that only temporarily relieves the NSA of this prior ruling. Director

of National Intelligence Mike McConnell said to Congress that the new ruling could

potentially decrease the amount of useful information they collected on groups like al Qaeda

by almost two thirds. He also stated that applying for a warrant can run up to 90 pages and

can be time consuming and labor intensive. Very active in this issue is The American Civil

Liberties Union (ACLU). The ACLU has brought about many legal cases challenging the

constitutionality of the bill, asserting that it violates Americans' right to free speech and

privacy. They have filed lawsuits, motions, and complaints in over 27 states so far to oppose

any legislation that encourages unchecked government surveillance. In response to the

government arguments, Caroline Fredrickson, Director of the ACLU Washington Legislative

Office has said of the bill: Where will Congress go from here? More unfettered power for an

administration that has no respect for the privacy of the citizenry that elected it? The stopgap

that was hastily put in place by the Bush Administration expires in February 2008 but

Congress and FISA are trying to reach a compromise on the details of the bill to be passed.

To reach a compromise both sides are reaching a middle ground on determining when a

warrant is or is not necessary. ACLU advocates are pushing to require NSA to provide

individual warrants when Americans are involved and on the other hand, U.S.intelligence

agencies and the Administration would like as few obstacles in their way of intercepting

private information. Both sides have both shown the possibility for a compromise to accept a

Bill that would require a FISA court to approve NSAs procedures while intercepting foreign

intelligence when it involves Americans. However, a new addition to this bill, that was

recently insisted on by President Bush and Mike McConnell, would grant immunity to

telecommunications companies for any "intelligence activity involving communications" that

was "designed to detect or prevent a terrorist attack" or attack preparations. The Bush

Administration has acknowledged that intelligence agencies conducted warrantless
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eavesdropping on Americans with the help of Telecom companies such as Verizon, AT&T,

and Qwest. All three of these Telecom companies face multiple civil lawsuits related to their

handling of phone records and the passing of this bill would grant them immunity.

6. Data Mining

Data mining is the process of extracting hidden patterns from data. As more data is gathered,

with the amount of data doubling every three years, data mining is becoming an increasingly

important tool to transform this data into information. It is commonly used in a wide range of

profiling practices, such as marketing, fraud detection and scientific discovery. Data mining

can be applied to data sets of any size. However, while it can be used to uncover hidden

patterns in data that has been collected, obviously it can neither uncover patterns which are

not already present in the data, nor can it uncover patterns in data that has not been collected.

Knowledge Discovery in Databases (KDD), is the name coined by Gregory Piatetsky-Shapiro

to describe the process of finding interesting,interpreted,useful and novel data. There are

many nuances to this process, but roughly the steps are to preprocess raw data, mine the data,

and interpret the results. Pre-processing Oncethe objective for the KDD process is known, a

target data set must be assembled. As data mining can only uncover patterns already present

in the data, the target dataset must be large enough to contain these patterns while remaining

concise enough to be mined in an acceptable timeframe. A common source for data is a

datamart or data warehouse. The target set is then cleaned. Cleaning removes the

observations with noise and missing data. The clean data is reduced into feature vectors, one

vector per observation. A feature vector is a summarized version of the raw data observation.

For example, a black and white image of a face which is 100px by 100px would contain

10,000 bits of raw data. This might be turned into a feature vector by locating the eyes and

mouth in the image. Doing so would reduce the data for each vector from 10,000 bits to three

codes for the locations, dramatically reducing the size of the dataset to be mined, and hence

reducing the processing effort. The feature(s) selected will depend on what the objective(s)

is/are; obviously, selecting the "right" feature(s) is fundamental to successful data mining.

The feature vectors are divided into two sets, the "training set" and the "test set". The training

set is used to "train" the data mining algorithm(s), while the test set is used to verify the

accuracy of any patterns found.
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6.1 Data mining

Data mining commonly involves four classes of task:

o Classification - Arranges the data into predefined groups. For example an email

program might attempt to classify an email as legitimate or spam. Common

algorithms include Nearest neighbor, Naive Bayes classifier and Neural network.

o Clustering - Is like classification but the groups are not predefined, so the algorithm

will try to group similar items together.

o Regression - Attempts to find a function which models the data with the least error.

A common method is to use Genetic Programming.

o Association rule learning - Searches for relationships between variables. For

example a supermarket might gather data of what each customer buys. Using

association rule learning, the supermarket can work out what products are

frequently bought together, which is useful for marketing purposes. This is

sometimes referred to as "market basket analysis".

The final step of KDD is to evaluate the patterns produced by the datamining algorithms. Not

all patterns found by the datamining algorithms are necessarily valid. It is common for the

datamining algorithms to find patterns in the training set which are not present in the general

data set, this is called overfitting. To overcome this, the evaluation uses a "test set" of data

which the dataminingalgorithm was not trained on. The learnt patterns are applied to this "test

set" and the resulting output is compared to the desired output. For example, a datamining

algorithm trying to distinguish spam from legitimate emails would be trained on a "training

set" of sample emails. Once trained, the learnt patterns would be applied to the "test set" of

emails which it had not been trained on, the accuracy of these patterns can then be measured

from how many emails they correctly classify. A number of statistical methods may be used

to evaluate the algorithm such as ROC curves.

If the learnt patterns do not meet the desired standards, then it is necessary to reevaluate and

change the preprocessing and datamining. If the learnt patterns do meet the desired standards

then the final step is to interpret the learnt patterns and turn them into knowledge.
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7. Identity Theft

Techniques for obtaining personal information

In most cases, a criminal needs to obtain personally identifiable information or documents

about an individual in order to impersonate them. They may do this by:

 Stealing mail or rummaging through rubbish containing personal information (dumpster

diving)

 Retrieving information from redundant equipment, like computer servers that have been

disposed of carelessly, e.g. at public dump sites, given away without proper sanitizing etc.

 Researching about the victim in government registers, internet search engines, or public

records search services.

 Stealing payment or identification cards, either by pickpocketing or surreptitiously by

skimming through a compromised card reader

 Remotely reading information from an RFID chip on a smart card, RFID-enabled credit card,

or passport

 Eavesdropping on public transactions to obtain personal data (shoulder surfing)

 Stealing personal information from computers and computer databases (Trojan horses,

hacking and Zero day attacks)

 Data breach that results in the public (i.e. posted on the internet) or easily-obtainable (i.e.

printed on a mailing label) display of sensitive information such as a Social Security number

or credit card number.

 Advertising bogus job offers (either full-time or work from home based) to which the victims

will reply with their full name, address, curriculum vitae, telephone numbers, and banking

details

 Infiltration of organizations that store large amounts of personal information

 Impersonating a trusted company/institution/organization in an electronic communication to

promote revealing of personal information (phishing)

 Obtaining castings of fingers for falsifying fingerprint identification.

 Browsing social network (MySpace, Facebook, Bebo etc) sites, online for personal details

that have been posted by users

 Changing your address thereby diverting billing statements to another location to either get

current legitimate account info or to delay discovery of fraudulent accounts.
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 Using false pretenses to trick a business (usually through a customer service representative)

into disclosing customer information (pretexting)

The acquisition of personal identifiers is made possible through serious breaches of privacy.

For consumers, this is usually due to personal naivet about who they provide their

information to. In some cases the criminal obtains documents or personal identifiers through

physical theft (e.g. vehicle break-ins and home invasions). Guardianship of personal

identifiers by consumers is the most common intervention strategy recommended by the US

Federal Trade Commission, Canadian Phone Busters and most sites that address identity

theft. Personal guardianship issues include recommendations on what consumers may do to

prevent their information getting into the wrong hands. The strongest protection against

identity theft is not to identify at all - thereby ensuring that information cannot be reused to

impersonate an individual elsewhere. As such, identify theft is often a question of too little

privacy or too much identification. Many activities and organizations in a modern society

require people to provide personal identifiers (Social Security number, national identification

number, drivers license number, credit card number, etc), and in some cases the knowledge of

personal identifiers is treated as proof of identity. This is sometimes done as a convenience or

to enable transactions by telephone or the internet, however it can also make it more difficult

for individuals to protect themselves from identity theft. To protect an individuals from

online identity theft by phishing, hacking or Zero day attacks online consumers are advised

by e-retailers to ensure their computer security and [|operating systems] are fully up-to-date.

In some cases an identity thief will attempt to impersonate a deceased individual. Frequently

credit checks or other types of verification are not cross referenced with death certificates, so

the crime may go unchecked for some time unless the deceased's family detects it and takes

steps to prevent further fraud. In recent years, many commercial identity theft protection

services have been started by companies in the United States. These services purport to help

protect the individual from identity theft or help detect that identity theft has occurred in

exchange for a monthly or annual membership fee. The services typically work either by

setting fraud alerts on the individual's credit files with the three major credit bureaus or by

setting up credit report monitoring with the credit bureaus. While identity theft protection

services have been heavily marketed, their value has been called into question.
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8. Encryption

In cryptography, encryption is the process of transforming information (referred to as

plaintext) using an algorithm (called cipher) to make it unreadable to anyone except those

possessing special knowledge, usually referred to as a key. The result of the process is

encrypted information (in cryptography, referred to as ciphertext). In many contexts, the

word encryption also implicitly refers to the reverse process, decryption (e.g. software for

encryption can typically also perform decryption), to make the encrypted information

readable again (i.e. to make it unencrypted). Encryption has long been used by militaries and

governments to facilitate secret communication. Encryption is now used in protecting

information within many kinds of civilian systems, such as computers, storage devices (e.g.

USB flash drives), networks (e.g. the Internet, e-commerce), mobile telephones, wireless

microphones, wireless intercom systems, Bluetooth devices and bank automatic teller

machines. Encryption is also used in digital rights management to prevent unauthorized use

or reproduction of copyrighted material and in software also to protect against reverse

engineering. Encryption, by itself, can protect the confidentiality of messages, but other

techniques are still needed to protect the integrity and authenticity of a message; for example,

verification of a message authentication code (MAC) or a digital signature. Standards and

cryptographic software and hardware to perform encryption are widely available, but

successfully using encryption to ensure security may be a challenging problem. A single slip-

up in system design or execution can allow successful attacks. Sometimes an adversary can

obtain unencrypted information without directly undoing the encryption. See, e.g., traffic

analysis, TEMPEST, or Trojan horse. One of the earliest public key encryption applications

was called Pretty Good Privacy (PGP), according to Paul Rubens. It was written in 1991 by

Phil Zimmermann and was bought by Network Associates in 1997 and is now called PGP

Corporation. There are a number of reasons why an encryption product may not be suitable in

all cases. First e-mail must be digitally signed at the point it was created to provide non-

repudiation for some legal purposes, otherwise the sender could argue that it was tampered

with after it left their computer but before it was encrypted at a gateway according to Paul.

An encryption product may also not be practical when mobile users need to send e-mail from

outside the corporate network.
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Topic : Computer And Network Security

Topic Objective:

At the end of the topic student will be able to understand:

 Network security

 Viruses, Worms, and Trojan Horses

 Phreaks and Hackers

 Denial-of-Service Attacks

 Online Voting

Definition/Overview:

Network security : Network security consists of the provisions made in an underlying

computer network infrastructure, policies adopted by the network administrator to protect the

network and the network-accessible resources from unauthorized access and consistent and

continuous monitoring and measurement of its effectiveness (or lack) combined together.

A computer virus: A computer virus is a computer program that can copy itself and infect a

computer without the permission or knowledge of the user. The term "virus" is also

commonly but erroneously used to refer to other types of malware, adware and spyware

programs that do not have the reproductive ability. A true virus can only spread from one

computer to another (in some form of executable code) when its host is taken to the target

computer; for instance because a user sent it over a network or the Internet, or carried it on a

removable medium such as a floppy disk, CD, or USB drive. Viruses can increase their

chances of spreading to other computers by infecting files on a network file system or a file

system that is accessed by another computer. In common usage, a hacker is a person who

breaks into computers. The subculture that has evolved around hackers is often referred to as

the computer underground. Proponents claim to be motivated by artistic and political ends,

but are often unconcerned about the use of criminal means to achieve them.

A denial-of-service attack: A denial-of-service attack (DoS attack) or distributed denial-of-

service attack (DDoS attack) is an attempt to make a computer resource unavailable to its

intended users. Although the means to carry out, motives for, and targets of a DoS attack may
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vary, it generally consists of the concerted efforts of a person or persons to prevent an

Internet site or service from functioning efficiently or at all, temporarily or indefinitely.

Perpetrators of DoS attacks typically target sites or services hosted on high-profile web

servers such as banks, credit card payment gateways, and even root nameservers.

Electronic voting: Electronic voting (also known as e-voting) is a term encompassing

several different types of voting, embracing both electronic means of casting a vote and

electronic means of counting votes.

Key Points:

1. Network security

Network security consists of the provisions made in an underlying computer network

infrastructure, policies adopted by the network administrator to protect the network and the

network-accessible resources from unauthorized access and consistent and continuous

monitoring and measurement of its effectiveness (or lack) combined together. A computer

virus is a computer program that can copy itself and infect a computer without the permission

or knowledge of the user. The term "virus" is also commonly but erroneously used to refer to

other types of malware, adware and spyware programs that do not have the reproductive

ability. A true virus can only spread from one computer to another (in some form of

executable code) when its host is taken to the target computer; for instance because a user

sent it over a network or the Internet, or carried it on a removable medium such as a floppy

disk, CD, or USB drive. Viruses can increase their chances of spreading to other computers

by infecting files on a network file system or a file system that is accessed by another

computer. In common usage, a hacker is a person who breaks into computers. The subculture

that has evolved around hackers is often referred to as the computer underground. Proponents

claim to be motivated by artistic and political ends, but are often unconcerned about the use

of criminal means to achieve them. A denial-of-service attack (DoSattack) or distributed

denial-of-service attack (DDoSattack) is an attempt to make a computer resource unavailable

to its intended users. Although the means to carry out, motives for, and targets of a DoS

attack may vary, it generally consists of the concerted efforts of a person or persons to

prevent an Internet site or service from functioning efficiently or at all, temporarily or

indefinitely. Perpetrators ofDoS attacks typically target sites or services hosted on high-

profile web servers such as banks, credit card payment gateways, and even root nameservers.
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Electronic voting (also known as e-voting) is a term encompassing several different types of

voting, embracing both electronic means of casting a vote and electronic means of counting

votes.

Network security consists of the provisions made in an underlying computer network

infrastructure, policies adopted by the network administrator to protect the network and the

network-accessible resources from unauthorized access and consistent and continuous

monitoring and measurement of its effectiveness (or lack) combined together. The terms

network security and information security are often used interchangeably, however network

security is generally taken as providing protection at the boundaries of an organization,

keeping the bad guys (e.g. black hat hackers, script kiddies, etc.) out. Network security

systems today are mostly effective, so the focus has shifted to protecting resources from

attack or simple mistakes by people inside the organization, e.g. with Digital Leak Protection

(DLP). One response to this insider threat in network security is to compartmentalize large

networks, so that an employee would have to cross an internal boundary and be authenticated

when they try to access privileged information. Information security is explicitly concerned

with all aspects of protecting information resources, including network security and DLP.

Network security concepts Network security starts from authenticating any user, commonly

(one factor authentication) with a username and a password (something you know). With two

factor authentication something you have is also used (e.g. a security token or 'dongle', an

ATM card, or your mobile phone), or with three factor authentication something you are is

also used (e.g. a fingerprint or retinal scan). Once authenticated, a stateful firewall enforces

access policies such as what services are allowed to be accessed by the network users.

Though effective to prevent unauthorized access, this component fails to check potentially

harmful content such as computer worms being transmitted over the network. An intrusion

prevention system (IPS) helps detect and inhibit the action of such malware. An anomaly-

based intrusion detection system also monitors network traffic for suspicious content,

unexpected traffic and other anomalies to protect the network e.g. from denial of service

attacks or an employee accessing files at strange times. Communication between two hosts

using the network could be encrypted to maintain privacy. Individual events occurring on the

network could be tracked for audit purposes and for a later high level analysis. Honeypots,

essentially decoy network-accessible resources, could be deployed in a network as

surveillance and early-warning tools. Techniques used by the attackers that attempt to

compromise these decoy resources are studied during and after an attack to keep an eye on
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new exploitation techniques. Such analysis could be used to further tighten security of the

actual network being protected by the honeypot. A useful summary of standard concepts and

methods in network security is given by in the form of an extensible ontology of network

security attacks.

2. Viruses, Worms, and Trojan Horses

A computer virus is a computer program that can copy itself and infect a computer without

the permission or knowledge of the user. The term "virus" is also commonly but erroneously

used to refer to other types of malware, adware and spyware programs that do not have the

reproductive ability. A true virus can only spread from one computer to another (in some

form of executable code) when its host is taken to the target computer; for instance because a

user sent it over a network or the Internet, or carried it on a removable medium such as a

floppy disk, CD, or USB drive. Viruses can increase their chances of spreading to other

computers by infecting files on a network file system or a file system that is accessed by

another computer. Viruses are sometimes confused with computer worms and Trojan horses,

which are technically different. A worm can spread itself to other computers without needing

to be transferred as part of a host, and a Trojan horse is a program that appears harmless but

has a hidden agenda. Worms and Trojans, like viruses, may cause harm to either a computer

system's hosted data, functional performance, or networking throughput, when they are

executed. Some viruses and other malware have symptoms noticeable to the computer user,

but most are surreptitious. This makes it hard for the average user to notice, find and disable

and is why specialist anti-virus programs are now commonplace. Most personal computers

are now connected to the Internet and to local area networks, facilitating the spread of

malicious code. Today's viruses may also take advantage of network services such as the

World Wide Web, e-mail, Instant Messaging and file sharing systems to spread, blurring the

line between viruses and worms. Furthermore, some sources use an alternative terminology in

which a virus is any form of self-replicating malware.

The Creeper virus was first detected on ARPANET, the forerunner of the Internet in the early

1970s. It propagated via the TENEX operating system and could make use of any connected

modem to access remote computers and infect them. It would display the message "I'M THE

CREEPER : CATCH ME IF YOU CAN." It is possible that the Reaper program, which

appeared shortly after and sought out copies of the Creeper and deleted them, may have been

written by the creator of the Creeper in a fit of regret. A common misconception is that a
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program called "Rother J" was the first computer virus to appear "in the wild" that is, outside

the single computer or lab where it was created, but that claim is false. See the Timeline of

notable computer viruses and worms for other earlier viruses. It was, however, the first virus

to infect computers "in the home." Written in 1982 by Richard Skrenta, it attached itself to

the Apple DOS 3.3 operating system and spread via floppy disk. This virus was originally a

joke, created by a high school student. It was injected in a game on a floppy disk. On its 50th

use the Elk Cloner virus would be activated, infecting the computer and displaying a short

poem beginning "Elk Cloner: The program with a personality." The first PC virus in the wild

was a boot sector virus dubbed (c)Brain, created in 1986 by the FarooqAlvi Brothers,

operating out of Lahore, Pakistan. The brothers reportedly created the virus to deter pirated

copies of software they had written. However, analysts have claimed that the Asharvirus, a

variant of Brain, possibly predated it based on code within the virus. Before computer

networks became widespread, most viruses spread on removable media, particularly floppy

disks. In the early days of the personal computer, many users regularly exchanged

information and programs on floppies. Some viruses spread by infecting programs stored on

these disks, while others installed themselves into the disk boot sector, ensuring that they

would be run when the user booted the computer from the disk, usually inadvertently. PCs of

the era would attempt to boot first from a floppy if one had been left in the drive. This was

the most successful infection strategy until floppy disks fell from favour and boot sector

viruses were the most common in the wild for many years.. Traditional computer viruses

emerged in the 1980s, driven by the spread of personal computers and the resultant increase

in BBS, modem use, and software sharing. Bulletin board driven software sharing contributed

directly to the spread of Trojan horse programs, and viruses were written to infect popularly

traded software. Shareware and bootleg software were equally common vectors for viruses on

BBS's. Within the "pirate scene" of hobbyists trading illicit copies of retail software, traders

in a hurry to obtain the latest applications and were easy targets for viruses.

Since the mid-1990s, macro viruses have become common. Most of these viruses are written

in the scripting languages for Microsoft programs such as Word and Excel and spread

throughout Microsoft Office by infecting documents and spreadsheets. Since Word and Excel

were also available for Mac OS, most could also spread onto Macintosh computers as well.

Although the majority of these viruses did not have the ability to send infected e-mail, those

viruses which did took advantage of the Microsoft Outlook COM interface. Macro viruses

pose unique problems for detection software. For example, some versions of Microsoft Word
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allowed macros to replicate themselves with additional blank lines. The virus behaved

identically but would be misidentified as a new virus. Additionally, if two macro viruses

simultaneously infect a document, the combination of the two, if also self-replicating, can

appear as a "mating" of the two and would likely be detected as a virus unique from the

"parents." A virus may also send a web address link as an instant message to all the contacts

on an infected machine. If the recipient, thinking the link is from a friend (a trusted source)

follows the link to the website, the virus hosted at the site may be able to infect this new

computer and continue propagating. The newest species of the virus family is the cross-site

scripting virus. The virus emerged from research and was academically demonstrated in

2005. This virus utilizes cross-site scripting vulnerabilities to propagate. Since 2005 there

have been multiple instances of the cross-site scripting viruses in the wild, most notable sites

affected have been MySpace and Yahoo.

3. Phreaks and Hackers

In common usage, a hacker is a person who breaks into computers. The subculture that has

evolved around hackers is often referred to as the computer underground. Proponents claim to

be motivated by artistic and political ends, but are often unconcerned about the use of

criminal means to achieve them. Hacking developed alongside Phone Phreaking, a term

referred to exploration of the phone network without authorization, and there has often been

overlap between both technology and participants. Bruce Sterling traces the roots of the

computer underground to the Yippies, a 1960s counterculture movement which published the

Technological Assistance Program newsletter. Artifacts and customs The computer

underground is heavily dependent on technology. It has produced its own slang and various

forms of unusual alphabet use, for example 1337speak. Political attitude usually includes

views for freedom of information, freedom of speech, a right for anonymity and most have a

strong opposition against copyright. Writing programs and performing other activities to

support these views is referred to as hacktivism. Some go as far as seeing illegal cracking

ethically justified for this goal; the most common form is website defacement. The computer

underground is frequently compared to the Wild West: a male-dominated Frontier to conquer.

It is common among hackers to use aliases for the purpose of concealing identity, rather than

revealing their real names. Hacker groups The computer underground is supported by regular

real-world gatherings called hacker conventions or "hacker cons". These have drawn more

people every year including SummerCon(Summer), DEF CON, HoHoCon (Christmas), and
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H.O.P.E.. They have helped expand the definition and solidify the importance of the

computer underground.

Several subgroups of the computer underground with different attitudes and aims use

different terms to demarcate themselves from each other, or try to exclude some specific

group with which they do not agree. Eric S. Raymond advocates that members of the

computer underground should be called crackers. Yet, those people see themselves as hackers

and even try to include the views of Raymond in what they see as one wider hacker culture, a

view harshly rejected by Raymond himself. Instead of a hacker cracker dichotomy, they give

more emphasis to a spectrum of different categories, such as white hat (ethical hacking), grey

hat, black hat and script kiddie. In contrast to Raymond, they usually reserve the term cracker

to refer to black hat hackers, or more generally hackers with unlawful intentions.

4. Denial-of-Service Attacks

A denial-of-service attack (DoS attack) or distributed denial-of-service attack (DDoS attack)

is an attempt to make a computer resource unavailable to its intended users. Although the

means to carry out, motives for, and targets of a DoS attack may vary, it generally consists of

the concerted efforts of a person or persons to prevent an Internet site or service from

functioning efficiently or at all, temporarily or indefinitely. Perpetrators ofDoS attacks

typically target sites or services hosted on high-profile web servers such as banks, credit card

payment gateways, and even root nameservers. One common method of attack involves

saturating the target (victim) machine with external communications requests, such that it

cannot respond to legitimate traffic, or responds so slowly as to be rendered effectively

unavailable. In general terms, DoS attacks are implemented by either forcing the targeted

computer(s) to reset, or consuming its resources so that it can no longer provide its intended

service or obstructing the communication media between the intended users and the victim so

that they can no longer communicate adequately.

Attacks on wired networks require a far greater deal of computing power, often even

requiring the need of distributed computing. Attacks on wired networks of course do not

require any NICs or external antennae, yet often does have the need of a (broadband)

connection to the Internet.
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Attacks on wireless networks require a high power NIC and usually a high-gain (directional)

external antenna (to increase range as well as power output). High power NICs fall in the

range of the 300mW-cards. Examples can be found from companies such as Demarc

Technology Group.

Manifestations

The United States Computer Emergency Readiness Team defines symptoms of denial-of-

service attacks to include:

 Unusually slow network performance (opening files or accessing web sites)

 Unavailability of a particular web site

 Inability to access any web site

 Dramatic increase in the number of spam emails received - (this type of DoS attack is

considered a "Mail-Bomb".)

Not all service outages, even those that result from malicious activity, are necessarily denial-

of-service attacks. Other methods of attack may include a denial of service as one component

of a larger offensive. Denial-of-service attacks can also lead to problems in the network

'branches' around the actual computer being attacked. For example, the bandwidth of a router

between the Internet and a LAN may be consumed by an attack, compromising not only the

intended computer, but also the entire network. If the attack is conducted on a sufficiently

large scale, entire geographical regions of Internet connectivity can be compromised without

the attacker's knowledge or intent by incorrectly configured or flimsy network infrastructure

equipment. Methods of attack A "denial-of-service" attack is characterized by an explicit

attempt by attackers to prevent legitimate users of a service from using that service. Attacks

can be directed at any network device, including attacks on routing devices and web,

electronic mail, or Domain Name System servers. A DoS attack can be perpetrated in a

number of ways. The five basic types of attack are:

 Consumption of computational resources, such as bandwidth, disk space, or processor time

 Disruption of configuration information, such as routing information.

 Disruption of state information, such as unsolicited resetting of TCP sessions.

 Disruption of physical network components.
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 Obstructing the communication media between the intended users and the victim so that they

can no longer communicate adequately.

A DoS attack may include execution of malware intended to:

 Max out the processor's usage, preventing any work from occurring.

 Trigger errors in the microcode of the machine.

 Trigger errors in the sequencing of instructions, so as to force the computer into an unstable

state or lock-up.

 Exploits errors in the operating system to cause resource starvation and/or thrashing, i.e. to

use up all available facilities so no real work can be accomplished.

 Crash the operating system itself.

 iFrame (D)DoS, in which an HTML document is made to visit a webpage with many KB's of

information many times, until they achieve the amount of visits to where bandwidth limit is

exceeded.

5. Online Voting

Electronic voting (also known as e-voting) is a term encompassing several different types of

voting, embracing both electronic means of casting a vote and electronic means of counting

votes. Electronic voting technology can include punch cards, optical scan voting systems and

specialized voting kiosks (including self-contained Direct-recording electronic (DRE) voting

systems). It can also involve transmission of ballots and votes via telephones, private

computer networks, or the Internet. Electronic voting technology can speed the counting of

ballots and can provide improved accessibility for disabled voters. However, there has been

contention, especially in the United States, that electronic voting, especially DRE voting,

could facilitate electoral fraud. Electronic voting systems for electorates have been in use

since the 1960s when punch card systems debuted. The newer optical scan voting systems

allow a computer to count a voter's mark on a ballot. DRE voting machines which collect and

tabulate votes in a single machine, are used by all voters in all elections in Brazil, and also on

a large scale in India, the Netherlands, Venezuela, and the United States. Internet voting

systems have gained popularity and have been used for government elections and

referendums in the United Kingdom, Estonia and Switzerland as well as municipal elections

in Canada and party primary elections in the United States and France. There are also hybrid

systems that include an electronic ballot marking device (usually a touch screen system
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similar to a DRE) or other assistive technology to print a voter-verifiable paper ballot, then

use a separate machine for electronic tabulation. Sometimes called a "document ballot voting

system," paper-based voting systems originated as a system where votes are cast and counted

by hand, using paper ballots. With the advent of electronic tabulation came systems where

paper cards or sheets could be marked by hand, but counted electronically. These systems

included punch card voting, marksense and later digital pen voting systems. Most recently,

these systems can include an Electronic Ballot Marker (EBM), that allow voters to make their

selections using an electronic input device, usually a touch screen system similar to a DRE.

Systems including a ballot marking device can incorporate different forms of assistive

technology.

Electronic voting machine by Premier Election Solutions (formerly Diebold Election

Systems) used in all Brazilian elections and plebiscites. Photo by Agncia Brasil A direct-

recording electronic (DRE) voting machine records votes by means of a ballot display

provided with mechanical or electro-optical components that can be activated by the voter

(typically buttons or a touchscreen); that processes data with computer software; and that

records voting data and ballot images in memory components. After the election it produces a

tabulation of the voting data stored in a removable memory component and as printed copy.

The system may also provide a means for transmitting individual ballots or vote totals to a

central location for consolidating and reporting results from precincts at the central location.

These systems use a precinct count method that tabulates ballots at the polling place. They

typically tabulate ballots as they are cast and print the results after the close of polling. In

2002, in the United States, the Help America Vote Act mandated that one handicapped

accessible voting system be provided per polling place, which most jurisdictions have chosen

to satisfy with the use of DRE voting machines, some switching entirely over to DRE. In

2004, 28.9% of the registered voters in the United States used some type of direct recording

electronic voting system, up from 7.7% in 1996. Public network DRE voting system A public

network DRE voting system is an election system that uses electronic ballots and transmits

vote data from the polling place to another location over a public network. Vote data may be

transmitted as individual ballots as they are cast, periodically as batches of ballots throughout

the election day, or as one batch at the close of voting. This includes Internet voting as well

as telephone voting. Public network DRE voting system can utilize either precinct count or

central count method. The central count method tabulates ballots from multiple precincts at a

central location. Internet voting can use remote locations (voting from any Internet capable
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computer) or can use traditional polling locations with voting booths consisting of Internet

connected voting systems.

Corporations and organizations routinely use Internet voting to elect officers and Board

members and for other proxy elections. Internet voting systems have been used privately in

many modern nations and publicly in the United States, the UK, Ireland, Switzerland and

Estonia. In Switzerland, where it is already an established part of local referendums, voters

get their passwords to access the ballot through the postal service. Most voters in Estonia can

cast their vote in local and parliamentary elections, if they want to, via the Internet, as most of

those on the electoral roll have access to an e-voting system, the largest run by any European

Union country. It has been made possible because most Estonians carry a national identity

card equipped with a computer-readable microchip and it is these cards which they use to get

access to the online ballot. All a voter needs is a computer, an electronic card reader, their ID

card and its PIN, and they can vote from anywhere in the world. Estonian e-votes can only be

cast during the days of advance voting. On election day itself people have to go to polling

stations and fill in a paper ballot. Analysis of electronic voting Electronic voting systems may

offer advantages compared to other voting techniques. An electronic voting system can be

involved in any one of a number of steps in the setup, distributing, voting, collecting, and

counting of ballots, and thus may or may not introduce advantages into any of these steps.

Potential disadvantages exist as well including the potential for flaws or weakness in any

electronic component. Charles Stewart of the Massachusetts Institute of Technology

estimates that 1 million more ballots were counted in 2004 than in 2000 because electronic

voting machines detected votes that paper-based machines would have missed. In May 2004

the U.S. Government Accountability Office released a report titled "Electronic Voting Offers

Opportunities and Presents Challenges", analyzing both the benefits and concerns created by

electronic voting. A second report was released in September 2005 detailing some of the

concerns with electronic voting, and ongoing improvements, titled "Federal Efforts to

Improve Security and Reliability of Electronic Voting Systems Are Under Way, but Key

Activities Need to Be Completed". It has been demonstrated that as voting systems become

more complex and include software, different methods of election fraud become possible.

Others also challenge the use of electronic voting from a theoretical point of view, arguing

that humans are not equipped for verifying operations occurring within an electronic machine

and that because people cannot verify these operations, the operations cannot be trusted.

Furthermore, some computing experts have argued for the broader notion that people cannot
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trust any programming they did not author. Under a secret ballot system, there is no known

input, nor any expected output with which to compare electoral results.

Hence, electronic electoral results and thus the accuracy, honesty and security of the entire

electronic system cannot be verified by humans.. Critics of electronic voting, including

security analyst Bruce Schneier, note that "computer security experts are unanimous on what

to do (some voting experts disagree, but it is the computer security experts who need to be

listened to; the problems here are with the computer, not with the fact that the computer is

being used in a voting application)...DRE machines must have a voter-verifiable paper audit

trails... Software used on DRE machines must be open to public scrutiny" to ensure the

accuracy of the voting system. Verifiable ballots are necessary because computers can and do

malfunction, and because voting machines can be compromised. Electronic voting systems

may use electronic ballots to store votes in computer memory. Systems which use them

exclusively are called DRE voting systems. When electronic ballots are used there is no risk

of exhausting the supply of ballots. Additionally, these electronic ballots remove the need for

printing of paper ballots, a significant cost. When administering elections in which ballots are

offered in multiple languages (in some areas of the United States, public elections are

required by the National Voting Rights Act of 1965), electronic ballots can be programmed to

provide ballots in multiple languages for a single machine. The advantage with respect to

ballots in different languages appears to be unique to electronic voting. For example, King

County, Washington's demographics require them under U.S. federal election law to provide

ballot access in Chinese. With any type of paper ballot, the county has to decide how many

Chinese-language ballots to print, how many to make available at each polling place, etc.

Any strategy that can assure that Chinese-language ballots will be available at all polling

places is certain, at the very least, to result in a significant number of wasted ballots. (The

situation with lever machines would be even worse than with paper: the only apparent way to

reliably meet the need would be to set up a Chinese-language lever machine at each polling

place, few of which would be used at all.) Critics argue the need for extra ballots in any

language can be mitigated by providing a process to print ballots at voting locations. They

argue further, the cost of software validation, compiler trust validation, installation validation,

delivery validation and validation of other steps related to electronic voting is complex and

expensive, thus electronic ballots are not guaranteed to be less costly than printed ballots.

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

74
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



In Section 4 of this course you will cover these topics:
Computer Reliability

Work And Wealth

Topic : Computer Reliability

Topic Objective:

At the end of the topic student will be able to understand:

 Introduction to Computer Networking

 Data-Entry or Data-Retrieval Errors

 Notable Software System Failures

 Therac-25

 Computer Simulations

 Data preparation

 Software Engineering

 Software Warranties

Definition/Overview:

Computer networking: In computer networking, a reliable protocol is one that provides

reliability properties with respect to the delivery of data to the intended recipient(s), as

opposed to an unreliable protocol, which does not provide notifications to the sender as to the

delivery of transmitted data.

Computer data processing: Computer data processing Computer data processing is any

computering process that converts data into information or knowledge. The processing is

usually assumed to be automated and running on a computer. Because datasare most useful

when well-presented and actually informative, data-processing systems are often referred to

as information systems to emphasize their practicality. Nevertheless, the terms are roughly

synonymous, performing similar conversions; data-processing systems typically manipulate

raw data into information, and likewise information systems typically take raw data as input

to produce information as output.Data can be seen as a raw material, which be later coverted
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to information. i.e For a company that wants to produce bornvita, such company will need to

make use of cocoa,which means that cocoa is the raw material for the production of borntiva,

likewise data is the raw material for information. Data has to pass through a specific process

before it could be changed to information, and it is called a process.

Therac-25: The Therac-25 was a radiation therapy machine produced by Atomic Energy of

Canada Limited (AECL) and CGR of France after the Therac-6 and Therac-20 units. It was

involved with at least six accidents between 1985 and 1987, in which patients were given

massive overdoses of radiation, approximately 100 times the intended dose. Three of the six

patients died as a direct consequence. These accidents highlighted the dangers of software

control of safety-critical systems, and they have become a standard case study in health

informatics.

A computer simulation: A computer simulation: A computer simulation, a computer model

or a computational model is a computer program, or network of computers, that attempts to

simulate an abstract model of a particular system. Computer simulations have become a

useful part of mathematical modeling of many natural systems in physics (computational

physics), chemistry and biology, human systems in economics, psychology, and social

science and in the process of engineering new technology, to gain insight into the operation

of those systems, or to observe their behavior.

Software engineering: Software engineering is the application of a systematic, disciplined,

quantifiable approach to the development, operation, and maintenance of software, and the

study of these approaches. That is the application of engineering to software.

The Open Software License : The Open Software License (OSL) is a software license

created by Lawrence Rosen. The Open Source Initiative (OSI) has certified it as an open

source license, but the Debianproject judged version 1.1 to be incompatible with the DFSG.

The OSL is a copyleft license, with a termination clause triggered by filing a lawsuit alleging

patent infringement.
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Key Points:

1. Introduction to Computer Networking

In computer networking, a reliable protocol is one that provides reliability properties with

respect to the delivery of data to the intended recipient(s), as opposed to an unreliable

protocol, which does not provide notifications to the sender as to the delivery of transmitted

data. A reliable multicast protocol may ensure reliability on a per-recipient basis, as well as

provide properties that relate the delivery of data to different recipients, such as e.g. total

order, atomicity, or virtual synchrony. Reliable protocols typically incur more overhead than

unreliable protocols, and as a result, are slower and less scalable. This often isn't an issue for

unicastprotocols, but it may be a problem for multicast protocols. TCP, the main protocol

used in the Internet today, is a reliable unicastprotocol. UDP, often used in computer games

or other situations where speed is an issue and the loss of a little data is not, is an unreliable

protocol. Often, a reliable unicast protocol is also connection-oriented. For example, the

TCP/IP protocol is connection-oriented, with the virtual circuit ID consisting of source and

destination IP addresses and port numbers. Some unreliable protocols are connection-oriented

as well. These include ATM and Frame Relay, on which a substantial part of all Internet

traffic is passed. Reliability properties In the context of distributed protocols, reliability

properties specify the guarantees that the protocol provides with respect to the delivery of

messages to the intended recipient(s). An example of a reliability property for a unicast

protocol is "at least once", i.e. at least one copy of the message is guaranteed to be delivered

to the recipient. Reliability properties for multicast protocols can be expressed on a per-

recipient basis (simple reliability properties), or they may relate the fact of delivery or the

order of delivery among the different recipients (strong reliability properties). In the context

of multicast protocols, strong reliability properties express the guarantees that the protocol

provides with respect to the delivery of messages to different recipients. An example of a

strong reliability property is last copy recall, meaning that as long as at least a single copy of

a message remains available at any of the recipients, every other recipient that does not fail

eventually also receives a copy. Strong reliability properties such as this one typically require

that messages are retransmitted or forwarded among the recipients. An example of a

reliability property stronger than last copy recall is atomicity. The property states that if at

least a single copy of a message has been delivered to a recipient, all other recipients will

eventually receive a copy of the message. In other words, each message is always delivered
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to either all or none of the recipients. One of the most complex strong reliability properties is

virtual synchrony. Strong reliability properties are offered by group communication systems

(GCS) such as ISIS, Appiaframework, Spread, JGroups or QuickSilverScalable Multicast.

The QuickSilver Properties Framework is a flexible platform that allows strong reliability

properties to be expressed in a purely declarative manner, using a simple rule-based

language, and automatically translated into a hierarchical protocol.

2. Data-Entry or Data-Retrieval Errors

Computer data processing is any computeringprocess that converts datas into information or

knowledge. The processing is usually assumed to be automated and running on a computer.

Because datas are most useful when well-presented and actually informative, data-processing

systems are often referred to as information systems to emphasize their practicality.

Nevertheless, the terms are roughly synonymous, performing similar conversions; data-

processing systems typically manipulate raw data into information, and likewise information

systems typically take raw data as input to produce information as output.Data can be seen as

a raw material, which be later coverted to information. i.e For a company that wants to

produce bornvita, such company will need to make use of cocoa,whichmeans that cocoa is

the raw material for the production of borntiva, likewise data is the raw material for

information. Data has to pass through a specific process before it could be changed to

information, and it is called a process.

In data processing, data is defined as numbers or characters that represent measurements from

observable phenomena. A single datum is a single measurement from observable phenomena.

Measured information is then algorithmically derived and/or logically deduced and/or

statistically calculated from multiple data. (evidence). Information is defined as either a

meaningful answer to a query or a meaningful stimulus that can cascade into further queries.

For example gathering seismic data leads to alteration of seismic data to suppress noise,

enhance signal and migrate seismic events to the appropriate location in space. Processing

steps typically include analysis of velocities and frequencies, static corrections,

deconvolution, normal moveout, dip moveout, stacking, and migration, which can be

performed before or after stacking. Seismic processing facilitates better interpretation

because subsurface structures and reflection geometries are more apparent. More generally,

the term data processing can apply to any process that converts data from one format to

another, although data conversion would be the more logical and correct term. From this
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perspective, data processing becomes the process of converting information into data and also

the converting of data back into information. The distinction is that conversion doesn't

require a question (query) to be answered. For example, information in the form of a string of

characters forming a sentence in English is converted or encoded meaningless hardware-

oriented data to evermore-meaningful information as the processing proceeds toward the

human being. Conversely, that simple example for pedagogical purposes here is usually

described as an embedded system (for the software resident in the keyboard itself) or as

(operating-)systems programming, because the information is derived from a hardware

interface and may involve overt control of the hardware through that interface by an

operating system.

Typically control of hardware by a device driver manipulating ASIC or FPGA registers is not

viewed as part of data processing proper or information systems proper, but rather as the

domain of embedded systems or (operating-)systems programming. Instead, perhaps a more

conventional example of the established practice of using the term data processing is that a

business has collected numerous data concerning an aspect of its operations and that this

multitude of data must be presented in meaningful, easy-to-access presentations for the

managers who must then use that information to increase revenue or to decrease cost. That

conversion and presentation of data as information is typically performed by a data-

processing application. When the domain from which the data are harvested is a science or an

engineering, data processing and information systems are considered too broad of terms and

the more specialized term data analysis is typically used, focusing on the highly-specialized

and highly-accurate algorithmic derivations and statistical calculations that are less often

observed in the typical general business environment. In these contexts data analysis

packages like DAP, gretl or PSPP are often used. This divergence of culture is exhibited in

the typical numerical representations used in data processing versus numerical; data

processing's measurements are typically represented by integers or by fixed-point or binary-

coded decimal representations of numbers whereas the majority of data analysis's

measurements are often represented by floating-point representation of rational numbers.

Practically all naturally occurring processes can be viewed as examples of data processing

systems where "observable" information in the form of pressure, light, etc. are converted by

human observers into electrical signals in the nervous system as the senses we recognize as

touch, sound, and vision. Even the interaction of non-living systems may be viewed in this

way as rudimentary information processing systems. Conventional usage of the terms data
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processing and information systems restricts their use to refer to the algorithmic derivations,

logical deductions, and statistical calculations that recur perennially in general business

environments, rather than in the more expansive sense of all conversions of real-world

measurements into real-world information in, say, an organic biological system or even a

scientific or engineering system.

4. Notable Software System Failures

Software reliability is an important facet of software quality. It is defined as "the probability

of failure-free operation of a computer program in a specified environment for a specified

time" .

One of reliability's distinguishing characteristics is that it is objective, measurable, and can be

estimated, whereas much of software quality is subjective criteria. This distinction is

especially important in the discipline of Software Quality Assurance. These measured criteria

are typically called software metrics. With software embedded into many devices today,

software failure has caused more than inconvenience. Software errors have even caused

human fatalities. The causes have ranged from poorly designed user interfaces to direct

programming errors. An example of a programming error thatlead to multiple deaths is

discussed in Dr. Leveson's paper (PDF). This has resulted in requirements for development of

some types software. In the United States, both the Food and Drug Administration (FDA) and

Federal Aviation Administration (FAA) have requirements for software development. The

need for a means to objectively determine software quality comes from the desire to apply the

techniques of contemporary engineering fields to the development of software. That desire is

a result of the common observation, by both lay-persons and specialists, that computer

software does not work the way it ought to. In other words, software is seen to exhibit

undesirable behaviour, up to and including outright failure, with consequences for the data

which is processed, the machinery on which the software runs, and by extension the people

and materials which those machines might negatively affect. The more critical the application

of the software to economic and production processes, or to life-sustaining systems, the more

important is the need to assess the software's reliability. Regardless of the criticality of any

single software application, it is also more and more frequently observed that software has

penetrated deeply into most every aspect of modern life through the technology we use. It is

only expected that this infiltration will continue, along with an accompanying dependency on

the software by the systems which maintain our society. As software becomes more and more
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crucial to the operation of the systems on which we depend, the argument goes, it only

follows that the software should offer a concomitant level of dependability. In other words,

the software should behave in the way it is intended, or even better, in the way it should.

5.Therac-25

The Therac-25 was a radiation therapy machine produced by Atomic Energy of Canada

Limited (AECL) and CGR of France after the Therac-6 and Therac-20 units. It was involved

with at least six accidents between 1985 and 1987, in which patients were given massive

overdoses of radiation, approximately 100 times the intended dose. Three of the six patients

died as a direct consequence. These accidents highlighted the dangers of software control of

safety-critical systems, and they have become a standard case study in health informatics.

The machine offered two modes of radiation therapy:

 Direct electron-beam therapy, which delivered low doses of high-energy (5 MeV to 25 MeV)

electrons over short periods of time;

 Megavolt X-ray therapy, which delivered X-rays produced by colliding high-energy (25

MeV) electrons into a "target".

When operating in direct electron-beam therapy mode, a low-powered electron beam was

emitted directly from the machine, then spread to safe concentration using scanning magnets.

When operating in megavolt X-ray mode, the machine was designed to rotate four

components into the path of the electron beam: a target, which converted the electron beam

into X-rays; a flattening filter, which spread the beam out over a larger area; a set of movable

blocks (also called a collimator), which shaped the X-ray beam; and an X-ray ion chamber,

which measured the strength of the beam. The accidents occurred when the high-power

electron beam was activated instead of the intended low power beam, and without the beam

spreader plate rotated into place. The machine's software did not detect that this had occurred,

and therefore did not prevent the patient from receiving a potentially lethal dose of radiation.

The high-powered electron beam struck the patients with approximately 100 times the

intended dose of radiation, causing a feeling described by patient Ray Cox as "an intense

electric shock". It caused him to scream and run out of the treatment room. Several days later,

radiation burns appeared and the patients showed the symptoms of radiation poisoning. In
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three cases, the injured patients died later from radiation poisoning. The software flaw is

recognized as a race condition.

Researchers who investigated the accidents found several contributing causes. These included

the following institutional causes:

 AECL did not have the software code independently reviewed.

 AECL did not consider the design of the software during its assessment of how the machine

might produce the desired results and what failure modes existed. These form parts of the

general techniques known as reliability modeling and risk management.

 The system noticed that something was wrong and halted the X-ray beam, but merely

displayed the word "MALFUNCTION" followed by a number from 1 to 64. The user manual

did not explain or even address the error codes, so the operator pressed the P key to override

the warning and proceed anyway.

 AECL personnel, as well as machine operators, initially did not believe complaints. This was

likely due to overconfidence.

 AECL had never tested the Therac-25 with the combination of software and hardware until it

was assembled at the hospital.

 The researchers also found several engineering issues:

 The failure only occurred when a particular nonstandard sequence of keystrokes was entered

on the VT-100 terminal which controlled the PDP-11 computer: an "X" to (erroneously)

select 25MV photon mode followed by "cursor up", "E" to (correctly) select 25 MeV

Electron mode, then "Enter". This sequence of keystrokes was improbable, and so the

problem did not occur very often and went unnoticed for a long time.

 The design did not have any hardware interlocks to prevent the electron-beam from operating

in its high-energy mode without the target in place.

 The engineer had reused software from older models. These models had hardware interlocks

that masked their software defects. Those hardware safeties had no way of reporting that they

had been triggered, so there was no indication of the existence of faulty software commands.

 The hardware provided no way for the software to verify that sensors were working correctly.

The table-position system was the first implicated in Therac-25's failures; the manufacturer

revised it with redundant switches to cross-check their operation.

 The equipment control task did not properly synchronize with the operator interface task, so

that race conditions occurred if the operator changed the setup too quickly. This was missed
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during testing, since it took some practice before operators were able to work quickly enough

for the problem to occur.

 The software set a flag variable by incrementing it. Occasionally an arithmetic overflow

occurred, causing the software to bypass safety checks.

6. Computer Simulations

A computer simulation, a computer model or a computational model is a computer program,

or network of computers, that attempts to simulate an abstract model of a particular system.

Computer simulations have become a useful part of mathematical modeling of many natural

systems in physics (computational physics), chemistry and biology, human systems in

economics, psychology, and social science and in the process of engineering new technology,

to gain insight into the operation of those systems, or to observe their behavior.

Computer simulations vary from computer programs that run a few minutes, to network-

based groups of computers running for hours, to ongoing simulations that run for days. The

scale of events being simulated by computer simulations has far exceeded anything possible

(or perhaps even imaginable) using the traditional paper-and-pencil mathematical modeling:

over 10 years ago, a desert-battle simulation, of one force invading another, involved the

modeling of 66,239 tanks, trucks and other vehicles on simulated terrain around Kuwait,

using multiple supercomputers in the DoD High Performance Computer Modernization

Program; a 1-billion-atom model of material deformation (2002); a 2.64-million-atom model

of the complex maker of protein in all organisms, a ribosome, in 2005; and the Blue Brain

project at EPFL (Switzerland), began in May 2005, to create the first computer simulation of

the entire human brain, right down to the molecular level. Traditionally, formal modeling

(spelled 'modelling' in British English) of systems has been via a mathematical model, which

attempts to find analytical solutions to problems and thereby enable the prediction of the

behavior of the system from a set of parameters and initial conditions. While computer

simulations might use some algorithms from purely mathematical models, computers can

combine simulations with reality or actual events, such as generating input responses, to

simulate test subjects who are no longer present.

Whereas the missing test subjects are being modeled/simulated, the system they use could be

the actual equipment, revealing performance limits or defects in long-term use by the

simulated users. Note that the term computer simulation is broader than computer modeling,
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which implies that all aspects are being modeled in the computer representation. However,

computer simulation also includes generating inputs from simulated users to run actual

computer software or equipment, with only part of the system being modeled: an example

would be flight simulators which can run machines as well as actual flight software.

Computer simulations are used in many fields, including science, technology, entertainment,

and business planning and scheduling. Computer simulation was developed hand-in-hand

with the rapid growth of the computer, following its first large-scale deployment during the

Manhattan Project in World War II to model the process of nuclear detonation. It was a

simulation of 12 hard spheres using a Monte Carlo algorithm. Computer simulation is often

used as an adjunct to, or substitution for, modeling systems for which simple closed form

analytic solutions are not possible. There are many different types of computer simulation;

the common feature they all share is the attempt to generate a sample of representative

scenarios for a model in which a complete enumeration of all possible states of the model

would be prohibitive or impossible. Computer models were initially used as a supplement for

other arguments, but their use later became rather widespread.

7. Data preparation

The data input/output for the simulation can be either through formattedtextfiles or a pre- and

postprocessor.

Computer models can be classified according to several criteria including:

 Stochastic or deterministic (and as a special case of deterministic, chaotic) - see External

links below for examples of stochastic vs. deterministic simulations

 Steady-state or dynamic

 Continuous or discrete (and as an important special case of discrete, discrete event or DE

models)

 Local or distributed.

For example:

 Steady-state models use equations defining the relationships between elements of the

modeled system and attempt to find a state in which the system is in equilibrium. Such
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models are often used in simulating physical systems, as a simpler modeling case before

dynamic simulation is attempted.

 Dynamic simulations model changes in a system in response to (usually changing) input

signals.

 Stochastic models use random number generators to model chance or random events; they are

also called Monte Carlo simulations.

 A discrete event simulation (DES) manages events in time. Most computer, logic-test and

fault-tree simulations are of this type. In this type of simulation, the simulator maintains a

queue of events sorted by the simulated time they should occur. The simulator reads the

queue and triggers new events as each event is processed. It is not important to execute the

simulation in real time. It's often more important to be able to access the data produced by the

simulation, to discover logic defects in the design, or the sequence of events.

 A continuous dynamic simulation performs numerical solution of differential-algebraic

equations or differential equations (either partial or ordinary). Periodically, the simulation

program solves all the equations, and uses the numbers to change the state and output of the

simulation. Applications include flight simulators, construction and management simulation

games, chemical process modeling, and simulations of electrical circuits. Originally, these

kinds of simulations were actually implemented on analog computers, where the differential

equations could be represented directly by various electrical components such as op-amps.

By the late 1980s, however, most "analog" simulations were run on conventional digital

computers that emulate the behavior of an analog computer.

 A special type of discrete simulation which does not rely on a model with an underlying

equation, but can nonetheless be represented formally, is agent-based simulation. In agent-

based simulation, the individual entities (such as molecules, cells, trees or consumers) in the

model are represented directly (rather than by their density or concentration) and possess an

internal state and set of behaviors or rules which determine how the agent's state is updated

from one time-step to the next.

 distributed models run on a network of interconnected computers, possibly through the

Internet. Simulations dispersed across multiple host computers like this are often referred to

as "distributed simulations". There are several standards for distributed simulation, including

Aggregate Level Simulation Protocol (ALSP), Distributed Interactive Simulation (DIS), the

High Level Architecture (simulation) (HLA) and the Test and Training Enabling Architecture

(TENA).
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8. Software Engineering

Software engineering is the application of a systematic, disciplined, quantifiable approach to

the development, operation, and maintenance of software, and the study of these approaches.

That is the application of engineering to software. The term software engineering first

appeared in the 1968 NATO Software Engineering Conference and was meant to provoke

thought regarding the current "software crisis" at the time. Since then, it has continued as a

profession and field of study dedicated to creating software that is of higher quality, cheaper,

maintainable, and quicker to build. Since the field is still relatively young compared to its

sister fields of engineering, there is still much work and debate around what software

engineering actually is, and if it deserves the title engineering. It has grown organically out of

the limitations of viewing software as just programming. Software development is a term

sometimes preferred by practitioners in the industry who view software engineering as too

heavy-handed and constrictive to the malleable process of creating software. Yet, in spite of

its youth as a profession, the field's future looks bright as Money Magazine and Salary.com

rated software engineering as the best job in America in 2006. While some areas, such as

Ontario, Canada , license software engineers; most places in the world have no laws

regarding the profession of software engineers. Yet there are some guides from the IEEE

Computer Society and the ACM, the two main professional organizations of software

engineering. The Guide to the Software Engineering Body of Knowledge - 2004 Version or

SWEBOK defines the field and gives a coverage of the knowledge practicing software

engineers should know. There is also a "Software Engineering Code of Ethics".

Employment In 2004, the U. S. Bureau of Labor Statistics counted 760,840 software

engineers holding jobs in the U.S.; in the same time period there were some 1.4 million

practitioners employed in the U.S. in all other engineering disciplines combined. Due to its

relative newness as a field of study, formal education in software engineering is often taught

as part of a computer science curriculum, and as a result most software engineers hold

computer science degrees. Most software engineers work as employees or contractors.

Software engineers work with businesses, government agencies (civilian or military), and

non-profit organizations. Some software engineers work for themselves as freelancers. Some

organizations have specialists to perform each of the tasks in the software development

process. Other organizations require software engineers to do many or all of them. In large

projects, people may specialize in only one role. In small projects, people may fill several or
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all roles at the same time. Specializations include: in industry (analysts, architects,

developers, testers, technical support, managers) and in academia (educators, researchers).

There is considerable debate over the future employment prospects for Software Engineers

and other IT Professionals. For example, an online futures market called the "ITJOBS Future

of IT Jobs in America" attempts to answer whether there will be more IT jobs, including

software engineers, in 2012 than there were in 2002. Professional certification of software

engineers is a contentious issue. Some see it as a tool to improve professional practice. Most

successful certification programs in the software industry are oriented toward specific

technologies, and are managed by the vendors of these technologies. These certification

programs are tailored to the institutions that would employ people who use these

technologies. The ACM had a professional certification program in the early 1980s, which

was discontinued due to lack of interest. . As of 2006, the IEEE had certified over 575

software professionals. In Canada the Canadian Information Processing Society has

developed a legally recognized professional certification called Information Systems

Professional (ISP). Impact of globalization Many students in the developed world have

avoided degrees related to software engineering because of the fear of offshore outsourcing

(importing software products or services from other countries) and of being displaced by

foreign visa workers. Although government statistics do not currently show a threat to

software engineering itself; a related career, computer programming does appear to have been

affected. Often one is expected to start out as a computer programmer before being promoted

to software engineer. Thus, the career path to software engineering may be rough, especially

during recessions. Some career counselors suggest a student also focus on "people skills" and

business skills rather than purely technical skills because such "soft skills" are allegedly more

difficult to offshore. It is the quasi-management aspects of software engineering that appear

to be what has kept it from being impacted by globalization.

9. Software Warranties

The Open Software License (OSL) is a software license created by Lawrence Rosen. The

Open Source Initiative (OSI) has certified it as an open source license, but the Debian project

judged version 1.1 to be incompatible with the DFSG. The OSL is a copyleftlicense, with a

termination clause triggered by filing a lawsuit alleging patent infringement. The OSL has a

termination clause intended to dissuade users from filing patent infringement lawsuits:

Termination for Patent Action. This License shall terminate automatically and You may no
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longer exercise any of the rights granted to You by this License as of the date You commence

an action, including a cross-claim or counterclaim, against Licensor or any licensee alleging

that the Original Work infringes a patent. This termination provision shall not apply for an

action alleging patent infringement by combinations of the Original Work with other software

or hardware. Warranty of Provenance and Disclaimer of Warranty. Licensor warrants that the

copyright in and to the Original Work and the patent rights granted herein by Licensor are

owned by the Licensor or are sublicensed to You under the terms of this License with the

permission of the contributor(s) of those copyrights and patent rights. Comparison with the

LGPL/GPL The OSL is intended to be similar to the LGPL. Note that the definition of

Derivative Works in the OSL does not cover linking to OSL software/libraries so software

that merely links to OSL software is not subject to the OSL license. The OSL is not

compatible with the GPL. It has been claimed that the OSL is intended to be legally stronger

than the GPL, however, unlike the GPL, the OSL has never been tested in court and is not

widely used. If You distribute or communicate copies of the Original Work or a Derivative

Work, You must make a reasonable effort under the circumstances to obtain the express

assent of recipients to the terms of this License. In its analysis of the OSL the Free Software

Foundation claims that "this requirement means that distributing OSL software on ordinary

FTP sites, sending patches to ordinary mailing lists, or storing the software in an ordinary

version control system, can arguably be a violation of the license and would subject violators

to possible termination of the license. Thus, the OSL makes it challenging to develop

software using the ordinary tools of Free Software development." If the FSF claim is true

then the main difference between the GPL and OSL concerns possible restrictions on

redistribution. Both licenses impose a kind of reciprocity condition requiring authors of

extensions to the software to license those extensions with the respective license of the

original work. The patent action termination clause, described above, is a further significant

difference between the OSL and GPL.

 Derivative Works must be distributed under the same license. (1c)

 Covered works that are distributed must be accompanied by the source code, or access to it

made available. (3)

 No restrictions on charging money for programs covered by the license, but source code must

be included or made available for a reasonable fee. (3)

 Covered works that are distributed must include a verbatim copy of the license. (16)
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 Distribution implies (but does not explicitly state) a royalty-free license for any patents

embodied in the software.

Topic : Work And Wealth

Topic Objective:

At the end of the topic student will be able to understand:

 Automation and Unemployment

 Current emphasis

 Globalization

 The Digital Divide

Definition/Overview:

Automation: Automation (ancient Greek: = self dictated), roboticization or industrial

automation or numerical control is the use of control systems such as computers to control

industrial machinery and processes, reducing the need for human intervention. In the scope of

industrialization, automation is a step beyond mechanization. Whereas mechanization

provided human operators with machinery to assist them with the physical requirements of

work, automation greatly reduces the need for human sensory and mental requirements as

well. Processes and systems can also be automated.

Globalization: Globalization (globalisation) in its literal sense is the process of

transformation of local or regional phenomena into global ones. It can be described as a

process by which the people of the world are unified into a single society and function

together. This process is a combination of economic, technological, socioculturaland political

forces. Globalization is often used to refer to economic globalization, that is, integration of

national economies into the international economy through trade, foreign direct investment,

capital flows, migration, and the spread of technology.

The term digital : The term digital The term digital divide refers to the gap between people

with effective access to digital and information technology and those with very limited or no
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access at all. It includes the imbalances in physical access to technology as well as the

imbalances in resources and skills needed to effectively participate as a digital citizen. In

other words, it is the unequal access by some members of society to information and

communications technology, and the unequal acquisition of related skills. The digital divide

may be classified based on gender, income, and race groups, and by locations. The term

global digital divide refers to differences in technology access between countries or large

regions of the world.

Key Points:

1. Automation and Unemployment

Automation has had a notable impact in a wide range of highly visible industries beyond

manufacturing. Once-ubiquitous telephone operators have been replaced largely by

automated telephone switchboards and answering machines. Medical processes such as

primary screening in electrocardiography or radiography and laboratory analysis of human

genes, sera, cells, and tissues are carried out at much greater speed and accuracy by

automated systems. Automated teller machines have reduced the need for bank visits to

obtain cash and carry out transactions. In general, automation has been responsible for the

shift in the world economy from agrarian to industrial in the 19th century and from industrial

to services in the 20th century. The widespread impact of industrial automation raises social

issues, among them its impact on employment. Historical concerns about the effects of

automation date back to the beginning of the industrial revolution, when a social movement

of English textile machine operators in the early 1800s known as the Luddites protested

against Jacquard's automated weaving looms often by destroying such textile machines that

they felt threatened their jobs. One author made the following case. When automation was

first introduced, it caused widespread fear. It was thought that the displacement of human

operators by computerized systems would lead to severe unemployment. Critics of

automation contend that increased industrial automation causes increased unemployment; this

was a pressing concern during the 1980s. One argument claims that this has happened

invisibly in recent years, as the fact that many manufacturing jobs left the United States

during the early 1990s was offset by a one-time massive increase in IT jobs at the same time.

Some authors argue that the opposite has often been true, and that automation has led to

higher employment. Under this point of view, the freeing up of the labour force has allowed

more people to enter higher skilled managerial as well as specialisedconsultant/contractor
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jobs (like cryptographers), which are typically higher paying. One odd side effect of this shift

is that "unskilled labour" is in higher demand in many first-world nations, because fewer

people are available to fill such jobs.. At first glance, automation might appear to devalue

labor through its replacement with less-expensive machines; however, the overall effect of

this on the workforce as a whole remains unclear. Today automation of the workforce is quite

advanced, and continues to advance increasingly more rapidly throughout the world and is

encroaching on ever more skilled jobs, yet during the same period the general well-being and

quality of life of most people in the world (where political factors have not muddied the

picture) have improved dramatically. What role automation has played in these changes has

not been well studied.

2. Current emphasis

Currently, for manufacturing companies, the purpose of automation has shifted from

increasing productivity and reducing costs, to broader issues, such as increasing quality and

flexibility in the manufacturing process. The old focus on using automation simply to

increase productivity and reduce costs was seen to be short-sighted, because it is also

necessary to provide a skilled workforce who can make repairs and manage the machinery.

Moreover, the initial costs of automation were high and often could not be recovered by the

time entirely new manufacturing processes replaced the old. (Japan's "robot junkyards" were

once world famous in the manufacturing industry.) Automation is now often applied

primarily to increase quality in the manufacturing process, where automation can increase

quality substantially. For example, automobile and truck pistons used to be installed into

engines manually. This is rapidly being transitioned to automated machine installation,

because the error rate for manual installment was around 1-1.5%, but has been reduced to

0.00001% with automation. Hazardous operations, such as oil refining, the manufacturing of

industrial chemicals, and all forms of metal working, were always early contenders for

automation. Another major shift in automation is the increased emphasis on flexibility and

convertibility in the manufacturing process. Manufacturers are increasingly demanding the

ability to easily switch from manufacturing Product A to manufacturing Product B without

having to completely rebuild the production lines. Flexibility and distributed processes have

led to the introduction of Automated Guided Vehicles with Natural Features Navigation.
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3. Globalization

Globalization (globalisation) in its literal sense is the process of transformation of local or

regional phenomena into global ones. It can be described as a process by which the people of

the world are unified into a single society and function together. This process is a

combination of economic, technological, socioculturaland political forces. Globalization is

often used to refer to economic globalization, that is, integration of national economies into

the international economy through trade, foreign direct investment, capital flows, migration,

and the spread of technology. The United Nations ESCWA has written that globalization "is a

widely-used term that can be defined in a number of different ways. When used in an

economic context, it refers to the reduction and removal of barriers between national borders

in order to facilitate the flow of goods, capital, services and labour...although considerable

barriers remain to the flow of labour...Globalization is not a new phenomenon. It began in the

late nineteenth century, but its spread slowed during the period from the start of the First

World War until the third quarter of the twentieth century. This slowdown can be attributed

to the inwardlooking policies pursued by a number of countries in order to protect their

respective industries...The pace of globalization picked up rapidly during the fourth quarter of

the twentieth century..." Tom G. Palmer of the Cato Institute defines globalization as "the

diminution or elimination of state-enforced restrictions on exchanges across borders and the

increasingly integrated and complex global system of production and exchange that has

emerged as a result." Thomas L. Friedman "examines the impact of the 'flattening' of the

globe", and argues that globalized trade, outsourcing, supply-chaining, and political forces

have changed the world permanently, for both better and worse.

He also argues that the pace of globalization is quickening and will continue to have a

growing impact on business organization and practice. Noam Chomsky argues that the word

globalization is also used, in a doctrinal sense, to describe the neoliberal form of economic

globalization. Herman E. Daly argues that sometimes the terms internationalization and

globalization are used interchangeably but there is a slight formal difference. The term

"internationalization" refers to the importance of international trade, relations, treaties etc.

International means between or among nations. The term "globalization" has been used by

economists since the 1980s although it was used in social sciences in the 1960s; however, its

concepts did not become popular until the latter half of the 1980s and 1990s. The earliest

written theoretical concepts of globalization were penned by an American entrepreneur-
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turned-minister Charles Taze Russell who coined the term 'corporate giants' in 1897.

Globalization is viewed as a centuries long process, tracking the expansion of human

population and the growth of civilization, that has accelerated dramatically in the past 50

years. Early forms of globalization existed during the Roman Empire, the Parthian empire,

and the Han Dynasty, when the Silk Road started in China, reached the boundaries of the

Parthian empire, and continued onwards towards Rome. The Islamic Golden Age is also an

example, when Muslim traders and explorers established an early global economy across the

Old World resulting in a globalization of crops, trade, knowledge and technology; and later

during the Mongol Empire, when there was greater integration along the Silk Road.

Globalization in a wider context began shortly before the turn of the 16th century, with two

Kingdoms of the Iberian Peninsula - the Kingdom of Portugal and the Kingdom of Castile.

Portugal's global explorations in the 16th century, especially, linked continents, economies

and cultures to a massive extent. Portugal's exploration and trade with most of the coast of

Africa, Eastern South America, and Southern and Eastern Asia, was the first major trade

based form of globalization. A wave of global trade, colonization, and enculturation reached

all corners of the world. Global integration continued through the expansion of European

trade in the 16th and 17th centuries, when the Portuguese and Spanish Empires colonized the

Americas, followed eventually by France and England. Globalization has had a tremendous

impact on cultures, particularly indigenous cultures, around the world. In the 15th century,

Portugal's Company of Guinea was one of the first chartered commercial companies

established by Europeans in other continent during the Age of Discovery, whose task was to

deal with the spices and to fix the prices of the goods. In the 17th century, globalization

became a business phenomenon when the British East India Company (founded in 1600),

which is often described as the first multinational corporation, was established, as well as the

Dutch East India Company (founded in 1602) and the Portuguese East India Company

(founded in 1628).

Because of the high risks involved with international trade, the British East India Company

became the first company in the world to share risk and enable joint ownership of companies

through the issuance of shares of stock: an important driver for globalization. Globalization

was achieved by the British Empire (the largest empire in history) due to its sheer size and

power. British ideals and culture were imposed on other nations during this period. The 19th

century is sometimes called "The First Era of Globalization." It was a period characterized by

rapid growth in international trade and investment between the European imperial powers,
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their colonies, and, later, the United States. It was in this period that areas of sub-

saharanAfrica and the Island Pacific were incorporated into the world system. The "First Era

of Globalization" began to break down at the beginning of the 20th century with the first

World War. Said John Maynard Keynes, The inhabitant of Londoncould order by telephone,

sipping his morning tea, the various products of the whole earth, and reasonably expect their

early delivery upon his doorstep. Militarism and imperialism of racial and cultural rivalries

were little more than the amusements of his daily newspaper. What an extraordinary episode

in the economic progress of man was that age which came to an end in August 1914.

The "First Era of Globalization" later collapsed during the gold standard crisis in the late

1920s and early 1930s. Modern globalization Globalization, since World War II, is largely

the result of planning by politicians to breakdown borders hampering trade to increase

prosperity and interdependence thereby decreasing the chance of future war. Their work led

to the Bretton Woods conference, an agreement by the world's leading politicians to lay down

the framework for international commerce and finance, and the founding of several

international institutions intended to oversee the processes of globalization. These institutions

include the International Bank for Reconstruction and Development (the World Bank), and

the International Monetary Fund. Globalization has been facilitated by advances in

technology which have reduced the costs of trade, and trade negotiation rounds, originally

under the auspices of the General Agreement on Tariffs and Trade (GATT), which led to a

series of agreements to remove restrictions on free trade.

Since World War II, barriers to international trade have been considerably lowered through

international agreements - GATT. Particular initiatives carried out as a result of GATT and

the World Trade Organization (WTO), for which GATT is the foundation, have included:

 Promotion of free trade:

 Reduction or elimination of tariffs; creation of free trade zones with small or no tariffs

 Reduced transportation costs, especially resulting from development of containerization for

ocean shipping.

 Reduction or elimination of capital controls

 Reduction, elimination, or harmonization of subsidies for local businesses

 Creation of subsidies for global corporations

 Harmonization of intellectual property laws across the majority of states, with more

restrictions.
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 Supranational recognition of intellectual property restrictions (e.g. patents granted by China

would be recognized in the United States)

Cultural globalization, driven by communication technology and the worldwide marketing of

Western cultural industries, was understood at first as a process of homogenization, as the

global domination of American culture at the expense of traditional diversity. However, a

contrasting trend soon became evident in the emergence of movements protesting against

globalization and giving new momentum to the defense of local uniqueness, individuality,

and identity, but largely without success. The Uruguay Round (1986 to 1994) led to a treaty

to create the WTO to mediate trade disputes and set up a uniform platform of trading. Other

bilateral and multilateral trade agreements, including sections of Europe's Maastricht Treaty

and the North American Free Trade Agreement (NAFTA) have also been signed in pursuit of

the goal of reducing tariffs and barriers to trade. Global conflicts, such as the 9/11 terrorist

attacks on the United States of America, is interrelated with globalization because it was

primary source of the "war on terror", which had started the steady increase of the prices of

oil and gas, due to the fact that most OPEC member countries were in the Arabian Peninsula.

World exports rose from 8.5% of gross world product in 1970 to 16.1% of gross world

product in 2001.

4. The Digital Divide

The term digital divide refers to the gap between people with effective access to digital and

information technology and those with very limited or no access at all. It includes the

imbalances in physical access to technology as well as the imbalances in resources and skills

needed to effectively participate as a digital citizen. In other words, it is the unequal access by

some members of society to information and communications technology, and the unequal

acquisition of related skills. The digital divide may be classified based on gender, income,

and race groups, and by locations. The term global digital divide refers to differences in

technology access between countries or large regions of the world. The term initially referred

to gaps in ownership of computers between groups, during which time the increase of

ownership was limited to certain ethnic groups. The term came into regular usage in the mid-

1990s, though the term had previously appeared in several news articles and political

speeches as early as 1995. President of the United States Bill Clinton and his Vice President

Al Gore used the term in a 1996 speech in Knoxville, Tennessee. Larry Irving, a former

United States head of the National Telecommunications Infrastructure Administration
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(NTIA) at the Department of Commerce, Assistant Secretary of Commerce and technology

adviser to the Clinton Administration, noted that a series of NTIA surveys; ,were catalysts for

the popularity, ubiquity, and redefinition of the term, and he used the term in a series of later

reports. Since the start of the George W. Bush Administration, the NTIA reports have tended

to focus less on gaps and divides and more on the steady growth of broadband access,

especially amongst groups formerly believed to be on the wrong side of the digital divide.

There is a considerable literature on information and digital inequality that predates this

current label. The concept of a digital divide is more of a new label and less of a unique

concept. b;ah There are various definitions of the term "digital divide". Bharat Mehra defines

it simply as the troubling gap between those who use computers and the Internet and those

who do not. The term initially referred to gaps in the ownership of, or regular access to, a

computer.

As Internet access came to be seen as a central aspect of computing, the term's usage shifted

to encompass gaps in not just computers but also access to the Internet. Recently, some have

used the term to refer to gaps in broadband network access. The term can mean not only

unequal access to computer hardware, but also inequalities between groups of people in the

ability to use information technology fully. Due to the range of criteria which can be used to

assess the imbalance, and the lack of detailed data on some aspects of technology usage, the

exact nature of the digital divide is both contextual and debatable. Criteria often used to

distinguish between the 'haves' and the 'havenots' of the digital divide tend to focus on access

to hardware, access to the Internet, and details relating to both categories. Some scholars fear

that these discussions might be discouraging the creation of Internet content that addresses

the needs of minority groups that make up the "have nots," as they are portrayed to be

technophobic charity cases that lack the desire to adopt new technologies on their own. The

discussions on digital divide often are tied with other concepts. Lisa Servon argued in 2002

that the digital divide "is a symptom of a larger and more complex problem -- the problem of

persistent poverty and inequality". As described by Mehra(2004), the four major components

that contribute to digital divide are socioeconomic status, with income, educational level, and

race among other factors associated with technological attainment. Recognition of digital

divide as an immense problem has led scholars, policy makers, and the public to understand

the potential of the Internet to improve everyday life for those on the margins of society and

to achieve greater social equity and empowerment. Typical measurements of inequality

distribution used to describe the Digital Divide are the Lorenz Curve and Gini coefficient,
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however, the question of whether or not the digital divide is growing or closing is difficult to

answer.

In Bridging the digital divide: An opportunity for growth for the 21st century, examples of

these ways of measuring are illustrated . In the Lorenz curve, perfect equality of Internet

usage across nations is represented by a 45-degree diagonal line, which has a Gini coefficient

of zero. Perfect inequality gives a Gini coefficient of one. The progress represented is

predominantly of the middle-income groups when compared to the highest income groups.

The lowest income groups continue to decrease their level of equality in comparison to the

high income groups. Therefore, there is still a long way to go before the digital divide will be

eliminated. One area of significant focus was school computer access; in the 1990s, rich

schools were much more likely to provide their students with regular computer access. In the

late 1990s, rich schools were much more likely to have Internet access. In the context of

schools, which have consistently been involved in the discussion of the divide, current

formulations of the divide focus more on how (and whether) computers are used by students,

and less on whether there are computers or Internet connections. The E-Rate program in the

United States (officially the Schools and Libraries Program of the Universal Service Fund),

authorized in 1996 and implemented in 1997, directly addressed the technology gap between

rich and poor schools by allocating money from telecommunications taxes to poor schools

without technology resources. Though the program faced criticism and controversy in its

methods of disbursement, E-Rate has been credited with increasing the overall number of

public classrooms with Internet access from 14% in 1996 to 95% in 2005. Recently,

discussions of a digital divide in school access have broadened to include technology related

skills and training in addition to basic access to computers and Internet access. Technology

offers a unique opportunity to extend learning support beyond the classroom, something that

has been difficult to do until now. The variety of functions that the Internet can serve for the

individual user makes it unprecedented malleable to the users current needs and purposes.

In Section 5 of this course you will cover these topics:
Professional Ethics
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Topic : Professional Ethics

Topic Objective:

At the end of the topic student will be able to understand:

 Professional responsibility

 Separatism

 Software Engineering a Profession

 Software Engineering Code of Ethics

 Analysis of the Code

 Whistle-blowing

Definition/Overview:

Professional ethics: Professional ethics concerns the moral issues that arise because of the

specialist knowledge that professionals attain, and how the use of this knowledge should be

governed when providing a service to the public.

Key Points:

1. Professional responsibility

The professional carries additional moral responsibilities to those held by the population in

general. This is because professionals are capable of making and acting on an informed

decision in situations that the general public cannot, because they have not received the

relevant training. For example, a layman member of the public could not be held responsible

for failing to act to save a car crash victim because they could not give an emergency

tracheotomy. This is because they do not have the relevant knowledge. In contrast, a fully

trained doctor (with the correct equipment) would be capable of making the correct diagnosis

and carrying out the procedure and we would think it wrong if they stood by and failed to

help in this situation. You cannot be held accountable for failing to do something that you do

not have the ability to do. This additional knowledge also comes with authority and power.

The client places trust in the professional on the basis that the service provided will be of

benefit to them. It would be quite possible for the professional to use his authority to exploit
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the client. An obvious example is that of the dentist who carries out unneeded dental work on

his patients in order to gain more money. It is likely that the patient will not have sufficient

knowledge to question what is being done, and so will undergo and pay for the treatment.

Codes of practice Questions arise as to the ethical limits of the professionals responsibility

and how power and authority should be used in service to the client and society. Most

professions have internally enforced codes of practice that members of the profession must

follow, to prevent exploitation of the client and preserve the integrity of the profession. This

is not only to the benefit of the client but to the benefit of those belonging to the profession.

For example, an American business may approach an engineer to certify the safety of a

project which is not safe. Whilst one engineer may refuse to certify the project on moral

grounds, the business may find a less scrupulous engineer who will be prepared to certify the

project for a bribe, thus saving the business the expense of redesigning. Disciplinary codes

allow the profession to draw a standard of conduct and ensure that individual practitioners

meet this standard, by disciplining them from the professional body if they do not practice

accordingly. This allows those professionals who act with conscience to practice in the

knowledge that they will not be undermined commercially by those who have less ethical

qualms. It also maintains the publics trust in the profession, meaning that the public will

continue to seek their services. Problems with internal regulation There are questions

surrounding the validity of professional codes of ethics. On a practical level it is very difficult

for those independent of the profession to monitor practice, leaving the possibility that a code

of practice may be self serving. This is because the nature of professions is that they have

almost a complete monopoly on a particular area of knowledge. For example, until recently,

the English courts deferred to the professional consensus on matters relating to their practice

that lay outside case law and legislation.

2. Separatism

On a theoretical level, there is debate as to whether an ethical code for a profession should be

consistent with the requirements of morality governing the public. Separatists argue that

professions should be allowed to go beyond such confines when they judge it necessary. This

is because they are trained to produce certain outcomes which may take moral precedence

over other functions of society. For example, it could be argued that a doctor may lie to a

patient about the severity of their condition, if there is reason to think that telling the patient

could cause them so much distress that it would be detrimental to their health. This would be
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a disrespect of the patients autonomy, as it denies them information on something that could

have a great impact on their life. This would generally be seen as morally wrong. However, if

the end of improving and maintaining health is given a moral priority in society, then it may

be justifiable to contravene other moral demands in order to meet this goal. Separatism is

based on a relativist conception of morality that there can be different, equally valid moral

codes that apply to different sections of society and differences in codes between societies. If

moral universalism is ascribed to, then this would be inconsistent with the view that

professions can have a different moral code, as the universalist holds that there is only one

valid moral code for all.

3. Is Software Engineering a Profession?

Software engineering is the application of a systematic, disciplined, quantifiable approach to

the development, operation, and maintenance of software, and the study of these approaches.

That is the application of engineering to software. The term software engineering first

appeared in the 1968 NATO Software Engineering Conference and was meant to provoke

thought regarding the current "software crisis" at the time. Since then, it has continued as a

profession and field of study dedicated to creating software that is of higher quality, cheaper,

maintainable, and quicker to build. Since the field is still relatively young compared to its

sister fields of engineering, there is still much work and debate around what software

engineering actually is, and if it deserves the title engineering. It has grown organically out of

the limitations of viewing software as just programming. Software development is a term

sometimes preferred by practitioners in the industry who view software engineering as too

heavy-handed and constrictive to the malleable process of creating software.

4. Software Engineering Code of Ethics

While some areas, such as Ontario, Canada , license software engineers; most places in the

world have no laws regarding the profession of software engineers. Yet there are some guides

from the IEEE Computer Society and the ACM, the two main professional organizations of

software engineering. The Guide to the Software Engineering Body of Knowledge - 2004

Version or SWEBOK defines the field and gives a coverage of the knowledge practicing

software engineers should know. There is also a "Software Engineering Code of Ethics".

Prior to the mid-1990s, most software practitioners called themselves programmers or

developers, regardless of their actual jobs. Many people prefer to call themselves software
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developer and programmer, because most widely agree what these terms mean, while

software engineer is still being debated. The term programmer has often been used as a

pejorative term to refer to those who lacked the tools, skills, education, or ethics to write

good quality software. In response, many practitioners called themselves software engineers

to escape the stigma attached to the word programmer. In many companies, the titles

programmer and software developer were changed to software engineer, for many categories

of programmers. These terms cause confusion, because some denied any differences (arguing

that everyone does essentially the same thing with software) while others use the terms to

create a difference (because the terms mean completely different jobs). . The wrangling over

the status of software engineering (between traditional engineers and computer scientists) can

be interpreted as a fight over control of the word engineering. Traditional engineers question

whether software engineers can legally use the term. Traditional engineers (especially civil

engineers and the NSPE) claim that they have special rights over the term engineering, and

for anyone else to use it requires their approval. In the mid-1990s, the NSPE sued to prevent

anyone from using the job title software engineering. The NSPE won their lawsuit in 48

states. However, SE practitioners, educators, and researchers ignored the lawsuits and called

themselves software engineers anyway.

The U.S. Bureau of Labor Statistics uses the term software engineer, too. The term

engineering is much older than any regulatory body, so many believe that traditional

engineers have few rights to control the term. As things stand at 2007, however, even the

NSPE appears to have softened its stance towards software engineering and following the

heels of several overseas precedents, is investigating a possibility of licensing software

engineers in consultation with IEEE, NCEES and other groups "for the protection of the

public health safety and welfare" . In Canada, the use of the words 'engineer' and

'engineering' are controlled in each province by self-regulating professional engineering

organizations, often aligned with geologists and geophysicists, and tasked with enforcement

of the governing legislation. The intent is that any individual holding themselves out as an

engineer (or geologist or geophysicist) has been verified to have been educated to a certain

accredited level, and their professional practice is subject to a code of ethics and peer

scrutiny. This system was originally designed for the practise of engineering where public

safety is a concern, but extends to other branches of engineering as well, including electronics

and software. In New Zealand, IPENZ, the professional engineering organization entrusted

by the New Zealand government with legal power to license and regulate chartered engineers
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(CPEng), recognizes software engineering as a legitimate branch of professional engineering

and accepts application of software engineers to obtain chartered status provided he or she

has a tertiary degree of approved subjects. Software Engineering is included but Computer

Science is normally not.

5. Analysis of the Code

Static code analysis is the analysis of computer software that is performed without actually

executing programs built from that software (analysis performed on executing programs is

known as dynamic analysis). In most cases the analysis is performed on some version of the

source code and in the other cases some form of the object code. The term is usually applied

to the analysis performed by an automated tool, with human analysis being called program

understanding or program comprehension. The sophistication of the analysis performed by

tools varies from those that only consider the behavior of individual statements and

declarations, to those that include the complete source code of a program in their analysis.

Uses of the information obtained from the analysis vary from highlighting possible coding

errors (e.g., the lint tool) to formal methods that mathematically prove properties about a

given program (e.g., its behavior matches that of its specification). It can be argued that

software metrics and reverse engineering are forms of static analysis. A growing commercial

use of static analysis is in the verification of properties of software used in safety-critical

computer systems and locating potentially vulnerable code. Formal methods is the term

applied to the analysis of software (and hardware) whose results are obtained purely through

the use of rigorous mathematical methods. The mathematical techniques used include

denotational semantics, axiomatic semantics, operational semantics, and abstract

interpretation. It has been proven that, barring some hypothesis that the state space of

programs is finite and small, finding all possible run-time errors, or more generally any kind

of violation of a specification on the final result of a program, is undecidable: there is no

mechanical method that can always answer truthfully whether a given program may or may

not exhibit runtime errors. This result dates from the works of Church, Gdel and Turing in the

1930s. As with most undecidablequestions, one can still attempt to give useful approximate

solutions.

Some of the implementation techniques of formal static analysis include:
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 Model checking considers systems that have finite state or may be reduced to finite state by

abstraction;

 Data-flow analysis is a lattice-based technique for gathering information about the possible

set of values;

 Abstract interpretation models the effect that every statement has on the state of an abstract

machine (i.e., it 'executes' the software based on the mathematical properties of each

statement and declaration). This abstract machine overapproximates the behaviours of the

system: the abstract system is thus made simpler to analyze, at the expense of incompleteness

(not every property true of the original system is true of the abstract system). If properly

done, though, abstract interpretation is sound (every property true of the abstract system can

be mapped to a true property of the original system).

 Use of assertions in program code as first suggested by Hoare logic. There is tool support for

some programming languages (e.g., the SPARK programming language (a subset of Ada)

and the Java Modeling Language JML using ESC/Java and ESC/Java2).

6. Whistle-blowing

A whistleblower is a person who alleges misconduct. More complex definitions may be used,

but the issue is that the whistleblower usually faces reprisal. The misconduct may be

classified in many ways; for example, a violation of a law, rule, regulation and/or a direct

threat to public interest, such as fraud, health/safety violations, and corruption. One famous

whistleblower is Jeffrey Wigand, who exposed the Big Tobacco scandal, revealing that

executives of the companies knew that cigarettes were addictive and approved the addition of

carcinogenic ingredients to the cigarettes. Wigand's story was the basis for the 1999 movie

The Insider. Another example is Dr. Frederic Whitehurst, who exposed irregularities at the

Federal Bureau of Investigation's Crime Lab. In Europe, Paul vanBuitenen exposed

irregularities in the European Commission. The term whistleblower derives from the practice

of English bobbies, who would blow their whistles when they noticed the commission of a

crime. The whistle would alert both law enforcement officers and the general public of

danger. Definition of a whistleblower Most whistleblowers are internal whistleblowers, who

report misconduct to a fellow employee or superior within their company. (One of the most

interesting questions with respect to internal whistleblowers is why and under what

circumstances people will either act on the spot to stop illegal and otherwise unacceptable

behavior or report it. There is some reason to believe that people are more likely to take

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

103
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



action with respect to unacceptable behavior, within an organization, if there is a complaint

system that offers not just options dictated by the organization, but a choice of options for

individuals.

External whistleblowers, however, report misconduct to outside persons or entities. In these

cases, depending on the information's severity and nature, whistleblowers may report the

misconduct to lawyers, the media, law enforcement or watchdog agencies, or other local,

state, or federal agencies. Under most U.S. federal whistleblower statutes, in order to be

considered a whistleblower, the federal employee must have reason to believe his or her

employer has violated some law, rule or regulation; testify or commence a legal proceeding

on the legally protected matter; or refuse to violate the law. If disclosure is specifically

prohibited by law or executive order, disclosure may be considered treason. However, no

whistleblowers have been tried for treason in the United States, and it is not officially

treasonous to report illegal conduct by government officials there.[opinion needs balancing]

Some try to limit the impact of whistleblowing by arguing that "role-prescribed"

whistleblowers (e.g. quality control personnel or internal auditors) are not whistleblowers in

the traditional sense because they are employed in order to blow whistles. In cases where

whistleblowingon a specified topic is protected by statute, U.S. courts have generally held

that such whistleblowers are protected from retaliation. However, a closely divided U.S.

Supreme Court decision, Garcetti v. Ceballos (2006). held that the First Amendment free

speech guarantees for government employees do not protect disclosures made within the

scope of the employees' duties. Many U.S. federal courts do not distinguish between internal

and external whistleblowing. For example, in the field of federal environmental

whistleblowing, federal courts have protected only internal whistleblowingas a matter of

public policy, holding that whistleblower statutes encourage the free flow of information, and

that internal whistleblowinghelps resolve problems as soon as possible.[opinion needs

balancing] Ideas about whistleblowing vary widely. Whistleblowers are commonly seen as

selfless martyrs for public interest and organizational accountability; others view them as

'dobbers' or "snitches" (slang), solely pursuing personal glory and fame. It is probable that

many people do not even consider blowing the whistle, not only because of fear of retaliation,

but also because of fear of losing their relationships at work and outside work. Because the

majority of cases are very low-profile and receive little or no media attention and because

whistleblowers who do report significant misconduct are usually put in some form of danger

or persecution, the idea of seeking fame and glory may be less commonly believed.
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Persecution of whistleblowers has become a serious issue in many parts of the world.

Although whistleblowers are often protected under law from employer retaliation, there have

been many cases where punishment for whistleblowinghas occurred, such as termination,

suspension, demotion, wage garnishment, and/or harsh mistreatment by other employees. For

example, in the United States, most whistleblower protection laws provide for limited "make

whole" remedies or damages for employment losses if whistleblower retaliation is proven.

However, many whistleblowers report there exists a wide-spread "shoot the messenger"

mentality by corporations or government agencies accused of misconduct and in some cases

whistleblowers have been subjected to criminal prosecution in reprisal for reporting

wrongdoing.

As a reaction to this many private organizations have formed whistleblower legal defense

funds or support groups to assist whistleblowers; one such example in the UK is Public

Concern at Work. Depending on the circumstances, it is not uncommon for whistleblowers to

be ostracized by their co-workers, discriminated against by future potential employers, or

even fired from their organization. This campaign directed at whistleblowers with the goal of

eliminating them from the organization is referred to as mobbing. It is an extreme form of

workplace bullying wherein the group is set against the targeted individual. The U.S.

Supreme Court dealt a major blow to government whistleblowers when, in the case of

Garcetti v. Ceballos, 04-5, it ruled that government employees did not have protection from

retaliation by their employers under the First Amendment of the Constitution. The free

speech protections of the First Amendment have long been used to shield whistleblowers

from retaliation by whistleblower attorneys. In response to the Supreme Court decision, the

House of Representatives passed H.R. 985, the Whistleblower Protection Act of 2007.

President George W. Bush, citing national security concerns, promised to veto the bill should

it be enacted into law by Congress. The Senate's version of the Whistleblower Protection Act

(S. 274), which has significant bipartisan support, was approved by the Senate Committee on

Homeland Security and Governmental Affairs on June 13, 2007. However, it has yet to reach

a vote by Senate as a hold has been placed on the bill by Senator Tom Coburn (R-OK).

According to the National Whistleblower Center, Coburn's hold on S. 274 has been done to

further President Bush's agenda.
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