
Transport Engineering and Planning

Topic Objective:

At the end of this topic student would be able to:

 Define the term Transport Engineering

 Describe the planning aspects of transport engineering

 Highlight the importance of transportation engineering and planning

Definition/Overview:

Transport engineering: Transport engineering (alternatively transportation engineering) is the

science of safe and efficient movement of people and goods (transport). It is a sub-discipline of

civil engineering.

Key Points:

1. Transport Engineering

The planning aspects of transport engineering relate to urban planning, and involve technical

forecasting decisions and political factors. Technical forecasting of passenger travel usually

involves an urban transportation planning model, requiring the estimation of trip generation

(how many trips for what purpose), trip distribution (destination choice, where is the traveler

going), mode choice (what mode is being taken), and route assignment (which streets or

routes are being used). More sophisticated forecasting can include other aspects of traveler

decisions, including auto ownership, trip chaining (the decision to link individual trips

together in a tour) and the choice of residential or business location (known as land use

forecasting). Passenger trips are the focus of transport engineering because they often

represent the peak of demand on any transportation system. The design aspects of transport
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engineering include the sizing of transportation facilities (how many lanes or how much

capacity the facility has), determining the materials and thickness used in pavement,

designing the geometry (vertical and horizontal alignment) of the roadway (or track).

Operations and management involve traffic engineering, so that vehicles move smoothly on

the road or track. Older techniques include signs, signals, markings, and tolling. Newer

technologies involve intelligent transportation systems, including advanced traveler

information systems (such as variable message signs), advanced traffic control systems (such

as ramp meters), and vehicle infrastructure integration. Human factors are an aspect of

transport engineering, particularly concerning driver-vehicle interface and user interface of

road signs, signals, and markings.

2. Highway engineering

2.1. Engineers in this specialization

 Handle the planning, design, construction, and operation of highways, roads, and

other vehicular facilities as well as their related bicycle and pedestrian realms.

 Estimate the transportation needs of the public and then secure the funding for the

project.

 Analyze locations of high traffic volumes and high collisions for safety and capacity.

 Use civil engineering principles to improve the transportation system.

3. Railroad engineering

Railway engineers handle the design, construction, and operation of railroads and mass

transit systems that use a fixed guide-way (such as light rail or even monorails). Typical tasks

would include determining horizontal and vertical alignment design, station location and

design, and construction cost estimating. Railroad engineers can also move into the

specialized field of train dispatching which focuses on train movement control.

4. Port and harbor engineering
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Port and harbor engineers handle the design, construction, and operation of ports, harbors,

canals, and other maritime facilities. This is not to be confused with marine engineering.

5. Airport engineering

Airport engineers design and construct airports. Airport engineers must account for the

impacts and demands of aircraft in their design of airport facilities. One such example is the

analysis of predominant wind direction to determine runway orientation.

Topic : Introduction To Roads

Topic Objective:

At the end of this topic student would be able to:

 Define the term road

 Describe the construction of roads

 Highlight the structural road design process

Definition/Overview:

Road: A road is an identifiable route, way or path between two or more places. Roads are

typically smoothed, paved, or otherwise prepared to allow easy travel; though they need not be,

and historically many roads were simply recognizable routes without any formal construction or

maintenance.
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Key Points:

1. Road

The term was also commonly used to refer to roadsteads, waterways that leant themselves to

use by shipping. Notable examples being Hampton Roads, in Virginia, and Castle Roads, in

Bermuda (also formerly in Virginia) In urban areas roads may pass through a city or village

and be named as streets, serving a dual function as urban space easement and route.

Economics and society depend heavily on efficient roads. In the European Union (EU) 44 %

of all goods are moved by trucks over roads and 85 % of all persons are transported by cars,

buses or coaches on roads. The United States has the largest network of roadways of any

single country in the world with 6,430,366 km (2005). India has the second largest road

system in the world with 3,383,344 km (2002). People's Republic of China is third with

1,870,661 km of roadway (2004). When looking only at expressways the National Trunk

Highway System (NTHS) in People's Republic of China has a total length of 45,000 km at

the end of 2006, second only to the United States with 90,000 km in 2005

2. Structural road design

Structural road design aims to ensure the road is strong enough for the expected number of

vehicles in a certain number of years. The input of a calculation is the number expected of

vehicles (e.g. 10,000,000) divided in groups (e.g. trucks, vans, cars) and the number of years

that the road has to function before the road structure has to be fully renewed (e.g. 20 years).

The given example of 20 years does not mean that there is no maintenance during this period.

There is a certain amount of maintenance, but it can be scheduled and is low. For asphalt, the

Shell Pavement design is often used.

3. Road transport economics

Transport economics is a branch of economics that deals with the allocation of resources

within the transport sector and has strong linkages with civil engineering. Transport
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economics differs from some other branches of economics in that the assumption of a

spaceless, instantaneous economy does not hold. People and goods flow over networks at

certain speeds. Demands peak. Advanced ticket purchase is often induced by lower fares.

The networks themselves may or may not be competitive. A single trip (the final good from

the point-of-view of the consumer) may require bundling the services provided by several

firms, agencies and modes.

Although transport systems follow the same supply and demand theory as other industries,

the complications of network effects and choices between non-similar goods (e.g. car and bus

travel) make estimating the demand for transportation facilities difficult. The development of

models to estimate the likely choices between the non-similar goods involved in transport

decisions "discrete choice" models led to the development of the important branch of

econometrics, and a Nobel Prize for Daniel McFadden. In transport, demand can be

measured in numbers of journeys made or in total distance traveled across all journeys (e.g.

passenger-kilometers for public transport or vehicle-kilometers of travel (VKT) for private

transport). Supply is considered to be a measure of capacity. The price of the good (travel) is

measured using the generalized cost of travel, which includes both money and time

expenditure. The effect of increases in supply (capacity) is of particular interest in transport

economics as the potential environmental consequences are significant. Road building and

maintenance is an area of economic activity that remains dominated by the public sector

(though often through private contractors). Roads (except those on private property not

accessible to the general public) are typically paid for by taxes (often raised through levies on

fuel), though some public roads, especially highways are funded by tolls.

4. Environmental aspects

Motor vehicle traffic on roads generates noise pollution especially at higher operating speeds.

Therefore, considerable noise health effects are expected from road systems used by large

numbers of motor vehicles. Noise mitigation strategies exist to reduce sound levels at nearby

sensitive receptors. The idea that road design could be influenced by acoustical engineering
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considerations first arose about 1973. Motor vehicles operating on roads contribute

emissions, particularly for congested city street conditions and other low speed

circumstances. Concentrations of air pollutants and adverse respiratory health effects are

greater near the road than at some distance away from the road.

5. Maintenance

Like all structures, roads deteriorate over time. Deterioration is primarily due to accumulated

damage from vehicles; however environmental effects such as frost heaves, thermal cracking

and oxidation often contribute. According to a series of experiments carried out in the late

1950s, called the AASHO Road Test, it was empirically determined that the effective

damage done to the road is roughly proportional to the 4th power of axle weight. A typical

tractor-trailer weighing 80,000 pounds (36.287 t) with 8,000 pounds (3.6287 t) on the steer

axle and 36,000 pounds (16.329 t) on both of the tandem axle groups is expected to do 7,800

times more damage than a passenger vehicle with 2,000 pounds (0.907 t) on each axle.

6. Pothole

Pavements are designed for an expected service life or design life. In some UK countries the

standard design life is 40 years for new bitumen and concrete pavement. Maintenance is

considered in the whole life cost of the road with service at 10, 20 and 30 year milestones.

Roads can be and are designed for a variety of lives (8-, 15-, 30-, and 60-year designs). When

pavement lasts longer then its intended life, it may have been overbuilt, and the original costs

may have been too high. When a pavement fails before its intended design life, the owner

may have excessive repair and rehabilitation costs. Many concrete pavements built since the

1950's have significantly outlived their intended design lives. Some roads like Chicago,

Illinois's "Wacker Drive", a major two-level viaduct in downtown area are being rebuilt with

a designed service life of 100 years.
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Virtually all roads require some form of maintenance before they come to the end of their

service life. Pro-active agencies continually monitor road conditions and apply preventive

maintenance treatments as needed to prolong the lifespan of their roads. Technically

advanced agencies monitor the road network surface condition with sophisticated equipment

such as laser/inertial Profilometers. These measurements include road curvature, cross slope,

unevenness, roughness, rutting and texture (roads). This data is fed into a pavement

management system, which recommends the best maintenance or construction treatment to

correct the damage that has occurred. Maintenance treatments for asphalt concrete generally

include crack sealing, surface rejuvenating, and fog sealing, micro-milling and surface

treatments. Thin surfacing preserves, protects and improves the functional condition of the

road while reducing the need for routing maintenance, leading to extended service life

without increasing structural capacity.

Topic : Traffic Stream Flow Models

Topic Objective:

At the end of this topic student would be able to:

 Define the term traffic flow

 Describe the approaches of traffic phenomena

 Highlight the vehicular traffic flow analysis

Definition/Overview:

Traffic flow: The mathematical or engineering study of traffic flow, and in particular vehicular

traffic flow, is done with the aim to get a better understanding of these phenomena and to assist

in the reduction of traffic congestion problems. The first attempts to give a mathematical theory

of traffic flow dated back to the 1950s, but to this day we still do not have a satisfactory and
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general theory to be applied in real flow conditions. Current traffic models use a mixture of

empirical and theoretical techniques.

Key Points:

1. Approaches

Traffic phenomena are complex and nonlinear, depending on the interactions of a large

number of vehicles. Moreover, vehicles do not interact simply following the laws of

mechanics, but also due to the reactions of human drivers. In particular, they show

phenomena of cluster formation and forward and backward-propagating shock waves of

vehicle density. Fluctuations in measured quantities (e.g., mean velocity of vehicles) are

often huge, leading to a difficult understanding of experiments.

2. Vehicular Traffic Flow Analysis

Vehicular traffic flow analysis is made more complicated by the "sideways parabola" shape

of the speed-flow curve. As the total number of vehicles operating on a roadway reaches the

maximum flow rate (or flux) at densities beyond a point known as the "optimum density" the

traffic flow becomes unstable. At that point even a minor incident can lead to a breakdown in

traffic flow, resulting in persistent stop-and-go driving conditions. Estimates of jam density,

the density associated with completely stopped traffic flow, are in the range of 185-250

vehicles per mile per lane, while optimum densities for freeways are typically 40-50 vehicles

per mile per lane. Scientists approach the problem in mainly three ways, corresponding to the

three main scales of observation in physics.

 Microscopic scale: at a first level, every vehicle is considered as an individual, and therefore for

everyone is written an equation, that is usually an ODE.
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 Macroscopic scale: in analogy with fluid dynamics models, it is something more useful to write

a system of partial differential equations balance laws for some gross quantities of interest, e.g

the density of vehicles or their mean velocity.

 Mesoscopic (kinetic) scale: a third, intermediate, possibility, is to define a function f(t,x,V)

which expresses the probability of having a vehicle at time t in position x which runs with

velocity V. This function, following methods of statistical mechanics, can be computed solving

an integro-differential equation, like the Boltzmann Equation.

The engineering approach to analysis of highway traffic flow problems is primarily based on

empirical analysis (i.e., observation and mathematical curve fitting). One of the major

references on this topic used by American planners is the Highway Capacity Manual

published by the Transportation Research Board, which is part of the United States National

Academy of Sciences. This recommends modelling traffic flows using the whole travel time

across a link using a delay/flow function, including the effects of queuing. This technique is

used in many US traffic models and the SATURN model in Europe.

In many parts of Europe a hybrid empirical approach to traffic design is used, combining

macro-, micro- and mesoscopic features. Rather than simulating a steady state of flow for a

journey, they simulate transient "demand peaks" of congestion which they model by using

small "time-slices" across the network throughout the working day or weekend. Typically the

origins and destinations for trips are first estimated and a traffic model generated, before

being calibrated by comparing the mathematical model with observed counts of actual traffic

flows, classified by type of vehicle. "Matrix estimation" is then applied to the model to

achieve a better match to observed link counts before any changes, and the revised model is

used to generate a more realistic traffic forecast for any proposed scheme. The model would

be run several times, including a current baseline, an "average day" forecast based on a range

of economic parameters, and supported by sensitivity analysis to understand the implications

of temporary blockages or incidents around the network. From the models it is possible to

total the time taken for all drivers of different types of vehicle on the network, and thus

deduce average fuel consumption and emissions.
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In Section 2 of this course you will cover these topics:
Capacity And Level Of Service Analysis
Transportation Modes
Urban And Intelligent Transportation Systems

Topic : Capacity And Level Of Service Analysis

Topic Objective:

At the end of this topic student would be able to:

 Define the term level of service

 Describe the Level of Service in the U.K

 Highlight the uses of LOS

Definition/Overview:

Level of service: Level of service is a measure by which transportation planners determine the

quality of service on transportation devices, or transportation infrastructure. Whilst the motorist

is, in general, interested in speed of his journey, LOS is a more holistic approach, taking into

account several other factors. As a result LOS is regarded a measure of traffic density (or a

measure of congestion), rather than overall speed, of the journey. It is however closely linked to

transportation time (the shorter, the better). Level of service may be used for other public

facilities as a tool to measure changes in condition or availability, such as water supply.
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Key Points:

1. Level of Service

The transportation LOS system uses the letters A through F, with A being best and F being

worst. LOS A is the best, described as conditions where traffic flows at or above the posted

speed limit and all motorists have complete mobility between lanes. LOS A occurs late at

night in urban areas, frequently in rural areas, and generally in car advertisements. B is

slightly more congested, with some impingement of maneuverability; two motorists might be

forced to drive side by side, limiting lane changes. LOS B does not reduce speed from LOS

A. LOS C has more congestion than B, where ability to pass or change lanes is not always

assured. LOS C is the target for urban highways in many places. At LOS C most experienced

drivers are comfortable, roads remain safely below but efficiently close to capacity, and

posted speed is maintained. LOS D is perhaps the level of service of a busy shopping

corridor in the middle of a weekday, or a functional urban highway during commuting hours:

speeds are somewhat reduced, motorists are hemmed in by other cars and trucks. In busier

urban areas this level of service is sometimes the goal for peak hours, as attaining LOS C

would require a prohibitive cost in bypass roads and lane additions. LOS E is a marginal

service state. Flow becomes irregular and speed varies rapidly, but rarely reaches the posted

limit. On highways this is consistent with a road over its designed capacity. LOS F is the

lowest measurement of efficiency for a road's performance. Flow is forced; every vehicle

moves in lockstep with the vehicle in front of it, with frequent drops in speed to nearly zero

mph. Technically, a road in a constant traffic jam would be below LOS F. This is because

LOS does not describe an instant state, but rather an average or typical service. For example,

a highway might operate at LOS D for the AM peak hour, but have traffic consistent with

LOS C some days, LOS E or F others, and come to a halt once every few weeks. However,

LOS F describes a road for which the travel time cannot be predicted.

The Highway Capacity Manual and AASHTO -Geometric Design of Highways and Streets

("Green Book") list the following levels of service:

A= Free flow
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B=Reasonably free flow

C=Stable flow

D=Approaching unstable flow

E=Unstable flow

F=Forced or breakdown flow

LOS Signalized Intersection Unsignalized Intersection

A ≤10 sec ≤10 sec

B 10-20 sec 10-15 sec

C 20-35 sec 15-25 sec

D 35-55 sec 25-35 sec

E 55-80 sec 35-50 sec

F ≥80 sec ≥50 sec

The level of service characterizes the operating conditions on the facility in terms of traffic

performance measures related to speed and travel time, freedom to maneuver, traffic

interruptions, and comfort and convenience." The above grading refers to highways;

however, some professors in urban planning schools have proposed measurements of levels

of service that take public transportation into account. Such systems would include wait time,

frequency of service, time it takes to pay fares, quality of the ride itself, accessibility of

depots, and, perhaps, other criteria as well.
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LOS can also be applied to surface streets, to describe major signalized intersections. A

crowded four-way intersection where the major traffic movements were conflicting turns

might have an LOS of D or E. At intersections, queuing time can be used as a rubric to

measure LOS; computer models given the full movement data can spit out a good estimate of

LOS. In the past, some planners have aimed for an "A" Level of Service (and many still do in

rural areas), but many transportation planners (especially proponents of public transit)

recommend aiming for a "C" level of service (particularly in urban areas), one that would

slow cars down and make roads safer for pedestrians (thus increasing the desirability of

public transit if such transit has its own rights-of-way). To that end, transit-favoring planners

recommend increasing population density in towns, narrowing streets, restricting car use in

some areas, providing sidewalks, and making the scenery interesting for pedestrians. A level

of service standard has been developed by John J. Fruin, PhD., for pedestrian facilities. The

standard uses American units and applies to pedestrian queues, walkways, and stairwells.

2. Level of Service in the U.K

The Level of Service measure is much more suited to American Roads than roads in Europe

and the U.K, however the Highway Capacity Manual is used in the U.K. The technique does

find its way into U.K textbooks, however in practice it is sparingly used in transportation

analysis. The individual countries of the U.K have different bodies for each areas roads, and

as a result detailed techniques and applications vary in Scotland, England and Wales,

however in general the practice is the same. In the U.K rural and urban roads are in general

much busier than in the U.S, and as such service levels tend to be to the higher end of the

scale, especially in the peak commuting periods. It is acceptable for roads to operate at 85%

capacity, which equates to D and E LOS.

In general the principle the U.K uses is to take the volume of traffic in one hour on the road

and divide by the appropriate capacity of the road type to get a v/c rating. This v/c rating can

be cross-referenced to the textbooks which publish tables of v/c ratings and their equivalent
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LOS ratings. The lack of definitive categories towards the D, E and F LOS ratings limit the

use on U.K roads, as an D or E category on an urban road, would be acceptable in the U.K.

In certain circumstances the U.K shortens the LOS categories to just A-D. The first 2

categories indicate free-movement of traffic (i.e under 85% capacities), the C category

indicates reaching capacity 85%-100%, whilst D indicates over capacity. Little reference to

this can be found in textbooks and it may just be an 'unwritten engineering practice', agreed

with certain authorities.

Topic : Transportation Modes

Topic Objective:

At the end of this topic student would be able to:

 Define the term transportation modes

 Describe various modes of transportation

Definition/Overview:

Mode of transport: Mode of transport (or means of transport or transport mode or transport

modality or form of transport) is a general term for the different kinds of transport facilities that

are often used to transport people or cargo. Where more than one mode of transport is used for a

journey, or for transport analysis, the journey can be described as multi-modal.

Key Points:

1. Components of a mode of transport
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A transport mode is a combination of the following:

 Traffic infrastructure: traffic routes, networks, nodes (stations, terminals), etc.

 Vehicles and containers: trucks, wagons, ships, aircraft and trains.

 A stationary or mobile workforce

 Propulsion system and power supply (traction)

 Operations: driving, management, traffic signals, railway switching, air traffic control, etc.

2. Mode

2.1. Human-powered

Human-powered transport is the transport of person(s) and/or goods using human

muscle power. Like animal-powered transport, human-powered transport has existed

since time immemorial in the form of walking, running and swimming. Modern

technology has allowed machines to enhance human-power. Many forms of human-

powered transport remain popular for reasons of lower cost, leisure, physical exercise

and environmentalism. Human-powered transport is sometimes the only type

available (especially in underdeveloped or inaccessible regions), and is considered an

ideal form of sustainable transportation.

Although humans are able to walk without infrastructure, the transport can be

enhanced through the use of roads, especially when enforcing the human power with

vehicles, such as bicycles and inline skates. Human-powered vehicles have also been

developed for highly encumbering environments, such as snow and water, by

watercraft rowing and skiing; even the air can be entered with human-powered

aircraft.

2.2. Animal-powered

Animal-powered transport is the use of working animals (also known as "beasts of

burden") for the movement of people and goods. Humans may ride some of the
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animals directly, use them as pack animals for carrying goods, or harness them, singly

or in teams, to pull (or haul) sleds or wheeled vehicles. Animals are superior to

people in their speed, endurance and carrying capacity; prior to the Industrial

Revolution they were used for all land transport impracticable for people, and they

remain an important mode of transport in less developed areas of the world.

2.3. Air

A fixed-wing aircraft, commonly called airplane or aeroplane, is a heavier-than-air

craft where movement of the wings in relation to the aircraft is not used to generate

lift. The term is used to distinguish from rotary-wing aircraft, where the movement of

the lift surfaces relative to the aircraft generates lift. A heliplane is both fixed-wing

and rotary-wing. Fixed-wing aircraft range from small trainers and recreational

aircraft to large airliners and military cargo aircraft. Two necessities for aircraft are

air flow over the wings for lift, and an area for landing. The majority of aircraft also

need an airport with the infrastructure to receive maintenance, restocking, refueling

and for the loading and unloading of crew, cargo and passengers. While the vast

majority of aircraft land and take off on land, some are capable of take off and

landing on ice, snow and calm water.

The aircraft is the second fastest method of transport, after the rocket. Commercial

jets can reach up to 875 kilometers per hour (544 mph), single-engine aircraft 175

kilometers per hour (109 mph). Aviation is able to quickly transport people and

limited amounts of cargo over longer distances, but incur high costs and energy use;

for short distances or in inaccessible places helicopters can be used.

2.4. Rail

Rail transport is the transport of passengers and goods along railways (or railroads),

consisting of two parallel steel rails, generally anchored perpendicular to beams
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(termed sleepers or ties) of timber, concrete or steel to maintain a consistent distance

apart, or gauge. The rails and perpendicular beams are usually then placed on a

foundation made of concrete or compressed earth and gravel in a bed of ballast to

prevent the track from buckling (bending out of its original configuration) as the

ground settles over time beneath and under the weight of the vehicles passing above.

The vehicles traveling on the rails are arranged in a train; a series of individual

powered or unpowered vehicles linked together, displaying markers. These vehicles

(referred to, in general, as cars, carriages or wagons) move with much less friction

than on rubber tires on a paved road, making them more energy efficient.

A train consists of rail vehicles that move along guides to transport freight or

passengers from one place to another. The guideway (permanent way) usually

consists of conventional rail tracks, but might also be monorail or maglev. Propulsion

for the train is provided by a separate locomotive, or from individual motors in self-

propelled multiple units. Most trains are powered by diesel engines or by electricity

supplied by trackside systems, but other sources of power such as steam engine,

horses, wire, gravity, pneumatics, or gas turbines are possible. Stone railways were

constructed by the Greeks in the 6th century BC, while the first iron rails were laid in

1768 with the steam engine introduced in 1804. A critical part of industrialization,

tracks were soon laid throughout the world. By the end of the century electric traction

evolved, supplemented by diesel in the next. High-speed rail was introduced by

Shinkansen in 1964. Rail transport remains the most energy efficient land transport,

and used for long-distance freight and all distances of passenger transport. In cities

rapid transit and trams are common parts of public transport.

2.5. Road

A road is an identifiable route, way or path between two or more places. Roads are

typically smoothed, paved, or otherwise prepared to allow easy travel; though they

need not be, and historically many roads were simply recognizable routes without any
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formal construction or maintenance. In urban areas roads may pass through a city or

village and be named as streets, serving a dual function as urban space easement and

route. The most common road vehicle is the automobile; a wheeled passenger vehicle

that carries its own motor. Other users of roads include buses, trucks, motorcycles,

bicycles and pedestrians. As of 2002 there were 590 million automobiles worldwide.

The first forms of road transport were horses, oxen or even humans carrying goods

over dirt tracks that often followed game trails. The Roman Empire was in need for

armies to be able to travel quickly; they built deep roadbeds of crushed stone as an

underlying layer to ensure that they kept dry, as the water would flow out from the

crushed stone, instead of becoming mud in clay soils. John Loudon McAdam

designed the first modern highways of inexpensive paving material of soil and stone

aggregate known as macadam during the Industrial Revolution. Coating of

cobblestones and wooden paving were popular during the 19th century while tarmac

and concrete paving became popular during the 20th. Automobiles offer high

flexibility and with low capacity, but are deemed with high energy and area use, and

the main source of noise and air pollution in cities; buses allow for more efficient

travel at the cost of reduced flexibility. Road transport by truck is often the initial and

final stage of freight transport.

2.6. Water

Ship transport is the process of transport by barge, boat, ship or sailboat over a sea,

ocean, lake, canal or river. A watercraft is a vehicle designed to float on and move

across (or under) water. The need for buoyancy unites watercraft, and makes the hull

a dominant aspect of its construction, maintenance and appearance. The first craft

were probably types of canoes cut out from tree trunks. The colonization of Australia

by Indigenous Australians provides indirect but conclusive evidence for the latest

date for the invention of ocean-going craft. Early sea transport was accomplished

with ships that were either rowed or used the wind for propulsion, or a combination of
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the two. In the 1800s the first steam ships were developed, using a steam engine to

drive a paddle wheel or propeller to move the ship. The steam was produced using

wood or coal. Now most ships have an engine using a slightly refined type of

petroleum called bunker fuel. Some specialized ships, such as submarines, use

nuclear power to produce the steam. Recreational or educational craft still use wind

power, while some smaller craft use internal combustion engines to drive one or more

propellers, or in the case of jet boats, an inboard water jet. In shallow draft areas

hovercraft are propelled by large pusher-prop fans. Although slow, modern sea

transport is a highly effective method of transporting large quantities of non-

perishable goods. Transport by water is significantly less costly than air transport for

trans-continental shipping; short sea shipping and ferries remain viable in coastal

areas.

2.7. Other

Pipeline transport sends goods through a pipe, most commonly liquid and gases are

sent, but pneumatic tubes can send solid capsules using compressed air. Any

chemically stable liquid or gas can be sent through a pipeline; sewage, slurry, water

and even beer pipelines exist, while long-distance networks are used for petroleum

and natural gas. Cable transport is a broad mode where vehicles are pulled by cables

instead of an internal power source. It is most commonly used at steep gradient;

typical solutions include aerial tramway, elevators, escalator and ski lifts.

3. Intermodal transport

Intermodal freight transport is the combination of multiple modes of transportation for a

single shipment; containers allow seamless integration of sea, rail and road transport and

have reduced transshipment costs. Intermodal passenger transport is where a journey is

performed through the use of several modes of transport; since all human transport normally

starts and ends with walking, all passenger transport can be considered intermodal. Public
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transport may also involve the intermediate change of vehicle, within or across modes, at

transport hub, such as a bus- or railway station.

Topic : Urban And Intelligent Transportation Systems

Topic Objective:

At the end of this topic student would be able to:

 Define the term intelligent transportation system

 Describe the uses of intelligent transportation system with respect to civil engineering

 Highlight the purpose of wireless communication

Definition/Overview:

Intelligent Transportation System: The term intelligent transportation system refers to efforts

to add information and communications technology to transport infrastructure and vehicles in an

effort to manage factors that typically are at odds with each other, such as vehicles, loads, and

routes to improve safety and reduce vehicle wear, transportation times and fuel consumption.

Key Points:

1. Intelligent transportation technologies

Intelligent transportation systems vary in technologies applied, from basic management

systems such as car navigation, traffic signal control systems, container management

systems, variable message signs, automatic number plate recognition or speed cameras to

monitoring applications such as security CCTV systems, and then to more advanced

applications which integrate live data and feedback from a number of other sources, such as

parking guidance and information systems, weather information, bridge deicing systems, and
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the like. Additionally, predictive techniques are being developed, to allow advanced

modeling and comparison with historical baseline data. Some of the constituent technologies

typically implemented in ITS are described in the following sections.

2. Wireless communications

Various forms of wireless communications technologies have been proposed for intelligent

transportation systems. Short-range communications (less than 500 yards) can be

accomplished using IEEE 802.11 protocols, specifically WAVE or the Dedicated Short

Range Communications standard being promoted by the Intelligent Transportation Society of

America and the United States Department of Transportation. Theoretically the range of

these protocols can be extended using Mobile ad-hoc networks or Mesh networking. Longer

range communications have been proposed using infrastructure networks such as WiMAX

(IEEE 802.16), Global System for Mobile Communications (GSM) or 3G. Long-range

communications using these methods are well established, but, unlike the short-range

protocols, these methods require extensive and very expensive infrastructure deployment.

There is lack of consensus as to what business model should support this infrastructure.

3. Computational technologies

Recent advances in vehicle electronics have led to a move toward fewer, more capable

computer processors on a vehicle. A typical vehicle in the early 2000s would have between

20 and 100 individual networked microcontroller/Programmable logic controller modules

with non-real-time operating systems. The current trend is toward fewer more costly

microprocessor modules with hardware memory management and Real-Time Operating

Systems. The new embedded system platforms allow for more sophisticated software

applications to be implemented, including model-based process control, artificial intelligence

and ubiquitous computing. Perhaps the most important of these for Intelligent Transportation

Systems is artificial intelligence.

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

21
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



4. Floating car data/floating cellular data

Virtually every car contains one or more mobile phones. These mobile phones routinely

transmit their location information to the network even when no voice connection is

established. These cellular phones in cars are used as anonymous traffic probes. As the car

moves, so does the signal of the mobile phone. By measuring and analyzing triangulation

network data in an anonymized format the data is converted into accurate traffic flow

information. The more congestion, the more cars, the more phones and thus more probes. In

metropolitan areas the distance between antennas is shorter and, thus, accuracy increases. No

infrastructure need be built along the road only the mobile phone network is leveraged.

Floating car data technology provides great advantages over existing methods of traffic

measurement:

 much less expensive than sensors or cameras

 more coverage: all locations and streets

 faster to set up (no work zones) and less maintenance

 works in all weather conditions, including heavy rain

5. Sensing technologies

Technological advances in telecommunications and information technology coupled with

state-of-the-art microchip, RFID, and inexpensive intelligent beacon sensing technologies

have enhanced the technical capabilities that will facilitate motorist safety benefits for

intelligent transportation systems globally. Sensing systems for ITS are vehicle and

infrastructure based networked systems; see for example, Intelligent vehicle technologies.

Infrastructure sensors are indestructible (such as in-road reflectors) devices that are installed

or embedded on the road, or surrounding the road (buildings, posts, and signs for example) as

required and may be manually disseminated during preventive road construction maintenance

or by sensor injection machinery for rapid deployment of the embedded radio frequency

powered (or RFID) in-ground road sensors. Vehicle sensing systems include deployment of

infrastructure to vehicle and vehicle to infrastructure electronic beacons for identification

communications and may also employ the benefits of CCTV automatic number plate
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recognition technology at desired intervals for increased sustained monitoring of suspect

vehicles operating in critical zones.

6. Inductive loop detection

Inductive loops can be placed in a roadbed to detect vehicles as they pass over the loop by

measuring the vehicle's magnetic field. The simplest detectors simply count the number of

vehicles during a unit of time (typically 60 seconds in the United States) that pass over the

loop, while more sophisticated sensors estimate the speed, length and weight of vehicles and

the distance between them. Loops can be placed in a single lane or across multiple lanes, and

they work with very slow or stopped vehicles as well as vehicles moving at high-speed.

7. Video vehicle detection

Traffic flow measurement and automatic incident detection using video cameras are another

form of vehicle detection. Since video detection systems such as those used in automatic

number plate recognition do not involve installing any components directly into the road

surface or roadbed, this type of system is known as a "non-intrusive" method of traffic

detection. Video from black-and-white or color cameras is fed into processors that analyze

the changing characteristics of the video image as vehicles pass. The cameras are typically

mounted on poles or structures above or adjacent to the roadway. Most video detection

systems require some initial configuration to "teach" the processor the baseline background

image. This usually involves inputting known measurements such as the distance between

lane lines or the height of the camera above the roadway. A single video detection processor

can detect traffic simultaneously from one to eight cameras, depending on the brand and

model. The typical output from a video detection system is lane-by-lane vehicle speeds,

counts and lane occupancy readings. Some systems provide additional outputs including gap,

headway, stopped-vehicle detection and wrong-way vehicle alarms.
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In Section 3 of this course you will cover these topics:

Transportation Planning

Travel-Demand Forecasting

Traffic Impact And Parking Studies

Topic : Transportation Planning

Topic Objective:

At the end of this topic student would be able to:

 Define the term transportation planning

 Describe the Professional transportation planner

 Highlight the traffic forecasting

Definition/Overview:

Transportation planning: Transportation planning historically has followed the rational

planning model of defining goals and objectives, identifying problems, generating alternatives,

evaluating alternatives, and developing the plan. Other models for planning include rational

actor, satisficing, incremental planning, organizational process, and political bargaining.

However, planners are increasingly expected to adopt a multi-disciplinary approach, especially

due to the rising importance of environmentalism. For example, the use of behavioral

psychology to persuade drivers to abandon their automobiles and use public transport instead.

The role of the transport planner is shifting from technical analysis to promoting sustainability

through integrated transport policies.

Key Points:

1. Transportation Planning
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In the United Kingdom transport planning has traditionally been a branch of civil

engineering. In the 1950s and 1960s it was generally believed that the motor car was an

important element in the future of transport as economic growth spurred on car ownership

figures. The role of the transport planner was to match motorway and rural road capacity

against the demands of economic growth. Urban areas would need to be redesigned for the

motor vehicle or else impose traffic containment and demand management to mitigate

congestion and environmental impacts. These policies were popularized in a 1963

government publication, Traffic in Towns. The contemporary Smeed Report on congestion

pricing was initially promoted to manage demand but was deemed politically unacceptable.

In more recent times this approach has been caricatured as "predict and provide" to predict

future transport demand and provide the network for it, usually by building more roads.

The publication of Planning Policy Guidance 13 in 1994 (revised in 2001), followed by A

New Deal for Transport in 1998 and the white paper Transport Ten Year Plan 2000 again

indicated an acceptance that unrestrained growth in road traffic was neither desirable nor

feasible. The worries were threefold: concerns about congestion, concerns about the effect of

road traffic on the environment (both natural and built) and concerns that an emphasis on

road transport discriminates against vulnerable groups in society such as the poor, the elderly

and the disabled.

These documents reiterated the emphasis on integration:

 integration within and between different modes of transport

 integration with the environment

 integration with land use planning

 integration with policies for education, health and wealth creation.

This attempt to reverse decades of underinvestment in the transport system has resulted in a

severe shortage of transport planners. It was estimated in 2003 that 2,000 new planners
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would be required by 2010 to avoid jeopardizing the success of the Transport Ten Year Plan

During 2006 the Transport Planning Society defined the key purpose of transport planning as

to plan, design, deliver, manage and review transport, balancing the needs of society, the

economy and the environment.

The following key roles must be performed by transport planners:

 take account of the social, economic and environmental context of their work

 understand the legal, regulatory policy and resource framework within which they work

 understand and create transport policies, strategies and plans that contribute to meeting social,

economic and environmental needs

 design the necessary transport projects, systems and services

 understand the commercial aspects of operating transport systems and services

 know about and apply the relevant tools and techniques

 must be competent in all aspects of management, in particular communications, personal skills

and project management.

2. United States

Transportation planning in the United States is in the midst of a shift similar to that taking

place in the United Kingdom, away from the singular goal of moving vehicular traffic and

towards an approach that takes into consideration the communities and lands which streets,

roads, and highways pass through ("the context"). This new approach, known as Context

Sensitive Solutions (CSS), seeks to balance the need to move vehicles efficiently and safely

with other desirable outcomes, including historic preservation, environmental sustainability,

and the creation of vital public spaces. The initial guiding principles of CSS came out of the

1998 "Thinking Beyond the Pavement" conference as a means to describe and foster

transportation projects that preserve and enhance the natural and built environments, as well

as the economic and social assets of the neighborhoods they pass through. CSS principles

have since been adopted as guidelines for highway design in federal legislation. And in 2003,

the Federal Highway Administration announced that fewer than one of its three Vital Few
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Objectives (Environmental Stewardship and Streamlining) they set the target of achieving

CSS integration within all state Departments of Transportations by September of 2007. The

recent pushes for advancing transportation planning has led to the development of a

professional certification program, the Professional Transportation Planner, to be launched in

2007.

3. Professional Transportation Planner

A Professional Transportation Planner (PTP) is a personal certification recognized within the

USA, sponsored by the Transportation Professional Certification Board, Inc. and

promulgated by the Institute of Transportation Engineers. Prior to taking the required exam,

an applicant must have obtained an accredited degree in planning or transportation and must

also have a minimum of three years work experience; possibly more depending on the level

of education attained to that point.

The 150-question examination currently includes the following topics:

 Land use and transportation relationships

1. Basic relationships

2. Levels of scale

3. Role of transportation in comprehensive planning

4. Context sensitive solutions

5. Growth management

 Needs assessment for short- and long-range planning

1. Data collection

2. Planning considerations

3. Analysis of transportation data

4. Travel forecasting

5. Transportation facility and service needs

 Transportation system planning for short- and long-range goals

1. Plan development steps
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2. Planning considerations

3. Public involvement and outreach

4. Transportation engineering concepts and principles

5. Characteristics and relationships among transportation modes

 Transportation system evaluation

1. Performance measurement

2. Alternatives analysis

3. Evaluation methodology

4. Capacity analysis

5. Impact analysis

6. Mitigation strategies

 Public policy

1. Social and institutional issues

2. Analysis of impact of public policy on transportation systems

3. Financing

 Environmental analysis

1. Impact analysis

2. Types of impacts

3. Process for environmental review

 Plan implementation

1. Project prioritization and program development

2. Strategies

3. Performance monitoring

Topic Objective:

At the end of this topic student would be able to:

 Define the term transportation forecasting

 Describe the Four-step models

 Highlight the importance of transportation forecasting
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Definition/Overview:

Transportation forecasting: Transportation forecasting is the process of estimating the number

of vehicles or travelers that will use a specific transportation facility in the future. A forecast

estimates, for instance, the number of vehicles on a planned freeway or bridge, the ridership on a

railway line, the number of passengers patronizing an airport, or the number of ships calling on a

seaport.

Traffic forecasting begins with the collection of data on current traffic. Together with data on

population, employment, trip rates, travel costs, etc., traffic data are used to develop a traffic

demand model. Feeding data on future population, employment, etc. into the model results in

output for future traffic, typically estimated for each segment of the transportation infrastructure

in question, e.g., each roadway segment or each railway station. Traffic forecasts are used for

several key purposes in transportation policy, planning, and engineering: to calculate the capacity

of infrastructure, e.g., how many lanes a bridge should have; to estimate the financial and social

viability of projects, e.g., using cost-benefit analysis and social impact analysis; and to calculate

environmental impacts, e.g., air pollution and noise.

Key Points:

1. Four-step models

Within the rational planning framework, transportation forecasts have traditionally followed

the sequential four-step model or urban transportation planning (UTP) procedure, first

implemented on mainframe computers in the 1950s at the Detroit Area Transportation Study

and Chicago Area Transportation Study (CATS). Land use forecasting sets the stage for the

process. Typically, forecasts are made for the region as a whole, e.g., of population growth.

Such forecasts provide control totals for the local land use analysis. Typically, the region is
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divided into zones and by trend or regression analysis, the population and employment is

determined for each.

The four steps of the classical urban transportation planning system model are:

 Trip generation determines the frequency of origins or destinations of trips in each zone by trip

purpose, as a function of land uses and household demographics, and other socio-economic

factors.

 Trip distribution matches origins with destinations, often using a gravity model function,

equivalent to an entropy maximizing model. Older models include the fratar model.

 Mode choice computes the proportion of trips between each origin and destination that use a

particular transportation mode. This model is often of the logit form, developed by Nobel Prize

winner Daniel McFadden.

 Route assignment allocates trips between an origin and destination by a particular mode to a

route. Often (for highway route assignment) Wardrop's principle of user equilibrium is applied

(equivalent to a Nash equilibrium), wherein each traveler chooses the shortest (travel time) path,

subject to every other driver doing the same. The difficulty is that travel times are a function of

demand, while demand is a function of travel time, the so-called bi-level problem. Another

approach is to use the Stackelberg competition model, where users ("followers") respond to the

actions of a "leader", in this case for example a traffic manager. This leader anticipates on the

response of the followers.

After the classical model, evaluative decision criteria are applied. A typical criterion is cost-

benefit analysis. Such analysis might be applied after the network assignment model

identifies needed capacity: is such capacity worthwhile? In addition to identifying the

forecasting and decision steps as additional steps in the process, it is important to note that

forecasting and decision-making permeate each step in the UTP process. Planning deals with

the future, and it is forecasting dependent.
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2. Precursor steps

Although not identified as steps in the UTP process, a lot of data gathering is involved in the

UTP analysis process. Census and land use data are obtained, and there are home interview

surveys. Home interview surveys, land use data, and special trip attraction surveys provide

the information on which the UTP analysis tools are exercised. Data collection, management,

and processing; model estimation; and use of models to yield plans are much used techniques

in the UTP process. In the early days, census data was augmented that with data collection

methods that had been developed by the Bureau of Public Roads (a predecessor of the

Federal Highway Administration): traffic counting procedures, cordon where are you coming

from and where are you going counts, and home interview techniques. Protocols for coding

networks and the notion of analysis or traffic zones emerged at the CATS. Model estimation

used existing techniques, and plans were developed using whatever models had been

developed in a study. The main difference between today and yesterday is the development

of some analytic resources specific to transportation planning, in addition to the BPR data

acquisition techniques used in the early days.

Topic Objective:

At the end of this topic student would be able to:

 Define the term Parking

 Describe the modes of parking

 Highlight the Types of parking

Definition/Overview:

Parking: Parking is the act of stopping a vehicle and leaving it unoccupied for more than a brief

time. It is against the law virtually everywhere to park a vehicle in the middle of a highway or
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road; parking on one or both sides of a road, however, is commonly permitted. Parking facilities

are constructed in combination with most buildings, to facilitate the coming and going of the

buildings' users.

Key Points:

1. Modes of parking

For most motorized vehicles, there are three basic modes of parking, based on the

arrangement of vehicles parallel parking, perpendicular parking, and angle parking. These are

self-park configurations where the vehicle driver is able to access the parking independently.

Besides these basic modes of motor vehicle parking, there are instances where a more ad hoc

approach to arranging motor vehicles is appropriate. For example, in parts of some large

cities, such as Chicago, where land is expensive and therefore parking space is at a premium,

there are parking lots for motor vehicles where the driver leaves the keys to the vehicle with

an attendant who arranges vehicles so as to maximize the number of vehicles that can be

parked in the lot. Vehicles may be packed up to five vehicles deep in combinations of

perpendicular and/or parallel parking with limited circulation aisles for the parking attendant.

Such arrangements are known as attendant parking. When the lot or facility is provided to

serve the customers of a business, it is considered valet parking.

Inner city parking lots are often temporary, the operators renting land which is vacant

pending the construction of a new office building. Some inner city lots are equipped with

individual lifts, allowing cars to be stored above each other. Another ad hoc arrangement is

tandem parking. This is sometimes done with residential motor vehicle parking where two

motor vehicles park nose-to-end in tandem. The first motor vehicle does not have

independent access, and the second motor vehicle must move to provide access. As with

attendant parking, the purpose is to maximize the number of motor vehicles that can park in a

limited space.
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2. Parallel parking

With parallel parking of cars, these are arranged in a line, with the front bumper of one car

facing the back bumper of an adjacent one. This is done parallel to a curb, when one is

provided. Parallel parking is the most common mode of street side parking for cars. It may

also be used in parking lots and parking structures, but usually only to supplement parking

spaces that use the other modes.

3. Perpendicular parking

With perpendicular parking of cars, these are parked side to side, perpendicular to an aisle,

curb, or wall. This type of car parking is more scalable than parallel parking and is therefore

commonly used in car parking lots and car parking structures. Often, in car parking lots using

perpendicular parking, two rows of parking spaces may be arranged front to front, with aisles

in between. Sometimes, a single row of perpendicular car parking spaces is marked in the

center of a street. This arrangement eliminates reversing from the maneuver; cars are

required to drive in forwards and drive out forwards.

4. Angle parking

Angle parking of cars is similar to perpendicular parking for these vehicles, except that cars

are arranged at an angle to the aisle (an acute angle with the direction of approach). The

gentler turn allows easier and quicker parking, narrower aisles, and thus higher density than

perpendicular parking. While in theory the aisles are one way, in practice they are typically

wide enough to allow two cars to pass slowly when drivers go down the aisles the wrong

way. Angle parking is very common in car parking lots. It may also be used in street side car

parking when there is more width available for car parking than would be needed for parallel

parking of cars, as it creates a larger number of parking spaces. Some cities have utilized

angled parking on-street (as compared to off-street parking facilities). This has been done
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mostly in residential, retail and mixed use areas where additional parking compared to

parallel parking is desired and traffic volumes are lower. Most angled parking is design in a

head-in configuration while a few cities (Seattle and Portland are examples) have some back-

in angled parking (typically on hills or low traffic volume streets).

In Section 4 of this course you will cover these topics:

Air Quality, Noise, And Energy Impacts

Evaluation And Choice

Elements Of Engineering Economy

Topic : Air Quality, Noise, And Energy Impacts

Topic Objective:

At the end of this topic student would be able to:

 Define the term air pollution

 Describe the noise pollution

 Highlight the health effects of pollution

Definition/Overview:

Air pollution: Air pollution is the human introduction into the atmosphere of chemicals,

particulate matter, or biological materials that cause harm or discomfort to humans or other

living organisms, or damage the environment.

Key Points:
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1. Air Pollution

Air pollution causes deaths and respiratory disease. Air pollution is often identified with

major stationary sources, but the greatest source of emissions is mobile sources, mainly

automobiles. Gases such as carbon dioxide, which contribute to global warming, have

recently gained recognition as pollutants by climate scientists, while they also recognize that

carbon dioxide is essential for plant life through photosynthesis. The atmosphere is a

complex, dynamic natural gaseous system that is essential to support life on planet Earth.

Stratospheric ozone depletion due to air pollution has long been recognized as a threat to

human health as well as to the Earth's ecosystems.

2. Noise

In common use, the word noise means unwanted sound or noise pollution. In electronics

noise can refer to the electronic signal corresponding to acoustic noise (in an audio system)

or the electronic signal corresponding to the (visual) noise commonly seen as 'snow' on a

degraded television or video image. In signal processing or computing it can be considered

data without meaning; that is, data that is not being used to transmit a signal, but is simply

produced as an unwanted by-product of other activities. In Information Theory, however,

noise is still considered to be information. In a broader sense, film grain or even

advertisements in web pages can be considered noise. Noise can block, distort, or change the

meaning of a message in both human and electronic communication. In many of these areas,

the special case of thermal noise arises, which sets a fundamental lower limit to what can be

measured or signaled and is related to basic physical processes at the molecular level

described by well-established thermodynamics considerations, some of which are expressible

by relatively well known simple formulae.

Energy

In physics and other sciences, energy (from the Greek ἐνέργεια - energeia, "activity,

operation", from ἐνεργός - energos, "active, working") is a scalar physical quantity that is a

property of objects and systems which is conserved by nature. Energy is often defined as the
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ability to do work. Several different forms of energy, including kinetic, potential, thermal,

gravitational, sound energy, light energy, elastic, electromagnetic, chemical, nuclear, and

mass have been defined to explain all known natural phenomena. While one form of energy

may be transformed to another, the total energy remains the same. This principle, the

conservation of energy, was first postulated in the early 19th century, and applies to any

isolated system. According to Noether's theorem, the conservation of energy is a

consequence of the fact that the laws of physics do not change over time. Although the total

energy of a system does not change with time, its value may depend on the frame of

reference. For example, a seated passenger in a moving airplane has zero kinetic energy

relative to the airplane, but non-zero kinetic energy relative to the earth.

3. Indoor air quality (IAQ)

A lack of ventilation indoors concentrates air pollution where people often spend the

majority of their time. Radon (Rn) gas, a carcinogen, is exuded from the Earth in certain

locations and trapped inside houses. Building materials including carpeting and plywood

emit formaldehyde (H2CO) gas. Paint and solvents give off volatile organic compounds

(VOCs) as they dry. Lead paint can degenerate into dust and be inhaled. Intentional air

pollution is introduced with the use of air fresheners, incense, and other scented items.

Controlled wood fires in stoves and fireplaces can add significant amounts of smoke

particulates into the air, inside and out. Indoor pollution fatalities may be caused by using

pesticides and other chemical sprays indoors without proper ventilation.

Carbon monoxide (CO) poisoning and fatalities are often caused by faulty vents and

chimneys, or by the burning of charcoal indoors. Chronic carbon monoxide poisoning can

result even from poorly adjusted pilot lights. Traps are built into all domestic plumbing to

keep sewer gas, hydrogen sulfide, out of interiors. Clothing emits tetrachloroethylene, or

other dry cleaning fluids, for days after dry cleaning. Though its use has now been banned in

many countries, the extensive use of asbestos in industrial and domestic environments in the
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past has left a potentially very dangerous material in many localities. Asbestosis is a chronic

inflammatory medical condition affecting the tissue of the lungs. It occurs after long-term,

heavy exposure to asbestos from asbestos-containing materials in structures. Sufferers have

severe dyspnea (shortness of breath) and are at an increased risk regarding several different

types of lung cancer. As clear explanations are not always stressed in non-technical literature,

care should be taken to distinguish between several forms of relevant diseases. According to

the World Health Organization (WHO), these may defined as; asbestosis, lung cancer, and

mesothelioma (generally a very rare form of cancer, when more widespread it is almost

always associated with prolonged exposure to asbestos).

Biological sources of air pollution are also found indoors, as gases and airborne particulates.

Pets produce dander, people produce dust from minute skin flakes and decomposed hair, dust

mites in bedding, carpeting and furniture produce enzymes and micrometre-sized fecal

droppings, inhabitants emit methane, mold forms in walls and generates mycotoxins and

spores, air conditioning systems can incubate Legionnaires' disease and mold, and

houseplants, soil and surrounding gardens can produce pollen, dust, and mold. Indoors, the

lack of air circulation allows these airborne pollutants to accumulate more than they would

otherwise occur in nature.

4. Health effects

The World Health Organization states that 2.4 million people die each year from causes

directly attributable to air pollution; with 1.5 million of these deaths attributable to indoor air

pollution. A study by the University of Birmingham has shown a strong correlation between

pneumonia related deaths and air pollution from motor vehicles. Worldwide more deaths per

year are linked to air pollution than to automobile accidents. Published in 2005 suggests that

310,000 Europeans die from air pollution annually. Direct causes of air pollution related

deaths include aggravated asthma, bronchitis, emphysema, lung and heart diseases, and

respiratory allergies. The US EPA estimates that a proposed set of changes in diesel engine

technology (Tier 2) could result in 12,000 fewer premature mortalities, 15,000 fewer heart
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attacks, 6,000 fewer emergency room visits by children with asthma, and 8,900 fewer

respiratory-related hospital admissions each year in the United States.

The worst short term civilian pollution crisis in India was the 1984 Bhopal Disaster. Leaked

industrial vapors from the Union Carbide factory, belonging to Union Carbide, Inc., U.S.A.,

killed more than 2,000 people outright and injured anywhere from 150,000 to 600,000 others,

some 6,000 of whom would later die from their injuries. The United Kingdom suffered its

worst air pollution event when the December 4 Great Smog of 1952 formed over London. In

six days more than 4,000 died, and 8,000 more died within the following months. An

accidental leak of anthrax spores from a biological warfare laboratory in the former USSR in

1979 near Sverdlovsk is believed to have been the cause of hundreds of civilian deaths. The

worst single incident of air pollution to occur in the United States of America occurred in

Donora, Pennsylvania in late October, 1948, when 20 people died and over 7,000 were

injured. The health effects caused by air pollutants may range from subtle biochemical and

physiological changes to difficulty in breathing, wheezing, coughing and aggravation of

existing respiratory and cardiac conditions. These effects can result in increased medication

use, increased doctor or emergency room visits, more hospital admissions and premature

death. The human health effects of poor air quality are far reaching, but principally affect the

body's respiratory system and the cardiovascular system. Individual reactions to air pollutants

depend on the type of pollutant a person is exposed to, the degree of exposure, the

individual's health status and genetics

5. Effects on cystic fibrosis

A study from 1999 to 2000 by the University of Washington showed that patients near and

around particulate matter air pollution had an increased risk of pulmonary exacerbations and

decrease in lung function. Patients were examined before the study for amounts of specific

pollutants like P. aeruginosa or B. cepacia as well as their socioeconomic standing.

Participants involved in the study were located in the United States in close proximity to an

Environmental Protection Agency .During the time of the study 117 deaths were associated
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with air pollution. A trend was noticed that patients living closer or in large metropolitan

areas to be close to medical help also had higher level of pollutants found in their system

because of more emissions in larger cities. With cystic fibrosis patients already being born

with decreased lung function everyday pollutants such as smoke emissions from automobiles,

tobacco smoke and improper use of indoor heating devices could add to the dissemination of

lung function.

6. Effects on COPD

Chronic obstructive pulmonary disease (COPD) includes diseases such as chronic bronchitis,

emphysema, and some forms of asthma. Two researchers Holland and Reid conducted

research on 293 male postal workers in London during the time of the 1952 London Fog

incident and 477 male postal workers in the rural setting. The amount of the pollutant FEV1

was significantly lower in urban employees however lung function was decreased due to city

pollutions such as car fumes and increased amount of cigarette exposure. It is believed that

much like cystic fibrosis, by living in a more urban environment serious health hazards

become more apparent. Studies have shown that in urban areas patients suffer mucus hyper-

secretion, lower levels of lung function, and more self diagnosis of chronic bronchitis and

emphysema.

7. London Fog of 1952

In the matter of four days a combination of dense fog and sooty black coal smoke came over

the London area. The fog was so dense residents of London could not see in front of them.

The extreme reduction in visibility was accompanied by an increase in criminal activity as

well as transportation delays and a virtual shut down of the city. During the 4 day period of

the fog 12,000 are believed to have been killed

8. Effects on children
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Cities around the world with high exposure to air pollutants has the possibility of children

living within them to develop asthma, pneumonia and other lower respiratory infections as

well as a low initial birth rate. Protective measures to ensure the youths health are being

taken in countries such as New Delhi where buses now use compressed natural gas to help

eliminate the pea-soup fog. Research by the World Health Organization shows there is the

greatest concentration of particulate matter particles in countries with low economic world

power and high poverty and population rates. Examples of these countries include Egypt,

Sudan, Mongolia, and Indonesia. The Clean Air Act was passed in 1970; however in 2002 at

least 146 million Americans were living in areas that did not meet at least one of the criteria

pollutants laid out in the 1997 National Ambient Air Quality Standards. Those pollutants

included: ozone, particulate matter, sulfur dioxide, nitrogen dioxide, carbon monoxide, and

lead. Because children are outdoors more and have higher minute ventilation they are more

susceptible to the dangers of air pollution.

9. Acoustic noise

When speaking of noise in relation to sound, what is commonly meant is meaningless sound

of greater than usual volume. Thus, a loud activity may be referred to as noisy. However,

conversations of other people may be called noise for people not involved in any of them,

and noise can be any unwanted sound such as the noise of dogs barking, neighbors playing

loud music, road traffic sounds, chainsaws, or aircraft, spoiling the quiet of the countryside.

or film sound theorists and practitioners at the advent of talkies c.1928/1929, noise was non-

speech sound or natural sound and for many of them noise (especially asynchronous use with

image) was desired over the evils of dialogue synchronized to moving image. The director

and critic Ren Clair writing in 1929 makes a clear distinction between film dialogue and film

noise and very clearly suggests that noise can have meaning and be interpreted: "...it is

possible that an interpretation of noises may have more of a future in it. Sound cartoons,

using "real" noises, seem to point to interesting possibilities" ('The Art of Sound' (1929)).

Alberto Cavalcanti uses noise as a synonym for natural sound ('Sound in Films' (1939)) and

as late as 1960, Siegfried Kracauer was referring to noise as non-speech sound ('Dialogue

and Sound' (1960)).
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10. Audio noise

In audio, recording, and broadcast systems audio noise refers to the residual low level sound

(usually hiss and hum) that is heard in quiet periods of programme. n audio engineering it

can also refer to the unwanted residual electronic noise signal that gives rise to acoustic noise

heard as 'hiss'. This signal noise is commonly measured using A-weighting or ITU-R 468

weighting

11. Electronic noise

Electronic noise exists in all circuits and devices as a result of thermal noise, also referred to

as Johnson Noise. Semiconductor devices can also contribute flicker noise and generation-

recombination noise. In any electronic circuit, there exist random variations in current or

voltage caused by the random movement of the electrons carrying the current as they are

jolted around by thermal energy. Lower temperature results in lower thermal noise. This

same phenomenon limits the minimum signal level that any radio receiver can usefully

respond to, because there will always be a small but significant amount of thermal noise

arising in its input circuits. This is why radio telescopes, which search for very low levels of

signal from stars, use front-end low-noise amplifier circuits, usually mounted on the aerial

dish, and cooled with liquid nitrogen.

12. Energy in various contexts since the beginning of the universe

The concept of energy and its transformations is useful in explaining and predicting most

natural phenomena. The direction of transformations in energy (what kind of energy is

transformed to what other kind) is often described by entropy (equal energy spread among all

available degrees of freedom) considerations, since in practice all energy transformations are

permitted on a small scale, but certain larger transformations are not permitted because it is

statistically unlikely that energy or matter will randomly move into more concentrated forms

or smaller spaces.

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

41
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



The concept of energy is used often in all fields of science:

 In chemistry, the energy differences between substances determine whether, and to what extent,

they can be converted into other substances or react with other substances.

 In biology, chemical bonds are broken and made during metabolic processes, and the associated

changes in available energy are studied in the subfield of bioenergetics. Energy is often stored by

cells in the form of substances such as carbohydrate molecules (including sugars) and lipids,

which release energy when reacted with oxygen.

 In geology and meteorology, continental drift, mountain ranges, volcanoes, and earthquakes are

phenomena that can be explained in terms of energy transformations in the Earth's interior.

While meteorological phenomena like wind, rain, hail, snow, lightning, tornadoes and

hurricanes, are all a result of energy transformations brought about by solar energy on the planet

Earth.

 In cosmology and astronomy the phenomena of stars, nova, supernova, quasars and gamma ray

bursts are the universe's highest-output energy transformations of matter. All stellar phenomena

(including solar activity) are driven by various kinds of energy transformations. Energy in such

transformations is either from gravitational collapse of matter (usually molecular hydrogen) into

various classes of astronomical objects (stars, black holes, etc.), or from nuclear fusion (of lighter

elements, primarily hydrogen).

Energy transformations in the universe over time are characterized by various kinds of

potential energy which has been available since the Big Bang, later being "released"

(transformed to more active types of energy such as kinetic or radiant energy), when a

triggering mechanism is available. Familiar examples of such processes include nuclear

decay, in which energy is released which was originally "stored" in heavy isotopes (such as

uranium and thorium), by nucleosynthesis, a process which ultimately uses the gravitational

potential energy released from the gravitational collapse of supernovae, to store energy in the

creation of these heavy elements before they were incorporated into the solar system and the

Earth. This energy is triggered and released in nuclear fission bombs. In a slower process,

heat from nuclear decay of these atoms in the core of the Earth releases heat, which in turn

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

42
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



may lift mountains, via orogenesis. This slow lifting represents a kind of gravitational

potential energy storage of the heat energy, which may be released to active kinetic energy in

landslides, after a triggering event. Earthquakes also release stored elastic potential energy in

rocks, a store which has been produced ultimately from the same radioactive heat sources.

Thus, according to present understanding, familiar events such as landslides and earthquakes

release energy which has been stored as potential energy in the Earth's gravitational field or

elastic strain (mechanical potential energy) in rocks; but prior to this, represents energy that

has been stored in heavy atoms since the collapse of long-destroyed stars created these

atoms.

In another similar chain of transformations beginning at the dawn of the universe, nuclear

fusion of hydrogen in the Sun releases another store of potential energy which was created at

the time of the Big Bang. At that time, according to theory, space expanded and the universe

cooled too rapidly for hydrogen to completely fuse into heavier elements. This meant that

hydrogen represents a store of potential energy which can be released by fusion. Such a

fusion process is triggered by heat and pressure generated from gravitational collapse of

hydrogen clouds when they produce stars, and some of the fusion energy is then transformed

into sunlight. Such sunlight from our Sun may again be stored as gravitational potential

energy after it strikes the Earth, as (for example) water evaporates from oceans and is

deposited upon mountains (where, after being released at a hydroelectric dam, it can be used

to drive turbine/generators to produce electricity). Sunlight also drives many weather

phenomena, save those generated by volcanic events. An example of a solar-mediated

weather event is a hurricane, which occurs when large unstable areas of warm ocean, heated

over months, give up some of their thermal energy suddenly to power a few days of violent

air movement. Sunlight is also is captured by plants as chemical potential energy, when

carbon dioxide and water are converted into a combustible combination of carbohydrates,

lipids, and oxygen. Release of this energy as heat and light may be triggered suddenly by a

spark, in a forest fire; or it may be available more slowly for animal or human metabolism,

when these molecules are ingested, and catabolism is triggered by enzyme action. Through

all of these transformation chains, potential energy stored at the time of the Big Bang is later
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released by intermediate events, sometimes being stored in a number of ways over time

between releases, as more active energy. In all these events, one kind of energy is converted

to other types of energy, including heat.

Topic : Evaluation And Choice

Topic Objective:

At the end of this topic student would be able to:

 Define the term evaluation

 Describe the term evaluation of choice

 Highlight the importance of evaluation of choice

Definition/Overview:

Evaluation: Evaluation is the systematic determination of merit, worth, and significance of

something or someone. Evaluation often is used to characterize and appraise subjects of interest

in a wide range of human enterprises, including the arts, criminal justice, foundations and non-

profit organizations, government, health care, and other human services.

Choice: Choice consists of the mental process of thinking involved with the process of judging

the merits of multiple options and selecting one of them for action. Some simple examples

include deciding whether to get up in the morning or go back to sleep, or selecting a given route

for a journey. More complex examples (often decisions that affect what a person thinks or their

core beliefs) include choosing a lifestyle, religious affiliation, or political position.
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Most people regard having choices as a good thing, though a severely limited or artificially

restricted choice can lead to discomfort with choosing and possibly, an unsatisfactory outcome.

In contrast, unlimited choice may lead to confusion, regret of the alternatives not taken, and

indifference in an unstructured existence; and the illusion that choosing an object or a course

leads necessarily to control of that object or course can cause psychological problems.

Key Points:

1. Choice and Evaluability in Economics

When choosing between options one must make judgments about the quality of each option's

attributes. For example, if one is choosing between candidates for a job, the quality of

relevant attributes such as previous work experience, college or high school GPA, and letters

of recommendation will be judged for each option and the decision will likely be based on

these attribute judgments. However, each attribute has a different level of evaluability, that

is, the extent to which one can use information from that attribute to make a judgment. An

example of a highly evaluable attribute is SAT score. Everyone knows that an SAT score

below 800 is very bad while an SAT score above 1500 is exceptional. Because the

distribution of scores on this attribute is relatively well known it is a highly evaluable

attribute. Compare SAT score to a poorly evaluable attribute, such as number of hours spent

doing homework. Most employers would not know what 10,000 hours spent doing

homework means because they have no idea of the distribution of scores of potential workers

in the population on this attribute.

As a result, evaluability can cause preference reversals between joint and separate

evaluations. For example, Hsee, George Loewenstein, Blount & Bazerman (1999) looked at

how people choose between options when they are directly compared because they are

presented at the same time or when they cannot be compared because one is only given a

single option. The canonical example is a hiring decision made about two candidates being
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hired for a programming job. Subjects in an experiment were asked to give a starting salary

to two candidates, Candidate J and Candidate S. However, some viewed both candidates at

the same time (joint evaluation), where as others only viewed one candidate (separate

evaluation). Candidate J had experience of 70 KY programs, and a GPA of 2.5, whereas

Candidate S had experience of 10 KY programs and a GPA of 3.9. The results showed that in

joint evaluation both candidates received roughly the same starting salary from subjects, who

apparently thought a low GPA but high experience was approximately equal to a high GPA

but low experience. However, in the separate evaluation, subjects paid Candidate S, the one

with the high GPA, substantially more money. The explanation for this is that KY programs

are an attribute that is difficult to evaluate and thus people cannot base their judgment on this

attribute in separate evaluation.

2. Evaluation approaches

Evaluation approaches are conceptually distinct ways of thinking about, designing and

conducting evaluation efforts. Many of the evaluation approaches in use today make truly

unique contributions to solving important problems, while others refine existing approaches

in some way.

3. Classification of approaches

Two classifications of evaluation approaches by House and Stufflebeam & Webster can be

combined into a manageable number of approaches in terms of their unique and important

underlying principles. House considers all major evaluation approaches to be based on a

common ideology, liberal democracy. Important principles of this ideology include freedom

of choice, the uniqueness of the individual, and empirical inquiry grounded in objectivity. He

also contends they are all based on subjectivist ethics, in which ethical conduct is based on

the subjective or intuitive experience of an individual or group. One form of subjectivist

ethics is utilitarian, in which the good is determined by what maximizes some single, explicit

interpretation of happiness for society as a whole. Another form of subjectivist ethics is
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intuitionist / pluralist, in which no single interpretation of the good is assumed and these

interpretations need not be explicitly stated nor justified. These ethical positions have

corresponding epistemologiesphilosophies of obtaining knowledge. The objectivist

epistemology is associated with the utilitarian ethic. In general, it is used to acquire

knowledge capable of external verification (inter-subjective agreement) through publicly

inspectable methods and data. The subjectivist epistemology is associated with the

intuitionist/pluralist ethic. It is used to acquire new knowledge based on existing personal

knowledge and experiences that are (explicit) or are not (tacit) available for public

inspection.

House further divides each epistemological approach by two main political perspectives.

Approaches can take an elite perspective, focusing on the interests of managers and

professionals. They also can take a mass perspective, focusing on consumers and

participatory approaches. Stufflebeam and Webster place approaches into one of three groups

according to their orientation toward the role of values, an ethical consideration. The political

orientation promotes a positive or negative view of an object regardless of what its value

actually might be. They call this pseudo-evaluation. The questions orientation includes

approaches that might or might not provide answers specifically related to the value of an

object. They call this quasi-evaluation. The values orientation includes approaches primarily

intended to determine the value of some object. They call this true evaluation.

When the above concepts are considered simultaneously, fifteen evaluation approaches can

be identified in terms of epistemology, major perspective (from House), and orientation

(from Stufflebeam & Webster). Two pseudo-evaluation approaches politically controlled and

public relations studies are represented. They are based on an objectivist epistemology from

an elite perspective. Six quasi-evaluation approaches use an objectivist epistemology. Five of

themexperimental research, management information systems, testing programs, objectives-

based studies, and content analysistake an elite perspective. Accountability takes a mass

perspective. Seven true evaluation approaches are included. Two approaches, decision-
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oriented and policy studies are based on an objectivist epistemology from an elite

perspective. Consumer-oriented studies are based on an objectivist epistemology from a mass

perspective. Two approachesaccreditation/certification and connoisseur studiesare based on a

subjectivist epistemology from an elite perspective. Finally, adversary and client-centered

studies are based on a subjectivist epistemology from a mass perspective.

4. Summary of approaches

The following table is used to summarize each approach in terms of four attributesorganizer,

purpose, strengths, and weaknesses. The organizer represents the main considerations or cues

practitioners use to organize a study. The purpose represents the desired outcome for a study

at a very general level. Strengths and weaknesses represent other attributes that should be

considered when deciding whether to use the approach for a particular study. The following

narrative highlights differences between approaches grouped together.

5. Pseudo-evaluation

Politically controlled and public relations studies are based on an objectivist epistemology

from an elite perspective. Although both of these approaches seek to misrepresent value

interpretations about some object, they go about it a bit differently. Information obtained

through politically controlled studies is released or withheld to meet the special interests of

the holder. Public relations information is used to paint a positive image of an object

regardless of the actual situation. Neither of these approaches is acceptable evaluation

practice, although the seasoned reader can surely think of a few examples where they have

been used.

6. Objectivist, elite, quasi-evaluation

As a group, these five approaches represent a highly respected collection of disciplined

inquiry approaches. They are considered quasi-evaluation approaches because particular

studies legitimately can focus only on questions of knowledge without addressing any
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questions of value. Such studies are, by definition, not evaluations. These approaches can

produce characterizations without producing appraisals, although specific studies can

produce both. Each of these approaches serves its intended purpose well. They are discussed

roughly in order of the extent to which they approach the objectivist ideal. Experimental

research is the best approach for determining causal relationships between variables. The

potential problem with using this as an evaluation approach is that its highly controlled and

stylized methodology may not be sufficiently responsive to the dynamically changing needs

of most human service programs.

Management information systems (MISs) can give detailed information about the dynamic

operations of complex programs. However, this information is restricted to readily

quantifiable data usually available at regular intervals. Testing programs are familiar to just

about anyone who has attended school, served in the military, or worked for a large

company. These programs are good at comparing individuals or groups to selected norms in

a number of subject areas or to a set of standards of performance. However, they only focus

on testee performance and they might not adequately sample what is taught or expected.

Objectives-based approaches relate outcomes to pre-specified objectives, allowing judgments

to be made about their level of attainment. Unfortunately, the objectives are often not proven

to be important or they focus on outcomes too narrow to provide the basis for determining

the value of an object. Content analysis is a quasi-evaluation approach because content

analysis judgments need not be based on value statements. Instead, they can be based on

knowledge. Such content analyses are not evaluations. On the other hand, when content

analysis judgments are based on values, such studies are evaluations.

7. Objectivist, mass, quasi-evaluation

Accountability is popular with constituents because it is intended to provide an accurate

accounting of results that can improve the quality of products and services. However, this

approach quickly can turn practitioners and consumers into adversaries when implemented in

a heavy-handed fashion.
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8. Objectivist, elite, true evaluation

Decision-oriented studies are designed to provide a knowledge base for making and

defending decisions. This approach usually requires the close collaboration between an

evaluator and decision-maker, allowing it to be susceptible to corruption and bias. Policy

studies provide general guidance and direction on broad issues by identifying and assessing

potential costs and benefits of competing policies. The drawback is these studies can be

corrupted or subverted by the politically motivated actions of the participants.

9. Objectivist, mass, true evaluation

Consumer-oriented studies are used to judge the relative merits of goods and services based

on generalized needs and values, along with a comprehensive range of effects. However, this

approach does not necessarily help practitioners improve their work, and it requires a very

good and credible evaluator to do it well.

10. Subjectivist, elite, true evaluation

Accreditation / certification programs are based on self-study and peer review of

organizations, programs, and personnel. They draw on the insights, experience, and expertise

of qualified individuals who use established guidelines to determine if the applicant should

be approved to perform specified functions. However, unless performance-based standards

are used, attributes of applicants and the processes they perform often are overemphasized in

relation to measures of outcomes or effects. Connoisseur studies use the highly refined skills

of individuals intimately familiar with the subject of the evaluation to critically characterize

and appraise it. This approach can help others see programs in a new light, but it is difficult

to find a qualified and unbiased connoisseur.

11. Subjectivist, mass, true evaluation
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The adversary approach focuses on drawing out the pros and cons of controversial issues

through quasi-legal proceedings. This helps ensure a balanced presentation of different

perspectives on the issues, but it is also likely to discourage later cooperation and heighten

animosities between contesting parties if winners and losers emerge. Client-centered studies

address specific concerns and issues of practitioners and other clients of the study in a

particular setting. These studies help people understand the activities and values involved

from a variety of perspectives. However, this responsive approach can lead to low external

credibility and a favorable bias toward those who participated in the study.

Topic : Elements Of Engineering Economy

Topic Objective:

At the end of this topic student would be able to:

 Define the term engineering economics

 Describe the engineering economics of US

 Highlight the engineering economics in general

Definition/Overview:

Engineering economics: Engineering economics, previously known as engineering economy, is

a subset of economics for application to engineering projects. Engineers seek solutions to

problems, and the economic viability of each potential solution is normally considered along

with the technical aspects.
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Key Points:

1. US Engineering Economics

In U.S. undergraduate engineering curricula, engineering economics is often a required

course. It is a topic on the Fundamentals of Engineering examination, and questions might

also be asked on the Principles and Practice of Engineering examination; both are part of the

Professional Engineering registration process. Considering the time value of money is central

to most engineering economic analyses. Cash flows are discounted using an interest rate, i,

except in the most basic economic studies. For each problem, there are usually many possible

alternatives. One option that must be considered in each analysis, and is often the choice, is

the do nothing alternative. The opportunity cost of making one choice over another must also

be considered. There are also noneconomic factors to be considered, like color, style, public

image, etc., and are called attributes.

Costs as well as revenues are considered, for each alternative, for an analysis period that is

either a fixed number of years or the estimated life of the project. The salvage value is often

forgotten, but is important, and is either the net cost or revenue for decommissioning the

project. Some other topics that may be addressed in engineering economics are inflation,

uncertainty, replacements, depreciation, resource depletion, taxes, tax credits, accounting,

cost estimations, or capital financing. All these topics are primary skills and knowledge areas

in the field of cost engineering. Since engineering is an important part of the manufacturing

sector of the economy, engineering industrial economics is an important part of industrial or

business economics. Major topics in engineering industrial economics are:

 the economics of the management, operation, and growth and profitability of engineering firms

 macro-level engineering economic trends and issues

 engineering product markets and demand influences; and

 the development, marketing, and financing of new engineering technologies and products
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2. Engineering Economics in General

Considering the time value of money Cash flows are discounted using an interest rate except

in the basic economic studies. Economically, the interest rate is the cost of capital and is

subject to the laws of supply and demand of the money supply. Simple Interest is calculated

only on the principal, or on that portion of the principal which remains unpaid. The amount

of simple interest is calculated according to the following formula:

Consideration of economic factors is as important as regard for the physical laws and science

that determine what can be accomplished with engineering. The following figure shows how

engineering is composed of physical and economic components:

Figure 1 shows how engineering is composed of physical and economic components.

 Physical Environment : Engineers produce products and services depending on physical laws

(e.g. Ohm's law; Newton's law).

Physical efficiency takes the form:

system output(s)
Physical (efficiency ) = -------------------
system input(s)

 Economic Environment : Much less of a quantitative nature is known about economic

environments -- this is due to economics being involved with the actions of people, and the

structure of organizations.

Satisfaction of the physical and economic environments is linked through production and

construction processes. Engineers need to manipulate systems to achieve a balance in

attributes in both the physical and economic environments, and within the bounds of

limited resources. Following are some examples where engineering economy plays a

crucial role:
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 Choosing the best design for a high-efficiency gas furnace

 Selecting the most suitable robot for a welding operation on an automotive

assembly line

 Making a recommendation about whether jet airplanes for an overnight delivery

service should be purchased or leased

 Considering the choice between reusable and disposable bottles for high-demand

beverages

With items 1 and 2 in particular, note that coursework in engineering should provide

sufficient means to determine a good design for a furnace, or a suitable robot for an

assembly line, but it is the economic evaluation that allows the further definition of a best

design or the most suitable robot.

In item 1 of the list above, what is meant by high-efficiency"? There are two kinds of

efficiency that engineers must be concerned with. The first is physical efficiency, which

takes the form:

System output(s)
Economic (efficiency) = -----------------
System input(s)

For the furnace, the system outputs might be measured in units of heat energy, and the

inputs in units of electrical energy, and if these units are consistent, then physical

efficiency is measured as a ratio between zero and one. Certain laws of physics (e.g.,

conservation of energy) dictate that the output from a system can never exceed the input

to a system, if these are measured in consistent units. All a particular system can do is

change from one form of energy (e.g. electrical) to another (e.g., heat). There are losses

incurred along the way, due to electrical resistance, friction, etc., which always yield

efficiencies less than one. In an automobile, for example, 10-15% of the energy supplied

by the fuel might be consumed simply overcoming the internal friction of the engine. A

perfectly efficient system would be the theoretically impossible Perpetual Motion

Machine! The other form of efficiency of interest to engineers is economic efficiency,

which takes the form:

system worth
Economic (efficiency) = -----------------
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system cost

You might have heard economic efficiency referred to as "benefit-cost ratio". Both terms

of this ratio are assumed to be of monetary units, such as dollars. In contrast to physical

efficiency, economic efficiency can exceed unity, and in fact should, if a project is to be

deemed economically feasible. The most difficult part of determining economic

efficiency is accounting for all the factors which might be considered benefits or costs of

a particular project, and converting these benefits or costs into a monetary equivalent.

Consider for example a transportation construction project which promises to reduce

everyone's travel time to work. How do we place a value on that travel time savings? This

is one of the fundamental questions of engineering economics. In the final evaluation of

most ventures, economic efficiency takes precedence over physical efficiency because

projects cannot be approved, regardless of their physical efficiency, if there is no

conceived demand for them amongst the public, if they are economically infeasible, or if

they do not constitute the "wisest" use of those resources which they require.

In Section 5 of this course you will cover these topics:
Probability And Statistics
Queuing And Simulation
Transportation Software

Topic : Probability And Statistics

Topic Objective:

At the end of this topic student would be able to:

 Define the term probability and statistics

 Describe the mathematical treatment

 Highlight the theories and application of probability and statistics
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Definition/Overview:

Probability and Statistics: What mathematicians call probability is the mathematical theory we

use to describe and quantify uncertainty. In a larger context, the word probability is used with

other concerns in mind. Uncertainty can be due to our ignorance, deliberate mixing or shuffling,

or due to the essential randomness of Nature. In any case, we measure the uncertainty of events

on a scale from zero (impossible events) to one (certain events or no uncertainty).

Key Points:

1. Probability and Statistics

Probability axioms form the basis for mathematical probability theory. Calculation of

probabilities can often be determined using combinatorics or by applying the axioms directly.

Probability applications include even more than Statistics, which is usually based on the idea

of probability distributions. Probability theory plays a critical role in the development of

statistical theory. Statistics is a branch of applied mathematics which includes planning,

summarizing, and interpreting uncertain observations. We describe our knowledge (and

ignorance) mathematically and attempt to learn more from whatever we can observe. This

requires us to

 plan our observations to control their variability (planning statistical research),

 summarize a collection of observations to feature their communality by suppressing details

(summarizing statistical data), and

 reach consensus about what the observations tell us about the world we observe (interpreting

statistical data)
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In some forms of descriptive statistics, notably data mining the second and third steps

become so prominent that the first step (planning) appears to recede in importance. In these

disciplines, the data is often collected outside the control of the person doing the analysis,

and the result of the analysis may be more an operational model than a consensus report

about the world. There are some sciences which use statistics so extensively and have

specialized terminology that we recognize special disciplines such as:

 Biostatistics

 Psychological statistics

 Business statistics

 Economic statistics

 Engineering statistics

 Social statistics (for all the social sciences)

2. Mathematical treatment

In mathematics a probability of an event, A is represented by a real number in the range from

0 to 1 and written as P(A), p(A) or Pr(A). An impossible event has a probability of 0, and a

certain event has a probability of 1. However, the converses are not always true: probability 0

events are not always impossible, nor probability 1 events certain. The rather subtle

distinction between "certain" and "probability 1" is treated at greater length in the article on

"almost surely". The opposite or complement of an event A is the event [not A] (that is, the

event of A not occurring); its probability is given by P(not A) = 1 - P(A). As an example, the

chance of not rolling a six on a six-sided die is 1 - (chance of rolling a six) = . See

Complementary event for a more complete treatment.

If two events, A and B are independent then the joint probability is

for example if two coins are flipped the chance of both being heads is .
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If two events are mutually exclusive then the probability of either occurring is

For example, the chance of rolling a 1 or 2 on a six-sided die is:

.

If the events are not mutually exclusive then

.

For example, when drawing a single card at random from a regular deck of cards, the chance

of getting a heart or a face card (J,Q,K) (or one that is both) is ,

because of the 52 cards of a deck 13 are hearts, 12 are face cards, and 3 are both: here the

possibilities included in the "3 that are both" are included in each of the "13 hearts" and the

"12 face cards" but should only be counted once.

3. Theory

Like other theories, the theory of probability is a representation of probabilistic concepts in

formal termsthat is, in terms that can be considered separately from their meaning. These

formal terms are manipulated by the rules of mathematics and logic, and any results are then

interpreted or translated back into the problem domain. There have been at least two

successful attempts to formalize probability, namely the Kolmogorov formulation and the

Cox formulation. In Kolmogorov's formulation, sets are interpreted as events and probability

itself as a measure on a class of sets. In Cox's theorem, probability is taken as a primitive

(that is, not further analyzed) and the emphasis is on constructing a consistent assignment of

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

58
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



probability values to propositions. In both cases, the laws of probability are the same, except

for technical details. There are other methods for quantifying uncertainty, such as the

Dempster-Shafer theory and possibility theory, but those are essentially different and not

compatible with the laws of probability as they are usually understood.

4. Applications

Two major applications of probability theory in everyday life are in risk assessment and in

trade on commodity markets. Governments typically apply probabilistic methods in

environmental regulation where it is called "pathway analysis", often measuring well-being

using methods that are stochastic in nature, and choosing projects to undertake based on

statistical analyses of their probable effect on the population as a whole. It is not correct to

say that statistics are involved in the modelling itself, as typically the assessments of risk are

one-time and thus require more fundamental probability models, e.g. "the probability of

another 9/11". A law of small numbers tends to apply to all such choices and perception of

the effect of such choices, which makes probability, measures a political matter.

A good example is the effect of the perceived probability of any widespread Middle East

conflict on oil prices - which have ripple effects in the economy as a whole. An assessment

by a commodity trader that a war is more likely vs. less likely sends prices up or down, and

signals other traders of that opinion. Accordingly, the probabilities are not assessed

independently nor necessarily very rationally. The theory of behavioral finance emerged to

describe the effect of such groupthink on pricing, on policy, and on peace and conflict. It can

reasonably be said that the discovery of rigorous methods to assess and combine probability

assessments has had a profound effect on modern society. Accordingly, it may be of some

importance to most citizens to understand how odds and probability assessments are made,

and how they contribute to reputations and to decisions, especially in a democracy. Another

significant application of probability theory in everyday life is reliability. Many consumer

products, such as automobiles and consumer electronics, utilize reliability theory in the
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design of the product in order to reduce the probability of failure. The probability of failure is

also closely associated with the product's warranty.

5. Relation to randomness

In a deterministic universe, based on Newtonian concepts, there is no probability if all

conditions are known. In the case of a roulette wheel, if the force of the hand and the period

of that force are known, then the number on which the ball will stop would be a certainty. Of

course, this also assumes knowledge of inertia and friction of the wheel, weight, smoothness

and roundness of the ball, variations in hand speed during the turning and so forth. A

probabilistic description can thus be more useful than Newtonian mechanics for analyzing

the pattern of outcomes of repeated rolls of roulette wheel. Physicists face the same situation

in kinetic theory of gases, where the system, while deterministic in principle, is so complex

(with the number of molecules typically the order of magnitude of Avogadro constant (6\cdot

10^{23}) that only statistical description of its properties is feasible.

A revolutionary discovery of 20th century physics was the random character of all physical

processes that occur at microscopic scales and are governed by the laws of quantum

mechanics. The wave function itself evolves deterministically as long as no observation is

made, but, according to the prevailing Copenhagen interpretation, the randomness caused by

the wave function collapsing when an observation is made, is fundamental. This means that

probability theory is required to describe nature. Others never came to terms with the loss of

determinism. Albert Einstein famously remarked in a letter to Max Born: Jedenfalls bin ich

berzeugt, da der Alte nicht wrfelt. (I am convinced that God does not play dice). Although

alternative viewpoints exist, such as that of quantum decoherence being the cause of an

apparent random collapse, at present there is a firm consensus among the physicists that

probability theory is necessary to describe quantum phenomena.
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Topic : Queuing And Simulation

Topic Objective:

At the end of this topic student would be able to:

 Define the term queue

 Describe the process of simulation

 Highlight the classification and terminology of simulation

Definition/Overview:

Queue: Queue means:

 Queue area, where a line of people wait. The verb queue means to form a line, and to wait for

services. Queue is also the name of this line

 Queueing theory, the study of waiting lines

 Queue (data structure), in computing, a type of data structure

 Priority queue, an abstract data type in computing

 Mail queue, used by non-commercial SMTP e-mail servers like qmail and Postfix to process

incoming and outgoing e-mail into a FIFO buffer, or placing deferred mail into a non-linear

waiting buffer

 Another term for the system load of a computer's operating system

 The ACM Queue, a computer magazine

 Queue (hairstyle), a type of ponytail

Key Points:

1. Simulation

Simulation is used in many contexts, including the modeling of natural systems or human

systems in order to gain insight into their functioning. Other contexts include simulation of
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technology for performance optimization, safety engineering, testing, training and education.

Simulation can be used to show the eventual real effects of alternative conditions and courses

of action. Key issues in simulation include acquisition of valid source information about the

referent, selection of key characteristics and behaviors, the use of simplifying approximations

and assumptions within the simulation, and fidelity and validity of the simulation outcomes.

2. Classification and terminology of simulation

Historically, simulations used in different fields developed largely independently, but 20th

century studies of Systems theory and Cybernetics combined with spreading use of

computers across all those fields have led to some unification and a more systematic view of

the concept.

3. Physical and interactive simulation

Physical simulation refers to simulation in which physical objects are substituted for the real

thing (some circle use the term for computer simulations modelling selected laws of physics,

but this article doesn't). These physical objects are often chosen because they are smaller or

cheaper than the actual object or system. Interactive simulation is a special kind of physical

simulation, often referred to as a human in the loop simulation, in which physical simulations

include human operators, such as in a flight simulator or a driving simulator. Human in the

loop simulations can include a computer simulation as a so-called synthetic environment

4. Computer simulation

A computer simulation (or "sim") is an attempt to model a real-life or hypothetical situation

on a computer so that it can be studied to see how the system works. By changing variables,

predictions may be made about the behavior of the system. Computer simulation has become

a useful part of modeling many natural systems in physics, chemistry and biology, and

human systems in economics and social science (the computational sociology) as well as in
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engineering to gain insight into the operation of those systems. A good example of the

usefulness of using computers to simulate can be found in the field of network traffic

simulation. In such simulations, the model behavior will change each simulation according to

the set of initial parameters assumed for the environment.

Traditionally, the formal modeling of systems has been via a mathematical model, which

attempts to find analytical solutions enabling the prediction of the behavior of the system

from a set of parameters and initial conditions. Computer simulation is often used as an

adjunct to, or substitution for, modeling systems for which simple closed form analytic

solutions are not possible. There are many different types of computer simulation; the

common feature they all share is the attempt to generate a sample of representative scenarios

for a model in which a complete enumeration of all possible states would be prohibitive or

impossible. Several software packages exist for running computer-based simulation modeling

(e.g. Monte Carlo simulation and stochastic modeling) that makes the modeling almost

effortless. Modern usage of the term "computer simulation" may encompass virtually any

computer-based representation.

5. Computer science

In Computer science, simulation has some specialized meanings: Alan Turing used the term

"simulation" to refer to what happens when a Universal Machine executes a state transition

table (in modern terminology, a computer runs a program) that describes the state transitions,

inputs and outputs of a subject discrete-state machine. The computer simulates the subject

machine. Accordingly, in theoretical computer science the term simulation is a relation

between state transition systems, useful in the study of operational semantics. Less

theoretically, an interesting application of computer simulation is to simulate computers

using computers. In computer architecture, a type of simulator, typically called an emulator,

is often used to execute a program that has to run on some inconvenient type of computer, or

in a tightly controlled testing environment For example, simulators have been used to debug

a micro program or sometimes commercial application programs, before the program is
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downloaded to the target machine. Since the operation of the computer is simulated, all of the

information about the computer's operation is directly available to the programmer, and the

speed and execution of the simulation can be varied at will. Simulators may also be used to

interpret fault trees, or test VLSI logic designs before they are constructed. Symbolic

simulation uses variables to stand for unknown values. In the field of optimization,

simulations of physical processes are often used in conjunction with evolutionary

computation to optimize control strategies.

Topic : Transportation Software

Topic Objective:

At the end of this topic student would be able to:

 Define the term transport layer security

 Describe the core ideas of separation of protocols and transports

Definition/Overview:

Transport Layer Security (TLS): Transport Layer Security (TLS) and its predecessor, Secure

Sockets Layer (SSL), are cryptographic protocols that provide secure communications on the

Internet for such things as web browsing, e-mail, Internet faxing, instant messaging and other

data transfers. There are slight differences between SSL and TLS, but they are essentially the

same.

Key Points:
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1. Core ideas

1.1. Separation of protocols and transports

Twisted is designed for complete separation between logical protocols (usually

relying on stream-based connection semantics, such as HTTP or POP3) and physical

transport layers supporting such stream-based semantics (such as files, sockets or SSL

libraries). Connection between a logical protocol and a transport layer happens at the

last possible momentjust before information is passed into the logical protocol

instance. The logical protocol is informed of the transport layer instance, and can use

it to send messages back and to check for the peer's identity. Note that it is still

possible, in protocol code, to deeply query the transport layer on transport issues

(such as checking a client-side SSL certificate). Naturally, such protocol code will fail

(raise an exception) if the transport layer does not support such semantics.

1.2. Deferreds

Central to the twisted application model is the concept of a deferred (elsewhere called

a future). A deferred is a value which has not been computed yet, for example

because it needs data from a remote peer. Deferreds can be passed around, just like

regular objects, but cannot be asked for their value. Each deferred supports a callback

chain. When the deferred gets the value, it is transferred through the callback chain,

with the result of each callback being the input for the next one. This allows operating

on the values of a deferred without knowing what they are. For example, if a deferred

returns a string from a remote peer containing an IP address in quad format, a

callback can be attached to translate it into a 32-bit number. Any user of the deferred

can now treat it is as a deferred returning a 32-bit number. This, and the related ability

to define "errbacks" (callbacks which are called as error handlers), allows code which

looks as though it is serial, while still maintaining the event-driven abstraction.

1.3. Thread support
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Twisted supports an abstraction over raw threadsusing a thread as a deferred source.

Thus, a deferred is returned immediately, which will receive a value when the thread

finishes. Callbacks can be attached which will run in the main thread, thus alleviating

the need for complex locking solutions. A prime example of such usage, which comes

from Twisted's support libraries, is using this model to call into databases. The

database call itself happens on a foreign thread, but the analysis of the result happens

in the main thread.

1.4. Foreign loop support

Twisted can integrate with foreign event loops, such as those of GTK+, Qt and Cocoa

(through PyObjC). This allows using Twisted as the networking support layer in GUI

programs, utilizing all of its libraries without adding a thread-per-socket overhead, as

using Python's native library would. A full-fledged web server can be integrated in-

process with a GUI program using this model, for example.

1.5. Description

The TLS protocol allows applications to communicate across a network in a way

designed to prevent eavesdropping, tampering, and message forgery. TLS provides

endpoint authentication and communications privacy over the Internet using

cryptography. Typically, only the server is authenticated (i.e., its identity is ensured)

while the client remains unauthenticated; this means that the end user (whether an

individual or an application, such as a Web browser) can be sure with whom it is

communicating. The next level of security in which both ends of the "conversation"

are sure with whom they are communicating is known as mutual authentication.

Mutual authentication requires public key infrastructure (PKI) deployment to clients

unless TLS-PSK or the Secure Remote Password (SRP) protocol are used, which

provide strong mutual authentication without needing to deploy a PKI.
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TLS involves three basic phases:

o Peer negotiation for algorithm support

o Key exchange and authentication

o Symmetric cipher encryption and message authentication

During the first phase, the client and server negotiate cipher suites, which determine

the ciphers to be used, the key exchange and authentication algorithms, as well as the

message authentication codes (MACs). The key exchange and authentication

algorithms are typically public key algorithms, or as in TLS-PSK pre-shared keys

could be used. The message authentication codes are made up from cryptographic

hash functions using the HMAC construction for TLS, and a non-standard

pseudorandom function for SSL.

Typical algorithms could be:

o For key exchange: RSA, Diffie-Hellman, ECDH, SRP, PSK

o For authentication: RSA, DSA, ECDSA

o Symmetric ciphers: RC4, Triple DES, AES, IDEA, DES, or Camellia. In older versions of SSL,

RC2 was also used.

o For cryptographic hash function: HMAC-MD5 or HMAC-SHA are used for TLS, MD5 and

SHA for SSL, while older versions of SSL also used MD2 and MD4.

2. Working

A TLS client and server negotiate a stateful connection by using a handshaking procedure.

During this handshake, the client and server agree on various parameters used to establish the

connection's security.

 The handshake begins when a client connects to a TLS-enabled server requesting a secure

connection, and presents a list of supported ciphers and hash functions.
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 From this list, the server picks the strongest cipher and hash function that it also supports and

notifies the client of the decision.

 The server sends back its identification in the form of a digital certificate. The certificate usually

contains the server name, the trusted certificate authority (CA), and the server's public encryption

key.

The client may contact the server that issued the certificate (the trusted CA as above) and

confirm that the certificate is authentic before proceeding.

 In order to generate the session keys used for the secure connection, the client encrypts a random

number with the server's public key, and sends the result to the server. Only the server can

decrypt it (with its private key): this is the one fact that makes the keys hidden from third parties,

since only the server and the client have access to this data.

 From the random number, both parties generate key material for encryption and decryption.

This concludes the handshake and begins the secured connection, which is encrypted and

decrypted with the key material until the connection closes. If any one of the above steps

fails, the TLS handshake fails, and the connection is not created.

3. TLS handshake

The TLS protocol exchanges records, which encapsulate the data to be exchanged. Each

record can be compressed, padded, appended with a message authentication code (MAC), or

encrypted, all depending on the state of the connection. Each record has a content type field

that specifies the record, a length field, and a TLS version field. When the connection starts,

the record encapsulates another protocol, the handshake messaging protocol, which has

content type 22.
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4. Simple TLS handshake

A simple connection example follows:

 A Client sends a ClientHello message specifying the highest TLS protocol version it supports, a

random number, a list of suggested cipher suites and compression methods.

 The Server responds with a ServerHello message, containing the chosen protocol version, a

random number, cipher suite, and compression method from the choices offered by the client.

The server may also send a session id as part of the message to perform a resumed handshake.

 The Server sends its Certificate message (depending on the selected cipher suite, this may be

omitted by the Server).

These certificates are currently X.509, but there is also a draft specifying the use of

OpenPGP based certificates.

 The Server sends a ServerHelloDone message, indicating it is done with handshake negotiation.

 The Client responds with a ClientKeyExchange message, which may contain a PreMasterSecret,

public key, or nothing. (Again, this depends on the selected cipher.)

 The Client and Server then use the random numbers and PreMasterSecret to compute a common

secret, called the "master secret". All other key data is derived from this master secret (and the

client- and server-generated random values), which is passed through a carefully designed

"pseudorandom function".

 The Client now sends a ChangeCipherSpec record, essentially telling the Server, "Everything I

tell you from now on will be encrypted." Note that the ChangeCipherSpec is itself a record-level

protocol, and has type 20, and not 22.

 Finally, the Client sends an encrypted finished message, containing a hash and MAC over the

previous handshake messages.

 The Server will attempt to decrypt the Client's finished message, and verify the hash and MAC.

If the decryption or verification fails, the handshake is considered to have failed and the

connection should be torn down.
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 Finally, the Server sends a ChangeCipherSpec and its encrypted finished message, and the Client

performs the same decryption and verification.

 At this point, the "handshake" is complete and the Application protocol is enabled, with content

type of 23. Application messages exchanged between Client and Server will be encrypted.

5. Client-Authenticated TLS handshake

The following example shows a client being authenticated via TLS using certificates.

 A Client sends a ClientHello message specifying the highest TLS protocol version it supports, a

random number, a list of suggested cipher suites and compression methods.

 The Server responds with a ServerHello message, containing the chosen protocol version, a

random number, cipher suite, and compression method from the choices offered by the client.

The server may also send a session id as part of the message to perform a resumed handshake.

 The Server sends its Certificate message (depending on the selected cipher suite, this may be

omitted by the Server).

These certificates are currently X.509, but there is also a draft specifying the use of

OpenPGP based certificates.

 The server requests a certificate from the client, so that the connection can be mutually

authenticated, using a CertificateRequest message.

 The Server sends a ServerHelloDone message, indicating it is done with handshake negotiation.

 The Client responds with a Certificate message, which contains the client's certificate.

 The Client sends a ClientKeyExchange message, which may contain a PreMasterSecret, public

key, or nothing. (Again, this depends on the selected cipher.) This PreMasterSecret is encrypted

using the public key of the server certificate.

 The Client sends a CertificateVerify message, which is a signature over the previous handshake

messages using the client's certificate's private key. This signature can be verified by using the

client's certificate's public key. This lets the Server know that the Client has access to the private

key of the certificate and thus owns the certificate.
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 The Client and Server then use the random numbers and PreMasterSecret to compute a common

secret, called the "master secret". All other key data is derived from this master secret (and the

client- and server-generated random values), which is passed through a carefully designed

"pseudorandom function".

 The Client now sends a ChangeCipherSpec record, essentially telling the Server, "Everything I

tell you from now on will be encrypted." Note that the ChangeCipherSpec is itself a record-level

protocol, and has type 20, and not 22.

 Finally, the Client sends an encrypted finished message, containing a hash and MAC over the

previous handshake messages.

 The Server will attempt to decrypt the Client's finished message, and verify the hash and MAC.

If the decryption or verification fails, the handshake is considered to have failed and the

connection should be torn down.

 Finally, the Server sends a ChangeCipherSpec and its encrypted finished message, and the Client

performs the same decryption and verification.

 At this point, the "handshake" is complete and the Application protocol is enabled, with content

type of 23. Application messages exchanged between Client and Server will be encrypted.

6. Resumed TLS Handshake

Public key operations (e.g. RSA) are considered expensive in terms of computational power.

TLS provides a secure shortcut in the handshake mechanism to avoid these operations. The

Server sends a session id as part of the ServerHello message. The Client maps this session id

to the Server's IP address and TCP port, so that when the Client connects again to that Server,

it can use the session id to shortcut the handshake. The session id maps to the cryptographic

parameters previously negotiated, specifically the "master secret". Both sides must have the

same "master secret" or the resumed handshake will fail (this prevents an eavesdropper from

using a session id). The random data in the ClientHello and ServerHello messages virtually

guarantee that the generated session keys will be different than in the previous connection.

 A Client sends a ClientHello message specifying the highest TLS protocol version it supports, a

random number, a list of suggested cipher suites and compression methods. Included in the

message is the session id from the previous TLS connection.
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 The Server responds with a ServerHello message, containing the chosen protocol version, a

random number, cipher suite, and compression method from the choices offered by the client. If

the Server recognizes the session id sent by the client, it responds with the same session id. The

Client uses this to recognize that a resumed handshake is being performed. If the server does not

recognize the session id sent by the Client, it sends a different value for its session id. This tells

the Client that a resumed handshake will not be performed.

At this point, both the Client and Server have the "master secret" and random data to generate

the key data.

 The Server now sends a ChangeCipherSpec' record, essentially telling the Client, "Everything I

tell you from now on will be encrypted." Note that the ChangeCipherSpec is itself a record-level

protocol, and has type 20, and not 22.

 The Server sends an encrypted finished message, containing a hash and MAC over the previous

handshake messages.

 The Client will attempt to decrypt the Servers's finished message, and verify the hash and MAC.

If the decryption or verification fails, the handshake is considered to have failed and the

connection should be torn down.

 Finally, the Client sends a ChangeCipherSpec and its encrypted finished message, and the Server

performs the same decryption and verification.

The Finished messages are used to validate that the Client and Server are using the same

keys. If the validation of the finished messages fails, then the resumed handshake fails and

both the Client and Server purge the session id information and do not use it again.

7. Support for virtual servers

TLS does not provide a mechanism for a client to tell a server the name of the server it is

contacting. It is often desirable for clients to provide this information to facilitate secure

connections to servers that host multiple Virtual Servers sharing a single IP address. In order

to provide the server name, RFC 4366 Transport Layer Security (TLS) Extensions allow

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

72
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



clients to include a "server_name" extension in the extended client hello. The TLS server, in

response, should provide the appropriate certificate for the requested Virtual Server.

8. Security

TLS/SSL have a variety of security measures:

 The client may use the certificate authority's (CA's) public key to validate the CA's digital

signature on the server certificate. If the digital signature can be verified, the client accepts the

server certificate as a valid certificate issued by a trusted CA.

 The client verifies that the issuing CA is on its list of trusted CAs.

 The client checks the server's certificate validity period. The authentication process stops if the

current date and time fall outside of the validity period.

 Protection against a downgrade of the protocol to a previous (less secure) version or a weaker

cipher suite.

 Numbering all the Application records with a sequence number, and using this sequence number

in the message authentication codes (MACs).

 Using a message digest enhanced with a key (so only a key-holder can check the MAC). This is

specified in RFC 2104. TLS only.

 The message that ends the handshake ("Finished") sends a hash of all the exchanged handshake

messages seen by both parties.

 The pseudorandom function splits the input data in half and processes each one with a different

hashing algorithm (MD5 and SHA-1), then XORs them together. This provides protection even

if one of these algorithms is found to be vulnerable. TLS only.

 SSL v3 improved upon SSL v2 by adding SHA-1 based ciphers, and support for certificate

authentication. Additional improvements in SSL v3 include better handshake protocol flow and

increased resistance to man-in-the-middle attacks.

SSL v2 is flawed in a variety of ways:

 Identical cryptographic keys are used for message authentication and encryption.
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 MACs are unnecessarily weakened in the "export mode" required by U.S. export restrictions

(symmetric key length was limited to 40 bits in Netscape and Internet Explorer).

 SSL v2 has a weak MAC construction and relies solely on the MD5 hash function.

 SSL v2 does not have any protection for the handshake, meaning a Man-in-the-middle

downgrade attack can go undetected.

 SSL v2 uses the TCP connection close to indicate the end of data. This means that truncation

attacks are possible: the attacker simply forges a TCP FIN, leaving the recipient unaware of an

illegitimate end of data message (SSL v3 fixes this problem by having an explicit closure alert).

SSL v2 is disabled by default in Internet Explorer 7, Mozilla Firefox 2, and Safari. Support

for SSL v2 (and weak 40-bit and 56-bit ciphers) has been removed completely from Opera as

of version 9.5.

9. Applications

TLS runs on layers beneath application protocols such as HTTP, FTP, SMTP, NNTP, and

XMPP and above a reliable transport protocol, TCP for example. While it can add security to

any protocol that uses reliable connections (such as TCP), it is most commonly used with

HTTP to form HTTPS. HTTPS is used to secure World Wide Web pages for applications

such as electronic commerce and asset management. SMTP is also an area in which TLS has

been growing and is specified in RFC 3207. These applications use public key certificates to

verify the identity of endpoints.

An increasing number of client and server products support TLS natively, but many still lack

support. As an alternative, users may wish to use standalone TLS products like Stunnel.

Wrappers such as Stunnel rely on being able to obtain a TLS connection immediately, by

simply connecting to a separate port reserved for the purpose. For example, by default the

TCP port for HTTPS is 443, to distinguish it from HTTP on port 80. TLS can also be used to

tunnel an entire network stack to create a VPN, as is the case with OpenVPN. Many vendors

now marry TLS's encryption and authentication capabilities with authorization. There has
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also been substantial development since the late 1990s in creating client technology outside

of the browser to enable support for client/server applications. When compared against

traditional IPsec VPN technologies, TLS has some inherent advantages in firewall and NAT

traversal that make it easier to administer for large remote-access populations. TLS is also

increasingly being used as the standard method for protecting SIP application signaling. TLS

can be used to provide authentication and encryption of the SIP signalling associated with

VoIP and other SIP-based applications.
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