
WIRELESS APPLICATION NETWORKS

Topic Objective:

At the end of the topic the students will be able to:

 Understand Scaling Networks

 Know Network address translation

 Define Types of NAT

 Explain NAT and TCP/UDP

 Evaluate Destination network address translation (DNAT)

 Examine SNAT

 Learn about Dynamic network address translation

 Highlight Dynamic NAT, just like static NAT, is not common

 Identify Port address translation

 Analyze NAT and PAT Distinctions

 Explain Relationship between NAT and PAT

 Examine PAT Implementation

 Elaborate Dynamic Host Configuration Protocol

 Define DHCP and firewalls

Definition/Overview:

Scale-free network: A scale-free network is a network whose degree distribution follows a

power law, at least asymptotically. That is, the fraction P(k) of nodes in the network having k

connections to other nodes goes for large values of k as P(k) ~ k−γwhere γ is a constant

whose value is typically in the range 2<γ<3, although occasionally it may lie outside these

bounds. Scale-free networks are noteworthy because many empirically observed networks

appear to be scale-free, including the World Wide Web, protein networks, citation networks,

and some social networks.

Key Points:

1. Scaling Networks
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In studies of the networks of citations between scientific papers, Derek de Solla Price

showed in 1965 that the number of links to papersi.e., the number of citations they

receivehad a heavy-tailed distribution following a Pareto distribution or power law, and

thus that the citation network was scale-free. He did not however use the term "scale-free

network" (which was not coined until some decades later). In a later paper in 1976, Price

also proposed a mechanism to explain the occurrence of power laws in citation networks,

which he called "cumulative advantage" but which is today more commonly known under

the name preferential attachment. Recent interest in scale-free networks started in 1999

with work by Albert-Lszl Barabsi and colleagues at the University of Notre Dame who

mapped the topology of a portion of the Web, finding that some nodes, which they called

"hubs", had many more connections than others and that the network as a whole had a

power-law distribution of the number of links connecting to a node.

After finding that a few other networks, including some social and biological networks,

also had heavy-tailed degree distributions, Barabsi and collaborators coined the term

"scale-free network" to describe the class of networks that exhibit a power-law degree

distribution. Soon after, Amaral et al. showed that most of the real-world networks can be

classified into two large categories according to the decay of P(k) for large k. Barabsi and

Albert proposed a mechanism to explain the appearance of the power-law distribution,

which they called "preferential attachment" and which is essentially the same as that

proposed by Price. Analytic solutions for this mechanism (also similar to the solution of

Price) were presented in 2000 by Dorogovtsev, Mendes and Samukhin and independently

by Krapivsky, Redner, and Leyvraz, and later rigorously proved by mathematician Bla

Bollobs. Notably, however, this mechanism only produces a specific subset of networks

in the scale-free class, and many alternative mechanisms have been discovered since.

1. Network address translation

In computer networking, network address translation (NAT) is the process of modifying

network address information in datagram packet headers while in transit across a traffic

routing device for the purpose of remapping a given address space into another. Most

often today, NAT is used in conjunction with network masquerading (or IP

masquerading) which is a technique that hides an entire address space, usually consisting
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of private network addresses (RFC 1918), behind a single IP address in another, often

public address space. This mechanism is implemented in a routing device that uses

stateful translation tables to map the "hidden" addresses into a single address and then

rewrites the outgoing Internet Protocol (IP) packets on exit so that they appear to

originate from the router. In the reverse communications path, responses are mapped back

to the originating IP address using the rules ("state") stored in the translation tables. The

translation table rules established in this fashion are flushed after a short period without

new traffic refreshing their state. As described, the method only allows transit traffic

through the router when it is originating in the masqueraded network, since this

establishes the translation tables. However, most NAT devices today allow the network

administrator to configure translation table entries for permanent use. This feature is often

referred to as "static NAT" or port forwarding and allows traffic originating in the

'outside' network to reach designated hosts in the masqueraded network.

Because of the popularity of this technique, see below, the term NAT has become

virtually synonymous with the method of IP masquerading. Network address translation

has serious consequences on the quality of Internet connectivity and requires careful

attention to the details of its implementation. As a result, many methods have been

devised to alleviate the issues encountered. See article on NAT traversal. In the mid-

1990s NAT became a popular tool for alleviating the IPv4 address exhaustion. It has

become a standard, indispensable feature in routers for home and small-office Internet

connections. Most systems using NAT do so in order to enable multiple hosts on a private

network to access the Internet using a single public IP address (see gateway). However,

NAT breaks the originally envisioned model of IP end-to-end connectivity across the

Internet and introduces complications in communication between hosts and has

performance impacts.

NAT obscures an internal network's structure: all traffic appears to outside parties as if it

originated from the gateway machine. Network address translation involves re-writing the

source and/or destination IP addresses and usually also the TCP/UDP port numbers of IP

packets as they pass through the NAT. Checksums (both IP and TCP/UDP) must also be

rewritten to take account of the changes. In a typical configuration, a local network uses

one of the designated "private" IP address subnets (the RFC 1918 Private Network

Addresses are 192.168.x.x, 172.16.x.x through 172.31.x.x, and 10.x.x.x (or using CIDR
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notation, 192.168/16, 172.16/12, and 10/8), and a router on that network has a private

address (such as 192.168.0.1) in that address space. The router is also connected to the

Internet with a single "public" address (known as "overloaded" NAT) or multiple "public"

addresses assigned by an ISP. As traffic passes from the local network to the Internet, the

source address in each packet is translated on the fly from the private addresses to the

public address(es). The router tracks basic data about each active connection (particularly

the destination address and port). When a reply returns to the router, it uses the

connection tracking data it stored during the outbound phase to determine where on the

internal network to forward the reply; the TCP or UDP client port numbers are used to

demultiplex the packets in the case of overloaded NAT, or IP address and port number

when multiple public addresses are available, on packet return. To a system on the

Internet, the router itself appears to be the source/destination for this traffic.

2. Types of NAT

Network address translation is implemented in a variety of schemes of translating

addresses and port numbers, each affecting application communication protocols

differently. Some application protocols that use IP address information need to determine

the external address which is used for masquerading, and, furthermore, often need to

examine and categorize the type of mapping used in a given NAT device. For this

purpose, the Simple traversal of UDP over NATs (STUN) protocol was developed. It

classified NAT implementation as Full cone NAT, restricted cone NAT, port restricted

cone NAT or symmetric NAT and proposed a methodology for testing a device

accordingly. However, these procedures have since been deprecated from standards

status, as the methods have proven faulty and inadequate to correctly assess many

devices. New methods have been standardized in RFC 5389 (2008) and the STUN

acronym now represents the new title of the specification: Session Traversal Utilities for

NAT.

3. NAT and TCP/UDP

"Pure NAT", operating on IP alone, may or may not correctly parse protocols that are

totally concerned with IP information, such as ICMP, depending on whether the payload

is interpreted by a host on the "inside" or "outside" of translation. As soon as the protocol

stack is climbed, even with such basic protocols as TCP and UDP, the protocols will
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break unless NAT takes action beyond the network layer. IP has a checksum in each

packet header, which provides error detection only for the header. IP datagrams may

become fragmented and it is necessary for a NAT to reassemble these fragments to allow

correct recalculation of higher level checksums and correct tracking of which packets

belong to which connection. The major transport layer protocols, TCP and UDP, have a

checksum that covers all the data they carry, as well as the TCP/UDP header, plus a

"pseudo-header" that contains the source and destination IP addresses of the packet

carrying the TCP/UDP header. For an originating NAT to successfully pass TCP or UDP,

it must recompute the TCP/UDP header checksum based on the translated IP addresses,

not the original ones, and put that checksum into the TCP/UDP header of the first packet

of the fragmented set of packets. The receiving NAT must recompute the IP checksum on

every packet it passes to the destination host, and also recognize and recompute the

TCP/UDP header using the retranslated addresses and pseudo-header. This is not a

completely solved problem. One solution is for the receiving NAT to reassemble the

entire segment and then recompute a checksum calculated across all packets. It may be

wise for the originating host to do MTU Path Discovery (RFC 1191) to determine what

MTU will go to the end without fragmentation, and then set the "don't fragment" bit in the

appropriate packets. There is no totally general solution to this problem, which is why one

of the goals of IPv6 is to avoid NAT.

4. Destination network address translation (DNAT)

DNAT is a technique for transparently changing the destination IP address of an en-route

packet and performing the inverse function for any replies. Any router situated between

two endpoints can perform this transformation of the packet. DNAT is commonly used to

publish a service located in a private network to a publicly accessible IP address.

5. SNAT

The usage of the term SNAT varies by vendor. Many vendors have proprietary definitions

for SNAT. A common definition is Source NAT, the counterpart of Destination NAT

(DNAT). Microsoft uses the term for Secure NAT, in regards to the ISA Server extension

discussed below. Per Cisco Systems, SNAT means Stateful NAT. SNAT is also often

referred to as Source NAT. The Internet Engineering Task Force (IETF) defines SNAT as

Softwires Network Address Translation. This type of NAT is named after the Softwires

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

5
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



working group that is charged with the standardization of discovery, control and

encapsulation methods for connecting IPv4 networks across IPv6 networks and IPv6

networks across IPv4 networks.

6. Dynamic network address translation

Dynamic NAT, just like static NAT, is not common in smaller networks but is found

within larger corporations with complex networks. The way dynamic NAT differentiates

from static NAT is that where static NAT provides a one-to-one internal to public static

IP mapping, Dynamic NAT does the same but without making the mapping to the public

IP static and usually uses a group of available public IPs.

7.1 Applications affected by NAT

Some Application Layer protocols (such as FTP and SIP) send explicit network

addresses within their application data. FTP in active mode, for example, uses

separate connections for control traffic (commands) and for data traffic (file contents).

When requesting a file transfer, the host making the request identifies the

corresponding data connection by its network layer and transport layer addresses. If

the host making the request lies behind a simple NAT firewall, the translation of the

IP address and/or TCP port number makes the information received by the server

invalid. The Session Initiation Protocol (SIP) controls Voice over IP (VoIP)

communications and suffers the same problem . SIP may use multiple ports to set up a

connection and transmit voice stream via RTP. IP addresses and port numbers are

encoded in the payload data and must be known prior to the traversal of NATs.

Without special techniques, such as STUN, NAT behavior is unpredictable and

communications may fail. Application Layer Gateway (ALG) software or hardware

may correct these problems. An ALG software module running on a NAT firewall

device updates any payload data made invalid by address translation. ALGs obviously

need to understand the higher-layer protocol that they need to fix, and so each

protocol with this problem requires a separate ALG.

Another possible solution to this problem is to use NAT traversal techniques using

protocols such as STUN or ICE or proprietary approaches in a session border

controller. NAT traversal is possible in both TCP- and UDP-based applications, but
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the UDP-based technique is simpler, more widely understood, and more compatible

with legacy NATs. In either case, the high level protocol must be designed with NAT

traversal in mind, and it does not work reliably across symmetric NATs or other

poorly-behaved legacy NATs. Other possibilities are UPnP (Universal Plug and Play)

or Bonjour (NAT-PMP), but these require the cooperation of the NAT device. Most

traditional client-server protocols (FTP being the main exception), however, do not

send layer 3 contact information and therefore do not require any special treatment by

NATs. In fact, avoiding NAT complications is practically a requirement when

designing new higher-layer protocols today.

NATs can also cause problems where IPsec encryption is applied and in cases where

multiple devices such as SIP phones are located behind a NAT. Phones which encrypt

their signaling with IPsec encapsulate the port information within the IPsec packet

meaning that NA(P)T devices cannot access and translate the port. In these cases the

NA(P)T devices revert to simple NAT operation. This means that all traffic returning

to the NAT will be mapped onto one client causing the service to fail. There are a

couple of solutions to this problem, one is to use TLS which operates at level 4 in the

OSI Reference Model and therefore does not mask the port number, or to Encapsulate

the IPsec within UDP - the latter being the solution chosen by TISPAN to achieve

secure NAT traversal. The DNS protocol vulnerability announced by Dan Kaminsky

on 2008 July 8 is indirectly affected by NAT port mapping. To avoid DNS server

cache poisoning, it is highly desirable to not translate UDP source port numbers of

outgoing DNS requests from any DNS server which is behind a firewall which

implements NAT. The recommended work-around for the DNS vulnerability is to

make all caching DNS servers use randomized UDP source ports. If the NAT function

de-randomizes the UDP source ports, the DNS server will be made vulnerable.

7.2 Drawbacks

Hosts behind NAT-enabled routers do not have end-to-end connectivity and cannot

participate in some Internet protocols. Services that require the initiation of TCP

connections from the outside network, or stateless protocols such as those using UDP,

can be disrupted. Unless the NAT router makes a specific effort to support such

protocols, incoming packets cannot reach their destination. Some protocols can

accommodate one instance of NAT between participating hosts ("passive mode" FTP,
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for example), sometimes with the assistance of an Application Layer Gateway (see

below), but fail when both systems are separated from the Internet by NAT. Use of

NAT also complicates tunneling protocols such as IPsec because NAT modifies

values in the headers which interfere with the integrity checks done by IPsec and

other tunneling protocols. End-to-end connectivity has been a core principle of the

Internet, supported for example by the Internet Architecture Board. Current Internet

architectural documents observe that NAT is a violation of the End-to-End Principle,

but that NAT does have a valid role in careful design. There is considerably more

concern with the use of IPv6 NAT, and many IPv6 architects believe IPv6 was

intended to remove the need for NAT.

Because of the short-lived nature of the stateful translation tables in NAT routers,

devices on the internal network lose IP connectivity typically within a very short

period of time unless they implement NAT keep-alive mechanisms by frequently

accessing outside hosts. This dramatically shortens the power reserves on battery-

operated hand-held devices and has thwarted more wide-spread deployment of such

IP-native Internet-enabled devices. Some Internet service providers (ISPs) only

provide their customers with "local" IP addresses.Thus, these customers must access

services external to the ISP's network through NAT. As a result, the customers cannot

achieve true end-to-end connectivity, in violation of the core principles of the Internet

as laid out by the Internet Architecture Board.

7. Port address translation

Port Address Translation (PAT) is a feature of a network device that translates TCP or

UDP communications made between hosts on a private network and hosts on a public

network. It allows a single public IP address to be used by many hosts on a private

network, which is usually a Local Area Network or LAN. A PAT device transparently

modifies IP packets as they pass through it. The modifications make all the packets which

it sends to the public network from the multiple hosts on the private network appear to

originate from a single host, (the PAT device) on the public network.

8. NAT and PAT Distinctions
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Different vendors call PAT different names - examples include: Hide-Mode NAT (Check

Point), PAT (Cisco Systems), NAPT (RFC 3022), SNAT/MASQUERADE (Linux

iptables), Internet Connection Sharing (Microsoft). NAT is a blanket term for PAT

applications since the primary purpose of NAT is to address the problem of IP Address

depletion on the Internet. Some devices that offer 'NAT', such as broadband routers,

actually offer PAT. For this reason, there is considerable confusion between the terms.

The common use of NAT to include PAT devices suggests that PAT should be considered

a type of NAT rather than a distinct technology.

9. Relationship between NAT and PAT

PAT is a subset of NAT, and is closely related to the concept of Network Address

Translation. PAT is also known as NAT Overload. In PAT there is generally only one

publicly exposed IP address and multiple private hosts connecting through the exposed

address. Incoming packets from the public network are routed to their destinations on the

private network by reference to a table held within the PAT device which keeps track of

public and private port pairs. In PAT, both the sender's private IP and port number are

modified; the PAT device chooses the port numbers which will be seen by hosts on the

public network. In this way, PAT operates at layer 3 (network) and 4 (transport) of the

OSI model, whereas basic NAT only operates at layer 3.

10. PAT Implementation

11.1 Establishing Two-Way Communication

Every TCP packet contains both a source IP address and source port number

as well as a destination IP address and destination port number. For publicly

accessible services such as web servers and mail servers the port number is

important. For example, port 80 connects to the web server software and port

25 to a mail server's SMTP daemon. The IP address of a public server is also

important, similar in global uniqueness to a postal address or telephone

number. Both IP address and port must be correctly known by all hosts

wishing to successfully communicate. dependent on the particular type of

communication. Private IP addresses as described in RFC 1918 are significant

only on private networks where they are used, which is also true for host ports.
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Ports are unique endpoints of communication on a host, so a connection

through the PAT device is maintained by the combined mapping of port and

IP address. PAT resolves conflicts that would arise through two different hosts

using the same source port number to establish unique connections at the same

time.

11.2 An Analogy of PAT

A PAT device is similar to an office that has one public telephone number.

Outbound phone calls made from the office all appear to come from the same

telephone number. However, incoming calls have to be transferred to the

correct private extension by an operator asking the caller who they'd like to

speak with; private extensions cannot be dialled directly from outside.

11.3 Translation of the Endpoint

With PAT, all communication sent to external hosts actually contain the IP

address and port information of the PAT device instead of internal host IPs or

port numbers. When a computer on the private (internal) network sends a

packet to the external network, the PAT device replaces the internal IP address

in the source field of the packet header (sender's address) with the IP address

of the PAT device. It then assigns the connection a port number from a pool of

available ports, inserting this port number in the source port field (much like

the post office box number), and forwards the packet to the external network.

The PAT device then makes an entry in a translation table containing the

internal IP address, original source port, and the translated source port.

Subsequent packets from the same connection are translated to the same port

number. The computer receiving a packet that has undergone PAT establishes

a connection to the port and IP address specified in the altered packet,

oblivious to the fact that the supplied address is being translated (analogous to

using a post office box number). A packet coming from the external network

is mapped to a corresponding internal IP address and port number from the

translation table, replacing the external IP address and port number in the

incoming packet header (similar to the translation from post office box

number to street address). The packet is then forwarded over the inside
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network. Otherwise, if the destination port number of the incoming packet is

not found in the translation table, the packet is dropped or rejected because the

PAT device doesn't know where to send it. PAT will only translate IP

addresses and ports of its internal hosts, hiding the true endpoint of an internal

host on a private network.

11.4 Visibility of Operation

The PAT operation is typically transparent to both the internal and external hosts.

Typically the internal host is aware of the true IP address and TCP or UDP port of the

external host. Typically the PAT device may function as the default gateway for the

internal host. However the external host is only aware of the public IP address for the

PAT device and the particular port being used to communicate on behalf of a specific

internal host.

11. Dynamic Host Configuration Protocol

12.1 Applicability

Dynamic Host Configuration Protocol automates network parameter assignment to

network devices from one or multiple, fault-tolerant DHCP servers. Even in small

networks, DHCP is useful because it can make it easy to add new machines to the

network. DHCP is also recommended for servers whose addresses rarely change, so

that if a server needs to be readdressed (RFC 2071), changes need be made in as few

places as possible. For devices such as routers and firewalls that should not use

DHCP, it can be useful to put Trivial File Transfer Protocol (TFTP) or SSH servers on

the same host that runs DHCP, which serves to centralize administration. DHCP can

be used to assign addresses directly to servers and desktop machines on a local link, to

dialup and broadband on-demand hosts through a Point-to-Point Protocol (PPP)

proxy, as well as for residential Network address translation (NAT) gateways.

12.2 Technical overview

When a DHCP-configured client (be it a computer or any other network-aware

device) connects to a network, the DHCP client sends a broadcast query requesting

necessary information from a DHCP server. The DHCP server manages a pool of IP
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addresses and information about client configuration parameters such as the default

gateway, the domain name, the DNS servers, other servers such as time servers, and

so forth. Upon receipt of a valid request the server will assign the computer an IP

address, a lease (the length of time for which the allocation is valid), and other IP

configuration parameters, such as the subnet mask and the default gateway. The query

is typically initiated immediately after booting and must be completed before the

client can initiate IP-based communication with other hosts. DHCP provides four

modes for allocating IP addresses. The best-known mode is dynamic, in which the

client is provided a "lease" on an IP address for a period of time. Depending on the

stability of the network, this could range from hours (a wireless network at an airport)

to months (for desktops in a wired lab). At any time before the lease expires, the

DHCP client can request renewal of the lease on the current IP address. A properly-

functioning client will use the renewal mechanism to maintain the same IP address

throughout its connection to a single network, otherwise it may risk losing its lease

while still connected, thus disrupting network connectivity while it renegotiates with

the server for its original or a new IP address. The other modes for allocation of IP

addresses are automatic , in which the address is permanently assigned to a client, and

manual, in which the address is selected by the client (manually by the user or any

other means) and the DHCP protocol messages are used to inform the server that the

address has been allocated. The automatic and manual methods are generally used

when finer-grained control over IP address is required (typical of tight firewall

setups), although typically a firewall will allow access to the range of IP addresses

that can be dynamically allocated by the DHCP server. The process of address

allocation is known as ROSA. Request, Offer, Send, Accept.

12.3 IP address allocation

Depending on implementation, the DHCP server may have three methods of

allocating IP-addresses, plus a fourth mode of operation ("manual") in which the

client (rather than the DHCP server) assigns an IP address. (WARNING--the

terminology below differs from the terminology above in Basic protocol operation):

12.3.1 Dynamic Allocation
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A network administrator assigns a range of IP addresses to DHCP, and each

client computer on the LAN has its IP software configured to request an IP

address from the DHCP server during network initialization. The request-and-

grant process uses a lease concept with a controllable time periods, allowing

the DHCP server to reclaim (and then reallocate) IP addresses that are not

renewed (dynamic re-use of IP addresses).

12.3.2 Automatic Allocation

The DHCP server permanently assigns a free IP address to a requesting client

from the range defined by the administrator. This is like dynamic allocation,

but the DHCP server keeps a table of past IP address assignments, so that it

can preferentially assign to a client the same IP address that the client

previously had.

12.3.3 Static Allocation

The DHCP server allocates an IP address based on a table with MAC

address/IP address pairs, which are manually filled in (perhaps by a network

administrator). Only requesting clients with a MAC address listed in this table

will be allocated an IP address. This feature (which is not supported by all

routers) is variously called "Static DHCP Assignment" (by DD-WRT), "fixed-

address" (by the dhcpd documentation), "DHCP reservation" or "Static

DHCP" (by Cisco/Linksys), and "IP reservation" or "MAC/IP binding" (by

various other router manufacturers).

12.3.4 Manual Allocation

The DHCP server does not assign the IP address; instead, the client is

configured with a user-specified static IP address.

Many DHCP servers can manage hosts by more than one of the above methods. For

example, the known hosts on the network can be assigned an IP address based on their

MAC address (static allocation) whereas "guest" computers (such as laptops via

WiFi) are allocated a temporary IP address out of a pool compatible with the network

to which they're attached (dynamic allocation).
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12. DHCP and firewalls

Firewalls usually have to permit DHCP traffic explicitly. Specification of the DHCP

client-server protocol describes several cases when packets must have the source address

of 0x00000000 or the destination address of 0xffffffff. Anti-spoofing policy rules and

tight inclusive firewalls often stop such packets. Multi-homed DHCP servers require

special consideration and further complicated configuration. To enable proper DHCP

operation, network administrators need to allow several types of packets through the

server-side firewall. All DHCP packets travel as UDP datagrams; all client-sent packets

have source port 68 and destination port 67; all server-sent packets have source port 67

and destination port 68. For example, a server-side firewall should allow the following

types of packets:

 Incoming packets from 0.0.0.0 or dhcp-pool to dhcp-ip

 Incoming packets from any address to 255.255.255.255

 Outgoing packets from dhcp-ip to dhcp-pool or 255.255.255.255

13.1 Security

Having been standardized before network security became a significant issue, the

basic DHCP protocol includes no security features, and is potentially vulnerable to

two types of attacks:

13.1.1 Unauthorized DHCP Servers

as you cannot specify the server you want, an unauthorized server can respond

to client requests, sending client network configuration values that are

beneficial to the attacker. As an example, a hacker can hijack the DHCP

process to configure clients to use a malicious DNS server or router (see also

DNS cache poisoning).

13.1.2 Unauthorized DHCP Clients

By masquerading as a legitimate client, an unauthorized client can gain access

to network configuration and an IP address on a network it should otherwise

not be allowed to use. Also, by flooding the DHCP server with requests for IP
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addresses, it is possible for an attacker to exhaust the pool of available IP

addresses, disrupting normal network activity (a denial of service attack).

To combat these threats RFC 3118 ("Authentication for DHCP Messages") introduced

authentication information into DHCP messages allowing clients and servers to reject

information from invalid sources. Although support for this protocol is widespread, a

large number of clients and servers still do not fully support authentication, thus

forcing servers to support clients that do not support this feature. As a result, other

security measures are usually implemented around the DHCP server (such as IPsec) to

ensure that only authenticated clients and servers are granted access to the network.

Addresses should be dynamically linked to a secure DNS server, to allow

troubleshooting by name rather than by a potentially unknown address. Effective

DHCP-DNS linkage requires having a file of either MAC addresses or local names

that will be sent to DNS that uniquely identifies physical hosts, IP addresses, and

other parameters such as the default gateway, subnet mask, and IP addresses of DNS

servers from a DHCP server. The DHCP server ensures that all IP addresses are

unique, i.e., no IP address is assigned to a second client while the first client's

assignment is valid (its lease has not expired). Thus IP address pool management is

done by the server and not by a network administrator.

Topic : Wan Technologies Overview

Topic Objective:

At the end of the topic the students will be able to:

 Explain Views of networks

 Highlight Wide area network

 Identify WAN Protocols

 Evaluate Circuit switching

 Elaborate Packet switching

 Examine Analog Dialup
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 Define ISDN

 Describe Leased Line

 Analyze X.25

 Know Cable

 Understand WAN Design

Definition/Overview:

Computer networking is the engineering discipline concerned with communication between

computer systems or devices. Networking, routers, routing protocols, and networking over

the public Internet have their specifications defined in documents called RFCs. Computer

networking is sometimes considered a sub-discipline of telecommunications, computer

science, information technology and/or computer engineering. Computer networks rely

heavily upon the theoretical and practical application of these scientific and engineering

disciplines.

Key Points:

1. Views of networks

Users and network administrators often have different views of their networks. Often,

users share printers and some servers form a workgroup, which usually means they are in

the same geographic location and are on the same LAN. A community of interest has less

of a connotation of being in a local area, and should be thought of as a set of arbitrarily

located users who share a set of servers, and possibly also communicate via peer-to-peer

technologies. Network administrators see networks from both physical and logical

perspectives. The physical perspective involves geographic locations, physical cabling,

and the network elements (e.g., routers, bridges and application layer gateways that

interconnect the physical media. Logical networks, called, in the TCP/IP architecture,

subnets , map onto one or more physical media. For example, a common practice in a

campus of buildings is to make a set of LAN cables in each building appear to be a

common subnet, using virtual LAN (VLAN) technology.

Both users and administrators will be aware, to varying extents, of the trust and scope

characteristics of a network. Again using TCP/IP architectural terminology, an intranet is
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a community of interest under private administration usually by an enterprise, and is only

accessible by authorized users (e.g. employees). Intranets do not have to be connected to

the Internet, but generally have a limited connection. An extranet is an extension of an

intranet that allows secure communications to users outside of the intranet (e.g. business

partners, customers). Informally, the Internet is the set of users, enterprises,and content

providers that are interconnected by Internet Service Providers (ISP). From an

engineering standpoint, the Internet is the set of subnets, and aggregates of subnets, which

share the registered IP address space and exchange information about the reachability of

those IP addresses using the Border Gateway Protocol. Typically, the human-readable

names of servers are translated to IP addresses, transparently to users, via the directory

function of the Domain Name System (DNS). Over the Internet, there can be business-to-

business (B2B), business-to-consumer (B2C) and consumer-to-consumer (C2C)

communications. Especially when money or sensitive information is exchanged, the

communications are apt to be secured by some form of communications security

mechanism. Intranets and extranets can be securely superimposed onto the Internet,

without any access by general Internet users, using secure Virtual Private Network (VPN)

technology. When used for gaming one computer will have to be the server while the

others play through it.

2. Wide area network

Wide Area Network (WAN) is a computer network that covers a broad area (i.e., any

network whose communications links cross metropolitan, regional, or national boundaries

). Contrast with personal area networks (PANs), local area networks (LANs), campus

area networks (CANs), or metropolitan area networks (MANs) which are usually limited

to a room, building, campus or specific metropolitan area (e.g., a city) respectively. The

largest and most well-known example of a WAN is the Internet. WANs [a] are used to

connect LANs and other types of networks together, so that users and computers in one

location can communicate with users and computers in other locations. Many WANs are

built for one particular organization and are private. Others, built by Internet service

providers, provide connections from an organization's LAN to the Internet. WANs are

often built using leased lines. At each end of the leased line, a router connects to the LAN

on one side and a hub within the WAN on the other. Leased lines can be very expensive.

Instead of using leased lines, WANs can also be built using less costly circuit switching
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or packet switching methods. Network protocols including TCP/IP deliver transport and

addressing functions. Protocols including Packet over SONET/SDH, MPLS, ATM and

Frame relay are often used by service providers to deliver the links that are used in

WANs. X.25 was an important early WAN protocol, and is often considered to be the

"grandfather" of Frame Relay as many of the underlying protocols and functions of X.25

are still in use today (with upgrades) by Frame Relay.

3. WAN Protocols

 Compression - Relies on data patterns that can be represented more efficiently. Best suited

for point to point leased lines.

 Caching/Proxy: Relies on human behavior , accessing the same data over and over. Best

suited for point to point leased lines, but also viable for Internet Connections and VPN

tunnels.

 Protocol spoofing: Bundles multiple requests from chatty applications into one. Best suited

for Point to Point WAN links.

 Traffic shaping: Controls data usage based on spotting specific patterns in the data and

allowing or disallowing specific traffic. Best suited for both point to point leased lines and

Internet connections. May be hard to keep current with ever expanding types of applications.

 Equalizing: Makes assumptions on what needs immediate priority based on the data usage.

Excellent choice for wide open unregulated Internet connections and clogged VPN tunnels.

 Connection Limits: Prevents access gridlock in routers and access points due to denial of

service or peer to peer. Best suited for wide open Internet access links , can also be used on

WAN links.

 Simple Rate Limits: Prevents one user from getting more than a fixed amount of data. Best

suited as a stop gap first effort for a remedying a congested Internet connection or WAN link.

4. Circuit switching

In telecommunications, a circuit switching network is one that establishes a fixed

bandwidth circuit (or channel) between nodes and terminals before the users may

communicate, as if the nodes were physically connected with an electrical circuit. The bit

delay is constant during a connection, as opposed to packet switching, where packet

queues may cause varying delay. Each circuit cannot be used by other callers until the

circuit is released and a new connection is set up. Even if no actual communication is

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

18
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



taking place in a dedicated circuit that channel remains unavailable to other users.

Channels that are available for new calls to be set up are said to be idle. Virtual circuit

switching is a packet switching technology that may emulate circuit switching, in the

sense that the connection is established before any packets are transferred, and that

packets are delivered in order. There is a common misunderstanding that circuit switching

is used only for connecting voice circuits (analog or digital). The concept of a dedicated

path persisting between two communicating parties or nodes can be extended to signal

content other than voice. Its advantage is that it provides for non-stop transfer without

requiring packets and without most of the overhead traffic usually needed, making

maximal and optimal use of available bandwidth. The disadvantage of inflexibility tends

to reserve it for specialized applications, particularly with the overwhelming proliferation

of internet-related technology.

5. Packet switching

Packet switching is a network communications method that groups all transmitted data,

irrespective of content, type, or structure into suitably-sized blocks, called packets. The

network over which packets are transmitted is a shared network that routes each packet

independently from all others and allocates transmission resources as needed. Principal

goals of packet switching are to optimize utilization of available link capacity and to

increase robustness of communication. Network resources are managed by statistical

multiplexing or dynamic bandwidth allocation in which a physical communication

channel is effectively divided into an arbitrary number of logical variable-bit-rate

channels or data streams. Each logical stream consists of a sequence of packets, which

normally are forwarded by a network node asynchronously in a first-in, first-out fashion.

Alternatively, the packets may be forwarded according to some scheduling discipline for

fair queuing or for differentiated or guaranteed quality of service. In case of a shared

physical medium, the packets may be delivered according to some packet-mode multiple

access scheme. When traversing network nodes, packets are buffered and queued,

resulting in variable delay and throughput, depending on the traffic load in the network.

Packet switching contrasts with another principal networking paradigm, circuit switching,

a method which sets up a specific circuit with a limited number dedicated connection of

constant bit rate and constant delay between nodes for exclusive use during the

communication session. Packet mode (or packet-oriented, packet-based) communication
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may be utilized with or without intermediate forwarding nodes (packet switches). Packet

switching is used to optimize the use of the channel capacity available in digital

telecommunication networks such as computer networks, to minimize the transmission

latency (i.e. the time it takes for data to pass across the network), and to increase

robustness of communication. The most well-known use of packet switching is the

Internet and local area networks. The Internet uses the Internet protocol suite over a

variety of Link Layer protocols. For example, Ethernet and frame relay are very common.

Newer mobile phone technologies (e.g., GPRS, I-mode) also use packet switching. X.25

is a notable use of packet switching in that, despite being based on packet switching

methods, it provided virtual circuits to the user. These virtual circuits carry variable-

length packets. In 1978, X.25 was used to provide the first international and commercial

packet switching network, the International Packet Switched Service (IPSS).

Asynchronous Transfer Mode (ATM) also is a virtual circuit technology, which uses

fixed-length cell relay connection oriented packet switching.

Datagram packet switching is also called connectionless networking because no

connections are established. Technologies such as Multiprotocol Label Switching

(MPLS) and the Resource Reservation Protocol (RSVP) create virtual circuits on top of

datagram networks. Virtual circuits are especially useful in building robust failover

mechanisms and allocating bandwidth for delay-sensitive applications. MPLS and its

predecessors, as well as ATM, have been called "fast packet" technologies. MPLS,

indeed, has been called "ATM without cells" . Modern routers, however, do not require

these technologies to be able to forward variable-length packets at multigigabit speeds

across the network.

6. Analog Dialup

Modem (from modulator-demodulator) is a device that modulates an analog carrier signal

to encode digital information, and also demodulates such a carrier signal to decode the

transmitted information. The goal is to produce a signal that can be transmitted easily and

decoded to reproduce the original digital data. Modems can be used over any means of

transmitting analog signals, from driven diodes to radio. The most familiar example is a

voiceband modem that turns the digital 1s and 0s of a personal computer into sounds that

can be transmitted over the telephone lines of Plain Old Telephone Systems (POTS), and

once received on the other side, converts those 1s and 0s back into a form used by a USB,
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Ethernet, serial, or network connection. Modems are generally classified by the amount of

data they can send in a given time, normally measured in bits per second, or "bps". They

can also be classified by Baud, the number of times the modem changes its signal state

per second.

Baud is not the modem's speed in bit/s, but in symbols/s. The baud rate varies, depending

on the modulation technique used. Original Bell 103 modems used a modulation

technique that saw a change in state 300 times per second. They transmitted 1 bit for

every baud, and so a 300 bit/s modem was also a 300-baud modem. However, casual

computerists confused the two. A 300 bit/s modem is the only modem whose bit rate

matches the baud rate. A 2400 bit/s modem changes state 600 times per second, but due

to the fact that it transmits 4 bits for each baud, 2400 bits are transmitted by 600 baud, or

changes in states. Faster modems are used by Internet users every day, notably cable

modems and ADSL modems. In telecommunications, "radio modems" transmit repeating

frames of data at very high data rates over microwave radio links. Some microwave

modems transmit more than a hundred million bits per second. Optical modems transmit

data over optical fibers. Most intercontinental data links now use optical modems

transmitting over undersea optical fibers. Optical modems routinely have data rates in

excess of a billion (1x109) bits per second. One kilobit per second (kbit/s or kb/s or kbps)

as used in this article means 1000 bits per second and not 1024 bits per second. For

example, a 56k modem can transfer data at up to 56,000 bits (7kB) per second over the

phone line.

7. ISDN

Integrated Services Digital Network is a telephone system network. Prior to the ISDN, the

phone system was viewed as a way to transport voice, with some special services

available for data. The key feature of the ISDN is that it integrates speech and data on the

same lines, adding features that were not available in the classic telephone system. There

are several kinds of access interfaces to the ISDN defined: Basic Rate Interface (BRI),

Primary Rate Interface (PRI) and Broadband-ISDN (B-ISDN). ISDN is a circuit-switched

telephone network system, that also provides access to packet switched networks,

designed to allow digital transmission of voice and data over ordinary telephone copper

wires, resulting in better voice quality than an analog phone. It offers circuit-switched

connections (for either voice or data), and packet-switched connections (for data), in
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increments of 64 kbit/s. Another major market application is Internet access, where ISDN

typically provides a maximum of 128 kbit/s in both upstream and downstream directions

(which can be considered to be broadband speed, since it exceeds the narrowband speeds

of standard analog 56k telephone lines). ISDN B-channels can be bonded to achieve a

greater data rate, typically 3 or 4 BRIs (6 to 8 64 kbit/s channels) are bonded.

ISDN should not be mistaken for its use with a specific protocol, such as Q.931 whereby

ISDN is employed as the transport, data-link and physical layers in the context of the OSI

model. In a broad sense ISDN can be considered a suite of digital services existing on

layers 1, 2, and 3 of the OSI model. ISDN is designed to provide access to voice and data

services simultaneously. However, common use has reduced ISDN to be limited to Q.931

and related protocols, which are a set of protocols for establishing and breaking circuit

switched connections, and for advanced call features for the user. They were introduced

in the late 1980s. In a videoconference, ISDN provides simultaneous voice, video, and

text transmission between individual desktop videoconferencing systems and group

(room) videoconferencing systems.

8. Leased Line

A leased line is a symmetric telecommunications line connecting two locations. It is

sometimes known as a 'Private Circuit' or 'Data Line' in the UK. Unlike traditional PSTN

lines it does not have a telephone number, each side of the line being permanently

connected to the other. Leased lines can be used for telephone, data or Internet services.

Some are ringdown services, and some connect two PBXes. In the U.K., leased lines are

available at speeds from 64Kb/s increasing in 64Kb/s increments to 2Mb/s over a

channelised E1 tail circuit. The NTE will terminate the circuit and provide the requested

presentation most frequently X.21 however higher speed interfaces are available such as

G.703 or 10baseT. In the U.S., low-speed leased lines (56 kbit/s and below) are usually

provided using analog modems. Higher-speed leased lines are usually presented using

FT1 (Fractional T1): a T1 bearer circuit with 1 to 24 56k or 64k timeslots. Customers

must manage their own network termination equipmentChannel Service Unit or Data

Service Unit (CSU/DSU). In Hong Kong, leased lines are usually available at speeds of

64k, 128k, 256k, 512k, T1 (channelized or not) or E1 (less common). Whatever the

speed, telcos usually provide the CSU/DSU and present to the customer on V.35
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interface. For many purposes, leased lines are gradually being replaced by DSL and metro

Ethernet.

9. X.25

X.25 is an ITU-T standard network layer protocol for packet switched wide area network

(WAN) communication. An X.25 WAN consists of packet-switching exchange (PSE)

nodes as the networking hardware, and leased lines, Plain old telephone service

connections or ISDN connections as physical links. X.25 is part of the OSI protocol suite,

a family of protocols that was used especially during the 1980s by telecommunications

companies and in financial transaction systems such as automated teller machines. X.25 is

today to a large extent replaced by less complex protocols, especially the Internet protocol

(IP) although some telephone operators offer X.25-based communication via the

signalling (D) channel of ISDN lines.

The general concept of X.25 was to create a universal and global packet-switched

network. Much of the X.25 system is a description of the rigorous error correction needed

to achieve this, as well as more efficient sharing of capital-intensive physical resources.

The X.25 specification defines only the interface between a subscriber (DTE) and an

X.25 network (DCE). X.75, a very similar protocol to X.25, defines the interface between

two X.25 networks to allow connections to traverse two or more networks. X.25 does not

specify how the network operates internallymany X.25 network implementations used

something very similar to X.25 or X.75 internally, but others used quite different

protocols internally. The ISO equivalent protocol to X.25, ISO 8208, is compatible with

X.25, but additionally includes provision for two X.25 DTEs to be directly connected to

each other with no network in between. The X.25 model was based on the traditional

telephony concept of establishing reliable circuits through a shared network, but using

software to create "virtual calls" through the network. These calls interconnect "data

terminal equipment" (DTE) providing endpoints to users, which looked like point-to-

point connections. Each endpoint can establish many separate virtual calls to different

endpoints. For a brief period, the specification also included a connectionless datagram

service, but this was dropped in the next revision. The "fast select with restricted response

facility" is intermediate between full call establishment and connectionless
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communication. It is widely used in query-response transaction applications involving a

single request and response limited to 128 bytes of data carried each way. The data is

carried in an extended call request packet and the response is carried in an extended field

of the call reject packet, with a connection never being fully established. Closely related

to the X.25 protocol are the protocols to connect asynchronous devices (such as dumb

terminals and printers) to an X.25 network: X.3, X.28 and X.29. This functionality was

performed using a Packet Assembler/Disassembler or PAD (also known as a Triple-X

device, referring to the three protocols used).

10. Cable

Electrical cables may be made flexible by stranding the wires. The technical issue is to

reduce the skin effect voltage drop while using with alternating currents.In this process,

smaller individual wires are twisted or braided together to produce larger wires that are

more flexible than solid wires of similar size. Bunching small wires before concentric

stranding adds the most flexibility. A thin coat of a specific material (usually tin-which

improved striping of rubber, or for low friction of moving conductors, but it could be

silver, gold and another materials and of course the wire can be bare - with no coating

material) on the individual wires. Tight lays during stranding makes the cable extensible

(CBA - as in telephone handset cords). Bundling the conductors and eliminating multi-

layers ensures a uniform bend radius across each conductor. Pulling and compressing

forces balance one another around the high-tensile center cord that provides the necessary

inner stability. As a result the cable core remains stable even under maximum bending

stress. Cables can be securely fastened and organized, such as using cable trees with the

aid of cable ties or cable lacing. Continuous-flex or flexible cables used in moving

applications within cable carriers can be secured using strain relief devices or cable ties.

Copper corrodes easily and so should be layered with Lacquer.

11. WAN Design

In software engineering, multi-tier architecture (often referred to as n-tier architecture) is

a client-server architecture in which, the presentation, the application processing and the

data management are logically separate processes. For example, an application that uses

middleware to service data requests between a user and a database employs multi-tier

architecture. The most widespread use of "multi-tier architecture" refers to three-tier
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architecture. The concepts of layer and tier are often used interchangeably. However, one

fairly common point of view is that there is indeed a difference, and that a layer is a

logical structuring mechanism for the elements that make up the software solution, while

a tier is a physical structuring mechanism for the system infrastructure.

11.1 Three-tier architecture

'Three-tier' is a client-server architecture in which the user interface, functional

process logic ("business rules"), computer data storage and data access are developed

and maintained as independent modules, most often on separate platforms. The three-

tier model is considered to be a software architecture and a software design pattern.

Apart from the usual advantages of modular software with well defined interfaces, the

three-tier architecture is intended to allow any of the three tiers to be upgraded or

replaced independently as requirements or technology change. For example, a change

of operating system in the presentation tier would only affect the user interface code.

Typically, the user interface runs on a desktop PC or workstation and uses a standard

graphical user interface, functional process logic may consist of one or more separate

modules running on a workstation or application server, and an RDBMS on a

database server or mainframe contains the computer data storage logic. The middle

tier may be multi-tiered itself (in which case the overall architecture is called an "n-

tier architecture").

11.2 Presentation Tier

This is the topmost level of the application. The presentation tier displays information

related to such services as browsing merchandise, purchasing, and shopping cart

contents. It communicates with other tiers by outputting results to the browser/client

tier and all other tiers in the network.

11.3 Application Tier (Business Logic/Logic Tier)

The logic tier is pulled out from the presentation tier and, as its own layer, it controls

an applications functionality by performing detailed processing.
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11.4 Data Tier

This tier consists of Database Servers. Here information is stored and retrieved. This

tier keeps data neutral and independent from application servers or business logic.

Giving data its own tier also improves scalability and performance.

11.5 Comparison with the MVC architecture

At first glance, the three tiers may seem similar to the MVC (Model View Controller)

concept; however, topologically they are different. A fundamental rule in a three-tier

architecture is the client tier never communicates directly with the data tier; in a three-

tier model all communication must pass through the middleware tier. Conceptually

the three-tier architecture is linear. However, the MVC architecture is triangular: the

View sends updates to the Controller, the Controller updates the Model, and the View

gets updated directly from the Model. From a historical perspective the three-tier

architecture concept emerged in the 1990's from observations of distributed systems

(e.g., web applications) where the client, middleware and data tiers ran on physically

separate platforms. Whereas MVC comes from the previous decade (by work at

Xerox PARC in the late 1970's and early 1980's) and is based on observations of

applications that ran on a single graphical workstation; MVC was applied to

distributed applications much later in its history.

In Section 2 of this course you will cover these topics:
Point-To-Point Protocol

You may take as much time as you want to complete the topic coverd in section 2.
There is no time limit to finish any Section, However you must finish All Sections
before semester end date.

If you want to continue remaining courses later, you may save the course and leave.
You can continue later as per your convenience and this course will be avalible in your
area to save and continue later.
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Topic : Point-To-Point Protocol

In Section 3 of this course you will cover these topics:
Isdn And Ddr

You may take as much time as you want to complete the topic coverd in section 3.
There is no time limit to finish any Section, However you must finish All Sections
before semester end date.

If you want to continue remaining courses later, you may save the course and leave.
You can continue later as per your convenience and this course will be avalible in your
area to save and continue later.

Topic : Isdn And Ddr

Topic Objective:

At the end of the topic the students will be able to:

 Overview Integrated Services Digital Network

 Understand ISDN elements

 Highlight DDR Gameplay

 Explain Groove Radar

 Evaluate Modifiers

Definition/Overview:

Integrated Services Digital Network: Integrated Services Digital Network is a telephone

system network. Prior to the ISDN, the phone system was viewed as a way to transport voice,

with some special services available for data. The key feature of the ISDN is that it integrates

speech and data on the same lines, adding features that were not available in the classic

telephone system. There are several kinds of access interfaces to the ISDN defined: Basic

Rate Interface (BRI), Primary Rate Interface (PRI) and Broadband-ISDN (B-ISDN).
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Dance Dance Revolution: Dance Dance Revolution, stylized DanceDanceRevolution,

abbreviated DDR, and previously known as Dancing Stage in PAL territories until the

announcement of Dance Dance Revolution X, is a long-standing music video game series

produced by Konami. Introduced in Japan in 1998 as part of the Bemani series, and released

in North America and Europe in 1999, Dance Dance Revolution is the pioneering series of

the rhythm and dance genre in video games. Players stand on a "dance platform" or stage and

hit colored arrows laid out in a cross with their feet to musical and visual cues. Players are

judged by how well they time their dance to the patterns presented to them and are allowed to

choose more music to play to if they receive a passing score. Dance Dance Revolution has

been given much critical acclaim for its originality and stamina in the video game market.

There have been dozens of arcade-based releases across several countries and hundreds of

home video game console releases. The series has promoted a unique music library of

original songs produced by Konami's in-house artists and an eclectic set of licensed music

from many different genres. DDR is viewed as an exercise tool and is in use as such in many

gyms and schools. The series has also inspired many clones of its gameplay and a global fan

base of millions that have created simulators of the game to which they contribute original

music and "simfiles", collections of dance patterns to a specific song. DDR celebrated its

10th anniversary on November 21, 2008.

Key Points:

1. Overview Integrated Services Digital Network

ISDN is a circuit-switched telephone network system, that also provides access to packet

switched networks, designed to allow digital transmission of voice and data over ordinary

telephone copper wires, resulting in better voice quality than an analog phone. It offers

circuit-switched connections (for either voice or data), and packet-switched connections

(for data), in increments of 64 kbit/s. Another major market application is Internet access,

where ISDN typically provides a maximum of 128 kbit/s in both upstream and

downstream directions (which can be considered to be broadband speed, since it exceeds

the narrowband speeds of standard analog 56k telephone lines). ISDN B-channels can be

bonded to achieve a greater data rate, typically 3 or 4 BRIs (6 to 8 64 kbit/s channels) are

bonded. ISDN should not be mistaken for its use with a specific protocol, such as Q.931

whereby ISDN is employed as the transport, data-link and physical layers in the context

of the OSI model. In a broad sense ISDN can be considered a suite of digital services

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

28
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



existing on layers 1, 2, and 3 of the OSI model. ISDN is designed to provide access to

voice and data services simultaneously. However, common use has reduced ISDN to be

limited to Q.931 and related protocols, which are a set of protocols for establishing and

breaking circuit switched connections, and for advanced call features for the user. They

were introduced in the late 1980s. In a videoconference, ISDN provides simultaneous

voice, video, and text transmission between individual desktop videoconferencing

systems and group (room) videoconferencing systems.

2. ISDN elements

Integrated Services refers to ISDN's ability to deliver at minimum two simultaneous

connections, in any combination of data, voice, video, and fax, over a single line.

Multiple devices can be attached to the line, and used as needed. That means an ISDN

line can take care of most people's complete communications needs at a much higher

transmission rate, without forcing the purchase of multiple analog phone lines.

2.1. Basic Rate Interface

The entry level interface to ISDN is the Basic Rate Interface (BRI), a 144 kbit/s

service delivered over a pair of standard telephone copper wires. The 144 kbit/s rate is

broken down into two 64 kbit/s bearer channels ('B' channels) and one 16 kbit/s

signaling channel ('D' channel or Data channel). The Interface specifies three different

network interfaces:

2.1.1. The U interface is a two-wire interface between the exchange and the Network

Terminating Unit which is usually the demarcation point in non-North American

networks.

2.1.2. The T interface is a serial interface between a computing device and a Terminal

Adapter, which is the digital equivalent of a modem.

2.1.3. The S interface is a four-wire bus that ISDN consumer devices plug into; the S

& T reference points are commonly implemented as a single interface labeled

'S/T' on an NT1

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

29
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



2.1.4. The R interface defines the point between a non-ISDN device and a terminal

adapter (TA) which provides translation to and from such a device.

2.2. Primary Rate Interface

The other ISDN service available is the Primary Rate Interface (PRI) which is carried

over an E1 (2048 kbit/s) in most parts of the world. An E1 is 30 'B' channels of 64

kbit/s, one 'D' channel of 64 kbit/s and a timing and alarm channel of 64 kbit/s. In

North America PRI service is delivered on one or more T1s (sometimes referred to as

23B+D) of 1544 kbit/s (24 channels). A T1 has 23 'B' channels and 1 'D' channel for

signalling (Japan uses a circuit called a J1, which is similar to a T1). In North

America, NFAS allows two or more PRIs to be controlled by a single D channel, and

is sometimes called "23B+D + n*24B". D-channel backup allows you to have a

second D channel in case the primary fails. One popular use of NFAS is on a T3. PRI-

ISDN is popular throughout the world, especially for connection of PSTN circuits to

PBXs. Even though many network professionals use the term "ISDN" to refer to the

lower-bandwidth BRI circuit, in North America by far the majority of ISDN services

are in fact PRI circuits serving PBXs.

2.3. Data Channel

The bearer channel (B) is a standard 64 kbit/s voice channel of 8 bits sampled at 8

kHz with G.711 encoding. B-Channels can also be used to carry data, since they are

nothing more than digital channels. Each one of these channels is known as a DS0.

Most B channels can carry a 64 kbit/s signal, but some were limited to 56K because

they traveled over RBS lines. This was more of a problem in the past, and is not

commonly encountered nowadays.

2.4. Signaling Channel

The signalling channel (D) uses Q.931 for signalling with the other side of the link.

X.25 can be carried over the B or D channels of a BRI line, and over the B channels

of a PRI line. X.25 over the D channel is used at many point-of-sale (credit card)

terminals because it eliminates the modem setup, and because it connects to the

central system over a B channel, thereby eliminating the need for modems and
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making much better use of the central system's telephone lines. X.25 was also part of

an ISDN protocol called "Always On/Dynamic ISDN", or AO/DI. This allowed a user

to have a constant multi-link PPP connection to the internet over X.25 on the D

channel, and brought up one or two B channels as needed. In theory, Frame Relay can

operate over the D channel of BRIs and PRIs, but it is seldom, if ever, used.

2.5. Consumer and industry perspectives

The tone or style of this article may not be appropriate for Wikipedia. Specific

concerns may be found on the talk page. See Wikipedia's guide to writing better

articles for suggestions. There are two points of view into the ISDN world. The most

common viewpoint is that of the end user, who wants to get a digital connection into

the telephone/data network from home, whose performance would be better than an

ordinary analog modem connection. The typical end-user's connection to the Internet

is related to this point of view, and discussion on the merits of various ISDN modems,

carriers' offerings and tarriffing (features, pricing) are from this perspective. Much of

the following discussion is from this point of view, but it should be noted that as a

data connection service, ISDN has been mostly superseded by DSL. There is a second

viewpoint: that of the telephone industry, where ISDN is a core technology. A

telephone network can be thought of as a collection of wires strung between switching

systems. The common electrical specification for the signals on these wires is T1 or

E1. Between telephone company switches, the signaling is performed via SS7.

Normally, a corporate or other PBX is connected via a T1, and the signalling was

done with A&B bits to indicate on-hook or off-hook conditions and MF and DTMF

tones to encode the destination number. ISDN is much better because messages can

be sent much more quickly than by trying to encode numbers as long (100 ms per

digit) tone sequences. This translated to much faster call setup times. Also, a greater

number of features are available and fraud is reduced. ISDN is also used as a smart-

network technology intended to add new services to the public switched telephone

network (PSTN) by giving users direct access to end-to-end circuit-switched digital

services and as a backup or failsafe circuit solution for critical use data circuits.
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3. DDR Gameplay

The dance stage, divided into 9 sections, 4 of them in the cardinal directions contain

pressure sensors for the detection of steps. The core gameplay involves the player moving

his or her feet to a set pattern, stepping in time to the general rhythm or beat of a song.

Arrows are divided by 1/4 notes, 1/8 notes, and so on (with differing color schemes for

each), up to about 1/32 notes. During normal gameplay, arrows scroll upwards from the

bottom of the screen and pass over stationary, transparent arrows near the top (referred to

as the "guide arrows" or "receptors", officially known as the Step Zone). When the

scrolling arrows overlap the stationary ones, the player must step on the corresponding

arrows on the dance platform, and the player is given a judgement for their accuracy

(Marvelous, Perfect, Great, Good, Boo/Almost, Miss/Boo). Longer green and yellow

arrows referred to as "freeze arrows" must be held down for their entire length, either

producing a "O.K." if successful, or a "N.G." (no good) if not. Dance Dance Revolution X

contains songs with Shock Arrows, walls of arrows with lightning effects which must be

avoided, which are scored in the same way as Freezes (O.K./N.G.). If they are stepped on,

a N.G. is awarded, the lifebar decreases, and the steps become hidden for a short period of

time.

Successfully hitting the arrows in time with the music fills the "Dance Gauge", or life bar,

while failure to do so drains it. If the Dance Gauge is fully depleted during gameplay, the

player fails the song, usually resulting in a game over. Otherwise, the player is taken to

the Results Screen, which rates the player's performance with a letter grade and a

numerical score, among other statistics. The player may then be given a chance to play

again, depending on the settings of the particular machine (the limit is usually 3-5 songs

per game). In most of the home versions, there is usually an option for event mode, where

an unlimited number of songs can be played. On most DDR games, there is an option to

use two pads at once, making it harder to play but increasing the number of moves to

incorporate into songs.

3.1. Difficulty

Depending on the version of the game, dance steps are broken into varying levels of

difficulty. The main difficulty levels are "Basic/Light/Standard",

"Another/Trick/Standard/Difficult" and "Maniac/Heavy/Expert". Some versions also
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include "Hard", "Super Maniac", "Beginner" and "Challenge", which typically fall on

the lower and higher ends of the difficulty scale, respectively. Once difficulty is

switched to Heavy/Challenge, the steps begin to really resemble real dancing (albeit

on 4-8 arrows). Songs are also given a "foot rating" (which is represented by a row of

colored footprints), ranging from one to ten feet to indicate the overall difficulty of

the step sequence. Typically, songs with 10 foot ratings are very fast, with one

exception being bag on Dance Dance Revolution Extreme, which is rated a 10 due to

its low speed and high density of arrows. Extreme also introduced a rating referred to

as a "flashing 10" (as it is represented by all 10 feet icons glowing yellow), considered

to be tougher than a standard 10. On Dance Dance Revolution X, the foot rating

system was given its first major overhaul, now ranking songs on a scale of 1-20, the

first 10 represented by yellow blocks, and the second 10 represented by additional red

blocks shown in place on top of yellow blocks. All songs from previous versions were

re-rated on the new scale, including the flashing 10's, whose true difficulty in

comparison to other flashing 10's is also now known as a result for the first time.

The highest known difficulty on the new scale is 18, Challenge charts featuring this

rating include Pluto Relinquish (Challenge), Dead End (Groove Radar Special) (a

special edit of Dead End made to max out all categories on the Groove Radar),

Fascination Maxx, Fascination -Eternal Love Mix- (Single), Healing D-Vision, NGO

(Single), PARANOiA ~HADES~, PARANOiA MAX ~Dirty Mix~ (SMM

Special)(for Japan Home Version only), and Trigger, the hardest being Pluto

Relinquish (Expert Double and Challenge). Beginning in 6thMix, a "Groove Radar"

was introduced, showing how difficult a particular sequence is in various categories,

such as the maximum density of steps, how many jumps are in the steps, etc.

4. Groove Radar

The foot-rating system was completely removed for 6thMix, and replaced by the Groove

Radar. The Groove Radar is a graphical representation of the difficulty of a song based in

five different areas: Stream, Voltage, Air, Chaos, and Freeze. The Groove Radar was not

very popular among seasoned DDR veterans. The foot-rating system would be restored to

work with the Groove Radar in the North American home version of the game and in the

next arcade version, DDRMAX2, and almost all future versions (except for versions

based off the North American version of Extreme, which only use foot ratings). All of the

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

33
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



6thMix songs on 7thMix received foot-ratings, including the boss song MAX 300, which

was now revealed to be the first "ten-footer". Due to the removal of "Follow Me" and

"Flash in the Night" from DDRMAX2, these 2 songs have never received foot ratings.

SuperNOVA 2 featured special edits of songs specifically meant to max out specific

categories on the radar, culminating with Dead End (Groove Radar Special), maxing out

all 5 categories.

5. Modifiers

Modifiers are changes that can be made to modify the step routine. Prior to 6thMix, codes

were entered with the pad to activate modifiers. 6thMix replaced these pad codes with a

new options menu accessed by holding down the start button when selecting a song.

Speed mods can increase or decrease the speed the arrows travel up the screen

(sometimes making the arrows easier to read). Modifiers can also make the arrows more

difficult to read, by adding effects such as the arrows only appearing when they reach

halfway through the screen (or only appearing until halfway), hiding the arrows or the

step zone altogether, making them rapidly accelerate as they reach the arrows, or travel up

the screen in a "wave". The direction of the arrows can also be changed (moving down

the screen rather than up it). Some modifiers directly effect the stepchart itself. "Left" and

"Right" change all the arrows to face 90 degrees left or right. "Mirror" flips the steps and

patterns so all left and right arrows swap, and all of the up and down arrows swap.

"Shuffle" creates a random swap of all of the arrows in a predetermined but different

pattern each time. Some modifiers can remove elements from a chart to make it easier.

Notes that are not on quarter beats can be removed, and jumps and freeze arrows can also

be removed. The color scheme of the arrows can also be changed. "Flat" makes all of the

arrows have the same color, regardless of their step fraction. "Rainbow" (or "Solo" before

Supernova) changes the colors of all arrows to the brighter colors used in Dance Dance

Revolution Solo 2000 (such as orange for 4th notes, blue for 8th notes, and purple for

16th notes). Some versions include a color scheme called "Note", which replaces the

cycling color scheme with constant colors such as red, blue, and yellow. Unlockable

modifiers on Supernova 2 can also completely change the design of the arrows - to items

such as kites, animals, heads of characters, the old pre-DDRMAX noteskin on DDR X, or

extremely small arrows.
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In Section 4 of this course you will cover these topics:
Frame Relay

Topic : Frame Relay

Topic Objective:

At the end of the topic the students will be able to:

 Define Design

 Learn about Frame Relay versus X.25

 Highlight Virtual circuits

 Explain Frame Relay origins

 Evaluate Local Management Interface (LMI)

 Analyze Committed information rate (CIR)

 Examine Market reputation

 Describe Inverse ARP

Definition/Overview:

Frame Relay: In the context of computer networking, frame relay consists of an efficient

data transmission technique used to send digital information. It is a message forwarding

"relay race" like system in which data packets, called frames, are passed from one or many

start-points to one or many destinations via a series of intermediate node points. Network

providers commonly implement frame relay for voice and data as an encapsulation technique,

used between local area networks (LANs) over a wide area network (WAN). Each end-user

gets a private line (or leased line) to a frame-relay node. The frame-relay network handles the

transmission over a frequently-changing path transparent to all end-users. With the advent of

MPLS, VPN and dedicated broadband services such as cable modem and DSL, the end may
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loom for the frame relay protocol and encapsulation. However many rural areas remain

lacking DSL and cable modem services. In such cases the least expensive type of "always-

on" connection remains a 64-kbit/s frame-relay line. Thus a retail chain, for instance, may use

frame relay for connecting rural stores into their corporate WAN.

Key Points:

1. Design

The designers of frame relay aimed at a telecommunication service for cost-efficient data

transmission for intermittent traffic between local area networks (LANs) and between

end-points in a wide area network (WAN). Frame relay puts data in variable-size units

called "frames" and leaves any necessary error-correction (such as re-transmission of

data) up to the end-points. This speeds up overall data transmission. For most services,

the network provides a permanent virtual circuit (PVC), which means that the customer

sees a continuous, dedicated connection without having to pay for a full-time leased line,

while the service-provider figures out the route each frame travels to its destination and

can charge based on usage. An enterprise can select a level of service quality - prioritizing

some frames and making others less important. Frame relay can run on fractional T-1 or

full T-carrier system carriers. Frame relay complements and provides a mid-range service

between basic rate ISDN, which offers bandwidth at 128 kbit/s, and Asynchronous

Transfer Mode (ATM), which operates in somewhat similar fashion to frame relay but at

speeds from 155.520 Mbit/s to 622.080 Mbit/s.

Frame relay has its technical base in the older X.25 packet-switching technology,

designed for transmitting data on analog voice lines. Unlike X.25, whose designers

expected analog signals, frame relay offers a fast packet technology, which means that the

protocol does not attempt to correct errors. When a frame relay network detects an error

in a frame, it simply drops that frame. The end points have the responsibility for detecting

and retransmitting dropped frames. (However, digital networks offer an incidence of error

extraordinarily small relative to that of analog networks.) Frame relay often serves to
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connect local area networks (LANs) with major backbones as well as on public wide-area

networks (WANs) and also in private network environments with leased lines over T-1

lines. It requires a dedicated connection during the transmission period. Frame relay does

not provide an ideal path for voice or video transmission, both of which require a steady

flow of transmissions. However, under certain circumstances, voice and video

transmission do use frame relay. Frame relay relays packets at the data link layer (layer 2)

of the Open Systems Interconnection (OSI) model rather than at the network layer (layer

3). A frame can incorporate packets from different protocols such as Ethernet and X.25. It

varies in size up to a thousand bytes or more.

Frame Relay originated as an extension of Integrated Services Digital Network (ISDN).

Its designers aimed to enable a packet-switched network to transport the circuit-switched

technology. The technology has become a stand-alone and cost-effective means of

creating a WAN. Frame Relay switches create virtual circuits to connect remote LANs to

a WAN. The Frame Relay network exists between a LAN border device, usually a router,

and the carrier switch. The technology used by the carrier to transport the data between

the switches is variable and changes between carrier (i.e. Frame Relay does not rely

directly on the transportation mechanism to function). The sophistication of the

technology requires a thorough understanding of the terms used to describe how Frame

Relay works. Without a firm understanding of Frame Relay, it is difficult to troubleshoot

its performance. Frame Relay has become one of the most extensively-used WAN

protocols. Its cheapness (compared to leased lines) provided one reason for its popularity.

The extreme simplicity of configuring user equipment in a Frame Relay network offers

another reason for Frame Relay's popularity. Frame-relay frame structure essentially

mirrors almost exactly that defined for LAP-D. Traffic analysis can distinguish frame

relay format from LAP-D by its lack of a control field. Each frame relay PDU consists of

the following fields:

 Flag Field: The flag is used to perform high-level data link synchronization which indicates

the beginning and end of the frame with the unique pattern 01111110. To ensure that the

01111110 pattern does not appear somewhere inside the frame, bit stuffing and destuffing

procedures are used.
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 Address Field: Each address field may occupy either octet 2 to 3, octet 2 to 4, or octet 2 to 5,

depending on the range of the address in use. A two-octet address field comprises the

EA=ADDRESS FIELD EXTENSION BITS and the C/R=COMMAND/RESPONSE BIT.

 DLCI-Data Link Connection Identifier Bits: The DLCI serves to identify the virtual

connection so that the receiving end knows which information connection a frame belongs to.

Note that this DLCI has only local significance. A single physical channel can multiplex

several different virtual connections.

 FECN, BECN, DE bits: These bits report congestion:

 FECN: Forward Explicit Congestion Notification bit

 BECN: Backward Explicit Congestion Notification bit

 DE: Discard Eligibility bit

 Information Field: A system parameter defines the maximum number of data bytes that a host

can pack into a frame. Hosts may negotiate the actual maximum frame length at call set-up

time. The standard specifies the maximum information field size (supportable by any

network) as at least 262 octets. Since end-to-end protocols typically operate on the basis of

larger information units, frame relay recommends that the network support the maximum

value of at least 1600 octets in order to avoid the need for segmentation and reassembling by

end-users.

 Frame Check Sequence (FCS) Field: Since one cannot completely ignore the bit error-rate of

the medium, each switching node needs to implement error detection to avoid wasting

bandwidth due to the transmission of erred frames. The error detection mechanism used in

frame relay uses the cyclic redundancy check (CRC) as its basis.

The frame relay network uses a simplified protocol at each switching node. It achieves

simplicity by omitting link-by-link flow-control. As a result, the offered load has largely

determined the performance of frame relay networks. When offered load is high, due to

the bursts in some services, temporary overload at some frame relay nodes causes a

collapse in network throughput. Therefore, frame-relay networks require some effective

mechanisms to control the congestion. Once the network has established a connection, the

edge node of the frame relay network must monitor the connection's traffic flow to ensure

that the actual usage of network resources does not exceed this specification. Frame relay

defines some restrictions on the user's information rate. It allows the network to enforce

the end user's information rate and discard information when the subscribed access rate is

exceeded. Explicit congestion notification is proposed as the congestion avoidance policy.
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It tries to keep the network operating at its desired equilibrium point so that a certain

Quality of Service (QOS) for the network can be met. To do so, special congestion

control bits have been incorporated into the address field of the frame relay: FECN and

BECN. The basic idea is to avoid data accumulation inside the network. FECN means

Forward Explicit Congestion Notification. The FECN bit can be set to 1 to indicate that

congestion was experienced in the direction of the frame transmission, so it informs the

destination that congestion has occurred. BECN means Backwards Explicit Congestion

Notification. The BECN bit can be set to 1 to indicate that congestion was experienced in

the network in the direction opposite of the frame transmission, so it informs the sender

that congestion has occurred.

2. Frame Relay versus X.25

The design of X.25 aimed to provide error-free delivery over links with high error-rates.

Frame relay takes advantage of the new links with lower error-rates, enabling it to

eliminate many of the procedures used by X.25. The elimination of functions and fields,

combined with digital links, enables frame relay to operate at speeds 20 times greater than

X.25. X.25 specifies processing at layers 1, 2 and 3 of the OSI model, while frame relay

operates at layers 1 and 2 only. This means that frame relay has significantly less

processing to do at each node, which improves throughput by an order of magnitude.

X.25 prepares and sends packets, while frame relay prepares and sends frames. X.25

packets contain several fields used for error and flow control, none of which frame relay

needs. The frames in frame relay contain an expanded link layer address field that enables

frame relay nodes to direct frames to their destinations with minimal processing. X.25 has

a fixed bandwidth available. It uses or wastes portions of its bandwidth as the load

dictates. Frame relay can dynamically allocate bandwidth during call setup negotiation at

both the physical and logical channel level.

3. Virtual circuits

As a WAN protocol, frame relay is most commonly implemented at Layer 2 (data link

layer) of the Open Systems Interconnection (OSI) seven layer model. Two types of

circuits exist: permanent virtual circuits (PVCs) which are used to form logical end-to-
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end links mapped over a physical network, and switched virtual circuits (SVCs). The

latter are analogous to the circuit-switching concepts of the public switched telephone

network (PSTN), the global phone network. While SVCs exist and are part of the frame

relay specification, they are rarely implemented in practice. SVCs are often considered

hard to configure and maintain and are generally avoided without appropriate

justification.

4. Frame Relay origins

Frame relay began as a stripped-down version of the X.25 protocol, releasing itself from

the error-correcting burden most commonly associated with X.25. When frame relay

detects an error, it simply drops the offending packet. Frame relay uses the concept of

shared-access and relies on a technique referred to as "best-effort", whereby error-

correction practically does not exist and practically no guarantee of reliable data delivery

occurs. Frame relay provides an industry-standard encapsulation utilizing the strengths of

high-speed, packet-switched technology able to service multiple virtual circuits and

protocols between connected devices, such as two routers. Sprint International (as of 2005

a part of Sprint Nextel) contracted with StrataCom for the first implementations, and

deployed StrataCom hardware in its public data network to offer the first frame relay

public service.

5. Local Management Interface (LMI)

Initial proposals for frame relay were presented to the Consultative Committee on

International Telephone and Telegraph (CCITT) in 1984. Lack of interoperability and

standardization, prevented any significant Frame Relay deployment until 1990 when

Cisco, Digital Equipment Corporation (DEC), Northern Telecom, and StrataCom formed

a consortium to focus on its development. They produced a protocol that provided

additional capabilities for complex inter-networking environments. These Frame Relay

extensions are referred to as the Local Management Interface (LMI). Datalink connection

identifiers (DLCIs) are numbers that refer to paths through the frame relay network. They

are only locally significant, which means that when device-A sends data to device-B it

will most-likely use a different DLCI than device-B would use to reply. Multiple virtual

circuits can be active on the same physical end-points (performed by using subinterfaces).

The LMI global addressing extension gives Frame Relay data-link connection identifier
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(DLCI) values global rather than local significance. DLCI values become DTE addresses

that are unique in the Frame Relay WAN. The global addressing extension adds

functionality and manageability to Frame Relay internetworks. Individual network

interfaces and the end nodes attached to them, for example, can be identified by using

standard address-resolution and discovery techniques. In addition, the entire Frame Relay

network appears to be a typical LAN to routers on its periphery.

LMI virtual circuit status messages provide communication and synchronization between

Frame Relay DTE and DCE devices. These messages are used to periodically report on

the status of PVCs, which prevents data from being sent into black holes (that is, over

PVCs that no longer exist). The LMI multicasting extension allows multicast groups to be

assigned. Multicasting saves bandwidth by allowing routing updates and address-

resolution messages to be sent only to specific groups of routers. The extension also

transmits reports on the status of multicast groups in update messages.

6. Committed information rate (CIR)

Frame relay connections are often given a committed information rate (CIR) and an

allowance of burstable bandwidth known as the extended information rate (EIR). The

provider guarantees that the connection will always support the CIR rate, and sometimes

the EIR rate should there be adequate bandwidth. Frames that are sent in excess of the

CIR are marked as discard eligible (DE) which means they can be dropped should

congestion occur within the frame relay network. Frames sent in excess of the EIR are

dropped immediately.

7. Market reputation

Frame relay aimed to make more efficient use of existing physical resources, which allow

for the underprovisioning of data services by telecommunications companies (telcos) to

their customers, as clients were unlikely to be utilizing a data service 100 percent of the

time. In more recent years, frame relay has acquired a bad reputation in some markets

because of excessive bandwidth overbooking by these telcos. Telcos often sell frame

relay to businesses looking for a cheaper alternative to dedicated lines; its use in different

geographic areas depended greatly on governmental and telecommunication companies'

policies. Some of the early companies to make frame relay products included StrataCom
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(later acquired by Cisco Systems) and Cascade Communications (later acquired by

Ascend Communications and then by Lucent Technologies). As of June 2007 AT&T was

the largest frame relay service provider in the USA, with local networks in 22 states, plus

national and international networks.

In telecommunications and computer networks, a virtual circuit (VC), synonymous with

virtual connection and virtual channel, is a connection oriented communication service

that is delivered by means of packet mode communication. After a connection or virtual

circuit is established between two nodes or application processes, a bit stream or byte

stream may be delivered between the nodes. A virtual circuit protocol hides the division

into segments, packets or frames from higher level protocols. Virtual circuit

communication resembles circuit switching, since both are connection oriented, meaning

that in both cases data is delivered in correct order, and signalling overhead is required

during a connection establishment phase. However, circuit switching provides constant

bit rate and latency, while these may vary in a virtual circuit service due to reasons such

as:

 varying packet queue lengths in the network nodes,

 varying bit rate generated by the application,

 Varying load from other users sharing the same network resources by means of statistical

multiplexing, etc.

Many virtual circuit protocols, but not all, provide reliable communication service, by

means of data retransmissions due to error detection and automatic repeat request (ARQ).

8. Inverse ARP

In computer networking, the Address Resolution Protocol (ARP) is the method for

finding a host's link layer (hardware) address when only its Internet Layer (IP) or some

other Network Layer address is known. ARP is defined in RFC 826. It is Internet

Standard STD 37. ARP has been implemented in many types of networks; it is not an IP-

only or Ethernet-only protocol. It can be used to resolve many different network layer

protocol addresses to interface hardware addresses, although, due to the overwhelming

prevalence of IPv4 and Ethernet, ARP is primarily used to translate IP addresses to

Ethernet MAC addresses. It is also used for IP over other LAN technologies, such as
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Token Ring, FDDI, or IEEE 802.11, and for IP over ATM. In the next generation Internet

Protocol, IPv6, ARP's functionality is provided by the Neighbor Discovery Protocol

(NDP). ARP is a Link Layer protocol because it only operates on the local area network

or point-to-point link that a host is connected to. ARP is also very often discussed in

terms of the Open Systems Interconnect (OSI) networking model, because that model

addresses hardware-to-software interfaces more explicitly and is preferred by some

equipment manufacturers. However, ARP was not developed based on the design

principles and strict encapsulation hierarchy of this model and, therefore, such

discussions create a number of conflicts as to the exact operating layer within this model.

Most often ARP is placed into the Data Link Layer (Layer 2), but it also requires the

definitions of network addresses of the Network Layer.

In Section 5 of this course you will cover these topics:
Workstations And Servers

Topic : Workstations And Servers

Topic Objective:

At the end of the topic the students will be able to:

 Understand Network of Workstations

 Explain Servers

 Highlight A server is a computer program

 Explain Client/Server Relationship

 Evaluate Network Operating Systems

 Elaborate Network management

Definition/Overview:
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Network administrator: Network administrator is a modern profession responsible for the

maintenance of computer hardware and software that comprises a computer network. This

normally includes the deployment, configuration, maintenance and monitoring of active

network equipment. A related role is that of the network specialist, or network analyst, who

concentrate on network design and security. The Network Administrator is usually the

highest level of technical/network staff in an organization and will rarely be involved with

direct user support. The Network Administrator will concentrate on the overall health of the

network, server deployment, security, ensuring network connectivity throughout a company's

LAN/WAN infrastructure, and all other technical considerations at the network level of an

organization's technical hierarchy. Network Administrators are considered Tier 3 support

personnel that only work on break/fix issues that could not be resolved at the Tier1

(helpdesk) or Tier 2 (desktop/network technician) levels. Depending on the company, the

Network Administrator may also design and deploy networks. However, these tasks may be

assigned to a Network Engineer should one be available to the company.

The actual role of the Network Administrator will vary from company to company, but will

commonly include activities and tasks such as network address assignment, assignment of

routing protocols and routing table configuration as well as configuration of authentication

and authorization directory services. It often includes maintenance of network facilities in

individual machines, such as drivers and settings of personal computers as well as printers

and such. It sometimes also includes maintenance of certain network servers: file servers,

VPN gateways, intrusion detection systems, etc. Network specialists and analysts concentrate

on the network design and security, particularly troubleshooting and/or debugging network-

related problems. Their work can also include the maintenance of the network's authorization

infrastructure, as well as network backup systems. The administrator is responsible for the

security of the network and for assigning IP addresses to the devices connected to the

networks. Assigning IP addresses gives the subnet administrator some control over the

professional who connects to the subnet. It also helps to ensure that the administrator knows

each system that is connected and who personally is responsible for the system.

Key Points:

1. Network of Workstations
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A Network of Workstations (NOW) is a computer network that connects several

computer workstations together with special software forming a cluster. A Cluster of

Workstations (COW) is sometimes used as an alternate term. In 1996 researchers at

Berkeleysnared the Minute Sort Record, making NOW the fastest sorting system at the

time. In 1997 researchers at Berkeleyachieved 10 gigaflops on the LINPACK benchmark,

making NOW, its new distributed supercomputer, also one of the 200 fastest number

crunchers in the world at that time. NOW also formed the hardware and software

foundation used by the Inktomi search engine, which led to a multi-tier architecture for

Internet services based on distributed systems that is used today.

2. Servers

A server is a computer program that provides services to other computer programs (and

their users), in the same or other computer. The physical computer that runs a server

program is also often referred to as server. Services can be supplied centrally by the use

of a server; in other cases all the machines on a network have the same status with no

dedicated server, and services are supplied peer-to-peer.

2.1. Server hardware

Hardware requirements for servers vary, depending on the server application.

Absolute CPU speed is not usually as critical to a server as it is to a desktop machine.

Servers' duties to provide service to many users over a network lead to different

requirements like fast network connections and high I/O throughput. Since servers are

usually accessed over a network they may run in headless mode without a monitor or

input device. Processes which are not needed for the server's function are not used.

Many servers do not have a graphical user interface (GUI) as it is unnecessary and

consumes resources that could be allocated elsewhere. Similarly, audio and USB

interfaces may be omitted. Servers often run for long periods without interruption and

availability must often be very high, making hardware reliability and durability
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extremely important. Although servers can be built from commodity computer parts,

mission-critical servers use specialized hardware with low failure rates in order to

maximize uptime. For example, servers may incorporate faster, higher-capacity hard

drives, larger computer fans or water cooling to help remove heat, and uninterruptible

power supplies that ensure the servers continue to function in the event of a power

failure. These components offer higher performance and reliability at a

correspondingly higher price. Hardware redundancyinstalling more than one instance

of modules such as power supplies and hard disks arranged so that if one fails another

is automatically availableis widely used. ECC memory devices which detect and

correct errors are used; non-ECC memory can cause data corruption. Servers are often

rack-mounted and situated in server rooms for convenience and to restrict physical

access for security. Many servers take a long time for the hardware to start up and

load the operating system. Servers often do extensive preboot memory testing and

verification and startup of remote management services. The hard drive controllers

then start up banks of drives sequentially, rather than all at once, so as not to overload

the power supply with startup surges, and afterwards they initiate RAID system

prechecks for correct operation of redundancy. It is not uncommon for a machine to

take several minutes to start up, but it may not need restarting for months or years.

2.2. Server operating system

Some popular operating systems for servers such as FreeBSD, Solaris, and Linux are

derived from or are similar to UNIX. UNIX was originally a minicomputer operating

system, and as servers gradually replaced traditional minicomputers, UNIX was a

logical and efficient choice of operating system for the servers. UNIX-based operating

systems, many of which are free in both senses, are popular. Server-oriented operating

systems tend to have certain features in common that make them more suitable for the

server environment, such as

 GUI not available or optional,

 ability to reconfigure and update both hardware and software to some extent without restart,

 advanced backup facilities to permit regular and frequent online backups of critical data,

 transparent data transfer between different volumes or devices,

 flexible and advanced networking capabilities,

 automation capabilities such as daemons in UNIX and services in Windows, and
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 tight system security, with advanced user, resource, data, and memory protection.

Server-oriented operating systems can in many cases interact with hardware sensors

to detect conditions such as overheating, processor and disk failure, and consequently

alert an operator and/or take remedial measures itself. Because servers must supply a

restricted range of services to perhaps many users while a desktop computer must

carry out a wide range of functions required by its user, the requirements of an

operating system for a server are different from those of a desktop machine. While it

is possible for an operating system to make a machine both provide services and

respond quickly to the requirements of a user, it is usual to use different operating

systems on servers and desktop machines. Some operating systems are supplied in

both server and desktop versions with similar user interface. The desktop versions of

the Windows and Mac OS X operating systems are deployed on a minority of servers,

as are some proprietary mainframe operating systems, such as z/OS. The dominant

operating systems among servers are UNIX-based and open source kernel

distributions.

The rise of the microprocessor-based server was facilitated by the development of

Unix to run on the x86 microprocessor architecture. The Microsoft Windows family

of operating systems also runs on x86 hardware, and since Windows NT have been

available in versions suitable for server use. While the role of server and desktop

operating systems remains distinct, improvements in the reliability of both hardware

and operating systems have blurred the distinction between the two classes. Today,

many desktop and server operating systems share similar code bases, differing mostly

in configuration. The shift towards web applications and middleware platforms has

also lessened the demand for specialist application servers.

3. Client/Server Relationship

The client-server software architecture model distinguishes client systems from server

systems, which communicate over a computer network. A client-server application is a

distributed system comprising both client and server software. A client software process

may initiate a communication session, while the server waits for requests from any client.

Client-server describes the relationship between two computer programs in which one

program, the client program, makes a service request to another, the server program.
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Standard networked functions such as email exchange, web access and database access,

are based on the client-server model. For example, a web browser is a client program at

the user computer that may access information at any web server in the world. To check

your bank account from your computer, a web browser client program in your computer

forwards your request to a web server program at the bank. That program may in turn

forward the request to its own database client program that sends a request to a database

server at another bank computer to retrieve your account balance. The balance is returned

to the bank database client, which in turn serves it back to the web browser client in your

personal computer, which displays the information for you. The client-server model has

become one of the central ideas of network computing. Most business applications being

written today use the client-server model. So do the Internet's main application protocols,

such as HTTP, SMTP, Telnet, DNS, etc. In marketing, the term has been used to

distinguish distributed computing by smaller dispersed computers from the "monolithic"

centralized computing of mainframe computers. But this distinction has largely

disappeared as mainframes and their applications have also turned to the client-server

model and become part of network computing.

Each instance of the client software can send data requests to one or more connected

servers. In turn, the servers can accept these requests, process them, and return the

requested information to the client. Although this concept can be applied for a variety of

reasons to many different kinds of applications, the architecture remains fundamentally

the same. The most basic type of client-server architecture employs only two types of

hosts: clients and servers. This type of architecture is sometimes referred to as two-tier. It

allows devices to share files and resources. The two tier architecture means that the client

acts as one tier and application in combination with server acts as another tier. These

days, clients are most often web browsers, although that has not always been the case.

Servers typically include web servers, database servers and mail servers. Online gaming

is usually client-server too. In the specific case of MMORPG, the servers are typically

operated by the company selling the game; for other games one of the players will act as

the host by setting his game in server mode. The interaction between client and server is

often described using sequence diagrams. Sequence diagrams are standardized in the

Unified Modeling Language. When both the client- and server-software are running on

the same computer, this is called a single seat setup.
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3.1. Comparison to Peer-to-Peer architecture

Another type of network architecture is known as peer-to-peer, because each host or

instance of the program can simultaneously act as both a client and a server, and

because each has equivalent responsibilities and status. Peer-to-peer architectures are

often abbreviated using the acronym P2P. Both client-server and P2P architectures are

in wide usage today. You can find more details in Comparison of Centralized (Client-

Server) and Decentralized (Peer-to-Peer) Networking.

3.2. Comparison to Client-Queue-Client architecture

While classic Client-Server architecture requires one of the communication endpoints

to act as a server, which is much harder to implement, Client-Queue-Client allows all

endpoints to be simple clients, while the server consists of some external software,

which also acts as passive queue (one software instance passes its query to another

instance to queue, e.g. database, and then this other instance pulls it from database,

makes a response, passes it to database etc.). This architecture allows greatly

simplified software implementation. Peer-to-Peer architecture was originally based on

Client-Queue-Client concept.

4. Network Operating Systems

A network operating system (NOS) is software that controls a network and its message

(e.g. packet) traffic and queues, controls access by multiple users to network resources

such as files, and provides for certain administrative functions, including security. The

upper 5 layers of the OSI Reference Model provide the foundation upon which many

network operating systems are based.

5. Network management

Network management refers to the activities, methods, procedures, and tools that pertain

to the operation, administration, maintenance, and provisioning of networked systems.

 Operation deals with keeping the network (and the services that the network provides) up and

running smoothly. It includes monitoring the network to spot problems as soon as possible,

ideally before users are affected.
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 Administration deals with keeping track of resources in the network and how they are

assigned. It includes all the "housekeeping" that is necessary to keep the network under

control.

 Maintenance is concerned with performing repairs and upgrades - for example, when

equipment must be replaced, when a router needs a patch for an operating system image,

when a new switch is added to a network. Maintenance also involves corrective and

preventive measures to make the managed network run "better", such as adjusting device

configuration parameters.

 Provisioning is concerned with configuring resources in the network to support a given

service. For example, this might include setting up the network so that a new customer can

receive voice service.

Functions that are performed as part of network management accordingly include

controlling, planning, allocating, deploying, coordinating, and monitoring the resources of

a network, network planning, frequency allocation, predetermined traffic routing to

support load balancing, cryptographic key distribution authorization, configuration

management, fault management, security management, performance management,

bandwidth management, and accounting management. A large number of access methods

exist to support network and network device management. Access methods include the

SNMP, Command Line Interfaces (CLIs), custom XML, CMIP, Windows Management

Instrumentation (WMI), Transaction Language 1, CORBA, netconf, and the Java

Management Extensions - JMX. Schemas include the WBEM and the Common

Information Model amongst others. Data for network management is collected through

several mechanisms, including agents installed on infrastructure, synthetic monitoring

that simulates transactions, logs of activity, sniffers and real user monitoring. In the past

network management mainly consisted of monitoring whether devices were up or down;

today performance management has become a crucial part of the IT team's role which

brings about a host of challenges -- especially for global organizations.
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