
INFORMATION SYSTEMS

Topic Objective:

At the end of this topic student would be able to:

 Understand the digital system

 Understand the Digital noise

 Understand the Symbol to digital conversion

 Understand the Historical digital systems

 Understand the Digital asset management

 Understand the Technical context

 Understand the Types of Digital Asset Management systems

Definition/Overview:

A digital system: A digital system uses discrete (discontinuous) values, usually but not

always symbolized numerically (hence called "digital") to represent information for input,

processing, transmission, storage, etc

Digital noise: When data is transmitted, or indeed handled at all, a certain amount of noise

enters into the signal.

Digital Asset Management:consists of tasks and decisions surrounding ingesting,

annotating, cataloguing, storage and retrieval of digital assets, such as digital photographs,

animations, videos and music. Digital asset management systems are computer software

and/or hardware systems that aid in the process of digital asset management

Key Points:

1. A digital system

A digital system uses discrete (discontinuous) values, usually but not always symbolized

numerically (hence called "digital") to represent information for input, processing,

transmission, storage, etc. By contrast, non-digital (or analog) systems use a continuous range

of values to represent information. Although digital representations are discrete, the

information represented can be either discrete, such as numbers, letters or icons, or
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continuous, such as sounds, images, and other measurements of continuous systems. The

word digital comes from the same source as the word digit and digitus (the Latin word for

finger), as fingers are used for discrete counting. The word digital is most commonly used in

computing and electronics, especially where real-world information is converted to binary

numeric form as in digital audio and digital photography. Such data-carrying signals carry

electronic or optical pulses, the amplitude of each of which represents a logical 1 (pulse

present and/or high) or a logical 0 (pulse absent and/or low).

2. Digital noise

When data is transmitted, or indeed handled at all, a certain amount of noise enters into the

signal. Noise can have several causes: data transmitted wirelessly, such as by radio, may be

received inaccurately, suffer interference from other wireless sources, or pick up background

noise from the rest of the universe. Microphones pick up both the intended signal as well as

background noise without discriminating between signal and noise, so when audio is encoded

digitally, it typically already includes noise. Electric pulses transmitted via wires are typically

attenuated by the resistance of the wire, and changed by its capacitance or inductance.

Temperature variations can increase or reduce these effects. While digital transmissions are

also degraded, slight variations do not matter since they are ignored when the signal is

received. With an analog signal, variances cannot be distinguished from the signal and so

provide a kind of distortion. In a digital signal, similar variances will not matter, as any signal

close enough to a particular value will be interpreted as that value. Care must be taken to

avoid noise and distortion when connecting digital and analog systems, but more when using

analog systems.

3. Symbol to digital conversion

Since symbols (e.g., alphanumeric characters) are not continuous, converting symbols to

digital form is rather simpler and less prone to data loss than analog to digital conversion.

Instead of sampling and quantization as in D/A (digital-to-analog) conversion, such

techniques as polling and encoding are used. A symbol input device usually consists of a

number of switches that are polled at regular intervals to see which switches are pressed. Data

will be lost if, within a single polling interval, two switches are pressed, or a switch is

pressed, released, and pressed again. This polling can be done by a specialized processor in

the device to prevent burdening the main CPU. When a new symbol has been entered, the

device typically sends an interrupt to alert the CPU to read it. For devices with only a few

switches (such as the buttons on a joystick), the status of each can be encoded as bits (usually

0 for released and 1 for pressed) in a single word. This is useful when combinations of key
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presses are meaningful, and is sometimes used for passing the status of modifier keys on a

keyboard (such as shift and control). But it does not scale to support more keys than the

number of bits in a single byte or word. Devices with many switches (such as a computer

keyboard) usually arrange these switches in a scan matrix, with the individual switches on the

intersections of x and y lines. When a switch is pressed, it connects the corresponding x and y

lines together. Polling (often called scanning in this case) is done by activating each x line in

sequence and detecting which y lines then have a signal, thus which keys are pressed. When

the keyboard processor detects that a key has changed state, it sends a signal to the CPU

indicating the scan code of the key and its new state. The symbol is then encoded, or

converted into a number, based on the status of modifier keys and the desired character

encoding. A custom encoding can be used for a specific application with no loss of data.

However, using a standard encoding such as ASCII is problematic if a symbol such as '' needs

to be converted but is not in the standard.

4. Historical digital systems

Although digital signals are generally associated with the binary electronic digital systems

used in modern electronics and computing, digital systems are actually ancient, and need not

be binary nor electronic.

 Written text in books (due to the limited character set and the use of discrete symbols - the

alphabet in most cases)

 An abacus was created sometime between 1,000 BC and 500 BC , it later become a form of

calculation frequency, nowadays it can be used as a very advanced, yet basic digital

calculator that uses beads on rows to represent numbers. Beads only have meaning in discrete

up and down states, not in analog in-between states.

 A beacon is perhaps the simplest non-electronic digital signal, with just two states (on and

off). In particular, smoke signals are one of the oldest examples of a digital signal, where an

analog "carrier" (smoke) is modulated with a blanket to generate a digital signal (puffs) that

conveys information.

 DNA comprises a long sequence of four digits (denoted A, C, G, and T), effectively a base-

four numeral system. Each of these digits is an organic molecule, known as a nucleotide.

DNA is the major system of information transfer from one biological generation to another.

 Morse code uses six digital statesdot, dash, intra-character gap (between each dot or dash),

short gap (between each letter), medium gap (between words), and long gap (between
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sentences)to send messages via a variety of potential carriers such as electricity or light, for

example using an electrical telegraph or a flashing light.

 The Braille system was the first binary format for character encoding, using a six-bit code

rendered as dot patterns.

 Flag semaphore uses rods or flags held in particular positions to send messages to the

receiver watching them some distance away.

 International maritime signal flags have distinctive markings that represent letters of the

alphabet to allow ships to send messages to each other.

 More recently invented, a modem modulates an analog "carrier" signal (such as sound) to

encode binary electrical digital information, as a series of binary digital sound pulses. A

slightly earlier, surprisingly reliable version of the same concept was to bundle a sequence of

audio digital "signal" and "no signal" information (i.e. "sound" and "silence") on magnetic

cassette tape for use with early home computers.

5. Digital asset management

Digital Asset Management consists of tasks and decisions surrounding ingesting, annotating,

cataloguing, storage and retrieval of digital assets, such as digital photographs, animations,

videos and music. Digital asset management systems are computer software and/or hardware

systems that aid in the process of digital asset management.

The term "Digital Asset Management" (DAM) also refers to the protocol for downloading,

renaming, backing up, rating, grouping, archiving, optimizing, maintaining, thinning, and

exporting files.

The term "Media Asset Management" (MAM) is sometimes used as a sub-category of

"Digital Asset Management", mainly for audio or video content. The more recent concept of

Enterprise Content Management (ECM) often describes solutions which address similar

features but in a wider range of industries or applications.

6. Technical context

Generally the "asset" being managed is collected and stored in a digital format. There is

usually a target version of that referred to as "essence" and is generally the highest resolution

and fidelity representation. The asset is detailed by its "metadata". Metadata is the description

of the asset and the description depth can vary depending on the needs of the system,

designer, or user. Metadata can describe, but is not limited to, the description of: asset content

(what is in the package?); the means of encoding/decoding (e.g. JPEG, tar, MPEG 2);

provenance (history to point of capture); ownership; rights of access; as well as many others.
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There exist some predefined standards and template for metadata such as Dublin Core and

PBCore. In cases of systems that contain large size asset essences, such as MPEG 2 and

JPEG2000 for the cases of images and video, there are usually related "proxy" copies of the

essence. A proxy copy is a lower resolution representation of the essence that can be used as

a reference in order to reduce the overall bandwidth requirements of the DAM system

infrastructure. It can be generated and retained at the time of ingestion of the asset

simultaneous or subsequent to the essence, or it can be generated on the fly using transcoders.

Smaller DAM systems are easier to categorize as to content and usage since they would

normally operate in a particular operational context. This would hold true for systems

attached to audio or video production systems. The key differentiators here are the type of

decoders and I/O (input/output) used for the asset ingest, use and outgest. Since the essence

(and proxy copies) is described by metadata, the metadata can be used as a guide to the

playout decoders, transcoders, and channels as well as a input to access control rules. This

means that the essence can be treated as a non-described storage object except when being

accessed for viewing or editing. There is relevance to this when considering the overall

design and use of larger implementations. The closer the asset is to the ingest/edit/playout

tool, the greater the technical architecture needs to accommodate delivery requirements such

as bandwidth, latency, capacity, access control, availability of resources, etc. The further the

asset moves into a general storage architecture (e.g. Hierarchical Storage Management

[HSM]) the more it can be treated as a general blob (binary large object) that is typically held

in the filesystem, not the database. The impact of this set of needs means that it is possible

and reasonable to design larger systems using smaller, more expensive performance systems

at the edge of the network where the essence is being used in its intended form and less

expensive systems further back for storage and archival. This type of design is an example of

Infrastructure Convergence Architecture where the line of business operations technology

and IT technologies are dependent on one another for functional and performance (non-

functional requirements) requirements.

7. Types of Digital Asset Management systems

The following broad categories of digital asset management systems may be distinguished:

 Brand asset management systems, with a focus on facilitation of content re-use within large

organizations. Here the content is largely marketing- or sales-related, for example, product

imagery, logos, marketing collateral or fonts, to give a few examples.
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 Library asset management systems, with a focus on storage and retrieval of large amounts of

infrequently changing media assets, for example in video or photo archiving.

 Production asset management systems, with a focus on storage, organization and revision

control of frequently changing digital assets, for example in digital media production.

 Digital supply chain services, pushing digital content out to digital retailers (e.g. music,

videos and games).

8. Providers

Enterprise-level solutions often involve scalable, reliable, configurable products that can

handle vast numbers of assets (files) as well as large numbers of simultaneous users,

workflows, or use cases (multiple applications simultaneously operating against the system).

Enterprisesystems may, but do not necessarily, include customized products or features added

on to the base system or custom developed to match an organization's workflow.

Enterpriseclass systems are also applicable to small to medium businesses (SMBs), or

departments or work groups within an organization. In many cases these systems enter a

company in one department and eventually expand to others or the entire enterprise as its

utility becomes proven, understood and valued. Enterprise systems are offered as installed

software or as Software as a Service (SaaS) -- hosted, web-based offers that are managed and

maintained externally.

For individuals either proprietary or open source applications can be adequate for digital asset

management. Some image viewers provide management functionality, including backing up,

organizing, and reading/writing metadata and keywords.

9. Digital rights management

Digital rights management (DRM) refers to a range of access control technologies used by

publishers, copyright holders, and hardware manufacturers to limit or restrict usage of digital

media or devices. DRM is intended to make unauthorized use of protected media or devices

technically formidable. Other forms of copy protection that can be circumvented without

modifying the media or device, such as simply by using serial numbers or keyfiles, are not

generally considered DRM. DRM may also refer to technical restrictions associated with

specific instances of digital works or devices. Digital rights management has been and is

being used by companies such as Sony, Apple Inc., Microsoft and the BBC. The use of

digital rights management is controversial. Advocates argue it is necessary for copyright

holders to prevent unauthorized duplication of their work to maintain artistic integrity and to

ensure continued revenue streams. Some opponents, such as the Free Software Foundation,
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maintain that the use of the word "rights" is misleading and suggest that people instead use

the term Digital Restrictions Management. Their position is essentially that copyright

holders are attempting to restrict use of copyrighted material in ways not covered by existing

laws. The Electronic Frontier Foundation, and other opponents, also considers DRM systems

to be anti-competitive practices. In practice, all widely-used DRM systems have been

defeated or circumvented when deployed to enough customers. Restricting the copying of

audio and visual material is especially difficult due to the existence of the analog hole, and

there are even suggestions that effective DRM is logically impossible for this reason.

Digital rights management technologies attempt to control use of digital media by preventing

access, copying or conversion to other formats by end users. Long before the arrival of digital

or even electronic media, copyright holders, content producers, or other financially or

artistically interested parties had business and legal objections to copying technologies.

Examples include: player piano rolls early in the 20th century, audio tape recording, and

video tape recording (e.g. the "Betamax case" in the U.S.). Copying technology thus

exemplifies a disruptive technology. The advents of digital media and analog/digital

conversion technologies, especially those that are usable on mass-market general-purpose

personal computers, have vastly increased the concerns of copyright-dependent

organizations, especially within the music and movie industries.

While analog media inevitably loses quality with each copy generation and in some cases

even during normal use, digital media files may be duplicated an unlimited number of times

with no degradation in the quality of subsequent copies. The advent of personal computers as

household appliances has made it convenient for consumers to convert media (which may or

may not be copyrighted) originally in a physical/analog form or a broadcast form into a

universal, digital form (this process is called ripping) for location- or timeshifting, combined

with the Internet and popular file sharing tools, has made unauthorized distribution of copies

of copyrighted digital media (so-called digital piracy) much easier. In effect, copyright-

dependent organizations regard every consumer with an Internet connection as a potential

node of a distribution network that could be used to distribute unauthorized copies of

copyrighted works. Although technical controls on the reproduction and use of software have

been intermittently usedsince the 1970s, the term 'DRM' has come to primarily mean the use

of these measures to control artistic or literary content. DRM technologies have enabled

publishers to enforce access policies that not only disallow copyright infringements, but also

prevent lawful fair use of copyrighted works, or even implement use constraints on non-

copyrighted works that they distribute; examples include the placement of DRM on certain
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public-domain or open-licensed e-books, or DRM included in consumer electronic devices

that time-shift (and apply DRM to) both copyrighted and non-copyrighted works. While

DRM is most commonly used by the entertainment industry (e.g. film and recording), it has

found use in other situations as well. Many online music stores, such as Apple's iTunes Store,

as well as certain e-book publishers, have imposed DRM on their customers. In recent years,

a number of television producers have imposed DRM mandates on consumer electronic

devices, to control access to the freely-broadcast content of their shows, in connection with

the popularity of time-shifting digital video recorder systems such as TiVo.

10. DRM and film

An early example of a DRM system was the Content Scrambling System (CSS) employed by

the DVD Forum on film DVDs since ca. 1996. CSS used a simple encryption algorithm, and

required device manufacturers to sign license agreements that restricted the inclusion of

features, such as digital outputs that could be used to extract high-quality digital copies of the

film, in their players. Thus, the only consumer hardware capable of decoding DVD films was

controlled, albeit indirectly, by the DVD Forum, restricting the use of DVD media on other

systems until the release of DeCSS by Jon Lech Johansen in 1999, which allowed a CSS-

encrypted DVD to play properly on a computer using Linux, for which the Alliance had not

arranged a licensed version of the CSS playing software. Microsoft's Windows Vista contains

a DRM system called the Protected Media Path, which contains the Protected Video Path

(PVP). PVP tries to stop DRM-restricted content from playing while unsigned software is

running in order to prevent the unsigned software from accessing the content. Additionally,

PVP can encrypt information during transmission to the monitor or the graphics card, which

makes it more difficult to make unauthorized recordings. Advanced Access Content System

(AACS) is a DRM system for HD DVD and Blu-Ray Discs developed by the AACS

Licensing Administrator, LLC (AACS LA), a consortium that includes Disney, Intel,

Microsoft, Matsushita (Panasonic), Warner Brothers, IBM, Toshiba and Sony. In December

2006 a process key was published on the internet by hackers, enabling unrestricted access to

AACS-restricted HD DVD content. After the cracked keys were revoked, further cracked

keys were released. The broadcast flag concept was developed by Fox Broadcasting in 2001

and was supported by the MPAA and the FCC. A ruling in May 2005 by a US Court of

Appeals held that the FCC lacked authority to impose it on the TV industry in the US. It

required that all HDTVs obey a stream specification determining whether or not a stream can

be recorded. This could block instances of fair use, such as time-shifting. It achieved more

success elsewhere when it was adopted by the Digital Video Broadcasting Project (DVB), a
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consortium of about 250 broadcasters, manufactures, network operators, software developers,

and regulatory bodies from about 35 countries involved in attempting to develop new digital

TV standards. An updated variant of the broadcast flag has been developed in the Content

Protection and Copy Management (DVB-CPCM). It was developed in private, and the

technical specification was submitted to European governments in March 2007. As with

much DRM, the CPCM system is intended to control use of copyrighted material by the end-

user, at the direction of the copyright holder. According to Ren Bucholz of the EFF, which

paid to be a member of the consortium, "You won't even know ahead of time whether and

how you will be able to record and make use of particular programs or devices". The DVB

supports the system as it will harmonize copyright holders' control across different

technologies and so make things easier for end users. The CPCM system is expected to be

submitted to the European Telecommunications Standards Institute in 2008.

Topic : Fueling Globalization Through Information Systems

Topic Objective:

At the end of this topic student would be able to:

 Understand the Introduction

 Understand the IT, networking, globalization

 Understand the Information and communication technology as a strategic tool

 Understand the Globalization

 Understand the Networking

Definition/Overview:

Globalization: There is so much ideology surrounding this notion, and its implications, that

it is essential to characterize globalization precisely, and then determine its extent and

evolution in empirical terms.

Information and communication technology as a strategic tool: Information technology is

not the cause of the changes we are living through. But without new information and

communication technologies none of what is changing our lives would be possible.
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IT, networking, and globalization: In the last quarter of this century, a new form of socio-

economic organization has emerged. After the collapse of statism, in the Soviet Unionand

throughout the world, it is certainly a capitalist system.

Networking: No major historical transformation has taken place in technology, or in the

economy, without an inter-related organizational transformation.

The fourth world: This world is composed of people, and territories, that have lost value for

the dominant interests in informational capitalism

Key Points:

1. Introduction

The world is in the midst of a historical transformation at the turn of the millennium. Like all

major transformations in history, it is multidimensional: technological, economic, social,

cultural, political, and geopolitical. Yet, in the end, what is the real meaning of this

extraordinary mutation for social development, for peoples lives and well being? And is there

a shared meaning for everyone, or must we differentiate people in terms of their specific

relationship to the process of social change? If so, what are the criteria for such a

differentiation? There is a raging debate in the world on the mixed record of the information

technology revolution, and of globalization -- especially when we consider their social

dimensions on a planetary scale. As is always the case with a fundamental debate, it is most

often framed ideologically and cast in simplistic terms. For the prophets of technology, for

the true believers in the magic of the market, everything will be just fine, as long as ingenuity

and competition are set free. All we need are a few regulatory fixes, to prevent corruption and

to remove bureaucratic impediments in the path of our flight to hyper-modernity. For those

around the world who are not ecstatic about surfing on the Internet, but who are affected by

layoffs, lack of basic social services, crime, poverty and disruption of their lives,

globalization is nothing more than a warmed up version of traditional capitalist ideology. In

their view, information technology is a tool for renewed exploitation, destruction of jobs,

environmental degradation and the invasion of privacy.

Of course, the real issues are not in-between, but elsewhere. Social development today is

determined by the ability to establish a synergistic interaction between technological

innovation and human values, leading to a new set of organizations and institutions that

create positive feedback loops between productivity, flexibility, solidarity, safety,

participation and accountability, in a new model of development that could be socially and

environmentally sustainable. It is easy to agree on these goals, but difficult to develop the
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policies and strategies that could lead to them. Some of the disagreement comes, certainly,

from conflicting interests, values and priorities. But a considerable source of current disarray

in social and economic policies stems from the lack of a common understanding of the

processes of transformation under way, of their origins and their implications. This paper

aims at clarifying the meaning of this transformation, particularly focusing on the processes

that are usually considered to be its triggers: the information technology revolution and the

process of globalization. As we shall see, in fact, these two processes interact with others, in a

very complex set of actions and reactions. But they offer a fruitful entry point to discuss the

connection between the new socio-economic system and the generation of inequality and

social exclusion on an unprecedented, planetary scale. Thus, after having characterized

technological innovation, organizational change and globalization, I will analyze the various

dimensions of inequality and social exclusion, showing the depth of our social crisis, and I

will provide some hypotheses on the reasons for its accentuation in the last decade. I will

conclude by proposing a redefinition of the field of social development, appropriate to tackle

the issues that condition our capacity to live together in the new context of the Information

Age. In proceeding along the lines of this argument, I have in mind a variety of data, from

reliable sources, that make somewhat plausible the analysis presented here.

2. IT, networking, globalization

In the last quarter of this century, a new form of socio-economic organization has emerged.

After the collapse of statism, in the Soviet Unionand throughout the world, it is certainly a

capitalist system. Indeed, for the first time in history the entire planet is capitalist, since even

the few remaining command economies are surviving or developing through their linkages to

global, capitalist markets. Yet this is a brand of capitalism that is at the same time very old

and fundamentally new. It is old because it appeals to relentless competition in the pursuit of

profit, and individual satisfaction (deferred or immediate) is its driving engine. But it is

fundamentally new because it is tooled by new information and communication technologies

that are at the roots of new productivity sources, of new organizational forms and of the

formation of a global economy. Let us briefly examine the profile of this new world we are

living in, which in fact is shared by all countries despite the diversity of their cultures and

institutions.

3. Information and communication technology as a strategic tool

Information technology is not the cause of the changes we are living through. But without

new information and communication technologies none of what is changing our lives would

be possible. In the 1990s the entire planet is organized around telecommunicated networks of
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computers at the heart of information systems and communication processes. The entire

realm of human activity depends on the power of information, in a sequence of technological

innovation that accelerates its pace by month. Genetic engineering, benefiting from this

wealth of information processing capacity, is progressing by leaps and bounds, and is

enabling us, for the first time, to unveil the secrets of living matter and to manipulate life,

with extraordinary potential consequences. Software development is making possible user

friendly computing, so that millions of children, when provided with adequate education, can

progress in their knowledge, and in their ability to create wealth and enjoy it wisely, much

faster than any previous generation. Internet today used by about 100 million people, and

doubling this number every year is a channel of universal communication where interests and

values of all sorts coexist, in a creative cacophony. Certainly, the diffusion of information

and communication technology is extremely uneven. Most of Africa is being left in a

technological apartheid, and the same could be said of many other regions of the world. The

situation is difficult to remedy when one third of the worlds population still has to survive on

the equivalent of one dollar per day.

Technology per se does not solve social problems. But the availability and use of information

and communication technologies are a pre-requisite for economic and social development in

our world. They are the functional equivalent of electricity in the industrial era. Econometric

studies show the close statistical relationship between diffusion of information technology,

productivity and competitiveness for countries, regions, industries and firms. They also show

that an adequate level of education in general, and of technical education in particular, is

essential for the design and productive use of new technologies. But neither the sheer number

of scientists and engineers nor the acquisition of advanced technology can be a factor of

development by itself (neither was enough for the Soviet Union, without an appropriate

organizational environment. The crucial role of information and communication technologies

in stimulating development is a two-edged sword. On the one hand, it allows countries to

leapfrog stages of economic growth by being able to modernize their production systems and

increase their competitiveness faster than in the past. The most critical example is that of the

Asian Pacific economies, and particularly the cases of Hong Kong, Taiwan,Singapore,

Malaysia and South Korea. This is so despite the current financial crisis, which is unrelated to

competitive performance and may be related, in fact, to the attractiveness of booming Asian

economies to global capital flows. On the other hand, for those economies that are unable to

adapt to the new technological system, their retardation becomes cumulative. Furthermore,

the ability to move into the Information Age depends on the capacity of the whole society to
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be educated, and to be able to assimilate and process complex information. This starts with

the education system, from the bottom up, from the primary school to the university. And it

relates, as well, to the overall process of cultural development, including the level of

functional literacy, the content of the media, and the diffusion of information within the

population as a whole.

In this regard, what is happening is that regions and firms that concentrate the most advanced

production and management systems are increasingly attracting talent from around the world,

while leaving aside a significant fraction of their own population whose educational level and

cultural/technical skills do not fit the requirements of the new production system. A case in

point is Silicon Valley, the most advanced information technology producing region in the

world, which can only maintain the pace of innovation by recruiting every year thousands of

engineers and scientists from India, China, Taiwan, Singapore, Korea, Israel, Russia and

Western Europe, to jobs that cannot be filled by Americans because they do not have proper

skills (Benner, in progress). Similarly, in Bangalore, Bombay, Seoul or Campinas, engineers

and scientists concentrate in high technology hubs, connected to the Silicon Valleys of the

world, while a large share of the population in all countries remains in low-end, low-skill

jobs, when they are lucky enough to be employed at all. Thus there is little chance for a

country, or region, to develop in the new economy without its incorporation into the

technological system of the information age. Although this does not necessarily imply the

need to produce information technology hardware locally, it does imply the ability to use

advanced information and communication technologies, which in turn requires an entire

reorganization of society. A similar process affects the life chances of individuals. Not

everybody should be a computer programmer or a financial analyst, but only people with

enough education to reprogram themselves throughout the changing trajectory of their

professional lives will be able to reap the benefits of the new productivity. What about the

others? It depends on social organization, the strategies of firms, and public policies. But left

to market forces, there is an undeniable tendency toward a polarized social structure, between

countries and within countries, as I will show below. In sum, information and communication

technology is the essential tool for economic development and material well being in our age;

it conditions power, knowledge and creativity; it is, for the time being, unevenly distributed

within countries and between countries; and it requires, for the full realization of its

developmental value, an inter-related system of flexible organizations and information-

oriented institutions. In a nutshell, cultural and educational development conditions

technological development, which conditions economic development, which conditions
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social development, and this stimulates cultural and educational development once more.

This can be a virtuous circle of development or a downward spiral of underdevelopment. And

the direction of the process will not be decided by technology but by society, through its

conflictive dynamics.

4. Globalization

There is so much ideology surrounding this notion, and its implications, that it is essential to

characterize globalization precisely, and then determine its extent and evolution in empirical

terms. Although globalization is multidimensional, it can be better understood starting with

its economic dimension. A global economy is an economy whose core activities work as a

unit in real time on a planetary scale. Thus capital markets are interconnected worldwide, so

that savings and investment in all countries, even if most of them are not globally invested,

depend for their performance on the evolution and behavior of global financial markets. In

the early 1990s multinational corporations employed directly only about 70 million workers,

but these workers produced one-third of the worlds total private output, and the global value

of their sales in 1992 was US$ 5,500 billion, which is 25 per cent more than the total value of

world trade in that year. Therefore multinational corporations, in manufacturing, services,

and finance, with their ancillary networks of small and medium businesses, constitute the

core of the world economy. Furthermore, the highest tier of science and technology, the one

that shapes and commands overall technological development, is concentrated in a few dozen

research centers and milieus of innovation around the globe, overwhelmingly in the United

States, Western Europe and Japan. Russian, Indian and Chinese engineers, usually of very

high quality, when they reach a certain level of scientific development, can only pursue their

research by linking up with these centers. Thus highly skilled labor is also increasingly

globalized, with talent being hired around the globe when firms and governments need the

talent, and are ready to pay for it.

At the same time, the overwhelming proportion of jobs, and thus of people, are not global. In

fact, they are local and regional. But their fate, their jobs and their living standards ultimately

depend on the globalized sector of the national economy, or on the direct connection of their

economic units to global networks of capital, production and trade. This global economy is

historically new, for the simple reason that only in the last two decades have we produced the

technological infrastructure required for it to function as a unit on a planetary scale:

telecommunications, information systems, microelectronics-based manufacturing and

processing, information-based air transportation, container cargo transport, high speed trains,

and international business services located around the world. However, if the new global
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economy reaches out to encompass the entire planet -- if all people and all territories are

affected by its workings -- not every place, or every person, is directly included in it. In fact,

most people and most lands are excluded, switched off, either as producers, or consumers, or

both. The flexibility of this global economy allows the overall system to link up everything

that is valuable according to dominant values and interests, while disconnecting everything

that is not valuable, or becomes devalued. It is this simultaneous capacity to include and

exclude people, territories and activities, that characterizes the new global economy as

constituted in the information age.

Similar processes of selective, segmented globalization characterize other critical

instrumental dimensions of our society, including the media, science, culture and information

at large.

Globalization and liberalization do not eliminate the nation state, but they fundamentally

redefine its role and affect its operation. Central banks (including the new European Central

Bank) cannot really control the trends of global flows in financial markets. And these markets

are not always shaped by economic rules, but by information turbulence of various origins.

National governments, in order to maintain some capacity to manage global flows of capital

and information, band together, creating or adapting supranational institutions (such as the

International Monetary Fund, the European Union, NAFTA, or other regional cooperation

agencies), to which they surrender much of their sovereignty. So they survive, but under a

new form of state that links supranational institutions, national states, regional and local

governments, and even NGOs, in a network of interaction and shared decision making that

becomes the prevalent political form of the information age: the network state. In sum,

globalization is a new historical reality -- not simply the one invented by neo-liberal ideology

to convince citizens to surrender to markets, but also the one inscribed in processes of

capitalist restructuring, innovation and competition, and enacted through the powerful

medium of new information and communication technologies.

5. Networking

No major historical transformation has taken place in technology, or in the economy, without

an inter-related organizational transformation. The large factory, dedicated to mass

production, was as critical to the constitution of the industrial age as the development and

diffusion of new sources of energy. In the information age, the critical organizational form is

networking. A network is simply a set of inter-connected nodes. It may have a hierarchy, but

it has no center. Relationships between nodes are asymmetrical, but they are all necessary for

the functioning of the network -- for the circulation of money, information, technology,
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images, goods, services, or people throughout the network. The most critical distinction in

this organizational logic is to be or not to be -- in the network. Be in the network, and you can

share and, over time, increase your chances. Be out of the network, or become switched off,

and your chances vanish since everything that counts is organized around a world wide web

of interacting networks. Networks are the appropriate organization for the relentless

adaptation and the extreme flexibility that is required by an interconnected, global economy -

- by changing economic demand and constantly innovating technology, and by the multiple

strategies (individual, cultural, political) deployed by various actors, which create an unstable

social system at an increasing level of complexity. To be sure, networks have always existed

in human organization. But only now have they become the most powerful form for

organizing instrumentality, rather than expressiveness. The reason is fundamentally

technological. The strength of networks is their flexibility, their decentralizing capacity, their

variable geometry, adapting to new tasks and demands without destroying their basic

organizational rules or changing their overarching goals. Nevertheless, their fundamental

weakness, throughout history, has been the difficulty of coordination towards a common

objective, towards a focused purpose, that requires concentration of resources in space and

time within large organizations, like armies, bureaucracies, large factories and vertically

organized corporations.

With new information and communication technology, the network is, at the same time,

centralized and decentralized. It can be coordinated without a center. Instead of instructions,

we have interactions. Much higher levels of complexity can be handled without major

disruption. It does not follow, however, that large corporations are being replaced by small

and medium businesses, or that multinationals are obsolete. We observe, in fact, the opposite:

there is merger mania around the world. Bigger appears to be increasingly beautiful, as

Citicorp marries Traveler Insurance, Bank of America leaves its heart in San Francisco but

moves its money to North Carolina, Daimler Benz swallows Chrysler, Volkswagen upgrades

itself to Rolls Royce status, and American banks digest Asian banks and financial

corporations, in a historical revenge of the West against the high-growth areas of the Pacific.

But the concentration of capital goes hand in hand with the decentralization of organization.

Large multinational corporations function internally as decentralized networks, whose

elements are given considerable autonomy. Each element of these networks is usually a part

of other networks, some of them formed by ancillary small and medium businesses; other

networks link up with other large corporations, around specific projects and tasks, with

specific time and spatial frames. Yes, ultimately all this complexity boils down to the need to
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assure a profit. But how, and for whom? Once CEOs have served themselves, lavishly, there

is still most of the capital to be distributed among increasing numbers of shareholders.

Earnings do not remain in the firm (whether dedicated primarily to manufacturing, finance, or

services): they are invested in the global casino of inter-related financial markets, whose fate

is ultimately determined by a series of factors. Only some of those factors have to do with

economic fundamentals. Because of this level of unpredictability and complexity, the

networks in which all firms, large or small, are anchored, move along, readapt, form and

reform, in an endless variation. Firms and organizations that do not follow the networking

logic (be it in business, in media, or in politics) are wiped out by competition, since they are

not equipped to handle the new model of management. So, ultimately, networks -- all

networks -- come out ahead by restructuring, even if they change their composition, their

membership, and even their tasks. The problem is that people, and territories, whose

livelihood and fate depend on their positioning in these networks, cannot adapt so easily.

Capital gets disinvested, software engineers migrate, tourists find another fashionable spot,

and global media close down in a downgraded region. Networks readapt, bypass the area (or

some people), and reform elsewhere, or with someone else. But the human matter on which

the network was living cannot so easily mutate. It becomes trapped, or downgraded, or

wasted.

6. The other side of the Information Age: Inequality, poverty, misery and social

exclusion

To analyze current trends of poverty and inequality in the world, we need to establish some

conceptual clarity by distinguishing, first, between relationships of consumption and

relationships of production; and then by differentiating four specific processes in both sets of

relationships. Relationships of consumption refer to the appropriation by people of the

product of their work. Here, we must differentiate between inequality, polarization, poverty

and misery. Inequality refers to the unequal appropriation of wealth (income and assets) by

individuals or social groups. Polarization is a specific process of inequality that occurs when

both the top and the bottom of a scale of wealth distribution grow faster than the middle.

Poverty is an institutionally defined norm establishing the level of income that a society

considers necessary to live according to an accepted standard. Misery, or extreme poverty, is

an institutionally defined level that establishes the lowest material standard of living, making

survival problematic. There is increasing inequality between countries in the world at large,

while intra-country inequality offers a mixed record, with some countries improving their

condition (e.g., India, the Asian Pacific, Spain), while others have fallen into greater

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

17
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



inequality (US,UK, Mexico, Brazil). Polarization is on the rise everywhere. At a global level,

the ratio of income for the top 20 per cent of the population to the income of the bottom 20

per cent jumped from 30 to 1 in 1960 to 78 to 1 in 1994. And the personal assets of 385

billionaires in the world are now higher than the annual income of countries representing 45

per cent of the population of the planet. The evolution of poverty is complex. Modernization

has contributed to reducing the proportion of poor people in some very large countries,

including China, India and Brazil. Still, the proportion of the poor is growing in most

countries. And the number of people living in poverty has significantly increased everywhere.

Furthermore extreme poverty, or misery -- usually defined as the proportion of people who

are below 50 per cent of the poverty line -- is the lot of the fastest growing segment of the

poor population in almost every country.

As for relationships of production, they refer to the ways and means through which people

provide for their livelihood. Here I will not go into a fully fledged analysis of all relationships

of production existing in our society, but I will focus on the four conditions that seem to be

decisive in affecting relationships of consumption. The first process, characterizing the

information age as a result of its networking form of organization, is the growing

individualization of labor: I refer to the process by which labors contribution to production is

defined specifically for each individual, with little reference to collective bargaining or

regulated conditions. If the industrial era consisted, in terms of the labor process, of taking a

population of peasants and craftsmen and bringing them into socialized conditions of labor,

the information age is exactly the reversal. It is the de-socialization of labor and the

increasing flexibility and individualization of labor performance. This is not necessarily

either good or bad. Flexibility of labor can allow people to organize their lives better, or not.

But it does transform the social relationship between capital and labor, between management

and workers, and among workers themselves. And it has strong implications for political

action. A second characteristic of current relationships of production is over-exploitation: I

mean the imposition of unfavorable norms of compensation or labor conditions on certain

categories of workers because of their vulnerability to discrimination (e.g., immigrants,

women, youth, minorities). Women, in particular, have been massively incorporated into paid

work, but in many cases at miserable wages. A third characteristic is social exclusion that is

the process by which certain individuals or groups are barred from access to social positions

that would entitle them to provide for themselves adequately, in an autonomous way, within

the context of prevailing institutions and values. Usually, in informational capitalism, such a

position is associated with the possibility of access to relatively regular, paid labor for at least
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one member of a stable household; or with the right to receive sufficient long term benefits

from a non-stigmatizing welfare system. There is currently an extraordinary increase in

numbers of people who find themselves in situations of social exclusion in practically all

countries of the world, with the exception of the Scandinavian democracies. Finally, there is a

fourth significant type of relationship of production that is relevant to current trends of social

underdevelopment: what I call perverse integration. This refers to the labor process in the

criminal economy -- in other words, to income-generating activities that are normatively

declared to be a crime by the state. As a significant number of people are being excluded

from access to regular jobs, they are moving onto this shop floor of crime. One could say that

some have little choice. People who are not needed in the information age do not vanish: they

are there. And in fact, they are increasingly there, because -- with the exception of Russia--

many populations now have an increasing life expectancy.

7. Links between informational capitalism and the growing social crisis

These, however, are simply observations of a growing social crisis (and not exempt from

controversy concerning the selection and interpretation of data). What does the analysis

mean? What is the relation of these trends, if any, to the structure and dynamics of

informational, global capitalism? First, the extreme social unevenness of the process is linked

to the flexibility and global reach of informational capitalism. If everything, and everyone,

who can be a source of value can be easily connected -- and as soon as he/she/it ceases to be

so, can be easily disconnected (because of individualization and extreme mobility of

resources) -- then the global system of production is populated simultaneously by extremely

valuable and productive individuals and groups, and by people (or places) who are not, or are

not any longer considered valuable, even if they are still physically there. Because of the

dynamism and competitiveness of the dominant system, most previous forms of production

become de-structured, and ultimately phased out, or transformed into subdued tributaries of

the highly integrated, dynamic, globalized system. Second, education, information, science,

and technology become critical as sources of value creation (and reward) in the informational

economy. While formal education has increased throughout the world, the quality of

education becomes essential. Most public schools, both in developing countries and in the

United States, are simply not up to the task of producing the new, informational labor force.

But even in countries with a decent educational system, the overall cultural and technological

environment that is required to exercise informational skills does not mirror the dynamism of

the system.
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So lack of education, and lack of informational infrastructure, leads most of the world to be

dependent on the performance of a few globalized segments of their economies, increasingly

vulnerable to the whirlwind of global financial flows. Third, as new technologies, new

production systems, and the organization of international trade eliminate traditional

agriculture (still employing two-thirds of the people in the world in this end of millennium), a

rural exodus of gigantic dimensions is being propelled particularly in Asia. Rural people are

destined to be painfully absorbed into the informal economy of overcrowded megacities on

the edge of ecological catastrophe. Fourth, since states are bypassed by global flows,

disciplined by the enforcers of these flows (such as the IMF), or limited by the supranational

institutions they have initiated to survive somehow in the midst of globalization, welfare

states come under attack, regulations break down, and the social contract, wherever it has

existed, is fundamentally challenged. New technologies do not induce unemployment, as has

been repeatedly demonstrated by empirical research. Indeed, at the world level there is a

massive creation of jobs but, in most cases, under conditions of over-exploitation: the most

telling development is the employment of about 250 million children at the time work is

supposedly ending. But there is unemployment in Western Europe when firms facing tight

labor rules, high wages, and generous social benefits refuse to create jobs. Those firms have

the possibility of automating, subcontracting, and/or investing elsewhere, while still selling

goods and services in the European market. Thus, under current conditions, markets

overwhelm regulations and worker protection through relying on the increased mobility of

resources made possible in the new technological environment. This is why together with

affluence and prosperity for a significant minority (about 1/3 of the people in advanced

countries, and probably about 1/5 in the world at large, who have substantially improved their

living standards in the last 10 years), there is the formation of a fourth world, characterized

by social exclusion.

8. The fourth world

This world is composed of people, and territories, that have lost value for the dominant

interests in informational capitalism. Some of them because they offer little contribution as

either producers or consumers. Others because they are uneducated or functionally illiterate.

Others because they become sick or mentally unfit. Others because they could not afford the

rent, became homeless, and were devoured by life in the streets. Others who, unable to cope

with life, became drug addicts or drunks. Others because, in order to survive, they sold their

bodies and their souls, and went on to be prostitutes of every possible desire. Others because

they entered the criminal economy, were caught, and became inhabitants of the growing

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

20
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



planet of the criminal justice system (almost 3% of adult males in the United States). Others

because they had an incident with a cop, or a boss, or some authority, and got onto the wrong

track. And places, entire places become stigmatized, confined by police, bypassed by

networks of communication and investment. Thus, while valuable people and places have

been globally connected, devalued locales become disconnected, and people from all

countries and cultures are socially excluded by the tens of millions. This fourth world of

social exclusion, beyond poverty, exists everywhere, albeit in different proportions -- from

the South Bronx to Mantes-la-Jolie, from Kamagasaki to Meseta de Orcasitas, and from the

favelas of Rio to the shanties of Jakarta. And there is, as I have tried to show, a systemic

relationship between the rise of informational, global capitalism, under current historical

conditions, and the extraordinary growth of social exclusion and human despair.

9. Redefining social development in the Information Age

For millennia, social development was tantamount to social survival: the daily goal of people,

with the exception of a tiny ruling minority, was to get by, make a family, and steal a few

moments of joy out of the harshness of the human condition. This is still the lot of many. Yet

over the last two centuries, with the advent of the industrial age, social development came to

involve the goal of improving peoples livelihood. Capital accumulation and investment,

technological development geared towards material production, and massive inputs of labor

and natural resources were the generators of wealth, both under capitalism and under statism.

Social struggles and political reform or revolution took care of diffusing the harvest of

productivity within society at large, albeit with the shortcomings of a world divided between

North and South, and organized in class societies that tended to reproduce themselves. There

is something new in the Information Age. It can be empirically argued that at the source of

productivity and competitiveness (that jointly determine the generation of wealth and its

differential appropriation by economic units), there is the capacity to generate new

knowledge and to process relevant information efficiently. To be sure, information and

knowledge have always been essential factors in power and production. Yet it is only when

new information and communication technologies empower humankind with the ability

incessantly to feed knowledge back into knowledge, experience into experience, that there is,

at the same time, unprecedented productivity potential, and an especially close link between

the activity of the mind, on the one hand, and material production, be it of goods or services,

on the other. The old school of thought centered on the notion of human capital is fully

vindicated. To invest in education is a productive investment.
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An educated labor force is a source of productivity. But to be educated means nothing if labor

does not enjoy good health, decent housing, psychological stability, and cultural fulfillment --

in other words, a multidimensional improvement in the quality of life. Thus welfare states,

minus their bureaucratic underpinnings, should be sources of productivity, and not simply

burdens on the budget. Yet the interaction between economic growth and social development

in the information age is still more complex. It is the entire social organization that becomes

productive or, on the contrary, an obstacle for innovation, and thus for productivity growth.

Personal freedom (and therefore liberty in its fullest sense) is a pre-requisite for

entrepreneurialism. Social solidarity is critical for stability and thus for predictability in

investment. Family safety is essential for the willingness to take risks. Trust in ones fellow

citizens, and in the institutions of governance, is the foundation for socializing ingenuity in a

given space and time, thus making it possible for others to enjoy the fruits of such ingenuity.

In a word (and continuing along the seamless circle of change to which reference was made

at the outset of this paper), social development leads to cultural development, which leads to

innovation, which leads to economic development, which fosters institutional stability and

trust; and this underlies a new, synergistic model that integrates economic growth and the

enhancement of quality of life. Without social development, without institutional stability,

there may still be a diffusion of economic development around the world, but it will be based

upon a cost-lowering formula, rather than a productivity-enhancing model. Furthermore, both

spirals (the high road to informational productivity and the low road to economic

competitiveness through cost cutting) are cumulative and contagious. If firms, and countries,

compete on the basis of worsening the conditions of work, and concentrating as much as

possible of the productivity bonanza in a few hands, they will kill incentives for most workers

to invest their own mental capital in a collective undertaking, they will slow down the

learning curve, and they will restrict both purchasing power and the drive towards innovation.

Silicon Valley will still thrive on the basis of innovation, and it will still attract a substantial

share of brain power in the field of information technology from around the world. But the

proportion of Silicon Valleys techno-elite in relation to the population at large -- even the

educated population -- will become so ridiculously small in comparison to its share of power

and wealth, that this will be socially unsustainable. Some peoples dream of a shrinking

planet, made up of a highly productive, very affluent, avid consumer minority, floating on a

cloud over low-skilled generic labor and ignoring the black holes into which devalued people

and locales are doomed to sink, is simply untenable. The disassociation between economic

growth and social development in the information age is not only morally wrong, but also
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impossible to sustain. The reintegration of social development and economic growth through

technological innovation, informational management, and shared world development will not

be accomplished by simply relying on unfettered market forces. Neither will it be born only

out of the individual efforts of states, engaging in defensive strategies. It will require massive

technological upgrading of countries, firms, and households around the world -- a strategy of

the highest interest for everyone, including business, and particularly for high technology

companies. (An appropriate use of the Internet is in fact the most important feature in such an

upgrading.) It will take a dramatic investment in overhauling the educational system

everywhere, through cooperation between national and local governments, international

institutions and lending agencies, international and local business, and families ready to make

sacrifices for a tangible improvement of their childrens future.

It will require the establishment of a worldwide network of science and technology, in which

the most advanced universities, will be willing to share knowledge and expertise for the

common good. It must aim at reversing, slowly but surely, the marginalization of entire

countries, or cities or neighborhoods, so that the human potential that is being wasted -- and

particularly that of children -- can be reinvested. All people must become valued producers

and consumers, and they must be recognized as human beings in fora other than the thirty

second commercials of international organizations. All this is feasible. We have the technical

knowhow, the technology to do it, and the economic and institutional strategies to implement

it. The obstacles, of course, are political. In part, they are related to very narrow business

strategies. But if we know what we want, why we want it, and how to do it, we have the basic

groundwork from which to try to convince business and governments. I tend to think that it is

in the interest of the most enlightened business groups to support the high road of

informational development, linking up productivity, quality of life, and investment in

technology and education, worldwide. And if there is a strong pressure of public opinion in

the world in favor of this shared development strategy, with its potentially positive payoff in

environmental conservation, governments may join, ultimately, or, else be ousted by their

citizens. Solidarity in a globalized world means global solidarity. And it also means inter-

generational solidarity. Our planet is our only home, and we would not like the grandchildren

of our grandchildren to be homeless. These are basic, elementary principles of economics and

policy-making as if people matter. And they are in full coherence with the productive,

creative logic embedded in our information-based society.
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In Section 2 of this course you will cover these topics:
Valuing Information Systems Investments

Managing The Information Systems Infrastructure

Topic : Valuing Information Systems Investments

Topic Objective:

At the end of this topic student would be able to:

 Understand the Automating business

 Understand the Steering Representatives

 Understand the Users

 Understand the IS executive

Definition/Overview:

Automating business: activities occurs when information systems are used to do a business

activity faster or more cheaply

Steering Representatives: from various interest Cross-functional focus; greater committee

groups within the organization

Users: representatives of the intended users of the system

IS executive: has overall responsibility for managing IS development, implementation, and

maintenance of selected systems

Key Points:

1. Automating business

Automating business activities occurs when information systems are used to do a business

activity faster or more cheaply. IS can be used to help automate. It can also be used to
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improve aspects of an operation in order to gain dramatic improvements in the operation as a

whole. When this occurs, technology is said to help us learn because it provides information

about its operation and the underlying work process that it supports. The learning mentality

builds on the automating mentality because it recognizes that information systems can be

used as a vehicle for organizational learning-the ability of an organization to learn from past

behavior and information, improving as a result-and change as well as for automation. In a

1993 Harvard Business Review article, David Garvin described a learning organization as

one that is "skilled at creating, acquiring, and transferring knowledge, and at modifying its

behavior to reflect new knowledge and insights." An organization has competitive advantage

whenever it has an edge over rivals in attracting customers and defending against competitive

forces. In order to be successful, a business must have a clear vision, one that focuses

investments in resources such as information systems and technologies to help achieve

competitive advantage.

Some sources of competitive advantage include the following:

 Having the best-made product on the market

 Delivering superior customer service

 Achieving lower costs than rivals

 Having a proprietary manufacturing technology

 Having shorter lead times in developing and testing new products

The productivity paradox can be defined as the decrease in productivity due to

implementation of new systems that were meant to increase productivity. In a way, the

information systems may have increased productivity, but other forces may have

simultaneously worked to reduce it, the end results being difficult to identify. Factors such as

government regulation, more complex tax codes and stricter financial reporting requirements

and more complex products can all have major impacts on a firm's productivity. When

managers make the business case for an information system, they typically base their

arguments on faith, fear, and/or facts. Arguments based on faith (or fear) can be the most

compelling and can drive the decision to invest in an information system despite the lack of

any hard data on system costs or even in the face of some data that say that the dollar costs

for the system will be high. Arguments based on faith often hold that an information system

must be implemented in order to achieve the organization's strategy effectively and to gain or

sustain a competitive advantage over rivals, despite the dollar costs associated with that
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system. There are several different factors to take into account when making a business case

in which you will provide arguments based on fear. These include a number of factors

involving competition and other elements of the industry in which the firm operates. The

differences between tangible and intangible benefits and costs can sometimes be difficult to

describe. Tangibility generally means quantifiable, that is to say expressible in terms of a

monetary amount. Intangible means not quantifiable, at least in advance. Management -

representatives or managers from each greater strategic focus; largest of the functional areas

within the firm

2. Steering Representatives- from various interest Cross-functional focus; greater committee

groups within the organization (they may organizational change; formal have their own

agendas at stake when cost-benefit analysis; larger and making investment decisions)

Project Characteristics: riskier projects

3. Users - representatives of the intended users of the system

Project Characteristics: narrow, non-strategic focus; department faster development

4. IS executive - has overall responsibility for managing IS development, implementation,

and maintenance of selected systems. Project Characteristics: integration with existing

systems focus; fewer development delays; less concern with cost-benefit analysis. Proxy

variables are used to measure changes in terms of their perceived value to the organization.

An example of a proxy variable would be a five-point scale to measure customer contact

level. There are limits to using emerging information systems to gain or sustain a competitive

advantage. Information systems are often bought from or built by someone else. They are

often either purchased from a vendor or developed by a consultant or outsourcing partner. In

these situations, the information systems are usually not proprietary technologies owned by

the organization. Second, given the pace of change in the digital world, advantages gained by

innovations often have a limited life span. Third, developing innovative information systems

always entails a risk. Finally, choosing among innovative information systems-related

investments is just as difficult as choosing consumer electronics. Disruptive innovations are

new technologies, products, or services that eventually surpass the existing dominant

technology or product in a market. For example, retail giant Sears nearly failed in the early

1990s when they did not recognize the transformational power of the disruptive innovation,
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discount retailing; today, discounters Wal-Mart and segment-specific stores like Home Depot

dominate retailing.

Cost benefit analysis is often used as an economic tool to aid decision making. The analysis

gauges the costs associated with an undertaking and compares it with the expected returns in

order to determine the benefits, which in turn helps decision making. Quantifying estimated

costs and returns is often a difficult proposition. In realty, analysts either observe market

behavior and draw inferences from it, or use survey methods. A product manager for

example, compares the projected sales of his product to the marketing and manufacturing

expenses, and decides to go ahead with the production only if the he expects the revenues to

eventually overshadow the costs. Cost benefit analysis puts all relevant benefits and costs on

a temporary common footing. Future costs are computed by taking discount rate into

consideration in terms of present value. The discount rate chosen is often subject to

controversy, for it is an interest rate taken from financial markets. A higher discount rate

would mean a significantly lower value on future generation welfare, which in turn could

impact interventions' desirability to assist the government. Consider a decision making

scenario where the government has to decide between building a new school and introducing

a new drug into the health care market. Analysis of such a decision would involve assigning a

value to human life, often causing great controversy. Such decisions can be handled by taking

a broader consensus of opinion into consideration, so that the outcome would be in-line with

the expectations of the majority. Cost benefit analysis is a key to decision making and cannot

be eliminated altogether. One way or the other, either voluntarily or involuntarily, the human

mind tends to weigh efforts and benefits before starting work on an undertaking, which in

effect is the actual purpose of cost benefit analysis. Having said that, some decisions are

taken purely based on human factors which do not provide a scope for monetary calculations,

however, they still have a high non-monetary benefit value about them. Generally speaking,

if the cost benefit analysis approach is not taken into consideration while dealing with project

undertakings, then it can result in unexpected and disastrous economic outcomes, since there

would be no way to track project progress and match performance against expected

guidelines.

Topic : Managing The Information Systems Infrastructure
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Topic Objective:

At the end of this topic student would be able to:

 Understand the IP convergence

 Understand the Outsourcing

 Understand the S-OX:

Definition/Overview:

IP convergence: IP convergence is the use of the Internet Protocol for transporting voice,

video, fax, and data traffic.

Outsourcing: Outsourcing is the moving of routine jobs and/or tasks to people in another

firm, in another part of the country, or in another country, at less cost.

S-OX: According to S-OX, companies have to demonstrate that there are controls in place to

prevent misuse or fraud.

Key Points:

1. IP convergence

IP convergence is the use of the Internet Protocol for transporting voice, video, fax, and data

traffic. In the past, the backbone networks for the telephone and Internet were distinct. Today,

increasingly, most voice and data traffic shares a common network infrastructure Today's

knowledge workers use two primary categories of wireless devices for their communication

needs: (1) communication devices (such as cell phones) that use the public telephone

infrastructure and (2) wireless devices capable of connecting to an organization's internal

network A data warehouse is an integration of multiple, large databases and other information

sources into a single repository or access point that is suitable for direct querying, analysis, or

processing. A data mart is a data warehouse that is limited in scope and customized for the

decision support applications of a particular end-user group. It contains selected information

from the data warehouse such that each separate data mart is customized for the decision

support applications of a particular end-user group. For example, an organization may have
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several data marts, such as a marketing data mart or a finance data mart that are customized

for a particular type of user. Data marts have been popular among small and medium-sized

businesses and among departments within larger organizations, all of which were previously

prohibited from developing their own data warehouses because of the high costs involved.

2. Outsourcing

Outsourcing is the moving of routine jobs and/or tasks to people in another firm, in another

part of the country, or in another country, at less cost. As with other infrastructure solutions

such as on-demand computing or on-demand software, outsourcing can help a company focus

on its core processes without having to worry about supporting processes. While outsourcing

has seen a tremendous increase over past years, outsourcing is typically limited to non-core

business functions. However, there are some non-core business functions that organizations

tend to keep within their own realm. For example, although more and more companies

outsource the management of their information systems infrastructure, only very few

outsource information systems security, as it is regarded as being critical for an organization's

survival. According to S-OX, companies have to demonstrate that there are controls in place

to prevent misuse or fraud, controls to detect any potential problems, and effective measures

in place to correct any problems; S-OX goes so far that corporate executives face jail time

and heavy fines if the appropriate controls are not in place or are ineffective. The information

systems architecture plays a key role in S-OX compliance, given that many controls are

information-systems based, providing capabilities to detect information exceptions and to

provide a management trail for tracing exceptions. Another issue faced by organizations

because of S-OX is the requirement to preserve evidence to document compliance and for

potential lawsuits. Since the inception of S-OX, e-mails and even instant messages have

achieved the same status as regular business documents and thus need to be preserved for a

period of time, typically up to seven years. Failure to present such documents in case of

litigious activity can lead to severe fines being imposed on companies and their executives,

and courts usually will not accept the argument that a message could not be located. On the

surface, it seems easiest for an organization to simply archive all the e-mail messages sent

and received. However, such a "digital landfill" where everything is stored can quickly grow

to an unmanageable size, and companies cannot comply with the mandate to present any

evidence in a timely manner. Thus, many organizations turn to e-mail management software

that archives and categorizes all incoming and outgoing e-mails based on key words.
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In the validation experiment, this infrastructure system was first utilized to verify the

effectiveness of an EDI system between order placing and receiving companies integrated

from estimates through invoice payment. Additionally, EDI using a web over the Internet was

developed, and its effectiveness was verified through implementation testing in small and

medium-sized purchasing companies. A new procurement scheme was also developed

through sharing of information between order placing and receiving companies over the

Internet and simplification of trading operations was verified through testing.

Based on verification in the validation experiment, and infrastructure system will be built and

operated to realize complete electronic commercial transactions targeting all purchasers, and

promote resolution of issues in electronic commercial transactions.

3. System Overview

The inter-business electronic procurement infrastructure system realized the following

functions necessary for conducting electronic commercial transactions among order placers

and receivers.

EDI function employing an open network

 Information sharing function for production plans and inventory information

 Security function for authentication and encryption

4. System Configuration

This infrastructure system is comprised of a VAN-type EDI function, new company-wide

EDI server with an EDI function operated over the Web, and operating division server to

support procurement operations. The network was formed by building an extranet segment

for connection of the company-wide EDI server to the Internet, and a firewall was built to

guarantee security between the extranet segment, Internet, and the company-internal LAN.

5. Main Functions

File transfer, storage, conversion, distribution, EDI format conversion, control of order

placement and receipt via the Web, an operational control system, and other functions were
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built into the company-wide EDI server, and mutual linking was affected through a message

queuing method using asynchronous telecommunications software. In the file transfer

function, EDI connection to a company-wide center was realized in internal company

business locations by FTP and the message queuing method through an internal company

LAN and in purchasing companies through HTTP and S/MIME. In the storage, conversion,

and distribution function, conversion of character codes, partitioning of data at the sender and

data type levels, storage, and other basic EDI functions are provided. In the EDI format

conversion function, format conversions of EDI data conforming to the domestic industry

standard (EIAJ) and international standard (EDIFACT, ANSI X.12) and internal company

standard EDI data are affected uniformly. The order placement and receipt control function

via the Web provides functions for preparation, query, and revision of EDI data, form

printing, data downloads, and other services. In the operational control system, an

authentication facility was established to issue certificates in order to authenticate users over

the Internet, and a security function was realized in the open network. In the operating

division server, a work flow system from electronic approval of unit estimates to unit master

registration was built to realize a function for linkage to estimate EDI through the company-

wide server.

6. Validation Results of New Procurement System through Information Sharing

This theme was tested among electronic component purchasers and process outsourcers.

Production plan information, material inventory information, and similar information is

essential information for cementing the cooperation of order placers and receivers. This

information is public and shared on the Web for the purpose of realizing a new procurement

system for automatic material supply without orders for immediate response to market

changes and short lead-times through close information cooperation with process outsourcers.

The result was confirmation of substantial effects in reduction of ordering operations and

lead-times.

7. Validation Results of Unit Estimate Approval Work Flow
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This theme was tested among electronic component purchasers and processing outsourcers.

Many purchasing price estimates and agreements occur monthly for both new and currently

used components, and the operational volumes are considerable. The result of combination of

estimate EDI and the company internal work flow system confirmation of substantial effects

in reduction of operational processes and lead-times.

8. Validation Results of Integrated EDI and Web-EDI

This theme was tested for both LAN and WEB-type systems. As shown in Figure 4,

Integrated EDI implements EDI for all operational transaction processes from estimates

through invoicing and payments. In the validation experiment, the target range was expanded

to estimate operations, invoicing and payment operations, supply operations, and other

operations. Additionally, Web-EDI was utilized to test integrated EDI among small and

medium-sized purchasers that had difficulty implementing EDI in the past. A standardized

delivery system using industry standard bar-code delivery vouchers was also implemented at

the same time. Paperless transaction documentation vouchers based on electronic book-

keeping storage methods and electronic book-keeping storage regulations was also

implemented through electronic recording and storage of transaction data sent and received

by integrated EDI. As a result, operational management rules were revamped and

standardized at all transaction levels. Consequently, substantial effects inreduction of

operational processes and lead-times, and improved operational accuracy were confirmed. In

particular, the effectiveness Web-EDI was confirmed for small and medium-sized purchasers

in terms of ease of implementation, simplicity of operation, and other points, and this can be

expected to provide major impetus to future promotion of EDI. Paperless transaction

documentation vouchers and electronic storage are significant because transaction

documentation vouchers include estimate forms, unit contact vouchers, order forms, goods

receipt forms, invoices, supply planing documents, supply receipt forms, and other types of

vouchers. However, these vouchers will be replaced by EDI, and substantial effects in

reduction of operational processes, paper costs, and storage space were confirmed.
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In Section 3 of this course you will cover these topics:
Enabling Commerce Using The Internet

Securing Information Systems

Topic : Enabling Commerce Using The Internet

Topic Objective:

At the end of this topic student would be able to:

 Understand the Electronic commerce

 Understand the Early development

 Understand the Government regulations

 Understand the Timeline

 Understand the Business applications

 Understand the Government regulations

 Understand the Forms

Definition/Overview:

Electronic commerce: Electronic commerce, commonly known as e-commerce or

eCommerce, consists of the buying and selling of products or services over electronic

systems such as the Internet and other computer networks
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Early development: The meaning of electronic commerce has changed over the last 30 years.

Originally, electronic commerce meant the facilitation of commercial transactions

electronically, using technology such as Electronic Data Interchange (EDI) and Electronic

Funds Transfer (EFT).

Government regulations:In the United States, some electronic commerce activities are

regulated by the Federal Trade Commission (FTC). These activities include the use of

commercial e-mails, online advertising and consumer privacy.

Key Points:

Electronic commerce, commonly known as e-commerce or eCommerce, consists of the

buying and selling of products or services over electronic systems such as the Internet and

other computer networks. The amount of trade conducted electronically has grown

extraordinarily since the spread of the Internet. A wide variety of commerce is conducted in

this way, spurring and drawing on innovations in electronic funds transfer, supply chain

management, Internet marketing, online transaction processing, electronic data interchange

(EDI), inventory management systems, and automated data collection systems. Modern

electronic commerce typically uses the World Wide Web at least at some point in the

transaction's lifecycle, although it can encompass a wider range of technologies such as e-

mail as well. A large percentage of electronic commerce is conducted entirely electronically

for virtual items such as access to premium content on a website, but most electronic

commerce involves the transportation of physical items in some way. Online retailers are

sometimes known as e-tailersand online retail is sometimes known as e-tail. Almost all big

retailers have electronic commerce presence on the World Wide Web. Electronic commerce

that is conducted between businesses is referred to as business-to-business or B2B. B2B can

be open to all interested parties (e.g. commodity exchange) or limited to specific, pre-

qualified participants (private electronic market). Electronic commerce that is conducted

between businesses and consumers, on the other hand, is referred to as business-to-consumer

or B2C. This is the type of electronic commerce conducted by companies such as

Amazon.com. Electronic commerce is generally considered to be the sales aspect of e-
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business. It also consists of the exchange of data to facilitate the financing and payment

aspects of the business transactions.

1.Early development

The meaning of electronic commerce has changed over the last 30 years. Originally,

electronic commerce meant the facilitation of commercial transactions electronically, using

technology such as Electronic Data Interchange (EDI) and Electronic Funds Transfer (EFT).

These were both introduced in the late 1970s, allowing businesses to send commercial

documents like purchase orders or invoices electronically. The growth and acceptance of

credit cards, automated teller machines (ATM) and telephone banking in the 1980s were also

forms of electronic commerce. Another form of e-commerce was the airline reservation

system typified by Sabre in the USAand Travicom in the UK. Online shopping was invented

in the UK in 1979 by Michael Aldrich and during the 1980s it was used extensively

particularly by auto manufacturers such as Ford, Peugeot-Talbot, General Motors and Nissan.

From the 1990s onwards, electronic commerce would additionally include enterprise resource

planning systems (ERP), data mining and data warehousing. Perhaps it is introduced from the

Telephone Exchange Office, or maybe not. The earliest example of many-to-many electronic

commerce in physical goods was the Boston Computer Exchange, a marketplace for used

computers launched in 1982. The first online information marketplace, including online

consulting, was likely the American Information Exchange, another pre-Internet online

system introduced in 1991. Although the Internet became popular worldwide in 1994, it took

about five years to introduce security protocols and DSL allowing continual connection to the

Internet. And by the end of 2000, a lot of European and American business companies

offered their services through the World Wide Web. Since then people began to associate a

word "ecommerce" with the ability of purchasing various goods through the Internet using

secure protocols and electronic payment services.

2. Timeline

 1990: Tim Berners-Lee writes the first web browser, WorldWideWeb, using a NeXT

computer.

 1992: J.H. Snider and Terra Ziporyn publish Future Shop: How New Technologies Will

Change the Way We Shop and What We Buy

 1994: Netscape releases the Navigator browser in October under the code name Mozilla.

Pizza Hut offers pizza ordering on its Web page. The first online bank opens. Attempts to
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offer flower delivery and magazine subscriptions online. Adult materials also becomes

commercially available, as do cars and bikes. Netscape 1.0 is introduced in late 1994 SSL

encryption that made transactions secure.

 1995: Jeff Bezos launches Amazon.com and the first commercial-free 24 hour, internet-only

radio stations, Radio HK and NetRadio start broadcasting. Dell and Cisco begin to

aggressively use Internet for commercial transactions. eBay is founded by computer

programmer Pierre Omidyar as AuctionWeb.

 1998: Electronic postal stamps can be purchased and downloaded for printing from the Web.

 1999: Business.com sold for US $7.5 million to eCompanies, which was purchased in 1997

for US $149,000. The peer-to-peer filesharing software Napster launches.

 2000: The dot-com bust.

 2002: eBay acquires PayPal for $1.5 billion. Niche retail companies CSN Stores and

NetShops are founded with the concept of selling products through several targeted domains,

rather than a central portal.

 2003: Amazon.com posts first yearly profit.

 2007: Business.com acquired by R.H. Donnelley for $345 million.

 2008: US eCommerce and Online Retail sales projected to reach $204 billion, an increase of

17 percent over 2007.

3. Business applications

Some common applications related to electronic commerce are the following:

 Email

 Enterprise content management

 Instant messaging

 Newsgroups

 Online shopping and order tracking

 Online banking

 Online office suites

 Domestic and international payment systems

 Shopping cart software

 Teleconferencing

 Electronic tickets

4. Government regulations
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In the United States, some electronic commerce activities are regulated by the Federal Trade

Commission (FTC). These activities include the use of commercial e-mails, online

advertising and consumer privacy. The CAN-SPAM Act of 2003 establishes national

standards for direct marketing over e-mail. The Federal Trade Commission Act regulates all

forms of advertising, including online advertising, and states that advertising must be truthful

and non-deceptive. Using its authority under Section 5 of the FTC Act, which prohibits unfair

or deceptive practices, the FTC has brought a number of cases to enforce the promises in

corporate privacy statements, including promises about the security of consumers personal

information. As result, any corporate privacy policy related to e-commerce activity may be

subject to enforcement by the FTC.

5. Forms

Contemporary electronic commerce involves everything from ordering "digital" content for

immediate online consumption, to ordering conventional goods and services, to "meta"

services to facilitate other types of electronic commerce. On the consumer level, electronic

commerce is mostly conducted on the World Wide Web. An individual can go online to

purchase anything from books or groceries, to expensive items like real estate. Another

example would be online banking, i.e. online bill payments, buying stocks, transferring funds

from one account to another, and initiating wire payment to another country. All of these

activities can be done with a few strokes of the keyboard. On the institutional level, big

corporations and financial institutions use the internet to exchange financial data to facilitate

domestic and international business. Data integrity and security are very hot and pressing

issues for electronic commerce today.

Topic : Securing Information Systems

Topic Objective:

At the end of this topic student would be able to:

 Understand the Information security

 Understand the Confidentiality
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 Understand the Integrity

 Understand the Availability

Definition/Overview:

Information security: means protecting information and information systems from

unauthorized access, use, disclosure, disruption, modification or destruction.

Confidentiality: Confidentiality is the property of preventing disclosure of information to

unauthorized individuals or systems.

Integrity: In information security, integrity means that data cannot be modified without

authorization

Availability: For any information system to serve its purpose, the information must be

available when it is needed.

Key Points:

1. Information security

Information security means protecting information and information systems from

unauthorized access, use, disclosure, disruption, modification or destruction.

The terms information security, computer security and information assurance are frequently

incorrectly used interchangeably. These fields are interrelated often and share the common

goals of protecting the confidentiality, integrity and availability of information; however,

there are some subtle differences between them. These differences lie primarily in the

approach to the subject, the methodologies used, and the areas of concentration. Information

security is concerned with the confidentiality, integrity and availability of data regardless of

the form the data may take: electronic, print, or other forms. Computer security can focus on

ensuring the availability and correct operation of a computer system without concern for the

information stored or processed by the computer. Governments, military, corporate, financial

institutions, hospitals, and private businesses amass a great deal of confidential information

about their employees, customers, products, research, and financial status. Most of this

information is now collected, processed and stored on electronic computers and transmitted

across networks to other computers. Should confidential information about a businesss
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customers or finances or new product line fall into the hands of a competitor, such a breach of

security could lead to lost business, law suits or even bankruptcy of the business. Protecting

confidential information is a business requirement, and in many cases also an ethical and

legal requirement. For the individual, information security has a significant effect on privacy,

which is viewed very differently in different cultures. The field of information security has

grown and evolved significantly in recent years. As a career choice there are many ways of

gaining entry into the field. It offers many areas for specialization including, securing

network(s) and allied infrastructure, securing applications and databases, security testing,

information systems auditing, business continuity planning and digital forensics science, to

name a few.

2. History

Since the early days of writing, heads of state and military commanders understood that it

was necessary to provide some mechanism to protect the confidentiality of written

correspondence and to have some means of detecting tampering. Persons desiring secure

communications have used wax seals and other sealing devices to signify the authenticity of

documents, prevent tampering, and ensure confidentiality of correspondence. Julius Caesar is

credited with the invention of the Caesar cipher c50 B.C., which was created in order to

prevent his secret messages from being, read should a message fall into the wrong hands.

World War II brought about much advancement in information security and mark the

beginning of the professional field of information security. WWII saw advancements in the

physical protection of information with barricades and armed guards controlling access into

information centers. It also saw the introduction of formalized classification of data based

upon the sensitivity of the information and identification of those who could have access to

the information. During WWII background checks were also conducted before granting

clearance to classified information. The end of the 20th century and early years of the 21st

century saw rapid advancements in telecommunications, computing hardware and software,

and data encryption. The availability of smaller, more powerful and less expensive computing

equipment made electronic data processing within the reach of small business and the home

user. These computers quickly became interconnected through a network generically called

the Internet or World Wide Web. The rapid growth and widespread use of electronic data

processing and electronic business conducted through the Internet, along with numerous

occurrences of international terrorism, fueled the need for better methods of protecting the

computers and the information they store, process and transmit. The academic disciplines of

computer security, information security and information assurance emerged along with
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numerous professional organizations - all sharing the common goals of ensuring the security

and reliability of information systems.

3. Confidentiality

Confidentiality is the property of preventing disclosure of information to unauthorized

individuals or systems. For example, a credit card transaction on the Internet requires the

credit card number to be transmitted from the buyer to the merchant and from the merchant to

a transaction processing network. The system attempts to enforce confidentiality by

encrypting the card number during transmission, by limiting the places where it might appear

(in databases, log files, backups, printed receipts, and so on), and by restricting access to the

places where it is stored. If an unauthorized party obtains the card number in any way, a

breach of confidentiality has occurred. Breaches of confidentiality take many forms.

Permitting someone to look over your shoulder at your computer screen while you have

confidential data displayed on it could be a breach of confidentiality. If a laptop computer

containing sensitive information about a company's employees is stolen or sold, it could

result in a breach of confidentiality. Giving out confidential information over the telephone is

a breach of confidentiality if the caller is not authorized to have the information.

Confidentiality is necessary for maintaining the privacy of the people whose personal

information a system holds.

4. Integrity

In information security, integrity means that data cannot be modified without authorization.

This is not the same thing as referential integrity in databases. Integrity is violated when an

employee accidentally or with malicious intent deletes important data files, when a computer

virus infects a computer, when an employee is able to modify his own salary in a payroll

database, when an unauthorized user vandalizes a web site, when someone is able to cast a

very large number of votes in an online poll, and so on. There are many ways in which

integrity could be violated without malicious intent. In the simplest case, a user on a system

could mis-type someone's address. On a larger scale, if an automated process is not written

and tested correctly, bulk updates to a database could alter data in an incorrect way, leaving

the integrity of the data compromised. Information security professionals are tasked with

finding ways to implement controls that prevent errors of integrity.
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5. Availability

For any information system to serve its purpose, the information must be available when it is

needed. This means that the computing systems used to store and process the information, the

security controls used to protect it, and the communication channels used to access it must be

functioning correctly. High availability systems aim to remain available at all times,

preventing service disruptions due to power outages, hardware failures, and system upgrades.

Ensuring availability also involves preventing denial-of-service attacks. In 2002, Donn Parker

proposed an alternative model for the classic CIA triad that he called the six atomic elements

of information. The elements are confidentiality, possession, integrity, authenticity,

availability, and utility. The merits of the Parkerian hexad are a subject of debate amongst

security professionals.

6. Authenticity

In computing, e-Business and information security it is necessary to ensure that the data,

transactions, communications or documents (electronic or physical) are genuine. It is also

important for authenticity to validate that both parties involved are who they claim they are.

7. Non-repudiation

In law, non-repudiation implies one's intention to fulfill their obligations to a contract. It also

implies that one party of a transaction cannot deny having received a transaction nor can the

other party deny having sent a transaction.

Electronic commerce uses technology such as digital signatures and encryption to establish

authenticity and non-repudiation.

8. Risk management

A comprehensive treatment of the topic of risk management is beyond the scope of this

article. We will however, provide a useful definition of risk management, outline a

commonly used process for risk management, and define some basic terminology. The CISA

Review Manual 2006 provides the following definition of risk management: "Risk

management is the process of identifying vulnerabilities and threats to the information

resources used by an organization in achieving business objectives, and deciding what

countermeasures, if any, to take in reducing risk to an acceptable level, based on the value of

the information resource to the organization." There are two things in this definition that may

need some clarification. First, the process of risk management is an ongoing iterative process.

It must be repeated indefinitely. The business environment is constantly changing and new

threats and vulnerability emerge every day. Second, the choice of countermeasures (controls)
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used to manage risks must strike a balance between productivity, cost, effectiveness of the

countermeasure, and the value of the informational asset being protected.

9. Risk

Risk is the likelihood that something bad will happen that causes harm to an informational

asset (or the loss of the asset). A vulnerability is a weakness that could be used to endanger or

cause harm to an informational asset. A threat is anything (man made or act of nature) that

has the potential to cause harm. The likelihood that a threat will use a vulnerability to cause

harm creates a risk. When a threat does use a vulnerability to inflict harm, it has an impact. In

the context of information security, the impact is a loss of availability, integrity, and

confidentiality, and possibly other losses (lost income, loss of life, loss of real property). It

should be pointed out that it is not possible to identify all risks, nor is it possible to eliminate

all risk. The remaining risk is called residual risk. A risk assessment is carried out by a team

of people who have knowledge of specific areas of the business. Membership of the team

may vary over time as different parts of the business are assessed. The assessment may use a

subjective qualitative analysis based on informed opinion, or where reliable dollar figures and

historical information is available, the analysis may use quantitative analysis.

The ISO/IEC 27002:2005 Code of practice for information security management

recommends the following be examined during a risk assessment:

 security policy,

 organization of information security,

 asset management, human resources security,

 physical and environmental security,

 communications and operations management,

 access control,

 information systems acquisition,

 development and maintenance,

 information security incident management,

 business continuity management, and

 Regulatory compliance.

In broad terms the risk management process consists of:

 Identification of assets and estimating their value. Include: people, buildings, hardware,

software, data (electronic, print, and other), and supplies.
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 Conduct a threat assessment. Include: Acts of nature, acts of war, accidents, and malicious

acts originating from inside or outside the organization.

 Conduct a vulnerability assessment, and for each vulnerability, calculate the probability that

it will be exploited. Evaluate policies, procedures, standards, training, physical security,

quality control, technical security.

 Calculate the impact that each threat would have on each asset. Use qualitative analysis or

quantitative analysis.

 Identify, select and implement appropriate controls. Provide a proportional response.

Consider productivity, cost effectiveness, and value of the asset.

 Evaluate the effectiveness of the control measures. Ensure the controls provide the required

cost effective protection without discernible loss of productivity.

For any given risk, Executive Management can choose to accept the risk based upon the

relative low value of the asset, the relative low frequency of occurrence, and the relative low

impact on the business. Or, leadership may choose to mitigate the risk by selecting and

implementing appropriate control measures to reduce the risk. In some cases, the risk can be

transferred to another business by buying insurance or out-sourcing to another business. The

reality of some risks may be disputed. In such cases leadership may choose to deny the risk.

This is itself a potential risk.

10. Controls

When Management chooses to mitigate a risk, they will do so by implementing one or more

of three different types of controls.

11. Administrative

Administrative controls (also called procedural controls) consist of approved written policies,

procedures, standards and guidelines. Administrative controls form the framework for

running the business and managing people. They inform people on how the business is to be

run and how day to day operations are to be conducted. Laws and regulations created by

government bodies are also a type of administrative control because they inform the business.

Some industry sectors have policies, procedures, standards and guidelines that must be

followed - the Payment Card Industry (PCI) Data Security Standard required by Visa and

Master Card is such an example. Other examples of administrative controls include the

corporate security policy, password policy, hiring policies, and disciplinary policies.

Administrative controls form the basis for the selection and implementation of logical and
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physical controls. Logical and physical controls are manifestations of administrative controls.

Administrative controls are of paramount importance.

12. Logical

Logical controls (also called technical controls) use software and data to monitor and control

access to information and computing systems. For example: passwords, network and host

based firewalls, network intrusion detection systems, access control lists, and data encryption

are logical controls. An important logical control that is frequently overlooked is the principle

of least privilege. The principle of least privilege requires that an individual, program or

system process is not granted any more access privileges than are necessary to perform the

task. A blatant example of the failure to adhere to the principle of least privilege is logging

into Windows as user Administrator to read Email and surf the Web. Violations of this

principle can also occur when an individual collects additional access privileges over time.

This happens when employees' job duties change, or they are promoted to a new position, or

they transfer to another department. The access privileges required by their new duties are

frequently added onto their already existing access privileges which may no longer be

necessary or appropriate.

13. Physical

Physical controls monitor and control the environment of the work place and computing

facilities. They also monitor and control access to and from such facilities. For example:

doors, locks, heating and air conditioning, smoke and fire alarms, fire suppression systems,

cameras, barricades, fencing, security guards, cable locks, etc. Separating the network and

work place into functional areas are also physical controls. An important physical control that

is frequently overlooked is the separation of duties. Separation of duties ensures that an

individual can not complete a critical task by himself. For example: an employee who

submits a request for reimbursement should not also be able to authorize payment or print the

check. An applications programmer should not also be the server administrator or the

database administrator - these roles and responsibilities must be separated from one another.

14. Security classification for information

An important aspect of information security and risk management is recognizing the value of

information and defining appropriate procedures and protection requirements for the

information. Not all information is equal and so not all information requires the same degree

of protection. This requires information to be assigned a security classification. The first step

in information classification is to identify a member of senior management as the owner of
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the particular information to be classified. Next, develop a classification policy. The policy

should describe the different classification labels, define the criteria for information to be

assigned a particular label, and list the required security controls for each classification. Some

factors that influence which classification information should be assigned include how much

value that information has to the organization, how old the information is and whether or not

the information has become obsolete. Laws and other regulatory requirements are also

important considerations when classifying information. Common information security

classification labels used by the business sector are: public, sensitive, private, confidential.

Common information security classification labels used by government are: Unclassified,

Sensitive But Unclassified, Restricted, Confidential, Secret, Top Secret and their non-English

equivalents. All employees in the organization, as well as business partners, must be trained

on the classification schema and understand the required security controls and handling

procedures for each classification. The classification a particular information asset has been

assigned should be reviewed periodically to ensure the classification is still appropriate for

the information and to ensure the security controls required by the classification are in place.

15. Access control

Access to protected information must be restricted to people who are authorized to access the

information. The computer programs, and in many cases the computers that process the

information, must also be authorized. This requires that mechanisms be in place to control the

access to protected information. The sophistication of the access control mechanisms should

be in parity with the value of the information being protected - the more sensitive or valuable

the information the stronger the control mechanisms need to be. The foundation on which

access control mechanisms are built start with identification and authentication.

16. Identification is an assertion of who someone is or what something is. If a person makes

the statement "Hello, my name is John Doe." they are making a claim of who they are.

However, their claim may or may not be true. Before John Doe can be granted access to

protected information it will be necessary to verify that the person claiming to be John Doe

really is John Doe.

17. Authentication is the act of verifying a claim of identity. When John Doe goes into a

bank to make a withdrawal, he tells the bank teller he is John Doe (a claim of identity). The

bank teller asks to see a photo ID, so he hands the teller his driver's license. The bank teller

checks the license to make sure it has John Doe printed on it and compares the photograph on

the license against the person claiming to be John Doe. If the photo and name match the

person, then the teller has authenticated that John Doe is who he claimed to be. There are
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three different types of information that can be used for authentication: something you know,

something you have, or something you are. Examples of something you know include such

things as a PIN, a password, or your mother's maiden name. Examples of something you have

include a driver's license or a magnetic swipe card. Something you are refers to biometrics.

Examples of biometrics include palm prints, finger prints, voice prints and retina (eye) scans.

Strong authentication requires providing information from two of the three different types of

authentication information. For example, something you know plus something you have. This

is called two factor authentication. On computer systems in use today, the Username is the

most common form of identification and the Password is the most common form of

authentication. Usernames and passwords have served their purpose but in our modern world

they are no longer adequate. Usernames and passwords are slowly being replaced with more

sophisticated authentication mechanisms.

After a person, program or computer has successfully been identified and authenticated then

it must be determined what informational resources they are permitted to access and what

actions they will be allowed to perform (run, view, create, delete, or change). This is called

authorization. Authorization to access information and other computing services begins with

administrative policies and procedures. The policies prescribe what information and

computing services can be accessed, by whom, and under what conditions. The access control

mechanisms are then configured to enforce these policies. Different computing systems are

equipped with different kinds of access control mechanisms - some may even offer a choice

of different access control mechanisms. The access control mechanism a system offers will

be based upon one of three approaches to access control or it may be derived from a

combination of the three approaches. The non-discretionary approach consolidates all access

control under a centralized administration. The access to information and other resources is

usually based on the individuals function (role) in the organization or the tasks the individual

must perform. The discretionary approach gives the creator or owner of the information

resource the ability to control access to those resources. In the Mandatory access control

approach, access is granted or denied bases upon the security classification assigned to the

information resource. Examples of common access control mechanisms in use today include

Role-based access control available in many advanced Database Management Systems,

simple file permissions provided in the UNIX and Windows operating systems, Group Policy

Objects provided in Windows network systems, Kerberos, RADIUS, TACACS, and the

simple access lists used in many firewalls and routers. To be effective, policies and other

security controls must be enforceable and upheld. Effective policies ensure that people are
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held accountable for their actions. All failed and successful authentication attempts must be

logged, and all access to information must leave some type of audit trail.

18. Cryptography

Information security uses cryptography to transform usable information into a form that

renders it unusable by anyone other than an authorized user; this process is called encryption.

Information that has been encrypted (rendered unusable) can be transformed back into its

original usable form by an authorized user, who possesses the cryptographic key, through the

process of decryption. Cryptography is used in information security to protect information

from unauthorized or accidental discloser while the information is in transit (either

electronically or physically) and while information is in storage. Cryptography provides

information security with other useful applications as well including improved authentication

methods, message digests, digital signatures, non-repudiation, and encrypted network

communications. Older less secure application such as telnet and ftp are slowly being

replaced with more secure applications such as ssh that use encrypted network

communications. Wireless communications can be encrypted using the WPA or WEP

protocols. Software applications such as GNUPG or PGP can be used to encrypt data files

and Email. Cryptography can introduce security problems when it is not implemented

correctly. Cryptographic solutions need to be implemented using industry accepted solutions

that have undergone rigorous peer review by independent experts in cryptography. The length

and strength of the encryption key is also an important consideration. A key that is weak or

too short will produce weak encryption. The keys used for encryption and decryption must be

protected with the same degree of rigor as any other confidential information. They must be

protected from unauthorized disclosure and destruction and they must be available when

needed. PKI solutions address many of the problems that surround key management.

19. Defense in depth

Information security must protect information throughout the life span of the information,

from the initial creation of the information on through to the final disposal of the information.

The information must be protected while in motion and while at rest. During its life time,

information may pass through many different information processing systems and through

many different parts of information processing systems. There are many different ways the

information and information systems can be threatened. To fully protect the information

during its lifetime, each component of the information processing system must have its own

protection mechanisms. The building up, layering on and overlapping of security measures is

called defense in depth. The strength of any system is no greater than its weakest link. Using
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a defense in depth strategy, should one defensive measure fail there are other defensive

measures in place that continue to provide protection. Recall the earlier discussion about

administrative controls, logical controls, and physical controls. The three types of controls

can be used to form the basis upon which to build a defense-in-depth strategy. With this

approach, defense-in-depth can be conceptualized as three distinct layers or planes laid one

on top of the other. Additional insight into defense-in- depth can be gained by thinking of it

as forming the layers of an onion, with data at the core of the onion, people as the outer layer

of the onion, and network security, host-based security and application security forming the

inner layers of the onion. Both perspectives are equally valid and each provides valuable

insight into the implementation of a good defense-in-depth strategy.

20. Process

The terms reasonable and prudent person, due care and due diligence have been used in the

fields of Finance, Securities, and Law for many years. In recent years these terms have found

their way into the fields of computing and information security. U.S.A. Federal Sentencing

Guidelines now make it possible to hold corporate officers liable for failing to exercise due

care and due diligence in the management of their information systems. In the business

world, stockholders, customers, business partners and governments have the expectation that

corporate officers will run the business in accordance with accepted business practices and in

compliance with laws and other regulatory requirements. This is often described as the

"reasonable and prudent person" rule. A prudent person takes due care to ensure that

everything necessary is done to operate the business by sound business principles and in a

legal ethical manner. A prudent person is also diligent (mindful, attentive, and ongoing) in

their due care of the business. In the field of Information Security, Harris offers the following

definitions of due care and due diligence: "Due care are steps that are taken to show that a

company has taken responsibility for the activities that take place within the corporation and

has taken the necessary steps to help protect the company, its resources, and employees."

And, [Due diligence are the] "continual activities that make sure the protection mechanisms

are continually maintained and operational." Attention should be made to two important

points in these definitions. First, in due care, steps are taken to show - this means that the

steps can be verified, measured, or even produce tangible artifacts. Second, in due diligence,

there are continual activities - this means that people are actually doing things to monitor and

maintain the protection mechanisms, and these activities are ongoing.

21. Change management
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Change management is a formal process for directing and controlling alterations to the

information processing environment. This includes alterations to desktop computers, the

network, servers and software. The objectives of change management are to reduce the risks

posed by changes to the information processing environment and improve the stability and

reliability of the processing environment as changes are made. It is not the objective of

change management to prevent or hinder necessary changes from being implemented. Any

change to the information processing environment introduces an element of risk. Even

apparently simple changes can have unexpected effects. One of Managements many

responsibilities is the management of risk. Change management is a tool for managing the

risks introduced by changes to the information processing environment. Part of the change

management process ensures that changes are not implemented at inopportune times when

they may disrupt critical business processes or interfere with other changes being

implemented. Not every change needs to be managed. Some kinds of changes are a part of

the everyday routine of information processing and adhere to a predefined procedure, which

reduces the overall level of risk to the processing environment. Creating a new user account

or deploying a new desktop computer are examples of changes that do not generally require

change management. However, relocating user file shares, or upgrading the Email server

pose a much higher level of risk to the processing environment and are not a normal everyday

activity. The critical first steps in change management are (i) defining change (and

communicating that definition) and (b) defining the scope of the change system. Change

management is usually overseen by a Change Review Board comprised of representatives

from key business areas, security, networking, systems administrators, Database

administration, applications development, desktop support and the help desk. The tasks of the

Change Review Board can be facilitated with the use of automated work flow application.

The responsibility of the Change Review Board is to ensure the organizations documented

change management procedures are followed.

The change management process is as follows:

 Requested: Anyone can request a change. The person making the change request may or

may not be the same person that performs the analysis or implements the change. When a

request for change is received, it may undergo a preliminary review to determine if the

requested change is compatible with the organizations business model and practices, and to

determine the amount of resources needed to implement the change.
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 Approved: Management runs the business and controls the allocation of resources therefore,

Management must approve requests for changes and assign a priority for every change.

Management might choose to reject a change request if the change is not compatible with the

business model, industry standards or best practices. Management might also choose to reject

a change request if the change requires more resources than can be allocated for the change.

 Planned Planning a change involves discovering the scope and impact of the proposed

change; analyzing the complexity of the change; allocation of resources and, developing,

testing and documenting both implementation and backout plans. Need to define the criteria

on which a decision to back out will be made.

 Tested: Every change must be tested in a safe test environment, which closely reflects the

actual production environment, before the change is applied to the production environment.

The backout plan must also be tested.

 Scheduled: Part of the change review board's responsibility is to assist in the scheduling of

changes by reviewing the proposed implementation date for potential conflicts with other

scheduled changes or critical business activities.

 Communicated: Once a change has been scheduled it must be communicated. The

communication is to give others the opportunity to remind the change review board about

other changes or critical business activities that might have been overlooked when scheduling

the change. The communication also serves to make the Help Desk and users aware that a

change is about to occur. Another responsibility of the change review board is to ensure that

scheduled changes have been properly communicated to those who will be affected by the

change or otherwise have an interest in the change.

 Implemented: At the appointed date and time, the changes must be implemented. Part of the

planning process was to develop an implementation plan, testing plan and, a back out plan. If

the implementation of the change should fail or, the post implementation testing fails or,

other "drop dead" criteria have been met, the back out plan should be implemented.

 Documented: All changes must be documented. The documentation includes the initial

request for change, its approval, the priority assigned to it, the implementation, testing and

back out plans, the results of the change review board critique, the date/time the change was

implemented, who implemented it, and whether the change was implemented successfully,

failed or postponed.

 Post change review: The change review board should hold a post implementation review of

changes. It is particularly important to review failed and backed out changes. The review
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board should try to understand the problems that were encountered, and look for areas for

improvement.

Change management procedures that are simple to follow and easy to use can greatly reduce

the overall risks created when changes are made to the information processing environment.

Good change management procedures improve the over all quality and success of changes as

they are implemented. This is accomplished through planning, peer review, documentation

and communication. ISO/IEC 20000, Visible Ops, and Information Technology Infrastructure

Library all provide valuable guidance on implementing an efficient and effective change

management program.

22. Business Continuity

Business Continuity is the mechanism by which an organization continues to operate its

critical business units, during planned or unplanned disruptions that affect normal business

operations, by invoking planned and managed procedures. Unlike what most people think

Business Continuity is not necessarily an IT system or process, simply because it is about the

business. Today disasters or disruptions to business are a reality. Whether the disaster is

natural or man-made (the TIME magazine has a website on the top 10), it affects normal life

and so business. So why is planning so important? Let us face reality that "all businesses

recover", whether they planned for recovery or not, simply because business is about earning

money for survival. The planning is merely getting better prepared to face it, knowing full

well that the best plans may fail. Planning helps to reduce cost of recovery, operational

overheads and most importantly sail through some smaller ones effortlessly.

For businesses to create effective plans they need to focus upon the following key questions.

Most of these are common knowledge, and anyone can do a BCP.

 Should a disaster strike, what are the first few things that I should do? Should I call people to

find if they are OK or call up the bank to figure out my money is safe? This is Emergency

Response. Emergency Response services help take the first hit when the disaster strikes and if

the disaster is serious enough the Emergency Response teams need to quickly get a Crisis

Management team in place.

 What parts of my business should I recover first? The one that brings me most money or the

one where I spend the most, or the one that will ensure I shall be able to get sustained future

growth? The identified sections are the critical business units. There is no magic bullet here,

no one answer satisfies all. Businesses need to find answers that meet business requirements.
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 How soon should I target to recover my critical business units? In BCP technical jargon this

is called Recovery Time Objective, or RTO. This objective will define what costs the

business will need to spend to recover from a disruption. For example, it is cheaper to recover

a business in 1 day than in 1 hour.

 What all do I need to recover the business? IT, machinery, records...food, water, people...So

many aspects to dwell upon. The cost factor becomes clearer now...Business leaders need to

drive business continuity. Hold on. My IT manager spent $200000 last month and created a

DRP (Disaster Recovery Plan), whatever happened to that? A DRP is about continuing an IT

system, and is one of the sections of a comprehensive Business Continuity Plan. Look below

for more on this.

 And where do I recover my business from... Will the business center give me space to work,

or would it be flooded by many people queuing up for the same reasons that I am.

 But once I do recover from the disaster and work in reduced production capacity, since my

main operational sites are unavailable, how long can this go on. How long can I do without

my original sites, systems, people? this defines the amount of business resilience a business

may have.

 Now that I know how to recover my business. How do I make sure my plan works? Most

BCP pundits would recommend testing the plan at least once a year, reviewing it for

adequacy and rewriting or updating the plans either annually or when businesses change.

23. Disaster recovery planning

While a business continuity plan (BCP) takes a broad approach to dealing with

organizational-wide effects of a disaster, a disaster recovery plan (DRP), which is a subset of

the business continuity plan, is instead focused on taking the necessary steps to resume

normal business operations as quickly as possible. A disaster recovery plan is executed

immediately after the disaster occurs and details what steps are to be taken in order to recover

critical information technology infrastructure.

24. Laws and regulations

Below is a partiallisting of European, United Kingdom, Canadian and USAgovernmental

laws and regulations that have, or will have, a significant effect on data processing and

information security. Important industry sector regulations have also been included when

they have a significant impact on information security.
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 UK Data Protection Act 1998 makes new provisions for the regulation of the processing of

information relating to individuals, including the obtaining, holding, use or disclosure of such

information. The European Union Data Protection Directive (EUDPD) requires that all EU

member must adopt national regulations to standardize the protection of data privacy for

citizens throughout the EU.

 The Computer Misuse Act 1990 is an Act of the UK Parliament making computer crime (e.g.

cracking - sometimes incorrectly referred to as hacking) a criminal offence. The Act has

become a model upon which several other countries including Canada and the Republic of

Ireland have drawn inspiration when subsequently drafting their own information security

laws.

 EU Data Retention laws requires Internet service providers and phone companies to keep

data on every electronic message sent and phone call made for between six months and two

years.

 The Family Educational Rights and Privacy Act (FERPA) (20 U.S.C. 1232 g; 34 CFR Part

99) is a USA Federal law that protects the privacy of student education records. The law

applies to all schools that receive funds under an applicable program of the U.S. Department

of Education. Generally, schools must have written permission from the parent or eligible

student in order to release any information from a student's education record.

 Health Insurance Portability and Accountability Act (HIPAA) requires the adoption of

national standards for electronic health care transactions and national identifiers for

providers, health insurance plans, and employers. And, it requires health care providers,

insurance providers and employers to safeguard the security and privacy of health data.

 Gramm-Leach-Bliley Act of 1999 (GLBA), also know as the Financial Services

Modernization Act of 1999, protects the privacy and security of private financial information

that financial institutions collect, hold, and process.

 Sarbanes-Oxley Act of 2002 (SOX). Section 404 of the act requires publicly traded

companies to assess the effectiveness of their internal controls for financial reporting in

annual reports they submit at the end of each fiscal year. Chief information officers are

responsible for the security, accuracy and the reliability of the systems that manage and

report the financial data. The act also requires publicly traded companies to engage

independent auditors who must attest to, and report on, the validity of their assessments.

 Payment Card Industry Data Security Standard (PCI DSS) establishes comprehensive

requirements for enhancing payment account data security. It was developed by the founding

payment brands of the PCI Security Standards Council, including American Express,
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Discover Financial Services, JCB, MasterCard Worldwide and Visa International, to help

facilitate the broad adoption of consistent data security measures on a global basis. The PCI

DSS is a multifaceted security standard that includes requirements for security management,

policies, procedures, network architecture, software design and other critical protective

measures.

 State Security Breach Notification Laws (California and many others) require businesses,

nonprofits, and state institutions to notify consumers when unencrypted "personal

information" may have been compromised, lost, or stolen.

 Personal Information Protection and Electronics Document Act (PIPEDA) - An Act to

support and promote electronic commerce by protecting personal information that is

collected, used or disclosed in certain circumstances, by providing for the use of electronic

means to communicate or record information or transactions and by amending the Canada

Evidence Act, the Statutory Instruments Act and the Statute Revision ActThant is in fact the

case.

25. Sources of standards

International Organization for Standardization (ISO) is a consortium of national standards

institutes from 157 countries with a Central Secretariat in GenevaSwitzerlandthat coordinates

the system. The ISO is the world's largest developer of standards. The ISO-15443:

"Information technology - Security techniques - A framework for IT security assurance",

ISO-17799: "Information technology - Security techniques - Code of practice for information

security management", ISO-20000: "Information technology - Service management", and

ISO-27001: "Information technology - Security techniques - Information security

management systems" are of particular interest to information security professionals. The

USA National Institute of Standards and Technology (NIST) is a non-regulatory federal

agency within the U.S. Department of Commerce. The NIST Computer Security Division

develops standards, metrics, tests and validation programs as well as publishes standards and

guidelines to increase secure IT planning, implementation, management and operation. NIST

is also the custodian of the USA Federal Information Processing Standardpublications

(FIPS)]. The Internet Society is a professional membership society with more than 100

organization and over 20,000 individual members in over 180 countries. It provides

leadership in addressing issues that confront the future of the Internet, and is the organization

home for the groups responsible for Internet infrastructure standards, including the Internet

Engineering Task Force (IETF) and the Internet Architecture Board (IAB). The ISOC hosts
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the Requests for Comments (RFCs) which includes the Official Internet Protocol Standards

and the RFC-2196 Site Security Handbook. The Information Security Forum is a global

nonprofit organization of several hundred leading organizations in financial services,

manufacturing, telecommunications, consumer goods, government, and other areas. It

provides research into best practice and practice advice summarized in its biannual Standard

of Good Practice, incorporating detail specifications across many areas. The IT Baseline

Protection Catalogs, or IT-Grundschutz Catalogs, are a collection of documents from the

German Federal Office for Security in Information Technology (FSI), useful for detecting

and combating security-relevant weak points in the IT environment (IT cluster). The

collection encompasses over 3000 pages with the introduction and catalogs.

26. Professionalism

In 1989, CarnegieMellon Universityestablished the Information Networking Institute, the

United States' first research and education center devoted to information networking. The

academic disciplines of computer security, information security and information assurance

emerged along with numerous professional organizations during the later years of the 20th

century and early years of the 21st century. Entry into the field can be accomplished through

self-study, college or university schooling in the field, or through week long focused training

camps. Many colleges, universities and training companies offer many of their programs on-

line. The GIAC-GSEC and Security+ certifications are both entry level security certifications.

Membership of the Institute of Information Security Professionals (IISP) is gaining traction in

the U.K.as the professional standard for Information Security Professionals. The Certified

Information Systems Security Professional (CISSP) is a mid- to senior-level information

security certification. The Information Systems Security Architecture Professional (ISSAP),

Information Systems Security Engineering Professional (ISSEP), Information Systems

Security Management Professional (ISSMP), and Certified Information Security Manager

(CISM) certifications are well-respected advanced certifications in information-security

architecture, engineering, and management respectively. The profession of information

security has seen an increased demand for security professionals who are experienced in

network security auditing, penetration testing, and digital forensics investigation. In addition,

many smaller companies have cropped up as the result of this increased demand in

information security training and consulting. Information security is the ongoing process of

exercising due care and due diligence to protect information, and information systems, from

unauthorized access, use, disclosure, destruction, modification, or disruption or distribution.
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The never ending process of information security involves ongoing training, assessment,

protection, monitoring & detection, incident response & repair, documentation, and review.

With the pervasive use of information systems, new dangers have arisen for organizations,

and information security has become a paramount issue within the context of global

information management. This topic provides expanded coverage of the topic of securing

information systems by examining the primary threats to information systems security and

how systems are compromised. Using examples of organizations, such as PayPal, this topic

shows how companies can implement both technological and human-based safeguards to

better manage information systems. Information systems are most often compromised

through one or more of the following: unauthorized access, information modification, denial

of service, and viruses, as well as spam, spyware, and cookies. Unauthorized access: An

information systems security breach where an individuals sees, manipulates, or otherwise

handles electronically stored information. Information modification: An information systems

security attack by unauthorized users where electronic information is intentionally changed.

Denial-of-service (DoS): Attack by unauthorized users - often zombie computers - that makes

a network resource (e.g., Web site) unavailable to users or available with only a poor degree

of service.

 Virus: Destructive programs that disrupt the normal functioning of computer systems.

 Spam: Electronic junk mail.

 Spyware: Software that covertly gathers information about a user through an Internet

connection without the user's knowledge.

 Cookie: A message passed to a Web browser on a user's computer by a Web server, that is

then stored in a text file by the browser; that message is sent back to the server each time the

user's browser requests a page from that server.

Risk analysis is a process in which you assess the value of the assets being protected,

determine their likelihood of being compromised, and compare the probable costs of their

being compromised with the estimated costs of whatever protections you might have to take.

People in organizations often perform risk analyses for their systems to ensure that

information systems security programs make sense economically. Risk analysis then enables

us to determine what steps, if any, to take to secure systems.

There are basically three ways to react:
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 Risk Reduction. Taking active countermeasures to protect your systems, such as installing

firewalls

 Risk Acceptance. Implementing no countermeasures and simply absorbing any damages that

occur

 Risk Transference. Having someone else absorb the risk, such as by investing in insurance or

by outsourcing certain functions to another organization with specific expertise

Large organizations typically use a balance of all three approaches, taking steps in risk

reduction for some systems, accepting risk and living with it in other cases (i.e., risk

acceptance), and also insuring all or most of their systems activities as well (i.e., risk

transference). Physical access restrictions are means to make information systems more

secure by limiting access to computer systems. Many physical restrictions are based on

authentication, and include technologies such as biometrics, access control software, wireless

LAN control, virtual private networks, encryption, and firewalls. A firewall is a system

designed to detect intrusion and prevent unauthorized access to or from a private network.

Think of a firewall essentially as a security force inside the perimeter of the organization that

spots any intruders that penetrate the organization's outer defenses. Firewalls can be

implemented in hardware, in software, or in a combination of both. Firewalls are frequently

used to prevent unauthorized Internet users from accessing private networks connected to the

Internet, especially private corporate intranets. All messages entering or leaving the intranet

pass through the firewall, which examines each message and blocks those that do not meet

the specified security criteria. When you do not have access to a secure channel for sending

information, encryption is the best bet for keeping snoopers out. Encryption is the process of

encoding messages before they enter the network or airwaves, then decoding them at the

receiving end of the transfer so that the intended recipients can read or hear them. The

process works because if you scramble messages before you send them, eavesdroppers who

might intercept them cannot decipher them without the decoding key.

In Section 4 of this course you will cover these topics:
Enhancing Business Intelligence Using Information Systems

Building Organizational Partnerships Using Enterprise Information Systems
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Topic : Enhancing Business Intelligence Using Information Systems

Topic Objective:

At the end of this topic student would be able to:

 Understand the Decision support systems

 Understand the Taxonomies

 Understand the Architectures

 Understand the Development Frameworks

 Understand the Classifying DSS

 Understand the Expert systems

 Understand the Chaining

 Understand the Certainty factors

 Understand the Expert system architecture

 Understand the Explanation system

Definition/Overview:

Decision support systems: Decision support systems constitute a class of computer-based

information systems including knowledge-based systems that support decision-making

activities.

Development Frameworks: DSS systems are not entirely different from other systems and

require a structured approach

Classifying DSS: There are several ways to classify DSS applications. Not every DSS fits

neatly into one category, but a mix of two or more architecture in one

Expert system: An expert system is software that attempts to reproduce the performance of
one or more human experts, most commonly in a specific problem domain

Key Points:

1. Decision support systems
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Decision support systems constitute a class of computer-based information systems including

knowledge-based systems that support decision-making activities. Decision Support Systems

(DSS) are a specific class of computerized information system that supports business and

organizational decision-making activities. A properly-designed DSS is an interactive

software-based system intended to help decision makers compile useful information from raw

data, documents, personal knowledge, and/or business models to identify and solve problems

and make decisions.

Typical information that a decision support application might gather and present would be:

 an inventory of all of your current information assets (including legacy and relational data

sources, cubes, data warehouses, and data marts),

 comparative sales figures between one week and the next,

 projected revenue figures based on new product sales assumptions;

 The consequences of different decision alternatives, given past experience in a context that is

described.

2. A brief history

In the absence of an all-inclusive definition, we focus on the history of DSS (see also Power).

According to Keen , the concept of decision support has evolved from two main areas of

research: the theoretical studies of organizational decision making done at the Carnegie

Institute of Technology during the late 1950s and early 1960s, and the technical work on

interactive computer systems, mainly carried out at the Massachusetts Institute of Technology

in the 1960s. It is considered that the concept of DSS became an area of research of its own in

the middle of the 1970s, before gaining in intensity during the 1980s. In the middle and late

1980s, executive information systems (EIS), group decision support systems (GDSS), and

organizational decision support systems (ODSS) evolved from the single user and model-

oriented DSS. Beginning in about 1990, data warehousing and on-line analytical processing

(OLAP) began broadening the realm of DSS. As the turn of the millennium approached, new

Web-based analytical applications were introduced. It is clear that DSS belong to an

environment with multidisciplinary foundations, including (but not exclusively) database

research, artificial intelligence, human-computer interaction, simulation methods, software

engineering, and telecommunications. The advent of better and better reporting technologies

has seen DSS start to emerge as a critical component of management design. Examples of

this can be seen in the intense amount of discussion of DSS in the education environment.
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DSS also have a weak connection to the user interface paradigm of hypertext. Both the

University of Vermont PROMIS system (for medical decision making) and the Carnegie

Mellon ZOG/KMS system (for military and business decision making) were decision support

systems which also were major breakthroughs in user interface research. Furthermore,

although hypertext researchers have generally been concerned with information overload,

certain researchers, notably Douglas Engelbart, have been focused on decision makers in

particular.

3. Taxonomies

As with the definition, there is no universally-accepted taxonomy of DSS either. Different

authors propose different classifications. Using the relationship with the user as the criterion,

Haettenschwiler differentiates passive, active, and cooperative DSS. A passive DSS is a

system that aids the process of decision making, but that cannot bring out explicit decision

suggestions or solutions. An active DSS can bring out such decision suggestions or solutions.

A cooperative DSS allows the decision maker (or its advisor) to modify, complete, or refine

the decision suggestions provided by the system, before sending them back to the system for

validation. The system again improves, completes, and refines the suggestions of the decision

maker and sends them back to her for validation. The whole process then starts again, until a

consolidated solution is generated. Taxonomy for DSS has been created by Daniel Power.

Using the mode of assistance as the criterion, Power differentiates communication-driven

DSS, data-driven DSS, document-driven DSS, knowledge-driven DSS, and model-driven

DSS.

 A model-driven DSS emphasizes access to and manipulation of a statistical, financial,

optimization, or simulation model. Model-driven DSS use data and parameters provided by

users to assist decision makers in analyzing a situation; they are not necessarily data-

intensive. Dicodess is an example of an open source model-driven DSS generator.

 A communication-driven DSS supports more than one person working on a shared task;

examples include integrated tools like Microsoft's NetMeeting or Groove

 A data-driven DSS or data-oriented DSS emphasizes access to and manipulation of a time

series of internal company data and, sometimes, external data.

 A document-driven DSS manages, retrieves, and manipulates unstructured information in a

variety of electronic formats.
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 A knowledge-driven DSS provides specialized problem-solving expertise stored as facts,

rules, procedures, or in similar structures.

Using scope as the criterion, Power differentiates enterprise-wide DSS and desktop DSS. An

enterprise-wide DSS is linked to large data warehouses and serves many managers in the

company. A desktop, single-user DSS is a small system that runs on an individual manager's

PC.

4. Architectures

Once again, different authors identify different components in a DSS. For example, Sprague

and Carlson identify three fundamental components of DSS: (a) the database management

system (DBMS), (b) the model-base management system (MBMS), and (c) the dialog

generation and management system (DGMS).

 Haag et al. describe these three components in more detail:

 The Data Management Component stores information (which can be further subdivided into

that derived from an organization's traditional data repositories, from external sources such as

the Internet, or from the personal insights and experiences of individual users); the Model

Management Component handles representations of events, facts, or situations (using various

kinds of models, two examples being optimization models and goal-seeking models); and the

User Interface Management Component is, of course, the component that allows a user to

interact with the system.

 According to Power, academics and practitioners have discussed building DSS in terms of

four major components: (a) the user interface, (b) the database, (c) the model and analytical

tools, and (d) the DSS architecture and network.

 Httenschwiler identifies five components of DSS:

 (a) users with different roles or functions in the decision making process (decision maker,

advisors, domain experts, system experts, data collectors),

 (b) a specific and definable decision context,

 (c) a target system describing the majority of the preferences,

 (d) a knowledge base made of external data sources, knowledge databases, working

databases, data warehouses and meta-databases, mathematical models and methods,
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procedures, inference and search engines, administrative programs, and reporting systems,

and

 (e) a working environment for the preparation, analysis, and documentation of decision

alternatives.

 arakas proposes a generalized architecture made of five distinct parts:

 (a) the data management system,

 (b) the model management system,

 (c) the knowledge engine,

 (d) the user interface, and

 (e) The user(s).

5. Development Frameworks

DSS systems are not entirely different from other systems and require a structured approach.

A framework was provided by Sprague and Watson. The framework has three main levels. 1.

Technology levels 2. People involved 3. The developmental approach

5.1 Technology Levels

 Sprague has suggested that there are three levels of hardware and software that has been

proposed for DSS.

 Level 1 Specific DSS: This is the actual application that will be used to by the user. This is

the part of the application that allows the decision maker to make decisions in a particular

problem area. The user can act upon that particular problem.

 Level 2 DSS Generator: This level contains Hardware/software environment that allows

people to easily develop specific DSS applications. This level makes use of case tools or

systems such as Crystal, AIMMS, iThink and Clementine.

 Level 3 DSS Tools: Contains lower level hardware/software. DSS generators including

special languages, function libraries and linking modules

5.2 People Involved

 Sprague suggests there are 5 roles involved in a typical DSS development cycle.

 a) The end user.

 b) An intermediary.

 c) DSS developer
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 d) Technical supporter

 e) Systems Expert

5.3 Developmental

The developmental approach for a DSS system should be strongly iterative. This will

allow for the application to be changed and redesigned at various intervals. The initial

problem is used to design the system on and then tested and revised to ensure the

desired outcome is achieved.

6. Classifying DSS

There are several ways to classify DSS applications. Not every DSS fits neatly into one

category, but a mix of two or more architecture in one.

Holsapple and Whinston classify DSS into the following six frameworks: Text-oriented DSS,

Database-oriented DSS, Spreadsheet-oriented DSS, Solver-oriented DSS, Rule-oriented DSS,

and Compound DSS. A compound DSS is the most popular classification for a DSS. It is a

hybrid system that includes two or more of the five basic structures described by Holsapple

and Whinston . The support given by DSS can be separated into three distinct, interrelated

categories: Personal Support, Group Support, and Organizational Support. Additionally, the

buildup of a DSS is also classified into a few characteristics. 1) Inputs: this is used so the

DSS can have factors, numbers, and characteristics to analyze. 2) User knowledge and

expertise: This allows the system to decide how much it is relied on, and exactly what inputs

must be analyzed with or without the user. 3) Outputs: This is used so the user of the system

can analyze the decisions that may be made and then potentially 4) make a decision: This

decision making is made bythe DSS; however, it is ultimately made by the user in order to

decide on which criteria it should use. DSSs which perform selected cognitive decision-

making functions and are based on artificial intelligence or intelligent agents technologies are

called Intelligent Decision Support Systems (IDSS). The nascent field of Decision

engineering treats the decision itself as an engineered object, and applies engineering

principles such as Design and Quality assurance to an explicit representation of the elements

that make up a decision.

7. Expert systems
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An expert system is software that attempts to reproduce the performance of one or more

human experts, most commonly in a specific problem domain, and is a traditional application

and/or subfield of artificial intelligence. A wide variety of methods can be used to simulate

the performance of the expert however common to most or all are 1) the creation of a so-

called "knowledgebase" which uses some knowledge representation formalism to capture the

subject matter experts (SME) knowledge and 2) a process of gathering that knowledge from

the SME and codifying it according to the formalism, which is called knowledge engineering.

Expert systems may or may not have learning components but a third common element is that

once the system is developed it is proven by being placed in the same real world problem

solving situation as the human SME, typically as an aid to human workers or a supplement to

some information system. As a premiere application of computing and artificial intelligence,

the topic of expert systems has many points of contact with general systems theory,

operations research, business process reengineering and various topics in applied

mathematics and management science.

8. Chaining

There are two main methods of reasoning when using inference rules: backward chaining and

forward chaining.

Forward chaining starts with the data available and uses the inference rules to conclude more

data until a desired goal is reached. An inference engine using forward chaining searches the

inference rules until it finds one in which the if-clause is known to be true. It then concludes

the then-clause and adds this information to its data. It would continue to do this until a goal

is reached. Because the data available determines which inference rules are used, this method

is also called data driven.

Backward chaining starts with a list of goals and works backwards to see if there is data

which will allow it to conclude any of these goals. An inference engine using backward

chaining would search the inference rules until it finds one which has a then-clause that

matches a desired goal. If the if-clause of that inference rule is not known to be true, then it is

added to the list of goals. For example, suppose a rulebase contains

 If Fritz is green then Fritz is a frog.

 If Fritz is a frog then Fritz hops.

Suppose a goal is to conclude that Fritz hops. The rulebase would be searched and rule (2)

would be selected because its conclusion (the then clause) matches the goal. It is not known
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that Fritz is a frog, so this "if" statement is added to the goal list. The rulebase is again

searched and this time rule (1) is selected because its then clause matches the new goal just

added to the list. This time, the if-clause (Fritz is green) is known to be true and the goal that

Fritz hops is concluded. Because the list of goals determines which rules are selected and

used, this method is called goal driven.

9. Certainty factors

One advantage of expert systems over traditional methods of programming is that they allow

the use of "confidences" (or "certainty factors"). When a human reasons he does not always

conclude things with 100% confidence. He might say, "If Fritz is green, then he is probably a

frog" (after all, he might be a chameleon). This type of reasoning can be imitated by using

numeric values called confidences. For example, if it is known that Fritz is green, it might be

concluded with 0.85 confidences that he is a frog; or, if it is known that he is a frog, it might

be concluded with 0.95 confidences that he hops. These numbers are similar in nature to

probabilities, but they are not the same. They are meant to imitate the confidences humans

use in reasoning rather than to follow the mathematical definitions used in calculating

probabilities.

10. Expert system architecture

The following general points about expert systems and their architecture have been

illustrated.

 The sequence of steps taken to reach a conclusion is dynamically synthesized with each new

case. It is not explicitly programmed when the system is built.

 Expert systems can process multiple values for any problem parameter. This permits more

than one line of reasoning to be pursued and the results of incomplete (not fully determined)

reasoning to be presented.

 Problem solving is accomplished by applying specific knowledge rather than specific

technique. This is a key idea in expert systems technology. It reflects the belief that human

experts do not process their knowledge differently from others, but they do possess different

knowledge. With this philosophy, when one finds that their expert system does not produce

the desired results, work begins to expand the knowledge base, not to re-program the

procedures.

There are various expert systems in which a rulebase and an inference engine cooperate to

simulate the reasoning process that a human expert pursues in analyzing a problem and
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arriving at a conclusion. In these systems, in order to simulate the human reasoning process, a

vast amount of knowledge needed to be stored in the knowledge base. Generally, the

knowledge base of such an expert system consisted of a relatively large number of "if then"

type of statements that were interrelated in a manner that, in theory at least, resembled the

sequence of mental steps that were involved in the human reasoning process.

Because of the need for large storage capacities and related programs to store the rulebase,

most expert systems have, in the past, been run only on large information handling systems.

Recently, the storage capacity of personal computers has increased to a point where it is

becoming possible to consider running some types of simple expert systems on personal

computers.

In some applications of expert systems, the nature of the application and the amount of stored

information necessary to simulate the human reasoning process for that application is just too

vast to store in the active memory of a computer. In other applications of expert systems, the

nature of the application is such that not all of the information is always needed in the

reasoning process. An example of this latter type application would be the use of an expert

system to diagnose a data processing system comprising many separate components, some of

which are optional. When that type of expert system employs a single integrated rulebase to

diagnose the minimum system configuration of the data processing system, much of the

rulebase is not required since many of the components which are optional units of the system

will not be present in the system. Nevertheless, earlier expert systems require the entire

rulebase to be stored since all the rules were, in effect, chained or linked together by the

structure of the rulebase.

When the rulebase is segmented, preferably into contextual segments or units, it is then

possible to eliminate portions of the Rulebase containing data or knowledge that is not

needed in a particular application. The segmenting of the rulebase also allows the expert

system to be run with systems or on systems having much smaller memory capacities than

was possible with earlier arrangements since each segment of the rulebase can be paged into

and out of the system as needed. The segmenting of the rulebase into contextual segments

requires that the expert system manage various intersegment relationships as segments are

paged into and out of memory during execution of the program. Since the system permits a

rulebase segment to be called and executed at any time during the processing of the first

rulebase, provision must be made to store the data that has been accumulated up to that point

so that at some time later in the process, when the system returns to the first segment, it can

proceed from the last point or rule node that was processed. Also, provision must be made so
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that data that has been collected by the system up to that point can be passed to the second

segment of the rulebase after it has been paged into the system and data collected during the

processing of the second segment can be passed to the first segment when the system returns

to complete processing that segment. The user interface and the procedure interface are two

important functions in the information collection process.

11. Explanation system

Another major distinction between expert systems and traditional systems is illustrated by the

following answer given by the system when the user answers a question with another

question, "Why", as occurred in the above example. The answer is: A. I am trying to

determine the type of restaurant to suggest. So far Chinese is not a likely choice. It is possible

that French is a likely choice. I know that if the diner is a wine drinker, and the preferred

wine is French, then there is strong evidence that the restaurant choice should include French.

It is very difficult to implement a general explanation system (answering questions like

"Why" and "How") in a traditional computer program. An expert system can generate an

explanation by retracing the steps of its reasoning. The response of the expert system to the

question WHY is an exposure of the underlying knowledge structure. It is a rule; a set of

antecedent conditions which, if true, allow the assertion of a consequent. The rule references

values, and tests them against various constraints or asserts constraints onto them. This, in

fact, is a significant part of the knowledge structure. There are values, which may be

associated with some organizing entity. For example, the individual diner is an entity with

various attributes (values) including whether they drink wine and the kind of wine. There are

also rules, which associate the currently known values of some attributes with assertions that

can be made about other attributes. It is the orderly processing of these rules that dictates the

dialog itself.

12. Expert systems versus problem-solving systems

The principal distinction between expert systems and traditional problem solving programs is

the way in which the problem related expertise is coded. In traditional applications, problem

expertise is encoded in both program and data structures. In the expert system approach all of

the problem related expertise is encoded in data structures only; none is in programs. This

organization has several benefits. An example may help contrast the traditional problem

solving program with the expert system approach. The example is the problem of tax advice.

In the traditional approach data structures describe the taxpayer and tax tables, and a program

in which there are statements representing an expert tax consultant's knowledge, such as

statements which relate information about the taxpayer to tax table choices. It is this
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representation of the tax expert's knowledge that is difficult for the tax expert to understand

or modify. In the expert system approach, the information about taxpayers and tax

computations is again found in data structures, but now the knowledge describing the

relationships between them is encoded in data structures as well. The programs of an expert

system are independent of the problem domain (taxes) and serve to process the data structures

without regard to the nature of the problem area they describe. For example, there are

programs to acquire the described data values through user interaction, programs to represent

and process special organizations of description, and programs to process the declarations

that represent semantic relationships within the problem domain and an algorithm to control

the processing sequence and focus. The general architecture of an expert system involves two

principal components: a problem dependent set of data declarations called the knowledge

base or rule base, and a problem independent (although highly data structure dependent)

program which is called the inference engine.

13. Individuals involved with expert systems

There are generally three individuals having an interaction with expert systems. Primary

among these is the end-user; the individual who uses the system for its problem solving

assistance. In the building and maintenance of the system there are two other roles: the

problem domain expert who builds and supplies the knowledge base providing the domain

expertise, and a knowledge engineer who assists the experts in determining the representation

of their knowledge, enters this knowledge into an explanation module and who defines the

inference technique required to obtain useful problem solving activity. Usually, the

knowledge engineer will represent the problem solving activity in the form of rules which is

referred to as a rule-based expert system. When these rules are created from the domain

expertise, the knowledge base stores the rules of the expert system.

14. Inference rule

An understanding of the "inference rule" concept is important to understand expert systems.

An inference rule is a statement that has two parts, an if-clause and a then-clause. This rule is

what gives expert systems the ability to find solutions to diagnostic and prescriptive

problems. An example of an inference rule is:

 If the restaurant choice includes French, and the occasion is romantic,

 Then the restaurant choice is definitely Paul Bocuse.
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An expert system's rulebase is made up of many such inference rules. They are entered as

separate rules and it is the inference engine that uses them together to draw conclusions.

Because each rule is a unit, rules may be deleted or added without affecting other rules

(though it should affect which conclusions are reached). One advantage of inference rules

over traditional programming is that inference rules use reasoning which more closely

resemble human reasoning. Thus, when a conclusion is drawn, it is possible to understand

how this conclusion was reached. Furthermore, because the expert system uses knowledge in

a form similar to the expert, it may be easier to retrieve this information from the expert.

15. Procedure node interface

The function of the procedure node interface is to receive information from the procedures

coordinator and create the appropriate procedure call. The ability to call a procedure and

receive information from that procedure can be viewed as simply a generalization of input

from the external world. While in some earlier expert systems external information has been

obtained, that information was obtained only in a predetermined manner so only certain

information could actually be acquired. This expert system, disclosed in the cross-referenced

application, through the knowledge base, is permitted to invoke any procedure allowed on its

host system. This makes the expert system useful in a much wider class of knowledge

domains than if it had no external access or only limited external access. In the area of

machine diagnostics using expert systems, particularly self-diagnostic applications, it is not

possible to conclude the current state of "health" of a machine without some information. The

best source of information is the machine itself, for it contains much detailed information that

could not reasonably be provided by the operator.

The knowledge that is represented in the system appears in the rulebase. In the rulebase

described in the cross-referenced applications, there are basically four different types of

objects, with associated information present.

 Classes--these are questions asked to the user.

 Parameters--a parameter is a place holder for a character string which may be a variable that

can be inserted into a class question at the point in the question where the parameter is

positioned.

 Procedures--these are definitions of calls to external procedures.

 Rule Nodes--The inferencing in the system is done by a tree structure which indicates the

rules or logic which mimics human reasoning. The nodes of these trees are called rule nodes.

There are several different types of rule nodes.
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The rulebase comprises a forest of many trees. The top node of the tree is called the goal

node, in that it contains the conclusion. Each tree in the forest has a different goal node. The

leaves of the tree are also referred to as rule nodes, or one of the types of rule nodes. A leaf

may be an evidence node, an external node, or a reference node. An evidence node functions

to obtain information from the operator by asking a specific question. In responding to a

question presented by an evidence node, the operator is generally instructed to answer "yes"

or "no" represented by numeric values 1 and 0 or provide a value of between 0 and 1,

represented by a "maybe." Questions which require a response from the operator other than

yes or no or a value between 0 and 1 are handled in a different manner. A leaf that is an

external node indicates that data will be used which was obtained from a procedure call. A

reference node functions to refer to another tree or subtree. A tree may also contain

intermediate or minor nodes between the goal node and the leaf node. An intermediate node

can represent logical operations like And or Or. The inference logic has two functions. It

selects a tree to trace and then it traces that tree. Once a tree has been selected, that tree is

traced, depth-first, left to right. The word "tracing" refers to the action the system takes as it

traverses the tree, asking classes (questions), calling procedures, and calculating confidences

as it proceeds. As explained in the cross-referenced applications, the selection of a tree

depends on the ordering of the trees. The original ordering of the trees is the order in which

they appear in the rulebase. This order can be changed, however, by assigning an evidence

node an attribute "initial" which is described in detail in these applications.

The first action taken is to obtain values for all evidence nodes which have been assigned an

"initial" attribute. Using only the answers to these initial evidences, the rules are ordered so

that the most likely to succeed is evaluated first. The trees can be further re-ordered since

they are constantly being updated as a selected tree is being traced. It has been found that the

type of information that is solicited by the system from the user by means of questions or

classes should be tailored to the level of knowledge of the user. In many applications, the

group of prospective uses is nicely defined and the knowledge level can be estimated so that

the questions can be presented at a level which corresponds generally to the average user.

However, in other applications, knowledge of the specific domain of the expert system might

vary considerably among the group of prospective users. One application where this is

particularly true involves the use of an expert system, operating in a self-diagnostic mode on

a personal computer to assist the operator of the personal computer to diagnose the cause of a

fault or error in either the hardware or software. In general, asking the operator for

information is the most straightforward way for the expert system to gather information
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assuming, of course, that the information is or should be within the operator's understanding.

For example, in diagnosing a personal computer, the expert system must know the major

functional components of the system. It could ask the operator, for instance, if the display is a

monochrome or color display. The operator should, in all probability, be able to provide the

correct answer 100% of the time. The expert system could, on the other hand, cause a test

unit to be run to determine the type of display. The accuracy of the data collected by either

approach in this instance probably would not be that different so the knowledge engineer

could employ either approach without affecting the accuracy of the diagnosis. However, in

many instances, because of the nature of the information being solicited, it is better to obtain

the information from the system rather than asking the operator, because the accuracy of the

data supplied by the operator is so low that the system could not effectively process it to a

meaningful conclusion. In many situations the information is already in the system, in a form

of which permits the correct answer to a question to be obtained through a process of

inductive or deductive reasoning. The data previously collected by the system could be

answers provided by the user to less complex questions that were asked for a different reason

or results returned from test units that were previously run.

16. User interface

The function of the user interface is to present questions and information to the user and

supply the user's responses to the inference engine. Any values entered by the user must be

received and interpreted by the user interface. Some responses are restricted to a set of

possible legal answers, others are not. The user interface checks all responses to insure that

they are of the correct data type. Any responses that are restricted to a legal set of answers are

compared against these legal answers. Whenever the user enters an illegal answer, the user

interface informs the user that his answer was invalid and prompts him to correct it.

17. Office automation systems

Office automation refers to the varied computer machinery and software used to digitally

create, collect, store, manipulate, and relay office information needed for accomplishing basic

tasks and goals. Raw data storage, electronic transfer, and the management of electronic

business information comprise the basic activities of an office automation system. Office

automation helps in optimizing or automating existing office procedures. The backbone of

office automation is a LAN, which allows users to transmit data, mail and even voice across

the network. All office functions, including dictation, typing, filing, copying, fax, Telex,
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microfilm and records management, telephone and telephone switchboard operations, fall

into this category. Office automation was a popular term in the 1970s and 1980s as the

desktop computer exploded onto the scene.Office automation systems (OAS) are

configurations of networked computer hardware and software. A variety of office automation

systems are now applied to business and communication functions that used to be performed

manually or in multiple locations of a company, such as preparing written communications

and strategic planning. In addition, functions that once required coordinating the expertise of

outside specialists in typesetting, printing, or electronic recording can now be integrated into

the everyday work of an organization, saving both time and money. Types of functions

integrated by office automation systems include (1) electronic publishing; (2) electronic

communication; (3) electronic collaboration; (4) image processing; and (5) office

management. At the heart of these systems is often a local area network (LAN). The LAN

allows users to transmit data, voice, mail, and images across the network to any destination,

whether that destination is in the local office on the LAN, or in another country or continent,

through a connecting network. An OAS makes office work more efficient and increases

productivity.

18. Electronic Publishing

Electronic publishing systems include word processing and desktop publishing. Word

processing software, (e.g., Microsoft Word, Corel Word-Perfect) allows users to create, edit,

revise, store, and print documents such as letters, memos, reports, and manuscripts. Desktop

publishing software (e.g., Adobe Pagemaker, Corel VENTURA, Microsoft Publisher) enables

users to integrate text, images, photographs, and graphics to produce high-quality printable

output. Desktop publishing software is used on a microcomputer with a mouse, scanner, and

printer to create professional-looking publications. These may be newsletters, brochures,

magazines, or books.

18.1 Electronic Communication: Electronic communication systems include

electronic mail (e-mail), voice mail, facsimile (fax), and desktop videoconferencing.

18.2 Electronic Mail: E-mail is software that allows users, via their computer

keyboards, to create, send, and receive messages and files to or from anywhere in the

world. Most e-mail systems let the user do other sophisticated tasks such as filter,

prioritize, or file messages; forward copies of messages to other users; create and save

drafts of messages; send "carbon copies"; and request automatic confirmation of the

delivery of a message. E-mail is very popular because it is easy to use, offers fast

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

72
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



delivery, and is inexpensive. Examples of e-mail software are Eudora, Lotus Notes,

and Microsoft Outlook.

18.3 Voice Mail: Voice mail is a sophisticated telephone answering machine. It

digitizes incoming voice messages and stores them on disk. When the recipient is

ready to listen, the message is converted from its digitized version back to audio, or

sound. Recipients may save messages for future use, delete them, or forward them to

other people.

18.4 Facsimile: A facsimile or facsimile transmission machine (FAX) scans a

document containing both text and graphics and sends it as electronic signals over

ordinary telephone lines to a receiving fax machine. This receiving fax recreates the

image on paper. A fax can also scan and send a document to a fax modem (circuit

board) inside a remote computer. The fax can then be displayed on the computer

screen and stored or printed out by the computer's printer.

18.5 Desktop Videoconferencing: Desktop videoconferencing is one of the fastest

growing forms of videoconferencing. ﾀDesktop videoconferencing requires a network

and a desktop computer with special application software (e.g., CUSeeMe) as well as

a small camera installed on top of the monitor. Images of a computer user from the

desktop computer are captured and sent across the network to the other computers and

users that are participating in the conference. This type of videoconferencing

simulates face-to-face meetings of individuals.

18.6 Electronic Collaboration: Electronic collaboration is made possible through

electronic meeting and collaborative work systems and teleconferencing. Electronic

meeting and collaborative work systems allow teams of coworkers to use networks of

microcomputers to share information, update schedules and plans, and cooperate on

projects regardless of geographic distance. Special software called groupware is

needed to allow two or more people to edit or otherwise work on the same files

simultaneously.

Teleconferencing is also known as videoconferencing. As was mentioned in the

discussion of desktop videoconferencing earlier, this technology allows people in

multiple locations to interact and work collaboratively using real-time sound and

images. Full teleconferencing, as compared to the desktop version, requires special-

purpose meeting rooms with cameras, video display monitors, and audio microphones

and speakers.
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19. Telecommuting and Collaborative Systems

Telecommuters perform some or all of their work at home instead of traveling to an office

each day, usually with the aid of office automation systems, including those that allow

collaborative work or meetings. A microcomputer, a modem, software that allows the

sending and receiving of work, and an ordinary telephone line are the tools that make this

possible.

High-tech meeting rooms help companies make more effective presentations. At some

conference halls, like this one at the Chinzan-so Four Seasons Hotel in Toyko, small video

screens are built into the table tops. Telecommuting is gaining in popularity in part due to the

continuing increase in population, which creates traffic congestion, promotes high energy

consumption, and causes more air pollution. Telecommuting can help reduce these problems.

Telecommuting can also take advantage of the skills of homebound people with physical

limitations. Studies have found that telecommuting programs can boost employee morale and

productivity among those who work from home. It is necessary to maintain a collaborative

work environment, however, through the use of technology and general employee

management practices, so that neither on-site employees nor telecommuters find their

productivity is compromised by such arrangements. The technologies used in electronic

communication and teleconferencing can be useful in maintaining a successful

telecommuting program. Image Processing Image processing systems include electronic

document management, presentation graphics, and multimedia systems. Imaging systems

convert text, drawings, and photographs into digital form that can be stored in a computer

system. This digital form can be manipulated, stored, printed, or sent via a modem to another

computer. Imaging systems may use scanners, digital cameras, video capture cards, or

advanced graphic computers. Companies use imaging systems for a variety of documents

such as insurance forms, medical records, dental records, and mortgage applications.

Presentation graphics software uses graphics and data from other software tools to create and

display presentations.

The graphics include charts, bullet lists, text, sound, photos, animation, and video clips.

Examples of such software are Microsoft Power Point, Lotus Freelance Graphics, and SPC

Harvard Graphics. Multimedia systems are technologies that integrate two or more types of

media such as text, graphic, sound, voice, full-motion video, or animation into a computer-

based application. Multimedia is used for electronic books and newspapers, video
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conferencing, imaging, presentations, and web sites. Office Management Office management

systems include electronic office accessories, electronic scheduling, and task management.

These systems provide an electronic means of organizing people, projects, and data. Business

dates, appointments, notes, and client contact information can be created, edited, stored, and

retrieved. Additionally, automatic reminders about crucial dates and appointments can be

programmed. Projects and tasks can be allocated, subdivided, and planned. All of these

actions can either be done individually or for an entire group. Computerized systems that

automate these office functions can dramatically increase productivity and improve

communication within an organization.

20. Collaboration technologies

Collaborative software (also referred to as groupware or workgroup support systems) is

software designed to help people involved in a common task achieve their goals.

Collaborative software is the basis for computer supported cooperative work. Such software

systems as email, calendaring, text chat and wiki belong to this category. It has been

suggested that Metcalfe's law the more people who use something, the more valuable it

becomes applies to such software. The more general term social software applies to systems

used outside the workplace, for example, online dating services and social networks like

Friendster, Orkut and Facebook. The study of computer-supported collaboration includes the

study of this software and social phenomena associated with it.

The design intent is to transform the way documents and rich media are shared in order to

enable more effective team collaboration. Examples include Microsoft SharePoint,

Documentum, Vignette Collab and Alfresco. Collaboration, with respect to information

technology, seems to have several definitions. Some are defensible but others are so broad

they lose any meaningful application. Understanding the differences in human interactions is

necessary to ensure the appropriate technologies are employed to meet interaction needs.

There are three primary ways in which humans interact: conversations, transactions, and

collaborations. Conversational interaction is an exchange of information between two or

more participants where the primary purpose of the interaction is discovery or relationship

building. There is no central entity around which the interaction revolves but is a free

exchange of information with no defined constraints. Communication technology such as

telephones, instant messaging, and e-mail are generally sufficient for conversational

interactions. Transactional interaction involves the exchange of transaction entities where a
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major function of the transaction entity is to alter the relationship between participants. The

transaction entity is in a relatively stable form and constrains or defines the new relationship.

One participant exchanges money for goods and becomes a customer. Transactional

interactions are most effectively handled by transactional systems that manage state and

commit records for persistent storage. In collaborative interactions the main function of the

participants' relationship is to alter a collaboration entity (i.e., the converse of transactional).

The collaboration entity is in a relatively unstable form. Examples include the development

of an idea, the creation of a design, the achievement of a shared goal. Therefore, real

collaboration technologies deliver the functionality for many participants to augment a

common deliverable. Record or document management, threaded discussions, audit history,

and other mechanisms designed to capture the efforts of many into a managed content

environment are typical of collaboration technologies. Collaboration in Education- two or

more co-equal individuals voluntarily bring their knowledge and experiences together by

interacting toward a common goal in the best interest of students' needs for the betterment of

their educational success. An emerging category of computer software, a collaboration

platform is a unified electronic platform that supports synchronous and asynchronous

communication through a variety of devices and channels. An extension of groupware is

collaborative media, software that allows several concurrent users to create and manage

information in a website. Collaborative media models include wiki (Comparison of wiki

software) and Slashdot models. Some sites with publicly accessible content based on

collaborative software are: WikiWikiWeb, Wikipedia and Everything2. By method used we

can divide them into:

 Web-based collaborative tools

 Software collaborative tools

By area served we can divide them into:

 Knowledge management tools

 Knowledge creation tools

 Information sharing tools

 Collaborative project management tools

21. The Three levels of collaboration
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Groupware can be divided into three categories depending on the level of

collaborationcommunication tools, conferencing tools and collaborative management (Co-

ordination) tools.

Communication can be thought of as unstructured interchange of information. A phone call

or an IM Chat discussion is examples of this. Conferencing (or collaboration level, as it is

called in the academic papers that discuss these levels) refers to interactive work toward a

shared goal. Brainstorming or voting are examples of this. Co-ordination refers to complex

interdependent work toward a shared goal. A good metaphor for understanding this is to think

about a sports team; everyone has to contribute the right play at the right time as well as

adjust their play to the unfolding situation - but everyone is doing something different - in

order for the team to win. That is complex interdependent work toward a shared goal: co-

ordination.

22. Electronic communication tools

Electronic communication tools send messages, files, data, or documents between people and

hence facilitate the sharing of information. Examples include:

 synchronous conferencing

 e-mail

 faxing

 voice mail

 Wikis

 Web publishing

 revision control

23. Electronic conferencing tools

Electronic conferencing tools facilitate the sharing of information, but in a more interactive

way. Examples include:

 Internet forums (also known as message boards or discussion boards) a virtual discussion

platform to facilitate and manage online text messages

 Online chat a virtual discussion platform to facilitate and manage real-time text messages

 Instant Messaging

 Telephony telephones allow users to interact

 Videoconferencing networked PCs share video and audio signals

 Data conferencing networked PCs share a common whiteboard that each user can modify
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 Application sharing users can access a shared document or application from their respective

computers simultaneously in real time

 Electronic meeting systems (EMS) originally these were described as "electronic meeting

systems," and they were built into meeting rooms. These special purpose rooms usually

contained video projectors interlinked with numerous PCs; however, electronic meeting

systems have evolved into web-based, any time, any place systems that will accommodate

"distributed" meeting participants who may be dispersed in several locations.

24. Collaborative management tools

Collaborative management tools facilitate and manage group activities. Examples include:

 electronic calendars (also called time management software) schedule events and

automatically notify and remind group members

 project management systems schedule, track, and chart the steps in a project as it is being

completed

 workflow systems collaborative management of tasks and documents within a knowledge-

based business process

 knowledge management systems collect, organize, manage, and share various forms of

information

 prediction markets let a group of people predict together the outcome of future events

 extranet systems (sometimes also known as 'project extranets') collect, organize, manage and

share information associated with the delivery of a project (eg: the construction of a building)

 social software systems organize social relations of groups

 online spreadsheets collaborate and share structured data and information

25. Implementation

One of the biggest hurdles in implementing groupware is convincing people to use it.

Training is required to make people comfortable using it, and if people don't feel comfortable

with the software, they won't use it. Employees should be given incentives to contribute: the

rewards could be either financial or psychological. In many cases collaboration is at odds

with the company's corporate culture so implementation will be disruptive. Shifting a

corporate culture from being competitive to being cooperative is no small undertaking. It will

require changes at all levels of the organization, including the CEO. One of the biggest

hurdles is the typical large enterprise desire to standardize knowledge practice across that

enterprise and to implement tools and processes which support that aim. Much greater value
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and quicker implementation can be achieved by avoidance of the "one size fits all" meme.

Driving people to adopt the same active role (for example: contribution measured by number

of uploads) only produces the behavior driven by the metric - "the game exists of the rules by

which it is played". Cultivate the practice of collaboration where it flourishes of its own

volition to gain the quickest return.

26. Global information systems

The Global Information System (GIS) is a global-coverage, core current strategic intelligence

service for use only by governments. It is not available to non-governmental subscribers. GIS

represents a base of more than 150,000 pages of data and images on 246 countries and

territories, updated daily, along with a constantly-growing database of special reports on a

wide range of specialist topics and regional studies. GIS includes the Defense& Foreign

Affairs Daily intelligence briefing, which is issued five days a week, and covers current

strategic intelligence issues. GIS content is issued as "Unclassified". However, it is based on

GIS' own worldwide collection (HUMINT) and analysis team, which has been operating in

the field for more than three decades. As a result, it has a strong record of major intelligence

"firsts", including the accurate forecasting of, for example, the 1990 Iraqi invasion of Kuwait.

This was only one of hundreds of major successes by GIS. GIS is accessible only through

password entry or computer IP recognition, to ensure maximum privacy. The system is fully

on-line through the Internet, and keyword searchable. It is strenuously non-partisan, given

that it provides product for use by governments worldwide. Its confidential data, intelligence

and analysis system was built up since 1972 for professional use by senior policymakers,

intelligence officials and military research establishments worldwide. The system is based on

intelligence and analysis undertaken as a result of massive field collection (HUMINT); and

on extensive research and analysis, using primary and open sources intelligence (OSINT),

including considerable "open-but-difficult source" OSINT. The System is designed to

provide a comprehensive global data system both for governments without extensive global

collection and analysis systems as well as for analysts in industrialized states seeking

independent, finished intelligence on literally every country and territory in the world. The

use of GIS product can often verify product produced within a classified environment. As a

result, governments can more easily refer to GIS reporting because it is unclassified which is

more "portable", and not subject to the transmission constraints of classified data. The Global

Information System is timely, current updated daily throughout the year strategic
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intelligence on literally everycountry and territory in the world. The country or territory

aspect of the GIS system is divided into country-specific chapters, each of which include the

following sub-sections:

26.1. The Government: Full cabinet and ministerial listings of every government;

Comprehensive breakdown of national political and governmental structure; Detailed

descriptions of political parties, party leaders and orientations; Details of past and

upcoming elections; judicial system details.

26.2. The Country: A national map and an illustration of the national flag; Detailed

national history; Recent and current strategic and political developments; National

demographic and population data, including religions and languages.

26.3 The Economy: Comprehensive national economic breakdown; Detailed media

and communications structure; Detailed national infrastructural and industrial data.

26.4 National Security: Strategic defense overview and background; Defense

structural breakdown; Defense budget data; Defense manpower data and manpower

availability; Defense personnel and key officers; Defense ministry or department

contact addresses, etc.; National nuclear, chemical and biological warfare capabilities

and resources; Detailed Army, Navy and Air Force battle orders; Details of para-

military organizations, deployment and basing, equipment, etc.; Intelligence agencies;

Major insurgency groups.

26.5 Diplomatic: Treaties and alliances; Key embassy contact details.

26.6. Special reports: Detailed analysis on current strategic issues related to the

country or the region. The Special Reports contain special studies on a particular

aspect of the strategic situation relating to the country in question, or its region. These

sections are further broken down to provide very specific data on everything from

influential movements within a country to specifics about civil infrastructure, such as

airfields, telecommunications, and so on.

Topic : Building Organizational Partnerships Using Enterprise Information Systems
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Topic Objective:

At the end of this topic student would be able to:

 Understand the Overview of ERP Solutions

 Understand the Reverse Supply Chain

 Understand the Supply chain business process integration

 Understand the Supply chain management

 Understand the Activities/functions

 Understand the Supply chain management

 Understand the Consumer Relationship CRM

 Understand the Collaborative CRM

 Understand the Geographic CRM

 Understand the Types/Variations of CRM

 Understand the Enterprise Information

 Understand the System

Definition/Overview:

Enterprise: wide information systems are information systems that allow companies to

integrate information across operations on a company-wide basis. These systems have

evolved from stand-alone packages such as MRP and accounting systems to address the

information needs of entire firm.

Core activities: are inbound logistics, operations and manufacturing, outbound logistics,

marketing and sales, and customer service. The support activities are HR, procurement,

technology development, and firm infrastructure.

The customized application: \The customized application is generally a package developed

either in-house or by contractors specifically for the client. A packaged application is

purchased off-the-shelf. These packages can be used by many different firms. In regards to

enterprise systems, the features and modules the system comes with "out of the box" are

referred to as the vanilla version. These functions and modules are usually based on an

industry's best practices
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The core components : The core components are financial management, operations

management, and human resources management.

A CRM system: A CRM system is a packaged software application (commonly integrated

with ERP systems) to support a company's CRM strategy. The primary components include

operational CRM, analytical CRM, and collaborative CRM.

Supply chain management: Supply chain management systems are designed to improve the

coordination of suppliers, product or service production, and distribution. Supply chain

planning involves the development of various resource plans to support the efficient and

effective production of goods and services. Supply chain execution is the execution of supply

chain planning.

Key Points:

1. Enterprise Information System

An Enterprise Information System is generally any kind of computing system that is of

"enterprise class". This means typically offering high quality of service, dealing with large

volumes of data and capable of supporting some large organization ("an enterprise").

Enterprise Information Systems provide a technology platform that enable organizations to

integrate and coordinate their business processes. They provide a single system that is central

to the organization and ensure that information can be shared across all functional levels and

management hierarchies. Enterprisesystems are invaluable in eliminating the problem of

information fragmentation caused by multiple information systems in an organization, by

creating a standard data structure. A typical Enterprise Information System would be housed

in one or more Data centers, run Enterprisesoftware, and could include applications such as

Content management systems and typically cross organizational borders. The word enterprise

can have various connotations. Frequently the term is used only to refer to very large

organizations. However, the term may be used to mean virtually anything, by virtue of it

having become the latest corporate-speak buzzword.

2. CRM

Customer relationship management (CRM) consists of the processes a company uses to track

and organize its contacts with its current and prospective customers. CRM software is used to
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support these processes; information about customers and customer interactions can be

entered, stored and accessed by employees in different company departments. Typical CRM

goals are to improve services provided to customers, and to use customer contact information

for targeted marketing. While the term CRM generally refers to a software-based approach to

handling customer relationships, most CRM software vendors stress that a successful CRM

effort requires a holistic approach. CRM initiatives often fail because implementation was

limited to software installation, without providing the context, support and understanding for

employees to learn, and take full advantage of the information systems. From the outside,

customers interacting with a company perceive the business as a single entity, despite often

interacting with a number of employees in different roles and departments. CRM is a

combination of policies, processes, and strategies implemented by an organization to unify its

customer interactions and provide a means to track customer information. It involves the use

of technology in attracting new and profitable customers, while forming tighter bonds with

existing ones.

CRM includes many aspects which relate directly to one another:

 Front office operations Direct interaction with customers, e.g. face to face meetings, phone

calls, e-mail, online services etc.

 Back office operations Operations that ultimately affect the activities of the front office (e.g.,

billing, maintenance, planning, marketing, advertising, finance, manufacturing, etc.)

 Business relationships Interaction with other companies and partners, such as

suppliers/vendors and retail outlets/distributors, industry networks (lobbying groups, trade

associations). This external network supports front and back office activities.

 Analysis Key CRM data can be analyzed in order to plan target-marketing campaigns,

conceive business strategies, and judge the success of CRM activities (e.g., market share,

number and types of customers, revenue, profitability).

2.1 Types/Variations of CRM

There are severaldifferent approaches to CRM, with different software packages focusing on

different aspects. In general, Customer Service, Campaign Management and Sales Force

Automation form the core of the system (with SFA being the most popular).

2.2 Operational CRM
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Operational CRM provides support to "front office" business processes, e.g. to sales,

marketing and service staff. Interactions with customers are generally stored in customers'

contact histories, and staff can retrieve customer information as necessary.

The contact history provides staff members with immediate access to important information

on the customer (products owned, prior support calls etc.), eliminating the need to

individually obtain this information directly from the customer.

Operational CRM processes customer data for a variety of purposes:

 Managing campaigns

 Enterprise Marketing Automation

 Sales Force Automation

 Sales Management System

2.3 Sales Force Automation (SFA)

Sales Force Automation automates sales force-related activities such as:

 Activity Management: Scheduling sales calls or mailings

 Tracking responses

 Generating reports

 Opportunity Management and Assessment

 Account Management and Target Account Selling

 Automate Sales Order Processing

2.4 Analytical CRM

Analytical CRM analyzes customer data for a variety of purposes:

 Designing and executing targeted marketing campaigns

 Designing and executing campaigns, e.g. customer acquisition, cross-selling, up-selling

 Analyzing customer behavior in order to make decisions relating to products and services

(e.g. pricing, product development)

 Management information system (e.g. financial forecasting and customer profitability

analysis)

Analytical CRM generally makes heavy use of data mining.

2.5 Sales Intelligence CRM
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Sales Intelligence CRM is similar to Analytical CRM, but is intended as a more direct sales

tool. Features include alerts sent to sales staff regarding:

 Cross-selling/Up-selling/Switch-selling opportunities

 Customer drift

 Sales performance

 Customer trends

 Customer margins

 Customer alignment

2.6 Campaign Management

Campaign management combines elements of Operational and Analytical CRM. Campaign

management functions include:

 Target groups formed from the client base according to selected criteria

 Sending campaign-related material (e.g. on special offers) to selected recipients using various

channels (e.g. e-mail, telephone, SMS, post)

 Tracking, storing, and analyzing campaign statistics, including tracking responses and

analyzing trends

3. Collaborative CRM

Collaborative CRM covers aspects of a company's dealings with customers that are handled

by various departments within a company, such as sales, technical support and marketing.

Staff members from different departments can share information collected when interacting

with customers. For example, feedback received by customer support agents can provide

other staff members with information on the services and features requested by customers.

Collaborative CRM's ultimate goal is to use information collected by all departments to

improve the quality of services provided by the company.

4. Consumer Relationship CRM

Consumer Relationship System (CRS) covers aspects of a company's dealing with customers

handled by the Consumer Affairs and Customer Relations contact centers within a company.

Representatives handle in-bound contact from anonymous consumers and customers. Early

warnings can be issued regarding product issues (e.g. item recalls) and current consumer

sentiment can be tracked (voice of the customer).

5. Geographic CRM
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Geographic CRM (GCRM) combines geographic information system and traditional CRM.

Geographic data can be analyzed to provide a snapshot of potential customers in a region or

to plan routes for customer visits.

6. Strategy

Several CRM software packages are available, and they vary in their approach to CRM.

However, as mentioned above, CRM is not just a technology but rather a comprehensive,

customer-centric approach to an organization's philosophy of dealing with its customers. This

includes policies and processes, front-of-house customer service, employee training,

marketing, systems and information management. Hence, it is important that any CRM

implementation considerations stretch beyond technology toward the broader organizational

requirements. The objectives of a CRM strategy must consider a companys specific situation

and its customers' needs and expectations. Information gained through CRM initiatives can

support the development of marketing strategy by developing the organization's knowledge in

areas such as identifying customer segments, improving customer retention, improving

product offerings (by better understanding customer needs), and by identifying the

organization's most profitable customers. CRM strategies can vary in size, complexity, and

scope. Some companies consider a CRM strategy only to focus on the management of a team

of salespeople. However, other CRM strategies can cover customer interaction across the

entire organization. Many commercial CRM software packages provide features that serve

the sales, marketing, event management, project management, and finance industries.

7. Implementation Issues

Many CRM project "failures" are also related to data quality and availability. Data cleaning is

a major issue. If a company's CRM strategy is to track life-cycle revenues, costs, margins,

and interactions between individual customers, this must be reflected in all business

processes. Data must be extracted from multiple sources (e.g., departmental/divisional

databases such as sales, manufacturing, supply chain, logistics, finance, service etc.), which

requires an integrated, comprehensive system in place with well-defined structures and high

data quality. Data from other systems can be transferred to CRM systems using appropriate

interfaces. Because of the company-wide size and scope of many CRM implementations,

significant pre-planning is essential for smooth roll-out. This pre-planning involves a

technical evaluation of the data available and the technology employed in existing systems.

This evaluation is critical to determine the level of effort needed to integrate this data.

Equally critical is the human aspect of the implementation. A successful implementation

requires an understanding of the expectations and needs of the stakeholders involved. An
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executive sponsor should also be obtained to provide high-level management representation

of the CRM project. An effective tool for identifying technical and human factors before

beginning a CRM project is a pre-implementation checklist. A checklist can help ensure any

potential problems are identified early in the process.

8. Supply chain management

Supply chain management (SCM) is the management of a network of interconnected

businesses involved in the ultimate provision of product and service packages required by

end customers. Supply Chain Management spans all movement and storage of raw materials,

work-in-process inventory, and finished goods from point-of-origin to point-of-consumption

(supply chain).

9. Idea

The definition one American professional association put forward is that Supply Chain

Management encompasses the planning and management of all activities involved in

sourcing, procurement, conversion, and logistics management activities. Importantly, it also

includes coordination and collaboration with channel partners, which can be suppliers,

intermediaries, third-party service providers, and customers. In essence, Supply Chain

Management integrates supply and demand management within and across companies. More

recently, the loosely coupled, self-organizing network of businesses that cooperates to

provide product and service offerings has been called the Extended Enterprise. Supply Chain

Management can also refer to Supply chain management software which are tools or modules

used in executing supply chain transactions, managing supplier relationships and controlling

associated business processes. Supply chain event management (abbreviated as SCEM) is a

consideration of all possible occurring events and factors that can cause a disruption in a

supply chain. With SCEM possible scenarios can be created and solutions can be planned.

10. Supply Chain Management Problems

Supply chain management must address the following problems:

 Distribution Network Configuration: Number, location and network missions of suppliers,

production facilities, distribution centers, warehouses, cross-docks and customers.

 Distribution Strategy: Including questions of operating control (centralized, decentralized or

shared); delivery scheme (e.g., direct shipment, pool point shipping, Cross docking, DSD
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(direct store delivery), closed loop shipping); mode of transportation (e.g., motor carrier,

including truckload, LTL, parcel; railroad; intermodal, including TOFC and COFC; ocean

freight; airfreight); replenishment strategy (e.g., pull, push or hybrid); and transportation

control (e.g., owner-operated, private carrier, common carrier, contract carrier, or 3PL).

Trade-Offs in Logistical Activities

The above activities must be coordinated well together in order to achieve the least total

logistics cost. Trade-offs exist that increase the total cost if only one of the activities is

optimized. For example, full truckload (FTL) rates are more economical on a cost per pallet

basis than less than truckload (LTL) shipments. If, however, a full truckload of a product is

ordered to reduce transportation costs there will be an increase in inventory holding costs

which may increase total logistics costs. It is therefore imperative to take a systems approach

when planning logistical activities. These trade-offs are key to developing the most efficient

and effective Logistics and SCM strategy.

 Information: Integration of and other processes through the supply chain to share valuable

information, including demand signals, forecasts, inventory, transportation, and potential

collaboration etc.

 Inventory Management: Quantity and location of inventory including raw materials, work-in-

progress (WIP) and finished goods.

 Cash-Flow: Arranging the payment terms and the methodologies for exchanging funds across

entities within the supply chain.

Supply chain execution is managing and coordinating the movement of materials,

information and funds across the supply chain. The flow is bi-directional.

11. Activities/functions

Supply chain management is a cross-functional approach to manage the movement of raw

materials into an organization, certain aspects of the internal processing of materials into

finished goods, and then the movement of finished goods out of the organization toward the

end-consumer. As organizations strive to focus on core competencies and becoming more

flexible, they have reduced their ownership of raw materials sources and distribution

channels. These functions are increasingly being outsourced to other entities that can perform

the activities better or more cost effectively. The effect is to increase the number of

organizations involved in satisfying customer demand, while reducing management control

of daily logistics operations. Less control and more supply chain partners led to the creation
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of supply chain management concepts. The purpose of supply chain management is to

improve trust and collaboration among supply chain partners, thus improving inventory

visibility and improving inventory velocity. Several models have been proposed for

understanding the activities required to manage material movements across organizational

and functional boundaries. SCOR is a supply chain management model promoted by the

Supply Chain Management Council. Another model is the SCM Model proposed by the

Global Supply Chain Forum (GSCF). Supply chain activities can be grouped into strategic,

tactical, and operational levels of activities.

12. Strategic

 Strategic network optimization, including the number, location, and size of warehouses,

distribution centers, and facilities

 Strategic partnership with suppliers, distributors, and customers, creating communication

channels for critical information and operational improvements such as cross docking, direct

shipping, and third-party logistics

 Product lifecycle management, so that new and existing products can be optimally integrated

into the supply chain and capacity management

 Information Technology infrastructure, to support supply chain operations

 Where-to-make and what-to-make-or-buy decisions

 Aligning overall organizational strategy with supply strategy

13. Tactical

 Sourcing contracts and other purchasing decisions.

 Production decisions, including contracting, scheduling, and planning process definition.

 Inventory decisions, including quantity, location, and quality of inventory.

 Transportation strategy, including frequency, routes, and contracting.

 Benchmarking of all operations against competitors and implementation of best practices

throughout the enterprise.

 Milestone payments

 Focus on customer demand.

14. Operational

 Daily production and distribution planning, including all nodes in the supply chain.
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 Production scheduling for each manufacturing facility in the supply chain (minute by

minute).

 Demand planning and forecasting, coordinating the demand forecast of all customers and

sharing the forecast with all suppliers.

 Sourcing planning, including current inventory and forecast demand, in collaboration with all

suppliers.

 Inbound operations, including transportation from suppliers and receiving inventory.

 Production operations, including the consumption of materials and flow of finished goods.

 Outbound operations, including all fulfillment activities and transportation to customers.

 Order promising, accounting for all constraints in the supply chain, including all suppliers,

manufacturing facilities, distribution centers, and other customers.

15. Supply chain management

Organizations increasingly find that they must rely on effective supply chains, or networks, to

successfully compete in the global market and networked economy. In Peter Druckers new

management paradigms, this concept of business relationships extends beyond traditional

enterprise boundaries and seeks to organize entire business processes throughout a value

chain of multiple companies. During the past decades, globalization, outsourcing and

information technology have enabled many organizations, such as Dell and Hewlett Packard,

to successfully operate solid collaborative supply networks in which each specialized

business partner focuses on only a few key strategic activities. This inter-organizational

supply network can be acknowledged as a new form of organization. However, with the

complicated interactions among the players, the network structure fits neither "market" nor

"hierarchy" categories. It is not clear what kind of performance impacts different supply

network structures could have on firms, and little is known about the coordination conditions

and trade-offs that may exist among the players. From a systems perspective, a complex

network structure can be decomposed into individual component firms.

Traditionally, companies in a supply network concentrate on the inputs and outputs of the

processes, with little concern for the internal management working of other individual

players. Therefore, the choice of an internal management control structure is known to impact

local firm performance. In the 21st century, changes in the business environment have

contributed to the development of supply chain networks. First, as an outcome of

globalization and the proliferation of multinational companies, joint ventures, strategic

alliances and business partnerships, there were found to be significant success factors,
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following the earlier "Just-In-Time", "Lean Manufacturing" and "Agile Manufacturing"

practices. Second, technological changes, particularly the dramatic fall in information

communication costs, which are a significant component of transaction costs, have led to

changes in coordination among the members of the supply chain network. Many researchers

have recognized these kinds of supply network structures as a new organization form, using

terms such as "Keiretsu", "Extended Enterprise", "Virtual Corporation", "Global Production

Network", and "Next Generation Manufacturing System". In general, such a structure can be

defined as "a group of semi-independent organizations, each with their capabilities, which

collaborate in ever-changing constellations to serve one or more markets in order to achieve

some business goal specific to that collaboration". The security management system for

supply chain is described in ISO/IEC 28000 and ISO/IEC 28001 and related standards

published jointly by ISO and IEC.

16. Developments in Supply Chain Management

Six major movements can be observed in the evolution of supply chain management studies:

Creation, Integration, and Globalization (Lavassani et al., 2008a), Specialization Phases One

and Two, and SCM 2.0.

16.1. Creation Era

The term supply chain management was first coined by an American industry

consultant in the early 1980s. However the concept of supply chain in management,

was of great importance long before in the early 20th century, especially by the

creation of the assembly line. The characteristics of this era of supply chain

management include the need for large scale changes, reengineering, downsizing

driven by cost reduction programs, and widespread attention to the Japanese practice

of management.

16.2. Integration Era

This era of supply chain management studies was highlighted with the development

of Electronic Data Interchange (EDI) systems in the 1960s and developed through the

1990s by the introduction of Enterprise Resource Planning (ERP) systems. This era

has continued to develop into the 21st century with the expansion of internet-based

collaborative systems. This era of SC evolution is characterized by both increasing

value-added and cost reduction through integration.

16.3. Globalization Era

The third movement of supply chain management development, globalization era, can

be characterized by the attention towards global systems of supplier relations and the

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

91
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



expansion of supply chain over national boundaries and into other continents.

Although the use of global sources in the supply chain of organizations can be traced

back to several decades ago (e.g. the oil industry), it was not until the late 1980s that a

considerable number of organizations started to integrate global sources into their

core business. This era is characterized by the globalization of supply chain

management in organizations with the goal of increasing competitive advantage,

creating more value-added, and reducing costs through global sourcing.

16.4. Specialization Era -- Phase One -- Outsourced Manufacturing and

Distribution

In the 1990s industries began to focus on core competencies and adopted a

specialization model. Companies abandoned vertical integration, sold off non-core

operations, and outsourced those functions to other companies. This changed

management requirements by extending the supply chain well beyond the four walls

and distributing management across specialized supply chain partnerships. This

transition also refocused the fundamental perspectives of each respective

organization. OEMs became brand owners that needed deep visibility into their

supply base. They had to control the entire supply chain from above instead of from

within. Contract manufacturers had to manage bills of material with different part

numbering schemes from multiple OEMs and support customer requests for work -in-

process visibility and vendor-managed inventory (VMI). The specialization model

creates manufacturing and distribution networks composed of multiple, individual

supply chains specific to products, suppliers, and customers who work together to

design, manufacture, distribute, market, sell, and service a product. The set of partners

may change according to a given market, region, or channel, resulting in a

proliferation of trading partner environments, each with its own unique characteristics

and demands.

16.5. Specialization Era -- Phase Two -- Supply Chain Management as a Service

Specialization within the supply chain began in the 1980s with the inception of

transportation brokerages, warehouse management, and non asset based carriers and

has matured beyond transportation and logistics into aspects of supply planning,

collaboration, execution and performance management. At any given moment, market

forces could demand changes within suppliers, logistics providers, locations,

customers and any number of these specialized participants within supply chain

networks. This variability has significant effect on the supply chain infrastructure,
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from the foundation layers of establishing and managing the electronic

communication between the trading partners to the more-complex requirements,

including the configuration of the processes and work flows that are essential to the

management of the network itself. Supply chain specialization enables companies to

improve their overall competencies in the same way that outsourced manufacturing

and distribution has done; it allows them to focus on their core competencies and

assemble networks of best in class domain specific partners to contribute to the

overall value chain itself thus increasing overall performance and efficiency. The

ability to quickly obtain and deploy this domain specific supply chain expertise

without developing and maintaining an entirely unique and complex competency in

house is the leading reason why supply chain specialization is gaining popularity.

Outsourced technology hosting for supply chain solutions debuted in the late 1990s

and has taken root in transportation and collaboration categories most dominantly.

This has progressed from the Application Service Provider (ASP) model from

approximately 1998 through 2003 to the On-Demand model from approximately

2003-2006 to the Software as a Service (SaaS) model we are currently focused on

today.

16.6. Supply Chain Management 2.0 (SCM 2.0)

Building off of globalization and specialization, SCM 2.0 has been coined to describe

both the changes within the supply chain itself as well as the evolution of the

processes, methods and tools that manage it in this new "era". Web 2.0 is defined as a

trend in the use of the World Wide Web that is meant to increase creativity,

information sharing, and collaboration among users. At its core, the common attribute

that Web 2.0 brings is it helps us navigate the vast amount of information available on

the web to find what we are looking for. It is the notion of a usable pathway. SCM 2.0

follows this notion into supply chain operations. It is the pathway to SCM results the

combination of the processes, methodologies, tools and delivery options to guide

companies to their results quickly as the complexity and speed of the supply chain

increase due to the effects of global competition, rapid price flucuations, surging oil

prices, short product life cycles, expanded specialization, near/far and off shoring, and

talent scarcity. SCM 2.0 leverages proven solutions designed to rapidly deliver results

with the agility to quickly manage future change for continuous flexibility, value and

success. This is delivered through competency networks composed of best of breed

supply chain domain expertise to understand which elements, both operationally and
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organizationally, are the critical few that deliver the results as well as the intimate

understanding of how to manage these elements to achieve desired results, finally the

solutions are delivered in a variety of options as no-touch via business process

outsourcing, mid-touch via managed services and software as a service (SaaS), or

high touch in the traditional software deployment model.

17. Supply chain business process integration

Successful SCM requires a change from managing individual functions to integrating

activities into key supply chain processes. An example scenario: the purchasing department

places orders as requirements become appropriate. Marketing, responding to customer

demand, communicates with several distributors and retailers as it attempts to satisfy this

demand. Shared information between supply chain partners can only be fully leveraged

through process integration. Supply chain business process integration involves collaborative

work between buyers and suppliers, joint product development, common systems and shared

information. According to Lambert and Cooper operating an integrated supply chain requires

continuous information flow. However, in many companies, management has reached the

conclusion that optimizing the product flows cannot be accomplished without implementing a

process approach to the business. The key supply chain processes stated by Lambert are:

 Customer relationship management

 Customer service management

 Demand management

 Order fulfillment

 Manufacturing flow management

 Supplier relationship management

 Product development and commercialization

 Returns management

One could suggest other key critical supply business processes combining these processes

stated by Lambert such as:

 Customer service management

 Procurement

 Product development and commercialization

 Manufacturing flow management/support

 Physical distribution
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 Outsourcing/partnerships

 Performance measurement

18. The management components of SCM

The SCM components are the third element of the four-square circulation framework. The

level of integration and management of a business process link is a function of the number

and level, ranging from low to high, of components added to the link. Consequently, adding

more management components or increasing the level of each component can increase the

level of integration of the business process link. The literature on business process

reengineering, buyer-supplier relationships, and SCM suggests various possible components

that must receive managerial attention when managing supply relationships. Lambert and

Cooper identified the following components which are:

 Planning and control

 Work structure

 Organization structure

 Product flow facility structure

 Information flow facility structure

 Management methods

 Power and leadership structure

 Risk and reward structure

 Culture and attitude

However, a more careful examination of the existing literature will lead us to a more

comprehensive structure of what should be the key critical supply chain components, the

"branches" of the previous identified supply chain business processes, that is, what kind of

relationship the components may have that are related with suppliers and customers

accordingly. Bowersox and Closs states that the emphasis on cooperation represents the

synergism leading to the highest level of joint achievement. A primary level channel

participant is a business that is willing to participate in the inventory ownership responsibility

or assume other aspects of financial risk, thus including primary level components. A

secondary level participant (specialized), is a business that participates in channel

relationships by performing essential services for primary participants, thus including

secondary level components, which are in support of primary participants. Third level

channel participantsand components that will support the primary level channel participants,
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and which are the fundamental branches of the secondary level components, may also be

included. Consequently, Lambert and Cooper's framework of supply chain components does

not lead us to the conclusion about what are the primary or secondary (specialized) level

supply chain components. That is, what supply chain components should be viewed as

primary or secondary, how these components should be structured in order to have a more

comprehensive supply chain structure, and to examine the supply chain as an integrative one.

19. Reverse Supply Chain

Reverse logistics is the process of planning, implementing and controlling the efficient,

effective inbound flow and storage of secondary goods and related information opposite to

the traditional supply chain direction for the purpose of recovering value or proper disposal.

Reverse logistics is also referred to as "Aftermarket Customer Services". In other words,

anytime money is taken from a company's Warranty Reserve or Service Logistics budget that

is a Reverse Logistics operation.

20. Enterprise resource planning (ERP)

Enterprise resource planning (ERP) is an enterprise-wide information system designed to

coordinate all the resources, information, and activities needed to complete business

processes such as order fulfillment or billing. ERP software supports most of the data needed

- in a single database - for a variety of business functions such as manufacturing, supply

chain management, financials, projects, human resources and customer relationship

management. An ERP system is based on a common database and a modular software design.

The common database can allow every department of a business to store and retrieve

information in real-time. The information should be reliable, accessible, and easily shared.

The modular software design should mean a business can select the modules they need, mix

and match modules from different vendors, and add new modules of their own to improve

business performance. Ideally, the data for the various business functions are integrated. In

practice the ERP system may comprise a set of discrete applications, each maintaining a

discrete data store within one physical database.

21. Origin of the term

MRP vs. ERP manufacturing management systems have evolved in stages over the past 30

years from a simple means of calculating materials requirements to the automation of an
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entire enterprise. Around 1980, over-frequent changes in sales forecasts, entailing continual

readjustments in production, as well as inflexible fixed system parameters, led MRP

(Material Requirement Planning) to evolve into a new concept : Manufacturing Resource

Planning (or MRP3) and finally the generic concept Enterprise Resource Planning (ERP) The

initials ERP originated as an extension of MRP (material requirements planning; later

manufacturing resource planning) and CIM (Computer Integrated Manufacturing). It was

introduced by research and analysis firm Gartner in 1990. ERP systems now attempt to cover

all basic functions of an enterprise, regardless of the organization's business or charter. These

systems can now be found in non-manufacturing businesses, non-profit organizations and

governments. To be considered an ERP system, a software package must provide the function

of at least two systems. For example, a software package that provides both payroll and

accounting functions could technically be considered an ERP software package Examples of

modules in an ERP which formerly would have been stand-alone applications include:

Manufacturing, Supply Chain, Financials, Customer Relationship Management (CRM),

Human Resources, Warehouse Management and Decision Support System.

22. Overview of ERP Solutions

Some organizations typically those with sufficient in-house IT skills to integrate multiple

software products choose to implement only portions of an ERP system and develop an

external interface to other ERP or stand-alone systems for their other application needs. For

example, one may choose to use human resource management system from one vendor, and

the financial systems from another, and perform the integration between the systems

themselves. This is very common in the retail sector, where even a mid-sized retailer will

have a discrete Point-of-Sale (POS) product and financials application, then a series of

specialized applications to handle business requirements such as warehouse management,

staff rostering, merchandising and logistics. Ideally, ERP delivers a single database that

contains all data for the software modules, which would include:

 Manufacturing: Engineering, bills of material, scheduling, capacity, workflow

management, quality control, cost management, manufacturing process, manufacturing

projects, manufacturing flow

 Supply chain management : Order to cash, inventory, order entry, purchasing, product

configurator, supply chain planning, supplier scheduling, inspection of goods, claim

processing, commission calculation
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 Financials: General ledger, cash management, accounts payable, accounts receivable, fixed

assets

 Projects : Costing, billing, time and expense, activity management

 Human resources : Human resources, payroll, training, time and attendance, rostering,

benefits

 Customer relationship management : Sales and marketing, commissions, service, customer

contact and call center support

Enterprise resource planning is a term originally derived from manufacturing resource

planning (MRP II) that followed material requirements planning (MRP). MRP evolved into

ERP when "routings" became a major part of the software architecture and a company's

capacity planning activity also became a part of the standard software activity. ERP systems

typically handle the manufacturing, logistics, distribution, inventory, shipping, invoicing, and

accounting for a company. ERP software can aid in the control of many business activities,

including sales, marketing, delivery, billing, production, inventory management, quality

management and human resource management. ERP systems saw a large boost in sales in the

1990s as companies faced the Y2K problem in their legacy systems. Many companies took

this opportunity to replace their legacy information systems with ERP systems. This rapid

growth in sales was followed by a slump in 1999, at which time most companies had already

implemented their Y2K solution. ERPs are often incorrectly called back office systems

indicating that customers and the general public are not directly involved. This is contrasted

with front office systems like customer relationship management (CRM) systems that deal

directly with the customers, or the eBusiness systems such as eCommerce, eGovernment,

eTelecom, and eFinance, or supplier relationship management (SRM) systems. ERPs are

cross-functional and enterprise wide. All functional departments that are involved in

operations or production are integrated in one system. In addition to manufacturing,

warehousing, logistics, and information technology, this would include accounting, human

resources, marketing and strategic management. ERP II means open ERP architecture of

components. The older, monolithic ERP systems became component oriented. EAS

Enterprise Application Suite is a new name for formerly developed ERP systems which

include (almost) all segments of business, using ordinary Internet browsers as thin clients.

Prior to the concept of ERP systems, it was not unusual for each department within an

organization - such as human resources, payroll and financial - to have its own customized

computer system. Typical difficulties involved integration of data from potentially different
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computer manufacturers and systems. For example, the HR computer system (often called

HRMS or HRIS) would typically manage employee information while the payroll department

would typically calculate and store paycheck information for each employee, and the

financial department would typically store financial transactions for the organization. Each

system would have to integrate using a predefined set of common data which would be

transferred between each computer system. Any deviation from the data format or the

integration schedule often resulted in problems. ERP software combined the data of formerly

separate applications. This simplified keeping data in synchronization across the enterprise as

well as reducing the complexity of the required computer infrastructure. It also contributed to

standardizing and reducing the number of software specialties required within IT

departments. Best practices are incorporated into most ERP vendor's software packages.

When implementing an ERP system, organizations can choose between customizing the

software or modifying their business processes to the "best practice" function delivered in the

"out-of-the-box" version of the software. Prior to ERP, software was developed to fit the

processes of an individual business. Due to the complexities of most ERP systems and the

negative consequences of a failed ERP implementation, most vendors have included "Best

Practices" into their software. These "Best Practices" are what the Vendor deems as the most

efficient way to carry out a particular business process in an Integrated Enterprise-Wide

system. A study conducted by Lugwigshafen University of Applied Science surveyed 192

companies and concluded that companies which implemented industry best practices

decreased mission-critical project tasks such as configuration, documentation, testing and

training. In addition, the use of best practices reduced over risk by 71% when compared to

other software implementations. The use of best practices can make complying with

requirements such as IFRS, Sarbanes-Oxley or Basel II easier. They can also help where the

process is a commodity such as electronic funds transfer. This is because the procedure of

capturing and reporting legislative or commodity content can be readily codified within the

ERP software, and then replicated with confidence across multiple businesses who have the

same business requirement.

Because of their wide scope of application within a business, ERP software systems are

typically complex and usually impose significant changes on staff work practices.

Implementing ERP software is typically not an "in-house" skill, so even smaller projects are

more cost effective if specialist ERP implementation consultants are employed. The length of

time to implement an ERP system depends on the size of the business, the scope of the

change and willingness of the customer to take ownership for the project. A small project

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

99
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



(e.g., a company of less than 100 staff) may be planned and delivered within 3-9 months;

however, a large, multi-site or multi-country implementation may take years. To implement

ERP systems, companies often seek the help of an ERP vendor or of third-party consulting

companies. These firms typically provide three areas of professional services: consulting,

customization and support. The client organization may also employ independent program

management, business analysis, change management and UAT specialists to ensure their

business requirements remain a priority during implementation. Data migration is one of the

most important activities in determining the success of an ERP implementation. Since many

decisions must be made before migration, a significant amount of planning must occur.

Unfortunately, data migration is the last activity before the production phase of an ERP

implementation, and therefore receives minimal attention due to time constraints. The

following are steps of a data migration strategy that can help with the success of an ERP

implementation:

 Identifying the data to be migrated

 Determining the timing of data migration

 Generating the data templates

 Freezing the tools for data migration

 Deciding on migration related setups

 Deciding on data archiving

ERP vendors have designed their systems around standard business processes, based upon

best business practices. Different vendor(s) have different types of processes but they are all

of a standard, modular nature. Firms that want to implement ERP systems are consequently

forced to adapt their organizations to standardized processes as opposed to adapting the ERP

package to the existing processes. Neglecting to map current business processes prior to

starting ERP implementation is a main reason for failure of ERP projects. It is therefore

crucial that organizations perform a thorough business process analysis before selecting an

ERP vendor and setting off on the implementation track. This analysis should map out all

present operational processes, enabling selection of an ERP vendor whose standard modules

are most closely aligned with the established organization. Redesign can then be

implemented to achieve further process congruence. Research indicates that the risk of

business process mismatch is decreased by:

 linking each current organizational process to the organization's strategy;
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 analyzing the effectiveness of each process in light of its current related business capability;

 understanding the automated solutions currently implemented.

ERP implementation is considerably more difficult (and politically charged) in organizations

structured into nearly independent business units, each responsible for their own profit and

loss, because they will each have different processes, business rules, data semantics,

authorization hierarchies and decision centers. Solutions include requirements coordination

negotiated by local change management professionals or, if this is not possible, federated

implementation using loosely integrated instances (e.g. linked via Master Data Management)

specifically configured and/or customized to meet local needs. A disadvantage usually

attributed to ERP is that business process redesign to fit the standardized ERP modules can

lead to a loss of competitive advantage. While documented cases exist where this has indeed

materialized, other cases show that following thorough process preparation ERP systems can

actually increase sustainable competitive advantage.

Configuring an ERP system is largely a matter of balancing the way you want the system to

work with the way the system lets you work. Begin by deciding which modules to install,

then adjust the system using configuration tables to achieve the best possible fit in working

with your companys processes. Modules Most systems are modular simply for the flexibility

of implementing some functions but not others. Some common modules, such as finance and

accounting are adopted by nearly all companies implementing enterprise systems; others

however such as human resource management are not needed by some companies and

therefore not adopted. A service company for example will not likely need a module for

manufacturing. Other times companies will not adopt a module because they already have

their own proprietary system they believe to be superior. Generally speaking the greater

number of modules selected, the greater the integration benefits, but also the increase in

costs, risks and changes involved. Configuration Tables A configuration table enables a

company to tailor a particular aspect of the system to the way it chooses to do business. For

example, an organization can select the type of inventory accounting FIFO or LIFO it will

employ or whether it wants to recognize revenue by geographical unit, product line, or

distribution channel. So what happens when the options the system allows just arent good

enough? At this point a company has two choices, both of which are not ideal. It can re-write

some of the enterprise systems code, or it can continue to use an existing system and build

interfaces between it and the new enterprise system. Both options will add time and cost to

the implementation process. Additionally they can dilute the systems integration benefits.
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The more customized the system becomes the less possible seamless communication

becomes between suppliers and customers.

23. Consulting services

Many organizations did not have sufficient internal skills to implement an ERP project. This

resulted in many organizations offering consulting services for ERP implementation.

Typically, a consulting team was responsible for the entire ERP implementation including

planning, training, testing, implementation, and delivery of any customized modules.

Examples of customization includes additional product training; creation of process triggers

and workflow; specialist advice to improve how the ERP is used in the business; system

optimization; and assistance writing reports, complex data extracts or implementing Business

Intelligence. For most mid-sized companies, the cost of the implementation will range from

around the list price of the ERP user licenses to up to twice this amount (depending on the

level of customization required). Large companies, and especially those with multiple sites or

countries, will often spend considerably more on the implementation than the cost of the user

licenses -- three to five times more is not uncommon for a multi-site implementation.

24. Customization services

Customization Services involves any modifications or extensions that change how the out-of-

the-box ERP system works.

Customizing an ERP package can be very expensive and complicated. Some ERP packages

are not designed to support customization, so most businesses implement the best practices

embedded in the acquired ERP system. Some ERP packages have very generic features, such

that customization occurs in most implementations. It is also often possible to extend the

standard ERP package by purchasing third party software to provide additional functionality.

Customization work is usually undertaken as "changes requested beforehand" software

development on a time and materials basis.

25. Core system customization is where customers change the software vendors proprietary

code. This means that the software will no longer be supported by the vendor for the

particular function that was customized as the code would be modified to the customers need.

The customers IT department will then normally support the code in-house or subcontract a

consulting organization to do so.

26. Custom extensions are where a customer builds bolt-on custom applications that run

parallel to the standard system, i.e., custom extended-applications. Modules that are extended

but have core code that is not changed, remain supported but the extensions will have to be

supported by the customer's IT department or a subcontracted consulting organization
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27. Maintenance and support services

Maintenance and support services involve monitoring and managing an operational ERP

system. This function is often provided in-house using members of the IT department, or may

be provided by a specialist external consulting and services company.

28. Advantages

In the absence of an ERP system, a large manufacturer may find itself with many software

applications that neither talk to each other nor interface effectively. Tasks that need to

interface with one another may involve:

 Integration among different functional areas to ensure proper communication, productivity

and efficiency

 Design engineering (how to best make the product)

 Order tracking, from acceptance through fulfillment

 The revenue cycle, from invoice through cash receipt

 Managing inter-dependencies of complex processes bill of materials

 Tracking the three-way match between purchase orders (what was ordered), inventory

receipts (what arrived), and costing (what the vendor invoiced)

 The accounting for all of these tasks: tracking the revenue, cost and profit at a granular level.

Some security features are included within an ERP system to protect against both outsider

crime, such as industrial espionage, and insider crime, such as embezzlement. A data-

tampering scenario, for example, might involve a disgruntled employee intentionally

modifying prices to below-the-breakeven point in order to attempt to interfere with the

company's profit or other sabotage. ERP systems typically provide functionality for

implementing internal controls to prevent actions of this kind. ERP vendors are also moving

toward better integration with other kinds of information security tools.

In Section 5 of this course you will cover these topics:
Developing Information Systems

Managing Information Systems Ethics And Crime

Topic : Developing Information Systems
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Topic Objective:

At the end of this topic student would be able to:

 Understand the Systems Development Life Cycle

 Understand the History

 Understand the Systems Development Phases

 Understand the Initiation/Planning

 Understand the Requirements Gatherings And Analysis

 Understand the Design

Definition/Overview:

Systems Development Life Cycle (SDLC): or Software Development Life Cycle, in systems

engineering and software engineering refers to the process of creating or altering systems,

and the models and methodologies that people use to develop these systems.

History: Systems development life cycle is the oldest formalized methodology for building

information systems, intended to develop information systems in a very deliberate, structured

and methodical way, reiterating each stage of the life cycle.

Systems Development Phases:Systems Development Life Cycle (SDLC) adheres to

important phases that are essential for developers, such as planning, analysis, design

Initiation/Planning: To generate a high-level view of the intended project and determine the

goals of the project.

Requirements Gatherings And Analysis: The goal of systems analysis is to determine

where the problem is in attempt to fix the system

Design: In systems design functions and operations are described in detail, including screen

layouts, business rules, process diagrams and other documentation.

Key Points:

1. Systems Development Life Cycle

Systems Development Life Cycle (SDLC), or Software Development Life Cycle, in systems

engineering and software engineering refers to the process of creating or altering systems,

and the models and methodologies that people use to develop these systems. The concept

generally refers to computer or information systems. In software engineering the SDLC
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concept underpins many kinds of software development methodologies. These methodologies

form the framework for planning and controlling the creation of an information system: the

software development process.

Systems Development Life Cycle (SDLC) is any logical process used by a systems analyst to

develop an information system, including requirements, validation, training, and user

ownership. An SDLC should result in a high quality system that meets or exceeds customer

expectations, reaches completion within time and cost estimates, works effectively and

efficiently in the current and planned Information Technology infrastructure, and is

inexpensive to maintain and cost-effective to enhance. Computer systems have become more

complex and often (especially with the advent of Service-Oriented Architecture) link multiple

traditional systems potentially supplied by different software vendors. To manage this level

of complexity, a number of system development life cycle (SDLC) models have been created:

"waterfall," "fountain," "spiral," "build and fix," "rapid prototyping," "incremental," and

"synchronize and stabilize." Although the term SDLC can refer to various models, it typically

denotes a waterfall methodology. In project management a project has both a life cycle and a

"systems development life cycle," during which a number of typical activities occur. The

project life cycle (PLC) encompasses all the activities of the project, while the systems

development life cycle focuses on realizing the product requirements. Systems development

life cycle is the oldest formalized methodology for building information systems, intended to

develop information systems in a very deliberate, structured and methodical way, reiterating

each stage of the life cycle. The traditional systems development life cycle originated in the

1960s to develop large scale functional business systems in an age of large scale business

conglomerates. Information systems activities resolved around heavy data processing and

number crunching routines. In the 1980s the Structured Systems Analysis and Design Method

(SSADM) was based in SDLC. SSADM is a systems approach to the analysis and design of

information systems, produced for the Office of Government Commerce, a UKgovernment

office concerned with the use of technology in government. Since the 1980s the traditional

life cycle approaches to systems development has been increasingly replaced with alternative

approaches and frameworks, which attempted to overcome some of the inherent deficiencies

of the traditional SDLC.

2. Systems Development Phases

Systems Development Life Cycle (SDLC) adheres to important phases that are essential for

developers, such as planning, analysis, design, and implementation, and are explained in the

section below. There are several Systems Development Life Cycle Models in existence. The
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oldest model, that was originally regarded as "the Systems Development Life Cycle" is the

waterfall model: a sequence of stages in which the output of each stage becomes the input for

the next. These stages generally follow the same basic steps but many different waterfall

methodologies give the steps different names and the number of steps seems to vary between

4 and 7. There is no definitively correct Systems Development Life Cycle model, but the

steps can be characterized and divided in several steps.

The SDLC can be divided into ten phases during which defined IT work products are created

or modified. The tenth phase occurs when the system is disposed of and the task performed is

either eliminated or transferred to other systems. The tasks and work products for each phase

are described in subsequent chapters. Not every project will require that the phases be

sequentially executed. However, the phases are interdependent. Depending upon the size and

complexity of the project, phases may be combined or may overlap.

3. Initiation/Planning

To generate a high-level view of the intended project and determine the goals of the project.

The feasibility study is sometimes used to present the project to upper management in an

attempt to gain funding. Projects are typically evaluated in three areas of feasibility:

economical, operational, and technical. Furthermore, it is also used as a reference to keep the

project on track and to evaluate the progress of the MIS team. The MIS is also a complement

of those phases. This phase is also called the analysis phase.

4. Requirements Gatherings And Analysis

The goal of systems analysis is to determine where the problem is in attempt to fix the

system. This step involves breaking down the system in different pieces and drawing

diagrams to analyze the situation. Analysts project goals, breaking down functions that need

to be created, and attempt to engage users so that definite requirements can be defined.

5. Design

In systems design functions and operations are described in detail, including screen layouts,

business rules, process diagrams and other documentation. The output of this stage will

describe the new system as a collection of modules or subsystems.

6. Build or Coding

Modular and subsystem programming code will be accomplished during this stage. Unit

testing and module testing are done in this stage by the developers. This stage is intermingled

with the next in that individual modules will need testing before integration to the main
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project. Planning in software life cycle involves setting goals, defining targets, establishing

schedules, and estimating budgets for an entire software project

7. Testing

The code is tested at various levels in software testing. Unit, system and user acceptance

testing are often performed. This is a grey area as many different opinions exist as to what the

stages of testing are and how much if any iteration occurs. Iteration is not generally part of

the waterfall model, but usually some occurs at this stage.

 Data set testing

 Unit testing

 System testing

 Integration testing

 Black box testing

 White box testing

 Module testing

 Regression testing

 Automation testing

 User acceptance testing

8. Operations and Maintenance

The deployment of the system includes changes and enhancements before the

decommissioning or sunset of the system. Maintaining the system is an important aspect of

SDLC. As key personnel change positions in the organization, new changes will be

implemented, which will require system updates.

Systems Development Life Cycle topics

9. Management and control

The Systems Development Life Cycle (SDLC) phases serve as a programmatic guide to

project activity and provide a flexible but consistent way to conduct projects to a depth

matching the scope of the project. Each SDLC phase objectives are described in this section

with key deliverables, a description of recommended tasks, and a summary of related control

objectives for effective management. It is critical for the project manager to establish and

monitor control objectives during each SDLC phase while executing projects. Control

objectives help to provide a clear statement of the desired result or purpose and should be
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used throughout the entire SDLC process. Control objectives can be grouped into major

categories (Domains), and relate to the SDLC phases as shown in the figure. To manage and

control an SDLC initiative, each project will be required to establish some degree of a Work

Breakdown Structure WBS to capture and schedule the work necessary to complete the

project. The WBS and all programmatic material should be kept in the Project Description

section of the project notebook. The WBS format is mostly left to the project manager to

establish in a way that best describes the project work. There are some key areas that must be

defined in the WBS as part of the SDLC policy. The following diagram describes three key

areas that will be addressed in the WBS in a manner established by the project manager.

10. Work Breakdown Structure Organization

The upper section of the Work Breakdown Structure (WBS) should identify the major phases

and milestones of the project in a summary fashion. In addition, the upper section should

provide an overview of the full scope and timeline of the project and will be part of the initial

project description effort leading to project approval. The middle section of the WBS is based

on the seven Systems Development Life Cycle (SDLC) phases as a guide for WBS task

development. The WBS elements should consist of milestones and tasks as opposed to

activities and have a definitive period (usually two weeks or more). Each task must have a

measurable output (e.g. document, decision, or analysis). A WBS task may rely on one or

more activities (e.g. software engineering, systems engineering) and may require close

coordination with other tasks, either internal or external to the project. Any part of the project

needing support from contractors should have a Statement of work(SOW) written to include

the appropriate tasks from the SDLC phases. The development of a SOW does not occur

during a specific phase of SDLC but is developed to include the work from the SDLC process

that may be conducted by external resources such as contractors.

11. Baselines in the SDLC

Baselines are an important part of the Systems Development Life Cycle (SDLC). These

baselines are established after four of the five phases of the SDLC and are critical to the

iterative nature of the model. Each baseline is considered as a milestone in the SDLC.

 Functional Baseline: established after the conceptual design phase.

 Allocated Baseline: established after the preliminary design phase.

 Product Baseline: established after the detail design and development phase.
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 Updated Product Baseline: established after the production construction phase.

12. Complementary to SDLC

Complementary Software development methods to Systems Development Life Cycle (SDLC)

are:

 Software Prototyping

 Joint Applications Design (JAD)

 Rapid Application Development (RAD)

 Extreme Programming (XP); extension of earlier work in Prototyping and RAD.

 Open Source Development

 End-user development

 Object Oriented Programming

COMPARISON OF METHODOLOGIES

SDLC RAD Open

Source

Objects JAD Prototypin

g

End

User

Control Formal MIS Weak Standard

s

Joint User User

Time Frame Long Short Medium Any Mediu

m

Short Short

Users Many Few Few Varies Few One or

Two

One

MIS staff Many Few Hundred

s

Split Few One or

Two

None

Transaction/D

SS

Transactio

n

Both Both Both DSS DSS DSS

Interface Minimal Minim

al

Weak Window

s

Crucial Crucial Crucia

l

Documentation

& Training

Vital Limite

d

Internal In

Objects

Limite

d

Weak None

Integrity &

Security

Vital Vital Unknow

n

In

Objects

Limite

d

Weak Weak

Reusability Limited Some Maybe Vital Limite Weak None
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d

[Table 1]

13. Strength and Weaknesses

Few people in the modern computing world would use a strict waterfall model for their

Systems Development Life Cycle (SDLC) as many modern methodologies have superseded

this thinking. Some will argue that the SDLC no longer applies to models like Agile

computing, but it is still a term widely in use in Technology circles. A comparison of the

strength and weaknesses of SDLC:

STRENGTH AND WEAKNESSES OF SDLC

Strengths Weaknesses

Control. Increased development time.

Monitor Large projects. Increased development cost.

Detailed steps. Systems must be defined up front.

Evaluate costs and completion targets. Rigidity.

Documentation. Hard to estimate costs, project overruns.

Well defined user input. User input is sometimes limited.

Ease of maintenance.

Development and design standards.

Tolerates changes in MIS staffing.

[Table 2]

An alternative to the SDLC is Rapid Application Development, which combines prototyping,

Joint Application Development and implementation of CASE tools. The advantages of RAD

are speed, reduced development cost, and active user involvement in the development

process. It should not be assumed that just because the waterfall model is the oldest original

SDLC model that it is the most efficient system. At one time the model was beneficial mostly

to the world of automating activities that were assigned to clerks and accountants. However,

the world of technological evolution is demanding that systems have a greater functionality

that would assist help desk technicians/administrators or information technology

specialists/analysts.
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Topic : Managing Information Systems Ethics And Crime

Topic Objective:

At the end of this topic student would be able to:

 Understand the Cyber-squatting

 Understand the Computer ethics

 Understand the Identifying issues

 Understand the Some questions in computer ethics

 Understand the Ethical standards

Definition/Overview:

The Information Age: The Information Age is the third wave as described by Toffler. In this

age, information becomes the currency of the realm. Ethics is germane to this issue in the

context of the digital divide. Computer literacy refers to the ability to use information

technologies. The digital divide refers to the gap between those with access to the Internet

and other information resources and those who do not.

Information accuracy: Information accuracy refers to the authenticity and fidelity of

information. Information privacy is the right of an individual to control access to information

about them. Information property refers to who owns information about individuals and how

that information can be sold or distributed.

A worm: A worm is designed to copy and send itself, spreading rapidly throughout

networked computers. Viruses are destructive programs that disrupt the normal functioning of

computer systems. When a Trojan horse is planted in a computer, its instructions remain

hidden. The computer appears to function normally, but in fact it is performing underlying

functions dictated by the intrusive code. Logic or time bombs are variations of Trojan horses.

They also do not reproduce themselves and are designed to operate without disrupting normal

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

111
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



computer functions. Instead, they lie and wait for unsuspecting computer users to perform a

triggering operation (logic bombs), or wait for a certain time/date to pass (time bombs).

Internet Auctions: Internet Auctions Great deals on great products. After sending money,

consumers receive inferior item or nothing at all. Investigate the seller carefully.

Key Points:

1. Cyber-squatting

Cyber-squatting is the practice of registering a domain name, then trying to sell the name to

the person, company, or organization most likely to want it. The U.S. Government passed the

"Anti-Cyber-squatting Consumer Protection Act" in 1999. Computer crime is the act of using

an information system to commit an illegal act. There are several general categories of

computer crime including::

 Targeting a computer while committing an offense;

 Using a computer to commit an offense; or

 Using a computer to support a criminal act even though a computer is not the target.

The Computer Fraud and Abuse Act of 1986 prohibit:

 Stealing or compromising data about national defense, foreign relations, atomic energy, or

other restricted information;

 Gaining unauthorized access to computers owned by any agency or department of the United

States government;

 Violating data belonging to banks or other financial institutions;

 Intercepting or otherwise intruding upon communications between states or foreign countries;

and

 Threatening to damage computer systems in order to extort money or other valuables from

persons, businesses, or institutions.

The Electronic Communications Privacy Act of 1986 prohibits the breaking into

communications services and the interceptions of electronic communications. Unauthorized

access means that the person who gained entry did not have the authority or right to do so.

The remainder of the answer will vary.
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 Install and update virus scanning software.

 Make back-ups of important data and applications.

 Do not use shareware or disks from unknown or suspect sources.

 Do not open e-mail messages from unknown sources.

 If a virus is contracted, report the infection to your IT department.

Cyber-war refers to an organized attempt by a country's military to disrupt or destroy the

information and communication systems of another country. Cyber-terrorism is the use of

computer and networking technologies against persons or property to intimidate or coerce

governments, civilians, or any segment of society in order to attain political, religious, or

ideological goals. Unlike cyber-war, cyber-terrorism is not launched by governments, but by

individuals and organized groups.

2. Computer ethics

Computer ethics is a branch of practical philosophy which deals with how computing

professionals should make decisions regarding professional and social conduct. The term

"computer ethics" was first coined by Walter Maner in the mid-1970s, but only since the

1990s has it started being integrated into professional development programs in academic

settings. The conceptual foundations of computer ethics are investigated by information

ethics, a branch of philosophical ethics established by Luciano Floridi. Computer ethics is a

very important topic in computer applications.

3. Identifying issues

Identifying ethical issues as they arise, as well as defining how to deal with them, has

traditionally been problematic in computer ethics. Some have argued against the idea of

computer ethics as a whole. However, Collins and Miller proposed a method of identifying

issues in computer ethics in their Paramedic Ethics model. The model is a data-centered view

of judging ethical issues, involving the gathering, analysis, negotiation, and judging of data

about the issue. In solving problems relating to ethical issues, Michael Davis proposed a

unique problem-solving method. In Davis's model, the ethical problem is stated, facts are

checked, and a list of options is generated by considering relevant factors relating to the

problem. The actual action taken is influenced by specific ethical standards.

4. Some questions in computer ethics

There are a number of questions that are frequently discussed under the rubric of computer

ethics. One set of issues deal with some of the new ethical dilemmas that have emerged, or
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taken on new form, with the rise of the internet. For example, there is a wide range of

behaviors that fall under the heading of hacking many of which have been variously defended

and opposed by ethicists. There are now many ways to gain information about others that

were not available, or easily available, before the rise of computers. Thus ethical issues about

information storage and retrieval are now in the forefront. How should we protect private

data in large databases? Questions about software piracy are also widely discussed, especially

in light of file sharing programs such as Napster. Is it immoral or wrong to copy software,

music, or movies? If so, why? A second set of questions pertaining to the Internet that are

becoming more widely discussed are questions relating to the values that some may wish to

promote via the Internet. Some have claimed that the internet is a "democratic technology",

or an e-democracy. But is it really? Does the Internet foster democracy? Should it? Does the

digital divide raise ethical issues that society is morally obligated to ameliorate?

5. Ethical standards

One of the most definitive sets of ethical standards is the Association for Computing

Machinery Code of Ethics. The code is a four-point standard governing ethical behavior

among computing professionals. It covers the core set of computer ethics from professional

responsibility to the consequences of technology in society. Another computer ethics body is

the British Computer Society, which has published a code of conduct and code of practice for

computer professionals in the UK. The Uniform Computer Information Transactions Act

(UCITA) defines ethical behavior from the standpoint of legality, specifically during the

contracting process of computing. It defines how valid computing contracts are formed, and

how issues such as breach of contract are defined and settled. However, legality does not

completely encompass computer ethics. It is just one facet of the constantly expanding field

of computer ethics. After cashing "free" check, consumers are locked into long-term Web

service with steep penalties for cancellation or early termination. Read both sides of the

check, the fine print or any documentation that comes with the check. Credit Card Fraud

View online adult images for free, just for sharing your credit card number to "prove" you are

over 18. Fraudulent promoters run up unauthorized charges on consumers' cards. Only share

your credit card numbers when you are buying from a company you trust. Dispute

unauthorized charges (federal law limits your liability to $50). International Modem Dialing

Free access to adult material by downloading "viewer" or "dialer." Exorbitant long-distance

phone bills as the viewer or dialer reconnects to an international carrier. Don't download

programs providing "free" access without carefully reading all the fine print. Dispute
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unauthorized charges to your account. Web Cramming Free custom-designed Web site for

30-day trial. Telephone is billed even when consumers don't accept offer or agree to continue

service. Review phone bill carefully and challenge all charges you don't recognize. Multilevel

Marketing Plans / Pyramids Make money selling products you sell as well as those sold by

people you recruit to sell. Consumers are required to recruit other distributors, but products

sold to distributors don't qualify for commissions. Avoid programs that require you to recruit

distributors, buy expensive inventory, or commit to a minimum sales volume.

 Travel / Vacations Great trips for bargain prices

 Low quality accommodations and services, often with hidden charges get references and the

details of the trip in writing. Business Opportunities

 Be your own boss and earn a high salary.

 Consumers invest in unproven or insecure ventures.

 Talk to others who have made the same investment; get all promises in writing and study the

contract carefully.

 Consult with a lawyer or accountant. Investments Realize huge investment returns.

 Big profits always mean big risks.

 Check with state and federal securities and commodities regulators; insist on talking with

other investors.

Consumers put faith in unproven solutions and put off pursuing needed health care. Consult

with health professionals to evaluate cure-alls or promises to provide fast or easy cures.

Identity theft is the stealing of another person's social security number, credit card number,

and/or other personal information for the purpose of using the victim's credit rating to borrow

money, buy merchandise, and otherwise run up debts that are never repaid. Solutions include

the use of biometrics or encryption for personal identification, rather than just the use of the

social security number and mother's maiden name.
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