
INTRODUCTION TO NETWORK SECURITY 

Topic Objective: 

At the end of this topic student would be able to: 

 Learn about Notation 

 Learn about Primer On Networking 

 Learn about OSI Reference Model 

 Learn about IP, UDP, and TCP 

 Learn about Directory Service 

 Learn about Replicated Services 

 Learn about Packet Switching 

 Learn about Network Components 

Definition/Overview: 

Computer Terminology: Computer science is filled with ill-defined terminology used by 

different authors in conflicting ways, often by the same author in conflicting ways. Some 

people take terminology very seriously, and once they start to use a certain word in a certain 

way, are extremely offended if the rest of the world does not follow. 

Key Points: 

1. Notation 

We use the symbol XOR (pronounced ex-or) for the bitwise-exclusive-or operation. We use 

the symbol | for concatenation. We denote secret key encryption with curly brackets preceded 

by the key with which something was encrypted, as in K{message}, which means message is 

secret key encrypted with K. Public key encryption we denote with curly braces, and the 

name of the owner of the public key subscripting the close brace, as in {message}Bob. 

Signing (which means using the private key), we denote with square brackets, with the name 

of the owner of the key subscripting the close bracket, as in [message]Bob.  
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2. Primer On Networking 

You have to know something about computer networks to understand computer network 

security, so were including this primer. For a more detailed understanding, we recommend 

PERL99, TANE96, COME00, STEV94, KURO00. Networks today need to be very easy to 

use and configure. Networks are no longer an expensive educational toy for researchers, but 

instead are being used by real people. Most sites with networks will not be able to hire a full-

time person with networking expertise to start and keep the network running. 

3. OSI Reference Model 

The OSI Reference Model is useful because it gives some commonly used terminology, 

though it might mislead you into thinking that there is only one way to construct a network. 

The reference model was designed by an organization known as the International Standards 

Organization (ISO). The ISO decided it would be a good idea to standardize computer 

networking. Since that was too big a task for a single committee, they decided to subdivide 

the problem among several committees. They somewhat arbitrarily chose seven, each 

responsible for one layer. The basic idea is that each layer uses the services of the layer 

below, adds functionality, and provides a service to the layer above.  

4. IP, UDP, and TCP 

Today the most common protocols are the ones standardized by the IETF (Internet 

Engineering Task Force). All the IETF documents are on-line and freely available from the 

web site www.ietf.org. The protocols are specified in documents known as RFCs. (RFC is an 

abbreviation for Request for Comments, but the time to comment is when the documents are 

in the more preliminary internet draft stage. Nobody wants to hear your comments on RFCs.) 

The IETFs protocol suite is usually referred to as the TCP/IP suite, after the most common 

layer 3 (IP) and layer 4 (TCP) protocols at the time the suite was being nicknamed. IP 

(Internet Protocol), the layer 3 protocol, is defined in RFC 791. Its job is to deliver data 

across a network. To get a letter mailed with the postal service, you put it in an envelope that 

specifies the source and destination address. Similarly, the IP layer adds an envelope (a 

header) to the data that specifies the source and destination addresses. 
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5. Directory Service 

Having a telephone line into your house means you can access any phone in the world, if you 

know the telephone number. The same thing is true, more or less, in computer networks. If 

you know the network layer address of a node on the network, you should be able to 

communicate with that node. 

6.Replicated Services 

Sometimes it is convenient to have two or more computers performing the same function. 

One reason is performance. A single server might become overloaded, or might not be 

sufficiently close to all users on a large network. Another reason is availability. If the service 

is replicated, it does not matter if some of the replicas are down or unavailable. When 

someone wants to access the service provided, it doesnt matter which of the computers they 

reach. Often the user cant even tell whether theres a single copy of the service or there are 

replicas. What are the security issues with a replicated service? Youd want the user to have 

the same authentication information regardless of which replica was authenticating the user. 

If authentication information is stored at each replica, then coordinating the databases, for 

example after a change password command, can be tricky. And if the identical exchange will 

work with any of the replicas, then having an eavesdropper repeat the authentication 

handshake with a different replica might be a security problem. 

7. Packet Switching 

A really naive assumption would be that if people wanted computer A to talk to computer B, 

theyd string a wire between A and B. This doesnt work if networks get large, either in 

number of nodes (n2 wires) or physical distance (it takes a lot of wire to connect each of 

10000 nodes in North America with each of 10000 nodes in Asia). So in a network, messages 

do not go directly from sender to recipient, but rather have to be forwarded by various 

computers along the way. 

8. Network Components 

The network is a collection of packet switches (usually called routers) and links. A link can 

either be a wire between two computers or a multi-access link such as a LAN (local area 

network). A multi-access link has interesting security implications. Whatever is transmitted 
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on the link can be seen by all the other nodes on that link. Multi-access links with this 

property include Ethernet (also known as CSMA/CD), token rings, and packet radio 

networks. 

 

 

Topic : Introduction To Cryptography 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Learn History of cryptography  

 Understand Symmetric-key cryptography 

 Identify Public-key cryptography 

 Learn Cryptographic primitives 

 Learn about Cryptosystems 

Definition/Overview: 

Cryptography: Cryptography is the study of transforming information in order to make it 

secure from unintended recipients or use. When information is transformed from a useful 

form of understanding to a opaque form of understanding, this is called encryption. When the 

information is reverted back into a useful form, it is called decryption. Intended recipients or 

authorized use of the information is determined by whether the user has a certain piece of 

secret knowledge.  

Key Points: 

1. History of cryptography  

The Ancient Greek scytale (rhymes with Italy), probably much like this modern 

reconstruction, may have been one of the earliest devices used to implement a cipher. Before 

the modern era, cryptography was concerned solely with message confidentiality (i.e., 

encryption) conversion of messages from a comprehensible form into an incomprehensible 
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one, and back again at the other end, rendering it unreadable by interceptors or 

eavesdroppers without secret knowledge (namely, the key needed for decryption of that 

message). In recent decades, the field has expanded beyond confidentiality concerns to 

include techniques for message integrity checking, sender/receiver identity authentication, 

digital signatures, interactive proofs, and secure computation, amongst others. The earliest 

forms of secret writing required little more than local pen and paper analogs, as most people 

could not read. More literacy, or opponent literacy, required actual cryptography. The main 

classical cipher types are transposition ciphers, which rearrange the order of letters in a 

message (e.g., 'help me' becomes 'ehpl em' in a trivially simple rearrangement scheme), and 

substitution ciphers, which systematically replace letters or groups of letters with other 

letters or groups of letters (e.g., 'fly at once' becomes 'gmz bu podf' by replacing each letter 

with the one following it in the English alphabet). Simple versions of either offered little 

confidentiality from enterprising opponents, and still don't.  

An early substitution cipher was the Caesar cipher, in which each letter in the plaintext was 

replaced by a letter some fixed number of positions further down the alphabet. It was named 

after Julius Caesar who is reported to have used it, with a shift of 3, to communicate with his 

generals during his military campaigns, just like EXCESS-3 code in boolean algebra. 

Encryption attempts to ensure secrecy in communications, such as those of spies, military 

leaders, and diplomats.  

There is record of several early Hebrew ciphers as well. Cryptography is recommended in the 

Kama Sutra as a way for lovers to communicate without inconvenient discovery. 

Steganography (i.e., hiding even the existence of a message so as to keep it confidential) was 

also first developed in ancient times. An early example, from Herodotus, concealed a 

message - a tattoo on a slave's shaved head - under the regrown hair. More modern examples 

of steganography include the use of invisible ink, microdots, and digital watermarks to 

conceal information. The development of digital computers and electronics after WWII made 

possible much more complex ciphers. Furthermore, computers allowed for the encryption of 

any kind of data representable within computers in any binary format, unlike classical ciphers 

which only encrypted written language texts. Thus, computers supplanted linguistic 

cryptanalytic approaches. Many computer ciphers can be characterized by their operation on 

binary bit sequences (sometimes in groups or blocks), unlike classical and mechanical 

schemes, which generally manipulate traditional characters (i.e., letters and digits) directly. 
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However, computers have also assisted cryptanalysis, which has compensated to some extent 

for increased cipher complexity.  

2. Symmetric-key cryptography 

Symmetric-key cryptography refers to encryption methods in which both the sender and 

receiver share the same key (or, less commonly, in which their keys are different, but related 

in an easily computable way). This was the only kind of encryption publicly known until June 

1976. One round (out of 8.5) of the patented IDEA cipher, used in some versions of PGP for 

high-speed encryption of, for instance, e-mailThe modern study of symmetric-key ciphers 

relates mainly to the study of block ciphers and stream ciphers and to their applications. A 

block cipher is, in a sense, a modern embodiment of Alberti's polyalphabetic cipher: block 

ciphers take as input a block of plaintext and a key, and output a block of ciphertext of the 

same size. Since messages are almost always longer than a single block, some method of 

knitting together successive blocks is required. Several have been developed, some with 

better security in one aspect or another than others. They are the modes of operation and must 

be carefully considered when using a block cipher in a cryptosystem.  

The Data Encryption Standard (DES) and the Advanced Encryption Standard (AES) are 

block cipher designs which have been designated cryptography standards by the US 

government (though DES's designation was finally withdrawn after the AES was adopted). 

Despite its deprecation as an official standard, DES (especially its still-approved and much 

more secure triple-DES variant) remains quite popular; it is used across a wide range of 

applications, from ATM encryption to e-mail privacy and secure remote access. Many other 

block ciphers have been designed and released, with considerable variation in quality. Many 

have been thoroughly broken. Stream ciphers, in contrast to the 'block' type, create an 

arbitrarily long stream of key material, which is combined with the plaintext bit-by-bit or 

character-by-character, somewhat like the one-time pad. In a stream cipher, the output stream 

is created based on a hidden internal state which changes as the cipher operates. That internal 

state is initially set up using the secret key material. RC4 is a widely used stream cipher. 

Block ciphers can be used as stream ciphers. 

Cryptographic hash functions are a third type of cryptographic algorithm. They take a 

message of any length as input, and output a short, fixed length hash which can be used in 

(for example) a digital signature. For good hash functions, an attacker cannot find two 
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messages that produce the same hash. MD4 is a long-used hash function which is now 

broken; MD5, a strengthened variant of MD4, is also widely used but broken in practice. The 

U.S. National Security Agency developed the Secure Hash Algorithm series of MD5-like 

hash functions: SHA-0 was a flawed algorithm that the agency withdrew; SHA-1 is widely 

deployed and more secure than MD5, but cryptanalysts have identified attacks against it; the 

SHA-2 family improves on SHA-1, but it isn't yet widely deployed, and the U.S. standards 

authority thought it "prudent" from a security perspective to develop a new standard to 

"significantly improve the robustness of NIST's overall hash algorithm toolkit." Thus, a hash 

function design competition is underway and meant to select a new U.S.national standard, to 

be called SHA-3, by 2012. 

3. Public-key cryptography 

Symmetric-key cryptosystems use the same key for encryption and decryption of a message, 

though a message or group of messages may have a different key than others. A significant 

disadvantage of symmetric ciphers is the key management necessary to use them securely. 

Each distinct pair of communicating parties must, ideally, share a different key, and perhaps 

each ciphertext exchanged as well. The number of keys required increases as the square of 

the number of network members, which very quickly requires complex key management 

schemes to keep them all straight and secret. The difficulty of securely establishing a secret 

key between two communicating parties, when a secure channel doesn't already exist 

between them, also presents a chicken-and-egg problem which is a considerable practical 

obstacle for cryptography users in the real world. 

4. Cryptographic primitives 

Much of the theoretical work in cryptography concerns cryptographic primitives algorithms 

with basic cryptographic properties and their relationship to other cryptographic problems. 

More complicated cryptographic tools are then built from these basic primitives. These 

primitives provide fundamental properties, which are used to develop more complex tools 

called cryptosystems or cryptographic protocols, which guarantee one or more high-level 

security properties. Note however, that the distinction between cryptographic primitives and 

cryptosystems, is quite arbitrary; for example, the RSA algorithm is sometimes considered a 

cryptosystem, and sometimes a primitive. Typical examples of cryptographic primitives 

include pseudorandom functions, one-way functions, etc. 
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5.Cryptosystems 

One or more cryptographic primitives are often used to develop a more complex algorithm, 

called a cryptographic system, or cryptosystem. Cryptosystems (e.g. El-Gamal encryption) 

are designed to provide particular functionality (e.g. public key encryption) while 

guaranteeing certain security properties (e.g. CPA security in the random oracle model). 

Cryptosystems use the properties of the underlying cryptographic primitives to support the 

system's security properties. Of course, as the distinction between primitives and 

cryptosystems is somewhat arbitrary, a sophisticated cryptosystem can be derived from a 

combination of several more primitive cryptosystems. In many cases, the cryptosystem's 

structure involves back and forth communication among two or more parties in space (e.g., 

between the sender of a secure message and its receiver) or across time (e.g., 

cryptographically protected backup data). Such cryptosystems are sometimes called 

cryptographic protocols. Some widely known cryptosystems include RSA encryption, 

Schnorr signature, El-Gamal encryption, PGP, etc. More complex cryptosystems include 

electronic cash systems, signcryption systems, etc. Some more 'theoretical' (i.e., less 

practical) cryptosystems include interactive proof systems, (like zero-knowledge proofs,), 

systems for secret sharing, etc. 

Till recently, most security properties of most cryptosystems were demonstrated using 

empirical techniques, or using ad hoc reasoning. Recently, there has been considerable effort 

to develop formal techniques for establishing the security of cryptosystems; this has been 

generally called provable security. The general idea of provable security is to give arguments 

about the computational difficulty needed to compromise some security aspect of the 

cryptosystem (ie, to any adversary). 
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Topic : Secret Of Cryptography 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Understand Prohibitions in Cryptography 

 Learn Export of cryptography 

 Identify Digital Rights Management 

 Learn common goals of cryptography 

 Common forms of cryptography 

Definition/Overview: 

Secret Key of Cryptography: In cryptography, a block cipher is a symmetric key cipher 

which operates on fixed-length groups of bits, termed blocks, with an unvarying 

transformation. When encrypting, a block cipher might take a (for example) 128-bit block of 

plaintext as input, and output a corresponding 128-bit block of ciphertext. The exact 

transformation is controlled using a second input the secret key. 

Key Points: 

1. Prohibitions in Cryptography 

Cryptography has long been of interest to intelligence gathering and law enforcement 

agencies. Actually secret communications may be criminal or even treasonous; those whose 

communications are open to inspection may be less likely to be either. Because of its 

facilitation of privacy, and the diminution of privacy attendant on its prohibition, 

cryptography is also of considerable interest to civil rights supporters. Accordingly, there has 

been a history of controversial legal issues surrounding cryptography, especially since the 

advent of inexpensive computers has made widespread access to high quality cryptography 

possible.  

In some countries, even the domestic use of cryptography is, or has been, restricted. Until 

1999, Francesignificantly restricted the use of cryptography domestically. In China, a license 
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is still required to use cryptography. Many countries have tight restrictions on the use of 

cryptography. Among the more restrictive are laws inBelarus, Kazakhstan, 

Mongolia,Pakistan, Russia, Singapore,Tunisia, and Vietnam. In the United States, 

cryptography is legal for domestic use, but there has been much conflict over legal issues 

related to cryptography. One particularly important issue has been the export of cryptography 

and cryptographic software and hardware. Because of the importance of cryptanalysis in 

World War II and an expectation that cryptography would continue to be important for 

national security, many western governments have, at some point, strictly regulated export of 

cryptography. After World War II, it was illegal in the US to sell or distribute encryption 

technology overseas; in fact, encryption was defined legally to be a munition. Until the 

advent of the personal computer and the Internet, this was not especially problematic. 

However, as the Internet grew and computers became more widely available, high quality 

encryption techniques became well-known around the globe. As a result, export controls 

came to be seen to be an impediment to commerce and to research. 

2. Export of cryptography 

In the 1990s, there were several challenges to US export regulations of cryptography. One 

involved Philip Zimmermann's Pretty Good Privacy (PGP) encryption program; it was 

released in the US, together with its source code, and found its way onto the Internet in June 

1991. After a complaint by RSA Security (then called RSA Data Security, Inc., or RSADSI), 

Zimmermann was criminally investigated by the Customs Service and the FBI for several 

years. No charges were ever filed, however. Also, Daniel Bernstein, then a graduate student 

at UC Berkeley, brought a lawsuit against the USgovernment challenging some aspects of the 

restrictions based on free speech grounds. The 1995 case Bernstein v. United States which 

ultimately resulted in a 1999 decision that printed source code for cryptographic algorithms 

and systems was protected as free speech by the United States Constitution. In 1996, thirty-

nine countries signed the Wassenaar Arrangement, an arms control treaty that deals with the 

export of arms and "dual-use" technologies such as cryptography.  

The treaty stipulated that the use of cryptography with short key-lengths (56-bit for 

symmetric encryption, 512-bit for RSA) would no longer be export-controlled. Cryptography 

exports from the USare now much less strictly regulated than in the past as a consequence of 

a major relaxation in 2000; there are no longer very many restrictions on key sizes in US-

exported mass-market software. In practice today, since the relaxation in US export 
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restrictions, and because almost every personal computer connected to the Internet, 

everywhere in the world, includes US-sourced web browsers such as Mozilla Firefox or 

Microsoft Internet Explorer, almost every Internet user worldwide has access to quality 

cryptography (i.e., when using sufficiently long keys with properly operating and 

unsubverted software, etc) in their browsers; examples are Transport Layer Security or SSL 

stack. The Mozilla Thunderbird and Microsoft Outlook E-mail client programs similarly can 

connect to IMAP or POP servers via TLS, and can send and receive email encrypted with 

S/MIME. Many Internet users don't realize that their basic application software contains such 

extensive cryptosystems. These browsers and email programs are so ubiquitous that even 

governments whose intent is to regulate civilian use of cryptography generally don't find it 

practical to do much to control distribution or use of cryptography of this quality, so even 

when such laws are in force, actual enforcement is often effectively impossible. 

3. Digital Rights Management 

Cryptography is central to digital rights management (DRM), a group of techniques for 

technologically controlling use of copyrighted material, being widely implemented and 

deployed at the behest of some copyright holders. In 1998, American President Bill Clinton 

signed the Digital Millennium Copyright Act (DMCA), which criminalized all production, 

dissemination, and use of certain cryptanalytic techniques and technology (now known or 

later discovered); specifically, those that could be used to circumvent DRM technological 

schemes. This had a noticeable impact on the cryptography research community since an 

argument can be made that any cryptanalytic research violated, or might violate, the DMCA.  

Similar statutes have since been enacted in several countries and regions, including the 

implementation in the EU Copyright Directive. Similar restrictions are called for by treaties 

signed by World Intellectual Property Organization member-states. The United States 

Department of Justice and FBI have not enforced the DMCA as rigorously as had been feared 

by some, but the law, nonetheless, remains a controversial one. One well-respected 

cryptography researcher, Niels Ferguson, has publicly stated that he will not release some of 

his research into an Intel security design for fear of prosecution under the DMCA, and both 

Alan Cox (longtime number 2 in Linux kernel development) and Professor Edward Felten 

(and some of his students at Princeton) have encountered problems related to the Act. Dmitry 

Sklyarov was arrested during a visit to the USfrom Russia, and jailed for some months for 

alleged violations of the DMCA which had occurred in Russia, where the work for which he 
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was arrested and charged was then, and when he was arrested, legal. In 2007, the 

cryptographic keys responsible for Blu Ray and HD DVD content scrambling were 

discovered and released onto the internet. Both times, the MPAA sent out numerous DMCA 

takedown notices, and there was a massive internet backlash as a result of the implications of 

such notices on fair use and free speech both legally protected in the US and in some other 

jurisdictions. 

4. Common goals in cryptography 

In essence, cryptography concerns four main goals. They are: 

 message confidentiality (or privacy): Only an authorized recipient should be able to extract 

the contents of the message from its encrypted form.  

 message integrity: The recipient should be able to determine if the message has been altered.  

 sender non-repudiation: The emitter should not be able to deny sending the message.  

 message access control: Who are the valid recipients of the message.  

 message availability: By providing means to limit the validity of the message, channel, 

emitter or recipient in time or space.  

5. Common forms of cryptography 

Cryptography involves all legitimate users of information having the keys required to access 

that information. 

 If the sender and recipient must have the same key in order to encode or decode the protected 

information, then the cipher is a symmetric key cipher since everyone uses the same key for 

the same message.  

 If the sender and recipient have different keys respective to the communication roles they 

play, then the cipher is an asymmetric key cipher as different keys exist for encoding and 

decoding the same message.  

 Hash Functions or Digital Signatures. 
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Topic : Modes Of Operation 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Understand Message Integrity Code Secret Key 

 Learn Functions of MAC 

 Identify Digital Signatures and MAC 

 Understand MAC Algorithms 

 Learn about CMAC 

Definition/Overview: 

MAC: A cryptographic message authentication code (MAC) is a short piece of information 

used to authenticate a message. A MAC algorithm accepts as input a secret key and an 

arbitrary-length message to be authenticated, and outputs a MAC (sometimes known as a 

tag).  

Key Points: 

1. Message Integrity Code Secret Key 

message integrity code (MIC) is different from a MAC in that a secret key is not used in its 

operation. Although the terms are sometimes used interchangeably, a MIC should always be 

encrypted during transmission if it is to be used as a reliable gauge of message integrity. On 

the other hand, a MAC, which uses a secret key, does not necessarily need to be encrypted to 

provide the same level of assurance. A given message will always produce the same MIC 

assuming the same algorithm is used to generate both. Conversely, the same message can 

only generate matching MACs if the same secret key is used with the same algorithms to 

generate both. MICs don't use secret keys and, when taken on their own, are therefore a much 

less reliable gauge of message integrity. 
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2. Functions of MAC 

While MAC functions are similar to cryptographic hash functions, they possess different 

security requirements. To be considered secure, a MAC function must resist existential 

forgery under chosen-plaintext attacks. This means that even if an attacker has access to an 

oracle which possesses the secret key and generates MACs for messages of the attacker's 

choosing, he can "never" guess the MAC for any message that he has not yet asked the oracle 

about. (Here "never" means, "not without doing an infeasible amount of computation"). 

3. Digital Signatures and MAC 

MACs differ from digital signatures, as MAC values are both generated and verified using 

the same secret key. This implies that the sender and receiver of a message must agree on 

keys before initiating communications, as is the case with symmetric encryption. For the 

same reason, MACs do not provide the property of non-repudiation offered by signatures: 

any user who can verify a MAC is also capable of generating MACs for other messages. In 

contrast, a digital signature is generated using the private key of a key pair, which is 

asymmetric encryption. Since this private key is only accessible to its holder, a digital 

signature proves that a document was signed by none other than that holder. Thus, digital 

signatures do offer non-repudiation. 

4. MAC Algorithms 

MAC algorithms can be constructed from other cryptographic primitives, such as 

cryptographic hash functions (as in the case of HMAC) or from block cipher algorithms 

(OMAC, CBC-MAC and PMAC). 

 

5. CMAC 

In cryptography, CMAC (Cipher-based MAC) is a block cipher-based message 

authentication code algorithm, it may be used to provide assurance of the authenticity and, 

hence, the integrity of binary data. This mode of operation fixes security deficiencies of 

CBC-MAC (CBC-MAC is secure only for fixed-length messages). The core of the CMAC 

algorithm is a variation of CBC-MAC that Black and Rogaway proposed and analyzed under 
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the name XCBC and submitted to NIST. The XCBC algorithm efficiently addresses the 

security deficiencies of CBC-MAC. Iwata and Kurosawa proposed an improvement of XCBC 

and named the resulting algorithm One-Key CBC-MAC (OMAC) in their papers. They later 

submitted OMAC1 , a refinement of OMAC, and additional security analysis. The OMAC1 

variation efficiently reduces the key size of XCBC. CMAC is equivalent to OMAC1. To 

generate an l-bit CMAC tag tof message m using a b-bit block cipher E and secret key k one 

first generates two sub-keys k1 and k2using the following algorithm (this is equivalent to 

multiplication by x and x
2
in a finite field). Let signify a standard left-shift operator: 

 Calculate a temporary value k0 = Ek(0).  

 If msb(k0) = 0 then else , where C is a certain 

constant constant that depends only on b (specifically, C is the non-leading coefficients of the 

lexicographically first irreducible degree-b binary polynomial with the minimal number of 

ones).  

 If msb(k1) = 0 then else  

As a small example, suppose b= 4, C = 00112, and k0 = Ek(0) = 01012. Then k1 = 10102 and k2 

= 01112. 

The CMAC tag generation process is as follows: 

 Divide message into b-bit blocks,  

 If mn' is a complete block then  

 Let c0 = 00...02.  

 For , calculate  

 Output t = msbl(cn).  

The verification process is as follows: 

 Use the above algorithm to generate the tag.  

 Check that the generated tag is equal to the received tag.  
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Topic : Hashes And Message Digests 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Learn about Hash Algorithms 

 Learn about Hash Cryptographic properties  

 Learn about Applications of Hash 

 Learn about Merkle-Damgard construction 

 Learn about One-way compression function 

 Learn about HMAC 

Definition/Overview: 

Hash Function: In cryptography, a cryptographic hash function is a transformation that takes 

an input and returns a fixed-size string, which is called the hash value. Hash functions with 

this property are used for a variety of computational purposes, including cryptography. The 

hash value is a concise representation of the message or document from which it was 

computed. The message digest is a sort of "digital fingerprint" of the document.  

Key Points: 

1. Hash algorithms 

Checksums and cyclic redundancy checks (CRCs) are quite distinct from cryptographic hash 

functions, and are used for different applications. If used for security, they are vulnerable to 

attack; for example, a CRC was used for message integrity in the WEP encryption standard, 

but an attack was readily discovered which exploited the linearity of the checksum specified. 

A message authentication code (MAC) takes a message and a secret key and generates a 

"MAC tag", such that it is difficult for an attacker to generate a valid pair (message, tag) that 

doesn't match one they've already seen; they are used to prevent attackers forging messages, 

among other uses. Though it is sometimes referred to as a "keyed hash function", a MAC 

serves a very different purpose and has very different security properties than a cryptographic 

hash function; for example, it is not considered a flaw if it is easy for someone who knows 
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the MAC key to generate two messages that have the same MAC. Hash functions can be used 

to create MAC functions. 

2. Hash Cryptographic properties  

A hash function meeting these criteria may still have undesirable properties. For instance, 

many popular hash functions are vulnerable to length-extension attacks: given h(m) and 

len(m) but not m, by choosing a suitable m' an attacker can calculate h (m || m'), where || 

denotes concatenation. This property can be used to break naive authentication schemes 

based on hash functions. The HMAC construction works around these problems. It is 

however, a common misconception that "one-wayness" of a cryptographic hash function 

means irreversibility of processing of the hash state, and that it somehow contradicts the 

principles used to construct block ciphers. Such "irreversibility" in fact means presence of 

local collisions that could facilitate attacks. The hash function must be a permutation 

processing its state bijectively to be cryptographically secure. It must be irreversible 

regarding the data block just like any block cipher must be irreversible regarding the key (it 

should be impossible to find the key that can encrypt a block A into a block B faster than the 

brute-force). This makes iterated block ciphers and hash functions processing blocks of the 

same size as secret keys of those block ciphers virtually identical, except the roles of key and 

data blocks are swapped. All the attacks against the MDx and SHA families of hash functions 

exploit local collisions in the processing of the data block. The local collisions caused by the 

final addition operation can also be exploited by these attacks. 

3. Applications of Hash 

A typical use of a cryptographic hash would be as follows: Alice poses a tough math problem 

to Bob, and claims she has solved it. Bob would like to try it himself, but would yet like to be 

sure that Aliceis not bluffing. Therefore, Alicewrites down her solution, appends a random 

nonce, computes its hash and tells Bob the hash value (whilst keeping the solution and nonce 

secret). This way, when Bob comes up with the solution himself a few days later, Alice can 

prove that she had the solution earlier by revealing the nonce to Bob. (This is an example of a 

simple commitment scheme; in actual practice, Alice and Bob will often be computer 

programs, and the secret would be something less easily spoofed than a claimed puzzle 

solution). Another important application of secure hashes is verification of message integrity. 

Determining whether any changes have been made to a message (or a file), for example, can 

be accomplished by comparing message digests calculated before, and after, transmission (or 

any other event). A message digest can also serve as a means of reliably identifying a file; 

several source code management systems, including Git, Mercurial and Monotone, use the 
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sha1sum of various types of content (file content, directory trees, ancestry information, etc) to 

uniquely identify them. A related application is password verification. Passwords are usually 

not stored in cleartext, for obvious reasons, but instead in digest form. To authenticate a user, 

the password presented by the user is hashed and compared with the stored hash. This is 

sometimes referred to as one-way encryption. 

4. Merkle-Damgard construction 

A hash function must be able to process an arbitrary-length message into a fixed-length 

output. This can be achieved by breaking the input up into a series of equal-sized blocks, and 

operating on them in sequence using a one-way compression function. The compression 

function can either be specially designed for hashing or be built from a block cipher. A hash 

function built with the Merkle-Damgrd construction is as resistant to collisions as is its 

compression function; any collision for the full hash function can be traced back to a collision 

in the compression function. 

 

The last block processed should also be unambiguously length padded; this is crucial to the 

security of this construction. This construction is called the Merkle-Damgrd construction. 

Most widely used hash functions, including SHA-1 and MD5, take this form.Hash functions 

based on block ciphers 

5. One-way compression function 

There are several methods to use a block cipher to build a cryptographic hash function. The 

methods resemble the block cipher modes of operation usually used for encryption. All well-

known hash functions, including MD4, MD5, SHA-1 and SHA-2 are built from block-cipher-

like components designed for the purpose, with feedback to ensure that the resulting function 

is not bijective. 

A standard block cipher such as AES can be used in place of these custom block ciphers; this 

generally carries a cost in performance, but can be advantageous where a system needs to 

perform hashing and another cryptographic function such as encryption that might use a 

block cipher, but is constrained in the code size or hardware area it must fit into, such as in 

some embedded systems like smart cards. 

 

 

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

18
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



6. HMAC 

In cryptography, a keyed-Hash Message Authentication Code (HMAC or KHMAC), is a type 

of message authentication code (MAC) calculated using a specific algorithm involving a 

cryptographic hash function in combination with a secret key. As with any MAC, it may be 

used to simultaneously verify both the data integrity and the authenticity of a message. Any 

iterative cryptographic hash function, such as MD5 or SHA-1, may be used in the calculation 

of an HMAC; the resulting MAC algorithm is termed HMAC-MD5 or HMAC-SHA-1 

accordingly. The cryptographic strength of the HMAC depends upon the cryptographic 

strength of the underlying hash function, on the size and quality of the key and the size of the 

hash output length in bits. An iterative hash function breaks up a message into blocks of a 

fixed size and iterates over them with a compression function. For example, MD5 and SHA-1 

operate on 512-bit blocks. The size of the output of HMAC is the same as that of the 

underlying hash function (128 or 160 bits in the case of MD5 or SHA-1, respectively), 

although it can be truncated if desired. Truncating the hash image reduces the security of the 

MAC which is upper bound by the birthday attack. The construction and analysis of HMACs 

was first published in 1996 by Mihir Bellare, Ran Canetti, and Hugo Krawczyk, who also 

wrote RFC 2104. FIPS PUB 198 generalizes and standardizes the use of HMACs. HMAC-

SHA-1 and HMAC-MD5 are used within the IPsec and TLS protocols. 

 

Topic : Public Key Algorithms 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Learn about Actual algorithms and two linked keys 

 Identify Diffie-Hellman Key Exchange 

 Learn about Weaknesses of Public Key Algorithms 

 Learn about Computational cost of Public key algorithms 

 Learn about Associating public keys with identities 
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Definition/Overview: 

Public-key cryptography: It is a form of cryptography in which the key used to encrypt a 

message differs from the key used to decrypt it. In public key cryptography, a user has a pair 

of cryptographic keysa public key and a private key. The private key is kept secret, while the 

public key may be widely distributed. Incoming messages would have been encrypted with 

the recipient's public key and can only be decrypted with his corresponding private key. The 

keys are related mathematically, but the private key cannot be practically derived from the 

public key. 

Key Points: 

1. Actual algorithmstwo linked keys 

Not all asymmetric key algorithms operate in precisely this fashion. The most common ones 

have the property that Alice and Bob each own twokeys, one for encryption and one for 

decryption. In a secure asymmetric key encryption scheme, the private key should not be 

deducible from the public key. This is known as public-key encryption, since an encryption 

key can be published without compromising the security of messages encrypted with that 

key. In the analogy above, Bob might publish instructions on how to make a lock ("public 

key"), but the lock is such that it is impossible (so far as is known) to deduce from these 

instructions how to make a key which will open that lock ("private key"). Those wishing to 

send messages to Bob use the public key to encrypt the message; Bob uses his private key to 

decrypt it. 

2. Diffie-Hellman Key Exchange 

Diffie-Hellman key exchange (D-H) is a cryptographic protocol that allows two parties that 

have no prior knowledge of each other to jointly establish a shared secret key over an 

insecure communications channel. This key can then be used to encrypt subsequent 

communications using a symmetric key cipher. In the Diffie-Hellman key predistribution 

scheme, each party generates a public/private key pair and distributes the public key. After 

obtaining an authentic copy of each other's public keys, Alice and Bob can compute a shared 

secret offline. The shared secret can be used as the key for a symmetric cipher. Synonyms of 

Diffie-Hellman key exchange include: 

 Diffie-Hellman key agreement  

 Diffie-Hellman key establishment  
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 Diffie-Hellman key negotiation  

 Exponential key exchange  

 Diffie-Hellman protocol  

The scheme was first published publicly by Whitfield Diffie and Martin Hellman in 1976, 

although it later emerged that it had been separately invented a few years earlier within 

GCHQ, the British signals intelligence agency, by Malcolm J. Williamson but was kept 

classified. Although Diffie-Hellman key agreement itself is an anonymous (non-

authenticated) key-agreement protocol, it provides the basis for a variety of authenticated 

protocols, and is used to provide perfect forward secrecy in Transport Layer Security's 

ephemeral modes. 

3. Weaknesses of Public Key Algorithms 

Of course, there is a possibility that someone could "pick" Bob's or Alice's lock. Among 

symmetric key encryption algorithms, only the one-time pad can be proven to be secure 

against any adversary, no matter how much computing power is available. Unfortunately, 

there is no public-key scheme with this property, since all public-key schemes are susceptible 

to brute force key search attack. Such attacks are impractical if the amount of computation 

needed to succeed (termed 'work factor' by Claude Shannon) is out of reach of potential 

attackers. In many cases, the work factor can be increased by simply choosing a longer key. 

But other attacks may have much lower work factors, making resistance to brute force attack 

irrelevant, and some are known for some public key encryption algorithms. Both RSA and 

ElGamal encryption have known attacks which are much faster than the brute force approach. 

Such estimates have changed both with the decreasing cost of computer power, and new 

mathematical discoveries. In practice, these insecurities can be generally avoided by choosing 

key sizes large enough that the best known attack would take so long that it is not worth any 

adversary's time and money to break the code. For example, if an estimate of how long it 

takes to break an encryption scheme is one thousand years, and it were used to encrypt your 

credit card details, they would be safe enough, since the time needed to decrypt the details 

will be rather longer than the useful life of those details, which expire after a few years. 

Typically, the key size needed is much longer for public key algorithms than for symmetric 

key algorithms. 

Aside from the resistance to attack of a particular keypair, the security of the certification 

hierarchy must be considered when deploying public key systems. Some certificate authority 
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(usually a purpose built program running on a server computer) vouches for the identities 

assigned to specific private keys by producing a digital certificate. Public key digital 

certificates are typically valid for several years at a time, so the associated private keys must 

be held securely over that time. When a private key used for certificate creation higher in the 

PKI server hierarchy is compromised or accidentally disclosed then a man in the middle 

attack attack is possible, making any subordinate certificate wholly insecure.  

4.Computational cost of Public key algorithms 

Public key algorithms known thus far are relatively computationally costly compared with 

most symmetric key algorithms of apparently equivalent security. The difference factor is 

typically quite large. This has important implications for their practical use. Most are used in 

hybrid cryptosystems for reasons of efficiency; in such a cryptosystem, a shared secret key 

("session key") is generated by one party and this much briefer session key is then encrypted 

by each recipient's public key. Each recipient uses the corresponding private key to decrypt 

the session key. Once all parties have obtained the session key they can use a much faster 

symmetric algorithm to encrypt and decrypt messages. In many of these schemes, the session 

key is unique to each message exchange, being randomly chosen for each message. 

5. Associating public keys with identities 

The binding between a public key and its 'owner' must be correct, lest the algorithm function 

perfectly and yet be entirely insecure in practice. As with most cryptography, the protocols 

used to establish and verify this binding are critically important. Associating a public key 

with its owner is typically done by protocols implementing a public key infrastructure; these 

allow the validity of the association to be formally verified by reference to a trusted third 

party, either in the form of a hierarchical certificate authority (e.g., X.509), a local trust 

model (e.g., SPKI), or a web of trust scheme (e.g., that originally built into PGP and GPG and 

still to some extent usable with them). Whatever the cryptographic assurance of the protocols 

themselves, the association between a public key and its owner is ultimately a matter of 

subjective judgement on the part of the trusted third party, since the key is a mathematical 

entity whilst the owner, and the connection between owner and key, are not. For this reason, 

the formalism of a public key infrastructure must provide for explicit statements of the policy 

followed when making this judgement. For example, the complex and never fully 

implemented X.509 standard allows a certificate authority to identify its policy by means of 

an object identifier which functions as an index into a catalogue of registered policies. 
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Policies may exist for many different purposes, ranging from anonymity to military 

classification. 

 

 

In Section 2 of this course you will cover these topics: 
 

Number Theory  
 

Math With Aes And Elliptic Curves  
 

Overview Of Authentication Systems  
 

Authentication Of People  
 

Security Handshake Pitfalls 

 

 

Topic : Number Theory 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Learn about Euclidean algorithm 

 Identify Chinese Remainder Theorem 

 Understand Eulers Totient Function 

 Learn about Eulers Theorem 

 Understand Elementary Number Theory 

Definition/Overview: 

Number Theory: Number theory is the branch of pure mathematics concerned with the 

properties of numbers in general, and integers in particular, as well as the wider classes of 

problems that arise from their study. 

Key Points: 

1. Euclidean algorithm 

The Euclidean algorithm is one of the oldest algorithms known, since it appeared in Euclid's 

Elements around 300 BC (7th book, Proposition 2). Euclid originally formulated the problem 

geometrically, as the problem of finding the greatest common "measure" for two line lengths 
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(a line that could be used to measure both lines without a remainder), and his algorithm 

proceeded by repeated subtraction of the shorter from the longer segment. However, the 

algorithm was probably not discovered by Euclidand it may have been known up to 200 years 

earlier. It was almost certainly known by Eudoxus of Cnidus (about 375 BC), and Aristotle 

(about 330 BC) hinted at it in his Topics, 158b, 2935. 

2. Chinese Remainder Theorem 

The Chinese remainder theorem is a result about congruences in number theory and its 

generalizations in abstract algebra. The original form of the theorem, contained in a third-

century AD book Sun Zi suanjing (The Mathematical Classic by Sun Zi) by Chinese 

mathematician Sun Tzu and later republished in a 1247 book by Qin Jiushao, the Shushu 

Jiuzhang (Mathematical Treatise in Nine Sections) is a statement about simultaneous 

congruences. Suppose n1, n2, , nk are positive integers which are pairwise coprime. Then, for 

any given integers a1,a2, , ak, there exists an integer x solving the system of simultaneous 

congruences 

 

Furthermore, all solutions x to this system are congruent modulo the product N = n1n2nk. 

Hence for all , if and only if . 

Sometimes, the simultaneous congruences can be solved even if the ni's are not pairwise 

coprime. A solution x exists if and only if: 

 

All solutions x are then congruent modulo the least common multiple of the ni. Versions of 

the Chinese remainder theorem were also known to Brahmagupta (7th century), and appear in 

Fibonacci's Liber Abaci (1202). 

3. Eulers Totient Function 

In number theory, the totient of a positive integer n is defined to be the number of 

positive integers less than or equal to n that are coprime to n. For example, since 

the six numbers 1, 2, 4, 5, 7 and 8 are coprime to 9. The function so defined is the totient 

function. The totient is usually called the Euler totient or Euler's totient, after the Swiss 

mathematician Leonhard Euler, who studied it. The totient function is also called Euler's phi 
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function or simply the phi function, since it is commonly denoted by the Greek letter Phi ( ). 

The cototient of n is defined as , in other words the number of positive integers 

less than or equal to n that are not coprime to n. he totient function is important mainly 

because it gives the size of the multiplicative group of integers modulo n. More precisely, 

is the order of the group of units of the ring . This fact, together with Lagrange's 

theorem, provides a proof for Euler's theorem. 

4. Eulers Theorem 

In number theory, Euler's theorem (also known as the Fermat-Euler theorem or Euler's totient 

theorem) states that if n is a positive integer and a is a positive integer coprime to n, then 

 

where φ(n) is Euler's totient function and "... ≡ ... (mod n)" denotes ... congruence ... modulo 

n. The theorem is a generalization of Fermat's little theorem, and is further generalized by 

Carmichael's theorem. The theorem may be used to easily reduce large powers modulo n. For 

example, consider finding the last decimal digit of 7
222

, i.e. 7
222

(mod 10). Note that 7 and 10 

are coprime, and φ(10) = 4. So Euler's theorem yields 7
4
 ≡ 1 (mod 10), and we get 7

222
 ≡ 7

4x55 

+ 2
 ≡ (7

4
)
55

x7
2
 ≡ 1

55
x7

2
 ≡ 49 ≡ 9 (mod 10). 

In general, when reducing a power of a modulo n (where a and n are coprime), one needs to 

work modulo φ(n) in the exponent of a: 

if x ≡ y (mod φ(n)), then a
x
≡ a

y
 (mod n).  

5. Elementary Number Theory 

In elementary number theory, integers are studied without use of techniques from other 

mathematical fields. Questions of divisibility, use of the Euclidean algorithm to compute 

greatest common divisors, integer factorizations into prime numbers, investigation of perfect 

numbers and congruences belong here. Several important discoveries of this field are 

Fermat's little theorem, Euler's theorem, the Chinese remainder theorem and the law of 

quadratic reciprocity. The properties of multiplicative functions such as the Mbius function 

and Euler's φ function, integer sequences, factorials, and Fibonacci numbers all also fall into 

this area. Many questions in number theory can be stated in elementary number theoretic 

terms, but they may require very deep consideration and new approaches outside the realm of 

elementary number theory to solve. 
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Topic : Math With Aes And Elliptic Curves 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Learn about Mathematics of Rijandael 

 Identify Description of the AES cipher 

 Understand the SubBytes step 

 Understand the ShiftRows step 

 Learn about the MixColumns step 

 Learn about the AddRoundKey step 

 Learn about Optimization of the cipher 

 Understand AES Security 

Definition/Overview: 

AES: In cryptography, the Advanced Encryption Standard (AES) is an encryption standard 

adopted by theU.S.government. The standard comprises three block ciphers, AES-128, AES-

192 and AES-256, adopted from a larger collection originally published as Rijndael. Each 

AES cipher has a 128 bit block size, with key sizes of 128, 192 and 256 bits, respectively. 

The AES ciphers have been analyzed extensively and are now used worldwide, as was the 

case with its predecessor, the Data Encryption Standard (DES). 

Key Points: 

1.Mathematics of Rijandael 

The MixColumns operation performed by the Rijndael cipher, along with the shift-rows step, 

is the primary source of diffusion in Rijndael. Each column is treated as a polynomial over 

GF(2
8
) and is then multiplied modulo x

4
 + 1 with a fixed polynomial c(x) = 3x

3
 + x

2
 + x + 2; 

the inverse of this polynomial is c 
−1

(x) = 11x
3
 + 13x

2
 + 9x + 14. The MixColumns step can 
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be performed by multiplying a coordinate vector of four numbers in Rijndael's Galois field by 

the following MDS matrix: 

 

This can also be seen as the following: 

r0 = 2a0 + a3 + a2 + 3a1  

r1 = 2a1 + a0 + a3 + 3a2  

r2 = 2a2 + a1 + a0 + 3a3  

r3 = 2a3 + a2 + a1 + 3a0  

Since this math is done in Rijndael's Galois field, the addition above is actually an exclusive 

or operation, and multiplication is a complicated operation. 

2. Description of the AES cipher 

AES is fast in both software and hardware, is relatively easy to implement, and requires little 

memory. Unlike its predecessor DES, which used a Feistel network, the AES cipher is a 

substitution-permutation network. AES has a fixed block size of 128 bits and a key size of 

128, 192, or 256 bits, whereas Rijndael can be specified with block and key sizes in any 

multiple of 32 bits, with a minimum of 128 bits and a maximum of 256 bits. Assuming one 

byte equals 8 bits, the fixed block size of 128 bits is 128 8 = 16 bytes. AES operates on a 44 

array of bytes, termed the state (versions of Rijndael with a larger block size have additional 

columns in the state). Most AES calculations are done in a special finite field. The AES 

cipher is specified as a number of repetitions of transformations rounds that convert the input 

plain-text into the final output of cipher-text. Each round consists of several processing steps, 

including one that depends on the encryption key. A set of reverse rounds are applied to 

transform cipher-text back into the original plain-text using the same encryption key. 

3. The SubBytes step 

In the SubBytes step, each byte in the state is replaced with its entry in a fixed 8-bit lookup 

table, S; bij = S(aij).In the SubBytes step, each byte in the array is updated using an 8-bit 
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substitution box, the Rijndael S-box. This operation provides the non-linearity in the cipher. 

The S-box used is derived from the multiplicative inverse over GF(28), known to have good 

non-linearity properties. To avoid attacks based on simple algebraic properties, the S-box is 

constructed by combining the inverse function with an invertible affine transformation. The 

S-box is also chosen to avoid any fixed points (and so is a derangement), and also any 

opposite fixed points. 

4.The ShiftRows step 

In the ShiftRows step, bytes in each row of the state are shifted cyclically to the left. The 

number of places each byte is shifted differs for each row.The ShiftRows step operates on the 

rows of the state; it cyclically shifts the bytes in each row by a certain offset. For AES, the 

first row is left unchanged. Each byte of the second row is shifted one to the left. Similarly, 

the third and fourth rows are shifted by offsets of two and three respectively. For the block of 

size 128 bits and 192 bits the shifting pattern is the same. In this way, each column of the 

output state of the ShiftRows step is composed of bytes from each column of the input state. 

(Rijndael variants with a larger block size have slightly different offsets). In the case of the 

256-bit block, the first row is unchanged and the shifting for second, third and fourth row is 1 

byte, 3 bytes and 4 bytes respectively - although this change only applies for the Rijndael 

cipher when used with a 256-bit block, which is not used for AES. 

5. The MixColumns step 

In the MixColumns step, each column of the state is multiplied with a fixed polynomial 

c(x).In the MixColumns step, the four bytes of each column of the state are combined using 

an invertible linear transformation. The MixColumns function takes four bytes as input and 

outputs four bytes, where each input byte affects all four output bytes. Together with 

ShiftRows, MixColumns provides diffusion in the cipher. Each column is treated as a 

polynomial over GF(28) and is then multiplied modulo x4 + 1 with a fixed polynomial c(x) = 

3x3 + x2 + x + 2. The MixColumns step can also be viewed as a multiplication by a 

particular MDS matrix in Finite field. This process is described further in the article Rijndael 

mix columns. 
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6. The AddRoundKey step 

In the AddRoundKey step, each byte of the state is combined with a byte of the round subkey 

using the XOR operation (⊕).In the AddRoundKey step, the subkey is combined with the 

state. For each round, a subkey is derived from the main key using Rijndael's key schedule; 

each subkey is the same size as the state. The subkey is added by combining each byte of the 

state with the corresponding byte of the subkey using bitwise XOR. 

7.Optimization of the cipher 

Please help improve this section by adding citations to reliable sources. Unverifiable material 

may be challenged and removed. On systems with 32-bit or larger words, it is possible to 

speed up execution of this cipher by combining SubBytes and ShiftRows with MixColumns, 

and transforming them into a sequence of table lookups. This requires four 256-entry 32-bit 

tables, which utilizes a total of four kilobytes (4096 bytes) of memoryone kilobyte for each 

table. A round can now be done with 16 table lookups and 12 32-bit exclusive-or operations, 

followed by four 32-bit exclusive-or operations in the AddRoundKey step. 

8. AES Security 

As of 2006, the only successful attacks against AES implementations have been side-channel 

attacks. The National Security Agency (NSA) reviewed all the AES finalists, including 

Rijndael, and stated that all of them were secure enough for US Government non-classified 

data. Two of NSA's algorithms for protection of TOP SECRET information (BATON and 

JUNIPER) use 160-bit keys; NSA may simply have required the longer AES key lengths to 

provide a similar security margin against brute-force attacks. The most common way to 

attack block ciphers is to try various attacks on versions of the cipher with a reduced number 

of rounds. AES has 10 rounds for 128-bit keys, 12 rounds for 192-bit keys, and 14 rounds for 

256-bit keys. By 2006, the best known attacks were on 7 rounds for 128-bit keys, 8 rounds 

for 192-bit keys, and 9 rounds for 256-bit keys. Some cryptographers[who?] worry about the 

security of AES. They feel that the margin between the number of rounds specified in the 

cipher and the best known attacks is too small for comfort. There is a risk that some way to 

improve such attacks might be found and then the cipher could be broken. In this meaning, a 

cryptographic "break" is anything faster than an exhaustive search, thus an attack against a 

128-bit-key AES requiring 'only' 2120 operations (compared to 2128 possible keys) would be 
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considered a break even though it would be, at present, quite infeasible. In practical 

application, any break of AES which is only that "good" would be irrelevant. At present, such 

concerns can be ignored. The largest successful publicly-known brute force attack has been 

against a 64-bit RC5 key by distributed.net. In 2002, a theoretical attack, termed the "XSL 

attack", was announced by Nicolas Courtois and Josef Pieprzyk, showing a potential 

weakness in the AES algorithm. Several cryptography experts have found problems in the 

underlying mathematics of the proposed attack, suggesting that the authors may have made a 

mistake in their estimates. Whether this line of attack can be made to work against AES 

remains an open question. At present, the XSL attack against AES appears speculative; it is 

unlikely that the current attack could be carried out in practice. 

 

 

Topic : Overview Of Authentication Systems 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Learn about History of Authentication 

 Identify Authentication vs. authorization 

 Learn about Factors in the security of a password system 

 Learn about Form of stored passwords 

 Understand Simple transmission of the password 

 Learn about Transmission through encrypted channels 

Definition/Overview: 

Authentication: Authentication is the act of establishing or confirming something (or 

someone) as authentic, that is, that claims made by or about the subject are true. This might 

involve confirming the identity of a person, the origins of an artifact, or assuring that a 

computer program is a trusted one. 
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Key Points: 

1.History of Authentication 

Historically, fingerprints have been used as the most authoritative method of authentication, 

but recent court cases in the US and elsewhere have raised fundamental doubts about 

fingerprint reliability. Other biometric methods are promising (retinal and fingerprint scans 

are an example), but have shown themselves to be easily spoofable in practice. Hybrid or 

two-tiered authentication methods offer a compelling solution, such as private keys encrypted 

by fingerprint inside of a USB device. In a computer data context, cryptographic methods 

have been developed which are currently not spoofable if and only if the originator's key has 

not been compromised. That the originator (or anyone other than an attacker) knows (or 

doesn't know) about a compromise is irrelevant. It is not known whether these 

cryptographically based authentication methods are provably secure since unanticipated 

mathematical developments may make them vulnerable to attack in future. If that were to 

occur, it may call into question much of the authentication in the past. In particular, a 

digitally signed contract may be questioned when a new attack on the cryptography 

underlying the signature is discovered. 

2. Authentication vs. authorization 

To distinguish "authentication" from the closely related term "authorization," the short-hand 

notations A1 (authentication) and A2 (authorization) are occasionally used. The terms AuthN 

/ AuthZ or Au / Az are also used to make this distinction in some communities. The problem 

of authorization is often thought to be identical to that of authentication; many widely 

adopted standard security protocols, obligatory regulations, and even statutes are based on 

this assumption. However, more precise usage describes authentication as the process of 

verifying a claim made by a subject that it should be treated as acting on behalf of a given 

principal (person, computer, smart card etc.), while authorization is the process of verifying 

that an authenticated subject has the authority to perform a certain operation. Authentication, 

therefore, must precede authorization. For example, when you show proper identification to a 

bank teller, you could be authenticated by the teller as acting on behalf of a particular account 

holder, and you would be authorized to access information about the accounts of that account 

holder. You would not be authorized to access the accounts of other account holders. Since 

authorization cannot occur without authentication, the former term is sometimes used to 

mean the combination of authentication and authorization 
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3. Factors in the security of a password system 

The security of a password-protected system depends on several factors. The overall system 

must, of course, be designed for sound security, with protection against computer viruses, 

man-in-the-middle attacks and the like. Physical security issues are also a concern, from 

deterring shoulder surfing to more sophisticated physical threats such as video cameras and 

keyboard sniffers. And, of course, passwords should be chosen so that they are hard for an 

attacker to guess and hard for an attacker to discover using any (and all) of the available 

automatic attack schemes.  

4. Form of stored passwords 

Some computer systems store user passwords as cleartext, against which to compare user log 

on attempts. If an attacker gains access to such an internal password store, all passwords -- 

and so all user accounts -- will be compromised. If some users employ the same password for 

accounts on different systems, those will be compromised as well. More secure systems store 

each password in a cryptographically protected form, so access to the actual password will 

still be difficult for a snooper who gains internal access to the system, while validation of 

user access attempts remains possible. A common approach stores only a "hashed" form of 

the plaintext password. When a user types in a password on such a system, the password 

handling software runs through a cryptographic hash algorithm, and if the hash value 

generated from the user's entry matches the hash stored in the password database, the user is 

permitted access. The hash value is created by applying a hash function (for maximum 

resistance to attack this should be a cryptographic hash function) to a string consisting of the 

submitted password and, usually, another value known as a salt. The salt prevents attackers 

from easily building a list of hash values for common passwords. MD5 and SHA1 are 

frequently used cryptographic hash functions. 

A modified version of the DES algorithm was used for this purpose in early Unix systems. 

The UNIX DES function was iterated to make the hash function equivalent slow, further 

frustrating automated guessing attacks, and used the password candidate as a key to encrypt a 

fixed value, thus blocking yet another attack on the password shrouding system. More recent 

Unix or Unix like systems (eg, Linux or the various BSD systems) use what most believe to 

be still more effective protective mechanisms based on MD5, SHA1, Blowfish, Twofish, or 

any of several other algorithms to prevent or frustrate attacks on stored password files. 
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5. Simple transmission of the password 

Passwords are vulnerable to interception (i.e., "snooping") while being transmitted to the 

authenticating machine or person. If the password is carried as electrical signals on unsecured 

physical wiring between the user access point and the central system controlling the password 

database, it is subject to snooping by wiretapping methods. If it is carried as packetized data 

over the Internet, anyone able to watch the packets containing the logon information can 

snoop with a very low probability of detection. Email is sometimes used to distribute 

passwords. Since most email is sent as cleartext, it is available without effort during transport 

to any eavesdropper. Further, the email will be stored on at least two computers as cleartext -- 

the sender's and the recipient's. If it passes through intermediate systems during its travels, it 

will likely be stored on those as well, at least for some time. Attempts to delete an email from 

all these vulnerabilities may, or may not, succeed; backups or history files or caches on any 

of several systems may still contain the email. Indeed merely identifying every one of those 

systems may be difficult. Emailed passwords are generally an insecure method of 

distribution. 

6. Transmission through encrypted channels 

The risk of interception of passwords sent over the Internet can be reduced by, among other 

approaches, using cryptographic protection. The most widely used is the Transport Layer 

Security (TLS, previously called SSL) feature built into most current Internet browsers. Most 

browsers alert the user of a TLS/SSL protected exchange with a server by displaying a closed 

lock icon, or some other sign, when TLS is in use.  

 

 

Topic : Authentication Of People 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Procedures for changing passwords 

 Password longevity 

 Number of users per password 

 Website password systems 
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 Biometrics 

Definition/Overview: 

Password: A password is a secret word or string of characters that is used for authentication, 

to prove identity or gain access to a resource. The password must be kept secret from those 

not allowed access. 

Key Points: 

1. Procedures for changing passwords 

Usually, a system must provide a way to change a password, either because a user believes 

the current password has been (or might have been) compromised, or as a precautionary 

measure. If a new password is passed to the system in unencrypted form, security can be lost 

(e.g., via wiretapping) even before the new password can even be installed in the password 

database. And, of course, if the new password is given to a compromised employee, little is 

gained. Some web sites include the user-selected password in an unencrypted confirmation e-

mail message, with the obvious increased vulnerability. Identity management systems are 

increasingly used to automate issuance of replacements for lost passwords, a feature called 

self service password reset. The user's identity is verified by asking questions and comparing 

the answers to ones previously stored (ie, when the account was opened). Typical questions 

include "Where were you born?," "What is your favorite movie?" or "What is the name of 

your pet?" In many cases the answers to these questions can be relatively easily guessed by 

an attacker, determined by low effort research, or obtained through social engineering, and so 

this is less than fully satisfactory as a verification technique. While many users have been 

trained never to reveal a password, few consider the name of their pet or favorite movie to 

require similar care. 

2. Password longevity 

"Password aging" is a feature of some operating systems which forces users to change 

passwords frequently (e.g., quarterly, monthly or even more often), with the intent that a 

stolen password will become unusable more or less quickly. Such policies usually provoke 

user protest and foot-dragging at best and hostility at worst. Users may develop simple 

variation patterns to keep their passwords memorable. In any case, the security benefits are 

distinctly limited, if worthwhile, because attackers often exploit a password as soon as it is 
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compromised, which will likely be some time before change is required. In many cases, 

particularly with administrative or "root" accounts, once an attacker has gained access, he can 

make alterations to the operating system that will allow him future access even after the 

initial password he used expires. Implementing such a policy requires careful consideration 

of the relevant human factors. 

3. Number of users per password 

Sometimes a single password controls access to a device, for example, for a network router, 

or password-protected mobile phone. However, in the case of a computer system, a password 

is usually stored for each user account, thus making all access traceable (save, of course, in 

the case of users sharing passwords). A would-be user on most systems must supply a 

username as well as a password, almost always at account set up time, and periodically 

thereafter. If the user supplies a password matching the one stored for the supplied username, 

he or she is permitted further access into the computer system. This is also the case for a cash 

machine, except that the 'user name' is typically the account number stored on the bank 

customer's card, and the PIN is usually quite short (4 to 6 digits). Allotting separate 

passwords to each user of a system is preferable to having a single password shared by 

legitimate users of the system, certainly from a security viewpoint. This is partly because 

users are more willing to tell another person (who may not be authorized) a shared password 

than one exclusively for their use. Single passwords are also much less convenient to change 

because many people need to be told at the same time, and they make removal of a particular 

user's access more difficult, as for instance on graduation or resignation. Per-user passwords 

are also essential if users are to be held accountable for their activities, such as making 

financial transactions or viewing medical records. 

4. Website password systems 

Passwords are used on websites to authenticate users and are usually maintained on the Web 

server, meaning the browser on a remote system sends a password to the server (by HTTP 

POST), the server checks the password and sends back the relevant content (or an access 

denied message). This process eliminates the possibility of local reverse engineering as the 

code used to authenticate the password does not reside on the local machine. Transmission of 

the password, via the browser, in plaintext means it can be intercepted along its journey to the 

server. Many web authentication systems use SSL to establish an encrypted session between 

the browser and the server, and is usually the underlying meaning of claims to have a "secure 

Web site". This is done automatically by the browser and increases integrity of the session, 
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assuming neither end has be compromised and that the SSL/TSL implementations used are 

high quality ones. So-called website password and membership management systems often 

involve the use of Java or JavaScript code existing on the client side (meaning the visitor's 

web browser) HTML source code (for example, AuthPro). Drawbacks to such systems are 

the relative ease in bypassing or circumventing the protection by switching off JavaScript and 

Meta redirects in the browser, thereby gaining access to the protected web page. Others take 

advantage of server-side scripting languages such as ASP or PHP to authenticate users on the 

server before delivering the source code to the browser. Popular systems such as Sentry 

Login and Password Sentry take advantage of technology in which web pages are protected 

using such scripting language code snippets placed in front of the HTML code in the web 

page source saved in the appropriate extension on the server, such as .asp or .php. 

5. Biometrics 

Biometrics refers to two very different fields of study and application. The first, which is the 

older and is used in biological studies, is the collection, synthesis, analysis and management 

of data in biology. Biometrics in reference to biological sciences, or biostatistics, has been 

studied since the early twentieth century. Biometrics is the science and technology of 

measuring and analyzing biological data. In information technology, biometrics refers to 

technologies that measure and analyze human body characteristics, such as fingerprints, eye 

retinas and irises, voice patterns, facial patterns and hand measurements, for authentication 

purposes. More recently and incongruously, the term's meaning has been broadened to 

include the study of methods for uniquely recognizing humans based upon one or more 

intrinsic physical or behavioral traits. In information technology particularly, biometrics is a 

form of identity access management and access control. Some researchers have coined the 

term behaviometrics for behavioral biometrics such as typing rhythm or mouse gestures 

where the analysis can be done continuously without interrupting or interfering with user 

activities. 

 

 

 

 

 

 

 

 

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

36
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



Topic : Security Handshake Pitfalls 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Learn about Mutual authentication  

 Understand Data Encryption 

 Learn about Data Integrity 

 Understand Authentication Protocol Checklist 

 Learn about Security Handshakes 

Definition/Overview: 

Data integrity: It is a term used in computer science and telecommunications that can mean 

ensuring data is "whole" or complete, the condition in which data are identically maintained 

during any operation (such as transfer, storage or retrieval), the preservation of data for their 

intended use, or, relative to specified operations, the a priori expectation of data quality. Put 

simply, data integrity is the assurance that data is consistent and correct. 

Key Points: 

1. Mutual authentication  

Mutual authentication or two-way authentication (sometimes written as 2WAY 

authentication) refers to two parties authenticating each other suitably. In technology terms, it 

refers to a client or user authenticating themselves to a server and that server authenticating 

itself to the user in such a way that both parties are assured of the others' identity. Typically, 

this is done for a client process and a server process without user interaction. Mutual SSL 

provides the same things as SSL, with the addition of authentication and non-repudiation of 

the client authentication, using digital signatures. However, due to issues with complexity, 

cost, logistics, and effectiveness, most web applications are designed so they do not require 

client-side certificates. This creates an opening for a man-in-the-middle attack, in particular 

for online banking. As the Financial Services Technology Consortium put it in its January 

2005 report, "Better institution-to-customer authentication would prevent attackers from 

successfully impersonating financial institutions to steal customers' account credentials; and 
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better customer-to-institution authentication would prevent attackers from successfully 

impersonating customers to financial institutions in order to perpetrate fraud. 

2. Data Encryption 

The Data Encryption Standard (DES) is a block cipher (a method for encrypting information) 

that was selected by NBS as an official Federal Information Processing Standard (FIPS) for 

the United Statesin 1976 and which has subsequently enjoyed widespread use internationally. 

It is based on a Symmetric-key algorithm that uses a 56-bit key. The algorithm was initially 

controversial with classified design elements, a relatively short key length, and suspicions 

about a National Security Agency (NSA) backdoor. DES consequently came under intense 

academic scrutiny which motivated the modern understanding of block ciphers and their 

cryptanalysis. DES is now considered to be insecure for many applications. This is chiefly 

due to the 56-bit key size being too small; in January, 1999, distributed.net and the Electronic 

Frontier Foundation collaborated to publicly break a DES key in 22 hours and 15 minutes. 

There are also some analytical results which demonstrate theoretical weaknesses in the 

cipher, although they are unfeasible to mount in practice. The algorithm is believed to be 

practically secure in the form of Triple DES, although there are theoretical attacks. In recent 

years, the cipher has been superseded by the Advanced Encryption Standard (AES). 

3. Data Integrity 

Data integrity is a term used in computer science and telecommunications that can mean 

ensuring data is "whole" or complete, the condition in which data are identically maintained 

during any operation (such as transfer, storage or retrieval), the preservation of data for their 

intended use, or, relative to specified operations, the a priori expectation of data quality. Put 

simply, data integrity is the assurance that data is consistent and correct. Often such integrity 

is ensured by use of a number referred to as a Message Integrity Code (MIC) or Message 

Authentication Code (MAC). 

In terms of a database data integrity refers to the process of ensuring that a database remains 

an accurate reflection of the universe of discourse it is modelling or representing. In other 

words there is a close correspondence between the facts stored in the database and the real 

world it models. Data integrity is normally enforced in a database system by a series of 

integrity constraints or rules. Three types of integrity constraints are an inherent part of the 

relational data model: entity integrity, referential integrity and domain integrity.  

Entity integrity concerns the concept of a primary key. Entity integrity is an integrity rule 

which states that every table must have a primary key and that the column or columns chosen 

to be the primary key should be unique and not null.Referential integrity concerns the 
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concept of a foreign key. The referential integrity rule states that any foreign key value can 

only be in one of two states. The usual state of affairs is that the foreign key value refers to a 

primary key value of some table in the database. Occasionally, and this will depend on the 

rules of the business, a foreign key value can be null. In this case we are explicitly saying that 

either there is no relationship between the objects represented in the database or that this 

relationship is unknown. Domain integrity specifies that all columns in relational database 

must be declared upon a defined domain. The primary unit of data in the relational data 

model is the data item. Such data items are said to be non-decomposable or atomic. A domain 

is a set of values of the same type. Domains are therefore pools of values from which actual 

values appearing in the columns of a table are drawn. An example of a data integrity 

mechanism in cryptography is the use of MD5 hash values. These blocks of bytes function as 

a numeric summation of the content of a data item. Should the data change even slightly, the 

MD5 hash would yield a totally different result. 

4. Authentication Protocol Checklist 

An authentication protocol is a type of cryptographic protocol with the purpose of 

authenticating entities wishing to communicate securely. There are many different 

authentication protocols such as: 

 Challenge-handshake authentication protocol (CHAP)  

 Diameter  

 Extensible Authentication Protocol (EAP)  

 Host Identity Protocol (HIP)  

 Kerberos  

 MS-CHAP and MS-CHAPv2 variants of CHAP  

 NTLM also known as NT LAN Manager  

 Password authentication protocol (PAP)  

 Protected Extensible Authentication Protocol (PEAP)  

 RADIUS  

 TACACS  

 TACACS+  
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5. Security Handshakes 

 

5.1 TLS Security Handshakes 

The TLS protocol exchanges records, which encapsulate the data to be exchanged. 

Each record can be compressed, padded, appended with a message authentication 

code (MAC), or encrypted, all depending on the state of the connection. Each record 

has a content type field that specifies the record, a length field, and a TLS version 

field. When the connection starts, the record encapsulates another protocol - the 

handshake messaging protocol - which has content type 22. 

5.2 Simple TLS handshake 

A simple connection example , illustrating a full handshake, follows: 

o A Client sends a ClientHello message specifying the highest TLS protocol version it 

supports, a random number, a list of suggested cipher suites and compression methods.  

o The Server responds with a ServerHello message, containing the chosen protocol version, a 

random number, cipher suite, and compression method from the choices offered by the client. 

The server may also send a session id as part of the message to perform a resumed 

handshake.  

o The Server sends its Certificate message (depending on the selected cipher suite, this may be 

omitted by the Server). 

o The Server sends a ServerHelloDone message, indicating it is done with handshake 

negotiation.  

o The Client responds with a ClientKeyExchange message, which may contain a 

PreMasterSecret, public key, or nothing. (Again, this depends on the selected cipher.)  

o The Client and Server then use the random numbers and PreMasterSecret to compute a 

common secret, called the "master secret". All other key data for this connection is derived 

from this master secret (and the client- and server-generated random values), which is passed 

through a carefully designed "pseudorandom function".  

o The Client now sends a ChangeCipherSpec record, essentially telling the Server, "Everything 

I tell you from now on will be encrypted." Note that the ChangeCipherSpec is itself a record-

level protocol, and has type 20, and not 22.  
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o Finally, the Client sends an encrypted Finished message, containing a hash and MAC over 

the previous handshake messages.  

o The Server will attempt to decrypt the Client's Finished message, and verify the hash and 

MAC. If the decryption or verification fails, the handshake is considered to have failed and 

the connection should be torn down.  

o Finally, the Server sends a ChangeCipherSpec and its encrypted Finished message, and the 

Client performs the same decryption and verification.  

o At this point, the "handshake" is complete and the Application protocol is enabled, with 

content type of 23. Application messages exchanged between Client and Server will be 

encrypted.  

5.3 Resumed TLS handshake 

Public key operations (e.g., RSA) are relatively expensive in terms of computational 

power. TLS provides a secure shortcut in the handshake mechanism to avoid these 

operations. In an ordinary full handshake, the Server sends a session id as part of the 

ServerHello message. The Client associates this session id with the Server's IP 

address and TCP port, so that when the Client connects again to that Server, it can use 

the session id to shortcut the handshake. In the server, the session id maps to the 

cryptographic parameters previously negotiated, specifically the "master secret". Both 

sides must have the same "master secret" or the resumed handshake will fail (this 

prevents an eavesdropper from using a session id). The random data in the 

ClientHelloand ServerHello messages virtually guarantee that the generated 

connection keys will be different than in the previous connection. In the RFCs, this 

type of handshake is called an abbreviated handshake. It is also described in the 

literature as a restarthandshake. 

 

 

In Section 3 of this course you will cover these topics: 
 

Strong Password Protocols  
 

Kerberos V4  
 

Kerberos V5  
 

Public Key Infrastructure  
 

Real Time Communication Security 
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Topic : Strong Password Protocols 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Understand determining password strength 

 Learn about Entropy or bit strength 

 Identify Random passwords 

 Learn about Lamport Hash 

 Learn about Password Authentication Protocol 

 Learn about SRP Protocol 

 Identify Extensible Authentication Protocol 

Definition/Overview: 

Password strength: Password strength is a measurement of the effectiveness of a password 

as an authentication credential. Specifically, it estimates how many trials an attacker who 

does not have direct access to the password would need, on average, to correctly guess it. The 

strength of a password is a function of length, complexity, and randomness. 

Key Points: 

1. Determining password strength 

There are two primary ways passwords are created, automatically (using randomizing 

equipment) or by a human. The strength of randomly chosen passwords can be calculated 

with precision. More commonly, passwords are generated by asking a human to choose a 

password, typically guided by a set of rules or suggestions; an example is at account creation 

time for computer systems. In this case, only estimates of strength are possible, since humans 

tend to follow patterns in such tasks. In addition, lists of commonly chosen passwords are 

widely available for use in password guessing programs. All passwords on such lists are 

considered weak, as are passwords that are simple modifications of entries in such lists. 

Either can be quickly tried. For some decades, investigations of passwords on multi-user 

computer systems have shown that 40% or more are readily guessed using only computer 
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programs, and more can be found when information about a particular user is taken into 

account during the attack. 

2. Entropy or bit strength 

It is standard in the computer industry to measure password strength in terms of information 

entropy, a concept from information theory. Instead of the number of guesses needed to find 

the password, the base-2 logarithm of that number is taken to be the equivalent of the number 

of "bits" in a password. A password with, say, 42 bits of strength as calculated this way 

would be as strong as a string of 42 random bits. Put another way, a password with 42 bits of 

strength would require 2
42

attempts to exhaust all possibilities. Thus, adding a bit of entropy 

(or its equivalent) to a password doubles the number of guesses required. On average, an 

attacker will have to try half the possible passwords before finding the correct one. 

3. Random passwords 

Random passwords consist of a string of symbols of specified length taken from some set of 

symbol using a random selection process where each symbol is equally likely to be selected. 

The symbols can be individual characters from a character set, syllables designed to form 

pronounceable passwords, or words from a word list, to form a passphrase. For passwords 

that are generated by a process that selects at random a number, N, of symbols from a set of 

possible symbols, where each symbol is equally probably, the number of possible passwords 

can be computed by multiplying the number of symbols in the set by N. Random passwords 

are often produced using a computer program. Such a program can be customized to ensure 

that the resulting password complies with a local password policy; perhaps, for instance, by 

always producing a mix of letters, numbers and special characters. The strength of a random 

password can be calculated by computing the information entropy produced by the process 

producing it.  

4. Lamport Hash 

In cryptography, a Lamport signature or Lamport one-time signature scheme is a method for 

constructing a digital signature. Lamport signatures can be built from any cryptographically 

secure one-way function; usually a cryptographic hash function is used. Although the 

potential development of quantum computers threatens the security of many common forms 

of cryptography such as RSA, it is believed that Lamport signatures with large hash functions 

would still be secure in that event. Unfortunately each Lamport key can only be used to sign a 

single message. However, combined with hash trees, a single key could be used for many 

messages, making this a fairly efficient digital signature scheme. 
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5. Password Authentication Protocol 

Password Authentication Protocol, sometimes abbreviated PAP, is a simple authentication 

protocol used to authenticate a user to a network access server used for example by internet 

service providers. PAP is used by Point to Point Protocol. Authentication is a process of 

validating a user before allowing them access to server resources. Almost all network 

operating system remote servers support PAP. PAP transmits unencrypted ASCII passwords 

over the network and is therefore considered insecure. It is used as a last resort when the 

remote server does not support a stronger authentication protocol, like CHAP or EAP (while 

the last is actually a framework). 

6. SRP Protocol 

The SRP protocol has a number of desirable properties: it allows a user to authenticate 

himself to a server, it is resistant to dictionary attacks mounted by an eavesdropper, and it 

does not require a trusted third party. It effectively conveys a zero-knowledge password proof 

from the user to the server. Only one password can be guessed at per attempt in revision 6 of 

the protocol. One of the interesting properties of the protocol is that even if one or two of the 

cryptographic primitives it uses are attacked, it is still secure. The SRP protocol has been 

revised several times, and is currently at revision six. The SRP protocol creates a large 

private key shared between the two parties in a manner similar to Diffie-Hellman, then 

verifies to both parties that the two keys are identical and that both sides have the user's 

password. In cases where encrypted communications as well as authentication are required, 

the SRP protocol is more secure than the alternative SSH protocol and faster than using 

Diffie-Hellman with signed messages. It is also independent of third parties, unlike Kerberos. 

The SRP protocol, version 3 is described in RFC 2945. SRP version 6 is also used for strong 

password authentication in SSL/TLS and other standards such as EAP and SAML, and is 

being standardized in IEEE P1363 and ISO/IEC 11770-4. 

7. Extensible Authentication Protocol 

Extensible Authentication Protocol, or EAP, is a universal authentication framework 

frequently used in wireless networks and Point-to-Point connections. It is defined in RFC 

3748, which has been updated by RFC 5247. Although the EAP protocol is not limited to 

wireless LANs and can be used for wired LAN authentication, it is most often used in 

wireless LANs. The WPA and WPA2 standard has officially adopted five EAP types as its 

official authentication mechanisms. EAP is an authentication framework, not a specific 
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authentication mechanism. The EAP provides some common functions and a negotiation of 

the desired authentication mechanism. Such mechanisms are called EAP methods and there 

are currently about 40 different methods. Methods defined in IETF RFCs include EAP-MD5, 

EAP-OTP, EAP-GTC, EAP-TLS, EAP-IKEv2, EAP-SIM, and EAP-AKA, and in addition a 

number of vendor specific methods and new proposals exist. Commonly used modern 

methods capable of operating in wireless networks include EAP-TLS, EAP-SIM, EAP-AKA, 

PEAP, LEAP and EAP-TTLS. Requirements for EAP methods used in wireless LAN 

authentication are described in RFC 4017. When EAP is invoked by an 802.1X enabled NAS 

(Network Access Server) device such as an 802.11 a/b/g Wireless Access Point, modern EAP 

methods can provide a secure authentication mechanism and negotiate a secure PMK (Pair-

wise Master Key) between the client and NAS. The PMK can then be used for the wireless 

encryption session which uses TKIP or CCMP (based on AES) encryption. EAP is not a wire 

protocol; instead it only defines message formats. Each protocol that uses EAP defines a way 

to encapsulate EAP messages within that protocol's messages. In the case of 802.1X, this 

encapsulation is called EAPOL, "EAP over LANs 

 

 

Topic : Kerberos V4 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Understand Network Layer Address 

 Learn about KDC 

 Learn about Cipher-block chaining (CBC) in Kerberos V4 

 Understand Propagating cipher-block chaining (PCBC) in Kerberos V4 

 Learn about Cipher feedback (CFB) ) in Kerberos V4 

 Learn about Output feedback (OFB) ) in Kerberos V4 

 Learn about Padding  

 Identify Integrity protection and error propagation 
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Definition/Overview: 

Kerberos: Kerberos is a computer network authentication protocol, which allows individuals 

communicating over a non-secure network to prove their identity to one another in a secure 

manner. It is also a suite of free software published by Massachusetts Institute of Technology 

(MIT) that implements this protocol. 

Key Points: 

1.Network Layer Address 

The Network Layer is Layer 3 (of seven) in the OSI model of networking. The Network 

Layer responds to service requests from the Transport Layer and issues service requests to the 

Data Link Layer. In essence, the Network Layer is responsible for end-to-end (source to 

destination) packet delivery including any routing through intermediate hosts, whereas the 

Data Link Layer is responsible for node-to-node (hop-to-hop) frame delivery on the same 

link. The Network Layer provides the functional and procedural means of transferring 

variable length data sequences from a source to a destination via one or more networks while 

maintaining the quality of service, and error control functions. The Network Layer deals with 

transmitting information all the way from its source to its destination - transmitting from 

anywhere, to anywhere. Here are some things that the Network Layer needs to address: 

 Is the network connection-oriented or connectionless? For example, snail mail is 

connectionless, in that a letter can travel from a sender to a recipient without the recipient 

having to do anything. On the other hand, the telephone system is connection-oriented, 

because the other party is required to pick up the phone before communication can be 

established. The OSI Network Layer protocol can be either connection-oriented, or 

connectionless. The IP Internet Layer (equivalent to OSI's Network Layer) supports only the 

connectionless Internet Protocol (IP); however, connection-oriented protocols, such as TCP, 

exist higher in the stack by enforcing reliability constraints through timeouts and resending 

packets.  

 What are the Global Addresses? Everybody in the network needs to have a unique address 

which determines who he is. This address will normally be hierarchical, so you can be "Fred 

Murphy" to Dubliners, or "Fred Murphy, Dublin" to people in Ireland, or "Fred Murphy, 
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Dublin, Ireland" to people anywhere in the world. On the internet, these addresses are known 

as IP Addresses.  

 How do you forward a message? This is of particular interest to mobile applications, where a 

user may rapidly move from place to place, and it must be arranged that his messages follow 

him. Version 4 of the Internet Protocol (IPv4) doesn't really allow for this, though it has been 

hacked somewhat since its inception. Fortunately, the forthcoming IPv6 has a much better 

designed solution, which should make this type of application much smoother.  

2. KDC 

In cryptography, a key distribution center (KDC) is part of a cryptosystem intended to reduce 

the risks inherent in exchanging keys. KDCs often operate in systems within which some 

users may have permission to use certain services at some times and not at others. For 

instance, an administrator may have established a policy that only certain users may use the 

tape backup facility. (Perhaps the administrator has concerns that unrestricted use might 

result in someone smuggling out a tape containing important information; but the precise 

reason does not matter for the purpose of explaining the functioning of the key distribution 

center.) Many operating systems can control access to the tape facility via a 'system service'. 

If that system service further restricts the tape drive to operate on behalf only of users who 

can submit a service-granting ticket when they wish to use it, there remains only the task of 

distributing such tickets to the appropriately permitted users. If the ticket consists of (or 

includes) a key, we can then term the mechanism which distributes it a KDC. Usually, in 

such situations, the KDC itself also operates as a system service. 

3. Cipher-block chaining (CBC) in Kerberos V4 

CBC mode of operation was invented by IBM in 1976. In the cipher-block chaining(CBC) 

mode, each block of plaintext is XORed with the previous ciphertext block before being 

encrypted. This way, each ciphertext block is dependent on all plaintext blocks processed up 

to that point. Also, to make each message unique, an initialization vector must be used in the 

first block. 

 

 

If the first block has index 1, the mathematical formula for CBC encryption is 
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while the mathematical formula for CBC decryption is 

 

CBC has been the most commonly used mode of operation. Its main drawbacks are that 

encryption is sequential (i.e., it cannot be parallelized), and that the message must be padded 

to a multiple of the cipher block size. One way to handle this last issue is through the method 

known as ciphertext stealing.  

4. Propagating cipher-block chaining (PCBC) in Kerberos V4 

The propagating cipher-block chaining mode was designed to cause small changes in the 

ciphertext to propagate indefinitely when decrypting, as well as when encrypting. 

Encryption and decryption algorithms are as follows: 

 

PCBC is used in Kerberos v4 and WASTE, most notably, but otherwise is not common.  

5. Cipher feedback (CFB) in Kerberos V4 

The cipher feedback (CFB) mode, a close relative of CBC, makes a block cipher into a self-

synchronizing stream cipher. Operation is very similar; in particular, CFB decryption is 

almost identical to CBC encryption performed in reverse: 

 

 

Like CBC mode, changes in the plaintext propagate forever in the ciphertext, and encryption 

cannot be parallelized. Also like CBC, decryption can be parallelized. When decrypting, a 

one-bit change in the ciphertext affects two plaintext blocks: a one-bit change in the 

corresponding plaintext block, and complete corruption of the following plaintext block. 

Later plaintext blocks are decrypted normally. Because each stage of the CFB mode depends 

on the encrypted value of the previous ciphertext XORed with the current plaintext value, a 

form of pipelining is possible, since the only encryption step which requires the plaintext is 
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the final XOR. This is useful for applications that require low latency between the arrival of 

plaintext and the output of the corresponding ciphertext, such as certain applications of 

streaming media. CFB shares two advantages over CBC mode with the stream cipher modes 

OFB and CTR: the block cipher is only ever used in the encrypting direction, and the 

message does not need to be padded to a multiple of the cipher block size. 

6. Output feedback (OFB) in Kerberos V4 

The output feedback (OFB) mode makes a block cipher into a synchronous stream cipher: it 

generates keystream blocks, which are then XORed with the plaintext blocks to get the 

ciphertext. Just as with other stream ciphers, flipping a bit in the ciphertext produces a flipped 

bit in the plaintext at the same location. This property allows many error correcting codes to 

function normally even when applied before encryption. Because of the symmetry of the 

XOR operation, encryption and decryption are exactly the same: 

 

 

 

Each output feedback block cipher operation depends on all previous ones, and so cannot be 

performed in parallel. However, because the plaintext or ciphertext is only used for the final 

XOR, the block cipher operations may be performed in advance, allowing the final step to be 

performed in parallel once the plaintext or ciphertext is available. 

7. Integrity protection and error propagation 

None of the block cipher modes of operation above provide any integrity protection in their 

operation. This means that an attacker who does not know the key may still be able to modify 

the data stream in ways useful to them, without any surety those alterations will be detected. 

It is now generally well understood that wherever data is encrypted, it is nearly always 

essential to provide integrity protection, as the risks from not doing so are high. For such 

secure operation, the IV and ciphertext generated by these modes should be authenticated 

with a secure MAC, which must be checked by the receiver prior to decryption. Before the 

message integrity problem was widely recognized, it was common to discuss the "error 

propagation" properties of a mode of operation as a suitability criterion.  
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8. Padding 

Because a block cipher works on units of a fixed size, but messages come in a variety of 

lengths, some modes (mainly CBC) require that the final block be padded before encryption. 

Several padding schemes exist. The simplest is to add null bytes to the plaintext to bring its 

length up to a multiple of the block size, but care must be taken that the original length of the 

plaintext can be recovered; this is so, for example, if the plaintext is a C style string which 

contains no null bytes except at the end. Slightly more complex is the original DES method, 

which is to add a single one bit, followed by enough zero bits to fill out the block; if the 

message ends on a block boundary, a whole padding block will be added. Most sophisticated 

are CBC-specific schemes such as ciphertext stealing or residual block termination, which do 

not cause any extra ciphertext; these schemes are relatively complex. Schneier and Ferguson 

suggest two possibilities, both simple: append a byte with value 128 (hex 80), followed by as 

many zero bytes as needed to fill the last block, or pad the last block with n bytes all with 

value n. CFB, OFB and CTR modes do not require any special measures to handle messages 

whose lengths are not multiples of the block size, since they all work by XORing the 

plaintext with the output of the block cipher. The last partial block of plaintext is XORed 

with the first few bytes of the last keystream block, producing a final ciphertext block that is 

the same size as the final partial plaintext block. This characteristic of stream ciphers makes 

them suitable for applications that require the encrypted ciphertext data to be the same size as 

the original plaintext data, and for applications that transmit data in streaming form where it 

is inconvenient to add padding bytes. 

 

 

Topic : Kerberos V5 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Learn about Weak encryption 

 Learn about Password Guessing 

 Learn about Dictionary attacks 

 Learn about Brute force attack 
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 Learn about Precomputation Protection 

 Learn about Advantages of Kerberos V.5 

Definition/Overview: 

Kerberos is a computer network authentication protocol, which allows individuals 

communicating over a non-secure network to prove their identity to one another in a secure 

manner. It is also a suite of free software published by Massachusetts Institute of Technology 

(MIT) that implements this protocol. Its designers aimed primarily at a client-server model, 

and it provides mutual authentication both the user and the server verify each other's identity. 

Kerberos protocol messages are protected against eavesdropping and replay attacks. 

Kerberos builds on symmetric key cryptography and requires a trusted third party. Extensions 

to Kerberos can provide for the use of public-key cryptography during certain phases of 

authentication. 

Key Points: 

1. Weak encryption 

If a system uses a poorly designed password hashing scheme to protect stored passwords, an 

attacker can exploit any weaknesses to recover even 'well-chosen' passwords. One example is 

the LM hash that Microsoft Windows uses by default to store user passwords of less than 15 

characters in length. LM hash converts the password into all uppercase letters then breaks the 

password into two 7-character fields which are hashed separately--which allows each half to 

be attacked separately. Password encryption schemes that use stronger hash functions like 

MD5, SHA-512, SHA-1, and RIPEMD-160 can still be vulnerable to brute-force and 

precomputation attacks. Such attacks do not depend on reversing the hash function. Instead, 

they work by hashing a large number of words or random permutations and comparing the 

result of each guess to a user's stored password hash. Modern schemes such as MD5-crypt 

and bcrypt use purposefully slow algorithms so that the number of guesses that an attacker 

can make in a given period of time is relatively low. Salting, described below, prevents 

precomputation attacks 
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2. Password Guessing 

Passwords can sometimes be guessed by humans with knowledge of the user's personal 

information. Examples of guessable passwords include: 

 blank (none)  

 the words "password", "passcode", "admin" and their derivatives  

 a row of letters from the qwerty keyboard -- qwerty itself, asdf, or qwertyuiop)  

 the user's name or login name  

 the name of their significant other, a friend, relative or pet  

 their birthplace or date of birth, or a friend's, or a relative's  

 their automobile license plate number, or a friend's, or a relative's  

 a name of a celebrity they like  

 a simple modification of one of the preceding, such as suffixing a digit, particularly 1, or 

reversing the order of the letters.  

 a swear word  

 Personal data about individuals are now available from various sources, many on-line, and 

can often be obtained by someone using social engineering techniques, such as posing as an 

opinion surveyor or a security control checker. Attackers who know the user may have 

information as well. For example, if a user chooses the password "YaleLaw78" because he 

graduated from YaleLaw School in 1978, a disgruntled business partner might be able to 

guess the password. 

3. Dictionary attacks 

Users often choose weak passwords. Examples of insecure choices include the above list, 

plus single words found in dictionaries, given and family names, and any password of 6 

characters or less. Repeated research over some 40 years has demonstrated that around 40% 

of user-chosen passwords are readily guessable by sophisticated cracking programs armed 

with dictionaries and, perhaps, the user's personal information. In one survey of MySpace 

passwords which had been phished, 3.8 percent of passwords were a single word found in a 

dictionary, and another 12 percent were a word plus a final digit; two-thirds of the time that 

digit was 1. Some users neglect to change the default password that came with their account 

on the computer system. And some administrators neglect to change default account 

passwords provided by the operating system vendor or hardware supplier. A famous example 
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is the use of FieldService as a user name with Guest as the password. If not changed at 

system configuration time, anyone familiar with such systems will have 'cracked' an 

important password; such service accounts often have higher access privileges than a normal 

user account. Lists of default passwords are available on the Internet. Gary McKinnon, 

accused by the United States of perpetrating the "biggest military computer hack of all time", 

has claimed that he was able to get into the military's networks simply by using a Perl script 

that searched for blank passwords; in other words his report suggests that there were 

computers on these networks with the default passwords active. Cracking programs exist 

which accept personal information about the user being attacked and generate common 

variations for passwords suggested by that information. 

4. Brute force attack 

A last resort is to try every possible password, known as a brute force attack. In theory, a 

brute force attack will always be successful since the rules for acceptable passwords must be 

publicly known, but as the length of the password increases, so does the number of possible 

passwords. This method is unlikely to be practical unless the password is relatively small. 

But, how small is too small? This depends heavily on whether the prospective attacker has 

access to the hash of the password, in which case the attack is called an offline attack (it can 

be done without connection to the protected resource), or not, in which case it is called an 

online attack. Offline attack is generally a lot easier, because testing a password is reduced to 

a quickly calculated mathematical computation; i.e., calculating the hash of the password to 

be tried and comparing it to the hash of the real password. In an online attack the attacker has 

to actually try to authenticate himself with all the possible passwords, where arbitrary rules 

and delays can be imposed by the system and the attempts can be logged. A common 

password length recommendation is 8 or more randomly chosen characters combining letters, 

numbers, and special characters (punctuation, etc) .  

This recommendation make sense for systems using stronger password hashing mechanisms 

such as md5-crypt and the Blowfish-based bcrypt, but is inappropriate for many Microsoft 

Windows systems because they store a legacy LAN Manager hash which splits the password 

into two seven character halves. On these systems, an eight character password is converted 

into a seven character password and a one character password. For better security, LAN 

Manager password storage should be disabled if it will not break supported legacy systems. 
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Systems which limit passwords to numeric characters only, or upper case only, or, generally, 

which exclude possible password character choices also make brute force attacks easier.  

Using longer passwords in these cases (if possible) can compensate for the limited allowable 

character set. Of course, even with an adequate range of character choice, users who ignore 

that range (e.g., using only upper case alphabetic characters, or digits alone) make brute force 

attacks against their accounts much easier. Generic brute-force search techniques are often 

successful, but smart brute-force techniques, which exploit knowledge about how people tend 

to choose passwords, pose an even greater threat. NIST SP 800-63 (2) provides further 

discussion of password quality, and suggests, for example, that an 8 character user-chosen 

password may provide somewhere between 18 and 30 bits of entropy, depending on how it is 

chosen. This amount of entropy is far less than what is generally considered safe for an 

encryption key. How small is too small for offline attacks thus depends partly on an attacker's 

ingenuity and resources (e.g., available time, computing power, etc.), the latter of which will 

increase as computers get faster. Most commonly used hashes can be implemented using 

specialized hardware, allowing faster attacks. Large numbers of computers can be harnessed 

in parallel, each trying a separate portion of the search space. Unused overnight and weekend 

time on office computers can also be used for this purpose. 

5. Precomputation Protection 

In its most basic form, precomputation involves hashing each word in the dictionary (or any 

search space of candidate passwords) and storing the word and its computed hash in a way 

that enables lookup on the list of computed hashes. This way, when a new encrypted 

password is obtained, password recovery is instantaneous. Precomputation can be very useful 

for a dictionary attack if salt is not used properly, and the dramatic decrease in the cost of 

mass storage has made it practical for fairly large dictionaries. Advanced precomputation 

methods exist that are even more effective. By applying a time-memory tradeoff, a middle 

ground can be reached - a search space of size N can be turned into an encrypted database of 

size O(N2/3) in which searching for an encrypted password takes time O(N2/3). The theory 

has recently been refined into a practical technique. Another example cracks alphanumeric 

Windows LAN Manager passwords in a few seconds. This is much faster than brute force 

attacks on the obsolete LAN Manager, which uses a particularly weak method of hashing the 

password. Windows systems prior to Windows Vista/Server 2008 compute and store a LAN 

Manager hash by default for backwards compatibility. A technique similar to 
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precomputation, known generically as memoization, can be used to crack multiple passwords 

at the cost of cracking just one. Since encrypting a word takes much longer than comparing it 

with a stored word, a lot of effort is saved by encrypting each word only once and comparing 

it with each of the encrypted passwords using an efficient list search algorithm. The two 

approaches may of course be combined: the time-space tradeoff attack can be modified to 

crack multiple passwords simultaneously in a shorter time than cracking them one after the 

other. 

6. Advantages of Kerberos V.5 

6.1 Delegation 

o Could give Bob master key 

o Or give Bob session key plus TGT 

o Or know in advance all resources necessary, get tickets, and give tickets and keys to Bob 

o But tickets contain addresses 

o V5 allows requesting a different address, allows auditing 

6.2 Limited Delegation 

o Give Bob specific tickets rather than TGT 

o Use authorization-data field, app-specific 

o K5 makes delegation optional 

6.3 Hierarchy of Realms 

o Transited field lists KDCs 

o Left up to Alice to find path 

o Left up to Bob to decide if he likes the path 

o Could a bad KDC avoid being in the ticket? 

6.4 Public Keys 

o PKINIT: public keys for users. How would you do this? How was it done? 

o If chain of certs, checks first is trust anchor, and the others are listed in Transited 
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o How might public keys of servers be used? 

6.5 KDC database 

o Alice 

o {key, key version number}..KDCs key # 

o max-life (of tickets to this principal) 

o max-renewable life 

o expiration (of this database entry) 

o last modification date, and by whom 

o flags (require preauth, allow proxiable, forwardable, etc.) 

o password expiration, time last changed 

o last successful TGT request (with pre-auth) 

 

 

Topic : Public Key Infrastructure 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Learn about Web of Trust in PKI 

 Learn about Simple public key infrastructure 

 Learn about History of PKI 

 Identify PKI software 

 Understand X.509 

Definition/Overview: 

Public Key Infrastructure: The Public Key Infrastructure (PKI) is a set of hardware, 

software, people, policies, and procedures needed to create, manage, store, distribute, and 

revoke digital certificates
. 
In cryptography, a PKI is an arrangement that binds public keys 

with respective user identities by means of a certificate authority (CA). 
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Key Points: 

1. Web of Trust in PKI 

An alternative approach to the problem of public authentication of public key information is 

the web of trust scheme, which uses self-signed certificates and third party attestations of 

those certificates. Speaking of the Web of Trust does not imply the existence of a single web 

of trust, or common point of trust, but any number of potentially disjoint "webs of trust". 

Examples of implementations of this approach are PGP (Pretty Good Privacy) and GnuPG 

(an implementation of OpenPGP, the standardized specification of PGP). Because PGP and 

implementations allow the use of email digital signatures for self-publication of public key 

information, it is relatively easy to implement one's own Web of Trust. One of the benefits of 

the Web of Trust, such as in PGP, is that it can interoperate with a PKI CA fully-trusted by 

all parties in a domain (such as an internal CA in a company) that is willing to guarantee 

certificates, as a trusted introducer. Only if the "web of trust" is completely trusted, and 

because of the nature of a web of trust trusting one certificate is granting trust to all the 

certificates in that web. A PKI is only as valuable as the standards and practices that control 

the issuance of certificates and including PGP or a personally instituted web of trust would 

significantly degrade the trustability of that enterprise or domains implementation of PKI. 

2. Simple public key infrastructure 

Another alternative, which however does not deal with public authentication of public key 

information, is the simple public key infrastructure (SPKI) that grew out of 3 independent 

efforts to overcome the complexities of X.509 and PGP's web of trust. SPKI does not bind 

people to keys, as the key is what is trusted, rather than the person. SPKI does not use any 

notion of trust, as the verifier is also the issuer. This is called an "authorization loop" in SPKI 

terminology, where authorization is integral to its design. Additionally, PKI supports message 

encryption and digital signatures that further enhance transactional security. While essential 

services such as certificate validation and revocation, key backup and recovery, and 

simultaneous update of key pairs minimize the administrative workload for a PKI 

infrastructure, features such as audit of key history and time-stamping enhance security 

control and management. And last but not least, the PKI infrastructure supports cross-

certification, which is key to creating a truly federated identity by enabling seamless 

integration among circles of trust. In comparison to Kerberos, PKI provides enhanced 

security, greater scalability and easier administration, control and management of the 
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infrastructure. As a result, PKI enables a much larger community of users, consumers and 

partners to communicate and transact more dynamically, securely, reliably and cost-

effectively. 

3. History of PKI 

The public disclosure of both secure key exchange and asymmetric key algorithms in 1976 by 

Diffie, Hellman, Rivest, Shamir, and Adleman changed secure communications entirely. 

With the further development of high speed digital electronic communications (the Internet 

and its predecessors), a need became evident for ways in which users could securely 

communicate with each other, and as a further consequence of that, for ways in which users 

could be sure with whom they were actually interacting. Assorted cryptographic protocols 

were invented and analyzed within which the new cryptographic primitives could be 

effectively used. With the invention of the World Wide Web and its rapid spread, the need for 

authentication and secure communication became still more acute. Commercial reasons alone 

(e.g., e-commerce, on-line access to proprietary databases from Web browsers, etc.) were 

sufficient. Taher Elgamal and others at Netscape developed the SSL protocol ('https' in Web 

URLs); it included key establishment, server authentication (prior to v3, one-way only), and 

so on. A PKI structure was thus created for Web users/sites wishing secure (or more secure) 

communications.  

Vendors and entrepreneurs saw the possibility of a large market, started companies (or new 

projects at existing companies), and began to agitate for legal recognition and protection from 

liability. An American Bar Association technology project published an extensive analysis of 

some of the foreseeable legal aspects of PKI operations, and shortly thereafter, several 

USstates (Utah being the first in 1995) and other jurisdictions throughout the world, began to 

enact laws and adopt regulations. Consumer groups and others raised questions of privacy, 

access, and liability considerations which were more taken into consideration in some 

jurisdictions than in others. The enacted laws and regulations differed, there were technical 

and operational problems in converting PKI schemes into successful commercial operation, 

and progress has been far slower than pioneers had imagined it would be. By the first few 

years of the 21st century, it had become clear that the underlying cryptographic engineering 

was not easy to deploy correctly, that operating procedures (manual or automatic) were not 

easy to correctly design (nor even if so designed, to execute perfectly, which the engineering 

required), and that such standards as existed were in some respects inadequate to the purposes 

to which they were being put. PKI vendors have found a market, but it is not quite the market 

envisioned in the mid-90s, and it has grown both more slowly and in somewhat different 

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

58
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



ways than were anticipated. PKIs have not solved some of the problems they were expected 

to, and several major vendors have gone out of business or been acquired by others. PKI has 

had the most success in government implementations; the largest PKI implementation to date 

is the Defense Information Systems Agency (DISA) PKI infrastructure for the Common 

Access Cards program. 

4. PKI software 

When deploying a PKI, the most important part is an appropriate CA piece of software. There 

are several solutions on the market: 

 KEYNECTIS: Offers a product called Sequoia as well as hosted solutions  

 Intesi Group: Offers a product called PKSuite, a toolkit for integrating PKI, smart cards and 

authentication in your client and server applications.  

 Cryptomathic: Offers a product called CCA.  

 EJBCA: Open source, platform independent solution implemented in Java EE.  

 Entrust: Offer a product called Entrust Authority. Entrust offers PKI software and a managed 

service options mainly in the .gov and financial services space  

 IBM: Offers PKI Services for z/OS.  

 Linux: Linux supports OpenSSL and OpenCA, which are two open source CA solutions.  

 Microsoft: Windows 2000 Server, Server 2003 and Server 2008 all contain CA software, 

which is integrated into the Active Directory and doesn't require additional license fees.  

 Red Hat Certificate System: Formerly the Netscape Certificate Server. Its now fully open 

source. See http://pki.fedoraproject.org/  

 RSA Security: Offers a product called RSA Certificate Manager (Previously known as 

Keon).  

 Safelayer: Offers a family of products called KeyOne and a PKI-broker called TrustedX.  

 "SECUDE": Offers secure single sign-on solutions for SAP, based on PKI technology 

through SECUDE Secure Login  

 TrustAlert: Offers her RESEPT solution. This solution automatically provides client side 

certificates without the need for CRLs.  

 Verizon Business: Offers a product called UniCERT.  

 SeguriData: Offers a product called SeguriServer. SeguriData offers a whole suite of PKI 

based solutions.  
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5. X.509 

In cryptography, X.509 is an ITU-T standard for a public key infrastructure (PKI) for single 

sign-on and Privilege Management Infrastructure (PMI). X.509 specifies, amongst other 

things, standard formats for public key certificates, certificate revocation lists, attribute 

certificates, and a certification path validation algorithm 

5.1 X.509 History and usage 

X.509 was initially issued on July 3, 1988 and was begun in association with the 

X.500 standard. It assumes a strict hierarchical system of certificate authorities (CAs) 

for issuing the certificates. This contrasts with web of trust models, like PGP, where 

anyone (not just special CAs) may sign and thus attest to the validity of others' key 

certificates. Version 3 of X.509 includes the flexibility to support other topologies like 

bridges and meshes (RFC 4158). It can be used in a peer-to-peer, OpenPGP-like web 

of trust, but was rarely used that way as of 2004. The X.500 system has never been 

fully implemented, and the IETF's Public-Key Infrastructure (X.509), or PKIX, 

working group has adapted the standard to the more flexible organization of the 

Internet. In fact, the term X.509 certificate usually refers to the IETF's PKIX 

Certificate and CRL Profile of the X.509 v3 certificate standard, as specified in RFC 

5280, commonly referred to as PKIX for Public Key Infrastructure (X.509). 

5.2 Certificates 

In the X.509 system, a CA i ssues a certificate binding a public key to a particular 

Distinguished Namein the X.500 tradition, or to an Alternative Name such as an e-

mail address or a DNS-entry. An organization's trusted root certificates can be 

distributed to all employees so that they can use the company PKI system. Browsers 

such as Internet Explorer, Netscape/Mozilla, Opera and Safari come with root 

certificates pre-installed, so SSL certificates from larger vendors who have paid for 

the privilege of being pre-installed will work instantly; in effect the browsers' 

developers determine which CAs are trusted third parties for the browsers' users. 

Although these root certificates can be removed or disabled, users rarely do so. If pre-

installed root certificates are removed on the Microsoft-platform, the operating-

system re-installs them as soon as a web-site using the certificate is visited. As this 

mechanism relies on hash-values, pre-installed with the operating system, it is not 

even possible to determine which certificates are permanently trusted. X.509 also 
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includes standards for certificate revocation list (CRL) implementations, an often 

neglected aspect of PKI systems. The IETF-approved way of checking a certificate's 

validity is the Online Certificate Status Protocol (OCSP). Firefox 3 enables OCSP 

checking by default. 

 

 

Topic : Real Time Communication Security 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Understand Session Key Encryption 

 Learn about Plausible Deniability 

 Learn about Parallel computation  

 Learn about Denial-Of-Service 

 Learn about Perfect forward secrecy 

Definition/Overview: 

Communications security: These are measures and controls taken to deny unauthorized 

persons information derived from telecommunications and ensure the authenticity of such 

telecommunications. Communications security includes cryptosecurity, transmission security, 

emission security, traffic-flow security. and physical security of COMSEC equipment. 

Key Points: 

1. Perfect forward secrecy 

In an authenticated key-agreement protocol that uses public key cryptography, perfect 

forward secrecy (or PFS) is the property that ensures that a session key derived from a set of 

long-term public and private keys will not be compromised if one of the private keys is 

compromised in the future. Forward secrecy has been used as a synonym for perfect forward 

secrecy , since the term perfect has been controversial in this context. However, at least one 

reference distinguishes perfect forward secrecy from forward secrecy with the additional 
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property that an agreed key will not be compromised even if agreed keys derived from the 

same long-term keying material in a subsequent run are compromised. 

2. Denial-Of-Service 

A denial-of-service attack (DoS attack) or distributed denial-of-service attack (DDoS attack) 

is an attempt to make a computer resource unavailable to its intended users. Although the 

means to carry out, motives for, and targets of a DoS attack may vary, it generally consists of 

the concerted efforts of a person or persons to prevent an Internet site or service from 

functioning efficiently or at all, temporarily or indefinitely. Perpetrators of DoS attacks 

typically target sites or services hosted on high-profile web servers such as banks, credit card 

payment gateways, and even root nameservers. One common method of attack involves 

saturating the target (victim) machine with external communications requests, such that it 

cannot respond to legitimate traffic, or responds so slowly as to be rendered effectively 

unavailable. In general terms, DoS attacks are implemented by either forcing the targeted 

computer(s) to reset, or consuming its resources so that it can no longer provide its intended 

service or obstructing the communication media between the intended users and the victim so 

that they can no longer communicate adequately. Denial-of-service attacks are considered 

violations of the IAB's Internet Proper Use Policy. They also commonly constitute violations 

of the laws of individual nations.  

3. Parallel computation  

It is a form of computation in which many calculations are carried out simultaneously, 

operating on the principle that large problems can often be divided into smaller ones, which 

are then solved concurrently ("in parallel"). There are several different forms of parallel 

computing: bit-level-, instruction-level-, data-, and task parallelism. Parallelism has been 

employed for many years, mainly in high-performance computing, but interest in it has 

grown lately due to the physical constraints preventing frequency scaling. As power 

consumption by computers has become a concern in recent years, parallel computing has 

become the dominant paradigm in computer architecture, mainly in the form of multicore 

processors. Parallel computers can be roughly classified according to the level at which the 

hardware supports parallelismwith multi-core and multi-processor computers having multiple 

processing elements within a single machine, while clusters, MPPs, and grids use multiple 

computers to work on the same task. Specialized parallel computer architectures are 

sometimes used alongside traditional processors, for accelerating specific tasks. Parallel 

computer programs are more difficult to write than sequential ones, because concurrency 

introduces several new classes of potential software bugs, of which race conditions are the 
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most common. Communication and synchronization between the different subtasks is 

typically one of the greatest barriers to getting good parallel program performance. The 

speed-up of a program as a result of parallelization is given by Amdahl's law. 

4. Plausible Deniability 

In cryptography, deniable encryption may be used to describe steganographic techniques, 

where the very existence of an encrypted file or message is deniable in the sense that an 

adversary cannot prove that an encrypted message exists. Some systems take this further, 

such as MaruTukku and (to a lesser extent) FreeOTFE/TrueCrypt which nest encrypted data. 

The owner of the encrypted data may reveal one or more keys to decrypt certain information 

from it, and then deny that more keys exist, a statement which cannot be disproven without 

knowledge of all encryption keys involved. The existence of "hidden" data within the overtly 

encrypted data is then deniable in the sense that it cannot be proven to exist. 

5. Session Key Encryption 

A session key is a single-use symmetric key used for encrypting all messages in one 

communication session. A closely related term is traffic encryption key or TEK, which refers 

to any key used to encrypt messages as opposed to different uses, such as encrypting other 

keys (key encryption key) Session keys introduce complication in a crypto system, normally 

an undesirable end. However, they also help with some real problems, which is why they are 

used. There are two primary reasons for session keys: 

 First, several cryptanalytic attacks are made easier as more material encrypted with a specific 

key is available. By limiting the material processed using a particular key, those attacks are 

made more difficult.  

 Second, asymmetric encryption is too slow for general purpose use, but many otherwise good 

encryption algorithms require that keys be distributed securely before encryption can be used. 

All secret key algorithms have this undesirable property. By using asymmetric encryption to 

distribute a secret key for another, faster, symmetric algorithm, it's possible to improve 

overall performance considerably. 
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In Section 4 of this course you will cover these topics: 
 

Ipsec: Ah And Esp  
 

Ipsec: Ike  
 

Ssl/Tls  
 

E-Mail Security  
 

Pem S/Mime 

 

 

Topic : Ipsec: Ah And Esp 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Learn about Security Association 

 Learn about Security Architecture 

 Learn about Authentication Header (AH) 

 Learn about Modes of Operation 

 Learn about Software Implementations 

 Identify Encapsulating Security Payload (ESP) 

Definition/Overview: 

Internet Protocol Security (IPsec): It is a suite of protocols for securing Internet Protocol 

(IP) communications by authenticating and encrypting each IP packet of a data stream. IPsec 

also includes protocols for establishing mutual authentication between agents at the 

beginning of the session and negotiation of cryptographic keys to be used during the session. 

IPsec can be used to protect data flows between a pair of hosts (e.g. computer users or 

servers), between a pair of security gateways (e.g. routers or firewalls), or between a security 

gateway and a host.  

Key Points: 

1. Security Association 

The IP security architecture uses the concept of a security association as the basis for building 

security functions into IP. A security association is simply the bundle of algorithms and 
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parameters (such as keys) that is being used to encrypt and authenticate a particular flow in 

one direction. Therefore, in normal bi-directional traffic, the flows are secured by a pair of 

security associations. The actual choice of encryption and authentication algorithms (from a 

defined list) is left to the IPsec administrator. In order to decide what protection is to be 

provided for an outgoing packet, IPsec uses the Security Parameter Index (SPI), an index to 

the security association database (SADB), along with the destination address in a packet 

header, which together uniquely identify a security association for that packet. A similar 

procedure is performed for an incoming packet, where IPsec gathers decryption and 

verification keys from the security association database. 

For multicast, a security association is provided for the group, and is duplicated across all 

authorized receivers of the group. There may be more than one security association for a 

group, using different SPIs, thereby allowing multiple levels and sets of security within a 

group. Indeed, each sender can have multiple security associations, allowing authentication, 

since a receiver can only know that someone knowing the keys sent the data. Note that the 

relevant standard does not describe how the association is chosen and duplicated across the 

group; it is assumed that a responsible party will have made the choice. 

2. Security Architecture 

The IPsec suite is a framework of open standards. IPsec uses the following protocols to 

perform various functions:  

 Internet key exchange (IKE and IKEv2) to set up a security association (SA) by handling 

negotiation of protocols and algorithms and to generate the encryption and authentication 

keys to be used by IPsec.  

 Authentication Header (AH) to provide connectionless integrity and data origin 

authentication for IP datagrams and to provide protection against replay attacks.  

 Encapsulating Security Payload (ESP) to provide confidentiality, data origin authentication, 

connectionless integrity, an anti-replay service (a form of partial sequence integrity), and 

limited traffic flow confidentiality.  

3. Authentication Header (AH) 

AH is a member of the IPsecprotocol suite. AH is intended to guarantee connectionless 

integrity and data origin authentication of IP packets. Further, it can optionally protect against 

replay attacks by using the sliding window technique and discarding old packets. AH protects 
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the IP payload and all header fields of an IP datagram except for mutable fields (i.e. those 

that might be altered in transit). 

4. Modes of Operation 

There are two modes of IPsec operation: 

4.1 Transport mode 

In transport mode, only the payload (the data you transfer) of the IP packet is 

encrypted and/or authenticated. The routing is intact, since the IP header is neither 

modified nor encrypted; however, when the authentication header is used, the IP 

addresses cannot be translated, as this will invalidate the hash value. The transport 

and application layers are always secured by hash, so they cannot be modified in any 

way (for example by translating the port numbers). Transport mode is used for host-

to-host communications. 

A means to encapsulate IPsec messages for NAT traversal has been defined by RFC 

documents describing the NAT-T mechanism. 

4.2 Tunnel mode 

In tunnel mode, the entire IP packet (data and IP header) is encrypted and/or 

authenticated. It is then encapsulated into a new IP packet with a new IP header. 

Tunnel mode is used to create Virtual Private Networks for network-to-network 

communications (e.g. between routers to link sites), host-to-network communications 

(e.g. remote user access), and host-to-host communications (e.g. private chat). 

5. Software Implementations 

IPsec support is usually implemented in the kernel with key management and ISAKMP/IKE 

negotiation carried out from user-space. Existing IPsec implementations often include both. 

However, as there is a standard interface for key management, it is possible to control one 

kernel IPsec stack using key management tools from a different implementation. Because of 

this, there is sometimes confusion as to the origins of the IPsec implementation in the Linux 

kernel. The FreeS/WAN project made the first complete and open source implementation of 

IPsec for Linux. It consists of a kernel IPsec stack (KLIPS), as well as a key management 

daemon (pluto) and many shell scripts. The FreeS/WAN project was disbanded in March 

2004. Openswan and strongSwan are continuations of FreeS/WAN. The KAME project also 

implemented complete IPsec support for NetBSD, FreeBSD. Its key management daemon is 

called racoon. OpenBSD made its own ISAKMP/IKE daemon, simply named isakmpd 
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(which was also ported to other systems, including Linux). However, none of these kernel 

IPsec stacks were integrated into the Linux kernel. Alexey Kuznetsov and David S. Miller 

wrote a kernel IPsec implementation from scratch for the Linux kernel around the end of 

2002. This stack was subsequently released as part of Linux 2.6, and is referred to variously 

as "native" or "NETKEY". Thus, the current Linux IPsec stack did not originate from the 

KAME project. As it supports the standard PF_KEY protocol (RFC 2367) and the native 

XFRM interface for key management, the Linux IPsec stack can be used in conjunction with 

either pluto from Openswan/strongSwan, isakmpdfrom the OpenBSD project, racoonfrom the 

KAME project, or without any ISAKMP/IKE daemon (using manual keying). The new 

architectures of network processors, including multi-core processors with integrated 

encryption engines, suggested some changes in the way the IPsec stacks are designed. A 

dedicated Fast Path is now commonly used to offload IPsec processing (SA, SP lookups, 

encryption, etc.). These Fast Path stacks must integrated on dedicated cores with Linux or 

RTOS running on other cores. These OS control ISAKMP/IKE in the Fast Path IPsec stack 

on separate cores. 

6. Encapsulating Security Payload (ESP) 

ESP is a member of the IPsecprotocol suite. It is the portion of IPsec that provides origin 

authenticity, integrity, and confidentiality protection of packets. ESP also supports 

encryption-only and authentication-only configurations, but using encryption without 

authentication is strongly discouraged because it is insecure. . Unlike Authentication Header 

(AH), ESP does not protect the IP packet header. However, in Tunnel Mode, where the entire 

original IP packet is encapsulated with a new packet header added, ESP protection is afforded 

to the whole inner IP packet (including the inner header) while the outer header remains 

unprotected. ESP operates directly on top of IP, using IP protocol number 50. 

 

 

Topic : Ipsec: Ike 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Understand the history of IKE 
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 Learn about IKE Architecture 

 Understand problems with IKE 

 Learn about Improvements with IKEv2 

 Learn about Implementations of IKE 

Definition/Overview: 

Internet Key Exchange: (IKE or IKEv2) is the protocol used to set up a security 

association (SA) in the IPsec protocol suite. IKE uses a Diffie-Hellman key exchange to set 

up a shared session secret, from which cryptographic keys are derived. Public key techniques 

or, alternatively, a pre-shared key, are used to mutually authenticate the communicating 

parties. 

Key Points: 

1. History of IKE 

IKE was originally defined in November 1998 by the Internet Engineering Task Force (IETF) 

in a series of publications (Request for Comments) known as RFC 2407, RFC 2408, and RFC 

2409. 

 RFC 2407 defined The Internet IP Security Domain of Interpretation for ISAKMP.  

 RFC 2408 Internet Security Association and Key Management Protocol (ISAKMP)  

 RFC 2409 defined The Internet Key Exchange (IKE) 

IKE was updated to version two (IKEv2) in December 2005 by RFC 4306. IKEv2 has been 

further expanded by RFCs 4301 (Security Architecture for the Internet Protocol) through 

RFC 4310 (DNS Security Extensions Mapping for the EPP). More RFCs are being added all 

the time as the need arises to further develop the features of the protocol. The parent 

organization of the IETF, The Internet Society (ISOC), has maintained the copyrights of 

these standards as being freely available to the Internet community.  

2. IKE Architecture 

Most IPsec implementations consist of an IKE daemon that runs in user space and an IPsec 

stack in the kernel that processes the actual IP packets. User-space daemons have easy access 
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to mass storage containing configuration information, such as the IPsec endpoint addresses, 

keys and certificates, as required. Kernel modules, on the other hand, can process packets 

efficiently and with minimum overheadwhich is important for performance reasons. The IKE 

protocol uses UDP packets, usually on port 500, and generally requires 4-6 packets with 2-3 

turn-around times to create an SA on both sides. The negotiated key material is then given to 

the IPsec stack. For instance, this could be an AES key, information identifying the IP 

endpoints and ports that are to be protected, as well as what type of IPsec tunnel has been 

created. The IPsec stack, in turn, intercepts the relevant IP packets if and where appropriate 

and performs encryption/decryption as required. Implementations vary on how the 

interception of the packets is donefor example, some use virtual devices, others take a slice 

out of the firewall, etc. 

3. Problems with IKE 

Originally, IKE had numerous configuration options but lacked a general facility for 

automatic negotiation of a well-known default case that is universally implemented. 

Consequently, both sides of an IKE had to exactly agree on the type of security association 

they wanted to create option by option or a connection could not be established. Further 

complications arose from the fact that in many implementations the debug output was 

difficult to interpret, if there was any debug routine at all. The IKE specifications were open 

to a significant degree of interpretation, bordering on design faults (Dead-Peer-Detection 

being a case in point), giving rise to different IKE implementations not being able to create 

an agreed-upon security association at all for many combinations of options, however 

correctly configured they might appear at either end. 

4. Improvements with IKEv2 

The need and intent of an overhaul of the IKE protocol was described in Appendix A of RFC 

4306. The following issues were addressed: 

 Fewer RFCs: The specifications for IKE were covered in at least three RFCs, more if one 

takes into account NAT traversal and other extensions that are in common use. IKEv2 

combines these in one RFC as well as making improvements to support for NAT traversal 

and firewall traversal in general.  
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 Standard Mobility support: There is a standard extension for IKEv2 (named MOBIKE) used 

to support mobility and multihoming for it and ESP. for IPsec tunnels.  

 SCTP support: IKEv2 allows for the SCTP protocol as used in Internet Telephony VoIP.  

 Simple message exchange: IKEv2 has one four-message initial exchange mechanism where 

IKE provided eight distinctly different initial exchange mechanisms, each one of which had 

slight advantages and disadvantages.  

 Fewer cryptographic mechanisms: IKEv2 uses cryptographic mechanisms to protect its 

packets that are very similar to what IPsec Encapsulating Security Payload (ESP) uses to 

protect the IPsec packets..  

 Reliability and State management: IKEv2 uses sequence numbers and acknowledgments to 

provide reliability and mandates some error processing logistics and shared state 

management. 

 Denial of Service (DOS) attack resilience: IKEv2 does not perform much processing until it 

determines if the requester actually exists.  

5. Implementations of IKE 

There are several Open Source implementations of IPsec with associated IKE capabilities. On 

Linux, Openswan and strongSwan implementations provide an IKE daemon called pluto, 

which can configure (i.e., establish SAs) to the KLIPS or NETKEY kernel-based IPsec 

stacks. NETKEY is the Linux 2.6 kernel's native IPsec implementation. The Berkeley 

Software Distributions also have an IPsec implementation and IKE daemon, and most 

importantly a cryptographic framework (OpenBSD Cryptographic Framework, OCF), which 

makes supporting cryptographic accelerators much easier. OCF has recently been ported to 

Linux. A significant number of network equipment vendors have created their own IKE 

daemons (and IPsec implementations), or license a stack from one another. As of May-2006 

there are a number of implementations of IKEv2 and some of the companies dealing in IPsec 

certification and interoperability testing are starting to hold work-shops for testing as well as 

updated certification requirements to deal with IKEv2 testing. ICSA Labs held its latest 

IKEv2 Interoperability Workshop in Orlando, FL in March 2007 with 13 vendors from 

around the world. 
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Topic : Ssl/Tls 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Learn about TLS Authentication 

 Learn about TLS Phases 

 Learn about TLS and SSL History and development 

 Learn about TLS Applications 

 Learn about way for using TCP 

 Understand significance of TCP 

 Understand applicability of TCP  

Definition/Overview: 

SSL and TLS: Transport Layer Security (TLS) and its predecessor, Secure Sockets Layer 

(SSL), are cryptographic protocols that provide security and data integrity for 

communications over TCP/IP networks such as the Internet. TLS and SSL encrypt the 

segments of network connections at the Transport Layer end-to-end. 

Key Points: 

1. TLS Authentication 

The TLS protocol allows client/server applications to communicate across a network in a way 

designed to prevent eavesdropping, tampering, and message forgery. TLS provides endpoint 

authentication and communications confidentiality over the Internet using cryptography. In 

typical end-user/browser usage, TLS authentication is unilateral: only the server is 

authenticated (the client knows the server's identity), but not vice versa (the client remains 

unauthenticated or anonymous). More strictly speaking, server authentication means different 

things to the browser (software) and to the end-user (human). At the browser level, it only 

means that the browser has validated the server's certificate i.e., checked the digital signatures 

of the server certificate's issuing CA-chain (chain of Certification Authorities that guarantee 

bindings of identification information to public keys. Once validated, the browser is justified 
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in displaying a security icon (such as "closed padlock"). But mere validation does NOT 

"identify" the server to the end-user.  

For true identification, it is incumbent on the end-user to be diligent in scrutinizing the 

identification information contained in the server's certificate (and indeed its whole issuing 

CA-chain). This is the only way for the end-user to know the "identity" of the server. In 

particular: the "locked padlock" icon has no relationship to the URL, DNS name or IP 

address of the server. This is a common misconception. Such a binding can only be securely 

established if the URL, name or address is specified in the server's certificate itself. Malicious 

websites can't use the valid certificate of another website because they have no means to 

encrypt the transmission such that it can be decrypted with the valid certificate. Since only a 

trusted CA can embed a URL in the certificate, this ensures that checking the apparent URL 

with the URL specified in the certificate is a valid way of identifying the true site. 

Understanding this subtlety makes it very difficult for end-users to properly assess the 

security of web browsing (though this is not a shortcoming of the TLS protocol itself it's a 

shortcoming of PKI). TLS also supports the more secure bilateralconnection mode (typically 

used in enterprise applications), in which both ends of the "conversation" can be ensured with 

whom they are communicating (provided they diligently scrutinize the identity information in 

the other party's certificate). This is known as mutual authentication. Mutual authentication 

requires that the TLS client-side also hold a certificate (which is not usually the case in the 

end-user/browser scenario).  

2. TLS Phases 

TLS involves three basic phases: 

 Peer negotiation for algorithm support  

 Key exchange and authentication  

 Symmetric cipher encryption and message authentication  

During the first phase, the client and server negotiate cipher suites, which determine the 

ciphers to be used, the key exchange and authentication algorithms, as well as the message 

authentication codes (MACs). The key exchange and authentication algorithms are typically 

public key algorithms, or as in TLS-PSK preshared keys could be used. The message 

authentication codes are made up from cryptographic hash functions using the HMAC 
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construction for TLS, and a non-standard pseudorandom function for SSL. Typical 

algorithms are: 

 For key exchange: RSA, Diffie-Hellman, ECDH, SRP, PSK  

 For authentication: RSA, DSA, ECDSA  

 Symmetric ciphers: RC4, Triple DES, AES, IDEA, DES, or Camellia. In older versions of 

SSL, RC2 was also used.  

 For cryptographic hash function: HMAC-MD5 or HMAC-SHA are used for TLS, MD5 and 

SHA for SSL, while older versions of SSL also used MD2 and MD4.  

3. TLS and SSL History and development 

Early research efforts toward transport layer security included the Secure Network 

Programming (SNP) API, which in 1993 explored the approach of having a secure transport 

layer API closely resembling sockets, to facilitate retrofitting preexisting network 

applications with security measures. The SNP project received the 2004 ACM Software 

System Award. The SSL protocol was originally developed by Netscape. Version 1.0 was 

never publicly released; version 2.0 was released in February 1995 but "contained a number 

of security flaws which ultimately led to the design of SSL version 3.0", which was released 

in 1996. This later served as the basis for TLS version 1.0, an Internet Engineering Task 

Force (IETF) standard protocol first defined in RFC 2246 in January 1999. Visa, MasterCard, 

American Express and many leading financial institutions have endorsed SSL for commerce 

over the Internet. SSL operates in modular fashion. It is extensible by design, with support for 

forward and backward compatibility and negotiation between peers. 

4. TLS Applications 

TLS runs on layers beneath application protocols such as HTTP, FTP, SMTP, NNTP, and 

XMPP and above a reliable transport protocol, TCP for example. While it can add security to 

any protocol that uses reliable connections (such as TCP), it is most commonly used with 

HTTP to form HTTPS. HTTPS is used to secure World Wide Web pages for applications 

such as electronic commerce and asset management. SMTP is also an area in which TLS has 

been growing and is specified in RFC 3207. These applications use public key certificates to 

verify the identity of endpoints. An increasing number of client and server products support 

TLS natively, but many still lack support. As an alternative, users may wish to use standalone 
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TLS products like Stunnel. Wrappers such as Stunnel rely on being able to obtain a TLS 

connection immediately, by simply connecting to a separate port reserved for the purpose. 

For example, by default the TCP port for HTTPS is 443, to distinguish it from HTTP on port 

80. TLS can also be used to tunnel an entire network stack to create a VPN, as is the case 

with OpenVPN. Many vendors now marry TLS's encryption and authentication capabilities 

with authorization. There has also been substantial development since the late 1990s in 

creating client technology outside of the browser to enable support for client/server 

applications. When compared against traditional IPsec VPN technologies, TLS has some 

inherent advantages in firewall and NAT traversal that make it easier to administer for large 

remote-access populations. TLS is also increasingly being used as the standard method for 

protecting SIP application signaling. TLS can be used to provide authentication and 

encryption of the SIP signalling associated with VoIP and other SIP-based applications. 

5. Using TCP 

The Transmission Control Protocol (TCP) is one of the core protocols of the Internet Protocol 

Suite. TCP is so central that the entire suite is often referred to as "TCP/IP". Whereas IP 

handles lower-level transmissions from computer to computer as a message makes its way 

across the Internet, TCP operates at a higher level, concerned only with the two end systems, 

for example a Web browser and a Web server. In particular, TCP provides reliable, ordered 

delivery of a stream of bytes from one program on one computer to another program on 

another computer. Besides the Web, other common applications of TCP include e-mail and 

file transfer. Among its management tasks, TCP controls message size, the rate at which 

messages are exchanged, and network traffic congestion. 

6. Significance of TCP 

TCP provides a communication service at an intermediate level between an application 

program and the Internet Protocol (IP). That is, when an application program desires to send 

a large chunk of data across the Internet using IP, instead of breaking the data into IP-sized 

pieces and issuing a series of IP requests, the software can issue a single request to TCP and 

let TCP handle the IP details. IP works by exchanging pieces of information called packets. A 

packet is a sequence of bytes and consists of a header followed by a body. The header 

describes the packet's destination and, optionally, the routers to use for forwardinggenerally 

in the right directionuntil it arrives at its final destination. The body contains the data which 

IP is transmitting. When IP is transmitting data on behalf of TCP, the content of the IP packet 
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body is TCP payload. Due to network congestion, traffic load balancing, or other 

unpredictable network behavior, IP packets can be lost or delivered out of order. TCP detects 

these problems, requests retransmission of lost packets, rearranges out-of-order packets, and 

even helps minimize network congestion to reduce the occurrence of the other problems. 

Once the TCP receiver has finally reassembled a perfect copy of the data originally 

transmitted, it passes that datagram to the application program. Thus, TCP abstracts the 

application's communication from the underlying networking details. 

7. Applicability of TCP  

TCP is used extensively by many of the Internet's most popular application protocols and 

resulting applications, including the World Wide Web, E-mail, File Transfer Protocol, Secure 

Shell, and some streaming media applications. However, because TCP is optimized for 

accurate delivery rather than timely delivery, TCP sometimes incurs relatively long delays (in 

the order of seconds) while waiting for out-of-order messages or retransmissions of lost 

messages, and it is not particularly suitable for real-time applications such as Voice over IP. 

For such applications, protocols like the Real-time Transport Protocol (RTP) running over the 

User Datagram Protocol (UDP) are usually recommended instead. 

TCP is a reliable stream delivery service that guarantees delivery of a data stream sent from 

one host to another without duplication or losing data. Since packet transfer is not reliable, a 

technique known as positive acknowledgment with retransmission is used to guarantee 

reliability of packet transfers. This fundamental technique requires the receiver to respond 

with an acknowledgment message as it receives the data. The sender keeps a record of each 

packet it sends, and waits for acknowledgment before sending the next packet. The sender 

also keeps a timer from when the packet was sent, and retransmits a packet if the timer 

expires. The timer is needed in case a packet gets lost or corrupted. TCP (Transmission 

Control Protocol) consists of a set of rules: for the protocol, that are used with the Internet 

Protocol, and for the IP, to send data "in a form of message units" between computers over 

the Internet. At the same time that the IP takes care of handling the actual delivery of the 

data, the TCP takes care of keeping track of the individual units of data "packets" (or more 

accurately, "segments") that a message is divided into for efficient routing through the net. 

For example, when an HTML file is sent to you from a Web server, the TCP program layer of 

that server takes the file as a stream of bytes and divides it into segments, numbers the 

segments, and then forwards them individually to the IP program layer. The IP program layer 

then turns each TCP segment into an IP packet by adding a header which includes (among 

other things) the destination IP address. Even though every packet has the same destination 
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IP address, they can get routed differently through the network. When the client program in 

your computer gets them, the TCP stack (implementation) reassembles the individual 

segments and ensures they are correctly ordered as it streams them to an application. 

 

 

Topic : E-Mail Security 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Learn about Distribution list 

 Learn about Tracking of sent mail 

 Learn about Mail sessions encryption 

 Learn about Email Verification 

 Learn about Sender's IP verification 

 Understand Email Blacklisting 

 Learn about Authenticating senders 

 Learn about Difficulties with e-mail forwarding 

Definition/Overview: 

E-mail: Electronic mail, often abbreviated as e-mail,email, or eMail, is any method of 

creating, transmitting, or storing primarily text-based human communications with digital 

communications systems. 

Key Points: 

1. Distribution list 

Distribution list is a term sometimes used for a function of email clients where lists of email 

addresses are used to email everyone on the list at once. This can be referred to as an 

electronic mailshot. It differs from a mailing list, electronic mailing list or the email option 

found in an Internet forum as it is usually for one way traffic and not for coordinating a 

discussion. In effect, only members of a distribution list can send mails to the list. 

2. Tracking of sent mail 
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The original SMTP mail service provides limited mechanisms for tracking a sent message, 

and none for verifying that it has been delivered or read. It requires that each mail server must 

either deliver it onward or return a failure notice ("bounce message"), but both software bugs 

and system failures can cause messages to be lost. To remedy this, the IETF introduced 

Delivery Status Notifications (delivery receipts) and Message Disposition Notifications 

(return receipts); however, these are not universally deployed in production. 

3. Mail sessions encryption 

The STARTTLS SMTP extension is a TLS (SSL) layer on top of the SMTP connection. 

While it protects traffic from being sniffed during transmission, it is technically not 

encryption of e-mails because the content of messages is revealed to, and can be tampered 

with by, involved email relays. In other words, the encryption takes place between individual 

SMTP relays, not between the sender and the recipient. When both relays support 

STARTTLS, it may be used regardless of whether the e-mail's contents are encrypted using 

another protocol. 

4. Email Verification 

Ensuring a valid identity on an e-mail has become a vital step in stopping spam (as e-mail can 

be filtered based on such an identity), forgery, fraud, and even more serious crimes. The 

Simple Mail Transfer Protocol (SMTP) is continuously evolving, but when it was designed, 

in the early 1980s, it was the purview of academia and government agencies, and as such, 

there was no cause to consider security. It provided for no formal verification of sender. 

Signing e-mails is a good first step towards identifying the origin of the message, but it does 

not establish whether that identity has a good reputation or whether it should be trusted. 

This article explains how e-mail identities are forged and the steps that are being taken now 

to prevent it. 

5. Sender's IP verification 

An e-mail features four key players: the authors or originators of the e-mail, the sender or 

agent who first puts the e-mail on the public Internet, the receiver or agent who receives the 

e-mail from the Internet, and the recipients who are the persons intended to read the e-mail. 

For the sake of this discussion, the flow may be simplified as 

 

Thanks to the Transmission Control Protocol and to IP address registries the sender's IP 

address is automatically verified by the receiver. However, there is no provision for the 

verification of the author and sender information that is eventually saved in the relevant 

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

77
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



headers. Thus, it is quite easy for a spammer to make an exact copy of an e-mail from 

example.com, including a long complicated sequence of headers and a genuine logo in the 

body of an e-mail, then change the content to send readers to a website that appears to be 

genuine, but is actually a phishing scam designed to capture names, passwords, and credit 

card numbers. So why can't the sender's IP address be used to identify the spammer? There 

are two problems. One is that spammers often work through forwarders to hide their IP 

addresses. Another is that the sender is often a zombie that has been infected by a computer 

virus, and is programmed to send spam without the owner even knowing about it. There are 

millions of insecure home computers, and they have become a major source of spam. 

6. Email Blacklisting 

Attempts to stop spam by blacklisting sender's IP addresses still allows a small percentage 

through. Most IP addresses are dynamic, i.e. they are frequently changing. An ISP, or any 

organization directly connected to the Internet, gets a block of real Internet addresses when 

they register in the DNS. Within that block, they assign individual addresses to customers as 

needed. A dial-up customer may get a new IP address each time they connect. By the time 

that address appears on blacklists all over the world, the spammer will have new addresses 

for the next run. There are 4 billion possible IPv4 addresses on the Internet. The game of 

keeping up with these rapidly changing IP addresses has been facetiously called "whack-a-

mole". So called policy lists are black lists that contain IP addresses on a preventive basis. An 

IP address can be listed therein even if no spam has ever been sent from it, because it has 

been variously classified as a dial-up address,end-user address, or residential address, with no 

formal definition of such classification schemes. Not requiring evidence of spam for each 

enlisted address, these lists can collect a greater number of addresses and thus block more 

spam. However, the policies devised are not authoritative, since they have not been issued by 

the legitimate user of an IP address, and the resulting lists are therefore not universally 

accepted. 

7. Authenticating senders 

E-mail "authentication" greatly simplifies and automates the process of identifying senders. 

After identifying and verifying that a claimed domain name has been authenticated or has 

authorized the sending MTA, it is then possible to treat suspected forgeries with suspicion, 

reject known forgeries, and block e-mail from known spamming domains. It is also possible 

to "whitelist" e-mail from known reputable domains, and bypass content-based filtering, 

which always loses some valid e-mails in the flood of spam. The fourth category, e-mail from 

unknown domains, can be treated like we now treat all e-mail increasingly rigorous filtering, 
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return challenges to the sender, etc. Success of a domain-rating system should encourage 

reputable ISPs to stop their outgoing spam and get a good rating. It has been in the ISP's 

interest to shift to blocking by the domain, rather than by the IP address that they directly 

control. A number of methods claim to authenticate a sender's domain name ( SPF, SenderID, 

DKIM ). However SPF and SenderID only authorize the IP address of the outbound MTA. It 

is uncertain whether the PRA associated with the SPF record was intended, and thereby 

protected when the outbound MTA is shared by other domains which is why sensitive 

domains must take additional precautions. While the outbound MTA not being authorized 

when there is a strict SPF record can block much of the forgery now prevalent, it is never safe 

to expect that the MTA being authorized represents a form of authentication. None exclude 

the use of other methods, although SPF / DKIM, SPF / SenderID, and SenderID / DKIM 

pairwise appear to be competing for the same niches. The most widely used will likely be the 

ones that require the least effort on the part of ISPs and others currently operating public mail 

servers. 

DKIM uses a digital signature to authenticate a domain name and the entire content of a 

message. SPF can reject a forgery before any data transfer. SenderID and DKIM must see at 

least the headers, so the entire message must be transmitted. SPF has a problem with 

forwarders (that Sender Rewriting Scheme defines a fix for), SenderID also with mailing 

lists. SPF and SenderID work by having the domain publish what might be a sizeable list of 

IP addresses that identify MTAs they authorize to carry their email. This works as a type of 

path registration, but does not scale well since it also combines both IPv4 and IPv6 addresses. 

Every incoming e-mail has an IP address that is difficult to forge, a bunch of domain names 

in the e-mail headers, and a few more in the commands from the sender's SMTP server. The 

methods differ in which of these names to use as the sender's domain name. All of them can 

be faked, but what cannot be faked is a domain name held by a DNS server for that section of 

the Internet. The simplest and by far most widely deployed authentication scheme begins 

with a reverse DNS lookup of the connecting IP address. If there is no answer, it's a safe bet 

that the address is not a legitimate sender. If there is an answer, a forward DNS lookup of that 

answer authenticates the sender if it returns the connecting IP address. In other words, we 

look up the name of the connecting IP address, and look up the IP address of that name, and 

they must match. 

 

The procedure to authenticate is basically simple. When a request to deliver an e-mail arrives, 

the claimed sender's domain name is sent in a query to a high-level DNS server. That DNS 
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server in turn, refers to lower level servers until an answer is found that is authoritative for 

the domain in question. The answer returned to the receiver includes the information to 

authenticate the e-mail. For SPF and SenderID, the query returns the IP addresses which are 

authorized to send mail on behalf of that domain. Typically there will be very few authorized 

SMTP sending addresses, even from a domain with millions of dynamically assignable IP 

addresses. For DKIM, the query returns the public key for the domain, which then validates 

the signature in an e-mail header. A successful validation proves the e-mail originated from 

the same people responsible for the DNS servers for that domain (as only the domain owners 

would have proper access to the private key that matches the public key published in DNS), 

and neither the headers nor the body of the e-mail were altered on its way from the sender. 

8. Difficulties with e-mail forwarding 

There are some additional details when an e-mail forwarder is involved. Forwarders perform 

a useful service in allowing you to have one simple permanent address, even if you change 

jobs or ISPs. List servers perform a similar function, forwarding e-mail to many receivers on 

behalf of one sender. Forwarders pose no problem for an end-to-end authentication method 

like DKIM, as long as the signed message is not modified (some lists do this). SPF and 

SenderID have in essence the same limitation, they don't work directly behind the "border" ( 

MX ) of the receiver. For SPF forwarders to third parties could rewrite the Return-Path 

(MAIL FROM) in a similar way like mailing lists. This approach emulates the SMTP 

behaviour before RFC 1123 deprecated source routes; for a technical explanation. For 

SenderID, forwarders to third parties and mailing lists are asked to add a Sender: or Resent-

Sender: header. For many mailing lists, the former is already the case, but other forwarders 

avoid any modifications of the mail in addition to the mandatory Received-timestamp line. 

 

Use of a forwarder prevents the receiver from directly seeing the sender's IP address. The 

incoming IP packets have only the forwarder's IP address. Two solutions are possible if one 

can trust all forwarders. Either one trusts the forwarder to authenticate the sender, or one 

trusts the forwarder to at least accurately record the incoming IP address and pass it on, so 

one can do their own authentication. The situation gets complicated when there is more than 

one forwarder. A sender can explicitly authorize a forwarder to send on its behalf, in effect 

extending its boundary to the public Internet. A receiver can trust a forwarder that it pays to 

handle e-mail, in effect designating a new receiver. There may be additional "MTA relays" in 

the middle, however. These are sometimes used for administrative control, traffic 

aggregation, and routing control. All it takes is one broken link in the chain-of-trust from 
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sender to receiver, and it is no longer possible to authenticate the sender. Forwarders have 

one other responsibility, and that is to route Bounce messages (a.k.a. DSNs) in case the 

forwarding fails (or if it is requested anyway). E-mail forwarding is different from remailing 

when it comes to which address should receive DSNs. Spam bounces should not be sent to 

any address that may be forged. These bounces may go back by the same path they came, if 

that path has been authenticated. 

 

 

Topic : Pem S/Mime 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Understand history of S/MIME 

 Understand function of S/MIME 

 Learn about S/MIME Certificates 

 Learn about Obstacles to deploying S/MIME in practice 

 Learn about S/MIME Free access  

 Learn about S/MIME Caveats 

Definition/Overview: 

PEM: Privacy Enhanced Mail (PEM), is an early IETF proposal for securing email using 

public key cryptography. Although PEM became an IETF proposed standard it was never 

widely deployed or used. 

Key Points: 

1. History of S/MIME 

S/MIME was originally developed by RSA Data Security Inc. The original specification used 

the recently developed IETF MIME specification with the de facto industry standard PKCS 

#7 secure message format. Change control to S/MIME has since been vested in the IETF and 

the specification is now layered on Cryptographic Message Syntax, an IETF specification 

that is identical in most respects with PKCS #7. 
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2. Function of S/MIME 

S/MIME provides the following cryptographic security services for electronic messaging 

applications: authentication, message integrity and non-repudiation of origin (using digital 

signatures) and privacy and data security (using encryption). S/MIME specifies the 

application/pkcs7-mime (smime-type "enveloped-data") type for data enveloping 

(encrypting): the whole (prepared) MIME entity to be enveloped is encrypted and packed into 

an object which subsequently is inserted into an application/pkcs7-mime MIME entity. 

S/MIME functionality is built into the vast majority of modern e-mail software and 

interoperates between them. 

3. S/MIME Certificates 

Before S/MIME can be used in any of the above applications, one must obtain and install an 

individual key/certificate either from one's in-house certificate authority (CA) or from a 

public CA such as one of those listed below. Best practice is to use separate private keys (and 

associated certificates) for Signature and for Encryption, as this permits escrow of the 

encryption key without compromise to the non-repudiation property of the signature key. 

Encryption requires having the destination party's certificate on store (which is typically 

automatic upon receiving a message from the party with a valid signing certificate). While it 

is technically possible to send a message encrypted (using the destination party certificate) 

without having one's own certificate to digitally sign, in practice, the S/MIME clients will 

require you install your own certificate before they allow encrypting to others. A typical basic 

personal certificate verifies the owner's identity only in terms of binding them to an email 

address and does not verify the person's name or business. The latter, if needed (e.g. for 

signing contracts), can be obtained through CAs that offer further verification (digital notary) 

services or managed PKI service. For more detail on authentication. Depending on the policy 

of the CA, your certificate and all its contents may be posted publicly for reference and 

verification. This makes your name and email address available for all to see and possibly 

search for. Other CAs only post serial numbers and revocation status, which does not include 

any of the personal information. The latter, at a minimum, is mandatory to uphold the 

integrity of the public key infrastructure. 

4. Obstacles to deploying S/MIME in practice 

Following are some S/MIME practice 

 Not all e-mail software handles S/MIME, resulting in an attachment called smime.p7m that 

often confuses people.  

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

82
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



 S/MIME is sometimes considered not properly suited for use via webmail clients. Though 

support can be hacked into a browser, some security practices require the private key to be 

kept accessible to the user but inaccessible from the webmail server, complicating the key 

webmail advantage of providing ubiquitous accessibility. This issue is not specific to 

S/MIME - any secure method of signing webmail requires a browser to execute code to 

produce the signature.  

 Some organizations consider it acceptable for webmail servers to be "in on the secrets"; 

others don't. Some of the considerations are mentioned below regarding malware. Another 

argument is that servers often contain data that is confidential to the organization anyway, so 

what difference does it make if additional data, such a private keys used for decryption, are 

also stored and used on such servers?  

 Many make a distinction between private keys used for decryption and those used for digital 

signatures. They are far more likely to accept sharing of the former than the latter. This is 

especially true if the non-repudiation aspect of digital signatures is a concern (it may not be). 

There is fairly universal consensus that non-repudiation requires that a private key be under 

sole control of its owner during its entire lifecycle. Therefore, decryption done with webmail 

servers is more likely to be acceptable digital signatures.  

 S/MIME is tailored for end to end security. Encryption will not only encrypt your messages, 

but also malware. Thus if your mail is scanned for malware anywhere but at the end points, 

such as your company's gateway, encryption will defeat the detector and successfully deliver 

the malware. Solutions:  

 Perform malware scanning on end user stations after decryption.  

 Store private keys on the gateway server so decryption can occur prior to the gateway 

malware scan. (Though this in some ways defeats the purpose of encryption, as it allows 

anyone with access to the gateway server to read another user's mail.)  

 Use message content scanners specifically designed to check the content of encrypted 

messages in transit whilst preserving end-to-end signatures and encryption. Such solutions 

must contain built-in protection for both the private key used to decrypt the message, and for 

the temporarily decrypted contents.  

 

 

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

83
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



5. S/MIME Caveats 

When a message is encrypted using S/MIME (or PKCS#7), the public key of each intended 

recipient is extracted from their certificates and those certificates are identified in the 

message by issuer and serial number. One of the consequences of this is that if a certificate is 

renewed (i.e. new certificate, same keypair) and the old certificate is deleted thinking it won't 

be needed any more, S/MIME clients will no longer be able to locate the decryption key to 

decrypt messages sent before the renewal, even though the key hasn't changed. In other 

words, deletion of expired certificates can have surprising consequences. Even more 

generally, any messages that an S/MIME client stores in their encrypted form will not be 

decryptable if the certificate used for encryption has been deleted or otherwise not available, 

whether that certificate has expired or not. Also because of encrypted storage searching and 

indexing of encrypted message contents is not possible in many clients. S/MIME signatures 

are usually done with what's called "detached signatures". The signature information is 

separate from the text being signed. The MIME type for this is multipart/signed with the 

second part having a MIME subtype of application/(x-)pkcs7-signature. Mailing list software 

is notorious for changing the textual part and thereby invalidating the signature. 

6. S/MIME Free access 

Thawte (a subsidiary of VeriSign), CAcert and other companies offer free e-mail certificates 

for exclusive S/MIME usage on their Web site. Getting a certificate is as simple as visiting 

their Web site and signing up for an account. However, this does not automatically allow 

usage of one's name in the certificate. For that, one has to prove their identity in person to at 

least two Thawte notaries that are part of their Web of Trust. 

 

 

In Section 5 of this course you will cover these topics: 
 

Pretty Good Privacy (Pgp)  
 

Firewalls  
 

More Security Systems  
 

Web Issues  
 

Folklore 
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Topic : Pretty Good Privacy (Pgp) 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Early history of PGP 

 Criminal investigation in PGP 

 PGP 3 

 OpenPGP 

 Network Associates acquisition 

 Current situation of PGP 

Definition/Overview: 

Pretty Good Privacy (PGP): It is a computer program that provides cryptographic privacy 

and authentication. PGP is often used for signing, encrypting and decrypting e-mails to 

increase the security of e-mail communications. It was originally created by Philip 

Zimmermann in 1991. 

Key Points: 

1. Early history of PGP 

Phil Zimmermann created the first version of PGP encryption in 1991. The name, "Pretty 

Good Privacy", is humorously ironic and was inspired by the name of a grocery store, 

"Ralph's Pretty Good Grocery," featured in radio host Garrison Keillor's fictional town, Lake 

Wobegon. This first version included a symmetric-key algorithm that Zimmermann had 

designed himself, named BassOmatic after a Saturday Night Live skit. Zimmermann had 

been a long-time anti-nuclear activist, and created PGP encryption so that similarly inclined 

people might securely use BBSs and securely store messages and files. No license was 

required for its non-commercial use. There was not even a nominal charge, and the complete 

source code was included with all copies. PGP found its way onto Usenet and from there onto 

the Internet, and it very rapidly acquired a considerable following around the world. Users 

and supporters included dissidents in totalitarian countries (some affecting letters to 
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Zimmermann have been published, and some have been included in testimony before the US 

Congress), civil libertarians in other parts of the world. 

2. Criminal investigation in PGP 

Shortly after its release, PGP encryption found its way outside the United States, and in 

February 1993 Zimmermann became the formal target of a criminal investigation by the US 

Government for "munitions export without a license". Cryptosystems using keys larger than 

40 bits were then considered munitions within the definition of the USexport regulations; 

PGP has never used keys smaller than 128 bits so it qualified at that time. Penalties for 

violation, if found guilty, were substantial. After several years, the investigation of 

Zimmermann was closed without filing criminal charges against him or anyone else. 

Zimmermann challenged these regulations in a curious way. He published the entire source 

code of PGP in a hardback book, via MIT Press, which was distributed and sold widely. 

Anybody wishing to build their own copy of PGP could buy the $60 book, cut off the covers, 

separate the pages, and scan them using an OCR program, creating a set of source code text 

files. One could then build the application using the freely available GNU C Compiler. PGP 

would thus be available anywhere in the world. The claimed principle was simple: export of 

munitionsguns, bombs, planes, and softwarewas (and remains) restricted; but the export of 

booksis protected by the First Amendment. The question was never tested in court in respect 

to PGP, but had been established by the Supreme Court in the Bernstein case. USexport 

regulations regarding cryptography remain in force, but were liberalized substantially 

throughout the late 1990s. Since 2000, compliance with the regulations is also much easier. 

PGP encryption no longer meets the definition of a non-exportable weapon, and can be 

exported internationally except to 7 specific countries and a named list of groups and 

individuals. 

3. PGP 3 

During this turmoil, Zimmermann's team worked on a new version of PGP encryption called 

PGP 3. This new version was to have considerable security improvements, including a new 

certificate structure which fixed small security flaws in the PGP 2.x certificates as well as 

permitting a certificate to include separate keys for signing and encryption. Furthermore, the 

experience with patent and export problems led them to eschew patents entirely. PGP 3 

introduced use of the CAST-128 (a.k.a. CAST5) symmetric key algorithm, and the DSA and 

ElGamal asymmetric key algorithms, all of which were unencumbered by patents. After the 

Federal criminal investigation ended in 1996, Zimmermann and his team started a company 
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to produce new versions of PGP encryption. They merged with Viacrypt (to whom 

Zimmermann had sold commercial rights and who had licensed RSA directly from RSADSI) 

which then changed its name to PGP Incorporated. The newly combined Viacrypt/PGP team 

started work on new versions of PGP encryption based on the PGP 3 system. Unlike PGP 2, 

which was an exclusively command line program, PGP 3 was designed from the start as a 

software library allowing users to work from a command line or inside a GUI environment. 

The original agreement between Viacrypt and the Zimmermann team had been that Viacrypt 

would have even-numbered versions and Zimmermann odd-numbered versions. Viacrypt, 

thus, created a new version (based on PGP 2) that they called PGP 4. To remove confusion 

about how it could be that PGP 3 was the successor to PGP 4, PGP 3 was renamed and 

released as PGP 5 in May 1997. 

4. OpenPGP 

Inside PGP Inc., there was still concern about patent issues. RSADSI was challenging the 

continuation of the Viacrypt RSA license to the newly merged firm. The company adopted an 

informal internal standard called "Unencumbered PGP": "use no algorithm with licensing 

difficulties". Because of PGP encryption's importance worldwide (it is thought to be the most 

widely chosen quality cryptographic system), many wanted to write their own software that 

would interoperate with PGP 5. Zimmermann became convinced that an open standard for 

PGP encryption was critical for them and for the cryptographic community as a whole. In 

July 1997, PGP Inc. proposed to the IETF that there be a standard called OpenPGP. They 

gave the IETF permission to use the name OpenPGP to describe this new standard as well as 

any program that supported the standard. The IETF accepted the proposal and started the 

OpenPGP Working Group. 

OpenPGP is on the Internet Standards Track and is under active development. The current 

specification is RFC 4880 (November 2007), the successor to RFC 2440. Many e-mail clients 

provide OpenPGP-compliant email security as described in RFC 3156. The Free Software 

Foundation has developed its own OpenPGP-compliant program called GNU Privacy Guard 

(abbreviated GnuPG or GPG). GnuPG is freely available together with all source code under 

the GNU General Public License (GPL) and is maintained separately from several Graphical 

User Interfaces (GUIs) that interact with the GnuPG library for encryption, decryption and 

signing functions. Several other vendors have also developed OpenPGP-compliant software. 
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5. Network Associates acquisition 

In December 1997, PGP Inc. was acquired by Network Associates, Inc. Zimmermann and the 

PGP team became NAI employees. NAI continued to pioneer export through software 

publishing, being the first company to have a legal export strategy by publishing source code. 

Under its aegis, the PGP team added disk encryption, desktop firewalls, intrusion detection, 

and IPsec VPNs to the PGP family. After the export regulation liberalizations of 2000 which 

no longer required publishing of source, NAI stopped releasing source code, over the PGP 

team's objection. There was consternation amongst PGP users worldwide at this and, 

inevitably, some conspiracy theories as well. In early 2001, Zimmermann left NAI. He served 

as Chief Cryptographer for Hush Communications, who provide an OpenPGP-based e-mail 

service, Hushmail. He has also worked with Veridis and other companies. In October, 2001, 

NAI announced that its PGP assets were for sale and that it was suspending further 

development of PGP encryption. The only remaining asset kept was the PGP E-Business 

Server (the original PGP Commandline version). In February 2002, NAI cancelled all support 

for PGP products, with the exception of the re-named commandline product. NAI (now 

McAfee) continues to sell and support the product under the name McAfee E-Business 

Server. 

6. Current situation of PGP 

In August 2002, several ex-PGP team members formed a new company, PGP Corporation, 

and bought the PGP assets (except for the command line version) from NAI. PGP 

Corporation is supporting existing PGP users and honoring NAI support contracts. 

Zimmermann now serves as a special advisor and consultant to PGP Corporation, as well as 

continuing to run his own consulting company. In 2003 PGP Corporation created a new 

server-based product offering called PGP Universal. In mid-2004, PGP Corporation shipped 

its own command line version called PGP Command Line, which integrates with the other 

PGP Encryption Platform applications. In 2005 PGP Corporation made its first acquisitionthe 

German software company Glueck and Kanja Technology AG, which is now PGP 

Deutschland AG. Since the 2002 purchase of NAI PGP assets, PGP Corporation has offered 

worldwide PGP technical support from their office in Draper, Utah. 
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Topic : Firewalls 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Learn about Function of a Firewall 

 Learn about History of Firewall 

 Learn about First generation Firewalls  

 Learn about Second generation Firewalls 

 Learn about Third generation Firewalls 

 Learn about Subsequent developments in Firewall Technology 

 Identify Types of Firewalls  

Definition/Overview: 

Firewall: A firewall is an integrated collection of security measures designed to prevent 

unauthorized electronic access to a networked computer system. It is also a device or set of 

devices configured to permit, deny, encrypt, decrypt, or proxy all computer traffic between 

different security domains based upon a set of rules and other criteria. 

Key Points: 

1. Function of a Firewall 

A firewall is a dedicated appliance, or software running on another computer, which inspects 

network traffic passing through it, and denies or permits passage based on a set of rules. 

A firewall's basic task is to regulate some of the flow of traffic between computer networks 

of different trust levels. Typical examples are the Internet which is a zone with no trust and 

an internal network which is a zone of higher trust. A zone with an intermediate trust level, 

situated between the Internet and a trusted internal network, is often referred to as a 

"perimeter network" or Demilitarized zone (DMZ). A firewall's function within a network is 

similar to physical firewalls with fire doors in building construction. In the former case, it is 

used to prevent network intrusion to the private network. In the latter case, it is intended to 

contain and delay structural fire from spreading to adjacent structures. 
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Without proper configuration, a firewall can often become worthless. Standard security 

practices dictate a "default-deny" firewall ruleset, in which the only network connections 

which are allowed are the ones that have been explicitly allowed. Unfortunately, such a 

configuration requires detailed understanding of the network applications and endpoints 

required for the organization's day-to-day operation. Many businesses lack such 

understanding, and therefore implement a "default-allow" ruleset, in which all traffic is 

allowed unless it has been specifically blocked. This configuration makes inadvertent 

network connections and system compromise much more likely. 

2. History of Firewall 

The term "firewall" originally meant a wall to confine a fire or potential fire within a 

building, c.f. firewall (construction). Later uses refer to similar structures, such as the metal 

sheet separating the engine compartment of a vehicle or aircraft from the passenger 

compartment. Firewall technology emerged in the late 1980s when the Internet was a fairly 

new technology in terms of its global use and connectivity. The predecessors to firewalls for 

network security were the routers used in the late 1980s to separate networks from one 

another. 

3. First generation Firewalls  

The first paper published on firewall technology was in 1988, when engineers from Digital 

Equipment Corporation (DEC) developed filter systems known aspacket filter firewalls. This 

fairly basic system was the first generation of what would become a highly evolved and 

technical internet security feature. At AT&T Bell Labs, Bill Cheswick and Steve Bellovin 

were continuing their research in packet filtering and developed a working model for their 

own company based upon their original first generation architecture. 

Packet filters act by inspecting the "packets" which represent the basic unit of data transfer 

between computers on the Internet. If a packet matches the packet filter's set of rules, the 

packet filter will drop (silently discard) the packet, or reject it (discard it, and send "error 

responses" to the source). 

This type of packet filtering pays no attention to whether a packet is part of an existing 

stream of traffic (it stores no information on connection "state"). Instead, it filters each packet 

based only on information contained in the packet itself (most commonly using a 

combination of the packet's source and destination address, its protocol, and, for TCP and 

UDP traffic, the port number). 
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TCP and UDP protocols comprise most communication over the Internet, and because TCP 

and UDP traffic by convention uses well known ports for particular types of traffic, a 

"stateless" packet filter can distinguish between, and thus control, those types of traffic (such 

as web browsing, remote printing, email transmission, file transfer), unless the machines on 

each side of the packet filter are both using the same non-standard ports. 

4. Second generation Firewalls 

From 1989-1990 three colleagues from AT&T Bell Laboratories, Dave Presetto, Janardan 

Sharma, and Kshitij Nigam developed the second generation of firewalls, calling them circuit 

level firewalls. Second(2nd) Generation firewalls in addition regard placement of each 

individual packet within the packet series. This technology is generally referred to as a 

stateful packet inspection as it maintains records of all connections passing through the 

firewall and is able to determine whether a packet is either the start of a new connection, a 

part of an existing connection, or is an invalid packet. Though there is still a set of static rules 

in such a firewall, the state of a connection can in itself be one of the criteria which trigger 

specific rules. This type of firewall can help prevent attacks which exploit existing 

connections, or certain Denial-of-service attacks. 

5. Third generation Firewalls 

Publications by Gene Spafford of Purdue University, Bill Cheswick at AT&T Laboratories, 

and Marcus Ranum described a third generation firewall known as an application layer 

firewall, also known as a proxy-based firewall. Marcus Ranum's work on the technology 

spearheaded the creation of the first commercial product. The product was released by DEC 

who named it the DEC SEAL product. DECs first major sale was on June 13, 1991 to a 

chemical company based on the East Coast of the USA. TIS, under a broader DARPA 

contract, developed the Firewall Toolkit (FWTK), and made it freely available under license 

on October 1, 1993. The purposes for releasing the freely-available, not for commercial use, 

FWTK were: to demonstrate, via the software, documentation, and methods used, how a 

company with (at the time) 11 years' experience in formal security methods, and individuals 

with firewall experience, developed firewall software; to create a common base of very good 

firewall software for others to build on (so people did not have to continue to "roll their own" 

from scratch); and to "raise the bar" of firewall software being used. The key benefit of 

application layer filtering is that it can "understand" certain applications and protocols (such 

as File Transfer Protocol, DNS, or web browsing), and it can detect whether an unwanted 
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protocol is being sneaked through on a non-standard port or whether a protocol is being 

abused in any harmful way. 

6. Subsequent developments in Firewall Technology 

In 1992, Bob Braden and Annette DeSchon at the University of Southern California (USC) 

were refining the concept of a firewall. The product known as "Visas" was the first system to 

have a visual integration interface with colours and icons, which could be easily implemented 

to and accessed on a computer operating system such as Microsoft's Windows or Apple's 

MacOS. In 1994 an Israeli company called Check Point Software Technologies built this into 

readily available software known as FireWall-1. The existing deep packet inspection 

functionality of modern firewalls can be shared by Intrusion-prevention systems (IPS). 

Currently, the Middlebox Communication Working Group of the Internet Engineering Task 

Force (IETF) is working on standardizing protocols for managing firewalls and other 

middleboxes. Another axis of development is about integrating identity of users into Firewall 

rules. Many firewalls provide such features by binding user identities to IP or MAC 

addresses, which is very approximate and can be easily turned around. The NuFW firewall 

provides real identity based firewalling, by requesting user's signature for each connection. 

7. Types of Firewalls 

There are several classifications of firewalls depending on where the communication is taking 

place, where the communication is intercepted and the state that is being traced. 

7.1 Network layer and packet filters 

Network layer firewalls, also called packet filters, operate at a relatively low level of 

the TCP/IP protocol stack, not allowing packets to pass through the firewall unless 

they match the established rule set. The firewall administrator may define the rules; or 

default rules may apply. The term "packet filter" originated in the context of BSD 

operating systems. Network layer firewalls generally fall into two sub-categories, 

stateful and stateless. Stateful firewalls maintain context about active sessions, and 

use that "state information" to speed packet processing. Any existing network 

connection can be described by several properties, including source and destination IP 

address, UDP or TCP ports, and the current stage of the connection's lifetime 

(including session initiation, handshaking, data transfer, or completion connection). If 

a packet does not match an existing connection, it will be evaluated according to the 

ruleset for new connections. If a packet matches an existing connection based on 

comparison with the firewall's state table, it will be allowed to pass without further 
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processing. Stateless firewalls require less memory, and can be faster for simple filters 

that require less time to filter than to look up a session. They may also be necessary 

for filtering stateless network protocols that have no concept of a session. However, 

they cannot make more complex decisions based on what stage communications 

between hosts have reached. Modern firewalls can filter traffic based on many packet 

attributes like source IP address, source port, destination IP address or port, 

destination service like WWW or FTP. They can filter based on protocols, TTL 

values, netblock of originator, domain name of the source, and many other attributes. 

Commonly used packet filters on various versions of Unix are ipf(various), ipfw 

(FreeBSD/Mac OS X), pf (OpenBSD, and all other BSDs), iptables/ipchains (Linux).  

7.2 Application-layer Firewall 

Application-layer firewalls work on the application level of the TCP/IP stack (i.e., all 

browser traffic, or all telnet or ftp traffic), and may intercept all packets traveling to or 

from an application. They block other packets (usually dropping them without 

acknowledgement to the sender). In principle, application firewalls can prevent all 

unwanted outside traffic from reaching protected machines. On inspecting all packets 

for improper content, firewalls can restrict or prevent outright the spread of networked 

computer worms and trojans. In practice, however, this becomes so complex and so 

difficult to attempt (given the variety of applications and the diversity of content each 

may allow in its packet traffic) that comprehensive firewall design does not generally 

attempt this approach. The XML firewall exemplifies a more recent kind of 

application-layer firewall. 

7.3 Proxies 

A proxy device (running either on dedicated hardware or as software on a general-

purpose machine) may act as a firewall by responding to input packets (connection 

requests, for example) in the manner of an application, whilst blocking other packets. 

Proxies make tampering with an internal system from the external network more 

difficult and misuse of one internal system would not necessarily cause a security 

breach exploitable from outside the firewall (as long as the application proxy remains 

intact and properly configured). Conversely, intruders may hijack a publicly-

reachable system and use it as a proxy for their own purposes; the proxy then 

masquerades as that system to other internal machines. While use of internal address 

spaces enhances security, crackers may still employ methods such as IP spoofing to 

attempt to pass packets to a target network. 

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

93
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



7.4 Network address translation 

Firewalls often have network address translation (NAT) functionality, and the hosts 

protected behind a firewall commonly have addresses in the "private address range", 

as defined in RFC 1918. Firewalls often have such functionality to hide the true 

address of protected hosts. Originally, the NAT function was developed to address the 

limited number of IPv4 routable addresses that could be used or assigned to 

companies or individuals as well as reduce both the amount and therefore cost of 

obtaining enough public addresses for every computer in an organization. Hiding the 

addresses of protected devices has become an increasingly important defense against 

network reconnaissance. 

 

 

Topic : More Security Systems 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Learn about History of Netware 

 Learn about The rise of NetWare 

 Learn about Early years of Netware 

 Learn about NetWare 286 2.x 

 Learn about NetWare 3.x 

 Learn about NetWare 4.x 

 Understand Current NetWare situation 

 Identify NetWare Aggressive caching  

Definition/Overview: 

NetWare: NetWare is a network operating system developed by Novell, Inc. It initially used 

cooperative multitasking to run various services on a PC, and the network protocols were 

based on the archetypal Xerox Network Services stack 
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Key Points: 

1 History of Netware 

NetWare evolved from a very simple concept: file sharing instead of disk sharing. In 1983 

when the first versions of NetWare were designed, all other competing products were based 

on the concept of providing shared direct disk access. Novell's alternative approach was 

validated by IBM in 1984 and helped promote their product. With Novell NetWare, disk 

space was shared in the form of NetWare volumes, comparable to DOS volumes. Clients 

running MS-DOS would run a special Terminate and Stay Resident (TSR) program that 

allowed them to map a local drive letter to a NetWare volume. Clients had to log in to a 

server in order to be allowed to map volumes, and access could be restricted according to the 

login name. Similarly, they could connect to shared printers on the dedicated server, and print 

as if the printer was connected locally. At the end of the 1990s, with Internet connectivity 

booming, the Internet's TCP/IP protocol became dominant on LANs. Novell had introduced 

limited TCP/IP support in NetWare v3.x and v4.x, consisting mainly of FTP services and 

UNIX-style LPR/LPD printing (available in NetWare v3.x), and a Novell-developed 

webserver (in NetWare v4.x). Native TCP/IP support for the client file and print services 

normally associated with NetWare was introduced in NetWare v5.0. During the early-to-mid 

1980s Microsoft introduced their own LAN system in LAN Manager based on the competing 

NBF protocol. Early attempts to muscle in on NetWare were not successful, but this changed 

with the inclusion of improved networking support in Windows for Workgroups, and then the 

hugely successful Windows NT and Windows 95. NT, in particular, offered services similar 

to those offered by NetWare, but on a system that could also be used on a desktop, and 

connected directly to other Windows desktops where NBF was now almost universal. 

2. The rise of NetWare 

The popular use and growth of Novell NetWare began in 1985 with the simultaneous release 

of NetWare 286 2.0a and the Intel 80286 16-bit processor. The 80286 CPU featured a new 

16-bit protected mode that provided access to up to 16 MB RAM as well as new mechanisms 

to aid multi-tasking. Prior to the 80286 CPU servers were based on the Intel 8086/8088 8/16-

bit processors, which were limited to an address space of 1MB with not more than 640 KB of 

directly addressable RAM. The combination of a higher 16 MB RAM limit, 80286 processor 

feature utilization, and 256 MB NetWare volume size limit allowed reliable, cost-effective 

server-based local area networks to be built for the first time. The 16 MB RAM limit was 
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especially important, since it made enough RAM available for disk caching to significantly 

improve performance. This became the key to Novell's performance while also allowing 

larger networks to be built. Another significant difference of NetWare 286 was that it was 

hardware-independent, unlike competing server systems from 3Com. Novell servers could be 

assembled using any brand system with an Intel 80286 or higher CPU, any MFM, RLL, 

ESDI, or SCSI hard drive and any 8- or 16-bit network adapter for which Netware drivers 

were available. Novell also designed a compact and simple DOS client software program that 

allowed DOS stations to connect to a server and access the shared server hard drive. While 

the NetWare server file system introduced a new, proprietary file system design, it looked 

like a standard DOS volume to the workstation, ensuring compatibility with all existing DOS 

programs. 

3. Early years of Netware 

NetWare was based on the consulting work by SuperSet Software, a group founded by the 

friends Drew Major, Dale Neibaur, Kyle Powell and later Mark Hurst. This work was based 

on their classwork at Brigham YoungUniversity in Provo, Utah, starting in October 1981. In 

1983, Raymond Noorda engaged the work by the SuperSet team. The team was originally 

assigned to create a CP/M disk sharing system to help network the CP/M hardware that 

Novell was selling at the time. The team was privately convinced that CP/M was a doomed 

platform and instead came up with a successful file sharing system for the newly introduced 

IBM-compatible PC. They also wrote an application called Snipes, a text-mode game and 

used it to test the new network and demonstrate its capabilities. Snipes was the first network 

application ever written for a commercial personal computer, and it is recognized as one of 

the precursors of many popular multiplayer games such as Doomand Quake. This network 

operating system (NOS) was later called Novell NetWare. NetWare was based on the 

NetWare Core Protocol (NCP), which is a packet-based protocol that enables a client to send 

requests to and receive replies from a NetWare server. Initially NCP was directly tied to the 

IPX/SPX protocol, and NetWare communicated natively using only IPX/SPX. 

The first product to bear the NetWare name was released in 1983. It was called Netware 68 

(aka S-Net); it ran on the Motorola 68000 processor on a proprietary Novell-built file server 

and used a star network topology. This was soon joined by NetWare 86 V4.x, which was 

written for the Intel 8086. This was replaced in 1985 with Advanced NetWare 86 version 

1.0a which allowed more than one server on the same network. In 1986, after the Intel 80286 

processor became available, Novell released Advanced NetWare 286 V1.0a and subsequently 
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V2.0B (that used IPX routing to allow up to 4 network cards in a server). In 1989, with the 

Intel 80386 available, Novell released NetWare 386. Later Novell consolidated the 

numbering of their NetWare releases, with NetWare 386 becoming NetWare 3.x.  

4. NetWare 286 2.x 

NetWare version 2 was notoriously difficult to configure, since the operating system was 

provided as a set of compiled object modules that required configuration and linking. 

Compounding this inconvenience was that the process was designed to run from multiple 

diskettes, which was slow and unreliable. Any change to the operating system required a re-

linking of the kernel and a reboot of the system, requiring at least 20 diskette swaps. An 

additional complication in early versions was that the installation contained a proprietary 

low-level format program for MFM hard drives, which was run automatically before the 

software could be loaded, called COMPSURF. NetWare was administered using text-based 

utilities such as SYSCON. The file system used by NetWare 2 was NetWare File System 

286, or NWFS 286, supporting volumes of up to 256 MB. NetWare 286 recognized 80286 

protected mode, extending NetWare's support of RAM from 1 MB to the full 16 MB 

addressable by the 80286.  

A minimum of 2 MB was required to start up the operating system; any additional RAM was 

used for FAT, DET and file caching. Since 16-bit protected mode was implemented the 

i80286 and every subsequent Intel x86 processor, NetWare 286 version 2.x would run on any 

80286 or later compatible processor. NetWare 2 implemented a number of features inspired 

by mainframe and minicomputer systems that were not available in other operating systems 

of the day. The System Fault Tolerance (SFT) features included standard read-after-write 

verification (SFT-I) with on-the-fly bad block re-mapping (at the time, disks did not have that 

feature built in) and software RAID1 (disk mirroring, SFT-II). The Transaction Tracking 

System (TTS) optionally protected files against incomplete updates. For single files, this 

required only a file attribute to be set. Transactions over multiple files and controlled roll-

backs were possible by programming to the TTS API. NetWare 286 2.x supported two modes 

of operation: dedicated and non-dedicated. In dedicated mode, the server used DOS only as a 

boot loader to execute the operating system file net$os.exe. All memory was allocated to 

NetWare; no DOS ran on the server.  

For non-dedicated operation, DOS 3.3 or higher would remain in memory, and the processor 

would time-slice between the DOS and NetWare programs, allowing the server computer to 

be used simultaneously as network file server and as a user workstation. All extended 
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memory (RAM above 1 MB) was allocated to NetWare, so DOS was limited to only 640kB; 

an expanded memory manager would not work because NetWare 286 had control of 80286 

protected mode and the upper RAM, both of which were required for DOS to use expanded 

memory. Time slicing was accomplished using the keyboard interrupt. This feature required 

strict compliance with the IBM PC design model, otherwise performance was affected. Non-

dedicated NetWare was popular on small networks, although it was more susceptible to 

lockups due to DOS program problems. In some implementations, users would experience 

significant network slowdown when someone was using the console as a workstation. 

NetWare 386 3.x and later supported only dedicated operation. Server licensing on early 

versions of NetWare 286 was accomplished by using a key card. The key card was designed 

for an 8-bit ISA bus, and had a serial number encoded on a ROM chip. The serial number had 

to match the serial number of the NetWare software running on the server. To broaden the 

hardware base, particularly to machines using the IBM MCA bus, later versions of NetWare 

2.x did not require the key card; serialised license floppy disks were used in place of the key 

cards. 

5. NetWare 3.x 

Starting with NetWare 3.x, support for 32-bit protected mode was added, eliminating the 16 

mb memory limit of NetWare 286. This allowed larger hard drives to be supported, since 

NetWare 3.x cached (copied) the entire file allocation table (FAT) and directory entry table 

(DET) into memory for improved performance. By accident or design, the initial releases of 

the client TSR programs modified the high 16 bits of the 32-bit 80386 registers, making them 

unusable by any other program until this was fixed. The problem was noticed by Phil Katz 

who added a switch to his PKZIP suite of programs to enable 32-bit register use only when 

the Netware TSRs were not present. NetWare version 3 eased development and 

administration by modularization. Each functionality was controlled by a software module 

called a NetWare Loadable Module (NLM) loaded either at startup or when it was needed. It 

was then possible to add functionality such as anti-virus software, backup software, database 

and web servers, long name support (standard filenames were limited to 8 characters plus a 

three letter extension, matching MS-DOS) or Macintosh style files. 

NetWare continued to be administered using console-based utilities. The file system 

introduced by NetWare 3.x and used by default until NetWare 5.x was NetWare File System 

386, or NWFS 386, which significantly extended volume capacity (1 TB, 4 GB files) and 

could handle up to 16 volume segments spanning multiple physical disk drives. Volume 

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

98
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



segments could be added while the server was in use and the volume was mounted, allowing 

a server to be expanded without interruption. 

Initially, NetWare used Bindery services for authentication. This was a stand-alone database 

system where all user access and security data resided individually on each server. When an 

infrastructure contained more than one server, users had to log-in to each of them 

individually, and each server had to be configured with the list of all allowed users. "NetWare 

Name Services" was a product that allowed user data to be extended across multiple servers, 

and the Windows "Domain" concept is functionally equivalent to NetWare v3.x Bindery 

services with NetWare Name Services added on (e.g. a 2-dimensional database, with a flat 

namespace and a static schema). For a while, Novell also marketed an OEM version of 

NetWare 3, called Portable NetWare, together with OEMs such as Hewlett-Packard, DEC 

and Data General, who ported Novell source code to run on top of their Unix operating 

systems. Portable NetWare did not sell well. While Netware 3.x was current, Novell 

introduced its first high-availability clustering system, namedNetWare SFT-III, which 

allowed a logical server to be completely mirrored to a separate physical machine. 

Implemented as a shared-nothing cluster, under SFT-III the OS was logically split into an 

interrupt-driven I/O engine and the event-driven OS core. The I/O engines serialized their 

interrupts (disk, network etc.) into a combined event stream that was fed to two identical 

copies of the system engine through a fast (typically 100 Mbit/s) inter-server link. Because of 

its non-preemptive nature, the OS core, stripped of non-deterministic I/O, behaves 

deterministically, like a large finite state machine. 

6. NetWare 4.x 

Version 4 in 1993 also introduced NetWare Directory Services, later re-branded as Novell 

Directory Services (NDS), based on X.500, which replaced the Bindery with a global 

directory service, in which the infrastructure was described and managed in a single place. 

Additionally, NDS provided an extensible schema, allowing the introduction of new object 

types. This allowed a single user authentication to NDS to govern access to any server in the 

directory tree structure. Users could therefore access network resources no matter on which 

server they resided, although user license counts were still tied to individual servers. (Large 

enterprises could opt for a license model giving them essentially unlimited per-server users if 

they let Novell audit their total user count) 

Version 4 also introduced a number of useful tools and features, such as transparent 

compression at file system level and RSA public/private encryption. 
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Another new feature was the NetWare Asynchronous Services Interface (NASI). It allowed 

network sharing of multiple serial devices, such as modems. Client port redirection occurred 

via an MS-DOS or Microsoft Windows driver allowing companies to consolidate modems 

and analog phone lines. 

7. Current NetWare situation 

While Novell NetWare is still used by some organizations, its ongoing decline in popularity 

began in the mid-1990's, when NetWare was the de-facto standard for file and print software 

for the Intel x86 server platform. Modern (2009) NetWare and OES installations are used by 

larger organizations that may need the added flexibility they provide. 

Microsoft successfully shifted market share away from NetWare products toward their own 

in the late-1990's. Microsoft more agressive marketing directly to management through major 

magazines; Novell NetWare's was through IT specialist magazines with distribution limited 

to select IT personnel. Although Windows-based networks were less reliable and more 

expensive, Novell did not adapt their pricing structure accordingly and NetWare sales 

suffered at the hands of those corporate decision makers whose valuation was based on initial 

licensing fees. As a result organizations that still use NetWare, eDirectory, and Novell 

software often have a hybrid infrastructure of NetWare, Linux, and Windows servers. 

8. NetWare Aggressive caching 

From the start, NetWare was designed to be used on servers with copious amounts of RAM. 

The entire file allocation table (FAT) was read into RAM when a volume was mounted, 

thereby requiring a minimum amount of RAM proportional to online disk space; adding a 

disk to a server would often require a RAM upgrade as well. Unlike most competing network 

operating systems prior to Windows NT, NetWare automatically used all otherwise unused 

RAM for caching active files, employing delayed write-backs to facilitate re-ordering of disk 

requests (elevator seeks). An unexpected shutdown could therefore corrupt data, making an 

uninterruptible power supply practically a mandatory part of a server installation. The default 

dirty cache delay time was fixed at 2.2 seconds in NetWare 286 versions 2.x. Starting with 

NetWare 386 3.x, the dirty disk cache delay time and dirty directory cache delay time settings 

controlled the amount of time the server would cache changed ("dirty") data before saving 

(flushing) the data to a hard drive. The default setting of 3.3 seconds could be decreased to 

0.5 seconds but not reduced to zero, while the maximum delay was 10 seconds. The option to 

increase the cache delay to 10 seconds provided a significant performance boost. Windows 
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2000 and 2003 server do not allow adjustment to the cache delay time. Instead, they use an 

algorithm that adjusts cache delay. 

 

 

Topic : Web Issues 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Learn about URI  

 Learn about HTTP 

 Learn about HTTP Digest access authentication 

 Learn about Advantages of HTTP Digest Authentication 

 Learn about Disadvantages of HTTP Digest Authentication 

 Understand HTTP cookies 

Definition/Overview: 

URL: In computing, a Uniform Resource Locator (URL) is a type of Uniform Resource 

Identifier (URI) that specifies where an identified resource is available and the mechanism 

for retrieving it. In popular usage and in many technical documents and verbal discussions it 

is often, imprecisely and confusingly, used as a synonym for uniform resource identifier. The 

confusion in usage stems from historically different interpretations of the semantics of the 

terms involved. In popular language, a URL is also referred to as a Web address. 

Key Points: 

1. URI  

In computing, a Uniform Resource Identifier (URI) is a string of characters used to identify 

or name a resource on the Internet. Such identification enables interaction with 

representations of the resource over a network, typically the World Wide Web, using specific 

protocols. URIs are defined in schemes specifying a specific syntax and associated protocols. 
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2. HTTP 

Hypertext Transfer Protocol (HTTP) is an application-level protocol for distributed, 

collaborative, hypermedia information systems. Its use for retrieving inter-linked resources 

led to the establishment of the World Wide Web. HTTP development was coordinated by the 

World Wide Web Consortium and the Internet Engineering Task Force (IETF), culminating 

in the publication of a series of Requests for Comments (RFCs), most notably RFC 2616 

(June 1999), which defines HTTP/1.1, the version of HTTP in common use. HTTP is a 

request/response standard between a client and a server. A client is the end-user, the server is 

the web site. The client making a HTTP requestusing a web browser, spider, or other end-

user toolis referred to as the user agent. The responding serverwhich stores or creates 

resources such as HTML files and imagesis called the origin server. In between the user agent 

and origin server may be several intermediaries, such as proxies, gateways, and tunnels. 

HTTP is not constrained to using TCP/IP and its supporting layers, although this is its most 

popular application on the Internet. Indeed HTTP can be "implemented on top of any other 

protocol on the Internet, or on other networks. HTTP only presumes a reliable transport; any 

protocol that provides such guarantees can be used. Typically, an HTTP client initiates a 

request. It establishes a Transmission Control Protocol (TCP) connection to a particular port 

on a host (port 80 by default). An HTTP server listening on that port waits for the client to 

send a request message. Upon receiving the request, the server sends back a status line, such 

as "HTTP/1.1 200 OK", and a message of its own, the body of which is perhaps the requested 

resource, an error message, or some other information. 

3. HTTP Digest access authentication 

This is one of the agreed methods a web server can use to negotiate credentials with a web 

user (using the HTTP protocol). Digest authentication is intended to supersede unencrypted 

use of the Basic access authentication, allowing user identity to be established securely 

without having to send a password in plaintext over the network. Digest authentication is 

basically an application of MD5 cryptographic hashing with usage of nonce values to prevent 

cryptanalysis. Digest access authentication was originally specified by RFC 2069 (An 

Extension to HTTP: Digest Access Authentication). RFC 2069 specifies roughly a traditional 

digest authentication scheme with security maintained by a server-generated nonce value
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RFC 2069 was later replaced by RFC 2617 (HTTP Authentication: Basic and Digest Access 

Authentication). RFC 2617 introduced a number of optional security enhancements to Digest 

Authentication; "Quality of Protection" (qop), nonce counter incremented by client, and a 

client generated random nonce. These enhancements are designed to protect against e.g. 

chosen-plaintext attack cryptanalysis. 

 

If the qop directive's value is "auth" or is unspecified, then HA2 is 

 

If the qop directive's value is "auth-int" , then HA2 is 

 

 

4. Advantages of HTTP Digest Authentication 

HTTP Digest authentication is designed to be more secure than traditional digest 

authentication schemes; "significantly stronger than (e.g.) CRAM-MD5 ..." (RFC2617). 

Some of the security strengths of HTTP Digest authentication is: 

 The password is not used directly in the digest, but rather HA1 = 

MD5(username:realm:password). This allows some implementations (e.g. JBoss 

DIGESTAuth) to store HA1 rather than the clear text password.  

 Client nonce was introduced in RFC2617, which allows the client to prevent chosen plaintext 

attacks (which otherwise makes e.g. rainbow tables a threat to digest authentication schemes).  

 Server nonce is allowed to contain timestamps. Therefore the server may inspect nonce 

attributes submitted by clients, to prevent replay attacks.  

 Server is also allowed to maintain a list of recently issued or used server nonce values to 

prevent reuse.  
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5. Disadvantages of HTTP Digest Authentication 

Security wise, there are several drawbacks with Digest access authentication: 

 Many of the security options in RFC2617 are optional. If quality-of-protection (qop) is not 

specified by server, the client will operate in a security reduced legacy RFC2069 mode.  

 Digest access authentication is vulnerable to Man-in-the-middle attack; a MitM attacker 

could tell clients to use Basic access authentication or legacy RFC2069 Digest access 

authentication mode.  

 Internet Explorer 5 may be incompatible with other digest access authentication 

implementations. 

 There is an important problem with implementing Digest access authentication. This is the 

requirement that either cleartext passwords or the HA1 hashes must be known in order to 

perform client response validation.  

6. HTTP cookies 

HTTP cookies, more commonly referred to as Web cookies, tracking cookies or just cookies, 

are parcels of text sent by a server to a Web client (usually a browser) and then sent back 

unchanged by the client each time it accesses that server. HTTP cookies are used for 

authenticating, session tracking (state maintenance), and maintaining specific information 

about users, such as site preferences or the contents of their electronic shopping carts. The 

term "cookie" is derived from "magic cookie," a well-known concept in UNIX computing 

which inspired both the idea and the name of HTTP cookies. Tracking cookies track your 

web browsing habits. They can collect information about pages and advertisements you have 

seen or any other activity during browsing. Different websites can share tracking cookies, and 

each website with the same tracking cookie can read the information and write new 

information into it. Because they can be used for tracking browsing behavior, cookies have 

been of concern for Internet privacy. As a result, they have been subject to legislation in 

various countries such as the United States, as well as the European Union. Cookies have also 

been criticized because the identification of users they provide is not always accurate and 

because they could potentially be a target of network attackers. Some alternatives to cookies 

exist, but each has its own uses, advantages, and drawbacks. Cookies are also subject to a 

number of misconceptions, mostly based on the erroneous notion that they are computer 

programs that run on the browsing computer. In fact, cookies are simple pieces of data that 
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affect the operation of a web server, not the client, and do so in very specific ways. In 

particular, they are neither spyware nor viruses, although cookies from certain sites are 

described as spyware by many anti-spyware products because they allow users to be tracked 

when they visit various sites. Most modern browsers allow users to decide whether to accept 

cookies, but rejection makes some websites unusable. For example, shopping carts 

implemented using cookies do not work if cookies are rejected. 

 

 

Topic : Folklore 

 

Topic Objective: 

At the end of this topic student would be able to: 

 Learn about Nonce Protocols 

 Learn about Key expansion 

 Learn about Encryption and decryption 

 Understand Performance of Encryption 

 Understand Virtual Router Redundancy Protocol (VRRP) 

 Learn about Elections of master routers 

 Learn about Hardware random number generator 

 Learn about Uses of Hardware Random Generator 

Definition/Overview: 

Multiplexing: In telecommunications and computer networks, multiplexing (known 

asmuxing) is a term used to refer to a process where multiple analog message signals or 

digital data streams are combined into one signal over a shared medium. The aim is to share 

an expensive resource. For example, in telecommunications, several phone calls may be 

transferred using one wire. It originated in telegraphy, and is now widely applied in 

communications. 
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Key Points: 

1.Nonce Protocols 

In security engineering, a nonce stands for number used once (it is similar in spirit to a nonce 

word). It is often a random or pseudo-random number issued in an authentication protocol to 

ensure that old communications cannot be reused in replay attacks. For instance, nonces are 

used in HTTP digest access authentication to calculate an MD5 digest of the password. The 

nonces are different each time that the 401 authentication challenge response code is 

presented, and each client request has a unique sequence number, thus making replay attacks 

and dictionary attacks virtually impossible. Some also refer to initialization vectors as nonces 

for the above reasons. To ensure that a nonce is used only once, it should be time-variant 

(including a suitably granular timestamp in its value), or generated with enough random bits 

to ensure a probabilistically insignificant chance of repeating a previously generated value. 

Some authors define pseudorandomness (or unpredictability) as a requirement for a nonce. 

2. Key expansion 

The Hasty Pudding cipher can take a key of any number of bits for any one of the five 

subciphers. The cipher itself uses a key table of 16,384 bits (256 64-bit words). In order to 

derive the key table from the key, the key expansion function uses the following algorithm: 

 The first three words, KX, KX, KX are set based on constants, the sub-cipher, and the length 

of the key. KX is computed with a multiplication; the other operations involved are an 

addition and a bit shift.  

 Each successive word, KX[i] is determined from the three previous words by an efficient 

recursive formula.  

 The key bits are XORed into the bits of the key table, starting at KX, until all the key bits are 

used. (Keys longer than 8,192 bits use a more complicated procedure.)  

 Several passes over the key table are made. Each time, a "stirring function" is applied to each 

word of the key table, in sequence. The stirring function uses eight internal variables, and 

uses 14 logical bit operations, 5 bit shifts, and 14 additions / subtractions. Each use of the 

stirring function will modify one word in the key table, based on its previous value, the 

values of certain other words, and the internal variables of the stirring function. (3 total 

passes is the default.)  
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3. Encryption and decryption 

Each of the subciphers uses a different algorithm, but there are certain similarities. Three 

inputs are used to determine the ciphertext: the plaintext (in several 64-bit words plus one 

"fragment"), the spice (eight 64-bit words, with default value 0), and the key table. The 

operations within the cipher consist of "stirring", in which internal variables are combined in 

various ways, with values from the key table and spice being included at regular intervals. 

HPC-Short uses two fixed permutations in addition, and HPC-Tiny consists of many special 

sub-cases. 

Decryption involves undoing the steps of encryption one by one. Many operations are easily 

undone (e.g. s0 = s0 + s1 is undone by computing s0 = s0 − s1). Other operations are more 

complex to undo. Some of the ideas involved include: 

 An operation like x = x (x >> 17 ) is undone by a two-step process: (1) x = x (x >> 17 ), 

followed by (2) x = x (x >> 34 ).  

 The cipher uses value-dependent lookups into the key table. These can be undone, since the 

lookup depends only on the last 8 bits of a variable, and when it becomes necessary to look 

up the value from the key table in decryption, the last 8 bits of the value at a certain earlier 

point in the computation are predictable, even when those operations cannot all be undone 

without the key table value. For instance, if the lookup of k is based on the last 8 bits of x, 

then when we want to undo a step like x = x (k << 8), we can look up k by noting that the 

last 8 bits of x are unchanged by this operation.  

The Hasty Pudding cipher can also be used to encrypt values in a range that do not translate 

to strings with an integral number of bits; for instance, it can encrypt a number from 0 to N 

by producing another number from 0 to N. It does this by using the smallest subcipher that 

can handle the input as a bit string, and applying it to the input as a bit string, repeatedly, until 

the output is in the proper range. 

4. Performance of Encryption 

The Hasty Pudding cipher was claimed by Schroeppel to be the fastest AES candidate on a 

64-bit architecture; Schroeppel claimed it to be twice as fast as its nearest competitor, DFC 

(cipher), and three times as fast as the other candidates, and that its performance on a 32-bit 

machine was adequate. Comments from others did not support this view; for instance, 

Schneier et al.'s analysis ranked the Hasty Pudding cipher 4th best (376 cycles) on a 64-bit 

machine, although for Rijndael and Twofish, the performance was only estimated. On a 32-
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bit pentium, Hasty Pudding encryption was rated by Schneier et al. at 1600 clock cycles, 10th 

best out of the 15 candidates. Schneier et al, and Schroeppel, noted that the speed of the 

cipher would be significantly impacted on a 32-bit machine because of its heavy use of 64-bit 

operations, particularly bit shifts. The Hasty Pudding cipher's key setup was rated as 

relatively slow; 120000 cycles on a Pentium.The cipher was criticized for its performance on 

smartcards. Specifically, some comments pointed out the difficulty of keeping over 2KB of 

RAM for the key table. 

5. Virtual Router Redundancy Protocol (VRRP) 

Virtual Router Redundancy Protocol (VRRP) is a non-proprietary redundancy protocol 

described in RFC 3768 designed to increase the availability of the default gateway servicing 

hosts on the same subnet. This increased reliability is achieved by advertising a "virtual 

router" (an abstract representation of master and backup routers acting as a group) as a 

default gateway to the host(s) instead of one physical router. Two or more physical routers 

are then configured to stand for the virtual router, with only one doing the actual routing at 

any given time. If the current physical router that is routing the data on behalf of the virtual 

router fails, an arrangement is made for another physical router to automatically replace it. 

The physical router that is currently forwarding data on behalf of the virtual router is called 

the master router. Physical routers standing by to take over from the master router in case 

something goes wrong are called backup routers. 

VRRP can be used over Ethernet, MPLS and token ring networks. Implementations for IPv6 

are in development, but not yet available. VRRP provides information on the state of a router, 

not the routes processed and exchanged by that router. Each VRRP instance is limited, in 

scope, to a single subnet. It does not advertise IP routes beyond that subnet or affect the 

routing table in any way. 

A virtual router must use 00-00-5E-00-01-XX as its Media Access Control (MAC) address. 

The last byte of the address (XX) is the Virtual Router IDentifier (VRID), which is different 

for each virtual router in the network. This address is used by only one physical router at a 

time, and is the only way that other physical routers can identify the master router within a 

virtual router. Physical routers acting as virtual routers must communicate within themselves 

using packets with multicast IP address 224.0.0.18 and IP protocol number 112. Master 

routers have a priority of 255 and backup router(s) can have priority between 1-254. When a 

planned withdrawal of a master router is to take place, it changes its priority to zero which 
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forces a backup router to take up the master router status more quickly. This is in order to 

reduce the black hole period. 

5. Elections of master routers 

A failure to receive a multicast packet from the master router for a period longer than three 

times the advertisement timer causes the backup routers to assume that the master router is 

dead. The virtual router then transitions into an unsteady state and an election process is 

initiated to select the next master router from the backup routers. This is fulfilled through the 

use of multicast packets. 

It should be noted that backup router(s) are only supposed to send multicast packets during an 

election process. One exception to this rule is when a physical router is configured to always 

overthrow the current master after it has been introduced into the virtual router. This allows a 

system administrator to force a physical router to the master state immediately after booting, 

for example when that particular router is more powerful than others within the virtual router 

or when that particular router uses the least expensive bandwidth. The backup router with the 

highest priority becomes the master router by raising its priority to 255 and sending 

gratuitous Address Resolution Protocol packets with the virtual MAC address and any IP 

addresses associated with the virtual router. This redirects the hosts' packets from the fallen 

master router to the current master router. In cases where backup routers all have the same 

priority, the backup router with the highest IP address becomes the master router. 

All physical routers acting as a virtual router must be within one hop of each other. 

Communication within the virtual router takes place periodically. This period can be adjusted 

by changing advertisement interval timers. The shorter the advertisement interval, the shorter 

the black hole period, though at the expense of more traffic in the network. Security is 

achieved by responding only to first hop packets, though other mechanisms are provided to 

reinforce this, particularly against local attacks. Some details have been omitted to improve 

readability. Notable among these is the use of skew time, derived from a router's priority and 

used to reduce the chance of the thundering herd problem occurring during election. 

6. Hardware random number generator 

In computing, a hardware random number generator is an apparatus that generates random 

numbers from a physical process. Such devices are often based on microscopic phenomena 

such as thermal noise or the photoelectric effect or other quantum phenomena. These 

processes are, in theory, completely unpredictable, and the theory's assertions of 
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unpredictability are subject to experimental test. A quantum-based hardware random number 

generator typically contains an amplifier to bring the output of the physical process into the 

macroscopic realm, and a transducer to convert the output into a digital signal. Random 

number generators can also be built from macroscopic phenomena, such as playing cards, 

dice, roulette wheels and lottery machines. The presence of unpredictability in these 

phenomena can be justified by the theory of unstable dynamical systems and chaos theory. 

These theories suggest that even though macroscopic phenomena are deterministic in theory 

under Newtonian mechanics, real-world systems evolve in ways that cannot be predicted in 

practice because one would need to know the micro-details of initial conditions and 

subsequent manipulation or change. Although dice have been mostly used in gambling, and 

in recent times as 'randomizing' elements in games (e.g. role playing games), the Victorian 

scientist Francis Galton described a way to use dice to explicitly generate random numbers 

for scientific purposes, in 1890. Though some gamblers believe they can control their throws 

of dice enough to win at dice games (a claim which has been long debated), with a method 

such as the one demonstrated in Episode 4, Series 3 of the UK TV series "The Real Hustle", 

no one has produced a way to exploit the claimed effect in either generating or attacking 

physical randomness sources. Hardware random number generators are often relatively slow, 

and they may produce a biased sequence (i.e., some values are more common than others). 

Whether a hardware random number generator is suitable for a particular application depends 

on the details of both the application and the generator. 

7. Uses of Hardware Random Generator 

Unpredictable random numbers were first investigated in the context of gambling, and many 

randomizing devices such as dice, shuffling playing cards, and roulette wheels, were first 

developed for use in gambling. Fairly produced random numbers are vital to electronic 

gambling and ways of creating them are sometimes regulated by governmental gaming 

commissions. Random numbers are also used for non-gambling purposes, both where their 

use is mathematically important, such as sampling for opinion polls, and in situations where 

fairness is approximated by randomization, such as selecting jurors and military draft 

lotteries. Their use is also evident in ancient writings, for example in the Book of Numbers 

(33:54), Moses commands the Israelites to apportion the land by lot (Hebrew: גורל ). And the 

drawing of lots, often pottery shards, are well attested in the Classical world of Greeceand 

Rome. Some of these very shards have been archeologically recovered. Random numbers are 

used in both symmetric and asymmetric cryptography as a way of generating keys and for the 

random values used in the operation of some algorithms. Since integrity of the 
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communication between the two parties is conditional on the continued secrecy of these keys, 

using a random number generator which does not have adequate randomness may be 

expected to compromise the security of messages. 
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