
ERROR CONTROL SYSTEMS AND DIGITAL COMMUNICATIONS

Topic Objective:

At the end of this topic student would be able to:

 Understand Information Entropy

 Understand Channels and Mutual Information

 Understand The a priori and a posteriori Entropies

 Understand Shannons Theorems

 Understand Signal Spaces and the Channel Coding Theorem

Definition/Overview:

Information theory: It is a branch of applied mathematics and electrical engineering

involving the quantification of information. Historically, information theory was developed to

find fundamental limits on compressing and reliably communicating data. Since its inception

it has broadened to find applications in many other areas, including statistical inference,

natural language processing, and cryptography generally, networks other than communication

networks -- as in neurobiology, the evolution and function of molecular codes, model

selection in ecology, thermal physics, quantum computing, plagiarism detection and other

forms of data analysis.

Coding theory: It is one of the most important and direct applications of information theory.

It can be subdivided into source coding theory and channel coding theory. Using a statistical

description for data, information theory quantifies the number of bits needed to describe the

data, which is the information entropy of the source.

Key Points:

1. Information Entropy

In information theory, the Shannon entropy or information entropy is a measure of the

uncertainty associated with a random variable. It quantifies the information contained in a

message, usually in bits or bits/symbol. It is the minimum message length necessary to

communicate information. This also represents an absolute limit on the best possible lossless

compression of any communication: treating a message as a series of symbols, the shortest
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possible representation to transmit the message is the Shannonentropy in bits/symbol

multiplied by the number of symbols in the original message. A fair coin has an entropy of

one bit. However, if the coin is not fair, then the uncertainty is lower (if asked to bet on the

next outcome, we would bet preferentially on the most frequent result), and thus the Shannon

entropy is lower. A long string of repeating characters has an entropy of 0, since every

character is predictable. The entropy of English text is between 1.0 and 1.5 bits per letter, or

as low as 0.6 to 1.3 bits per letter, according to estimates by Shannonbased on human

experiments.

2. Channels and Mutual Information

In probability theory and information theory, the mutual information, or transinformation, of

two random variables is a quantity that measures the mutual dependence of the two variables.

The most common unit of measurement of mutual information is the bit, when logarithms to

the base 2 are used. In many applications, one wants to maximize mutual information (thus

increasing dependencies), which is often equivalent to minimizing conditional

entropy.Discriminative training procedures for hidden Markov models have been proposed

based on the maximum mutual information (MMI) criterion. RNA secondary structure

prediction from a multiple sequence alignment. Mutual information has been used as a

criterion for feature selection and feature transformations in machine learning. It can be used

to characterize both the relevance and redundancy of variables, such as the minimum

redundancy feature selection.

Mutual information is often used as a significance function for the computation of

collocations in corpus linguistics.

3. The a priori and a posteriori Entropies

The terms "a priori" and "a posteriori" are used in philosophy primarily to distinguish

between two different types of knowledge, though the distinction is often used to distinguish

different types of justification or arguments. In any event, the distinction is an

epistemological one. The exact definitions of the terms have changed a bit over time.

However, roughly speaking, a priori knowledge is independent of experience (e.g. All

bachelors are unmarried); a posteriori knowledge is dependent on experience (e.g. Some

bachelors are lonely). The terms "a priori" and "a posteriori" are used in philosophy to
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distinguish two different types knowledge, justification, or argument: a priori knowledge is

gained independently of experience, and a posteriori knowledge is based on experience Thus,

they are primarily used as adjectives to modify the noun "knowledge", or taken to be

compound nouns that refer to types of knowledge (for example, "a priori knowledge").

However, "a priori" is sometimes used as an adjective to modify other nouns, such as "truth."

Additionally, philosophers often modify this use. For example, "apriority" and "aprioricity"

are sometimes used as nouns to refer (approximately) to the quality of being a priori.

Examples of proposed candidates of a priori knowledge include "2+5=7", the propositions of

Euclidean geometry, and "all bachelors are unmarried". Examples of proposed candidates of

a posteriori reasoning include "Protons are made of quarks" and "Hitler died in 1945."

4. Shannons Theorems

In information theory, Shannon's source coding theorem (or noiseless coding theorem)

establishes the limits to possible data compression, and the operational meaning of the

Shannonentropy. The source coding theorem shows that (in the limit, as the length of a

stream of i.i.d. data tends to infinity) it is impossible to compress the data such that the code

rate (average number of bits per symbol) is less than the Shannonentropy of the source,

without it being virtually certain that information will be lost. However it is possible to get

the code rate arbitrarily close to the Shannon entropy, with negligible probability of loss. The

source coding theorem for symbol codes places an upper and a lower bound on the minimal

possible expected length of codewords as a function of the entropy of the input word (which

is viewed as a random variable) and of the size of the target alphabet.

5. Signal Spaces and the Channel Coding Theorem

In information theory, the noisy-channel coding theorem establishes that however

contaminated with noise interference a communication channel may be, it is possible to

communicate digital data (information) nearly error-free up to a given maximum rate through

the channel. This surprising result, sometimes called the fundamental theorem of information

theory, or just Shannon's theorem, was first presented by Claude Shannon in 1948. The

Shannon limit or Shannon capacity of a communications channel is the theoretical maximum

information transfer rate of the channel, for a particular noise level.
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Topic : Block Codes

Topic Objective:

At the end of this topic student would be able to:

 Learn about Error Detection and Correction

 Learn about The Vector Space over the Binary Field

 Learn about Linear Block Codes

 Learn about Error Correction Capability of a Block Code

 Learn about Hamming Codes

 Learn about Sphere packings and lattices

 Learn about Forward Error Correction

 Learn about Automatic Repeat ReQuest

Definition/Overview:

Block Code: In computer science, a block code is a type of channel coding. It adds

redundancy to a message so that, at the receiver, one can decode with minimal (theoretically

zero) errors, provided that the information rate (amount of transported information in bits per

sec) would not exceed the channel capacity. The main characterization of a block code is that

it is a fixed length channel code (unlike source coding schemes such as Huffman coding, and

unlike channel coding methods like convolutional encoding).

Key Points:

1. Error Detection and Correction

In mathematics, computer science, telecommunication, and information theory, error

detection and correction has great practical importance in maintaining data (information)

integrity across noisy channels and less-than-reliable storage media. There are two basic

ways to design the channel code and protocol for an error correcting system:
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1.1 Automatic repeat-request (ARQ):

The transmitter sends the data and also an error detection code, which the receiver

uses to check for errors, and request retransmission of erroneous data. In many cases,

the request is implicit; the receiver sends an acknowledgement (ACK) of correctly

received data, and the transmitter re-sends anything not acknowledged within a

reasonable period of time.

1.2 Forward error correction (FEC):

The transmitter encodes the data with an error-correcting code (ECC) and sends the

coded message. The receiver never sends any messages back to the transmitter. The

receiver decodes what it receives into the "most likely" data. The codes are designed

so that it would take an "unreasonable" amount of noise to trick the receiver into

misinterpreting the data.

It is possible to combine the two, so that minor errors are corrected without

retransmission, and major errors are detected and a retransmission requested. The

combination is called hybrid automatic repeat-request.

2. The Vector Space over the Binary Field

In mathematics, a vector space (or linear space) is a collection of objects (called vectors) that,

informally speaking, may be scaled and added. More formally, a vector space is a set on

which two operations, called (vector) addition and (scalar) multiplication, are defined and

satisfy certain natural axioms which are listed below. Vector spaces are the basic objects of

study in linear algebra, and are used throughout mathematics, science, and engineering.

3. Linear Block Codes

In mathematics and information theory, a linear code is an important type of block code used

in error correction and detection schemes. Linear codes allow for more efficient encoding and

decoding algorithms than other codes (cf. syndrome decoding). Linear codes are applied in

methods of transmitting symbols (e.g., bits) on a communications channel so that, if errors

occur in the communication, some errors can be detected by the recipient of a message block.
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The "codes" in the linear code are blocks of symbols which are encoded using more symbols

than the original value to be sent.

4. Error Correction Capability of a Block Code

An error-correcting code (ECC) or forward error correction (FEC) code is a code in which

each data signal conforms to specific rules of construction so that departures from this

construction in the received signal can generally be automatically detected and corrected. It is

used in computer data storage, for example in dynamic RAM, and in data transmission. The

basic idea is for the transmitter to apply one or more of the above error detecting codes; Then

the receiver uses those codes to narrow down exactly where in the message the error (if any)

was. If there was a single bit error in transmission, the decoder uses those error detecting

codes to narrow down the error to a single bit (1 or 0), then fix that error by flipping that bit.

(Later we will discuss ways of dealing with more than one error per message. Some codes

can correct a certain number of bit errors and only detect further numbers of bit errors. Codes

which can correct one error are termed single error correcting (SEC), and those which detect

two are termed double error detecting (DED). Hamming codes can correct single-bit errors

and detect double-bit errors (SEC-DED) -- more sophisticated codes correct and detect even

more errors. An error-correcting code which corrects all errors of up to nbits correctly is also

an error-detecting code which can detect at least all errors of up to 2n bits. Two main

categories are convolutional codes and block codes. Examples of the latter are Hamming

code, BCH code, Reed-Solomon code, Reed-Muller code, Binary Golay code, and low-

density parity-check codes.

5. Hamming Codes

In telecommunication, a Hamming code is a linear error-correcting code named after its

inventor, Richard Hamming. Hamming codes can detect and correct single-bit errors. In other

words, the Hamming distance between the transmitted and received code-words must be zero

or one for reliable communication. Alternatively, it can detect (but not correct) up to two

simultaneous bit errors. In contrast, the simple parity code cannot correct errors, nor can it be

used to detect more than one error (such as where two bits are transposed). In mathematical

terms, Hamming codes are a class of binary linear codes. For each integer m > 1there is a

code with parameters: [2m − 1,2m − m − 1,3]. The parity-check matrix of a Hamming code is

constructed by listing all columns of length mthat are pair-wise independent. Because of the
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simplicity of Hamming codes, they are widely used in computer memory (RAM). In

particular, a single-error-correcting anddouble-error-detecting variant commonly referred to

as SECDED.

6. Sphere packings and lattices
Block codes are tied to the sphere packing problem which has received some attention over

the years. In two dimensions, it is easy to visualize. Take a bunch of pennies flat on the table

and push them together. The result is a hexagon pattern like a bee's nest. But block codes rely

on more dimensions which cannot easily be visualized. The powerful Golay code used in

deep space communications uses 24 dimensions. If used as a binary code (which it usually

is,) the dimensions refer to the length of the codeword as defined above. The theory of coding

uses the N-dimensional sphere model. For example, how many pennies can be packed into a

circle on a tabletop or in 3 dimensions, how many marbles can be packed into a globe. Other

considerations enter the choice of a code. For example, hexagon packing into the constraint

of a rectangular box will leave empty space at the corners. As the dimensions get larger, the

percentage of empty space grows smaller. But at certain dimensions, the packing uses all the

space and these codes are the so called perfect codes. There are very few of these codes.

Another item which is often overlooked is the number of neighbors a single codeword may

have. Again, let's use pennies as an example. First we pack the pennies in a rectangular grid.

Each penny will have 4 near neighbors (and 4 at the corners which are farther away). In a

hexagon, each penny will have 6 near neighbors. When we increase the dimensions, the

number of near neighbors increases very rapidly. The result is the number of ways for noise

to make the receiver choose a neighbor (hence an error) grows as well. This is a fundamental

limitation of block codes, and indeed all codes. It may be harder to cause an error to a single

neighbor, but the number of neighbors can be large enough so the total error probability

actually suffers.

7. Forward Error Correction

In telecommunication and information theory, forward error correction (FEC) is a system of

error control for data transmission, whereby the sender adds redundant data to its messages,

also known as an error correction code. This allows the receiver to detect and correct errors

(within some bound) without the need to ask the sender for additional data. The advantage of

forward error correction is that a back-channel is not required, or that retransmission of data

can often be avoided, at the cost of higher bandwidth requirements on average. FEC is

therefore applied in situations where retransmissions are relatively costly or impossible. FEC
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devices are often located close to the receiver of an analog signal, in the first stage of digital

processing after a signal has been received. That is, FEC circuits are often an integral part of

the analog-to-digital conversion process, also involving digital modulation and demodulation,

or line coding and decoding. Many FEC coders can also generate a bit-error rate (BER) signal

which can be used as feedback to fine-tune the analog receiving electronics. Many FEC

detection algorithms, such as the soft Viterbi algorithm, can take (quasi-) analog data in, and

generate digital data on output.

8. Automatic Repeat ReQuest

Automatic Repeat-Query (ARQ) (or Automatic Repeat reQuest) is an error control method

for data transmission which uses acknowledgments and timeouts to achieve reliable data

transmission. An acknowledgment is a message sent by the receiver to the transmitter to

indicate that it has correctly received a data frame or packet. A timeout is a reasonable point

in time after the sender sends the frame/packet; if the sender does not receive an

acknowledgment before the timeout, it usually re-transmits the frame/packet until it receives

an acknowledgment or exceeds a predefined number of re-transmissions. Types of ARQ

protocol include Stop-and-wait ARQ, Go-Back-N ARQ and Selective Repeat ARQ. These

protocols reside in the Data Link Layer or Transport Layer of the OSI model. A variation of

ARQ is Hybrid ARQ (HARQ) which has better performance, particularly over wireless

channels, at the cost of increased implementation complexity.

In Section 2 of this course you will cover these topics:
Cyclic Codes

Bch Codes

Topic : Cyclic Codes

Topic Objective:

At the end of this topic student would be able to:
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 Understand Polynomial Representation of Codewords

 Understand Generator Polynomial of a Cyclic Code

 Understand Generator Matrix of a Cyclic Code

 Understand Decoding of Cyclic Codes

 Understand Error detection schemes

 Understand Repetition schemes

Definition/Overview:

Cyclic Codes: In mathematics of coding theory and digital communications, cyclic codes

find an important application in error detection and correction. Let Cbe a linear code over a

finite field Aof block length n. C is called a cyclic code, if for every codeword c=(c1,...,cn)

from C, the word (cn,c1,...,cn-1) in An obtained by a cyclic right shift of components is also a

codeword from C. Sometimes, Cis called the c-cyclic code, ifC is the smallest cyclic code

containing c, or, in other words, C is the linear code generated by c and all codewords

obtained by cyclic shifts of its components.

Key Points:

1, Polynomial Representation of Codewords

In order to develop the algebric properties of a cyclic code, we treat the components of a code

vector as the coefficients of a polynomial as follows:

. Thus, each code vector corresponds to a

polynomial of degree n-1 or less. We shall call the code polynomial of .

2. Generator Polynomial of a Cyclic Code

Cyclic codes are defined by a polynomial in a dummy variable, x, with coefficients over

GF(2). Galois Field GF(2) is defined as having two elements, 0 and 1, with modulo-2

arithmetic. The degree of the polynomial gives the number of check bits. The exponent to

which G(x), the generator polynomial, belongs gives the block length.
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3. Generator Matrix of a Cyclic Code

The generator matrix is formed by taking the generator polynomial as the bottom row, and

filling the other rows with cyclic (left) shifts of G(x), and then converting to SEF as before.

Column interchange is not allowed as this breaks the cyclic nature of the code

4. Decoding of Cyclic Codes

The decoder divides Y(x) (=X(x) + E(x)) by G(x) to give S(x), the syndrome. If S(x) 0 there

is a correctable error. The position is calculated from S(x), and E(x) is added to a delayed

version of Y(x) to give K(x), the information bits. Calculation may be by logic or look-up

table. Cyclic codes may be shortened by forcing one or more information bits to be zero.

These are not transmitted, but re-inserted at the receiver. Shortened codes have the same error

control properties, but lower efficiency (same c for lower n).

5. Error detection schemes

In telecommunication, a redundancy check is extra data added to a message for the purposes

of error detection. Several schemes exist to achieve error detection, and are generally quite

simple. All error detection codes (which include all error-detection-and-correction codes)

transmit more bits than were in the original data. Most codes are "systematic": the transmitter

sends a fixed number of original data bits, followed by fixed number of check bits (usually

referred to as redundancy in the literature) which are derived from the data bits by some

deterministic algorithm. The receiver applies the same algorithm to the received data bits and

compares its output to the received check bits; if the values do not match, an error has

occurred at some point during the transmission. In a system that uses a "non-systematic"

code, such as some raptor codes, data bits are transformed into at least as many code bits, and

the transmitter sends only the code bits.

6. Repetition schemes

Variations on this theme exist. Given a stream of data that is to be sent, the data is broken up

into blocks of bits, and in sending, each block is sent some predetermined number of times.

For example, if we want to send "1011", we may repeat this block three times each. Suppose

we send "1011 1011 1011", and this is received as "1010 1011 1011". As one group is not the

same as the other two, we can determine that an error has occurred. This scheme is not very

efficient, and can be susceptible to problems if the error occurs in exactly the same place for

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

10
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



each group (e.g. "1010 1010 1010" in the example above will be detected as correct in this

scheme).The scheme however is extremely simple, and is in fact used in some transmissions

of numbers stations

Topic : Bch Codes

Topic Objective:

At the end of this topic student would be able to:

 Learn about Minimal polynomial

 Learn about Decoding BCH Code

 Learn about Euclidean Algorithm

 Learn about General BCH codes

 Learn about Error Evaluation and Location in BCH Codes

Definition/Overview:

BCH Code: In coding theory the BCH codes form a class of parameterised error-correcting

codes which have been the subject of much academic attention in the last fifty years. The

acronym BCH comprises the initials of these inventors' names. The principal advantage of

BCH codes is the ease with which they can be decoded, via an elegant algebraic method

known as syndrome decoding. This allows very simple electronic hardware to perform the

task, obviating the need for a computer, and meaning that a decoding device may be made

small and low-powered. As a class of codes, they are also highly flexible, allowing control

over block length and acceptable error thresholds, meaning that a custom code can be

designed to a given specification (subject to mathematical constraints). In technical terms a

BCH code is a multilevel, cyclic, error-correcting, variable-length digital code used to correct

multiple random error patterns. BCH codes may also be used with multilevel phase-shift
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keying whenever the number of levels is a prime number or a power of a prime number. A

BCH code in 11 levels has been used to represent the 10 decimal digits plus a sign digit.

Key Points:

1. Minimal polynomial

In linear algebra, the minimal polynomial of an n-by-n matrix A over a field F is the monic

polynomial p(x) over F of least degree such that p(A)=0. Any other polynomial q with q(A) =

0 is a (polynomial) multiple of p. The multiplicity of a root λ of p(x) is the size of the largest

Jordan block corresponding to λ. The minimal polynomial is not always the same as the

characteristic polynomial. Consider the matrix 4In, which has characteristic polynomial (x −

4)n. However, the minimal polynomial is x − 4, since 4I − 4I = 0 as desired, so they are

different for . That the minimal polynomial always divides the characteristic

polynomial is a consequence of the CayleyHamilton theorem.

2. Decoding BCH Code

BCH decoding is split into the following four steps

 Calculate the 2t syndrome values, for the received vector R

 Calculate the error locator polynomials

 Calculate the roots of this polynomial, to get error location positions.

 If non-binary BCH, Calculate the error values at these error locations.

The following steps are illustrated below. Suppose we receive a codeword vector r (the

polynomial R(x)).

If there is no error R(α) = R(α3) = 0

If there is one error (i.e. r= c + ei where ei represents the ithbasis vector for .

So then

S1 = R(α) = C(α) + αi= αi

so we can recognize one error. A change in the bit position shown by α's power will aid us

correct that error.

If there are two errors
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r = c + ei + ek

then

S1 = R(α) = C(α) + αi+ αk

S3 = R(α3) = C(α3) + (α3)i + (α3)k = (α3)i + (α3)k

which is not the same as so we can recognize two errors. Further algebra can aid us in

correcting these two errors.

BCH decoding algorithms

Popular decoding algorithms are,

1. Peterson Gorenstein Zierler algorithm

2. Berlekamp-Massey algorithm

3. Euclidean Algorithm

In number theory, the Euclidean algorithm (also called Euclid's algorithm) is an algorithm to

determine the greatest common divisor (GCD) of two elements of any Euclidean domain (for

example, the integers). Its major significance is that it does not require factoring the two

integers, and it is also significant in that it is one of the oldest algorithms known, dating back

to the ancient Greeks. Given two natural numbers a and b, not both equal to zero: check if b

is zero; if yes, a is the gcd. If not, repeat the process using, respectively, b, and the remainder

after dividing a by b. The remainder after dividing a by b is usually written as a mod b. These

algorithms can be used in any context where division with remainder is possible. This

includes rings of polynomials over a field as well as the ring of Gaussian integers, and in

general all Euclidean domains.

4. General BCH codes

General BCH codes differ from the simplified case discussed above in two respects. First,

one replaces the requirement n = qm − 1 by a more general condition. Second, the consecutive

roots of hegenerator polynomial may run from instead of .

Fix a finite field GF(q), where q is a prime power. Choose positive integers m,n,d,c such that

,gcd(n,q) = 1, and m is the multiplicative order of q modulo n. As before, let α

be a primitive nth root of unity in GF(qm), and let mi(x) be the minimal polynomial over
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GF(q) of αi for all i. The generator polynomial of the BCH code is defined as the least

common multiple .Note: if n = qm − 1 as in the

simplified definition, then gcd(n,q) is automatically 1, and the order of qmodulo nis

automatically m. Therefore, the simplified definition is indeed a special case of the general

one.

5. Error Evaluation and Location in BCH Codes

For the case of binary BCH, you can directly correct the received vectors, at the positions of

the powers of primitive elements, of the error locator polynomial factors. Finally, just flip the

bits for the received word, at these positions, and we have the corrected code word, from

BCH decoding. We may also use Berlekamp-Massey algorithm for determining the error

locator polynomial, and hence solve the BCH decoding problem

In Section 3 of this course you will cover these topics:
Reed-Solomon Codes

Convolutional Codes

Topic : Reed-Solomon Codes

Topic Objective:

At the end of this topic student would be able to:

 Understand the concept of Reed Solomon Codes as Block Codes

 Understand Decoding in Reed Solomon Code

 Understand Reed-Solomon codes as BCH codes

 Understand Properties of Reed-Solomon codes

 Understand Design of Reed-Solomon Code

 Understand Applications of Reed-Solomon Codes
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Definition/Overview:

Reed Solomon Codes: Reed-Solomon error correction is an error-correcting code that works

by oversampling a polynomial constructed from the data. The polynomial is evaluated at

several points, and these values are sent or recorded. Sampling the polynomial more often

than is necessary makes the polynomial over-determined. As long as it receives "many" of

the points correctly, the receiver can recover the original polynomial even in the presence of a

"few" bad points. Reed-Solomon codes are used in a wide variety of commercial

applications, most prominently in CDs, DVDs and Blu-ray Discs, in data transmission

technologies such as DSL & WiMAX, and broadcast systems such as DVB and ATSC.

Key Points:

1. Reed Solomon Codes as Block Codes

Reed-Solomon codes are block codes. This means that a fixed block of input data is

processed into a fixed block of output data. In the case of the most commonly used R-S code

(255, 223) 223 Reed-Solomon input symbols (each eight bits long) are encoded into 255

output symbols.

 Most R-S ECC schemes are systematic. This means that some portion of the output codeword

contains the input data in its original form.

 A Reed-Solomon symbol size of eight bits was chosen because the decoders for larger

symbol sizes would be difficult to implement with current technology. This design choice

forces the longest codeword length to be 255 symbols.

 The standard (255, 223) Reed-Solomon code is capable of correcting up to 16 Reed-Solomon

symbol errors in each codeword. Since each symbol is actually eight bits, this means that the

code can correct up to 16 short bursts of error due to the inner convolutional decoder.

2. Decoding in Reed Solomon Code

The Reed-Solomon code, like the convolutional code, is a transparent code. This means that

if the channel symbols have been inverted somewhere along the line, the decoders will still

operate. The result will be the complement of the original data. However, the Reed-Solomon

code loses its transparency if virtual zero fill is used. For this reason it is mandatory that the

sense of the data (i.e., true or complemented) be resolved before Reed-Solomon decoding. In
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the case of the Voyager program R-S codes reach near optimal performance when

concatenated with the (7, 1/2) convolutional (Viterbi) inner code. Since two check symbols

are required for each error to be corrected, this results in a total of 32 check symbols and 223

information symbols per codeword.

In addition, the Reed-Solomon codewords can be interleaved on a symbol basis before being

convolutionally encoded. Since this separates the symbols in a codeword, it becomes less

likely that a burst from the Viterbi decoder disturbs more than one Reed-Solomon symbol in

any one codeword.

3. Reed-Solomon codes as BCH codes

Reed-Solomon codes are a special case of a larger class of codes called BCH codes. An

efficient error correction algorithm for BCH codes (and therefore Reed-Solomon codes) was

discovered by Berlekamp in 1968. Reed-Solomon codes are special BCH codes, it is useful to

give the following alternate definition of Reed-Solomon codes. Given a finite field Fof size q,

let n = q − 1 and let α be a primitive nth root of unity in F. Also let be given.

The Reed-Solomon codefor these parameters has code word (f0,f1,...,fn − 1)if and only if

α,α2,...,αn − k are roots of the polynomial p(x) = f0+ f1x + ... + fn − 1x
n − 1. With this definition, it

is immediately seen that a Reed-Solomon code is a polynomial code, and in particular a BCH

code. The generator polynomial g(x) is the minimal polynomial with roots α,α2,...,αn − k, and

the code words are exactly the polynomials that are divisible by g(x).

4. Properties of Reed-Solomon codes

The error-correcting ability of any Reed-Solomon code is determined by n − k, the measure

of redundancy in the block. If the locations of the errored symbols are not known in advance,

then a ReedSolomon code can correct up to (n −k) / 2 erroneous symbols, i.e., it can correct

half as many errors as there are redundant symbols added to the block. Sometimes error

locations are known in advance (e.g., side information in demodulator signal-to-noise

ratios)these are called erasures. A ReedSolomon code (like any linear code) is able to correct

twice as many erasures as errors, and any combination of errors and erasures can be corrected

as long as the inequality 2E + S < n − k is satisfied, where E is the number of errors and S is

the number of erasures in the block. The properties of Reed-Solomon codes make them

especially well-suited to applications where errors occur in bursts. This is because it does not

matter to the code how many bits in a symbol are in errorif multiple bits in a symbol are

corrupted it only counts as a single error. Conversely, if a data stream is not characterized by
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error bursts or drop-outs but by random single bit errors, a Reed-Solomon code is usually a

poor choice.

5. Design of Reed-Solomon Code

Designers are not required to use the "natural" sizes of Reed-Solomon code blocks. A

technique known as shortening can produce a smaller code of any desired size from a larger

code. For example, the widely used (255,223) code can be converted to a (160,128) code by

padding the unused portion of the block (usually the beginning) with 95 binary zeroes and not

transmitting them. At the decoder, the same portion of the block is loaded locally with binary

zeroes. The compact disc is an example of an application of shortened Reed-Solomon codes.

In 1999 Madhu Sudan and Venkatesan Guruswami at MIT, published Improved Decoding of

Reed-Solomon and Algebraic-Geometry Codes introducing an algorithm that allowed for the

correction of errors beyond half the minimum distance of the code. It applies to

ReedSolomon codes and more generally to algebraic geometry codes. This algorithm

produces a list of codewords (it is a list-decoding algorithm) and is based on interpolation and

factorization of polynomials over GF(2m) and its extensions.

6. Applications of Reed-Solomon Codes

Reed-Solomon Codes can be used in the following ways:

6.1 Data storage

Reed-Solomon coding is very widely used in mass storage systems to correct the burst

errors associated with media defects. Reed-Solomon coding is a key component of the

compact disc. It was the first use of strong error correction coding in a mass-produced

consumer product, and DAT and DVD use similar schemes. In the CD, two layers of

Reed-Solomon coding separated by a 28-way convolutional interleaver yields a

scheme called Cross-Interleaved Reed Solomon Coding (CIRC). The first element of

a CIRC decoder is a relatively weak inner (32,28) Reed-Solomon code, shortened

from a (255,251) code with 8-bit symbols. This code can correct up to 2 byte errors

per 32-byte block. More importantly, it flags as erasures any uncorrectable blocks,

i.e., blocks with more than 2 byte errors. The decoded 28-byte blocks, with erasure

indications, are then spread by the deinterleaver to different blocks of the (28,24)

outer code. Thanks to the deinterleaving, an erased 28-byte block from the inner code

becomes a single erased byte in each of 28 outer code blocks. The outer code easily

corrects this, since it can handle up to 4 such erasures per block. The result is a CIRC

that can completely correct error bursts up to 4000 bits, or about 2.5 mm on the disc
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surface. This code is so strong that most CD playback errors are almost certainly

caused by tracking errors that cause the laser to jump track, not by uncorrectable error

bursts. Another product which incorporates ReedSolomon coding is Nintendo's e-

Reader. This is a video-game delivery system which uses a two-dimensional

"barcode" printed on trading cards. The cards are scanned using a device which

attaches to Nintendo's Game Boy Advance game system. Reed-Solomon error

correction is also used in parchive files which are commonly posted accompanying

multimedia files on USENET. Distributed online storage service, Wuala, also makes

use of Reed-Solomon when breaking up files.

6.2 Data transmission

Specialized forms of Reed-Solomon codes specifically Cauchy-RS and

Vandermonde-RS can be used to overcome the unreliable nature of data transmission

over erasure channels. The encoding process assumes a code of RS(N,K) which

results in N codewords of length N symbols each storing K symbols of data, being

generated, that are then sent over an erasure channel. ny combination of K codewords

received at the other end is enough to reconstruct all of the N codewords. The code

rate is generally set to 1/2 unless the channel's erasure likelihood can be adequately

modelled and is seen to be less. In conclusion N is usually 2K, meaning that at least

half of all the codewords sent must be received in order to reconstruct all of the

codewords sent. Reed-Solomon codes are also used in xDSL systems and CCSDS's

Space Communications Protocol Specifications as a form of Forward Error

Correction.

6.3 Satellite transmission

One significant application of ReedSolomon coding was to encode the digital pictures

sent back by the Voyager space probe. Voyager introduced ReedSolomon coding in

conjunction with ML convolutional codes, a practice that has since become very

widespread in deep space and satellite (e.g., direct digital broadcasting)

communications.
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Topic : Convolutional Codes

Topic Objective:

At the end of this topic student would be able to:

 Understand Convolutional encoding

 Understand Decoding of convolutional codes

 Understand Popular convolutional codes

 Understand Turbo codes replacing convolutional codes

 Understand Recursive and non-recursive codes

 Understand Impulse response, transfer function, and constraint length

Definition/Overview:

Convolutional Codes: In telecommunication, a convolutional code is a type of error-

correcting code in which (a) each m-bit information symbol (each m-bit string) to be encoded

is transformed into an n-bit symbol, where m/n is the code rate (n ≥ m) and (b) the

transformation is a function of the last k information symbols, where k is the constraint length

of the code.

Key Points:

1. Convolutional encoding

To convolutionally encode data, start with k memory registers, each holding 1 input bit.

Unless otherwise specified, all memory registers start with a value of 0. The encoder has

nmodulo-2 adders, and ngenerator polynomials one for each adder. An input bit m1 is fed into

the leftmost register. Using the generator polynomials and the existing values in the

remaining registers, the encoder outputs n bits. Now bit shift all register values to the right

(m1 moves to m0, m0 moves to m-1) and wait for the next input bit. If there are no remaining

input bits, the encoder continues output until all registers have returned to the zero state. The

figure below is a rate 1/3 (m/n) encoder with constraint length (k) of 3. Generator

polynomials are G1 = (1,1,1), G2 = (0,1,1), and G3 = (1,0,1). Therefore, output bits are

calculated (modulo 2) as follows:
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n1 = m1+ m0 + m-1

n2 = m0+ m-1

n3 = m1+ m-1.

2. Decoding convolutional codes

Several algorithms exist for decoding convolutional codes. For relatively small values of k,

the Viterbi algorithm is universally used as it provides maximum likelihood performance and

is highly parallelizable. Viterbi decoders are thus easy to implement in VLSI hardware and in

software on CPUs with SIMD instruction sets. Longer constraint length codes are more

practically decoded with any of several sequential decoding algorithms, of which the Fano

algorithm is the best known. Unlike Viterbi decoding, sequential decoding is not maximum

likelihood but its complexity increases only slightly with constraint length, allowing the use

of strong, long-constraint-length codes. Such codes were used in the Pioneer program of the

early 1970s to Jupiter and Saturn, but gave way to shorter, Viterbi-decoded codes, usually

concatenated with large Reed-Solomon error correction codes that steepen the overall bit-

error-rate curve and produce extremely low residual undetected error rates. Both Viterbi and

sequential decoding algorithms return hard-decisions: the bits that form the most likely

codeword. An approximate confidence measure can be added to each bit by use of the Soft

output Viterbi algorithm. Maximum a posteriori (MAP) soft-decisions for each bit can be

obtained by use of the BCJR algorithm.

3. Popular convolutional codes

An especially popular Viterbi-decoded convolutional code, used at least since the Voyager

program has a constraint length kof 7 and a rate r of 1/2. Longer constraint lengths produce

more powerful codes, but the complexity of the Viterbi algorithm increases exponentially

with constraint lengths, limiting these more powerful codes to deep space missions where the

extra performance is easily worth the increased decoder complexity.Mars Pathfinder, Mars

Exploration Rover and the Cassini probe to Saturn use a k of 15 and a rate of 1/6; this code

performs about 2 dB better than the simpler k=7 code at a cost of 256x in decoding

complexity (compared to Voyager mission codes).
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4. Turbo codes: replacing convolutional codes

Simple Viterbi-decoded convolutional codes are now giving way to turbo codes, a new class

of iterated short convolutional codes that closely approach the theoretical limits imposed by

Shannon's theorem with much less decoding complexity than the Viterbi algorithm on the

long convolutional codes that would be required for the same performance. Turbo codes have

not yet been concatenated with solid (low complexity) Reed-Solomon error correction codes.

However, in the interest of planetary exploration this may someday be done.

5. Recursive and non-recursive codes

The encoder on the picture above is a non-recursive encoder. Here's an example of a

recursive one:

Such codes are referred to as systematic; otherwise the code is called non-systematic.

Recursive codes are almost always systematic and, conversely, non-recursive codes are non-

systematic. It isn't a strict requirement, but a common practice.

6.Impulse response, transfer function, and constraint length

A convolutional encoder is called so because it performs a convolution of the input stream

with encoder's impulse responses:

where is an input sequence, is a sequence from output and is an impulse response for

output .

A convolutional encoder is a discrete linear time-invariant system. Every output of an

encoder can be described by its own transfer function, which is closely related to a generator

polynomial. An impulse response is connected with a transfer function through Z-transform.

Transfer functions for the first

(non-recursive) encoder are:
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Transfer functions for the second (recursive) encoder are:

Define by

where, for any rational function

,

.

Then is the maximum of the polynomial degrees of the , and the constraint

length is defined as . For instance, in the first example the constraint length is

3, and in the second the constraint length is 4.

In Section 4 of this course you will cover these topics:
Turbo Codes

Topic : Turbo Codes

Topic Objective:

At the end of this topic student would be able to:

 Learn about Advantages of Turbo Codes

 Learn about Disadvantages of Turbo Codes

 Learn about History of Turbo Codes

 Learn about The encoder in Turbo Codes
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 Learn about The decoder in Turbo Codes

Definition/Overview:

Turbo Codes: In electrical engineering and digital communications, turbo codes are a class

of high-performance error correction codes developed in 1993 which are finding use in deep

space satellite communications and other applications where designers seek to achieve

maximal information transfer over a limited-bandwidth communication link in the presence

of data-corrupting noise.

Key Points:

1. Advantages of Turbo Codes

Turbo codes make it possible to increase data rate without increasing the power of a

transmission, or they can be used to decrease the amount of power used to transmit at a

certain data rate. Their main drawbacks are the relatively high decoding complexity and

relatively high latency, which make them unsuitable for some applications. For satellite use,

this is not of great concern, since the transmission distance itself introduces latency due to the

finite propagation speed.

2. Disadvantages of Turbo Codes

The complexity of these algorithms and the fact that these algorithms have encumbering

software patents were considered to be disadvantages of implementing these algorithms in a

system. Today, many modern systems use turbo codes.

3. History of Turbo Codes

The method was introduced by Berrou, Glavieux, and Thitimajshima (from Telecom-

Bretagne former:ENST Bretagne, France) in their 1993 paper: "Near Shannon Limit Error-

correcting Coding and Decoding: Turbo-codes" published in the Proceedings of IEEE

International Communications Conference. In a later paper, Berrou gave credit to the

"intuition"of "G. Battail, J. Hagenauer and P. Hoeher, who, in the late 80s, highlighted the

interest of probabilistic processing.". He adds "R. Gallager and M. Tanner had already

imagined coding and decoding techniques whose general principles are closely related,"

although the necessary calculations were impractical at that time.
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4. The encoder in Turbo Codes

The encoder sends three sub-blocks of bits. The first sub-block is the m-bit block of payload

data. The second sub-block is n/2 parity bits for the payload data, computed using a recursive

systematic convolutional code (RSC code). The third sub-block is n/2 parity bits for a known

permutation of the payload data, again computed using an RSC convolutional code. That is,

two redundant but different sub-blocks of parity bits for the sent payload. The complete block

has m+n bits of data with a code rate of m/(m+n). The permutation of the payload data is

carried out by a device called interleaver. Hardware-wise, turbo-code encoder consists of two

identical RSC coders, С1 and C2, as depicted on the figure, which are connected to each

other using a concatenation scheme, called parallel concatenation.

On the figure, M is a memory register. Delay line and interleaver force input bits dk to appear

in different sequences. At first iteration, the input sequence dk appears at both outputs of the

encoder, xkand y1k or y2k due to the encoder's systematic character. If the encoders C1and C2

are used respectively in n1and n2 iterations, their rates are respectively equal to

, .

5. The decoder in Turbo Codes

The decoder is built in the similar way as the above encoder - two elementary decoders are

interconnected to each other, but in serial way, not parallel. The DEC1 decoder operates on

lower speed (i.e. R1), thus, it is intended for the C1 encoder, and DEC2 is for C2

correspondingly. DEC1 yields a soft decision which causes L1 delay. The same delay is

caused by the delay line in the encoder. The DEC2's operation causes L2delay.

An interleaver installed between two decoders is used here to scatter error bursts coming

from DEC1 output. DIblock is a demultiplexing and insertion module. It works as a switch,

redirecting input bits to DEC1at one moment and to DEC2at another. In OFF state, it feeds

both y1kand y2k inputs with padding bits (zeros).

Consider a memoryless AWGN channel and assume that at k-th iteration, the decoder

receives a couple of random variables:
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,

where akand bk are independent noise components having the same variance σ2. Yk is a k-th

bit from yk encoder output.

Redundant information is demultiplexed and sent throughDI to DEC1 (when yk=y1k) and to

DEC2 (when yk=y2k).

DEC1 yields a soft decision, i.e.:

and delivers it to DEC2. Λ(dk) is called the logarithm of likelihood ratio (LLR). p(dk=i), i=0,1

is a posteriori probability (APP) of thedk data bit which shows the probability of interpreting

a received dk bit as i. Taking LLR into account, DEC2 yields a hard decision, i.e. a decoded

bit.

In Section 5 of this course you will cover these topics:
Ldpc Codes

Topic : Ldpc Codes

Topic Objective:

At the end of this topic student would be able to:

 Understand Advantages of LDPC Codes

 Understand LDPC Code construction

 Understand Updating Node Information in LDPC Codes

 Understand Functions of LDPC Codes

 Understand Decoding in LDPC Codes
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Definition/Overview:

LDPC Code: In information theory, a low-density parity-check code (LDPC code) is an error

correcting code, a method of transmitting a message over a noisy transmission channel.

While LDPC and other error correcting codes cannot guarantee perfect transmission, the

probability of lost information can be made as small as desired. LDPC was the first code to

allow data transmission rates close to the theoretical maximum, the Shannon Limit.

Impractical to implement when developed in 1963, LDPC codes were forgotten

Key Points:

1. Advantages of LDPC Codes

Of all practical error correction methods known to date, turbo codes and low-density parity-

check codes (LDPCs) come closest to approaching the Shannon limit, the theoretical limit of

maximum information transfer rate over a noisy channel.

2. LDPC Code construction

For large block sizes, LDPC codes are commonly constructed by first studying the behaviour

of decoders. As the block-size tends to infinity, LDPC decoders can be shown to have a noise

threshold below which decoding is reliably achieved, and above which decoding is not

achieved This threshold can be optimised by finding the best proportion of arcs from check

nodes and arcs from variable nodes. The construction of a specific LDPC code after this

optimisation falls into two main types of techniques:

2.1 Pseudo-random techniques

Construction by a pseudo-random approach builds on theoretical results that, for large

block-size, a random construction gives good decoding performance. In general,

pseudo-random codes have complex encoders, however pseudo-random codes with

the best decoders also can have simple encoders. Various constraints are often applied

to help the good properties expected at the theoretical limit of infinite block size to

occur at a finite block size.
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2.2 Combinatorial approaches

Combinatorial approaches can be used to optimise properties of small block-size

LDPC codes or create codes with simple encoders.

3. Updating Node Information in LDPC Codes
In recent years, there has also been a great deal of work in studying the effects of

alternativeschedules for variable and constraint node update. The original technique that was

used for decoding LDPC codes was known as flooding. This type of updates required that

before updating a variable node, all constraint nodes needed to be updated and vice-versa. In

later work by Vila Casado et al., alternative update techniques are studied in which variable

nodes are updated with the newest available check-node information. The intuition behind

these algorithms is that variable nodes whose value varies the most, are the ones that need to

be updated first. Updating the value of highly reliable nodes whose Log-likelihood ratio

(LLR) magnitude is large and does not change significantly from one update to the next, do

not require updates with the same frequency of other nodes whose sign and magnitude

fluctuate. These scheduling algorithms show great speed of convergence and lower-error

floors than when the flooding is used. These lower error floors are achieved due to the ability

of the Informed Dynamic Scheduling (IDS) algorithm to overcome trapping sets or near

codewords. When non-flooding scheduling algorithms are used, an alternative definition of

iteration is used. For an (n,k) LDPC code of rate k/n, a full iteration occurs when n variable

and n-k constraint nodes have been updated, no matter the order in which they were updated.

4. Functions of LDPC Codes

LDPC codes are defined by a sparse parity-check matrix. This sparse matrix is often

randomly generated, subject to the sparsity constraints. These codes were first designed by

Gallager in 1962. Below is a graph fragment of an example LDPC code using Forney's factor

graph notation. In this graph, n variable nodes in the top of the graph are connected to (nk)

constraint nodes in the bottom of the graph. This is a popular way of graphically representing

an (n, k) LDPC code. The bits of a valid message, when placed on the T'sat the top of the

graph, satisfy the graphical constraints. Specifically, all lines connecting to a variable node

(box with an '=' sign) have the same value, and all values connecting to a factor node (box

with a '+' sign) must sum, modulo two, to zero (in other words, they must sum to an even

number).
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If we ignore constraints for lines going out of the picture, then there are 8 possible 6 bit

strings which correspond to valid codewords: (i.e., 000000, 011001, 110010, 101011,

111100, 100101, 001110, 010111). Thus this LDPC code fragment represents a 3-bit message

encoded as 6 bits. The purpose of this redundancy is to aid in recovering from channel errors.

This is a (6,3) linear code with n = 6 and k = 3. Again, if we ignore lines going out of the

picture, then the parity-check matrix representing this graph fragment is

In this matrix, each row represents one of the three parity-check constraints, whereas each

column represents one of the six bits in the received codeword.

In this example, the 8 codewords can be obtained by putting the parity-check matrix H into

this form through basic row operations:

From this, the generator matrix G can be obtained as (noting that in the special case of

this being a binary code P = − P), or specifically:

Finally, by multiplying all 8 possible 3 bit strings by G, all 8 valid codewords are obtained.

For example the codeword for the bitstring '101' is obtained by:

5. Decoding in LDPC Codes

Optimally decoding an LDPC code is an NP-complete problem, but suboptimal techniques

based on belief propagation are used in practice and lead to good approximations.

For example, consider that the valid codeword, 101011, from the example above is

transmitted across a binary erasure channel and received with the 1st and 4th bit erased to

yield ?01?11.
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We know that the transmitted message must have satisfied the code constraints which we can

represent by writing the received message on the top of the factor graph as shown below.

Belief propagation is particularly simple for the binary erasure channel and consists of

iterative constraint satisfaction. In this case, the first step of belief propagation is to realize

that the 4th bit must be 0 to satisfy the middle constraint. Now that we have decoded the 4th

bit, we realize that the 1st bit must be a 1 to satisfy the leftmost constraint.

Thus we are able to iteratively decode the message encoded with our LDPC code. For other

channel models, the messages passed between the variable nodes and check nodes are real

numbers which express probabilities and likelihoods of belief. We can validate this result by

multiplying the corrected codeword r by the parity-check matrix H:

Because the outcome z (the syndrome) of this operation is the 3 x 1 zero vector, we have

successfully validated the resulting codeword r.
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