
CORPORATE NETWORK SECURITY

Topic Objective:

At the end of the topic the students will be able to:

 Explain Network security

 Define Network Attackers

 Describe Denial-of-service attack

 Elaborate Hackers

 Evaluate Computer crime

 Examine Encryption

 Analyze Authentication

 Know about Secure Dialog System

 Highlight Learn about Scanning Attacks

 Identify Intrusion Detection System

 Understand Security Management

Definition/Overview:

Computer security is a branch of technology known as information security as applied to

computers. The objective of computer security can include protection of information from

theft or corruption, or the preservation of availability, as defined in the security policy.

Computer security imposes requirements on computers that are different from most system

requirements because they often take the form of constraints on what computers are not

supposed to do. This makes computer security particularly challenging because it is hard

enough just to make computer programs do everything they are designed to do correctly.

Furthermore, negative requirements are deceptively complicated to satisfy and require

exhaustive testing to verify, which is impractical for most computer programs. Computer

security provides a technical strategy to convert negative requirements to positive enforceable

rules. For this reason, computer security is often more technical and mathematical than some

computer science fields.
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Key Points:

1. Network security

Network security consists of the provisions made in an underlying computer network

infrastructure, policies adopted by the network administrator to protect the network and

the network-accessible resources from unauthorized access and consistent and continuous

monitoring and measurement of its effectiveness (or lack) combined together. Network

security starts from authenticating any user, commonly (one factor authentication) with a

username and a password (something you know). With two factor authentication

something you have is also used (e.g. a security token or 'dongle', an ATM card, or your

mobile phone), or with three factor authentication something you are also used (e.g. a

fingerprint or retinal scan). Once authenticated, a stateful firewall enforces access policies

such as what services are allowed to be accessed by the network users. Though effective

to prevent unauthorized access, this component fails to check potentially harmful content

such as computer worms being transmitted over the network. An intrusion prevention

system (IPS) helps detect and inhibit the action of such malware. An anomaly-based

intrusion detection system also monitors network traffic for suspicious content,

unexpected traffic and other anomalies to protect the network e.g. from denial of service

attacks or an employee accessing files at strange times. Communication between two

hosts using the network could be encrypted to maintain privacy. Individual events

occurring on the network could be tracked for audit purposes and for a later high level

analysis.

Honeypots, essentially decoy network-accessible resources, could be deployed in a

network as surveillance and early-warning tools. Techniques used by the attackers that

attempt to compromise these decoy resources are studied during and after an attack to

keep an eye on new exploitation techniques. Such analysis could be used to further

tighten security of the actual network being protected by the honeypot. A useful summary

of standard concepts and methods in network security is given by in the form of an

extensible ontology of network security attacks.
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2. Network Attackers

The Smurf attack is a way of generating a lot of computer network traffic on a victim

network. This is a type of denial-of-service attack that floods a target system via spoofed

broadcast ping messages. In such an attack, a perpetrator sends a large amount of ICMP

echo request (ping) traffic to IP broadcast addresses, all of which have a spoofed source

IP address of the intended victim. If the routing device delivering traffic to those

broadcast addresses delivers the IP broadcast to all hosts (for example via a layer 2

broadcast), most hosts on that IP network will take the ICMP echo request and reply to it

with an echo reply, multiplying the traffic by the number of hosts responding. On a multi-

access broadcast network, hundreds of machines might reply to each packet. In the late

1990s, many IP networks would participate in Smurf attacks (that is, they would respond

to pings to broadcast addresses). Today, thanks largely to the ease with which

administrators can make a network immune to this abuse, very few networks remain

vulnerable to Smurf attacks. The fix is two-fold:

 Configure individual hosts and routers not to respond to ping requests or broadcasts.

 Configure routers not to forward packets directed to broadcast addresses. Until 1999,

standards required routers to forward such packets by default, but in that year, the standard

was changed to require the default to be not to forward.

Another proposed solution, to fix this as well as other problems, is network ingress

filtering which rejects the attacking packets on the basis of the forged source address.

3. Denial-of-service attack

A denial-of-service attack (DoS attack) or distributed denial-of-service attack (DDoS

attack) is an attempt to make a computer resource unavailable to its intended users.

Although the means to carry out, motives for, and targets of a DoS attack may vary, it

generally consists of the concerted efforts of a person or persons to prevent an Internet

site or service from functioning efficiently or at all, temporarily or indefinitely.

Perpetrators of DoS attacks typically target sites or services hosted on high-profile web

servers such as banks, credit card payment gateways, and even root nameservers.
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One common method of attack involves saturating the target (victim) machine with

external communications requests, such that it cannot respond to legitimate traffic, or

responds so slowly as to be rendered effectively unavailable. In general terms, DoS

attacks are implemented by either forcing the targeted computer(s) to reset, or consuming

its resources so that it can no longer provide its intended service or obstructing the

communication media between the intended users and the victim so that they can no

longer communicate adequately. Denial-of-service attacks are considered violations of the

IAB's Internet Proper Use Policy. They also commonly constitute violations of the laws

of individual nations.

1. Hackers

In common usage, a hacker is a person who breaks into computers. The subculture

that has evolved around hackers is often referred to as the computer underground.

Proponents claim to be motivated by artistic and political ends, but are often

unconcerned about the use of criminal means to achieve them. While other uses of

the word hacker exist that are not related to computer security (computer

programmer and home computer hobbyists), they are rarely used in mainstream

context. Hacking developed alongside Phone Phreaking, a term referred to

exploration of the phone network without authorization, and there has often been

overlap between both technology and participants. Bruce Sterling traces the roots of

the computer underground to the Yippies, a 1960s counterculture movement which

published the Technological Assistance Program newsletter.

The computer underground is heavily dependent on technology. It has produced its own

slang and various forms of unusual alphabet use, for example 1337speak. Political

attitude usually includes views for freedom of information, freedom of speech, a right for

anonymity and most have a strong opposition against copyright. Writing programs and

performing other activities to support these views is referred to as hacktivism. Some go as

far as seeing illegal cracking ethically justified for this goal; the most common form is

website defacement. The computer underground is frequently compared to the Wild

West: a male-dominated Frontier to conquer. It is common among hackers to use aliases

for the purpose of concealing identity, rather than revealing their real names. The
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computer underground is supported by regular real-world gatherings called hacker

conventions or "hacker cons". These have drawn more people every year including

SummerCon (Summer), DEF CON, HoHoCon (Christmas), and H.O.P.E. They have

helped expand the definition and solidify the importance of the computer underground.

2. Computer crime

Computer crime, cybercrime, e-crime, hi-tech crime or electronic crime generally refers

to criminal activity where a computer or network is the source, tool, target, or place of a

crime. These categories are not exclusive and many activities can be characterized as

falling in one or more category. Additionally, although the terms computer crime and

cybercrime are more properly restricted to describing criminal activity in which the

computer or network is a necessary part of the crime, these terms are also sometimes used

to include traditional crimes, such as fraud, theft, blackmail, forgery, and embezzlement,

in which computers or networks are used. As the use of computers has grown, computer

crime has become more important. Computer crime can broadly be defined as criminal

activity involving an information technology infrastructure, including illegal access

(unauthorized access), illegal interception (by technical means of non-public

transmissions of computer data to, from or within a computer system), datainterference

(unauthorized damaging, deletion, deterioration, alteration or suppression of computer

data), systems interference (interfering with the functioning of a computer system by

inputting, transmitting, damaging, deleting, deteriorating, altering or suppressing

computer data), misuse of devices, forgery (ID theft), and electronic fraud. Computer

crime issues have become high-profile, particularly those surrounding hacking, copyright

infringement through warez, child pornography, and child grooming. There are also

problems of privacy when confidential information is lost or intercepted, lawfully or

otherwise

5.1 Cyberterrorism

Cyberterrorism is a controversial term. Some authors choose a very narrow definition,

relating to deployments, by known terrorist organizations, of disruption attacks

against information systems for the primary purpose of creating alarm and panic. By

this narrow definition, it is difficult to identify any instances of cyberterrorism.

Cyberterrorism can also be defined much more generally, for example, as The
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premeditated use of disruptive activities, or the threat thereof, against computers

and/or networks, with the intention to cause harm or further social, ideological,

religious, political or similar objectives. Or to intimidate any person in furtherance of

such objectives. This broad definition was created by Kevin G. Coleman of the

Technolytics Institute. The term was coined by Barry C. Collin. Public interest in

cyberterrorism began in the late 1980s. As the year 2000 approached, the fear and

uncertainty about the millennium bug heightened and interest in potential

cyberterrorist attacks also increased. However, although the millennium bug was by

no means a terrorist attack or plot against the world or the United States, it did act as a

catalyst in sparking the fears of a possibly large-scale devastating cyber-attack.

Commentators noted that many of the facts of such incidents seemed to change, often

with exaggerated media reports.

The high profile terrorist attacks in the United States on September 11, 2001 lead to

further media coverage of the potential threats of cyberterrorism in the years

following. Mainstream media coverage often discusses the possibility of a large attack

making use of computer networks to sabotage critical infrastructures with the aim of

putting human lives in jeopardy or causing disruption on a national scale either

directly or by disruption of the national economy. Authors such as Winn Schwartau

and John Arquilla are reported to have had considerable financial success selling

books which described what were purported to be plausible scenarios of mayhem

caused by cyberterrorism. Many critics claim that these books were unrealistic in their

assessments of whether the attacks described (such as nuclear meltdowns and

chemical plant explosions) were possible. A common thread throughout what critics

perceive as cyberterror-hype is that of non-falsifiability; that is, when the predicted

disasters fail to occur, it only goes to show how lucky we've been so far, rather than

impugning the theory.

Cyberterrorism can have a serious large-scale influence on significant numbers of

people. It can weaken countries' economy greatly, thereby stripping it of its resources

and making it more vulnerable to military attack. Cyberterror can also affect internet-

based businesses. Like brick and mortar retailers and service providers, most websites

that produce income (whether by advertising, monetary exchange for goods or paid

services) could stand to lose money in the event of downtime created by cyber
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criminals. As internet-businesses have increasing economic importance to countries,

what is normally cybercrime becomes more political and therefore "terror" related.

One example of cyberterrorists at work was when terrorists in Romania illegally

gained access to the computers controlling the life support systems at an Antarctic

research station, endangering the 58 scientists involved. However, the culprits were

stopped before damage actually occurred. Mostly non-political acts of sabotage have

caused financial and other damage, as in a case where a disgruntled employee caused

the release of untreated sewage into water in Maroochy Shire, Australia. Computer

viruses have degraded or shut down some non-essential systems in nuclear power

plants, but this is not believed to have been a deliberate attack. More recently, in May

2007 Estonia was subjected to a mass cyber-attack in the wake of the removal of a

Russian World War II war memorial from downtown Talinn. The attack was a

distributed denial of service attack in which selected sites were bombarded with

traffic in order to force them offline; nearly all Estonian government ministry

networks as well as two major Estonian bank networks were knocked offline; in

addition, the political party website of Estonia's current Prime Minister Andrus Ansip

featured a counterfeit letter of apology from Ansip for removing the memorial statue.

Despite speculation that the attack had been coordinated by the Russian government,

Estonia's defense minister admitted he had no evidence linking cyber attacks to

Russian authorities. Russiacalled accusations of its involvement "unfounded," and

neither NATO nor European Commission experts were able to find any proof of

official Russian government participation. In January 2008 a man from Estonia was

convicted for launching the attacks against the Estonian Reform Party website and

fined.

Even more recently, in October 2007, the website of Ukrainian president Viktor

Yushchenko was attacked by hackers. A radical Russian nationalist youth group, the

Eurasian Youth Movement, claimed responsibility. Since the world of computers is

ever-growing and still largely unexplored, countries new to the cyber-world produce

young computer scientists usually interested in "having fun". Countries like China,

Greece, India,Israel, and South Koreahave all been in the spotlight before by the U.S.

Media for attacks on information systems related to the CIA and NSA. Though these

attacks are usually the result of curious young computer programmers, the United
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States has more than legitimate concerns about national security when such critical

information systems fall under attack. In the past five years, the United States has

taken a larger interest in protecting its critical information systems. It has issued

contracts for high-leveled research in electronic security to nations such as Greece and

Israel, to help protect against more serious and dangerous attacks. In 1999 hackers

attacked NATO computers. The computers flooded them with email and hit them with

a denial of service (DoS). The hackers were protesting against the NATO bombings in

Kosovo. Businesses, public organizations and academic institutions were bombarded

with highly politicized emails containing viruses from other European countries.

5.2 Spam

Spam, or the unsolicited sending of bulk email for commercial purposes, is unlawful

to varying degrees. As applied to email, specific anti-spam laws are relatively new,

however limits on unsolicited electronic communications have existed in some forms

for some time.

5.3 Fraud

Computer fraud is any dishonest misrepresentation of fact intended to induce another

to do or refrain from doing something which causes loss. In this context, the fraud

will result in obtaining a benefit by:

 Altering computer input in an unauthorized way. This requires little technical expertise and is

not an uncommon form of theft by employees altering the data before entry or entering false

data, or by entering unauthorized instructions or using unauthorized processes;

 Altering, destroying, suppressing, or stealing output, usually to conceal unauthorized

transactions: this is difficult to detect;

 Altering or deleting stored data; or

 Altering or misusing existing system tools or software packages, or altering or writing code

for fraudulent purposes. This requires real programming skills and is not common.

Other forms of fraud may be facilitated using computer systems, including bank

fraud, identity theft, extortion, and theft of classified information.

6 Obscene or offensive content
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The content of websites and other electronic communications may be distasteful,

obscene or offensive for a variety of reasons. In some instances these communications

may be illegal. Many jurisdictions place limits on certain speech and ban racist,

blasphemous, politically subversive, libelous or slanderous, seditious, or

inflammatory material that tends to incite hate crimes. The extent to which these

communications are unlawful varies greatly between countries, and even within

nations. It is a sensitive area in which the courts can become involved in arbitrating

between groups with entrenched beliefs.

7 Harassment

Whereas content may be offensive in a non-specific way, harassment directs

obscenities and derogatory comments at specific individuals focusing for example on

gender, race, religion, nationality, sexual orientation. This often occurs in chat rooms,

through newsgroups, and by sending hate e-mail to interested parties (see cyber

bullying, harassment by computer, stalking, and cyberstalking). Any comment that

may be found derogatory or offensive is considered harassment.

8 Drug trafficking

Drug traffickers are increasingly taking advantage of the Internet to sell their illegal

substances through encrypted e-mail and other Internet Technology. Some drug

traffickers arrange deals at internet cafes, use courier Web sites to track illegal

packages of pills, and swap recipes for amphetamines in restricted-access chat rooms.

The rise in Internet drug trades could also be attributed to the lack of face-to-face

communication. These virtual exchanges allow more intimidated individuals to more

comfortably purchase illegal drugs. The sketchy effects that are often associated with

drug trades are severely minimized and the filtering process that comes with physical

interaction fades away. Furthermore, traditional drug recipes were carefully kept

secrets. But with modern computer technology, this information is now being made

available to anyone with computer access.

3. Encryption

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

9
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



In cryptography, encryption is the process of transforming information (referred to as

plaintext) using an algorithm (called cipher) to make it unreadable to anyone except those

possessing special knowledge, usually referred to as a key. The result of the process is

encrypted information (in cryptography, referred to as ciphertext). In many contexts, the

word encryption also implicitly refers to the reverse process, decryption (e.g. software for

encryption can typically also perform decryption), to make the encrypted information

readable again (i.e. to make it unencrypted). Encryption has long been used by militaries

and governments to facilitate secret communication. Encryption is now used in protecting

information within many kinds of civilian systems, such as computers, storage devices

(e.g. USB flash drives), networks (e.g. the Internet, e-commerce), mobile telephones,

wireless microphones, wireless intercom systems, Bluetooth devices and bank automatic

teller machines. Encryption is also used in digital rights management to prevent

unauthorized use or reproduction of copyrighted material and in software also to protect

against reverse engineering.

Encryption, by itself, can protect the confidentiality of messages, but other techniques are

still needed to protect the integrity and authenticity of a message; for example,

verification of a message authentication code (MAC) or a digital signature. Standards and

cryptographic software and hardware to perform encryption are widely available, but

successfully using encryption to ensure security may be a challenging problem. A single

slip-up in system design or execution can allow successful attacks. Sometimes an

adversary can obtain unencrypted information without directly undoing the

encryption.One of the earliest public key encryption applications was called Pretty Good

Privacy (PGP), according to Paul Rubens. It was written in 1991 by Phil Zimmermann

and was bought by Network Associates in 1997 and is now called PGP Corporation.

There are a number of reasons why an encryption product may not be suitable in all cases.

First e-mail must be digitally signed at the point it was created to provide non-repudiation

for some legal purposes, otherwise the sender could argue that it was tampered with after

it left their computer but before it was encrypted at a gateway according to Paul. An

encryption product may also not be practical when mobile users need to send e-mail from

outside the corporate network.

4. Authentication
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In art, antiques, and anthropology, a common problem is verifying that a given artifact

was produced by a certain famous person, or was produced in a certain place or period of

history. There are two types of techniques for doing this. The first is comparing the

attributes of the object itself to what is known about objects of that origin. For example,

an art expert might look for similarities in the style of painting, check the location and

form of a signature, or compare the object to an old photograph. An archaeologist might

use carbon dating to verify the age of an artifact, do a chemical analysis of the materials

used, or compare the style of construction or decoration to other artifacts of similar origin.

The physics of sound and light, and comparison with a known physical environment, can

be used to examine the authenticity of audio recordings, photographs, or videos. Attribute

comparison may be vulnerable to forgery. In general, it relies on the fact that creating a

forgery indistinguishable from a genuine artifact requires expert knowledge, that mistakes

are easily made, or that the amount of effort required to do so is considerably greater than

the amount of money that can be gained by selling the forgery. Criminal and civil

penalties for fraud, forgery, and counterfeiting can reduce the incentive for falsification,

depending on the risk of getting caught. The second type relies on documentation or other

external affirmations. For example, the rules of evidence in criminal courts often require

establishing the chain of custody of evidence presented. This can be accomplished

through a written evidence log, or by testimony from the police detectives and forensics

staff that handled it. Some antiques are accompanied by certificates attesting to their

authenticity. External records have their own problems of forgery and perjury, and are

also vulnerable to being separated from the artifact and lost. Currency and other financial

instruments commonly use the first type of authentication method. Bills, coins,and

cheques incorporate hard-to-duplicate physical features, such as fine printing or

engraving, distinctive feel, watermarks, and holographic imagery, which are easy for

receivers to verify. Consumer goods such as pharmaceuticals, perfume, fashion clothing

can use either type of authentication method to prevent counterfeit goods from taking

advantage of a popular brand's reputation (damaging the brand owner's sales and

reputation). A trademark is a legally protected marking or other identifying feature which

aids consumers in the identification of genuine brand-name goods.

5. Secure Dialog System
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A number of computer operating systems employ security features to help prevent

malicious software from gaining sufficient privileges to compromise the computer

system. Operating systems lacking such features, such as DOS, Windows

implementations prior to Windows NT (and its descendants), CP/M-80, and all Mac

operating systems prior to Mac OS X, had only one category of user who was allowed to

do anything. The problem was that in addition to granting legitimate applications

administrative privileges, this gave malicious software such as viruses and worms high

privileges as well. With these privileges, malicious software could wreak havoc. To avoid

these problems, modern operating systems use one of two methods. The simpler method

is to give users limited-privilege accounts, switching to a higher-privileged account only

when necessary. Another method is to have users run with administrative privileges as

before, but require explicit permission to grant a specific program or process

administrator rights. In order for an operating system to know when to prompt the user for

authorization, an application or action needs to identify itself as requiring elevated

privileges. While it is technically possible for the user to be prompted at the exact

moment that an operation requiring such privileges is executed, it is often not ideal to ask

for privileges partway through completing a task. If the user were unable to provide

proper credentials, the work done before requiring administrator privileges would have to

be undone because the task could not be seen though to the end.

6. Scanning Attacks

In the field of computer networking and security, the FTP bounce attack is an exploit of

the FTP protocol whereby an attacker is able to use the PORT command to request access

to ports indirectly through the use of the victim machine as a middle man for the request.

This technique can be used to port scan hosts discreetly, and to access specific ports that

the attacker cannot access through a direct connection. Nmap is a port scanner that can

utilize an FTP bounce attack to scan other servers. Nowadays, nearly all FTP server

programs are configured by default to refuse PORT commands that would connect to any

host but the originating host, thwarting FTP bounce attacks.

7. Intrusion Detection System

An Intrusion detection system (IDS) is software and/or hardware designed to detect

unwanted attempts at accessing, manipulating, and/or disabling of computer systems,
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mainly through a network, such as the Internet. These attempts may take the form of

attacks, as examples, by crackers, malware and/or disgruntled employees. An IDS cannot

directly detect attacks within properly encrypted traffic. An intrusion detection system is

used to detect several types of malicious behaviors that can compromise the security and

trust of a computer system. This includes network attacks against vulnerable services,

data driven attacks on applications, host based attacks such as privilege escalation,

unauthorized logins and access to sensitive files, and malware (viruses, trojan horses, and

worms). An IDS can be composed of several components: Sensors which generate

security events, a Console to monitor events and alerts and control the sensors, and a

central Engine that records events logged by the sensors in a database and uses a system

of rules to generate alerts from security events received. There are several ways to

categorize an IDS depending on the type and location of the sensors and the methodology

used by the engine to generate alerts. In many simple IDS implementations all three

components are combined in a single device or appliance.

8. Security Management

Network management refers to the activities, methods, procedures, and tools that pertain

to the operation, administration, maintenance, and provisioning of networked systems.

 Operation deals with keeping the network (and the services that the network provides) up and

running smoothly. It includes monitoring the network to spot problems as soon as possible,

ideally before users are affected.

 Administration deals with keeping track of resources in the network and how they are

assigned. It includes all the "housekeeping" that is necessary to keep the network under

control.

 Maintenance is concerned with performing repairs and upgrades - for example, when

equipment must be replaced, when a router needs a patch for an operating system image,

when a new switch is added to a network. Maintenance also involves corrective and

preventive measures to make the managed network run "better", such as adjusting device

configuration parameters.

 Provisioning is concerned with configuring resources in the network to support a given

service. For example, this might include setting up the network so that a new customer can

receive voice service.
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Functions that are performed as part of network management accordingly include

controlling, planning, allocating, deploying, coordinating, and monitoring the resources of

a network, network planning, frequency allocation, predetermined traffic routing to

support load balancing, cryptographic key distribution authorization, configuration

management, fault management, security management, performance management,

bandwidth management, and accounting management. A large number of access methods

exist to support network and network device management. Access methods include the

SNMP, Command Line Interfaces (CLIs), custom XML, CMIP, Windows Management

Instrumentation (WMI), Transaction Language 1, CORBA, netconf, and the Java

Management Extensions - JMX. Schemas include the WBEM and the Common

Information Model amongst others. Data for network management is collected through

several mechanisms, including agents installed on infrastructure, synthetic monitoring

that simulates transactions, logs of activity, sniffers and real user monitoring. In the past

network management mainly consisted of monitoring whether devices were up or down;

today performance management has become a crucial part of the IT team's role which

brings about a host of challenges -- especially for global organizations

Topic : Access Control And Site Security

Topic Objective:

At the end of the topic the students will be able to:

 Understand Physical access

 Explain Access control system operation

 Elaborate Credential

 Evaluate Access control system components

 Examine Security risks

 Analyze Computer security

 Define Identification and authentication (I&A)

 Describe Authorization
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 Identify Accountability

 Know about Shoulder Surfing

 Learn about Wi-Fi

Definition/Overview:

Access control: Access control is the ability to permit or deny the use of a particular resource

by a particular entity. Access control mechanisms can be used in managing physical

resources (such as a movie theater, to which only ticketholders should be admitted), logical

resources (a bank account, with a limited number of people authorized to make a

withdrawal), or digital resources (for example, a private text document on a computer, which

only certain users should be able to read). Item control or electronic key management is an

area within (and possibly integrated with) an access control system which concerns the

managing of possession and location of small assets or physical (mechanical) keys.

Key Points:

1. Physical access

Physical access by a person may be allowed depending on payment, authorization, etc.

Also there may be one-way traffic of people. These can be enforced by personnel such as

a border guard, a doorman, a ticket checker, etc., or with a device such as a turnstile.

There may be fences to avoid circumventing this access control. An alternative of access

control in the strict sense (physically controlling access itself) is a system of checking

authorized presence, see e.g. Ticket controller (transportation). A variant is exit control,

e.g. of a shop (checkout) or a country. In physical security, the term access control refers

to the practice of restricting entrance to a property, a building, or a room to authorized

persons. Physical access control can be achieved by a human (a guard, bouncer, or

receptionist), through mechanical means such as locks and keys, or through technological

means such as access control systems like the Access control vestibule. Within these

environments, physical key management may also be employed as a means of further

managing and monitoring access to mechanically keyed areas or access to certain small

assets.
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Physical access control is a matter of who, where, and when. An access control system

determines who is allowed to enter or exit, where they are allowed to exit or enter, and

when they are allowed to enter or exit. Historically this was partially accomplished

through keys and locks. When a door is locked only someone with a key can enter

through the door depending on how the lock is configured. Mechanical locks and keys do

not allow restriction of the key holder to specific times or dates. Mechanical locks and

keys do not provide records of the key used on any specific door and the keys can be

easily copied or transferred to an unauthorized person. When a mechanical key is lost or

the key holder is no longer authorized to use the protected area, the locks must re-key.

Electronic access control uses computers to solve the limitations of mechanical locks and

keys. A wide range of credentials can be used to replace mechanical keys. The electronic

access control system grants access based on the credential presented. When access is

granted, the door is unlocked for a predetermined time and the transaction is recorded.

When access is refused, the door remains locked and the attempted access is recorded.

The system will also monitor the door and alarm if the door is forced open or held open

too long after being unlocked.

2. Access control system operation

When a credential is presented to a reader, the reader sends the credentials information,

usually a number, to a control panel, a highly reliable processor. The control panel

compares the credential's number to an access control list, grants or denies the presented

request, and sends a transaction log to a database. When access is denied based on the

access control list, the door remains locked. If there is a match between the credential and

the access control list, the control panel operates a relay that in turn unlocks the door. The

control panel also ignores a door open signal to prevent an alarm. Often the reader

provides feedback, such as a flashing red LED for an access denied and a flashing green

LED for an access granted. The above description illustrates a single factor transaction.

Credentials can be passed around, thus subverting the access control list. For example,

Alicehas access rights to the server room but Bob does not. Alice either gives Bob her

credential or Bob takes it; he now has access to the server room. To prevent this, two-

factor authentication can be used. In a two factor transaction, the presented credential and

a second factor are needed for access to be granted. The second factor can be a PIN, a
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second credential, operator intervention, or a biometric input. Often the factors are

characterized as

 Something you have, such as an access badge or passcard,

 Something you know, e.g. a PIN, or

 Something you are, typically a biometric input.

3. Credential

A credential is something you know, such as number or PIN, something you have, such as

an access badge, something you are, such as a biometric feature, or some combination of

these. The typical credential is an access card, key fob, or other key. There are many card

technologies including magnetic stripe, bar code, Wiegand, 125 kHz proximity, contact

smart cards, and contactless smart cards. Typical biometric technologies include

fingerprint, facial recognition, iris recognition, retinal scan, voice, and hand geometry.

4. Access control system components

An access control point, which can be a door, turnstile, parking gate, elevator, or other

physical barrier where granting access can be electrically controlled. Typically the access

point is a door. An electronic access control door can contain several elements. At its

most basic there is a stand-alone electronic lock. In larger applications involving more

than one door electric strikes or magnetic locks are used. The lock is unlocked by an

operator with a switch. To automate this, operator intervention is replaced by a reader.

The reader could be a keypad where a code is entered, it could be a card reader, or it

could be a biometric reader. Readers do not usually make an access decision but send a

card number to an access control panel that verifies the number against an access list. To

monitor the door position a magnetic door switch is used. In concept the door switch is

not unlike those on refrigerators or car doors. Generally only entry is controlled and exit

is uncontrolled. In cases where exit is also controlled a second reader is used on the

opposite side of the door. In cases where exit is not controlled, free exit, a device called a

request-to-exit (REX) is used. Request-to-exit devices can be a pushbutton or a motion

detector. When the button is pushed or the motion detector detects motion at the door, the

door alarm is temporarily ignored while the door is opened. Exiting a door without having

to electrically unlock the door is called mechanical free egress. This is an important safety
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feature. In cases where the lock must be electrically unlocked on exit, the request-to-exit

device also unlocks the door.

5. Security risks

 The most common security risk/breach of an access control system is through "tailgating" or

"piggybacking (security)" which refers to the practice of an unauthorized person following an

authorized person through an opened door. Tailgating implies that the person who received

authorization is not aware that another person has followed them through the door, while

piggybacking implies that the credentialed person has agreed to let another person through

the open door.

 There is a risk that an intruder could open a door by accessing exit button wiring. In most

cases exit button provides a normally open input. If the intruder shorted the exit button input,

the electric lock would unlock because the system would think that the exit button was

pushed, and no alarm would be generated because most access control systems discard exit

button events as unimportant.

 The intruder could also open a door by shorting the door contact wires and cutting the wires

going to the electric lock or, depending on the type of the lock, providing power to it from a

portable source. The door contact input provides a normally closed contact, therefore if the

wires were shorted no door open alarm would be generated.

These two intrusion options are possible in both door wiring configurations:

 In "Home run" configuration one control panel is used to control multiple doors. As the

distance between the control panel and the doors increases, an intruder has more chances to

find access to the wires. The threats may be reduced by employing resistor supervision,

digitally supervised inputs and external digitally controlled relays.

 Distributed configuration with intelligent readers may be even easier to compromise if special

protection measures are not taken: by removing the reader from the wall an intruder can gain

access to all the wiring. Of course tamper alarm most likely would be triggered, but that

would not prevent the intruder from opening the door. One option to eliminate this risk is

NOT to use intelligent readers in high-risk areas like outside doors or gates. The second

option is to install a special input/output module for controlling door hardware. Instead of

being controlled directly by the reader, door contact, exit button and electric lock are

connected to the input/output module, which is located on the secure side of the door. In such

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

18
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



case the intruder would gain access only to the communication cable going from the reader

the input/output module and would not be able to unlock the door by shorting or cutting the

wires. Possibilities of manipulating the input/output module via the communication cable are

very low as in most cases proprietary protocols are used, the data is encrypted and modules

are configured to communicate only with their host readers.

6. Computer security

In computer security, access control includes authentication, authorization and audit. It

also includes measures such as physical devices, including biometric scans and metal

locks, hidden paths, digital signatures, encryption, social barriers, and monitoring by

humans and automated systems. In any access control model, the entities that can perform

actions in the system are called subjects, and the entities representing resources to which

access may need to be controlled are called objects (see also Access Control Matrix).

Subjects and objects should both be considered as software entities, rather than as human

users: any human user can only have an effect on the system via the software entities that

they control. Although some systems equate subjects with user IDs, so that all processes

started by a user by default have the same authority, this level of control is not fine-

grained enough to satisfy the Principle of least privilege, and arguably is responsible for

the prevalence of malware in such systems (see computer insecurity). In some models, for

example the object-capability model, any software entity can potentially act as both a

subject and object. Access control models used by current systems tend to fall into one of

two classes: those based on capabilities and those based on access control lists (ACLs). In

a capability-based model, holding an unforgeable reference or capability to an object

provides access to the object (roughly analogous to how possession of your house key

grants you access to your house); access is conveyed to another party by transmitting such

a capability over a secure channel. In an ACL-based model, a subject's access to an object

depends on whether its identity is on a list associated with the object (roughly analogous

to how a bouncer at a private party would check your ID to see if your name is on the

guest list); access is conveyed by editing the list. (Different ACL systems have a variety

of different conventions regarding who or what is responsible for editing the list and how

it is edited.) Both capability-based and ACL-based models have mechanisms to allow

access rights to be granted to all members of a group of subjects (often the group is itself
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modeled as a subject). Access control systems provide the essential services of

identification and authentication (I&A), authorization, and accountability where:

 identification and authentication determine who can log on to a system, and the association of

users with the software subjects that they are able to control as a result of logging in;

 authorization determines what a subject can do;

 accountability identifies what a subject (or all subjects associated with a user) did.

7. Identification and authentication (I&A)

Identification and authentication (I&A) is the process of verifying that an identity is

bound to the entity that asserts it. The I&A process assumes that there was an initial

vetting of the identity, during which an authenticator was established. Subsequently, the

entity asserts an identity together with an authenticator as a means for validation. The

only requirements for the identifier is that it must be unique within its security domain.

Authenticators are commonly based on at least one of these four factors:

 Something you know, such as a password or a personal identification number (PIN). This

assumes that only the owner of the account knows the password or PIN needed to access the

account.

 Something you have, such as a smart card or security token. This assumes that only the owner

of the account has the necessary smart card or token needed to unlock the account.

 Something you are, such as fingerprint, voice, retina, or iris characteristics.

 Where you are, for example inside or outside a company firewall, or proximity of login

location to a personal GPS device.

8. Authorization

Authorization applies to subjects rather than to users (the association between a user and

the subjects initially controlled by that user having been determined by I&A).

Authorization determines what a subject can do on the system.

9. Accountability
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Accountability uses such system components as audit trails (records) and logs to associate

a subject with its actions. The information recorded should be sufficient to map the

subject to a controlling user. Audit trails and logs are important for

 Detecting security violations

 Re-creating security incidents

10. Shoulder Surfing

In computer security, shoulder surfing refers to using direct observation techniques, such

as looking over someone's shoulder, to get information. Shoulder surfing is particularly

effective in crowded places because it's relatively easy to observe someone as they:

 fill out a form

 enter their PIN at an automated teller machine or a POS Terminal

 use a calling card at a public pay phone

 enter passwords at a cybercafe, public and university libraries, or airport kiosks.

 enter a digit code for a rented locker in a public place such as a swimming pool or airport.

Shoulder surfing can also be done at a distance using binoculars or other vision-

enhancing devices. Inexpensive, miniature closed-circuit television cameras can be

concealed in ceilings, walls or fixtures to observe data entry. To prevent shoulder surfing,

it is advised to shield paperwork or the keypad from view by using one's body or cupping

one's hand. Recent automated teller machines now have a sophisticated display which

discourages shoulder surfers. It grows darker beyond a certain viewing angle, and the

only way to tell what is displayed on the screen is to stand directly in front of it. Certain

models of credit card readers have the keypad recessed, and employ a rubber shield that

surrounds a significant part of the opening towards the keypad. This makes shoulder-

surfing significantly harder, as seeing the keypad is limited to a much more direct angle

than previous models. Taken further, some keypads alter the physical location of the keys

after each keypress. For example the digit 1 may be the upper left on the first press, then

moves to the bottom right for the second. Also, security cameras are not allowed to be
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placed directly above an ATM. POS Terminals often available in shops, supermarkets and

petrol stations are more difficult to use in a way that prevents shoulder surfing as they are

often located in plain view on counters. It is good practice to shield the keypad with one

hand while entering digits with your other hand. An example of shoulder surfing is when

renting a public locker, some people may choose a four digit PIN code which is the same

as that for their credit or bank access card. A thief who obtains the locker code by

shoulder surfing could then access the locker and take and use the credit or bank access

card until the card account is blocked.

11. Wi-Fi

Wi-Fi (IPA: /ˈwaɪfaɪ/) is a trademark of the Wi-Fi Alliance, founded in 1999 as Wireless

Ethernet Compatibility Alliance (WECA), comprising more than 300 companies, whose

products are certified by the Wi-Fi Alliance, based on the IEEE 802.11 standards (also

called Wireless LAN (WLAN) and Wi-Fi). This certification warrants interoperability

between different wireless devices. The alliance was founded because many products did

not correctly implement IEEE 802.11 and some included proprietary extensions. This led

to incompatibilities between products from different manufacturers. The Wi-Fi Alliance

tests the wireless components to their own terms of reference. Products that pass become

Wi-Fi certified and may carry the Wi-Fi logo. Only products of Wi-Fi Members are

tested, because they pay membership and per-item fees. Absence of the Wi-Fi logo does

not necessarily mean non-compliance with the standard. In France, Poland, the United

States, and some other countries, the term Wi-Fi often is used by the public as a synonym

for wireless Internet (WLAN); but not every wireless Internet product has a Wi-Fi

certification, which may be because of certification costs that must be paid for each

certified device type. Wi-Fi certification is provided for technology used in home

networks, mobile phones, video games, and other devices that require wireless

networking. It covers IEEE 802.11 standards, including 802.11a, 802.11b, 802.11g, and

802.11n. Wi-Fi is supported by most personal computer operating systems, many game

consoles, laptops, smartphones, printers, and other peripherals.
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Topic : Review Of Tcp/Ip Internetworking

Topic Objective:

At the end of the topic the students will be able to:

 Understand Networking models

 Know about Frame Organization

 Learn about Switching Decision

 Explain Internet

 Evaluate Frames and Packets

 Elaborate TCP/IP Standards

 Examine OSI Layers

 Define WAN Protocol architecture

 Describe IEEE 802 LAN architecture

 Analyze Transport Layers

 Highlight Internet Protocol

 Understand Transmission Control Protocol

 Identify HTML and HTTP at the Application Layer

 Learn about Application Layer

Definition/Overview:

Internetworking involves connecting two or more computer networks via gateways using a

common routing technology. The result is called an internetwork (often shortened to

internet). The most notable example of internetworking is the Internet (capitalized), a

network of networks based on many underlying hardware technologies, but unified by an

internetworking protocol standard, the Internet Protocol Suite (TCP/IP). The network

elements used to connect individual networks are known as routers, but were originally called

gateways, a term that was deprecated in this context, due to confusion with functionally

different devices using the same name. The interconnection of networks with bridges (link

layer devices) is sometimes incorrectly termed "internetworking", but the resulting system is

simply a larger, single sub network, and no internetworking protocol (such as IP) is required

to traverse it. However, a single computer network may be converted into an internet work by
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dividing the network into segments and then adding routers between the segments. The

original term for an internet work was catenet. Internetworking started as a way to connect

disparate types of networking technology, but it became widespread through the developing

need to connect two or more local area networks via some sort of wide area network. The

definition now includes the connection of other types of computer networks such as personal

area networks. The Internet Protocol is designed to provide an unreliable (i.e., not

guaranteed) packet service across the network. The architecture avoids intermediate network

elements maintaining any state of the network. Instead, this function is assigned to the

endpoints of each communication session. To transfer data reliably, applications must utilize

an appropriate Transport Layer protocol, such as Transmission Control Protocol (TCP),

which provides a reliable stream. Some applications use a simpler, connection-less transport

protocol, User Datagram Protocol (UDP), for tasks which do not require reliable delivery of

data or that require real-time service, such as video streaming.

Key Points:

1. Networking models

Two architectural models are commonly used to describe the protocols and methods used

in internetworking. The Open System Interconnection (OSI) reference model was

developed under the auspices of the International Organization for Standardization (ISO)

and provides a rigorous description for layering protocol functions from the underlying

hardware to the software interface concepts in user applications. Internetworking is

implemented in Layer 3 (Network Layer) of the model. The Internet Protocol Suite, also

called the TCP/IP model, of the Internet was not designed to conform to this model and

does not refer to it in any of the normative specifications (Requests for Comment) and

Internet standards. Despite similar appearance as a layered model, it uses a much less

rigorous, loosely defined architecture that concerns itself only with the aspects of

networking. It does not discuss hardware-specific low-level interfaces, and assumes

availability of a Link Layer interface to the local network link to which the host is

connected. Internetworking is facilitated by the protocols of its Internet Layer.

2. Frame Organization
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Frame analysis is a multi-disciplinary social science research method used to analyze how

people understand situations and activities. The concept is generally attributed to the

work of Erving Goffman and his 1974 book Frame analysis: An essay on the organization

of experience and has been developed in social movement theory, policy studies and

elsewhere. Framing theory and frame analysis is a broad theoretical approach that has

been used in communication studies, news, politics, and social movements among other

applications. "Framing is the process by which a communication source, such as a news

organization, defines and constructs a political issue or public controversy". Framing has

been utilized to explain the process of social movements. Movements are carriers of

beliefs and ideologies. In addition, they are part of the process of constructing meaning

for participants and opposers (Snow & Benford, 1988). Mass movements are said to be

successful when the frames projected align with the frames of participants to produce

resonance between the two parties. This is a process known as frame alignment.

Snow and Benford say that frame alignment is an important element in social

mobilization or movement. They argue that when individual frames become linked in

congruency and complementariness, that "frame alignment" occurs (p. 198; Snow et al.

1986, p. 464), producing "frame resonance", which is key to the process of a group

transitioning from one frame to another (although not all framing efforts are successful).

The conditions that affect or constrain framing efforts are:

 "The robustness, completeness, and thoroughness of the framing effort". Snow and Benford

identify three core framing tasks and the degree to which these tasks are attended to will

determine participant mobilization. The three tasks are: a) diagnostic framing for the

identification of a problem and assignment of blame, b) prognostic framing to suggest

solutions, strategies, and tactics to a problem, and c) motivational framing that serves as a call

to arms or rationale for action.

 The relationship between the proposed frame and the larger belief system; centrality the

frame cannot be of low hierarchical significance and salience within the larger belief system.

Its range and interrelatedness if the frame is linked to only one core belief or value that, in

itself, is of limited range within the larger belief system, the frame has a high degree of being

discounted.

 Relevance of the frame to the realities of the participants; a frame must be relevant to

participants and inform them. Relevancy can be constrained by empirical credibility or
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testability, it relates to participant experience, and has narrative fidelity, that is, it fits in with

existing cultural myths and narrations.

 Cycles of protest the point at which the frame emerges on the timeline of the current era and

existing preoccupations with social change. Framing efforts may be affected by previous

frames.

Snow and Benford propose that once proper frames are constructed as described above,

large-scale changes in society such as those necessary for social movement can be

achieved through frame alignment.

3. Switching Decision

In computer programming, a switch statement is a type of control statement that exists in

most modern imperative programming languages (e.g., Pascal, C, C++, C#, and Java). Its

purpose is to allow the value of a variable or expression to control the flow of program

execution. In some other programming languages, a statement that is syntactically

different but conceptually the same as the switch statement is known as a case statement

or a select statement. In most languages, a switch statement is defined across many

individual statements. A typical syntax is that the first line contains the actual word

"switch" followed by either the name of a variable or some other expression allowed by

the language's syntax. This variable or expression is usually referred to as the "control

variable" of the switch statement. After this line, following lines define one or more

blocks of code that represent possible branches that program execution may take. Each

block begins with a line containing the case keyword followed by a value that the control

variable may have. If the value of the control variable matches this value, program

execution will jump to that block of code. If not, the value specified in the next block (if

present) is examined and the process repeats. An optional special block is also allowed,

which does not specify any value and which begins with the default keyword instead of

the case keyword. If this block is present and if none of the values listed for any other

block matches that of the control variable, program execution will jump to the statement

following the default keyword.
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The method of terminating a block is also of note. Typically, a break keyword is used to

signal the end of the block. When encountered, this keyword causes program execution to

continue with the first statement after the series of statements within the switch statement,

thus completing execution of the switch statement. If no break keyword is present at the

end of the block, in many languages program execution "falls through" to the code

associated with the next block in the switch statement, as if its value also matched the

value of the control variable. Notable exceptions include C#, in which fallthrough is not

permitted unless the block is empty and all blocks must be terminated via a break, or by

using another keyword. Similarly, almost all BASIC dialects that feature this type of

statement do not allow fallthrough.

4. Internet

The complex communications infrastructure of the Internet consists of its hardware

components and a system of software layers that control various aspects of the

architecture. While the hardware can often be used to support other software systems, it is

the design and the rigorous standardization process of the software architecture that

characterizes the Internet. The responsibility for the architectural design of the Internet

software systems has been delegated to the Internet Engineering Task Force (IETF). The

IETF conducts standard-setting work groups, open to any individual, about the various

aspects of Internet architecture. Resulting discussions and final standards are published in

Requests for Comments (RFCs), freely available on the IETF web site. The principal

methods of networking that enable the Internet are contained in a series of RFCs that

constitute the Internet Standards. These standards describe a system known as the Internet

Protocol Suite. This is a model architecture that divides methodsinto a layered system of

protocols (RFC 1122, RFC 1123). The layers correspond to the environment or scope in

which their services operate. At the top is the space (Application Layer) of the software

application, e.g., a web browser application, and just below it is the Transport Layer

which connects applications on different hosts via the network (e.g., client-server model).

The underlying network consists of two layers: the Internet Layer which enables

computers to connect to one-another via intermediate (transit) networks and thus is the

layer that establishes internetworking and the Internet, and lastly, at the bottom, is a

software layer that provides connectivity between hosts on the same local link (therefor
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called Link Layer), e.g., a local area network (LAN) or a dial-up connection. This model

is also known as the TCP/IP model of networking. While other models have been

developed, such as the Open Systems Interconnection (OSI) model, they are not

compatible in the details of description, nor implementation.

The most prominent component of the Internet model is the Internet Protocol (IP) which

provides addressing systems for computers on the Internet and facilitates the

internetworking of networks. IP Version 4 (IPv4) is the initial version used on the first

generation of the today's Internet and is still in dominant use. It was designed to address

up to ~4.3 billion (109) Internet hosts. However, the explosive growth of the Internet has

led to IPv4 address exhaustion. A new protocol version, IPv6, was developed which

provides vastly larger addressing capabilities and more efficient routing of data traffic.

IPv6 is currently in commercial deployment phase around the world. IPv6 is not

interoperable with IPv4. It essentially establishes a "parallel" version of the Internet not

accessible with IPv4 software. This means software upgrades are necessary for every

networking device that needs to communicate on the IPv6 Internet. Most modern

computer operating systems are already converted to operate with both versions of the

Internet Protocol. Network infrastructures, however, are still lagging in this development.

5. Frames and Packets

In information technology, a packet is a formatted unit of data carried by a packet mode

computer network. Computer communications links that do not support packets, such as

traditional point-to-point telecommunications links, simply transmit data as a series of

bytes, characters, or bits alone. When data is formatted into packets, the bitrate of the

communication medium can better be shared among users than if the network were circuit

switched. By using packet switched networking it is also harder to guarantee a lowest

possible bitrate. A packet consists of two kinds of data: control information and user data

(also known as payload). The control information provides data the network needs to

deliver the user data, for example: source and destination addresses, error detection codes

like checksums, and sequencing information. Typically, control information is found in

packet headers and trailers, with user data in between. Different communications

protocols use different conventions for distinguishing between the elements and for

formatting the data. In Binary Synchronous Transmission, the packet is formatted in 8-bit

bytes, and special characters are used to delimit the different elements. Other protocols,
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like Ethernet, establish the start of the header and data elements by their location relative

to the start of the packet. Some protocols format the information at a bit level instead of a

byte level. A good analogy is to consider a packet to be like a letter: the header is like the

envelope, and the data area is whatever the person puts inside the envelope. A difference,

however, is that some networks can break a larger packet into smaller packets when

necessary (note that these smaller data elements are still formatted as packets).

6. TCP/IP Standards

The Internet Protocol Suite (commonly known as TCP/IP) is the set of communications

protocols used for the Internet and other similar networks. It is named from two of the

most important protocols in it: the Transmission Control Protocol (TCP) and the Internet

Protocol (IP), which were the first two networking protocols defined in this standard.

Today's IP networking represents a synthesis of several developments that began to

evolve in the 1960s and 1970s, namely the Internet and LANs (Local Area Networks),

which emerged in the mid- to late-1980s, together with the advent of the World Wide

Web in the early 1990s. The Internet Protocol Suite, like many protocol suites, may be

viewed as a set of layers. Each layer solves a set of problems involving the transmission

of data, and provides a well-defined service to the upper layer protocols based on using

services from some lower layers. Upper layers are logically closer to the user and deal

with more abstract data, relying on lower layer protocols to translate data into forms that

can eventually be physically transmitted. The TCP/IP model consists of four layers (RFC

1122). From lowest to highest, these are the Link Layer, the Internet Layer, the Transport

Layer, and the Application Layer.

7. OSI Layers

The Open Systems Interconnection Reference Model (OSI Reference Model or OSI

Model) is an abstract description for layered communications and computer network

protocol design. It was developed as part of the Open Systems Interconnection (OSI)

initiative. In its most basic form, it divides network architecture into seven layers which,

from top to bottom, are the Application, Presentation, Session, Transport, Network, Data-

Link, and Physical Layers. It is therefore often referred to as the OSI Seven Layer Model.

A layer is a collection of conceptually similar functions that provide services to the layer

above it and receives service from the layer below it. For example, a layer that provides
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error-free communications across a network provides the path needed by applications

above it, while it calls the next lower layer to send and receive packets that make up the

contents of the path.

7.1. Layer 7: Application Layer

The application layer is the OSI layer closest to the end user, which means that both

the OSI application layer and the user interact directly with the software application.

This layer interacts with software applications that implement a communicating

component. Such application programs fall outside the scope of the OSI model.

Application layer functions typically include identifying communication partners,

determining resource availability, and synchronizing communication. When

identifying communication partners, the application layer determines the identity and

availability of communication partners for an application with data to transmit. When

determining resource availability, the application layer must decide whether sufficient

network resources for the requested communication exist. In synchronizing

communication, all communication between applications requires cooperation that is

managed by the application layer. Some examples of application layer

implementations include Telnet, File Transfer Protocol (FTP) , and Simple Mail

Transfer Protocol (SMTP).

7.2. Layer 6: Presentation Layer

The Presentation Layer establishes a context between Application Layer entities, in

which the higher-layer entities can use different syntax and semantics, as long as the

Presentation Service understands both and the mapping between them. The

presentation service data units are then encapsulated into Session Protocol Data Units,

and moved down the stack. This layer provides independence from differences in data

representation (e.g., encryption) by translating from application to network format,

and vice versa. The presentation layer works to transform data into the form that the

application layer can accept. This layer formats and encrypts data to be sent across a

network, providing freedom from compatibility problems. It is sometimes called the

syntax layer. The original presentation structure used the Basic Encoding Rules of

Abstract Syntax Notation One (ASN.1), with capabilities such as converting an

EBCDIC-coded text file to an ASCII-coded file, or serializing objects and other data
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structures into and out of XML. ASN.1 has a set of cryptographic encoding rules that

allows end-to-end encryption between application entities.

7.3. Layer 5: Session Layer

The Session Layer controls the dialogues/connections (sessions) between computers.

It establishes, manages and terminates the connections between the local and remote

application. It provides for full-duplex, half-duplex, or simplex operation, and

establishes checkpointing, adjournment, termination, and restart procedures. The OSI

model made this layer responsible for "graceful close" of sessions, which is a property

of TCP, and also for session checkpointing and recovery, which is not usually used in

the Internet Protocol Suite. The Session Layer is commonly implemented explicitly in

application environments that use remote procedure calls (RPCs).

7.4. Layer 4: Transport Layer

The Transport Layer provides transparent transfer of data between end users,

providing reliable data transfer services to the upper layers. The Transport Layer

controls the reliability of a given link through flow control,

segmentation/desegmentation, and error control. Some protocols are state and

connection oriented. This means that the Transport Layer can keep track of the

segments and retransmit those that fail. Although not developed under the OSI

Reference Model and not strictly conforming to the OSI definition of the Transport

Layer, the best known examples of a Layer 4 protocol are the Transmission Control

Protocol (TCP) and User Datagram Protocol (UDP). Of the actual OSI protocols,

there are five classes of transport protocols ranging from class 0 (which is also known

as TP0 and provides the least error recovery) to class 4 (which is also known as TP4

and is designed for less reliable networks, similar to the Internet). Class 0 contains no

error recovery, and was designed for use on network layers that provide error-free

connections. Class 4 is closest to TCP, although TCP contains functions, such as the

graceful close. Perhaps an easy way to visualize the Transport Layer is to compare it

with a Post Office, which deals with the dispatch and classification of mail and

parcels sent. Do remember, however, that a post office manages the outer envelope of

mail. Higher layers may have the equivalent of double envelopes, such as

cryptographic presentation services that can be read by the addressee only. Roughly
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speaking, tunneling protocols operate at the Transport Layer, such as carrying non-IP

protocols such as IBM's SNA or Novell's IPX over an IP network, or end-to-end

encryption with IPsec. While Generic Routing Encapsulation (GRE) might seem to be

a Network Layer protocol, if the encapsulation of the payload takes place only at

endpoint, GRE becomes closer to a transport protocol that uses IP headers but

contains complete frames or packets to deliver to an endpoint. L2TP carries PPP

frames inside transport packet.

7.5. Layer 3: Network Layer

The Network Layer provides the functional and procedural means of transferring

variable length data sequences from a source to a destination via one or more

networks, while maintaining the quality of service requested by the Transport Layer.

The Network Layer performs network routing functions, and might also perform

fragmentation and reassembly, and report delivery errors. Routers operate at this

layersending data throughout the extended network and making the Internet possible.

This is a logical addressing scheme values are chosen by the network engineer. The

addressing scheme is hierarchical. The best-known example of a Layer 3 protocol is

the Internet Protocol (IP). It manages the connectionless transfer of data one hop at a

time, from end system to ingress router, router to router, and from egress router to

destination end system. It is not responsible for reliable delivery to a next hop, but

only for the detection of errored packets so they may be discarded. When the medium

of the next hop cannot accept a packet in its current length, IP is responsible for

fragmenting the packet into sufficiently small packets that the medium can accept. A

number of layer management protocols, a function defined in the Management

Annex, ISO 7498/4, belong to the Network Layer. These include routing protocols,

multicast group management, Network Layer information and error, and Network

Layer address assignment. It is the function of the payload that makes these belong to

the Network Layer, not the protocol that carries them.

7.6. Layer 2: Data Link Layer
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The Data Link Layer provides the functional and procedural means to transfer data

between network entities and to detect and possibly correct errors that may occur in

the Physical Layer. Originally, this layer was intended for point-to-point and point-to-

multipoint media, characteristic of wide area media in the telephone system. Local

area network architecture, which included broadcast-capable multiaccess media, was

developed independently of the ISO work, in IEEE Project 802. IEEE work assumed

sublayering and management functions not required for WAN use. In modern

practice, only error detection, not flow control using sliding window, is present in

modern data link protocols such as Point-to-Point Protocol (PPP), and, on local area

networks, the IEEE 802.2 LLC layer is not used for most protocols on Ethernet, and,

on other local area networks, its flow control and acknowledgment mechanisms are

rarely used. Sliding window flow control and acknowledgment is used at the

Transport Layer by protocols such as TCP, but is still used in niches where X.25

offers performance advantages. Both WAN and LAN services arrange bits, from the

Physical Layer, into logical sequences called frames. Not all Physical Layer bits

necessarily go into frames, as some of these bits are purely intended for Physical

Layer functions. For example, every fifth bit of the FDDI bit stream is not used by the

Layer.

8. WAN Protocol architecture

Connection-oriented WAN data link protocols, in addition to framing, detect and may

correct errors. They also are capable of controlling the rate of transmission. A WAN Data

Link Layer might implement a sliding window flow control, and acknowledgment

mechanism to provide reliable delivery of frames; that is the case for SDLC and HDLC,

and derivatives of HDLC such as LAPB and LAPD.

9. IEEE 802 LAN architecture

Practical, connectionless LANs began with the pre-IEEE Ethernet specification, which is

the ancestor of IEEE 802.3. This layer manages the interaction of devices with a shared

medium, which is the function of a Media Access Control sublayer. Above this MAC

sublayer is the media-independent IEEE 802.2 Logical Link Control (LLC) sublayer,

which deals with addressing and multiplexing on multiaccess media. While IEEE 802.3 is

the dominant wired LAN protocol and IEEE 802.11 the wireless LAN protocol,
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obsolescent MAC layers include Token Ring and FDDI. The MAC sublayer detects but

does not correct errors.

9.1. Layer 1: Physical Layer

The Physical Layer defines the electrical and physical specifications for devices. In

particular, it defines the relationship between a device and a physical medium. This

includes the layout of pins, voltages, cable specifications, Hubs, repeaters, network

adapters, Host Bus Adapters (HBAs used in Storage Area Networks) and more. To

understand the function of the Physical Layer in contrast to the functions of the Data Link

Layer, think of the Physical Layer as concerned primarily with the interaction of a single

device with a medium, where the Data Link Layer is concerned more with the

interactions of multiple devices (i.e., at least two) with a shared medium. The Physical

Layer will tell one device how to transmit to the medium, and another device how to

receive from it (in most cases it does not tell the device how to connect to the medium).

Standards such as RS-232 do use physical wires to control access to the medium. The

major functions and services performed by the Physical Layer are:

o Establishment and termination of a connection to a communications medium.

o Participation in the process whereby the communication resources are effectively shared

among multiple users. For example, contention resolution and flow control.

o Modulation, or conversion between the representation of digital data in user equipment and

the corresponding signals transmitted over a communications channel. These are signals

operating over the physical cabling (such as copper and optical fiber) or over a radio link.

Parallel SCSI buses operate in this layer although it must be remembered that the

logical SCSI protocol is a Transport Layer protocol that runs over this bus. Various

Physical Layer Ethernet standards are also in this layer; Ethernet incorporates both

this layer and the Data Link Layer. The same applies to other local-area networks,

such as Token ring, FDDI, and IEEE 802.11, as well as personal area networks such

as Bluetooth and IEEE 802.15.4.

10. Transport Layers
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The Transport Layer is responsible for delivering data to the appropriate application

process on the host computers. This involves statistical multiplexing of data from

different application processes, i.e. forming data packets, and adding source and

destination port numbers in the header of each Transport Layer data packet. Together

with the source and destination IP address, the port numbers constitutes a network socket,

i.e. an identification address of the process-to-process communication. In the OSI model,

this function is supported by the Session Layer. Some Transport Layer protocols, for

example TCP, but not UDP, support virtual circuits, i.e. provide connection oriented

communication over an underlying packet oriented datagram network. A byte-stream is

delivered while hiding the packet mode communication for the application processes.

This involves connection establishment, dividing of the data stream into packets called

segments, segment numbering and reordering of out-of order data. Finally, some

Transport Layer protocols, for example TCP, but not UDP, provide end-to-end reliable

communication, i.e. error recovery by means of error detecting code and automatic repeat

request (ARQ) protocol. The ARQ protocol also provides flow control, which may be

combined with congestion avoidance. UDP is a very simple protocol, and does not

provide virtual circuits, nor reliable communication, delegating these functions to the

application program. UDP packets are called datagrams, rather than segments.

TCP is used for many protocols, including HTTP web browsing and email transfer. UDP

may be used for multicasting and broadcasting, since retransmissions are not possible to a

large amount of hosts. UDP typically gives higher throughput and shorter latency, and is

therefore often used for real-time multimedia communication where packet loss

occasionally can be accepted, for example IP-TV and IP-telephony, and for online

computer games. In many non-IP-based networks, for example X.25, Frame Relay and

ATM, the connection oriented communication is implemented at network layer or data

link layer rather than the Transport Layer. In X.25, in telephone network modems and in

wireless communication systems, reliable node-to-node communication is implemented at

lower protocol layers. The OSI/X.25 protocol suite defines five classes of the OSI

transport protocol, ranging from class 0 (which is also known as TP0 and provides the

least error recovery) to class 4 (which is also known as TP4 and is designed for less

reliable networks, similar to the Internet).

11. Internet Protocol
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The Internet Protocol (IP) is a protocol used for communicating data across a packet-

switched internetwork using the Internet Protocol Suite, also referred to as TCP/IP. IP is

the primary protocol in the Internet Layer of the Internet Protocol Suite and has the task

of delivering distinguished protocol datagrams (packets) from the source host to the

destination host solely based on their addresses. For this purpose, the Internet Protocol

defines addressing methods and structures for datagram encapsulation. The first major

version of addressing structure, now referred to as Internet Protocol Version 4 (IPv4) is

still the dominant protocol of the Internet, although the successor, Internet Protocol

Version 6 (IPv6) is being actively deployed worldwide. Data from an upper layer protocol

is encapsulated as packets/datagrams (the terms are basically synonymous in IP). Circuit

setup is not needed before a host may send packets to another host that it has previously

not communicated with (a characteristic of packet-switched networks), thus IP is a

connectionless protocol. This is in contrast to Public Switched Telephone Networks that

require the setup of a circuit before a phone call may go through (connection-oriented

protocol).

12. Transmission Control Protocol

The Transmission Control Protocol (TCP) is one of the core protocols of the Internet

Protocol Suite. TCP is so central that the entire suite is often referred to as "TCP/IP".

Whereas IP handles lower-level transmissions from computer to computer as a message

makes its way across the Internet, TCP operates at a higher level, concerned only with the

two end systems, for example a Web browser and a Web server. In particular, TCP

provides reliable, ordered delivery of a stream of bytes from one program on one

computer to another program on another computer. Besides the Web, other common

applications of TCP include e-mail and file transfer. Among its management tasks, TCP

controls message size, the rate at which messages are exchanged, and network traffic

congestion.

13. HTML and HTTP at the Application Layer

Hypertext Transfer Protocol (HTTP) is an application-level protocol for distributed,

collaborative, hypermedia information systems. Its use for retrieving inter-linked

resources led to the establishment of the World Wide Web. HTTP development was

coordinated by the World Wide Web Consortium and the Internet Engineering Task
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Force (IETF), culminating in the publication of a series of Requests for Comments

(RFCs), most notably RFC 2616, which defines HTTP/1.1, the version of HTTP in

common use. HTTP is a request/response standard between a client and a server. A client

is the end-user, the server is the web site. The client making a HTTP requestusing a web

browser, spider, or other end-user toolis referred to as the user agent. The responding

serverwhich stores or creates resources such as HTML files and imagesis called the origin

server. In between the user agent and origin server may be several intermediaries, such as

proxies, gateways, and tunnels. HTTP is not constrained to using TCP/IP and its

supporting layers, although this is its most popular application on the Internet. Indeed

HTTP can be "implemented on top of any other protocol on the Internet, or on other

networks. HTTP only presumes a reliable transport; any protocol that provides such

guarantees can be used." Typically, an HTTP client initiates a request. It establishes a

Transmission Control Protocol (TCP) connection to a particular port on a host (port 80 by

default; see List of TCP and UDP port numbers). An HTTP server listening on that port

waits for the client to send a request message. Upon receiving the request, the server

sends back a status line, such as "HTTP/1.1 200 OK", and a message of its own, the body

of which is perhaps the requested resource, an error message, or some other information.

Resources to be accessed by HTTP are identified using Uniform Resource Identifiers

(URIs) (or, more specifically, Uniform Resource Locators (URLs)) using the http: or

https URI schemes.

14. Application Layer

The Application Layer is the top protocol layer in both major models of computer

networking, the OSI model and the TCP/IP model. In TCP/IP, the Application Layer

contains all protocols and methods that fall into the realm of process-to-process

communications via an Internet Protocol (IP) network using the Transport Layer

protocols to establish underlying host-to-host connections. In the OSI model, the

definition of the Application Layer is narrower, distinguishing explicit functionality on

top of the Transport Layer at two additional levels: Presentation Layer and Session Layer.

The common application layer services provide semantic conversion between associated

application processes. Note: Examples of common application services of general interest

include the virtual file, virtual terminal, and job transfer and manipulation protocols.
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In Section 2 of this course you will cover these topics:
Attack Methods

Firewalls

Host Security

Topic : Attack Methods

Topic Objective:

At the end of the topic the students will be able to:

 Explain Targeted System Penetration

 Understand IP Address Allocations

 Highlight Host Scanning

 Evaluate Network Scanning

 Elaborate Port Scanning

 Examine SYN scanning

 Analyze TCP scanning

 Define UDP scanning

 Describe ACK scanning

 Learn about Window scanning

 Know about FIN scanning

 Highlight Fingerprinting

 Explain Session Hijacking

 Identify Denial-of-Service (DoS) Attacks

 Elaborate Malicious Software

 Evaluate Antivirus Protection
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Definition/Overview:

As there are two main types of attack (wired and wireless), different material is to be used for

each of the two types. Attacks on wired networks require a great deal of computing power,

often even requiring the need of distributed computing. Attacks on wired networks of course

do not require any NICs or external antennae, yet often does have the need of a (broadband)

connection to the Internet. Attacks on wireless networks require a high power NIC and

usually a high-gain (directional) external antenna (to increase range as well as power output).

High power NICs fall in the range of the 300mW-cards. Examples can be found from

companies such as Demarc Technology Group.

Key Points:

1. Targeted System Penetration

A penetration test is a method of evaluating the security of a computer system or network

by simulating an attack from a malicious source, known as a Black Hat Hacker, or

Cracker. The process involves an active analysis of the system for any potential

vulnerabilities that may result from poor or improper system configuration, known and/or

unknown hardware or software flaws, or operational weaknesses in process or technical

countermeasures. This analysis is carried out from the position of a potential attacker, and

can involve active exploitation of security vulnerabilities. Any security issues that are

found will be presented to the system owner together with an assessment of their impact

and often with a proposal for mitigation or a technical solution. The intent of a

penetration test is to determine feasibility of an attack and the amount of business impact

of a successful exploit, if discovered. It is a component of a full security audit.

Penetration tests can be conducted in several ways. The most common difference is the

amount of knowledge of the implementation details of the system being tested that are

available to the testers. Black box testing assumes no prior knowledge of the

infrastructure to be tested. The testers must first determine the location and extent of the

systems before commencing their analysis. At the other end of the spectrum, white box

testing provides the testers with complete knowledge of the infrastructure to be tested,

often including network diagrams, source code, and IP addressing information. There are

also several variations in between, often known as gray box tests. Penetration tests may
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also be described as "full disclosure", "partial disclosure" or "blind" tests based on the

amount of information provided to the testing party.

The relative merits of these approaches are debated. Black box testing simulates an attack

from someone who is unfamiliar with the system. White box testing simulates what might

happen during an "inside job" or after a "leak" of sensitive information, where the

attacker has access to source code, network layouts, and possibly even some passwords.

The services offered by penetration testing firms span a similar range, from a simple scan

of an organization's IP address space for open ports and identification banners to a full

audit of source code for an application.

2. IP Address Allocations

An Internet Protocol (IP) address is a numerical identification (logical address) that is

assigned to devices participating in a computer network utilizing the Internet Protocol for

communication between its nodes. Although IP addresses are stored as binary numbers,

they are usually displayed in human-readable notations, such as 208.77.188.166 (for

IPv4), and 2001:db8:0:1234:0:567:1:1 (for IPv6). The role of the IP address has been

characterized as follows: "A name indicates what we seek. An address indicates where it

is. A route indicates how to get there." The original designers of TCP/IP defined an IP

address as a 32-bit number and this system, now named Internet Protocol Version 4

(IPv4), is still in use today. However, due to the enormous growth of the Internet and the

resulting depletion of the address space, a new addressing system (IPv6), using 128 bits

for the address, was developed. The Internet Protocol also has the task of routing data

packets between networks, and IP addresses specify the locations of the source and

destination nodes in the topology of the routing system. For this purpose, some of the bits

in an IP address are used to designate a subnetwork. (In CIDR notation, the number of

bits used for the subnet follows the IP address. E.g. 208.77.188.166/24) An IP address can

be private, for use on a LAN, or public, for use on the Internet or other WAN.

Early specifications intended IP addresses to each be uniquely assigned to a particular

computer or device. However, it was found that this was not always necessary as private

networks developed and address space needed to be conserved (IPv4 address exhaustion).
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RFC 1918 specifies private address spaces (also known as non-routable addresses) that

may be reused by anyone; today, such private networks typically connect to the Internet

through Network Address Translation (NAT). In addition, technologies such as anycast

addressing have been developed to allow multiple hosts at the same IP address but in

different portions of the Internet to service requests by network clients. The Internet

Assigned Numbers Authority (IANA) manages the global IP address space. IANA works

in cooperation with five Regional Internet Registries (RIRs) to allocate IP address blocks

to Local Internet Registries (Internet service providers) and other entities.

3. Host Scanning

Scanner Access Now Easy (SANE) is an application programming interface (API) that

provides standardized access to any raster image scanner hardware (flatbed scanner,

handheld scanner, video- and still-cameras, frame grabbers, etc.). The SANE API is

public domain and its discussion and development is open to everybody. It is commonly

used on Linux. SANE differs from TWAIN in that it is cleanly separated into frontends

(user programs) and backends (scanner drivers). Whereas a TWAIN driver handles the

user interface as well as communications with the scanner hardware, a SANE driver only

provides an interface with the hardware and describes a number of "options" which drive

each scan. These options specify parameters such as the resolution of the scan, the scan

area, colour model, etc. Each option has a name, and information about its type, units, and

range or possible values (e.g enumerated list). By convention, there are several "well

known" options that frontends can supply using convenient GUI interaction e.g. the scan

area options can be set by dragging a rectangular outline over a preview image. Other

options can be presented using GUI elements appropriate to their type e.g. sliders, drop-

down lists, etc. One consequence of this separation is that network scanning is easily

implemented with no special handling in either the frontends or backends. On a host with

a scanner, the saned daemon runs and handles network requests. On client machines a

"net" backend (driver) connects to the remote host to fetch the scanner options, and

perform previews and scans. The saned daemon acts as a frontend locally, but simply

passes requests and data between the network connections and the local scanner.

Similarly, the "net" backend passes requests and data between the local frontend and the

remote host. Various types of unsupervised batch scanning are also possible with a

minimum of support needed in the backend (driver). Many scanners support the
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attachment of document feeders which allow a large number of sheets of paper to be

automatically scanned in succession. Using the SANE API, the frontend simply has to

"play back" the same set of options for each scan, driving the document feed in between

scans to load the next sheet of paper. The frontend only has to obtain the set of options

from the user once.

4. Network Scanning

A vulnerability scanner is a computer program designed to search for and map systems

for weaknesses in an application, computer or network. Step 1, typically the scanner will

first look for active IP addresses, open ports, OSes and any applications running. Step 2,

It may at this point create a report or move to the next step. Step 3, try to determine the

patch level of the OS or applications. In this process the scanner can cause an exploit of

the vulnerability such as crash the OS or application. Step 4, the final phase the scanner

may attempt to exploit the vulnerability. Scanners may either be malicious or friendly.

Friendly scanners usually stop at step 2 and occasionally step 3 but never go to step 4.

Vulnerability Scanners can be used to conduct network reconnaissance, which is typically

carried out by a remote attacker attempting to gain information or access to a network on

which he is not authorized or allowed. Network reconnaissance is increasingly being used

to exploit various network standards and automated communication methods in order to

determine what types of computers are present, along with additional information about

those computers, such as the type and version of its operating system. This information

can be analyzed for known or recently discovered vulnerabilities that can be exploited to

gain access to secure networks and computers. Network reconnaissance is possibly one of

the most common applications of passive data analysis. Early generation techniques, such

as TCP/IP passive fingerprinting, have accuracy issues that tended to make it ineffective.

Today, numerous tools exist on the Internet that have been developed to make

reconnaissance easier and more effective.

5. Port Scanning

A port scanner is a piece of software designed to search a network host for open ports.

This is often used by administrators to check the security of their networks and by

crackers to compromise it. To portscan a host is to scan for listening ports on a single

target host. To portsweep is to scan multiple hosts for a specific listening port. The latter
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is typically used in searching for a specific service, for example, an SQL based computer

worm may port sweep looking for hosts listening on TCP/UDP port 1433.

6. SYN scanning

SYN scan is the most popular form of TCP scanning. Rather than use the operating

system's network functions, the port scanner generates raw IP packets itself, and monitors

for responses. This scan type is also known as "half-open scanning", because it never

actually opens a full TCP connection. The port scanner generates a SYN packet. If the

target port is open, it will respond with a SYN-ACK packet. The scanner host responds

with a RST packet, closing the connection before the handshake is completed. The use of

raw networking has several advantages, giving the scanner full control of the packets sent

and the timeout for responses, and allowing detailed reporting of the responses. There is

debate over which scan is less intrusive on the target host. SYN scan has the advantage

that the individual services never actually receive a connection while some services can

be crashed with a connect scan. However, the RST during the handshake can cause

problems for some network stacks, particularly simple devices like printers. There are no

conclusive arguments either way.

7. TCP scanning

The simplest port scanners use the operating system's network functions and is generally

the next option to go to when SYN is not a feasible option. Nmap calls this mode connect

scan, named after the Unix connect() system call. If a port is open the operating system

completes the TCP three-way handshake, and the port scanner immediately closes the

connection. Otherwise an error code is returned. This scan mode has the advantage that

the user doesn't require special privileges. However, using the OS network functions

prevents low-level control, so this scan type is less commonly used.

8. UDP scanning

UDP scanning is also possible, although there are technical challenges. UDP is a

connectionless protocol so there is no equivalent to a TCP SYN packet. However, if a

UDP packet is sent to a port that is not open, the system will respond with an ICMP port

unreachable message. Most UDP port scanners use this scanning method, and use the
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absence of a response to infer that a port is open. However, if a port is blocked by a

firewall, this method will falsely report that the port is open. If the port unreachable

message is blocked, all ports will appear open. This method is also affected by ICMP rate

limiting. An alternative approach is to send application-specific UDP packets, hoping to

generate an application layer response. For example, sending a DNS query to port 53 will

result in a response, if a DNS server is present. This method is much more reliable at

identifying open ports. However, it is limited to scanning ports for which an application

specific probe packet is available. Some tools (e.g. nmap) generally have probes for less

than 20 UDP services, while some commercial tools (e.g. nessus) have as many as 70. In

some cases, a service may be listening on the port, but configured not to respond to the

particular probe packet. To cope with the different limitations of each approach, some

scanners offer a hybrid method. For example, using nmap with the -sUV option will start

by using the ICMP port unreachable method, marking all ports as either "closed" or

"open|filtered". The open|filtered ports are then probed for application responses and

marked as "open" if one is received.

9. ACK scanning

ACK scanning is one of the more unique scan types, as it does not exactly determine

whether the port is open or closed, but whether the port is filtered or unfiltered. This is

especially good when attempting to probe for the existence of a firewall and its rulesets.

Simple packet filtering will allow established connections (packets with the ACK bit set)

whereas a more sophisticated stateful firewall might not.

10. Window scanning

Rarely used because of its outdated nature, window scanning is fairly untrustworthy in

determining whether a port is opened or closed. It generates the same packet as an ACK

scan, but checks whether the window field of the packet has been modified. When the

packet reaches its destination, a design flaw attempts to create a window size for the

packet if the port is open, flagging the window field of the packet with 1's before it

returns to the sender.
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While this method has been phased out almost completely, using this scanning technique with

systems that no longer support this implementation returns 0's for the window field, labeling

open ports as closed.

11. FIN scanning

Since SYN scans arent surreptitious enough, firewalls are generally scanning for and

blocking packets in the form of SYN packets. Presented in 1996 issue of Phrack 49,

article 15, by Uriel Maimon. It is documented that FIN packets are able to pass by

firewalls with no modification to its purpose. Closed ports reply to a FIN packet with the

appropriate RST packet, whereas open ports ignore the packet on hand. This is typical

behavior due to the nature of TCP, and is in some ways an inescapable downfall. Systems

vulnerable to this type of scan are most Unix and NT systems. Microsoft is immune in

that it is not bias in the port state and will send a RST packet regardless of the port being

open or closed.

12. Fingerprinting

A fingerprint is an impression of the friction ridges of all part of the finger. A friction

ridge is a raised portion of the epidermis on the palmar (palm) or digits (fingers and toes)

or plantar (sole) skin, consisting of one or more connected ridge units of friction ridge

skin. These are sometimes known as "dermal ridges" or "dermal papillae". These ridges

assist in gripping objects and may also serve to amplify vibrations triggered when

fingertips brush across an uneven surface, better transmiting the signals to sensory nerves

involved in fine texture perception. Fingerprints may be deposited in natural secretions

from the eccrine glands present in friction ridge skin (secretions consisting primarily of

water) or they may be made by ink or other contaminants transferred from the peaks of

friction skin ridges to a relatively smooth surface such as a fingerprint card. The term

fingerprint normally refers to impressions transferred from the pad on the last joint of

fingers and thumbs, though fingerprint cards also typically record portions of lower joint

areas of the fingers (which are also used to make identifications). Fingerprint

identification (sometimes referred to as dactyloscopy) or palmprint identification is the

process of comparing questioned and known friction skin ridge impressions (see

Minutiae) from fingers or palms to determine if the impressions are from the same finger

or palm. The flexibility of friction ridge skin means that no two finger or palm prints are

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

45
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



ever exactly alike (never identical in every detail), even two impressions recorded

immediately after each other. Fingerprint identification (also referred to as

individualization) occurs when an expert (or an expert computer system operating under

threshold scoring rules) determines that two friction ridge impressions originated from the

same finger or palm (or toe, sole) to the exclusion of all others.

A known print is the intentional recording of the friction ridges, usually with black

printers ink rolled across a contrasting white background, typically a white card. Friction

ridges can also be recorded digitally using a technique called Live-Scan. A latent print is

the chance reproduction of the friction ridges deposited on the surface of an item. Latent

prints are often fragmentary and may require chemical methods, powder, or alternative

light sources in order to be visualized. When friction ridges come in contact with a

surface that is receptive to a print, material on the ridges, such as perspiration, oil, grease,

ink, etc. can be transferred to the item. The factors which affect friction ridge impressions

are numerous, thereby requiring examiners to undergo extensive and objective study in

order to be trained to competency. Pliability of the skin, deposition pressure, slippage, the

matrix, the surface, and the development medium are just some of the various factors

which can cause a latent print to appear differently from the known recording of the same

friction ridges. Indeed, the conditions of friction ridge deposition are unique and never

duplicated. This is another reason why extensive and objective study is necessary for

examiners to achieve competency.

13. Session Hijacking

The term session hijacking refers to the exploitation of a valid computer session -

sometimes also called a session key - to gain unauthorized access to information or

services in a computer system. In particular, it is used to refer to the theft of a magic

cookie used to authenticate a user to a remote server. It has particular relevance to web

developers, as the HTTP cookies used to maintain a session on many web sites can be

easily stolen by an attacker using an intermediary computer or with access to the saved

cookies on the victim's computer. TCP session hijacking is when a hacker takes over a

TCP session between two machines. Since most authentications only occur at the start of

a TCP session, this allows the hacker to gain access to a machine. A popular method is

using source-routed IP packets. This allows a hacker at point A on the network to

participate in a conversation between B and C by encouraging the IP packets to pass
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through its machine. If source-routing is turned off, the hacker can use "blind" hijacking,

whereby it guesses the responses of the two machines. Thus, the hacker can send a

command, but can never see the response. However, a common command would be to set

a password allowing access from somewhere else on the net. A hacker can also be

"inline" between B and C using a sniffing program to watch the conversation. This is

known as a "man-in-the-middle attack". A common component of such an attack is to

execute a denial-of-service (DoS) attack against one end-point to stop it from responding.

This attack can be either against the machine to force it to crash, or against the network

connection to force heavy packet loss.

14. Denial-of-Service (DoS) Attacks

A denial-of-service attack (DoS attack) or distributed denial-of-service attack (DDoS

attack) is an attempt to make a computer resource unavailable to its intended users.

Although the means to carry out, motives for, and targets of a DoS attack may vary, it

generally consists of the concerted efforts of a person or persons to prevent an Internet

site or service from functioning efficiently or at all, temporarily or indefinitely.

Perpetrators of DoS attacks typically target sites or services hosted on high-profile web

servers such as banks, credit card payment gateways, and even root nameservers. One

common method of attack involves saturating the target (victim) machine with external

communications requests, such that it cannot respond to legitimate traffic, or responds so

slowly as to be rendered effectively unavailable. In general terms, DoS attacks are

implemented by either forcing the targeted computer(s) to reset, or consuming its

resources so that it can no longer provide its intended service or obstructing the

communication media between the intended users and the victim so that they can no

longer communicate adequately. Denial-of-service attacks are considered violations of the

IAB's Internet Proper Use Policy. They also commonly constitute violations of the laws

of individual nations.

15. Malicious Software

Malware, a portmanteau from the words malicious and software, is software designed to

infiltrate or damage a computer system without the owner's informed consent. The

expression is a general term used by computer professionals to mean a variety of forms of

hostile, intrusive, or annoying software or program code. The term "computer virus" is
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sometimes used as a catch-all phrase to include all types of malware, including true

viruses. Software is considered malware based on the perceived intent of the creator

rather than any particular features. Malware includes computer viruses, worms, trojan

horses, most rootkits, spyware, dishonest adware, crimeware and other malicious and

unwanted software. In law, malware is sometimes known as a computer contaminant, for

instance in the legal codes of several American states, including California and West

Virginia.Malware is not the same as defective software, that is, software which has a

legitimate purpose but contains harmful bugs. Preliminary results from Symantec

published in 2008 suggested that "the release rate of malicious code and other unwanted

programs may be exceeding that of legitimate software applications." According to F-

Secure, "As much malware [was] produced in 2007 as in the previous 20 years

altogether." Malware's most common pathway from criminals to users is through the

Internet, by email and the World Wide Web.

16. Antivirus Protection

Antivirus software (or anti-virus) is computer software used to identify and remove

computer viruses, as well as many other types of harmful computer software, collectively

referred to as malware. While the first antivirus software was designed exclusively to

combat computer viruses (hence "antivirus"), modern antivirus software can protect

computer systems against a wide range of malware, including worms, rootkits, and

Trojans.

Topic : Firewalls

Topic Objective:

At the end of the topic the students will be able to:

 Explain Types of Firewalls
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 Evaluate Network address translation

 Analyze Virtual Private Network (VPN) Handling

 Examine Hybrid Firewalls

 Highlight Hardware firewalls

 Understand Software firewalls

 Know Screening Router Firewalls

 Identify Host Firewalls

 Learn about Static Packet Inspection

 Define Network address translation

 Describe Application Firewalls

 Evaluate Circuit Firewall

Definition/Overview:

Firewall: A firewall is an integrated collection of security measures designed to prevent

unauthorized electronic access to a networked computer system. It is also a device or set of

devices configured to permit, deny, encrypt, decrypt, or proxy all computer traffic between

different security domains based upon a set of rules and other criteria. A system designed to

prevent unauthorized access to or from a private network. Firewalls can be implemented in

both hardware and software, or a combination of both. Firewalls are frequently used to

prevent unauthorized Internet users from accessing private networks connected to the

Internet, especially intranets. All messages entering or leaving the intranet pass through the

firewall, which examines each message and blocks those that do not meet the specified

security criteria.

Key Points:

1. Types of Firewalls

There are several classifications of firewalls depending on where the communication is

taking place, where the communication is intercepted and the state that is being traced.

1.1. Network layer and packet filters

Network layer firewalls, also called packet filters, operate at a relatively low level of

the TCP/IP protocol stack, not allowing packets to pass through the firewall unless
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they match the established rule set. The firewall administrator may define the rules; or

default rules may apply. The term "packet filter" originated in the context of BSD

operating systems. Network layer firewalls generally fall into two sub-categories,

stateful and stateless. Stateful firewalls maintain context about active sessions, and

use that "state information" to speed packet processing. Any existing network

connection can be described by several properties, including source and destination IP

address, UDP or TCP ports, and the current stage of the connection's lifetime

(including session initiation, handshaking, data transfer, or completion connection). If

a packet does not match an existing connection, it will be evaluated according to the

ruleset for new connections. If a packet matches an existing connection based on

comparison with the firewall's state table, it will be allowed to pass without further

processing.

Stateless firewalls require less memory, and can be faster for simple filters that

require less time to filter than to look up a session. They may also be necessary for

filtering stateless network protocols that have no concept of a session. However, they

cannot make more complex decisions based on what stage communications between

hosts have reached. Modern firewalls can filter traffic based on many packet attributes

like source IP address, source port, destination IP address or port, destination service

like WWW or FTP. They can filter based on protocols, TTL values, netblock of

originator, domain name of the source, and many other attributes.

1.2. Application-layer

Application-layer firewalls work on the application level of the TCP/IP stack (i.e., all

browser traffic, or all telnet or ftp traffic), and may intercept all packets traveling to or

from an application. They block other packets (usually dropping them without

acknowledgement to the sender). In principle, application firewalls can prevent all

unwanted outside traffic from reaching protected machines. On inspecting all packets

for improper content, firewalls can restrict or prevent outright the spread of networked

computer worms and trojans. In practice, however, this becomes so complex and so

difficult to attempt (given the variety of applications and the diversity of content each

may allow in its packet traffic) that comprehensive firewall design does not generally

attempt this approach. The XML firewall exemplifies a more recent kind of

application-layer firewall.
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1.3. Proxies

A proxy device (running either on dedicated hardware or as software on a general-

purpose machine) may act as a firewall by responding to input packets (connection

requests, for example) in the manner of an application, whilst blocking other packets.

Proxies make tampering with an internal system from the external network more

difficult and misuse of one internal system would not necessarily cause a security

breach exploitable from outside the firewall (as long as the application proxy remains

intact and properly configured). Conversely, intruders may hijack a publicly-

reachable system and use it as a proxy for their own purposes; the proxy then

masquerades as that system to other internal machines. While use of internal address

spaces enhances security, crackers may still employ methods such as IP spoofing to

attempt to pass packets to a target network.

2. Network address translation

Firewalls often have network address translation (NAT) functionality, and the hosts

protected behind a firewall commonly have addresses in the "private address range", as

defined in RFC 1918. Firewalls often have such functionality to hide the true address of

protected hosts. Originally, the NAT function was developed to address the limited

number of IPv4 routable addresses that could be used or assigned to companies or

individuals as well as reduce both the amount and, therefore, cost of obtaining enough

public addresses for every computer in an organization. Hiding the addresses of protected

devices has become an increasingly important defense against network reconnaissance.

3. Virtual Private Network (VPN) Handling

The authentication procedure can be done by using a pre-shared secret key, certificates, or

username/password. Configuring a client/server VPN infrastructure by using a X509 PKI

(public key infrastructure using certificates and private keys) is explained in this section.

The best way to configure your phone is to build your client configs on a Linux system

for test purposes. If you succeeded, you can make a tar ball of the directory where the

config files are stored. Please note that all file paths in your testing config files, have to

change for the phone in to /open vpn/ filename. The config filename has to be renamed

into vpn. cnf. The stuff to configure Certificate Authority (CA), creating certificates and
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keys for a server and clients can be found here. A tutorial, how to setup an Debian (4.0

Etch) with Open VPN-server can be found here. There is also a description about the

creation of the necessary certificates.

4. Hybrid Firewalls

Firewalls are a very basic part of network security. They are often placed between the

private local network and the internet. Firewalls provide a flow through for traffic in

which it can be authenticated, monitored, logged, and reported. Some different types of

firewalls include: network layer firewalls, screened subnet firewalls, packet filter

firewalls, dynamic packet filtering firewalls, hybrid firewalls, transparent firewalls, and

application-level firewalls. The process of encryption involves converting plain text into a

series of unreadable characters known as the ciphertext. If the encrypted text is stolen or

attained while in transit, the content is unreadable to the viewer. This guarantees secure

transmission and is extremely useful to companies sending/receiving critical information.

Once encrypted information arrives at its intended recipient, the decryption process is

deployed to restore the ciphertext back to plaintext. Proxy servers hide the true address of

the client workstation and can also act as a firewall. Proxy server firewalls have special

software to enforce authentication. Proxy server firewalls act as a middle man for user

requests.

5. Hardware firewalls

The computer's hardware resources are essentially: the processor, the RAM, and the hard

disk. Virtual memory is the content of RAM that is temporarily written onto the hard disk

in order to free the RAM chips to hold other content or to supply other data for

mathematical processing. For this reason, the virtual memory is open to internet attack

just as the RAM is. Since several ports of a computer need to be open at various times in

order for applications to be allowed to bring data in to the user and send it out from the

user, (applications such as internet browsers (http - hyper-text transfer protocol), e-mail

programs (smtp - simple mail transfer protocol) and FTP programs (ftp - file transfer

protocol), most types of firewalls are necessarily unable to stop the flow of unwanted

content via the ports that they have been configured to allow. Hardware firewalls are

connected to the computer where the phone-line modem or cable modem allows data into

the computer and out of the computer. They are external hardware. They can be
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configured such that only data bound for designated ports (virtual ways in/out of the

computer) are routed to the OS services. A port is essentially only an abstract address

since the true data pathway is the cable itself and the modem's jack. Ports are

authorizations (in the OS) of data flow to the OS. The hardware firewall's function is,

therefore, to filter out data coming from restricted origins and thus keep it from accessing

the Operating System's services. The net result is that only data bound for ports which

were set by the user to be open (in the firewall's configuration) will always be passed on

to the OS services, and to the computer's hardware resources.

6. Software firewalls

Let us now contrast software firewalls (personal firewall). They attempt to perform the

function of a hardware firewall, but in the form of running software which is configured

to filter out data traffic designated for restricted ports. Ideally, only the data bound for the

desired ports would be passed on to the processor. An application layer firewall is a

firewall software operating at the application layer of a protocol stack. Generally it is a

host using various forms of proxy servers to proxy traffic instead of routing it. As it

works on the application layer, it may inspect the contents of the traffic, blocking what

the firewall administrator views as inappropriate content, such as certain websites,

viruses, attempts to exploit known logical flaws in client software, and so forth. An

application layer firewall does not route traffic on the network layer, but from the

application to the OS. In this context, the hardware resources are the bottom layer, the

BIOS is the 2nd layer, the Operating System Kernel and OS services are the 3rd layer,

and the application layer firewall is running as a 4th layer, at the same level as other

applications such as word processors or internet browsers. (Layer 4 in the TCP/IP Model;

OSI Model would be layer 7).

7. Screening Router Firewalls

A screening router performs packet-filtering and is used as a firewall. In some cases, a

screening router may used as perimeter protection for the internal network or as the entire

firewall solution. In firewall technology, dual-homed is one of the firewall architectures

for implementing preventive security. It provides the first-line defense and protection

technology for keeping untrusted bodies from compromising information security by

violating trusted network space. Other firewall architectures include screening router,
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dual-homed gateway, screened-host gateway, and screened-subnet. A dual-homed host

(or bastion host) is a system fortified with two network interfaces (NICs) that sits between

an untrusted network (like the internet) and trusted network (such as a corporate network)

to provide secure access. Dual-homed, or bastion, is a general term for proxies, gateways,

firewalls, or any server that provides secured applications or services directly to an

untrusted network.

8. Host Firewalls

Some home routers refer to a DMZ host. A home router DMZ host is a host on the

internal network that has all ports exposed, except those ports forwarded otherwise. By

definition this is not a true DMZ (Demilitarized Zone), since it alone does not separate the

host from the internal network. That is, the DMZ host is able to connect to hosts on the

internal network, whereas hosts within a real DMZ are prevented from connecting with

the internal network by a firewall that separates them, unless the firewall permits the

connection. A firewall may allow this if a host on the internal network first requests a

connection to the host within the DMZ.

9. Static Packet Inspection

An open source solution is ArpON "Arp handler inspectiON". It is a portable ARP

handler which detects and blocks all ARP poisoning and spoofing attacks with static ARP

inspection (SARPI) and dynamic ARP inspection (DARPI) approach on switched or

hubbed LANs with or without DHCP. Another method, such as DHCP snooping, can be

utilised on larger networks. Via DHCP, the network device keeps a record of the MAC

addresses that are connected to each port, so it can readily detect if a spoofed ARP has

been received. This method is implemented on networking equipment by vendors such as

Cisco, ProCurve, Extreme Networks, Dlink and Allied Telesis. Detection is another

avenue for defending against ARP spoofing. Arpwatch is a Unix program which listens

for ARP replies on a network, and sends a notification via email when an ARP entry

changes. Under Windows the GUI-driven software XArp v2 is available. It performs ARP

packet inspection on a per network interface basis with configurable inspection filters and

active verification modules. anti-arpspoof creates static ARP entries in the client and
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default gateway cache, and cleans poisoned dynamic entries. Checking for the existence

of MAC address cloning may also provide a clue as to the presence of ARP spoofing,

though there are legitimate uses of MAC address cloning. Reverse ARP (RARP) is a

protocol used to query the IP address(es) associated to one MAC address. If more than

one IP address is returned, MAC cloning is present. A simple defense that only works for

simple ARP spoofing attacks is the use of static IP-MAC mappings. However, this only

prevents simple attacks and does not scale on a large network as the mapping has to be set

for each pair of machines, resulting in n*n ARP caches that have to be configured.

10. Network address translation

In computer networking, network address translation (NAT) is the process of modifying

network address information in datagram packet headers while in transit across a traffic

routing device for the purpose of remapping a given address space into another. Most

often today, NAT is used in conjunction with network masquerading (or IP

masquerading) which is a technique that hides an entire address space, usually consisting

of private network addresses (RFC 1918), behind a single IP address in another, often

public address space. This mechanism is implemented in a routing device that uses

stateful translation tables to map the "hidden" addresses into a single address and then

rewrites the outgoing Internet Protocol (IP) packets on exit so that they appear to

originate from the router. In the reverse communications path, responses are mapped back

to the originating IP address using the rules ("state") stored in the translation tables. The

translation table rules established in this fashion are flushed after a short period without

new traffic refreshing their state. As described, the method only allows transit traffic

through the router when it is originating in the masqueraded network, since this

establishes the translation tables. However, most NAT devices today allow the network

administrator to configure translation table entries for permanent use. This feature is often

referred to as "static NAT" or port forwarding and allows traffic originating in the

'outside' network to reach designated hosts in the masqueraded network. Because of the

popularity of this technique, see below, the term NAT has become virtually synonymous

with the method of IP masquerading. Network address translation has serious

consequences (see below, Drawbacks, Benefits) on the quality of Internet connectivity

and requires careful attention to the details of its implementation. As a result, many
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methods have been devised to alleviate the issues encountered. See article on NAT

traversal.

11. Application Firewalls

In computer networking, an application layer firewall is a firewall operating at the

application layer of a protocol stack. Generally it is a host using various forms of proxy

servers to proxy traffic instead of routing it. As it works on the application layer, it may

inspect the contents of the traffic, blocking what the firewall administrator views as

inappropriate content, such as certain websites, viruses, attempts to exploit known logical

flaws in client software, and so forth. An application layer firewall does not route traffic

on the network layer. All traffic stops at the firewall which may initiate its own

connections if the traffic satisfies the rules. An application firewall (also called

application filtering firewall) limits the access which software applications have to the

operating system services, and consequently to the internal hardware resources found in a

computer, much as a car firewall limits access of heat, or even fire, to the passengers of

the vehicle. The reason that application firewalls are needed in today's internet and data-

sharing world is that the other types of firewalls in existence do not control the execution

of data, only of the flow of data to the computer's processor.

12. Circuit Firewall

From 1989-1990 three colleagues from AT&T Bell Laboratories, Dave Presetto, Janardan

Sharma, and Kshitij Nigam developed the second generation of firewalls, calling them

circuit level firewalls. Second(2nd) Generation firewalls in addition regard placement of

each individual packet within the packet series. This technology is generally referred to as

a stateful packet inspection as it maintains records of all connections passing through the

firewall and is able to determine whether a packet is either the start of a new connection, a

part of an existing connection, or is an invalid packet. Though there is still a set of static

rules in such a firewall, the state of a connection can in itself be one of the criteria which

trigger specific rules. This type of firewall can help prevent attacks which exploit existing

connections, or certain Denial-of-service attacks. Circuit Relay firewall or Circuit Level

Gateway is an approach to configure a firewall that validates connections before allowing

data to be exchanged. Before allowing or disallowing packets of information and opening

a session and permitting traffic the Circuit Level Gateway also determines whether the
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connection between both ends is valid according to configurable rules. The factors on

which a connection is valid generally depend upon the destination IP address and/or port,

the source IP address and/or port, the time of day, the protocol and authentication rules

including user-ID and password. All traffic is disallowed unless a session is open and

every session of data exchange is validated and monitored. Using Circuit level gateway,

IP spoofing is particularly much more tedious in comparison to the firewall based only on

packet filtering. The Circuit Level Gateway operates at the Transport Layer of OSI

Model.

Topic : Host Security

Topic Objective:

At the end of the topic the students will be able to:

 Explain Hardening Host Computers

 Define Windows Computers

 Elaborate LAN Manager

 Understand Internetwork Operating System

 Highlight Patching

 Elaborate File Encryption

Definition/Overview:

A Hardware Security Module (often abbreviated to HSM) is a physical device in form of a

plug-in card or an external security device that can be attached to general purpose computer

and servers. The goals of an HSM are the: (a) secure generation, (b) secure storage, (c) and

use of cryptographic and sensitive data material. HSMs provide both logical and physical
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protection of these materials from non-authorized use and potential adversaries. The

cryptographic material handled by most HSMs are asymmetric key pairs (and certificates)

used in public-key cryptography. Some HSMs can also handle symmetric keys and other

arbitrary data. Many HSM systems have means to securely backup the keys they handle

either in a wrapped form via the computer's operating system or externally using a smartcard

or some other security token. HSMs should never allow for secrets exportation in plaintext

form, even when migrating between HSMs or performing backup operations. Some HSM

systems are also hardware cryptographic accelerators. Although they usually cannot beat the

performance of a software-only solution in a modern general purpose computer (+ 1000

1024-bit RSA signs/second ), they do process the key material securely. Typical HSM

performances range from 1 to 6,000 1024-bit RSA signs/second. A few of the HSMs

available in the market have the ability to execute specially developed execution modules

within the HSM's secure enclosure. Such ability is useful, for example, in cases where special

algorithms or business logic has to be executed in a secured and controlled environment. The

execution modules can be developed in native C language, in .NET, Java or other

programming languages.

Key Points:

1. Hardening Host Computers

In computer networking, a network host, Internet host or host is a computer connected to

the Internet. A network host can host information as well as client and/or server software.

Every Internet host has a unique IP address, including a host address part. The host

address is assigned either manually by the computer administrator, or automatically at

start-up by means of the Dynamic Host Configuration Protocol (DHCP). Every host is a

network node (i.e. a network device), but every node is not a host. Network nodes such as

modems and network switches are not assigned host addresses, and are not considered as

hosts. Devices such as network printers and hardware routers are assigned IP host

addresses, but since they are not general-purpose computers, they are sometimes not

considered as hosts in the literature. The term terminal host denotes a multi-user computer

or software providing services to computer terminals, or a computer that provides

services to smaller or less capable devices. The term host is used in a number of RFCs

that define the Internet and its predecessor ARPANET. The background is that while

ARPANET was developed, computers connected to the network were typically main
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frame computer systems that could be accessed from dumb terminals connected via serial

ports. Since the terminals did not reside software, they were not considered as hosts. The

terminals were not connected to the network, and were not assigned any IP host address.

Part of the picture is also that a vision behind the Internet is that it should facilitate

distributed computing, where information as well as client and server software easily can

be moved and shared among computers.

2. Windows Computers

Microsoft Windows is a series of software operating systems and graphical user interfaces

produced by Microsoft. Microsoft first introduced an operating environment named

Windows in November 1985 as an add-on to MS-DOS in response to the growing interest

in graphical user interfaces (GUIs). Microsoft Windows came to dominate the world's

personal computer market, overtaking Mac OS, which had been introduced previously. At

the 2004 IDC Directions conference, it was stated that Windows had approximately 90%

of the client operating system market. The most recent client version of Windows is

Windows Vista; the most recent server version is Windows Server 2008. Vista's

successor, Windows 7 (currently in public beta) is slated to be released in July 2009.

Security has been a hot topic with Windows for many years, and even Microsoft itself has

been the victim of security breaches. Consumer versions of Windows were originally

designed for ease-of-use on a single-user PC without a network connection, and did not

have security features built in from the outset.

Windows NT and its successors are designed for security (including on a network) and

multi-user PCs, but were not initially designed with Internet security in mind as much

since, when it was first developed in the early 1990s, Internet use was less prevalent.

These design issues combined with flawed code (such as buffer overflows) and the

popularity of Windows means that it is a frequent target of computer worm and virus

writers. In June 2005, Bruce Schneiers Counterpane Internet Security reported that it had

seen over 1,000 new viruses and worms in the previous six months. Microsoft releases

security patches through its Windows Update service approximately once a month

(usually the second Tuesday of the month), although critical updates are made available at

shorter intervals when necessary. In Windows 2000 (SP3 and later), Windows XP and

Windows Server 2003, updates can be automatically downloaded and installed if the user

selects to do so. As a result, Service Pack 2 for Windows XP, as well as Service Pack 1
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for Windows Server 2003, were installed by users more quickly than it otherwise might

have been.

3. LAN Manager

The LAN Manager (not to be confused with NTLM) was a Network Operating System

(NOS) from Microsoft developed in cooperation with 3Com. It was designed to succeed

3Com's 3+Share network server software which ran on top of MS-DOS. LAN Manager is

based on OS/2. It uses the Server Message Block protocol atop the NetBIOS Frames

protocol, similar to its predecessors MS-NET for MS-DOS and Xenix-NET for MS-

Xenix. There was also LAN Manager/X (LMX) for UNIX based systems. In 1990,

Microsoft announced LAN Manager 2.0 with a lot of improvements. The latest version

LAN Manager, 2.2, which included an MS-OS/2 1.31 base operating system, remained

Microsoft's strategic server system until the release of Windows NT Advanced Server in

1993. Many vendors shipped licensed versions, including:

 3Com 3+Open

 HP LAN Manager/X

 IBM LAN Server

 Tapestry Torus

4. Internetwork Operating System

Cisco IOS (originally Internetwork Operating System) is the software used on the vast

majority of Cisco Systems routers and all current Cisco network switches. (Earlier

switches ran CatOS). IOS is a package of routing, switching, internetworking and

telecommunications functions tightly integrated with a multitasking operating system.

The first IOS was written by William Yeager. Cisco IOS has a characteristic command

line interface (CLI), whose style has been widely copied by other networking products.

The IOS CLI provides a fixed set of multiple-word commands the set available is

determined by the "mode" and the privilege level of the current user. "Global

configuration mode" provides commands to change the system's configuration, and

"interface configuration mode" provides commands to change the configuration of a

specific interface. All commands are assigned a privilege level, from 0 to 15, and can
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only be accessed by users with the necessary privilege. Through the CLI, the commands

available to each privilege level can be defined.

5. Patching

A patch is a small piece of software designed to fix problems with or update a computer

program or its supporting data. This includes fixing bugs, replacing graphics and

improving the usability or performance. Though meant to fix problems, poorly designed

patches can sometimes introduce new problems. Patch management is the process of

using a strategy and plan of what patches should be applied to which systems at a

specified time. Programmers publish and apply patches in various forms. Because

proprietary software authors withhold their source code, their patches are distributed as

binary executables instead of source. This type of patch modifies the program

executablethe program the user actually runseither by modifying the binary file to include

the fixes or by completely replacing it. Patches can also circulate in the form of source

code modifications. In these cases, the patches consist of textual differences between two

source code files. These types of patches commonly come out of open source projects. In

these cases, developers expect users to compile the new or changed files themselves.

Because the word "patch" carries the connotation of a small fix, large fixes may use

different nomenclature. Bulky patches or patches that significantly change a program may

circulate as "service packs" or as "software updates". In several Unix-like systems,

particularly Linux, updates between releases are delivered as new software packages.

These updates are in the same format as the original installation so they can be used either

to update an existing package in-place (effectively patching) or be used directly for new

installations.

6. File Encryption

In cryptography, encryption is the process of transforming information (referred to as

plaintext) using an algorithm (called cipher) to make it unreadable to anyone except those

possessing special knowledge, usually referred to as a key. The result of the process is

encrypted information (in cryptography, referred to as ciphertext). In many contexts, the

word encryption also implicitly refers to the reverse process, decryption (e.g. software for

encryption can typically also perform decryption), to make the encrypted information

readable again (i.e. to make it unencrypted). Encryption has long been used by militaries
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and governments to facilitate secret communication. Encryption is now used in protecting

information within many kinds of civilian systems, such as computers, storage devices

(e.g. USB flash drives), networks (e.g. the Internet, e-commerce), mobile telephones,

wireless microphones, wireless intercom systems, Bluetooth devices and bank automatic

teller machines. Encryption is also used in digital rights management to prevent

unauthorized use or reproduction of copyrighted material and in software also to protect

against reverse engineering (see also copy protection).

Encryption, by itself, can protect the confidentiality of messages, but other techniques are

still needed to protect the integrity and authenticity of a message; for example,

verification of a message authentication code (MAC) or a digital signature. Standards and

cryptographic software and hardware to perform encryption are widely available, but

successfully using encryption to ensure security may be a challenging problem. A single

slip-up in system design or execution can allow successful attacks. Sometimes an

adversary can obtain unencrypted information without directly undoing the encryption.

One of the earliest public key encryption applications was called Pretty Good Privacy

(PGP), according to Paul Rubens. It was written in 1991 by Phil Zimmermann and was

bought by Network Associates in 1997 and is now called PGP Corporation. There are a

number of reasons why an encryption product may not be suitable in all cases. First e-

mail must be digitally signed at the point it was created to provide non-repudiation for

some legal purposes, otherwise the sender could argue that it was tampered with after it

left their computer but before it was encrypted at a gateway according to Paul. An

encryption product may also not be practical when mobile users need to send e-mail from

outside the corporate network.

In Section 3 of this course you will cover these topics:
The Elements Of Cryptography

Cryptographic Systems: Ssl/Tls, Vpns, And Kerberos

Topic : The Elements Of Cryptography
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Topic Objective:

At the end of the topic the students will be able to:

 Explain History of cryptography and cryptanalysis

 Know Symmetric-key cryptography

 Understand Cryptanalysis

 Highlight Cryptographic primitives

 Elaborate Cryptosystems

 Evaluate Legal issues involving cryptography

 Define Digital Rights Management

 Describe Quantum Bits

 Examine Public-key cryptography

Definition/Overview:

Cryptography: Cryptography (or cryptology; from Greekκρυπτός, kryptos, "hidden, secret";

and γράφω, grphō, "I write", or -λογία, -logia, respectively) is the practice and study of

hiding information. In modern times, cryptography is considered a branch of both

mathematics and computer science, and is affiliated closely with information theory,

computer security, and engineering. Cryptography is used in applications present in

technologically advanced societies; examples include the security of ATM cards, computer

passwords, and electronic commerce, which all depend on cryptography.

Key Points:

1. History of cryptography and cryptanalysis

The Ancient Greek scytale (rhymes with Italy), probably much like this modern

reconstruction, may have been one of the earliest devices used to implement a cipher.

Before the modern era, cryptography was concerned solely with message confidentiality

(i.e., encryption) conversion of messages from a comprehensible form into an

incomprehensible one, and back again at the other end, rendering it unreadable by

interceptors or eavesdroppers without secret knowledge (namely, the key needed for

decryption of that message). In recent decades, the field has expanded beyond

confidentiality concerns to include techniques for message integrity checking,
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sender/receiver identity authentication, digital signatures, interactive proofs, and secure

computation, amongst others. The earliest forms of secret writing required little more than

local pen and paper analogs, as most people could not read. More literacy, or opponent

literacy, required actual cryptography. The main classical cipher types are transposition

ciphers, which rearrange the order of letters in a message (e.g., 'help me' becomes 'ehpl

em' in a trivially simple rearrangement scheme), and substitution ciphers, which

systematically replace letters or groups of letters with other letters or groups of letters

(e.g., 'fly at once' becomes 'gmz bu podf' by replacing each letter with the one following it

in the English alphabet). Simple versions of either offered little confidentiality from

enterprising opponents, and still don't. An early substitution cipher was the Caesar cipher,

in which each letter in the plaintext was replaced by a letter some fixed number of

positions further down the alphabet. It was named after Julius Caesar who is reported to

have used it, with a shift of 3, to communicate with his generals during his military

campaigns, just like EXCESS-3 code in boolean algebra.

Encryption attempts to ensure secrecy in communications, such as those of spies, military

leaders, and diplomats. There is record of several early Hebrew ciphers as well.

Cryptography is recommended in the Kama Sutra as a way for lovers to communicate

without inconvenient discovery. Steganography (i.e., hiding even the existence of a

message so as to keep it confidential) was also first developed in ancient times. An early

example, from Herodotus, concealed a message - a tattoo on a slave's shaved head - under

the regrown hair. More modern examples of steganography include the use of invisible

ink, microdots, and digital watermarks to conceal information. Ciphertexts produced by

classical ciphers (and some modern ones) always reveal statistical information about the

plaintext, which can often be used to break them. After the discovery of frequency

analysis by the Arab mathematician and polymath, Al-Kindi (also known as Alkindus), in

the 9th century, nearly all such ciphers became more or less readily breakable by an

informed attacker. Such classical ciphers still enjoy popularity today, though mostly as

puzzles (see cryptogram). Essentially all ciphers remained vulnerable to cryptanalysis

using this technique until the development of the polyalphabetic cipher, most clearly by

Leon Battista Alberti around the year 1467, though there is some indication that it was

known to earlier Arab mathematicians such as Al-Kindi. Alberti's innovation was to use

different ciphers (i.e., substitution alphabets) for various parts of a message (perhaps for

each successive plaintext letter in the limit). He also invented what was probably the first
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automatic cipher device, a wheel which implemented a partial realization of his invention.

In the polyalphabetic Vigenre cipher, encryption uses a key word, which controls letter

substitution depending on which letter of the key word is used. In the mid 1800s Babbage

showed that polyalphabetic ciphers of this type remained partially vulnerable to extended

frequency analysis techniques. The Enigma machine, used, in several variants, by the

German military between the late 1920s and the end of World War II, implemented a

complex electro-mechanical polyalphabetic cipher to protect sensitive communications.

Breaking the Enigma cipher at the Biuro Szyfrw, and the subsequent large-scale

decryption of Enigma traffic at Bletchley Park, was an important factor contributing to

the Allied victory in WWII.

Although frequency analysis is a powerful and general technique against many ciphers,

encryption was still often effective in practice; many a would-be cryptanalyst was

unaware of the technique. Breaking a message without using frequency analysis

essentially required knowledge of the cipher used and perhaps of the key involved, thus

making espionage, bribery, burglary, defection, etc. more attractive approaches. It was

finally explicitly recognized in the 19th century that secrecy of a cipher's algorithm is not

a sensible or practical safeguard; in fact, it was further realized any adequate

cryptographic scheme (including ciphers) should remain secure even if the adversary

fully understands the cipher algorithm itself. Secrecy of the key should alone be sufficient

for a good cipher to maintain confidentiality under an attack. This fundamental principle

was first explicitly stated in 1883 by Auguste Kerckhoffs and is generally called

Kerckhoffs' principle; alternatively and more bluntly, it was restated by Claude Shannon,

the inventor of information theory and the fundamentals of theoretical cryptography, as

Shannon's Maxim 'the enemy knows the system'. Various physical devices and aids have

been used to assist with ciphers. One of the earliest may have been the scytale of ancient

Greece, a rod supposedly used by the Spartans as an aid for a transposition cipher. In

medieval times, other aids were invented such as the cipher grille, also used for a kind of

steganography. With the invention of polyalphabetic ciphers came more sophisticated

aids such as Alberti's own cipher disk, Johannes Trithemius' tabula recta scheme, and

Thomas Jefferson's multi-cylinder (reinvented independently by Bazeries around 1900).

Several mechanical encryption/decryption devices were invented early in the 20th

century, and many patented, among them rotor machines famously including the Enigma

machine used by the German government and military from the late 20s and during
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World War II. The ciphers implemented by better quality examples of these designs

brought about a substantial increase in cryptanalytic difficulty after WWI.

The development of digital computers and electronics after WWII made possible much

more complex ciphers. Furthermore, computers allowed for the encryption of any kind of

data representable within computers in any binary format, unlike classical ciphers which

only encrypted written language texts. Thus, computers supplanted linguistic

cryptanalytic approaches. Many computer ciphers can be characterized by their operation

on binary bit sequences (sometimes in groups or blocks), unlike classical and mechanical

schemes, which generally manipulate traditional characters (i.e., letters and digits)

directly. However, computers have also assisted cryptanalysis, which has compensated to

some extent for increased cipher complexity. Nonetheless, good modern ciphers have

stayed ahead of cryptanalysis; it is typically the case that use of a quality cipher is very

efficient (i.e., fast and requiring few resources), while breaking it requires an effort many

orders of magnitude larger than before, making cryptanalysis so inefficient and

impractical as to be effectively impossible. Alternate methods of attack, as before, have

become more attractive in consequence. The 3 by 5 mm chip embedded in the card is

shown enlarged in the insert. Smart cards attempt to combine portability with the power

to compute modern cryptographic algorithms. Extensive open academic research into

cryptography is relatively recent; it began only in the mid-1970s. Medieval work was

both less systematic, less comprehensive, and more likely to attract attention from the

Church or others as Satanically inspired or dangerous to the state or those in power. In

recent times, IBM personnel designed the algorithm that became the Federal (ie, US)

Data Encryption Standard; Whitfield Diffie and Martin Hellman published their key

agreement algorithm,; and the RSA algorithm was published in Martin Gardner's

Scientific American column. Since then, cryptography has become a widely used tool in

communications, computer networks, and computer security generally. Most modern

cryptographic techniques can only keep their keys secret if certain mathematical problems

are intractable, such as the integer factorisation or the discrete logarithm problems.

Generally, there are no absolute proofs that a cryptographic technique is secure (but see

one-time pad); at best, there are proofs that some techniques are secure if some

computational problem is difficult to solve. As well as being aware of cryptographic

history, cryptographic algorithm and system designers must also sensibly consider

probable future developments while working on their designs. For instance, continuous
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improvements in computer processing power have increased the scope of brute-force

attacks, thus when specifying key lengths, the required key lengths are similarly

advancing. The potential effects of quantum computing are already being considered by

some cryptographic system designers; the announced imminence of small

implementations of these machines may be making the need for this preemptive caution

less than merely speculative. Essentially, prior to the early 20th century, cryptography

was chiefly concerned with linguistic and lexicographic patterns. Since then the emphasis

has shifted, and cryptography now makes extensive use of mathematics, including aspects

of information theory, computational complexity, statistics, combinatorics, abstract

algebra, and number theory. Cryptography is, also, a branch of engineering, but an

unusual one as it deals with active, intelligent, and malevolent opposition (see

cryptographic engineering and security engineering); most other kinds of engineering

need deal only with neutral natural forces. There is also active research examining the

relationship between cryptographic problems and quantum physics (see quantum

cryptography and quantum computing).

2. Symmetric-key cryptography

Symmetric-key cryptography refers to encryption methods in which both the sender and

receiver share the same key (or, less commonly, in which their keys are different, but

related in an easily computable way). This was the only kind of encryption publicly

known until June 1976. The modern study of symmetric-key ciphers relates mainly to the

study of block ciphers and stream ciphers and to their applications. A block cipher is, in a

sense, a modern embodiment of Alberti's polyalphabetic cipher: block ciphers take as

input a block of plaintext and a key, and output a block of ciphertext of the same size.

Since messages are almost always longer than a single block, some method of knitting

together successive blocks is required. Several have been developed, some with better

security in one aspect or another than others. They are the modes of operation and must

be carefully considered when using a block cipher in a cryptosystem. The Data

Encryption Standard (DES) and the Advanced Encryption Standard (AES) are block

cipher designs which have been designated cryptography standards by the USgovernment

(though DES's designation was finally withdrawn after the AES was adopted). Despite its

deprecation as an official standard, DES (especially its still-approved and much more

secure triple-DES variant) remains quite popular; it is used across a wide range of

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

67
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



applications, from ATM encryption to e-mail privacy and secure remote access. Many

other block ciphers have been designed and released, with considerable variation in

quality. Many have been thoroughly broken. See Category:Block ciphers.

Stream ciphers, in contrast to the 'block' type, create an arbitrarily long stream of key

material, which is combined with the plaintext bit-by-bit or character-by-character,

somewhat like the one-time pad. In a stream cipher, the output stream is created based on

a hidden internal state which changes as the cipher operates. That internal state is initially

set up using the secret key material. RC4 is a widely used stream cipher; see

Category:Stream ciphers. Block ciphers can be used as stream ciphers; see Block cipher

modes of operation. Cryptographic hash functions are a third type of cryptographic

algorithm. They take a message of any length as input, and output a short, fixed length

hash which can be used in (for example) a digital signature. For good hash functions, an

attacker cannot find two messages that produce the same hash. MD4 is a long-used hash

function which is now broken; MD5, a strengthened variant of MD4, is also widely used

but broken in practice. The U.S. National Security Agency developed the Secure Hash

Algorithm series of MD5-like hash functions: SHA-0 was a flawed algorithm that the

agency withdrew; SHA-1 is widely deployed and more secure than MD5, but

cryptanalysts have identified attacks against it; the SHA-2 family improves on SHA-1,

but it isn't yet widely deployed, and the U.S. standards authority thought it "prudent" from

a security perspective to develop a new standard to "significantly improve the robustness

of NIST's overall hash algorithm toolkit." Thus, a hash function design competition is

underway and meant to select a new U.S.national standard, to be called SHA-3, by 2012.

Message authentication codes (MACs) are much like cryptographic hash functions,

except that a secret key is used to authenticate the hash value on receipt.

3. Cryptanalysis

The goal of cryptanalysis is to find some weakness or insecurity in a cryptographic

scheme, thus permitting its subversion or evasion. It is a commonly held misconception

that every encryption method can be broken. In connection with his WWII work at Bell

Labs, Claude Shannon proved that the one-time pad cipher is unbreakable, provided the

key material is truly random, never reused, kept secret from all possible attackers, and of

equal or greater length than the message. Most ciphers, apart from the one-time pad, can

be broken with enough computational effort by brute force attack, but the amount of
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effort needed may be exponentially dependent on the key size, as compared to the effort

needed to use the cipher. In such cases, effective security could be achieved if it is proven

that the effort required (i.e., "work factor", in Shannon's terms) is beyond the ability of

any adversary. This means it must be shown that no efficient method (as opposed to the

time-consuming brute force method) can be found to break the cipher. Since no such

showing can be made currently, as of today, the one-time-pad remains the only

theoretically unbreakable cipher. There are a wide variety of cryptanalytic attacks, and

they can be classified in any of several ways. A common distinction turns on what an

attacker knows and what capabilities are available. In a ciphertext-only attack, the

cryptanalyst has access only to the ciphertext (good modern cryptosystems are usually

effectively immune to ciphertext-only attacks). In a known-plaintext attack, the

cryptanalyst has access to a ciphertext and its corresponding plaintext (or to many such

pairs). In a chosen-plaintext attack, the cryptanalyst may choose a plaintext and learn its

corresponding ciphertext (perhaps many times); an example is gardening, used by the

British during WWII. Finally, in a chosen-ciphertext attack, the cryptanalyst may be able

to choose ciphertexts and learn their corresponding plaintexts. Also important, often

overwhelmingly so, are mistakes (generally in the design or use of one of the protocols

involved; see Cryptanalysis of the Enigma for some historical examples of this).

Cryptanalysis of symmetric-key ciphers typically involves looking for attacks against the

block ciphers or stream ciphers that are more efficient than any attack that could be

against a perfect cipher. For example, a simple brute force attack against DES requires

one known plaintext and 255 decryptions, trying approximately half of the possible keys,

to reach a point at which chances are better than even the key sought will have been

found. But this may not be enough assurance; a linear cryptanalysis attack against DES

requires 243 known plaintexts and approximately 243 DES operations. This is a

considerable improvement on brute force attacks. Public-key algorithms are based on the

computational difficulty of various problems. The most famous of these is integer

factorization (e.g., the RSA algorithm is based on a problem related to integer factoring),

but the discrete logarithm problem is also important. Much public-key cryptanalysis

concerns numerical algorithms for solving these computational problems, or some of

them, efficiently (ie, in a practical time). For instance, the best known algorithms for

solving the elliptic curve-based version of discrete logarithm are much more time-

consuming than the best known algorithms for factoring, at least for problems of more or
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less equivalent size. Thus, other things being equal, to achieve an equivalent strength of

attack resistance, factoring-based encryption techniques must use larger keys than elliptic

curve techniques. For this reason, public-key cryptosystems based on elliptic curves have

become popular since their invention in the mid-1990s. While pure cryptanalysis uses

weaknesses in the algorithms themselves, other attacks on cryptosystems are based on

actual use of the algorithms in real devices, and are called side-channel attacks. If a

cryptanalyst has access to, say, the amount of time the device took to encrypt a number of

plaintexts or report an error in a password or PIN character, he may be able to use a

timing attack to break a cipher that is otherwise resistant to analysis. An attacker might

also study the pattern and length of messages to derive valuable information; this is

known as traffic analysis, and can be quite useful to an alert adversary. Poor

administration of a cryptosystem, such as permitting too short keys, will make any system

vulnerable, regardless of other virtues. And, of course, social engineering, and other

attacks against the personnel who work with cryptosystems or the messages they handle

(e.g., bribery, extortion, blackmail, espionage, torture, ...) may be the most productive

attacks of all.

4. Cryptographic primitives

Much of the theoretical work in cryptography concerns cryptographic primitives

algorithms with basic cryptographic properties and their relationship to other

cryptographic problems. More complicated cryptographic tools are then built from these

basic primitives. These primitives provide fundamental properties, which are used to

develop more complex tools called cryptosystems or cryptographic protocols, which

guarantee one or more high-level security properties. Note however, that the distinction

between cryptographic primitives and cryptosystems, is quite arbitrary; for example, the

RSA algorithm is sometimes considered a cryptosystem, and sometimes a primitive.

Typical examples of cryptographic primitives include pseudorandom functions, one-way

functions, etc.

5. Cryptosystems

One or more cryptographic primitives are often used to develop a more complex

algorithm, called a cryptographic system, or cryptosystem. Cryptosystems (e.g. El-Gamal

encryption) are designed to provide particular functionality (e.g. public key encryption)
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while guaranteeing certain security properties (e.g. CPA security in the random oracle

model). Cryptosystems use the properties of the underlying cryptographic primitives to

support the system's security properties. Of course, as the distinction between primitives

and cryptosystems is somewhat arbitrary, a sophisticated cryptosystem can be derived

from a combination of several more primitive cryptosystems. In many cases, the

cryptosystem's structure involves back and forth communication among two or more

parties in space (e.g., between the sender of a secure message and its receiver) or across

time (e.g., cryptographically protected backup data). Such cryptosystems are sometimes

called cryptographic protocols. Some widely known cryptosystems include RSA

encryption, Schnorr signature, El-Gamal encryption, PGP, etc. More complex

cryptosystems include electronic cash systems, signcryption systems, etc. Some more

'theoretical' (i.e., less practical) cryptosystems include interactive proof systems, (like

zero-knowledge proofs,), systems for secret sharing, etc.

Till recently, most security properties of most cryptosystems were demonstrated using

empirical techniques, or using ad hoc reasoning. Recently, there has been considerable

effort to develop formal techniques for establishing the security of cryptosystems; this has

been generally called provable security. The general idea of provable security is to give

arguments about the computational difficulty needed to compromise some security aspect

of the cryptosystem (ie, to any adversary). The study of how best to implement and

integrate cryptography in software applications is itself a distinct field, see: cryptographic

engineering and security engineering.

6. Legal issues involving cryptography

6.1. Prohibitions

Cryptography has long been of interest to intelligence gathering and law enforcement

agencies. Actually secret communications may be criminal or even treasonous; those

whose communications are open to inspection may be less likely to be either. Because

of its facilitation of privacy, and the diminution of privacy attendant on its

prohibition, cryptography is also of considerable interest to civil rights supporters.

Accordingly, there has been a history of controversial legal issues surrounding

cryptography, especially since the advent of inexpensive computers has made

widespread access to high quality cryptography possible. In some countries, even the
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domestic use of cryptography is, or has been, restricted. Until 1999,

Francesignificantly restricted the use of cryptography domestically, though it has

relaxed many of these. In China, a license is still required to use cryptography. Many

countries have tight restrictions on the use of cryptography. Among the more

restrictive are laws inBelarus, Kazakhstan, Mongolia,Pakistan, Russia,

Singapore,Tunisia, and Vietnam.

In the United States, cryptography is legal for domestic use, but there has been much

conflict over legal issues related to cryptography. One particularly important issue has

been the export of cryptography and cryptographic software and hardware. Probably

because of the importance of cryptanalysis in World War II and an expectation that

cryptography would continue to be important for national security, many Western

governments have, at some point, strictly regulated export of cryptography. After

World War II, it was illegal in the US to sell or distribute encryption technology

overseas; in fact, encryption was designated as auxiliary military equipment and put

on theUnited States Munitions List. Until the development of the personal computer,

asymmetric key algorithms (ie, public key techniques), and the Internet, this was not

especially problematic. However, as the Internet grew and computers became more

widely available, high quality encryption techniques became well-known around the

globe. As a result, export controls came to be seen to be an impediment to commerce

and to research.

6.2. Export Controls

In the 1990s, there were several challenges to US export regulations of cryptography.

One involved Philip Zimmermann's Pretty Good Privacy (PGP) encryption program;

it was released in the US, together with its source code, and found its way onto the

Internet in June 1991. After a complaint by RSA Security (then called RSA Data

Security, Inc., or RSADSI), Zimmermann was criminally investigated by the Customs

Service and the FBI for several years. No charges were ever filed, however. Also,

Daniel Bernstein, then a graduate student at UC Berkeley, brought a lawsuit against

the USgovernment challenging some aspects of the restrictions based on free speech

grounds. The 1995 case Bernstein v. United States which ultimately resulted in a 1999

decision that printed source code for cryptographic algorithms and systems was

protected as free speech by the United States Constitution. In 1996, thirty-nine
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countries signed the Wassenaar Arrangement, an arms control treaty that deals with

the export of arms and "dual-use" technologies such as cryptography. The treaty

stipulated that the use of cryptography with short key-lengths (56-bit for symmetric

encryption, 512-bit for RSA) would no longer be export-controlled. Cryptography

exports from the USare now much less strictly regulated than in the past as a

consequence of a major relaxation in 2000; there are no longer very many restrictions

on key sizes in US-exported mass-market software. In practice today, since the

relaxation in US export restrictions, and because almost every personal computer

connected to the Internet, everywhere in the world, includes US-sourced web

browsers such as Mozilla Firefox or Microsoft Internet Explorer, almost every

Internet user worldwide has access to quality cryptography (i.e., when using

sufficiently long keys with properly operating and unsubverted software, etc) in their

browsers; examples are Transport Layer Security or SSL stack. The Mozilla

Thunderbird and Microsoft Outlook E-mail client programs similarly can connect to

IMAP or POP servers via TLS, and can send and receive email encrypted with

S/MIME. Many Internet users don't realize that their basic application software

contains such extensive cryptosystems. These browsers and email programs are so

ubiquitous that even governments whose intent is to regulate civilian use of

cryptography generally don't find it practical to do much to control distribution or use

of cryptography of this quality, so even when such laws are in force, actual

enforcement is often effectively impossible.

6.3. NSA involvement

Another contentious issue connected to cryptography in the United States is the

influence of the National Security Agency on cipher development and policy. NSA

was involved with the design of DES during its development at IBM and its

consideration by the National Bureau of Standards as a possible Federal Standard for

cryptography. DES was designed to be resistant to differential cryptanalysis, a

powerful and general cryptanalytic technique known to NSA and IBM, that became

publicly known only when it was rediscovered in the late 1980s. According to Steven

Levy, IBM rediscovered differential cryptanalysis, but kept the technique secret at

NSA's request. The technique became publicly known only when Biham and Shamir

re-rediscovered and announced it some years later. The entire affair illustrates the
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difficulty of determining what resources and knowledge an attacker might actually

have.

Another instance of NSA's involvement was the 1993 Clipper chip affair, an

encryption microchip intended to be part of the Capstone cryptography-control

initiative. Clipper was widely criticized by cryptographers for two reasons. The cipher

algorithm was then classified (the cipher, called Skipjack, though it was declassified

in 1998 long after the Clipper initiative lapsed). The secret cipher caused concerns

that NSA had deliberately made the cipher weak in order to assist its intelligence

efforts. The whole initiative was also criticized based on its violation of Kerckhoffs'

principle, as the scheme included a special escrow key held by the government for use

by law enforcement, for example in wiretaps.

6.4. Digital Rights Management

Cryptography is central to digital rights management (DRM), a group of techniques

for technologically controlling use of copyrighted material, being widely implemented

and deployed at the behest of some copyright holders. In 1998, American President

Bill Clinton signed the Digital Millennium Copyright Act (DMCA), which

criminalized all production, dissemination, and use of certain cryptanalytic techniques

and technology (now known or later discovered); specifically, those that could be

used to circumvent DRM technological schemes. This had a noticeable impact on the

cryptography research community since an argument can be made that any

cryptanalytic research violated, or might violate, the DMCA. Similar statutes have

since been enacted in several countries and regions, including the implementation in

the EU Copyright Directive. Similar restrictions are called for by treaties signed by

World Intellectual Property Organization member-states.

The United States Department of Justice and FBI have not enforced the DMCA as

rigorously as had been feared by some, but the law, nonetheless, remains a

controversial one. One well-respected cryptography researcher, Niels Ferguson, has

publicly stated that he will not release some of his research into an Intel security

design for fear of prosecution under the DMCA, and both Alan Cox (longtime number

2 in Linux kernel development) and Professor Edward Felten (and some of his

students at Princeton) have encountered problems related to the Act. Dmitry Sklyarov
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was arrested during a visit to the US from Russia, and jailed for some months for

alleged violations of the DMCA which had occurred in Russia, where the work for

which he was arrested and charged was then, and when he was arrested, legal. In

2007, the cryptographic keys responsible for Blu Ray and HD DVD content

scrambling were discovered and released onto the internet. Both times, the MPAA

sent out numerous DMCA takedown notices, and there was a massive internet

backlash as a result of the implications of such notices on fair use and free speech

both legally protected in the US and in some other jurisdictions.

7. Quantum Bits

A quantum computer is a device for computation that makes direct use of quantum

mechanical phenomena, such as superposition and entanglement, to perform operations

on data. The basic principle behind quantum computation is that quantum properties can

be used to represent data and perform operations on these data.

Although quantum computing is still in its infancy, experiments have been carried out in

which quantum computational operations were executed on a very small number of qubits

(quantum binary digits). Both practical and theoretical research continues with interest,

and many national government and military funding agencies support quantum computing

research to develop quantum computers for both civilian and national security purposes,

such as cryptanalysis. If large-scale quantum computers can be built, they will be able to

solve certain problems much faster than any of our current classical computers (for

example Shor's algorithm). Quantum computers are different from other computers such

as DNA computers and traditional computers based on transistors. Some computing

architectures such as optical computers may use classical superposition of

electromagnetic waves. Without some specifically quantum mechanical resources such as

entanglement, it is conjectured that an exponential advantage over classical computers is

not possible.

8. Public-key cryptography
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Public-key cryptography is a method for secret communication between two parties

without requiring an initial exchange of secret keys. It can also be used to create digital

signatures. Public key cryptography is a fundamental and widely used technology around

the world, and enables secure transmission of information on the Internet.

It is also known as asymmetric key cryptography because the key used to encrypt a

message differs from the key used to decrypt it. In public key cryptography, a user has a

pair of cryptographic keys a public key and a private key. The private key is kept secret,

while the public key may be widely distributed. Messages are encrypted with the

recipient's public key and can only be decrypted with the corresponding private key. The

keys are related mathematically, but the private key cannot be feasibly (ie, in actual or

projected practice) derived from the public key. Conversely, secret-key cryptography,

also known as symmetric cryptography, uses a single secret key for both encryption and

decryption. To use symmetric cryptography for communication, the sender and receiver

must share a key in advance.

Topic : Cryptographic Systems: Ssl/Tls, Vpns, And Kerberos

Topic Objective:

At the end of the topic the students will be able to:

 Understand Cryptographic System

 Explain Virtual Private Network

 Highlight SSL/TLS VPNs

 Evaluate Security

 Know Point-to-Point Protocol

 Learn about RADIUS for Dial-Up Remote Access

 Evaluate Ticket-Granting Service
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Definition/Overview:

A cryptographic system (or a cipher system) is a method of hiding data so that only certain

people can view it. Cryptography is the practice of creating and using cryptographic systems.

Cryptanalysis is the science of analyzing and reverse engineering cryptographic systems. The

original data is called plaintext. The protected data is called ciphertext. Encryption is a

procedure to convert plaintext into ciphertext. Decryption is a procedure to convert ciphertext

into plaintext. A cryptographic system typically consists of algorithms, keys, and key

management facilities. There are two basic types of cryptographic systems: symmetric

("private key") and asymmetric ("public key"). Symmetric key systems require both the

sender and the recipient to have the same key. This key is used by the sender to encrypt the

data, and again by the recipient to decrypt the data. Key exchange is clearly a problem. How

do you securely send a key that will enable you to send other data securely? If a private key is

intercepted or stolen, the adversary can act as either party and view all data and

communications. You can think of the symmetric crypto system as akin to the Chubb type of

door locks. You must be in possession of a key to both open and lock the door. Asymmetric

cryptographic systems are considered much more flexible. Each user has both a public key

and a private key. Messages are encrypted with one key and can be decrypted only by the

other key. The public key can be published widely while the private key is kept secret. If

Alice wishes to send Bob a secret, she finds and verifies Bob's public key, encrypts her

message with it, and mails it off to Bob. When Bob gets the message, he uses his private key

to decrypt it. Verification of public keys is an important step. Failure to verify that the public

key really does belong to Bob leaves open the possibility that Alice is using a key whose

associated private key is in the hands of an enemy. Public Key Infrastructures or PKI's deal

with this problem by providing certification authorities that sign keys by a supposedly trusted

party and make them available for download or verification. Asymmetric ciphers are much

slower than their symmetric counterparts and key sizes are generally much larger. You can

think of a public key system as akin to a Yale type door lock. Anyone can push the door

locked, but you must be in possession of the correct key to open the door.

Key Points:

1. Cryptographic System
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Cryptographic systems are quite complex. This makes them vulnerable to a variety of

attacks. If an attack succeeds, then Eve may be able to read Alice's and Bob's messages,

or even to forge a message in their names. The most common security problem is keeping

the cryptographic keys secure. This is more difficult with secret key cryptography, since

there Alice and Bob need to communicate this key to one another. However, even if Alice

and Bob are very careful with their keys, the implementation of their cryptographic

system may have a bug (or an intentional backdoor) that allows Eve to crack the system.

The art of protecting information by transforming it (encrypting it) into an unreadable

format, called cipher text. Only those who possess a secret key can decipher (or decrypt)

the message into plain text. Encrypted messages can sometimes be broken by

cryptanalysis, also called codebreaking, although modern cryptography techniques are

virtually unbreakable. As the Internet and other forms of electronic communication

become more prevalent, electronic security is becoming increasingly important.

Cryptography is used to protect e-mail messages, credit card information, and corporate

data. One of the most popular cryptography systems used on the Internet is Pretty Good

Privacy because it's effective and free.

Cryptography systems can be broadly classified into symmetric-key systems that use a

single key that both the sender and recipient have, and public-key systems that use two

keys, a public key known to everyone and a private key that only the recipient of

messages uses. an essential part of today's information systems. Cryptography helps

provide accountability, fairness, accuracy, and confidentiality. It can prevent fraud in

electronic commerce and assure the validity of financial transactions. It can protect your

anonymity or prove your identity. It can keep vandals from altering your Web page and

prevent industrial competitors from reading your confidential documents. And in the

future, as commerce and communications continue to move to computer networks,

cryptography will become more and more vital. But the cryptography now on the market

doesn't provide the level of security it advertises. Most systems are not designed and

implemented by cryptographers, but by engineers who think cryptography is like any

other computer technology. It's not. You can't make systems secure by tacking on

cryptography as an afterthought. You have to know what you are doing every step of the

way, from conception through installation. Billions of dollars are spent on computer

security, and most of it is wasted on insecure products. After all, weak cryptography

looks the same on the shelf as strong cryptography. Two e-mail encryption products may
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have almost the same user interface, yet one is secure while the other permits

eavesdropping. A comparison chart may suggest that two programs have similar features,

although one has gaping security holes that the other doesn't. An experienced

cryptographer can tell the difference. So can a thief. The people who break cryptographic

systems don't follow rules; they cheat. They can attack a system using techniques the

designers never thought of. Art thieves have burgled homes by cutting through the walls

with a chain saw. Home security systems, no matter how expensive and sophisticated,

won't stand a chance against this attack. Computer thieves come through the walls too.

They steal technical data, bribe insiders, modify software, and collude. The odds favor the

attacker: defenders have to protect against every possible vulnerability, but an attacker

only has to find one security flaw to compromise the whole system.

Present-day computer security is a house of cards; it may stand for now, but it can't last.

Many insecure products have not yet been broken because they are still in their infancy.

But when these products are widely used, they will become tempting targets for

criminals. The press will publicize the attacks, undermining public confidence in these

systems. Ultimately, products will win or lose in the marketplace depending on the

strength of their security. No one can guarantee 100% security. But we can work toward

100% risk acceptance. Fraud exists in current commerce systems: cash can be

counterfeited, checks altered, credit card numbers stolen. Yet these systems are still

successful because the benefits and conveniences outweigh the losses. Privacy systems --

wall safes, door locks, curtains -- are not perfect, but they're often good enough. A good

cryptographic system strikes a balance between what is possible and what is acceptable.

Strong cryptography can withstand targeted attacks up to a point -- the point at which it

becomes easier to get the information some other way. A computer encryption program,

no matter how good, will not prevent an attacker from going through someone's garbage.

But it can prevent data-harvesting attacks absolutely; no attacker can go through enough

trash to find every AZT user in the country.

The good news about cryptography is that we already have the algorithms and protocols

we need to secure our systems. The bad news is that that was the easy part; implementing

the protocols successfully requires considerable expertise. The areas of security that

interact with people -- key management, human/computer interface security, access

control -- often defy analysis. And the disciplines of public-key infrastructure, software
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security, computer security, network security, and tamper-resistant hardware design are

very poorly understood. Laws are no substitute for engineering. The U.S. cellular phone

industry has lobbied for protective laws, instead of spending the money to fix what should

have been designed corectly the first time. It's no longer good enough to install security

patches in response to attacks. Computer systems move too quickly; a security flaw can

be described on the Internet and exploited by thousands. Today's systems must anticipate

future attacks. Any comprehensive system designed today is likely to remain in use for

five years or more. It must be able to withstand the future: smarter attackers, more

computational power, and greater incentives to subvert a widespread system. There won't

be time to upgrade them in the field.

2. Virtual Private Network

A virtual private network (VPN) is a computer network in which some of the links

between nodes are carried by open connections or virtual circuits in some larger network

(e.g., the Internet) as opposed to running across a single private network. The link-layer

protocols of the virtual network are said to be tunneled through the larger network. One

common application is secure communications through the public Internet, but a VPN

need not have explicit security features, such as authentication or content encryption.

VPNs, for example, can be used to separate the traffic of different user communities over

an underlying network with strong security features. VPN service providers may offer

best-effort performance, or may have a defined service level agreement (SLA) with their

VPN customers. Generally, a VPN has a topology more complex than point-to-point.

A VPN allows computer users to access a network via an IP address other than the one

that actually connects their computer to the Internet. The Internet Engineering Task Force

(IETF) has categorized a variety of VPNs, some of which, such as Virtual LANs (VLAN)

are the standardization responsibility of other organizations, such as the Institute of

Electrical and Electronics Engineers (IEEE) Project 802, Workgroup 802.1 (architecture).

Originally, Wide Area Network (WAN) links from a telecommunications service

provider interconnected network nodes within a single enterprise. With the advent of

LANs, enterprises could interconnect their nodes with links that they owned. While the

original WANs used dedicated lines and layer 2 multiplexed services such as Frame
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Relay, IP-based layer 3 networks, such as the ARPANET, Internet, military IP networks

(NIPRNET, SIPRNET, JWICS, etc.), became common interconnection media. VPNs

began to be defined over IP networks . The military networks may themselves be

implemented as VPNs on common transmission equipment, but with separate encryption

and perhaps routers. It became useful first to distinguish among different kinds of IP VPN

based on the administrative relationships (rather than the technology) interconnecting the

nodes. Once the relationships were defined, different technologies could be used,

depending on requirements such as security and quality of service. When an enterprise

interconnects a set of nodes, all under its administrative control, through a LAN network,

that is termed an Intranet. When the interconnected nodes are under multiple

administrative authorities but are hidden from the public Internet, the resulting set of

nodes is called an extranet. A user organization can manage both intranets and extranets

itself, or negotiate a service as a contracted (and usually customized) offering from an IP

service provider. In the latter case, the user organization contracts for layer 3 services

much as it may contract for layer 1 services such as dedicated lines, or multiplexed layer

2 services such as frame relay.

The IETF distinguishes between provider-provisioned and customer-provisioned VPNs .

Just as an interconnected set of providers can supply conventional WAN services, so a

single service provider can supply provider-provisioned VPNs (PPVPNs), presenting a

common point-of-contact to the user organization. ecure VPNs use cryptographic

tunneling protocols to provide the intended confidentiality (blocking snooping and thus

Packet sniffing), sender authentication (blocking identity spoofing), and message integrity

(blocking message alteration) to achieve privacy. When properly chosen, implemented,

and operated, such techniques can provide secure communications over unsecured

networks.

3. SSL/TLS VPNs

Transport Layer Security (TLS) and its predecessor, Secure Sockets Layer (SSL), are

cryptographic protocols that provide security and data integrity for communications over

TCP/IP networks such as the Internet. TLS and SSL encrypt the segments of network

connections at the Transport Layer end-to-end. Several versions of the protocols are in

wide-spread use in applications like web browsing, electronic mail, Internet faxing,

instant messaging and voice-over-IP (VoIP). TLS is an IETF standards track protocol, last
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updated in RFC 5246, that was based on the earlier SSL specifications developed by

Netscape Corporation. During the first phase, the client and server negotiate cipher suites,

which determine the ciphers to be used, the key exchange and authentication algorithms,

as well as the message authentication codes (MACs). The key exchange and

authentication algorithms are typically public key algorithms, or as in TLS-PSK

preshared keys could be used. The message authentication codes are made up from

cryptographic hash functions using the HMAC construction for TLS, and a non-standard

pseudorandom function for SSL. Early research efforts toward transport layer security

included the Secure Network Programming (SNP) API, which in 1993 explored the

approach of having a secure transport layer API closely resembling sockets, to facilitate

retrofitting preexisting network applications with security measures. The SNP project

received the 2004 ACM Software System Award. The SSL protocol was originally

developed by Netscape. Version 1.0 was never publicly released; version 2.0 was released

in February 1995 but "contained a number of security flaws which ultimately led to the

design of SSL version 3.0", which was released in 1996 (Rescorla 2001). This later

served as the basis for TLS version 1.0, an Internet Engineering Task Force (IETF)

standard protocol first defined in RFC 2246 in January 1999. Visa, MasterCard,

American Express and many leading financial institutions have endorsed SSL for

commerce over the Internet. SSL operates in modular fashion. It is extensible by design,

with support for forward and backward compatibility and negotiation between peers.

4. Security

TLS/SSL has a variety of security measures:

 The client may use the certificate authority's (CA's) public key to validate the CA's digital

signature on the server certificate. If the digital signature can be verified, the client accepts

the server certificate as a valid certificate issued by a trusted CA.

 The client verifies that the issuing CA is on its list of trusted CAs.

 The client checks the server's certificate validity period. The authentication process stops if

the current date and time fall outside of the validity period.

 Protection against a downgrade of the protocol to a previous (less secure) version or a weaker

cipher suite.

 Numbering all the Application records with a sequence number, and using this sequence

number in the message authentication codes (MACs).
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 Using a message digest enhanced with a key (so only a key-holder can check the MAC). This

is specified in RFC 2104. TLS only.

 The message that ends the handshake ("Finished") sends a hash of all the exchanged

handshake messages seen by both parties.

 The pseudorandom function splits the input data in half and processes each one with a

different hashing algorithm (MD5 and SHA-1), then XORs them together to create the MAC.

This provides protection even if one of these algorithms is found to be vulnerable. TLS only.

 SSL v3 improved upon SSL v2 by adding SHA-1 based ciphers, and support for certificate

authentication. Additional improvements in SSL v3 include better handshake protocol flow

and increased resistance to man-in-the-middle attacks.

SSL v2 is flawed in a variety of ways:

 Identical cryptographic keys are used for message authentication and encryption.

 MACs are unnecessarily weakened in the "export mode" required by U.S. export restrictions

(symmetric key length was limited to 40 bits in Netscape and Internet Explorer).

 SSL v2 has a weak MAC construction and relies solely on the MD5 hash function.

 SSL v2 does not have any protection for the handshake, meaning a man-in-the-middle

downgrade attack can go undetected.

 SSL v2 uses the TCP connection close to indicate the end of data. This means that truncation

attacks are possible: the attacker simply forges a TCP FIN, leaving the recipient unaware of

an illegitimate end of data message (SSL v3 fixes this problem by having an explicit closure

alert).

 SSL v2 assumes a single service, and a fixed domain certificate, which clashes with the

standard feature of virtual hosting in webservers. This means that most websites are

practically impaired from using SSL. TLS/SNI fixes this but is not deployed in webservers as

yet.

SSL v2 is disabled by default in Internet Explorer 7, Mozilla Firefox 2 and Mozilla

Firefox 3, and Safari. After it sends a TLS ClientHello, if Mozilla Firefox finds that the

server is unable to complete the handshake, it will attempt to fall back to using SSL 3.0

with an SSL 3.0 ClientHello in SSL v2 format to maximize the likelihood of successfully

handshaking with older servers. Support for SSL v2 (and weak 40-bit and 56-bit ciphers)

has been removed completely from Opera as of version 9.5.
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5. Point-to-Point Protocol

PPPoE, Point-to-Point Protocol over Ethernet, is a network protocol for encapsulating

Point-to-Point Protocol (PPP) frames inside Ethernet frames. It is used mainly with

ADSL services where individual users connect to the ADSL transceiver (modem) over

Ethernet and in plain Metro Ethernet networks. It was developed by UUNET, Redback

Networks, and RouterWare and is available as an informational RFC 2516. Ethernet

networks are packet-based and have no concept of a connection or circuit and also lack

basic security features to protect against IP and MAC conflicts and rogue DHCP servers.

By using PPPoE, users can virtually "dial" from one machine to another over an Ethernet

network, establish a point to point connection between them and then securely transport

data packets over the connection. Traditional Internet access methods like dial-up were so

slow that host computers were connected to the dial-up modem at the customer premises

over slow serial ports. PPP was designed to run directly over these serial links. But with

the advent of broadband internet access technologies such as ADSL and cable modems,

there was a considerable increase in the bandwidth delivered to the end users. This meant

that the host computers at the customer's premises were connected to the ADSL or cable

modem over a much faster medium such as Ethernet. It also meant that multiple hosts

could connect to the Internet through a single access device, which alone had the actual

Internet connection, in the form of a WAN link. The simplest and most cost-effective

method to connect multiple machines together is Ethernet. Hence typical scenarios

involved multiple host PCs connected to each other and to an Internet access device by

Ethernet.

Unfortunately Ethernet networks are not connection-oriented and lack the basic features

provided by the original PPP protocol - such as user authentication, per-user

service/control, usage metering, billing, etc. Once the packets from different users

reached the access device, they were sent out on the single WAN link and individual user

information was lost. It would have been possible to build a protocol newly on top of

Ethernet, but then the Access device would have become very complex as it maintains all

user information. Instead, running PPP over Ethernet in the host PCs itself was much

simpler and just required updating the software in the PC. The PPPoE session terminates

at the service provider's equipment thus giving complete control to the service provider.

Hence PPPoE was devised to achieve the best of both worlds - the ability to connect a
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network of hosts to a service provider at higher speeds, and the use of an existing

connection mechanism for establishing sessions while presenting a familiar user interface.

A RADIUS server is commonly responsible for handling these.

6. RADIUS for Dial-Up Remote Access

Satellite Internet services are used in locations where terrestrial Internet access is not

available and in locations which move frequently. Internet access via satellite is available

worldwide, including vessels at sea and mobile land vehicles. Satellite communications is

affected by moisture and rain in the path of signal. The effects are less at lower

frequencies, L and C band, but become quite severe at higher frequencies, Ku and Ka

band. For satellite internet services in tropical areas with heavy rain, C band (4/6 GHz)

with circular polarisation is popular. At Ka band (19/29 GHz) special techniques such as

large rain margins, adaptive uplink power control and reducing bit rates during rain are

applied. The amount of time for which service is lost is reduced by increasing the size of

the dish so as to gather more of the satellite signal on the downlink and producing a more

intense transmission on the uplink.

Modern consumer-grade dish antennas tend to be fairly small, which reduces the rain

margin or increases the required satellite downlink power and cost. Large commercial

dishes 3.7m to 13m diameter are used to achieve large rain margins and also to reduce the

cost per bit by requiring far less power from the satellite. Modern download DVB-S2

carriers, with RCS feedback, are intended to allow the modulation method to be

dynamically altered, in response to rain problems at a receive site. This allows the bit

rates to be increased substantially during normal clear sky conditions, thus reducing

overall costs per bit.

7. Ticket-Granting Service

Kerberos is a computer network authentication protocol, which allows individuals

communicating over a non-secure network to prove their identity to one another in a

secure manner. It is also a suite of free software published by Massachusetts Institute of

Technology (MIT) that implements this protocol. Its designers aimed primarily at a
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client-server model, and it provides mutual authentication both the user and the server

verify each other's identity. Kerberos protocol messages are protected against

eavesdropping and replay attacks. Kerberos builds on symmetric key cryptography and

requires a trusted third party. Extensions to Kerberos can provide for the use of public-

key cryptography during certain phases of authentication. Kerberos uses as its basis the

Needham-Schroeder protocol. It makes use of a trusted third party, termed a key

distribution center (KDC), which consists of two logically separate parts: an

Authentication Server (AS) and a Ticket Granting Server (TGS). Kerberos works on the

basis of "tickets" which serve to prove the identity of users. The KDC maintains a

database of secret keys; each entity on the network whether a client or a server shares a

secret key known only to itself and to the KDC. Knowledge of this key serves to prove an

entity's identity. For communication between two entities, the KDC generates a session

key which they can use to secure their interactions.

In Section 4 of this course you will cover these topics:
Application Security: Electronic Commerce And E-Mail

Incident Response

Topic : Application Security: Electronic Commerce And E-Mail

Topic Objective:

At the end of the topic the students will be able to:

 Understand Mobile Application Security

 Know Security testing for applications

 Highlight Buffer Overflow Attacks

 Explain Webservers

 Evaluate E-Commerce Servers

 Elaborate Webserver Attacks
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 Identify Website defacement

 Examine Webpage Development

 Know Browser Attacks

 Learn about Client-side scripting

 Analyze Web-Based E-Mail

 Define Instant Messaging

Definition/Overview:

Application security: Application security encompasses measures taken throughout the

application's life-cycle to prevent exceptions in the security policy of an application or the

underlying system (vulnerabilities) through flaws in the design, development, deployment,

upgradation, or maintenance of the application. Applications only control the use of resources

granted to them, and not which resources are granted to them. They, in turn, determine the

use of these resources by users of the application through application security.

Key Points:

1. Mobile Application Security

The proportion of mobile devices providing open platform functionality is expected to

continue to increase as time move on. The openness of these platforms offers significant

opportunities to all parts of the mobile eco-system by delivering the ability for flexible

programmes and service delivery options that may be installed, removed or refreshed

multiple times in line with the users needs and requirements. However, with openness

comes responsibility and unrestricted access to mobile resources and APIs by applications

of unknown or untrusted origin could result in damage to the user, the device, the network

or all of these, if not managed by suitable security architectures and network precautions.

Mobile Application Security is provided in some form on most open OS mobile devices

(Symbian OS , Microsoft, BREW, etc.). Industry groups have also created

recommendations including the GSM Association and Open Mobile Terminal Platform

(OMTP)

2. Security testing for applications

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

87
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



Security testing techniques scour for vulnerabilities or security holes in applications.

These vulnerabilities leave applications open to exploitation. Ideally, security testing is

implemented throughout the entire software development life cycle (SDLC) so that

vulnerabilities may be addressed in a timely and thorough manner. Unfortunately, testing

is often conducted as an afterthought at the end of the development cycle. Vulnerability

scanners, and more specifically web application scanners, otherwise known as penetration

testing tools (i.e. ethical hacking tools) have been historically used by security

organizations within corporations and security consultants to automate the security testing

of http request/responses; however, this is not a substitute for the need for actual source

code review. Physical code reviews of an application's source code can be accomplished

manually or in an automated fashion. Given the common size of individual programs

(often 500K Lines of Code or more), the human brain can not execute a comprehensive

data flow analysis needed in order to completely check all circuitous paths of an

application program to find vulnerability points. The human brain is suited more for

filtering, interrupting and reporting the outputs of automated source code analysis tools

available commercially versus trying to trace every possible path through a compiled

code base to find the root cause level vulnerabilities.

The two types of automated tools associated with application vulnerability detection

(application vulnerability scanners) are Penetration Testing Tools (otherwise known as

Black Box Testing Tools) and Source Code Analysis Tools (otherwise known as White

Box Testing Tools). Tools in the Black Box Testing arena include HP Quality Center

(through the acquisition of SPI Dynamics), Nikto (open source). Banking and large E-

Commerce corporations have been the very early adopter customer profile for these types

of tools. It is commonly held within these firms that both Black Box testing and White

Box testing tools are needed in the pursuit of application security. Typically sited, Black

Box testing (meaning Penetration Testing tools) are ethical hacking tools used to attack

the application surface to expose vulnerabilities suspended within the source code

hierarchy. Penetration testing tools are executed on the already deployed application.

White Box testing (meaning Source Code Analysis tools) is used by either the application

security groups or application development groups. Typically introduced into a company

through the application security organization, the White Box tools complement the Black

Box testing tools in that they give specific visibility into the specific root vulnerabilities

within the source code in advance of the source code being deployed. Vulnerabilities
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identified with White Box testing and Black Box testing are typically in accordance with

the OWASP taxonomy for software coding errors. White Box testing vendors have

recently introduced dynamic versions of their source code analysis methods; which

operates on deployed applications. Given that the White Box testing tools have dynamic

versions similar to the Black Box testing tools, both tools can be correlated in the same

software error detection paradigm ensuring full application protection to the client

company.

3. Buffer Overflow Attacks

In computer security and programming, a buffer overflow, or buffer overrun, is an

anomalous condition where a process attempts to store data beyond the boundaries of a

fixed-length buffer. The result is that the extra data overwrites adjacent memory

locations. The overwritten data may include other buffers, variables and program flow

data, and may result in erratic program behavior, a memory access exception, program

termination (a crash), incorrect results or ― especially if deliberately caused by a

malicious user ― a possible breach of system security. Buffer overflows can be triggered

by inputs specifically designed to execute malicious code or to make the program operate

in an unintended way. As such, buffer overflows cause many software vulnerabilities and

form the basis of many exploits. Sufficient bounds checking by the programmer, the

compiler or the runtime can prevent buffer overflows. The programming languages most

commonly associated with buffer overflows are C and C++. They provide no built-in

protection against accessing or overwriting data in any part of memory and do not check

that data written to an array (the built-in buffer type) is within the boundaries of that

array. With a method called "Trampolining", if the address of the user-supplied data is

unknown, but the location is stored in a register, then the return address can be

overwritten with the address of an opcode which will cause execution to jump to the user

supplied data. If the location is stored in a register R, then a jump to the location

containing the opcode for a jump R, call R or similar instruction, will cause execution of

user supplied data. The locations of suitable opcodes, or bytes in memory, can be found in

DLLs or the executable itself. However, the address of the opcode typically cannot

contain any null characters and the locations of these opcodes can vary between

applications and versions of the operating system. The Metasploit Project is one such
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database of suitable opcodes, though only those found in the Windows operating system

are listed.

4. Webservers

The term web server can mean one of two things:

 A computer program that is responsible for accepting HTTP requests from clients (user

agents such as web browsers), and serving them HTTP responses along with optional data

contents, which usually are web pages such as HTML documents and linked objects (images,

etc.).

 A computer that runs a computer program as described above.

4.1. Common features

A standard 19" Rack of servers as seen from the front. Although web server

programsdiffer in detail, they all share some basic common features.

o HTTP: every web server program operates by accepting HTTP requests from the client, and

providing an HTTP response to the client. The HTTP response usually consists of an HTML

document, but can also be a raw file, an image, or some other type of document (defined by

MIME-types). If some error is found in client request or while trying to serve it, a web server

has to send an error response which may include some custom HTML or text messages to

better explain the problem to end users.

o Logging: usually web servers have also the capability of logging some detailed information,

about client requests and server responses, to log files; this allows the webmaster to collect

statistics by running log analyzers on these files.

In practice, many web servers implement the following features also:
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o Authentication, optional authorization request (request of user name and password) before

allowing access to some or all kind of resources.

o Handling of static content (file content recorded in the server's filesystem(s)) and dynamic

content by supporting one or more related interfaces (SSI, CGI, SCGI, FastCGI, JSP, PHP,

ASP, ASP.NET, Server API such as NSAPI, ISAPI, etc.).

o HTTPS support (by SSL or TLS) to allow secure (encrypted) connections to the server on

the standard port 443 instead of usual port 80.

o Content compression (i.e. by gzip encoding) to reduce the size of the responses (to lower

bandwidth usage, etc.).

o Virtual hosting to serve many web sites using one IP address.

o Large file support to be able to serve files whose size is greater than 2 GB on 32 bit OS.

o Bandwidth throttling to limit the speed of responses in order to not saturate the network and

to be able to serve more clients.

5. E-Commerce Servers

Microsoft Commerce Server is a Microsoft tool for building e-commerce systems. It uses

Microsoft .NET technology. With its inaugural release in 2000, Commerce Server

replaced Microsoft Site Server, expanding on the functionality of it and establishing a

focus on e-commerce functionality (rather than concerning itself with document

management or content metadata). It helps you to create e-commerce solutions and Web

sites with high-performance, familiar tools that simplify setup, management, and

administration tasks. Microsoft Commerce Server 2007 provides a comprehensive

solution for many business scenarios, including:

 Business-to-consumer (B2C) sales of tangible or digital goods or online service delivery.

 Business-to-business (B2B) scenarios, such as e-procurement and trading communities.

 B2X scenarios, combining Business to Consumer (B2C) and Business to Business (B2B).

 Self service portals using catalogs, profiles, or content targeting for personalized information

delivery.

The latest edition of Commerce Server (2007) is designed around 4 main blocks of

functionality (discussed below). A typical application will orchestrate these functions as

an application that enhances the typical experience for shoppers, web developers,

merchants, system administrators and other information technology professionals.
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Commerce Server also facilitates the processes involved with building and managing an

online commercial presence for each through a set of auxiliary tools aimed at a specific

audience.

6. Webserver Attacks

A system may also be compromised with a trojan, allowing the attacker to download a

zombie agent (or the trojan may contain one). Attackers can also break into systems using

automated tools that exploit flaws in programs that listen for connections from remote

hosts. This scenario primarily concerns systems acting as servers on the web. Stacheldraht

is a classic example of a DDoS tool. It utilizes a layered structure where the attacker uses

a client program to connect to handlers, which are compromised systems that issue

commands to the zombie agents, which in turn facilitate the DDoS attack. Agents are

compromised via the handlers by the attacker, using automated routines to exploit

vulnerabilities in programs that accept remote connections running on the targeted remote

hosts. Each handler can control up to a thousand agents. These collections of

compromised systems are known as botnets. DDoS tools like stacheldraht still use classic

DoS attack methods centered on IP spoofing and amplification like smurf attacks and

fraggle attacks (these are also known as bandwidth consumption attacks). SYN floods

(also known as resource starvation attacks) may also be used. Newer tools can use DNS

servers for DoS purposes. (see next section)

Unlike MyDoom's DDoS mechanism, botnets can be turned against any IP address. Script

kiddies use them to deny the availability of well known websites to legitimate users.

More sophisticated attackers use DDoS tools for the purposes of extortion even against

their business rivals. It is important to note the difference between a DDoS and DoS

attack. If an attacker mounts a smurf attack from a single host it would be classified as a

DoS attack. In fact, any attack against availability would be classed as a Denial of Service

attack. On the other hand, if an attacker uses a thousand zombie systems to

simultaneously launch smurf attacks against a remote host, this would be classified as a

DDoS attack. The major advantages to an attacker of using a distributed denial-of-service

attack are that multiple machines can generate more attack traffic than one machine,

multiple attack machines are harder to turn off than one attack machine, and that the

behavior of each attack machine can be stealthier, making it harder to track down and

shut down. These attacker advantages cause challenges for defense mechanisms. For

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

92
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



example, merely purchasing more incoming bandwidth than the current volume of the

attack might not help, because the attacker might be able to simply add more attack

machines. Although most DDoS attacks are malicious in nature, the same technique can

be used to aid the Internet community. Internet fraud schemes, such as Nigerian 419

scams or phishing, commonly involve fraudulent websites that either impersonate a real

website for purposes of stealing the victim's identity, or lend credibility to a scammer's

fictional business venture to lure the victim into a false sense of confidence. Scam baiters,

who combat these scams by posing as victims for the purpose of wasting the scammer's

time and money and obtaining information that can be used by authorities, will forward

sites they encounter during the course of their conversations to groups that specialize in

site-killing. The group will first try to have a site taken down by informing the host of

said site that the site is being used fraudulently. In the case where that approach fails, the

group will organize a "takedown" of the site by encouraging its members to visit the site

en masse and continually refresh its content (an intentional form of the Slashdot effect

sometimes referred to as flash mobbing, although that term is technically reserved for

real-world gatherings). Alternately, some groups have special web pages that link to

images hosted by these fake sites and show the images to visitors (usually members or

supporters of the site-killing group) while constantly reloading them, which is known as

intentional bandwidth hogging. The purpose, similar to malicious DoS attacks, is to (a.)

rapidly consume all of the website's allocated monthly bandwidth, after which requests

for the site's content are refused, (b.) draw the attention of the site's host, who when faced

with the constant onslaught on the entire hosting network's resources, will usually remove

the site, and/or (c.) take up all available connections and maximum throughput of the host

so that would-be victims cannot access the site.

7. Website defacement

Website defacement is an attack on a website that changes the visual appearance of the

site. These are typically the work of system crackers, who break into a web server and

replace the hosted website with one of their own. A message is often left on the webpage

stating his or her pseudonym and the output from "uname -a" and the "id" command

along with "shout outs" to his or her friends. Sometimes the Defacer makes fun of the

system administrator for failing to maintain server security. Most times the defacement is

harmless, however, it can sometimes be used as a distraction to cover up more sinister
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actions such as uploading malware. A high-profile website defacement was carried out on

the website of the company SCO Group following its assertion that Linux contained

stolen code. The title of the page was changed from "Red Hat vs SCO" to "SCO vs

World," with various satirical content following.

8. Webpage Development

Web development is a broad term for any activity related to developing a web site for the

World Wide Web or an intranet. This can include e-commerce business development,

web design, web content development, client-side/server-side scripting, and web server

configuration. However, among web professionals, "web development" usually refers

only to the non-design aspects of building web sites, e.g. writing markup and coding.

Web development can range from developing the simplest static single page of plain text

to the most complex web-based internet applications, electronic businesses, or social

network services. For larger businesses and organizations, web development teams can

consist of hundreds of people (web developers). Smaller organizations may only require a

single permanent or contracting webmaster, or secondary assignment to related job

positions such as a graphic designer and/or Information systems technician. Web

development may be a collaborative effort between departments rather than the domain of

a designated department. Since the mid-1990s, web development has been one of the

fastest growing industries in the world. In 1995, there were fewer than 1,000 web

development companies in the United States alone, but by 2005 there were over 30,000

such companies. The web development industry is expected to grow over 20% by 2010.

The growth of this industry is being pushed by large businesses wishing to sell products

and services to their customers and to automate business workflow.

In addition, cost of Web site development and hosting has dropped dramatically during

this time. Instead of costing tens of thousands of dollars, as was the case for early

websites, one can now develop a simple web site for less than a thousand dollars,

depending on the complexity and amount of content. Smaller Web site development

companies are now able to make web design accessible to both smaller companies and

individuals further fueling the growth of the web development industry. As far as web

development tools and platforms are concerned, there are many systems available to the

public free of charge to aid in development. A popular example is the LAMP (Linux,

Apache, MySQL, PHP), which is usually distributed free of charge. This fact alone has
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manifested into many people around the globe setting up new Web sites daily and thus

contributing to increase in web development popularity. Another contributing factor has

been the rise of easy to use WYSIWYG web development software, most prominently

Adobe Dreamweaver or Microsoft Expression Studio (formerly Microsoft Frontpage).

Using such software, virtually anyone can develop a Web page in a matter of minutes.

Knowledge of HyperText Markup Language (HTML), or other programming languages

is not required, but recommended for professional results. The next generation of web

development tools uses the strong growth in LAMP and Microsoft .NET technologies to

provide the Web as a way to run applications online. Web developers now help to deliver

applications as Web services, which were traditionally only available as applications on a

desk based computer. Instead of running executable code on a local computer, users are

interacting with online applications to create new content. This has created new methods

in communication and allowed for many opportunities to decentralize information and

media distribution. Users are now able to interact with applications from many locations,

instead of being tied to a specific workstation for their application environment.

Examples of dramatic transformation in communication and commerce led by web

development include e-commerce. Online auction sites such as eBay have changed the

way consumers consume and purchase goods and services. Online resellers such as

Amazon.com and Buy.com (among many, many others) have transformed the shopping

and bargain hunting experience for many consumers. Another good example of

transformative communication led by web development is the blog. Web applications

such as MovableType and WordPress have created easily implemented blog

environments for individual Web sites. Open source content systems such as Typo3,

Xoops, Joomla!, and Drupal have extended web development into new modes of

interaction and communication.

9. Browser Attacks

Man-in-the-Browser (MitB), a recent form of Internet threat related to Man-in-the-Middle

(MitM), is a Trojan that infects an Internet Browser and has the ability to modify pages,

modify transaction content or insert additional transactions, all in a completely covert

fashion invisible to both the user and host application. A MitB attack will be successful

irrespective of whether security mechanisms such as SSL/PKI and/or Two or Three

Factor Authentication solutions are in place. The only way to counter a MitB attack is by
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utilizing Transaction Verification. The Man-in-the-Browser threat was recognised by

Philipp Ghring in a white paper "Concepts against Man-in-the-Browser Attacks", 27

January 2007. The MitB Trojan works by utilizing common facilities provided to enhance

Browser capabilities such as Browser helper Objects, Extensions and User scripts etc.,

and is therefore, virtually undetectable to virus scanning software. In an example

exchange between user and host, e.g. an Internet banking transaction such as a funds

transfer, the customer will always be shown, via confirmation screens, the exact payment

information as keyed into the browser. The bank, however, will receive a transaction with

materially altered instructions, i.e. a different destination account number and possibly

amount. The use of strong authentication tools simply creates an increased level of

misplaced confidence on the part of both customer and bank that the transaction is secure.

Authentication, by definition, is concerned with the validation of identity credentials. This

should not be confused with Transaction Verification. An example of a MitB threat is

Silentbanker.

One of the most effective methods in combating a MitB attack is through an Out-of-Band

(OOB) Transaction verification process. This overcomes the MitB Trojan by verifying the

transaction details, as received by the host (bank), to the user (customer) over a channel

other than the browser; typically an automated telephone call. OOB Transaction

Verification is ideal for mass market use since it leverages devices already in the public

domain (e.g. Landline, Cell Phone, etc) and requires no additional hardware devices yet

enables Three Factor Authentication (utilizing Voice Biometrics), Transaction Signing (to

non-repudiation level) and Transaction Verification.

10. Client-side scripting

Client-side scripting generally refers to the class of computer programs on the web that

are executed client-side, by the user's web browser, instead of server-side (on the web

server). This type of computer programming is an important part of the Dynamic HTML

(DHTML) concept, enabling web pages to be scripted; that is, to have different and

changing content depending on user input, environmental conditions (such as the time of

day), or other variables. Web authors write client-side scripts in languages such as

JavaScript (Client-side JavaScript) and VBScript. Client-side scripts are often embedded

within an HTML document, but they may also be contained in a separate file, which is

referenced by the document (or documents) that use it. Upon request, the necessary files
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are sent to the user's computer by the web server (or servers) on which they reside. The

user's web browser executes the script, then displays the document, including any visible

output from the script. Client-side scripts may also contain instructions for the browser to

follow if the user interacts with the document in a certain way, e.g., clicks a certain

button. These instructions can be followed without further communication with the

server, though they may require such communication. By viewing the file that contains

the script, users may be able to see its source code. Many web authors learn how to write

client-side scripts partly by examining the source code for other authors' scripts. In

contrast, server-side scripts, written in languages such as Perl, PHP, and server-side

VBScript, are executed by the web server when the user requests a document. They

produce output in a format understandable by web browsers (usually HTML), which is

then sent to the user's computer. The user cannot see the script's source code (unless the

author publishes the code separately), and may not even be aware that a script was

executed. The documents produced by server-side scripts may, of course, contain client-

side scripts.

Client-side scripts have greater access to the information and functions available on the

user's browser, whereas server-side scripts have greater access to the information and

functions available on the server. Server-side scripts require that their language's

interpreter is installed on the server, and produce the same output regardless of the client's

browser, operating system, or other system details. Client-side scripts do not require

additional software on the server (making them popular with authors who lack

administrative access to their servers); however, they do require that the user's web

browser understands the scripting language in which they are written. It is therefore

impractical for an author to write scripts in a language that is not supported by the web

browsers used by a majority of his or her audience. Due to security restrictions, client-

side scripts may not be allowed to access the users computer beyond the browser

application. Techniques like ActiveX controls can be used to sidestep this restriction.

Unfortunately, even languages that are supported by a wide variety of browsers may not

be implemented in precisely the same way across all browsers and operating systems.

Authors are well-advised to review the behavior of their client-side scripts on a variety of

platforms before they put them into use.

11. Web-Based E-Mail
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Webmail (or Web-based e-mail) is an e-mail service intended to be primarily accessed via

a web browser, as opposed to through an e-mail client, such as Microsoft Outlook,

Mozilla's Thunderbird, or Apple Inc.'s Mail. Very popular webmail providers include

Gmail, Yahoo! Mail, Hotmail and AOL. A major advantage of web-based e-mail over

application-based e-mail is that a user has the ability to access their inbox from any

Internet-connected computer around the world. However, the need for Internet access is

also a drawback, in that one cannot access their old messages when they are not

connected to the Internet. In 1997, prior to its acquisition by Microsoft, Hotmail

introduced its service, which became one of the first popular web-based e-mail offerings.

Following Hotmail's initial success, Google's introduction of Gmail in 2004 sparked a

period of rapid development in webmail, due to Gmail's new features such as JavaScript

menus, text-based ads, and bigger storage. There are also software packages that allow an

organization such as company to offer e-mail through the web for their associates. Some

solutions are open source software like SquirrelMail, BlueMamba, RoundCube and

IlohaMail, while others are closed source like the Outlook Web Access module for

Microsoft Exchange, Alt-N Technologies' WorldClient module for MDaemon, and

Atmail. Conversely, there are programs that can simulate a web browser to access

webmail as if it were stored in a POP3 or IMAP account. They are susceptible, though, to

changes in the user interface of the web service since there is no standard interface. Some

providers, such as Mail2web offer web access to other's e-mail servers. This allows web

access to mailboxes where the mail server does not offer a web interface, or where an

alternative interface is desired.

12. Instant Messaging

Instant messaging (IM) is a form of real-time communication between two or more

people based on typed text. The text is conveyed via devices connected over a network

such as the Internet. Instant messaging (IM) are technologies that create the possibility of

real-time text-based communication between two or more participants over the internet or

some form of internal network/intranet. It is important to understand that what separates

chat and instant messaging from technologies such as e-mail is the perceived

synchronicity of the communication by the user - Chat happens in real-time. Some

systems allow the sending of messages to people not currently logged on (offline

messages), thus removing much of the difference between Instant Messaging and e-mail.
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While many services have additional features such as: the immediate receipt of

acknowledgment or reply, group chatting, conference services (including voice and

video), conversation logging and file transfer, those functions are beyond the scope of this

article. IM allows effective and efficient communication, featuring immediate receipt of

acknowledgment or reply. In certain cases Instant Messaging involves additional features,

which make it even more popular, i.e. to see the other party, e.g. by using web-cams, or to

talk directly for free over the Internet. It is possible to save a conversation for later

reference. Instant messages are typically logged in a local message history which closes

the gap to the persistent nature of e-mails and facilitates quick exchange of information

like URLs or document snippets (which can be unwieldy when communicated via

telephone).

Topic : Incident Response

Topic Objective:

At the end of the topic the students will be able to:

 Understand Critical Incident Response Group

 Explain Data Backup

 Elaborate Intrusion Detection Systems

 Evaluate Business Process Analysis

 Highlight Disaster Recovery

 Analyze Computer Emergency Response Team

Definition/Overview:
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In the fields of computer security and information technology, computer security incident

management involves the monitoring and detection of security events on a computer or

computer network, and the execution of proper responses to those events. Computer security

incident management is a specialized form of incident management, the primary purpose of

which is the development of a well understood and predictable response to damaging events

and computer intrusions. Incident management requires a process and a response team which

follows this process. This definition of computer security incident management follows the

standards and definitions described in the National Incident Management System (NIMS).

The reader may find more information on NIMS at NIMS Online. The incident coordinator

manages the response to an emergency security incident. In a Natural Disaster or other event

requiring response from Emergency services, the incident coordinator would act as a liaison

to the emergency services incident manager.

Key Points:

1. Critical Incident Response Group

The Critical Incident Response Group (CIRG) is the part of the United States Federal

Bureau of Investigation which facilitates the FBI's rapid response to, and the management

of, crisis incidents. In response to public outcry over the standoffs at Ruby Ridge, Idaho,

and of the Branch Davidians in Waco, Texas, the FBI formed the CIRG in 1994 to deal

more efficiently with crisis situations. The CIRG is designated to formulate strategies,

manage hostage or siege situations, and, if humanly possible, resolve them "without loss

of life," as FBI Director Louis Freeh, who assumed the post four-and-a-half months after

the Waco fire, pledged in a 1995 Senate hearing. CIRG was intended to integrate tactical

and investigative resources and expertise for critical incidents which necessitate an

immediate response from law enforcement authorities. CIRG will deploy investigative

specialists to respond to terrorist activities, hostage takings, child abductions and other

high-risk repetitive violent crimes. Other major incidents include prison riots, bombings,

air and train crashes, and natural disasters.

Each of the five major areas of CIRG furnishes distinctive operational assistance and

training to FBI field offices as well as state, local and international law enforcement
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agencies. These groups are the Operations Support Branch, the Tactical Support Branch,

the Technical Support Branch, the Strategic Information and Operations Center (SIOC)

and the NationalCenter for the Analysis of Violent Crime (NCAVC).

2. Data Backup

In information technology, backup refers to making copies of data so that these additional

copies may be used to restore the original after a data loss event. These additional copies

are typically called "backups." Backups are useful primarily for two purposes. The first is

to restore a state following a disaster (called disaster recovery). The second is to restore

small numbers of files after they have been accidentally deleted or corrupted.. Data loss is

also very common. 66% of internet users have suffered from serious data loss.. Since a

backup system contains at least one copy of all data worth saving, the data storage

requirements are considerable. Organizing this storage space and managing the backup

process is a complicated undertaking. A data repository model can be used to provide

structure to the storage. In the modern era of computing, there are many different types of

data storage devices that are useful for making backups. There are also many different

ways in which these devices can be arranged to provide geographic redundancy, data

security, and portability. Before data is sent to its storage location, it is selected,

extracted, and manipulated. Many different techniques have been developed to optimize

the backup procedure. These include optimizations for dealing with open files and live

data sources as well as compression, encryption, and de-duplication, among others. Many

organizations and individuals try to have confidence that the process is working as

expected and work to define measurements and validation techniques. It is also important

to recognize the limitations and human factors involved in any backup scheme.

3. Intrusion Detection Systems

A network intrusion detection system (NIDS) is an intrusion detection system that tries to

detect malicious activity such as denial of service attacks; port scans or even attempts to

crack into computers by monitoring network traffic. The NIDS does this by reading all

the incoming packets and trying to find suspicious patterns. If, for example, a large

number of TCP connection requests to a very large number of different ports are

observed, one could assume that there is someone conducting a port scan of some or all of

the computer(s) in the network. It also (mostly) tries to detect incoming shellcodes in the
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same manner that an ordinary intrusion detection systems does. A NIDS is not limited to

inspecting incoming network traffic only. Often valuable information about an ongoing

intrusion can be learned from outgoing or local traffic as well. Some attacks might even

be staged from the inside of the monitored network or network segment, and are,

therefore, not regarded as incoming traffic at all. Often, network intrusion detection

systems work with other systems as well. They can for example update some firewalls'

blacklist with the IP addresses of computers used by (suspected) crackers. Certain DISA

documentation, such as the Network STIG, uses the term NID to distinguish an internal

IDS instance from its outward-facing counterpart.

4. Business Process Analysis

Business Process Discovery (BPD) (also known as process mining) is a set of techniques

that automatically construct a depiction of an organizations current business processes.

These techniques use evidence found in the existing technology systems that run business

processes within an organization. Business Process Discovery techniques embody the

following properties:

 Emergent Paradigm: Current methods are based on top-down structured manual interviews

relying on second-hand representations of the business process/system behaviors. An

automated discovery process relies on collecting data from the information system over a

period of time. This data can then be analyzed to form a process model.

 Automated process discovery: By automating the analysis of the data, the subjectivity of

current manual process analysis techniques is removed. The automated system has an

ingrained methodology that through repeated trials - has been shown to accurately discover

processes and process variations without bias.

 Accurate Information: Since the information is collected from the actual source it cannot be

inaccurate, as opposed to gathering it from second party representation.

 Complete Information: An automated process captures all the information that is occurring

within the system and represents them by time, date, user, etc. Since the information is

collected from real-time interactions, it is not subject to lost or selective memory issues. This

includes completeness regarding exceptions in the processes. Often, exceptions are treated as

statistical noise, which may exclude important inefficiencies in business processes.

 Standardized Process: The automated collection of information yields process data which

can be grouped, quantified and classified. This supplies a basis for the development and
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monitoring of both current and new processes, to which benchmarks can be assigned. These

benchmarks are the root of both new process design and the determination of problem root

cause. Additionally, standardized process data can set the stage for efforts at continuous

process improvement.

5. Disaster Recovery

Historically, data centers first created "islands" of SCSI disk arrays. Each island was

dedicated to an application, and visible as a number of "virtual hard drives" (i.e. LUNs).

Essentially, a SAN connects storage islands together using a high-speed network, thus

allowing all applications to access all disks. Operating systems still view a SAN as a

collection of LUNs, and usually maintain their own file systems on them. These local file

systems, which cannot be shared among multiple operating systems/hosts, are the most

reliable and most widely used. If two independent local file systems resided on a shared

LUN, they would be unaware of this fact, would have no means of cache synchronization

and eventually would corrupt each other. Thus, sharing data between computers through a

SAN requires advanced solutions, such as SAN file systems or clustered computing.

Despite such issues, SANs help to increase storage capacity utilization, since multiple

servers share the storage space on the disk arrays. The common application of a SAN is

for the use of transactionally accessed data that require high-speed block-level access to

the hard drives such as email servers, databases, and high usage file servers. In contrast,

NAS allows many computers to access the same file system over the network and

synchronizes their accesses. Lately, the introduction of NAS heads allowed easy

conversion of SAN storage to NAS.

6. Computer Emergency Response Team

Computer Emergency Response Team is a name given to expert groups that handle

computer security incidents. Most groups append the abbreviation CERT or CSIRT to

their designation where the latter stands for Computer Security Incident Response Team.

For some teams the spelling of CERT refers to Computer Emergency Readiness Team

while handling the same tasks. The name of Computer Emergency Response team is the

historic designation for the first team at the Carnegie Mellon University. The abbreviation
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CERT of the historic name was picked up by other teams around the world. In the

English-speaking parts of the world some teams took on the more specific name of

CSIRT to point out the task of handling security incidents instead of other tech support

work. The history of CERTs is linked to the existence of computer worms. Whenever a

new technology arrives, its misuse is not long in following - the first worm in the IBM

VNET was covered up. Shortly later a worm hit the Internet on the 3 November 1988,

when the so-called Morris Worm paralysed a good percentage of it. This led to the

formation of the first Computer Emergency Response Team at Carnegie

MellonUniversity under U.S. Government contract. With the massive growth in the use of

Information and Communications Technologies over the subsequent years, the now-

generic term 'CERT'/'CSIRT' refers to an essential part of most large organisations'

structures.

In Section 5 of this course you will cover these topics:
Managing The Security Function

The Broader Picture

Topic : Managing The Security Function

Topic Objective:

At the end of the topic the students will be able to:

 Understand Network Vendor

 Highlight Network Auditing

 Explain On-site logging

 Review Outsource

 Define MSSP
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Definition/Overview:

True information security the actual, demonstrable and continuous protection of information

resources exists within an organisation at the intersection of the ideal and the possible.

Information security policies and standards express management's intent; the procedures and

technology in place to accomplish the policies and standards are a more accurate

representation of an organisation's commitment to security. If the road to hell is paved with

good intentions, the path to heaven (or at least a good night's sleep by senior management) is

built of many individual stones that collectively add up to the information security

programme.

Key Points:

1. Network Vendor

In economics and business, a network effect (also called network externality) is the effect

that one user of a good or service has on the value of that product to other people. The

classic example is the telephone. The more people own telephones, the more valuable the

telephone is to each owner. This creates a positive externality because a user may

purchase their phone without intending to create value for other users, but does so in any

case. The expression "network effect" is applied most commonly to positive network

externalities as in the case of the telephone. Negative network externalities can also

occur, where more users make a product less valuable, but are more commonly referred to

as "congestion" (as in traffic congestion or network congestion). Over time, positive

network effects can create a bandwagon effect as the network becomes more valuable and

more people join, in a positive feedback loop.

Network effects were a central theme in the arguments of Theodore Vail, the first post

patent president of Bell Telephone, in gaining a monopoly on telephone services. In 1908,

when he presented the concept in Bell's annual report, there were over 4000 local and

regional telephone exchanges, most of which were eventually merged into the Bell

System. The economics of network effects were presented in a paper by Bellemployee N.

Lytkins in 1917, where the term network externality was used. Network effects were
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more recently popularized by Robert Metcalfe, the founder of Ethernet. In selling the

product, Metcalfe argued that customers needed Ethernet cards to grow above a certain

critical mass if they were to reap the benefits of their network. According to Metcalfe, the

rationale behind the sale of networking cards was that (1) the cost of cards was

proportional to the number of cards installed, but (2) the value of the network was

proportional to the square of the number of users. This was expressed algebraically as

having a cost of N, and a value of N. While the actual numbers behind this definition

were never firm, the concept allowed customers to share access to expensive resources

like disk drives and printers, send e-mail, and access the internet. Network effects become

significant after a certain subscription percentage has been achieved, called critical mass.

At the critical mass point, the value obtained from the good or service is greater than or

equal to the price paid for the good or service. As the value of the good is determined by

the user base, this implies that after a certain number of people have subscribed to the

service or purchased the good, additional people will subscribe to the service or purchase

the good due to the positive utility:price ratio.

A key business concern must then be how to attract users prior to reaching critical mass.

One way is to rely on extrinsic motivation, such as a payment, a fee waiver, or a request

for friends to sign up. A more natural strategy is to build a system that has enough value

without network effects, at least to early adopters. Then, as the number of users increases,

the system becomes even more valuable and is able to attract a wider user base. Joshua

Schachter has explained that he built Del.icio.us along these lines - he built an online

system where he could keep bookmarks for himself, such that even if no other user

joined, it would still be valuable to him. It was relatively easy to build up a user base from

zero because early adopters found enough value in the system outside of the network

aspects. The same could be said for many other successful websites which derive value

from network effects, e.g. Flickr, MySpace. Beyond critical mass, the increasing number

of subscribers generally cannot continue indefinitely. After a certain point, most networks

become either congested or saturated, stopping future uptake. Congestion occurs due to

overuse. The applicable analogy is that of a telephone network. While the number of

users is below the congestion point, each additional user adds additional value to every

other customer. However, at some point the addition of an extra user exceeds the capacity

of the existing system. After this point, each additional user decreases the value obtained

by every other user. In practical terms, each additional user increases the total system
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load, leading to busy signals, the inability to get a dial tone, and poor customer support.

The next critical point is where the value obtained again equals the price paid. The

network will cease to grow at this point, and the system must be enlarged. The congestion

point may be larger than the market size. New Peer-to-peer technological models may

always defy congestion. Peer-to-Peer systems, or "P2P," are networks designed to

distribute load among their user pool. This theoretically allows true P2P networks to scale

indefinitely. The P2P based telephony service Skype benefits greatly from this effect. But

market saturation will still occur.

Network effects are commonly mistaken for economies of scale, which result from

business size rather than interoperability (see also natural monopoly). To help clarify the

distinction, people speak of demand side vs. supply side economies of scale. Classical

economies of scale are on the production side, while network effects arise on the demand

side. Network effects are also mistaken for economies of scope. The network effect has a

lot of similarities with the description of phenomenon in reinforcing positive feedback

loops description of system dynamics (Sterman 2000). System dynamics could be used as

a modeling method to describe such phenomenon such as word of mouth and Bass model

of marketing.

2. Network Auditing

A computer security audit is a manual or systematic measurable technical assessment of a

system or application. Manual assessments include interviewing staff, performing

security vulnerability scans, reviewing application and operating system access controls,

and analyzing physical access to the systems. Automated assessments, or CAAT's,

include system generated audit reports or using software to monitor and report changes to

files and settings on a system. Systems can include personal computers, servers,

mainframes, network routers, switches. Applications can include Web Services,

Microsoft Project Central, Oracle Database. (examples only). During the last few decades

systematic audit record generation (also called audit event reporting) can only be

described as ad hoc. Ironically, in the early days of mainframe and mini-computing with
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large scale, single-vendor, custom software systems from companies such as IBM and

Hewlett Packard, auditing was considered a mission-critical function. Over the last 30

years, COTS or Commercial Off The Shelf software applications and components, and

micro computers have gradually replaced custom software and hardware as more cost-

effective business management solutions. During this transition, the critical nature of

audit event reporting gradually transformed into low priority customer requirements.

Software consumers, having little else to fall back on, have simply accepted the lesser

standards as normal. The consumer licenses of existing COTS software disclaim all

liability for security, performance and data integrity issues.

3. On-site logging

A sorting network is an abstract mathematical model of a network of wires and

comparator modules that is used to sort a sequence of numbers. Each comparator

connects two wires and sort the values by outputting the smaller value to one wire, and a

larger value to the other. The main difference between sorting networks and comparison

sorting algorithms is that the sequence of comparisons is set in advance, regardless of the

outcome of previous comparisons. Despite the simplicity of the model, sorting network

theory is surprisingly deep and complex. A sorting network consists of two things,

comparators and wires. Each wire carries with it a value, and each comparator takes two

wires as input and output. When two values enter a comparator, the comparator emits the

lower value from the top wire, and the higher value from the bottom wire. A network of

wires and comparators that will correctly sort all possible inputs into ascending order is

called a sorting network. The full operation of a simple sorting network is shown below.

It is easy to see why this sorting network will correctly sort the inputs; note that the first

four comparators will "sink" the largest value to the bottom and "float" the smallest value

to the top. The final comparator simply sorts out the middle two wires.

4. Outsource

Offshore outsourcing is the practice of hiring an external organization to perform some

business functions in a country other than the one where the products or services are

actually developed or manufactured. It can be contrasted with offshoring, in which the

functions are performed in a foreign country by a foreign subsidiary. Opponents point out

that the practice of sending work overseas by countries with higher wages reduces their
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own domestic employment and domestic investment. Many customer service jobs as well

as jobs in the information technology sectors (data processing, computer programming,

and technical support) in countries such as the United States and the United Kingdom-

have been or are potentially affected.

5. MSSP

In computing, Managed Security Services (MSS) are, simply put, network security

services that have been outsourced. A company providing such a service is a Managed

Security Service Provider (MSSP) The decision criteria for whether a company should

engage the services of an MSSP are much the same as those for any other form of

outsourcing: cost-effectiveness compared to in-house solutions, focus upon core

competencies, need for round-the-clock service, and ease of remaining up-to-date. An

important factor, specific to MSS, is that outsourcing network security hands over critical

control of the company's infrastructure to an outside party, the MSSP, whilst not handing

over the ultimate responsibility for error. The client of an MSSP still has the ultimate

responsibility for its own security, and as such must be prepared to manage and monitor

the MSSP, and hold it accountable for the services for which it is contracted. The

relationship between MSSP and client is not a turnkey one. The sorts of services that an

MSSP will offer include some or all of the following:

 Regular vulnerability assessments, whose reports are given to the client, and penetration

testing

 Management of the client's network firewall, including monitoring, maintaining the firewall's

traffic routing rules, and generating regular traffic and management reports

 Intrusion detection management, either at the network level or at the individual host level,

providing intrusion alerts to a client, keeping up to date with new defences against intrusion,

and regularly reporting on intrusion attempts and activity

 Providing mitigation support after an intrusion has occurred, including emergency response

and forensic analysis

 Content filtering services, for electronic mail (i.e. email filtering) and other traffic

 Data archival
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What services an MSSP will offer varies from MSSP to MSSP. For example, a given

MSSP may not support all types of firewall, and which types of firewall are supported

may vary from service provider to service provider.

Topic : The Broader Picture

Topic Objective:

At the end of the topic the students will be able to:

 Understand Computer security hackers

 Know Consumer Privacy

 Explain Homeland Security Act of 2002

 Evaluate Cybercrime Treaty of 2001

 Define Credit Card Fraud

 Describe Identity Theft Fraud

Definition/Overview:

Computer security: Computer security is the process of preventing and detecting

unauthorized use of your computer. Prevention measures help you to stop unauthorized users

(also known as "intruders") from accessing any part of your computer system. Detection

helps you to determine whether or not someone attempted to break into your system, if they

were successful, and what they may have done.

Key Points:

1. Computer security hackers

In computer security, a hacker is someone who focuses on security mechanisms of

computer and network systems. While including those who endeavor to strengthen such

mechanisms, it is more often used by the mass media and popular culture to refer to those

who seek access despite these security measures. That is, the media portrays the 'hacker'
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as a villain. Nevertheless, parts of the subculture see their aim in correcting security

problems and use the word in a positive sense. They operate under a code, which

acknowledges that breaking into other people's computers is bad, but that discovering and

exploiting security mechanisms and breaking into computers is still an interesting activity

that can be done ethically and legally. Accordingly, the term bears strong connotations

that are favorable or pejorative, depending on the context. The subculture around such

hackers is termed network hacker subculture, hacker scene or computer underground. It

initially developed in the context of phreaking during the 1960s and the microcomputer

BBS scene of the 1980s. It is implicated with 2600: The Hacker Quarterly and the

alt.2600 newsgroup.

By 1983, hacking in the sense of breaking computer security had already been in use as

computer jargon, but there was no public awareness about such activities. However, the

release of the movie WarGames that year raised the public belief that computer security

hackers (especially teenagers) could be a threat to national security. This concern became

real when a gang of teenage hackers in Milwaukee,Wisconsin known as The 414s broke

into computer systems throughout the United Statesand Canada, including those of Los

Alamos National Laboratory, Sloan-KetteringCancer Centerand Security Pacific Bank.

The case quickly grew media attention, and 17-year-old Neal Patrick emerged as the

spokesman for the gang, including a cover story in Newsweek entitled "Beware: Hackers

at play", with Patrick's photograph on the cover. The Newsweek article appears to be the

first use of the word hacker by the mainstream media in the pejorative sense. As a result

of news coverage, congressman Dan Glickman called for an investigation and new laws

about computer hacking. Neal Patrick testified before the U.S. House of Representatives

on September 26, 1983 about the dangers of computer hacking, and six bills concerning

computer crime were introduced in the House that year. As a result of these laws against

computer criminality, white hat, grey hat and black hat hackers try to distinguish

themselves from each other, depending on the legality of their activities.

2. Consumer Privacy

Consumer protection is a form of government regulation which protects the interests of

consumers. For example, a government may require businesses to disclose detailed

information about productsparticularly in areas where safety or public health is an issue,

such as food. Consumer protection is linked to the idea of consumer rights (that
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consumers have various rights as consumers), and to the formation of consumer

organizations which help consumers make better choices in the marketplace. Consumer

interests can also be protected by promoting competition in the markets which directly

and indirectly serve consumers, consistent with economic efficiency, but this topic is

treated in Competition law.

Consumer protection can also be asserted via non-government organizations and

individuals as consumer activism. Consumer protection law or consumer law is

considered an area of public law that regulates private law relationships between

individual consumers and the businesses that sell those goods and services. Consumer

protection covers a wide range of topics, including but not necessarily limited to product

liability, privacy rights, unfair business practices, fraud, misrepresentation, and other

consumer/business interactions. Such laws deal with credit repair, debt repair, product

safety, service contracts, bill collector regulation, pricing, utility turnoffs, consolidation,

personal loans that may lead to bankruptcy and much more.

3. Homeland Security Act of 2002

The Homeland Security Act (HSA) of 2002, Pub. L. No. 107-296, 116 Stat. 2135 (Nov.

25, 2002), introduced in the aftermath of the September 11 attacks, created the United

States Department of Homeland Security in the largest federal government reorganization

since the Department of Defense was created via the National Security Act of 1947 (as

amended in 1949). The HSA includes many of the organizations under which the powers

of the USA PATRIOT Act are exercised. Among other things, it created the new cabinet-

level position of Secretary of Homeland Security. The new department assumed a large

number of services, offices and other organizations previously conducted in other

departments, such as the Customs Service, Coast Guard, and U.S. Secret Service. It

superseded, but did not replace the Office of Homeland Security, which retained an

advisory role. The Homeland Security Appropriations Act of 2004 provided the new

department its first funding.

4. Cybercrime Treaty of 2001

The Convention on Cybercrime is the first international treaty seeking to address

cybercrime and Internet crimes by harmonizing national laws, improving investigative
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techniques and increasing cooperation among nations. It was drawn up by the Council of

Europe in Strasbourg with the active participation of the Council of Europe's observer

states Canada, Japanand USA. The Convention and its Explanatory Report was adopted

by the Committee of Ministers of the Council of Europe at its 109th Session on 8

November 2001. It was opened for signature in Budapest, on 23 November 2001 and it

entered into force on 1 July 2004. As of 2 September 2006, 15 states had signed, ratified

and acceded to the convention, while a further 28 states had signed the convention but not

ratified it. On 1 March 2006 the Additional Protocol to the Convention on cybercrime

came into force. Those States that have ratified the additional protocol are requited to

criminalize the dissemination of racist and xenophobic material through computer

systems, as well as of racist and xenophobic-motivated threats and insults.

5. Credit Card Fraud

Credit card fraud is a wide-ranging term for theft and fraud committed using a credit card

or any similar payment mechanism as a fraudulent source of funds in a transaction. The

purpose may be to obtain goods without paying, or to obtain unauthorized funds from an

account. Credit card fraud is also an adjunct to identity theft. The cost of credit card fraud

reaches into billions of dollars annually. In 2006, fraud in the United Kingdomalone was

estimated at 428 million, or US$750-830 million at prevailing 2006 exchange rates.

6. Identity Theft Fraud

Identity theft is a crime used to refer to fraud that involves someone pretending to be

someone else in order to steal money or get other benefits. The term is relatively new and

is actually a misnomer, since it is not inherently possible to steal an identity, only to use

it. The person whose identity is used can suffer various consequences when he or she is

held responsible for the perpetrator's actions. In many countries specific laws make it a

crime to use another person's identity for personal gain. The perpetrator establishes new

accounts using someone else's identity or a made-up identity. Typically the intent is to

utilize someone else's good credit history to obtain funds (credit cards or loans) or a
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checking account which can be overdrafted. A classic example of credit-dependent

financial crime (bank fraud) occurs when a criminal obtains a loan from a financial

institution by impersonating someone else. The criminal pretends to be the victim by

presenting an accurate name, address, birth date, or other information that the lender

requires as a means of establishing identity. Even if this information is checked against

the data at a national consumer reporting agency, the lender will encounter no concerns,

as all of the victim's information matches the records. The lender has no easy way to

discover that the person is pretending to be the victim, especially if an original,

government-issued id can't be verified (as is the case in online, mail, telephone, and fax-

based transactions). This kind of crime is considered non-self-revealing, although

authorities may be able to track down the criminal if the funds for the loan were mailed to

them. The criminal keeps the money from the loan, the financial institution is never

repaid, and the victim is wrongly blamed for defaulting on a loan he/she never authorized.

An account established by a perpetrator can be abused by passing bad checks, and

"busting out" a checking or credit account with bad checks, counterfeit money orders, or

empty ATM envelope deposits. If checks are written against fraudulently opened

checking accounts, the person receiving the checks will suffer the financial loss.

However, the recipient might attempt to retrieve money from the impersonated person by

using a collection agency. This action would appear in the victim's credit history until it

was shown to be fraud. In most cases the financial identity theft will be reported to the

national Consumer credit reporting agency or Credit bureaus (U.S.) as a collection or bad

loan under the impersonated person's record. The victim may discover the incident by

being denied a loan, by seeing the accounts or complaints when they view their own

credit history, or by being contacted by creditors or collection agencies. The victim's

credit score, which affects one's ability to acquire new loans or credit lines, will be

adversely affected until they are able to successfully dispute the fraudulent accounts and

have them removed from their record.
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