
PRINCIPLES OF NETWORK SECURITY

Topic Objective:

After studying this topic the student should be able to:

 Define Computer Forensic

 Explain The Forensic Process

 Discuss Collecting Digital Evidence

 Explain Live vs. Dead analysis

 Understand Imaging electronic media (evidence)

 Explain Collecting Volatile Data

 Explain Analysis

 Discuss Reporting

 Discuss Comparison to Physical Forensics

Definition/Overview:

admissibleevidence: Any type of proof legally presented at trial and allowed by the judge.

Artifact evidence: Any change in crime scene evidence or addition to crime scene evidence

that could potentially cause an investigator to infer incorrectly that the evidence is related to

the crime.

Authenticate: To have sufficient proof that something is what it claims to be.

Best evidence rule: The federal rule stating that the original evidence is required. For

computerdata, any printout or other readable output that reflects the data accurately is

considered an original.

circumstantial evidence: Evidence that is not directly from an eyewitness or participant but,

rather, shows surrounding circumstances that logically lead to a conclusion of fact. E-mail is

an example.

computerfraud: Computer crime involving money. Also called e-fraud.

Key Points:
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1. Crime

A normative definition views crime as deviant behavior that violates prevailing norms

cultural standards prescribing how humans ought to behave normally. This approach

considers the complex realities surrounding the concept of crime and seeks to understand

how changing social, political, psychological, and economic conditions may affect the current

definitions of crime and the form of the legal, law enforcement, and penal responses made by

society.

These structural realities remain fluid and often contentious. For example, as cultures change

and the political environment shifts, societies may criminaliseor decriminalise certain

behaviours, which will directly affect the statistical crime rates, determine the allocation of

resources for the enforcement of such laws, and (re-)influence the general public opinion.

Similarly, changes in the collection and/or calculation of data on crime may affect the public

perceptions of the extent of any given "crime problem". All such adjustments to crime

statistics, allied with the experience of people in their everyday lives, shape attitudes on the

extent to which law should be used to enforce any particular social norm. There are many

ways in which behaviour can be controlled without having to resort to the criminal justice

system.

Indeed, in those cases where no clear consensus exists on a given norm, the use of criminal

law by the group in power to prohibit the behaviour of another group may be considered an

improper limitation of the second group's freedom, and the ordinary members of society may

lose some of their respect for the law in general whether the disputed law is actively enforced

or not.

Legislatures pass laws (called mala prohibita) that define crimes which violate social norms.

These laws vary from time to time and from place to place: note variations in gambling laws,

for example. Other crimes, called mala in se, are nearly universally outlawed, such as murder,

theft and rape

2. Criminalization

 One can view criminalization as a procedure intended as a pre-emptive, harm-reduction

device, using the threat of punishment as a deterrent to those proposing to engage in the

behavior causing harm. The State becomes involved because they usually believe costs of not

criminalizing (i.e. allowing the harms to continue unabated) outweigh the costs of

criminalizing it (i.e. restricting individual liberty in order to minimize harm to others).
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 Criminalization may provide future harm-reduction even after a crime, assuming those

incarcerated for committing crimes are more likely to cause harm in the future.[clarification

needed]

 Criminalization might be intended as a way to make potential criminals pay for their crimes.

In this case, criminalization is a way to set the price that one must pay (to society) for certain

actions that are considered detrimental to society as a whole. In this sense criminalization can

be viewed as nothing more than State-sanctioned revenge.

States control the process of criminalization because:

 Even if victims recognize their own role as victims, they may not have the resources to

investigate and seek legal redress for the injuries suffered: the enforcers formally appointed

by the State have the expertise and the resources.

 The victims may only want compensation for the injuries suffered, while being indifferent to

a possible desire for deterrence Fear of retaliation may deter victims or witnesses of crimes

from taking any action. Even in policed societies, fear may inhibit reporting or co-operation

in a trial.

 Victims alone may lack the economies of scale which might allow them to administer a penal

system, let alone collect any fines levied by a court. A rent-seeking government has as its

primary motivation to maximize revenue and so, if offenders have sufficient wealth, a rent-

seeking government will act more aggressively than a social-welfare-maximizing government

in enforcing laws against minor crimes (usually with a fixed penalty such as parking and

routine traffic violations), but more laxly in enforcing laws against major crimes.

 As a result of the crime, victims may die or become incapacitated.

3. Cyberspace and criminal behavior

Computer crime, cybercrime, e-crime, hi-tech crime or electronic crime generally refers to

criminal activity where a computer or network is the source, tool, target, or place of a crime.

These categories are not exclusive and many activities can be characterized as falling in one

or more category. Additionally, although the terms computer crime and cybercrimeare more

properly restricted to describing criminal activity in which the computer or network is a

necessary part of the crime, these terms are also sometimes used to include traditional crimes,

such as fraud, theft, blackmail, forgery, and embezzlement, in which computers or networks

are used. As the use of computers has grown, computer crime has become more important.
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Computer crime can broadly be defined as criminal activity involving an information

technology infrastructure, including illegal access (unauthorized access), illegal interception

(by technical means of non-public transmissions of computer data to, from or within a

computer system), data interference (unauthorized damaging, deletion, deterioration,

alteration or suppression of computer data), systems interference (interfering with the

functioning of a computer system by inputting, transmitting, damaging, deleting,

deteriorating, altering or suppressing computer data), misuse of devices, forgery (ID theft),

and electronic fraud.

Computer crime issues have become high-profile, particularly those surrounding hacking,

copyright infringement through warez, child pornography, and child grooming. There are also

problems of privacy when confidential information is lost or intercepted, lawfully or

otherwise.

Computer crime encompass a broad range of potentially illegal activities. Generally,

however, it may be divided into one of two types of categories: (1) crimes that target

computer networks or devices directly; (2) crimes facilitated by computer networks or

devices, the primary target of which is independent of the computer network or device.

Examples of crimes that primarily target computer networks or devices would include,

 Malware and malicious code

 Denial-of-service attacks

 Computing viruses

Examples of crimes that merely use computer networks or devices would include,

 Cyber stalking

 Fraud and identity theft

 Phishing scams

 Information warfare

A common example is when a person starts to steal information from sites, or cause damage

to, a computer or computer network. This can be entirely virtual in that the information only

exists in digital form, and the damage, while real, has no physical consequence other than the

machine ceases to function. In some legal systems, intangible property cannot be stolen and

the damage must be visible, e.g. as resulting from a blow from a hammer. Where human-

centric terminology is used for crimes relying on natural language skills and innate gullibility,
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definitions have to be modified to ensure that fraudulent behavior remains criminal no matter

how it is committed.

A computer can be a source of evidence. Even though the computer is not directly used for

criminal purposes, it is an excellent device for record keeping, particularly given the power to

encrypt the data. If this evidence can be obtained and decrypted, it can be of great value to

criminal investigators.

4. Specific computer crimes

4.1 Spam

Spam, or the unsolicited sending of bulk email for commercial purposes, is

unlawful to varying degrees. As applied to email, specific anti-spam laws are

relatively new, however limits on unsolicited electronic communications have

existed in some forms for some time.

4.2 Fraud

Computer fraud is any dishonest misrepresentation of fact intended to induce

another to do or refrain from doing something which causes loss. In this context,

the fraud will result in obtaining a benefit by:

o altering computer input in an unauthorized way. This requires little technical expertise and is

not an uncommon form of theft by employees altering the data before entry or entering false

data, or by entering unauthorized instructions or using unauthorized processes;

o altering, destroying, suppressing, or stealing output, usually to conceal unauthorized

transactions: this is difficult to detect;

o altering or deleting stored data; or

o altering or misusing existing system tools or software packages, or altering or writing code

for fraudulent purposes. This requires real programming skills and is not common.

Other forms of fraud may be facilitated using computer systems, including bank

fraud, identity theft, extortion, and theft of classified information.

4.3 Obscene or offensive content

The content of websites and other electronic communications may be distasteful,

obscene or offensive for a variety of reasons. In some instances these

communications may be illegal.
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Many jurisdictions place limits on certain speech and ban racist, blasphemous,

politically subversive, libelous or slanderous, seditious, or inflammatory material

that tends to incite hate crimes.

The extent to which these communications are unlawful varies greatly between

countries, and even within nations. It is a sensitive area in which the courts can

become involved in arbitrating between groups with entrenched beliefs.

4.4 Harassment

Whereas content may be offensive in a non-specific way, harassment directs

obscenities and derogatory comments at specific individuals focusing for example

on gender, race, religion, nationality, sexual orientation. This often occurs in chat

rooms, through newsgroups, and by sending hate e-mail to interested parties.

4.5 Drug trafficking

Drug traffickers are increasingly taking advantage of the Internet to sell their

illegal substances through encrypted e-mail and other Internet Technology. Some

drug traffickers arrange deals at internet cafes, use courier Web sites to track

illegal packages of pills, and swap recipes for amphetamines in restricted-access

chat rooms. The rise in Internet drug trades could also be attributed to the lack of

face-to-face communication. These virtual exchanges allow more intimidated

individuals to more comfortably purchase illegal drugs. The sketchy effects that

are often associated with drug trades are severely minimized and the filtering

process that comes with physical interaction fades away. Furthermore, traditional

drug recipes were carefully kept secrets. But with modern computer technology,

this information is now being made available to anyone with computer access.

3.6 Cyberterrorism

Government officials and IT security specialists have documented a significant

increase in Internet probes and server scans since early 2001. There is a growing

concern among federal officials[who?] that such intrusions are part of an organized

effort by cyberterrorists, foreign intelligence services, or other groups to map

potential security holes in critical systems. A cyberterrorist is someone who

intimidates or coerces a government or organization to advance his or her political

or social objectives by launching computer-based attack against computers,

network, and the information stored on them.

Cyberterrorismin general, can be defined as an act of terrorism committed through

the use of cyberspace or computer resources. As such, a simple propaganda in the
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Internet, that there will be bomb attacks during the holidays can be considered

cyberterrorism. At worst, cyberterroristsmay use the Internet or computer

resources to carry out an actual attack.

As well there are also hacking activities directed towards individuals, families,

organisedby groups within networks, tending to cause fear among people,

demonstrate power, collecting information relevant for ruining peoples' lives,

robberies, blackmailing etc.

5. Documented cases

 The Yahoo! website was attacked at 10:30 PST on Monday, 7 February 2000. The attack

lasted three hours. Yahoo was pinged at the rate of one gigabyte/second.

 On 3 August 2000, Canadian federal prosecutors charged MafiaBoy with 54 counts of illegal

access to computers, plus a total of ten counts of mischief to data for his attacks on

Amazon.com, eBay, Dell Computer, Outlaw.net, and Yahoo. MafiaBoy had also attacked

other websites, but prosecutors decided that a total of 66 counts was enough. MafiaBoy pled

not guilty.

 About fifty computers at StanfordUniversity, and also computers at the University of

California at Santa Barbara, were amongst the zombie computers sending pings in DoS

attacks.

 In 26 March 1999, the Melissa worm infected a document on a victim's computer, then

automatically sent that document and copy of the virus via e-mail to other people.

6. Information warfare

Information warfare is the use and management of information in pursuit of a competitive

advantage over an opponent. Information warfare may involve collection of tactical

information, assurance(s) that one's own information is valid, spreading of propaganda or

disinformation to demoralize the enemy and the public, undermining the quality of opposing

force information and denial of information-collection opportunities to opposing forces.

The goal of electronic warfare is to control the electromagnetic spectrum. It is generally

considered to consist of:
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 Electronic attack, such as jamming enemy communications or radar, and disrupting enemy

equipment using high-power microwaves.

 Electronic protection, which ranges from designing systems resistant to jamming, through

hardening equipment to resist high-power microwave attack, to the destruction of enemy

jammers using anti-radiation missiles.

 Electronic support which supplies the necessary intelligence and threat recognition to allow

effective attack and protection. It allows commanders to search for, identify and locate

sources of intentional and unintentional electromagnetic energy.

These definitions are taken from Schleher. The traditional topic of cryptography, namely

communications security (Comsec), is only a small part of electronic protection, just as it is

becoming only a small part of information protection in more general systems. Electronic

support includes signals intelligence (Sigint), which consists of communications intelligence

(Comint) and electronic intelligence (Elint). The former collects enemy communications,

including both message content and traffic data about which units are communicating, while

the latter concerns itself with recognizing hostile radars and other non-communicating

sources of electromagnetic energy. Deception is central to electronic attack. The goal is to

mislead the enemy by manipulating his perceptions in order to degrade the accuracy of his

intelligence and target acquisition. Its effective use depends on clarity about who (or what) is

to be deceived, about what and how long, andwhere the targets of deception are human the

exploitation of pride, greed, laziness, and other vices. Deception can be extremely cost-

effective and is also relevant to commercial systems. Physical destruction is an important part

of the mix; while some enemy sensors and communications links may be neutralized by

jamming (soft kill), others will often be destroyed (hard kill). Successful electronic warfare

depends on using the available tools in a coordinated way.

7. Computer Forensic

The goal of computer forensics is to explain the current state of a digital artifact. The term

digital artifact can include a computer system, a storage medium (such as a hard disk or CD-

ROM), an electronic document (e.g. an email message or JPEG image) or even a sequence of

packets moving over a computer network. The explanation can be as straightforward as "what

information is here?" and as detailed as "what is the sequence of events responsible for the

present situation?"
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The field of Computer Forensics also has sub branches within it such as Firewall Forensics,

Database Forensics and Mobile Device Forensics.

There are many reasons to employ the techniques of computer forensics:

 In legal cases, computer forensic techniques are frequently used to analyze computer systems

belonging to defendants (in criminal cases) or litigants (in civil cases).

 To recover data in the event of a hardware or software failure.

 To analyze a computer system after a break-in, for example, to determine how the attacker

gained access and what the attacker did.

 To gather evidence against an employee that an organization wishes to terminate.

 To gain information about how computer systems work for the purpose of debugging,

performance optimization, or reverse-engineering.

Special measures should be taken when conducting a forensic investigation if it is desired for

the results to be used in a court of law. One of the most important measures is to assure that

the evidence has been accurately collected and that there is a clear chain of custody from the

scene of the crime to the investigator---and ultimately to the court.

8. The Forensic Process

There are five basic steps to the computer forensics:

 Preparation (of the investigator, not the data)

 Collection (the data)

 Examination

 Analysis

 Reporting

The investigator must be properly trained to perform the specific kind of investigation that is

at hand.

Tools that are used to generate reports for court should be validated. There are many tools to

be used in the process. One should determine the proper tool to be used based on the case.
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9. Collecting Digital Evidence

Digital evidence can be collected from many sources. Obvious sources include computers,

cell phones, digital cameras, hard drives, CD-ROM, USB memory devices, and so on. Non-

obvious sources include settings of digital thermometers, black boxes inside automobiles,

RFID tags, and web pages (which must be preserved as they are subject to change).

Special care must be taken when handling computer evidence: most digital information is

easily changed, and once changed it is usually impossible to detect that a change has taken

place (or to revert the data back to its original state) unless other measures have been taken.

For this reason it is common practice to calculate a cryptographic hash of an evidence file and

to record that hash elsewhere, usually in an investigator's notebook, so that one can establish

at a later point in time that the evidence has not been modified since the hash was calculated.

Other specific practices that have been adopted in the handling of digital evidence include:

 Handle the original evidence as little as possible to avoid changing the data.

 Establish and maintain the chain of custody.

 Documenting everything that has been done.

 Only use tools and methods that have been tested and evaluated to validate their accuracy and

reliability.

Some of the most valuable information obtained in the course of a forensic examination will

come from the computer user. An interview with the user can yield valuable information

about the system configuration, applications, encryption keys and methodology. Forensic

analysis is much easier when analysts have the user's passphrases to access encrypted files,

containers, and network servers.

In an investigation in which the owner of the digital evidence has not given consent to have

his or her media examined (as in some criminal cases) special care must be taken to ensure

that the forensic specialist has the legal authority to seize, copy, and examine the data.

Sometimes authority stems from a search warrant. As a general rule, one should not examine

digital information unless one has the legal authority to do so. Amateur forensic examiners

should keep this in mind before starting any unauthorized investigation.
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10. Live vs. Dead analysis

Traditionally computer forensic investigations were performed on data at rest---for example,

the content of hard drives. This can be thought of as a dead analysis.Investigators were told

to shut down computer systems when they were impounded for fear that digital time-bombs

might cause data to be erased.

In recent years there has increasingly been an emphasis on performing analysis on live

systems. One reason is that many current attacks against computer systems leave no trace on

the computer's hard drive---the attacker only exploits information in the computer's memory.

Another reason is the growing use of cryptographic storage: it may be that the only copy of

the keys to decrypt the storage are in the computer's memory, turning off the computer will

cause that information to be lost.

11. Imaging electronic media (evidence)

The process of creating an exact duplicate of the original evidenciarymedia is often called

Imaging. Using a standalone hard-drive duplicator or software imaging tools such as

DCFLdd or IXimager, the entire hard drive is completely duplicated. This is usually done at

the sector level, making a bit-stream copy of every part of the user-accessible areas of the

hard drive which can physically store data, rather than duplicating the filesystem. The

original drive is then moved to secure storage to prevent tampering. During imaging, a write

protection device or application is normally used to ensure that no information is introduced

onto the evidentiary media during the forensic process.

The imaging process is verified by using the SHA-1 message digest algorithm (with a

program such as sha1sum) or other still viable algorithms such as MD5. At critical points

throughout the analysis, the media is verified again, known as "hashing", to ensure that the

evidence is still in its original state. In corporate environments seeking civil or internal

charges, such steps are generally overlooked due to the time required to perform them. They

are essential for evidence that is to be presented in a court room, however.

12. Collecting Volatile Data

If the machine is still active, any intelligence which can be gained by examining the

applications currently open is recorded. If the machine is suspected of being used for illegal

communications, such as terrorist traffic, not all of this information may be stored on the hard
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drive. If information stored solely in RAM is not recovered before powering down it may be

lost. This results in the need to collect volatile data from the computer at the onset of the

response.

Several Open Source tools are available to conduct an analysis of open ports, mapped drives

(including through an active VPN connection), and open or mounted encrypted files

(containers) on the live computer system. Utilizing open source tools and commercially

available products, it is possible to obtain an image of these mapped drives and the open

encrypted containers in an unencrypted format. Open Source tools for PCs include

Knoppixand Helix. Commercial imaging tools include Access Data's Forensic Toolkit and

Guidance Software's EnCase application.

The aforementioned Open Source tools can also scan RAM and Registry information to show

recently accessed web-based email sites and the login/password combination used.

Additionally these tools can also yield login/password for recently accessed local email

applications including MS Outlook.

In the event that partitions with EFS are suspected to exist, the encryption keys to access the

data can also be gathered during the collection process. With Microsoft's most recent

addition, Vista, and Vista's use of BitLocker and the Trusted Platform Module (TPM), it has

become necessary in some instances to image the logical hard drive volumes before the

computer is shut down.

RAM can be analyzed for prior content after power loss. Although as production methods

become cleaner the impurities used to indicate a particular cell's charge prior to power loss

are becoming less common. However, data held statically in an area of RAM for long periods

of time are more likely to be detectable using these methods. The likelihood of such recovery

increases as the originally applied voltages, operating temperatures and duration of data

storage increases. Holding unpowered RAM below − 60 C will help preserve the residual

data by an order of magnitude, thus improving the chances of successful recovery. However,

it can be impractical to do this during a field examination.

13. Analysis

All digital evidence must be analyzed to determine the type of information that is stored upon

it. For this purpose, specialty tools are used that can display information in a format useful to

investigators. Such forensic tools include: AccessData's FTK, Guidance Software's EnCase,
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and Brian Carrier's Sleuth Kit. In many investigations, numerous other tools are used to

analyze specific portions of information.

Typical forensic analysis includes a manual review of material on the media, reviewing the

Windows registry for suspect information, discovering and cracking passwords, keyword

searches for topics related to the crime, and extracting e-mail and images for review.

14. Comparison to Physical Forensics

There are many core differences between computer forensics and "physical forensics." At the

highest level, the physical forensic sciences focus on identification and individualization.

Both of these processes compare an item from a crime scene with other substances to identify

the class of the item (i.e. is the red liquid fruit juice or blood?) or the source of the item (i.e.

did this blood come from person X?). Computer forensics on the other hand focuses on

finding the evidence and analyzing it. Therefore, it is more analogous to a physical crime

scene investigation than the physical forensic processes.

Topic : Computer Forensics And Digital Detective Work

Topic Objective:

After studying this topic the student should be able to:

 Recognize the role e-evidence plays in physical, or violent, and computer crimes.

 Describe the basic steps in a computer forensics investigation.

 Identify the legal and ethical issues affecting evidence search and seizure.

 Identify the types of challenges to the admissibility of e-evidence.

 Understand how criminals motives can help in crime detection and investigation.

 Explain chain of custody.

 Explain why acceptable methods for computer forensics investigations and e-discovery are

still emerging.
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Definition/Overview:

Evidence Collection: If evidence collection is done correctly, it is much more useful in

apprehending the attacker, and stands a much greater chance of being admissible in the event

of a prosecution.

Deposition: Testimony under oath before a trial.

Discovery: The process of gathering information in preparation for trial, legal investigation,

or administrative action.

discovery request: An official request for access to information that may be used as

evidence.

documentary evidence: Physical evidence or electronic evidence. Unlike testimony of a

witness, which is direct evidence, documentary evidence is circumstantial evidence.

electronic evidence: Evidence in digital or electronic form, such as e-mail, computer files,

and instant messages.

Key Points:

1. Computer Forensics and Digital Detective Work

A digital investigation is a process to answer questions about digital states and events. The

basic digital investigation process frequenty occurs by all computer users when they, for

example, search for a file on their computer. They are trying to answer the question "what is

the full address of the file named important.doc?". In general, digital investigations may try to

answer questions such as "does file X exist?", "was program Y run?", or "was the user Z

account compromised?".

A digital forensic investigation is a special case of a digital investigation where the

procedures and techniques that are used will allow the results to be entered into a court of

law. For example, an investigation may be started to answer a question about whether or not

contraband digital images exist on a computer. An average Microsoft Windows user may be

able to answer this question by booting the computer and using the Find Files function, but

these results may not be court admissible because steps were not taken to preserve the state of

the computer or use trusted tools.
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The digital investigation process involves formulating and testing hypotheses about the state

of a computer. We must formulate hypotheses because we can not directly observe digital

events and states and therefore we do not know facts. We must use tools to observe the state

of digital data, which makes them indirect observations. This is similar to being told about

something instead of seeing it for yourself. The amount that you believe what you are told is

based on how much you trust the person. With digital investigations, the confidence is based

on the trust of the hardware and software used to collect and analyze the data. The methods

used to formulate and test the hypotheses can make the investigation process a scientific one.

Digital evidence is data that supports or refutes a hypothesis that was formulated during the

investigation. This is a general notion of evidence and may include data that may not be court

admissible because it was not properly or legally acquired.

2. General Process

There is no single procedure for conducting an investigation. I find that an intuitive procedure

is to apply the same basic phases that are used by police at a physical crime scene, where we

instead have a digital crime scene. Note that there are many details that are ignored in the

following paragraphs.

The first step is preservation, where we attempt to preserve the crime scene so that the

evidence is not lost. In the physical world, yellow tape is wrapped around the scene. In a

digital world, we make a copy of memory, power the computer off, and make a copy of the

hard disk. In some cases, the computer cannot be powered off and instead suspicious

processes are killed and steps are taken to ensure that known evidence is copied and

preserved.

The second step is to survey the crime scene for the obvious evidence. The "obvious"

evidence is the evidence that typically exists with investigations of this type. For example, at

a physical crime scene where a violent crime has occurred, then the "obvious" evidence may

have blood on it or be damaged. In a digital crime scene, the obvious evidence may be found

based on file types, keywords, and other characteristics.

After the obvious evidence has been found, then more exhaustive searches are conducted to

start filling in the holes. With each piece of evidence that is found, there could be questions

about how it got there. Questions such as "which application created it?" or "what user caused

it to be created?". If so, then event reconstruction techniques are needed to determine which

application-level event occurred. This is similar to reconstructing where a bullet was shot

from.
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3. Digital Forensics vs. Digital Forensic Investigation

The "physical forensics" are used to answer a more limited set of questions than a general

investigation. Physical forensics is used to "identify" a substance, which determines the class

of the substance. For example, a red liquid could be identified as blood or fruit juice. Physical

forensics are also used to "individualize" an object, which determines the unique source of an

object. For example, blood from a crime scene could be compared with a sample from a

suspect to determine if the two blood samples are the same or two bullets could be compared

to determine if they were shot from the same gun.

The process to determine how someone compromised a computer and identify what they had

access to is much more involved than identification and individualization. It is a process of

searching for evidence and then analyzing it. Therefore, I think that digital investigation and

digital forensic investigation are more accurate terms.

4. Phases For Recovering Evidence

There are essentially three phases for recovering evidence from a computer system or storage

medium. Those phases are:

 acquire,

 analyze, and

 report

Often, the results of a forensic investigation are used in criminal proceedings.

5. Cybercrimepolice work

Cybercrimepolice work is completely unlike traditional "teeth, hair and eyeballs"

investigations, which rely on assumptions that don't apply to the virtual world:

 Proximity: It's physically impossible to commit many traditional crimes without being in the

same room as the victim. But cybercriminals can attack from the other side of the world. It's a

challenge to identify and prosecute criminals across state - and even national - borders.

 Small scale: Most real-world crooks can only act out one crime at a time. But in a matter of

seconds, a single person can cheaply send out millions of e-mails, or drop a piece of malware

on a site that thousands will visit. So law enforcement is outgunned from the start.
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 Physical constraints: Traditional criminals often leave behind at least some trace, whether it's

fingerprints or a lock of hair. Internet crooks can digitally mask themselves, leaving a

complex trail across multiple computers and servers - or sometimes barely any trail at all.

That makes it difficult to collect evidence and build a criminal case.

 Patterns: Modern law enforcement relies on tracking patterns - the common techniques that a

criminal operation employs, and common locations of the crimes. Yet cybercriminals can

relocate to new servers in minutes and change their attack methods and geographical targets

within just hours. Cybercrime detectives have a tough time pursuing these operations, and

sometimes have trouble proving that multiple attacks came from a single group or source.

Topic : Tools, Environments, Equipment, And Certifications

Topic Objective:

After studying this topic the student should be able to:

 Explain how to manage e-evidence throughout the life-cycle of a case.

 Identify the requirements for acquiring and authenticating evidence.

 Describe acceptable methods for searching and analyzing evidence.

 Explain investigative environments and analysis modes.

 Explain the functions and features of forensics tools and toolkits.

 Describe the types of equipment a forensics lab should have available.

 Describe types of certification programs and credentials available for a computer forensics

investigator.

Definition/Overview:

Key Points:

1. Rules of Evidences

A criminal trial is an adversarial proceeding in which both the prosecution and the defense

attempt to prove their cases by presenting evidence. Evidence can be testimony from a person
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who has personal knowledge of facts pertaining to the crime, or it can be physical evidence,

which is a tangible item such as a murder weapon, a firewall log or a hard disk containing

data.

The problem with digital data is that its a little less tangible than most physical evidence. It

belongs in the category of fragile evidence, along with such things as footprints in the snow,

because it is so easily destroyed or changed. In fact, the very act of collecting or examining it

can change it. The problem with this is that in order for evidence to be admissible, the party

introducing it must prove that it has not been tampered with or modified since it was

collected at the crime scene.

Evidence is subject to strict rules regarding its admissibility. In order for the court to allow it

to be presented, recorded in the court record and considered in the verdict, evidence must be:

 Relevant: it must pertain to the actual case. For example, evidence showing that a person

hacked into a different computer system ten years ago generally would not be admissible in a

trial to determine his guilt or innocence in an attack that occurred ten months ago (however,

the past criminal history might be admissible in the sentencing phase of the trial, after guilt or

innocence has already been decided).

 Material: the evidence must prove or disprove facts that impact the question before the court

(which is usually: did the defendant commit the crime with which hes charged).

 Competent: the evidence must be proven to actually be what it purports to be. Proving its

competence is called authentication of the evidence.

2. Authentication of evidence

Physical evidence is usually authenticated by the sworn testimony of one or more persons

who can verify that it is what it purports to be. For example, the network administrator who

checked the firewall logs immediately following an attack can testify that the log data

presented in court matches the data he saw in the logs on that date and time. The police

officer who arrived on the scene can testify that he packaged up the computer containing the

log files and delivered them to the evidence lab. The computer forensics technician who took

possession of the computer can testify that he received it from that officer and that he used

standard forensics methods to make a bit level copy of the disk containing the logs.

This process of authenticating the evidence each time it changes hands is called preservation

of the chain of custody. If the evidence is unaccounted for at any time during the process, its
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authenticity can become tainted because there is a chance that someone could have made

changes to it.

For this reason, its important that everyone who handles the evidence keep written records of

when they turned it over to someone else, to whom they turned it over, and why. These

records make up the evidence log. Evidence should be locked up in a secure evidence room

or locker when it must be left alone.

3. Incident Response Guidelines

When it comes to digital evidence, think of the oath that physicians take: First, do no harm.

Your first tendency upon discovering that the network has been breached may be to open the

log files, shut down the system, etc. However, if there is a chance that the case will be

prosecuted criminally, you should do as little as possible beyond disconnecting the system

from the network and protecting the scene (ensuring that nobody else changes anything) until

law enforcement personnel arrive.

Specifically:

 Dont turn off the system. Data thats in volatile memory (RAM) will be lost.

 Do disconnect the system from the network. If it stays connected, a hacker could cover his

tracks by deleting log files and other evidentiary data.

 Dont use the system to do anything. Dont run any programs. You could inadvertently

overwrite evidentiary data. In some cases, the hacker might have planted a program that will

erase data when triggered by some event (such as opening or closing a program).

 Dont open files to examine them. This modifies the date/time stamp.

The best way to preserve digital evidence in its original state is to connect the computer to

another computer onto which the digital information can be copied. This can be done through

a private network connection between the two computers. Data can be transferred over an

Ethernet connection between the two computers (by connecting them both to a private hub

that is not connected to any other network) or through a serial or USB connection.

The contents of the original (source) computers memory should be transferred to the second

(target) computer first. Transfer the memory contents in small increments so as not to

overwrite whats already in memory. The contents of the source computers hard disk should

be copied to the target computer as a bit level image. That means the image is an exact copy

of all information on the source disk, including slack space. Its best to use software designed
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specifically for forensic purposes. Programs used by law enforcement forensics experts

include EnCase, made by Guidance Software (which offers a graphical interface) and the

command line tools made by New Technologies, Inc. (NTI). Some investigators also use

programs such as Symantecs Ghost, which can make bitstreamimages using the ir or image

raw switch.

4. Computer Forensic Tools

There are two basic types of data that are collected, persistent data and volatile data.

Persistent data is that which is stored on a hard drive or another medium and is preserved

when the computer is turned off. Volatile data is any data that is stored in memory or exist in

transit and will be lost when the computer is turned off. Volatile data might be key evidence,

so it is important that if the computer is on at the scene of the crime it remain on. There are a

variety of tools used to collect data. Tools can be made by individuals that do not have the

experience or reputation in forensics but it is not recommended for the simple reason that it

would be hard to convince someone that their software meets all requirements for collecting

evidence. Wang (2007 said, It could also affect the probative force of the evidence gathered.

An essential toolkit should consist of various software such as backup, authentication,

decryption, disk editing, log file auditing, IP tracking, data recovery, and file examination.

When obtaining data, special tools are needed. This tool, known as hardware imaging tool,

copies the data bit by bit using a bit-stream-copy method. Regular backups copy all data from

the hard drive but not ambient data. Ambient data is located in the swap file of a windows

system.

The swap file acts like memory. To retain original evidence, data backup should be

considered first.

A reliable backup software tool must comply with the requirements of the National Institute

of Standards and Technology (NIST): If there is a password and it cant be found then there

are two methods to break it; guessing the password and using a system vent. Since most

computers use a one-way function to protect passwords, brute force and dictionary attacks

could work. If the code is still unbreakable then you will need to use a high speed computer

with decrypt software because the time to find the password can be long. A back way to get

into the Operating System is known as a system vent. An example would be causing a buffer

overflow by sending it a notify command which can take control of any part of the operating
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system. Also there are methods to gain access to a computer if it is password protected on

boot up. You can use the universal BIOS password that will work not matter what password

you have. It is assigned by the manufacturer. Knowing this, a suspect is more than likely

going to have other protective means to prevent access to data that is needed for evidence.

Also by clearing the CMOS you return all setups to default. Usually there is a jump that is

located on the motherboard. If the jump cant be found then the battery can be removed. It just

needs to be put back later. Screensavers, Documents, PDF files, and compressed files all have

various programs that can be used to break passwords.3 As discussed earlier, when data is

deleted it still remains on the hard drive. An identity code is attached to the title of the

document to represent the fact that it was deleted. A disk data editing and searching tool is

appropriate to find this information. It works by searching strings of code that is embedded in

the hard drive as well as documents when they are deleted. Searching for these strings of

code would take a very long time without a program like Winhex Editor. It searches for

strings of code on the hard drive to find data that is worth recovering.

5. Methods Employed in Computer Forensics

A computer forensics specialist has several targets in the process of identifying and

attempting to retrieve evidence on a computer system.

He must first protect the suspect computer system from any damage or alteration, any

corruption of the files, and the possible introduction of a virus during the forensic

examination. The examination itself starts with a search for every file on the system. This

includes not only existing normal files, but remains of deleted files, and any hidden,

encrypted, or password-protected files.

Once these are found, the next step is to recover as much information as possible from any

deleted files, reveal the contents of hidden files, and read any temporary or swap files used by

applications and the operating system. If any protected or encrypted files are on the system,

these will need to be broken into.

He will then analyze all the information that can be found in the usually inaccessible areas of

the hard drive. This will include all the 'unallocated' space on a disk, that while currently

unused may have previously been used to store information. Other areas to search are the

'slack' space in a file; this is the unused area at the end of a file structure, found in the last

assigned disk cluster, that while it may be unused now is another possible region that may

have been in use earlier.
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When all this is done he will produce an overall analysis of the computer system listing all

the possibly relevant files, and any discovered file data he has revealed. Usually he will offer

an expert opinion of the general system layout, file structures, discovered data, and the

authorship of files as well as any attempts that have been made to hide, delete, protect, or

encrypt stored information.

6. Circumstances in Which Computer Forensics is Used

There are many types of both criminal and civil proceedings that employ computer forensics

specialists.

Computer evidence can be used in any case where incriminating documents are likely to be

found on the computer: homicides, financial fraud, and child pornography to give a few

examples. Civil cases frequently make use of business and personal records found on

computer systems, mainly in fraud, divorce, discrimination, and harassment cases.

Insurance Companies too can mitigate their costs by using discovered computer evidence of

possible fraudulent accident claims, arson, and compensation cases. Corporations frequently

hire computer forensics specialists to uncover computer evidence evidence relating to sexual

harassment, embezzlement, and theft of trade secrets or other confidential information.

Law Enforcement Officials often call for assistance in making pre-search warrant

preparations and the handling of seized computer equipment. Though comparatively rare,

private individuals may hire computer forensics specialists to support or fight claims of

wrongful termination, sexual harassment, or age discrimination.

In Section 2 of this course you will cover these topics:
Policies And Procedures

Data, Pda, And Cell Phone Forensics

Operating Systems And Data Transmission Basics For Digital Investigations
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Topic : Policies And Procedures

Topic Objective:

After studying this topic the student should be able to:

 Explain the reasons for policies and procedures.

 Identify the steps in a forensic examination.

Definition/Overview:

Forensic science: (often shortened to forensics) is the application of a broad spectrum of

sciences to answer questions of interest to the legal system. This may be in relation to a crime

or to a civil action. But besides its relevance to the underlying legal system, more generally

forensics encompasses the accepted scholarly or scientific methodology and norms under

which the facts regarding an event, or an artifact, or some other physical item (such as a

corpse, or cadaver, for example) are to the broader notion of authentication whereby an

interest outside of a legal form exists in determining whether an object is in fact what it

purports to be, or is alleged as being.

Evidence: Proof of a fact about what did or did not happen. Used to support or refute the

allegations of a crime or civil wrong.

Evidence-mail: E-mail used as evidence.

Exchange principle: A theory stating that whenever a criminal comes into contact with a

victim, an object, or a crime scene, she leaves behind some evidence of her presence and also

takes away some evidence.

Key Points:

1. The Computer Forensic Examination Process

Computer forensics involves the preservation, identification, extraction, interpretation, and

documentation of computer evidence. The field of computer forensics has different facets,

and is not defined by any one particular procedure. At a very basic level, computer forensics

is the analysis of information contained within and created with computer systems, typically
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in the interest of figuring out what happened, when it happened, how it happened, and who

was involved.

In many cases, the information gathered during a computer forensics investigation is not

readily available or viewable by the average computer user. This might include items like

deleted files and fragments of data that can be found in the space allocated for existing files,

which is known by computer forensic practitioners as slack space. Special skills and tools are

necessary to be able to obtain this type of information or evidence.

Typically, confirming or preventing a crime or violation through a computer forensics

examination is a reactive measure to a circumstance. However, today, computer forensic

examinations are often used pro-actively for the continuous monitoring of electronic media.

In some cases, computer forensics is even used in a debriefing process for employees exiting

a company.

Active, Archival, and Latent Data

In computer forensics, there are three types of data that we are concerned with - active,

archival, and latent.

 Active Data is the information that we can actually see. This includes data files, programs,

and files used by the operating system. This is the easiest type of data to obtain.

 Archival Data is data that has been backed up and stored. This could mean backup tapes,

CDs, floppies, or entire hard drives.

 Latent Data is the information that one typically needs specialized tools to access. An

example of latent data would be information that has been deleted or partially overwritten.

A computer investigation could involve looking at all of these data types, depending on the

circumstances. Obtaining latent data is by far the most time consuming and costly.

Computer forensics is all about obtaining the proof of a crime or breech of policy. It focuses

on obtaining proof of an illegal misuse of computers in a way that could lead to the

prosecution of the culprit.

The primary phases in a computer forensics examination are:
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 Discussion of suspicion and concerns of potential abuse, by telephone

 Harvesting of all electronic data

 Identification of violations or concern

 Protection of the proof

 Confirming qualified, verifiable evidence

 Delivery of a written report and comments of the examiner

If you think you may have a problem, it is best to act quickly since computer evidence is

volatile and can be readily destroyed. It is also better to know for certain than to risk possible

consequences. If you are unfortunate enough to uncover a potential problem, it may be

prudent to seek confidential advice from a Certified Forensic Examiner before determining a

solution. Handling this situation on your own is a risky strategy which may have far-reaching

effects. If you are committed to using in-house staff, remember the basics of evidential

integrity - and don't be tempted to use shortcuts.

When carried out correctly, the forensic analysis of computer systems involved in abuse can

provide valuable evidence which might otherwise have been lost or overlooked. Performed

incorrectly, and your evidence could give guilty parties the opportunity they need to get a

case dismissed.

2. Steps in the Forensic Examination Process

Computer forensic investigations should always be conducted by a Certified Computer

Forensic Examiner. They will use licensed equipment which prevents tainting of the evidence

and ensures its validity in court. The steps involved for a computing investigation are briefly

summarized below:

 Step 1

A chain of custody is established. The examiner makes sure they are aware at all

times where any items related to the investigation are located. A safe or cabinet is

often used to secure items.
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 Step 2

All relevant information is cataloged. This includes active, archival, and latent data.

Information that has been deleted will be recovered to whatever extent possible.

Encrypted information and information that is password-protected is identified, as

well as anything that indicates attempts to hide or obfuscate data. The integrity of the

original media is maintained to the highest extent possible, which means that the

original source of information should not be altered. An exact copy of a hard drive

image is made and that image is authenticated against the original to make sure that it

is indeed exact.

 Step 3

Additional sources of information are obtained as the circumstances dictate. This

includes firewall logs, proxy server logs, Kerberos server logs, sign-in sheets, etc.

 Step 4

The information is analyzed and interpreted to determine possible evidence. Both

exculpatory (they didnt do it) and inculpatory (they did it) evidence is sought out. If

appropriate, encrypted files and password protected files are cracked.

 Step 5

A written report will be submitted to the client with the investigators findings and

comments.

 Step 6

If necessary, the investigator will provide expert witness testimony at a deposition,

trial, or other legal proceeding. The information contained in this document covers the

basics, and really doesn't do full justice to all facets of computer forensics. However,

you should now have a better understanding of what steps are involved in the process.
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3. Digital Evidence Processing

 Assessment. Computer forensic examiners should assess digital evidence thoroughly with

respect to the scope of the case to determine the course of action to take.

 Acquisition. Digital evidence, by its very nature, is fragile and can be altered, damaged, or

destroyed by improper handling or examination. Examination is best conducted on a copy of

the original evidence. The original evidence should be acquired in a manner that protects and

preserves the integrity of the evidence.

 Examination. The purpose of the examination process is to extract and analyze digital

evidence. Extraction refers to the recovery of data from its media.

 Analysis refers to the interpretation of the recovered data and putting it in a logical and useful

format.

 Documenting and reporting. Actions and observations should be documented throughout the

forensic processing of evidence. This will conclude with the preparation of a written report of

the findings.

4. Developing technical procedures

Established procedures should guide the technical process of the examination of evidence.

Procedures should be tested prior to their implementation to ensure that the results obtained

are valid and independently reproducible. The steps in the development and validation of the

procedures should be documented and include:

 Identifying the task or problem.

 Proposing possible solutions.

 Testing each solution on a known control sample.

 Evaluating the results of the test.

 Finalizing the procedure.
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Topic : Data, Pda, And Cell Phone Forensics

Topic Objective:

After studying this topic the student should be able to:

 Recognize and identify types of drives and media storage devices.

 Describe PDA and cellular phone technologies.

 Explain techniques for acquiring and analyzing data from hard drives and other storage

media.

 Describe techniques for acquiring and analyzing data from PDAs and cellular phones.

 List and describe tools that can be used to analyze disk images, PDA data, and cellular phone

data.

Definition/Overview:

Expert witness: A person who is a qualified specialist in a subject.

Federal Rules of Civil Procedure: The rules by which the Federal Court of the United

Statesdetermines proper procedure for civil cases, including what information is subject to

discovery.

Federal Rules of Evidence: The rules by which the Federal Court of the United

Statesdetermines what evidence is admissible at trial.

Hearsay evidence: Secondhand evidence because the witness does not tell what he heard,

saw, or knew personally, or firsthand, but only what others have said to him secondhand.

Key Points:

1. Cell Phone Forensic

Forensic examiners are called upon to preserve the evidence by ensuring that the acquired

media is not changed or altered in any way, thus enabling courts to accept the evidence from

them. These examinations have typically been done on hard drives, (whether those hard

drives come from desktop computers, notebooks or servers). The most useful pieces of

information are typically e-mail, Web site visits or electronic files such as documents or

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

28
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



pictures that are part of a crime. That is, until now. What is becoming increasingly useful is

the information stored on cell phones. As youd expect, this includes information like phone

numbers dialed, incoming calls received, phone directories, appointment reminders and

calendars. But there is more. Cell phones also allow you to text message, browse the internet

and take pictures. You can even set up your cell phone with a free e-mail address. With over

a billion subscribers worldwide, cell phones are a realm that is for the most part an untapped

resource of valuable information when it comes to forensic examinations of digital media.

Nothing comes without its challenges of course. Cell phone data storage is proprietary, based

on the manufacturer, model and system. Each device is unique and caution should be used as

each phone has unique considerations. Never the less there are now software vendors out

there to help. The challenge of course is to acquire the information in a forensically sound

manner. Not an easy task given that a new message or call can come in after the cell phone

was seized which would mean that the evidence was altered.

2. GSM

The most popular system for cell phones today is the Global System for Mobile

communications (GSM), now implemented at a global scale on all continents. GSM is a fully

digital system allowing both speech and data services and allows roaming across networks

and countries. There are several points of interest to us as forensic examiners. The first of

course is the phone itself and the Subscriber Identity Module (SIM) card located inside the

phone. The name of the network provider is usually visible on the SIM card along with a

unique identification number that can be used to get information from the provider, such as

name, address and phone number associated with the SIMcard. A PIN code (Personal

Identification Number) is usually required to access the SIM. If a user fails to enter a valid

PIN through three attempts the card becomes blocked and then an 8 digit code called the

PUK (Personal Unlock Number) must be entered. You now have 10 attempts to get the

PUKcorrect before the SIM is permanently disabled. The good news is that the user cannot

change the PUKwhich is provided by the network operator, who almost always keeps track of

the PUK. An investigator can then almost always gain access to the SIM by contacting the

network operator for the PUK. The SIM card is simply a smart card containing a processor

and non-volatile memory. In cell phones, the SIMcard is used as a storage device for

subscriber related data. The processor is used to implement the access mechanisms to the

network and the security features. The SIM card can therefore be accessed by mounting it in
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a standard smartcard reader. The on-board processor will challenge the examiner for either

the PIN or PUK code after which the binary contents of the card are made available. Best

practices would dictate that a forensic bit stream image is made of the SIM card and a hash of

the contents computed. Subsequent analysis would be done on the image. Care must be taken

at all times to ensure that the contents of the SIM card are not altered in any way.

3. Information obtained from SIMcard

Following are useful pieces of information for the forensic examiner

Location Area Identifier This is an identifier of where the mobile phone is currently

located. This value is retained by the SIM card when then the phone is turned off. This is

useful for determining in which location area the mobile was last used when it was operating.

The network operator will usually have to assist in determining the physical location area. It

should be noted that a location area can contains hundreds of cells. Unfortunately the cell

within the location area is not stored.

 Serial number This number can be retrieved without providing the PIN and will therefore

identify the SIM itself

 Customer number Referred to as the IMSI it is the customer identification number which will

allow you, with the aid of the network provider to identify the customer who owns the phone

 Cell phone number Referred to as the MSIISDN

 Text Messages Normally there is space on the SIM which will show the last 12 text messages

that were sent. In addition cell phones also store messages in memory. A typical cell phone

configuration will store all incoming messages by default and outgoing messages are only

stored at the users request. Most cell phones use the SIM memory first before using internal

memory.

 Deleted Messages Similar to deleting a file on a typical hard drive; the first byte is set to

zero. This means that deleted messages can be retrieved except for the first byte as long as a

new message has not overwritten the old message.

 Dial Numbers Most phones have the ability to store about 100 dial numbers with an

associated name.

 Last Dial Number Most cards only store about the last 5 phone numbers dialed on the SIM

card.
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Most phones however store many more last dialed numbers on the phones internal memory.

Now as forensic examiners we need to be aware that phones can be altered or cloned. If one

has direct access to a phone a flasher can be used to freely modify the contents of the phone.

This is typically done to remove the access constraints of a phone which locks a certain

phone to a certain Service Provider. These locked phones are often sold as part of a package

tying that customer to the service provider. Another change one would want to do is to

change the actual phone number of the cell phone which is stored on the SIM card. This is

necessary to use a stolen phone as the original number would be blacklisted once it was

reported as stolen. It would be important for a forensic examiner to determine if the internal

phone number of the phone had been changed. Normally the original phone number is printed

under the battery so a comparison of the phone number of the SIM card against the externally

printed number is a good practice. In fact, 80% of all phones used in criminal activity are

phones that have been stolen and the phone number modified. It is also possible to do a man

in the middle attack to steal the phone credentials thus allowing the attacker to program a

phone to look and pretend to be someone elses phone. In the Saturday Dec 15, 2005

newspaper of the Toronto Globe and Mail, Cindy Hopper, a Manger in Rogers Wireless

security department, said that terrorists groups had targeted senior Rogers executives for cell

phone cloning since the company was loath to shut off the cell phone of their busy executives

and of course the public-relations debacle that would take place if word ever got out.

4. PDA Forensics

The Personal Digital Assistant is a computer. In fact, in recent years, PDA's have been

growing more and more powerful and can actually perform on par with, if not better than,

older Pentium based computer systems. With storage abilities of over 5 gig, and the power to

connect to networks, email servers, and even VPN into a remote network, these little devices

must be treated just like a standard computer. In fact, you can even cluster PDA's together to

create a more powerful virtual computer and operate programs like BOA (a web server) and

Kismet (a wireless sniffer) right from the PDA. In other words, a PDA is for all practical

purposes a computer, and as such must be treated like one during any forensics investigation.

In theory, this is a great idea and seems like an obvious observation. How hard can it be for a

forensics investigator to capture and store the information stored on a PDA? Ironically, for as

simple as a PDA appears on the surface, they can be very complex to security extract quality

evidence from. The reality of the situation is that the acquisition and dissection of PDA
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created files is a completely new paradigm for forensics inspectors. The reasons for this can

be broken down into two major areas.

 PDA's are RAM/ROM based devices: This is the main obstacle for any forensics investigator

because there is often no hard drive to remove (except for peripheral CF cards or PCMCIA

cards). With the exception of the ROM (Read Only Memory), which isn't written to during

normal PDA operation, and removable memory cards, the majority of a PDA's files and

programs sit in RAM. Since RAM requires the presence of power to keep its memory, an

investigator has to obtain the information on the PDA without corrupting the evidence and

without ever causing the PDA to loose power. Unlike in the PC world, where the quickest

and most secure option is to pull the plug, a loss of power on a PDA will cause it to dump

ALL the data stored in the RAM.

 PDA's are not standardized: In the PC world, there are three main operating system an

investigator has to be familiar with: Windows, Linux, and Macintosh. Unfortunately, the

PDA world, which also now includes SmartPhones, can operating on Java, Pocket PC, Palm,

Linux, or any number of other operating systems. In addition to OS differences, the method

of synchronization and file access is often different from hardware device to hardware device,

which can be compounded by adapter compatibility problems!

From this brief overview of challenges, you can see that the PDA can be a formable opponent

to any forensics investigator. Fortunately, most of the tools used to extract information from a

PC drive image can be used to investigate a PDA image, once an image is obtained.

Therefore, it comes as no surprise that there are several tools available to the public that

facilitate the image creation of a PDA's RAM and ROM memory. The next section will

review several tools we found were good representations of PDA image recovery software.

To connect to a Palm device, it must be placed in a little known mode called 'console' mode

that opens a 'Developers Backdoor' on the Palm by which the device can be debugged, or in

the case of forensics investigation, copied. To access this mode, soft reset the device, and

then write a lower case cursive 'L' (also known as the shortcut sign) followed by two dots

(which creates one dot on the screen) and a number '2'. If successful, you should hear a slight

beep. This backdoor must be entered via the graffiti screen. Keyboard entry will not work.
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5. Paraben PDA Seizure

This was the first piece of software we tested. Unfortunately for the other programs,

Paraben's PDA Seizure set a rather high standard and we recommend this program as the of

choice for PDA forensics. In short, this program supports the extraction of a PDA's RAM and

ROM, and provides a nice GUI through which an investigator can easily spot and isolate

interesting files. While other programs do data extraction, they are limited in the amount of

detail you can get from within the same program. PDA Seizure is a comprehensive package

that includes all the tools you need to investigate a PDA's files.

In addition, PDA Seizure includes the necessary MD5 file tag that is needed to ensure file

integrity. Without this, any attempt to enter a collected file as evidence could be met with an

attack on the files quality. Since a file can have only one MD5 hash, the integrity of a stored

file can be validated. This is covered more in the PC forensics tool section.

If a criminal is a Palm user, they may want to think about moving to another PDA platform,

or at least using an encryption program. Thanks to the 'Backdoor', the Palm ROM/RAM can

be easilyaccessed and copied. For the rest of the PDA world, the mobile computers security is

dependant upon the operating system and third party programs that are installed. Thanks to

the many number of devices and OS'savailable, it can be a daunting task to crack open a PDA

without accidentally writing to the PDA, which would threaten the evidential quality of the

data. While the future is still wide open for mobile forensics software, Paraben seems to be

gathering speed and should be considered at the forefront of PDA forensics.

Topic : Operating Systems And Data Transmission Basics For Digital Investigations

Topic Objective:

After studying this topic the student should be able to:

 Define and recognize an operating system.

 Identify the different types of operating system interfaces.

 Identify the different components of an operating system.
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 Understand and identify the different file systems.

Definition/Overview:

Operating System: An operating system (commonly abbreviated to either OS or O/S) is an

interface between hardware and applications; it is responsible for the management and

coordination of activities and the sharing of the limited resources of the computer. The

operating system acts as a host for applications that are run on the machine. As a host, one of

the purposes of an operating system is to handle the details of the operation of the hardware.

This relieves application programs from having to manage these details and makes it easier to

write applications. Almost all computers, including handheld computers, desktop computers,

supercomputers, and even video game consoles, use an operating system of some type. Some

of the oldest models may however use an embedded operating system, that may be contained

on a compact disk or other data storage device.

Key Points:

1. Operating System

Operating systems offer a number of services to application programs and users. Applications

access these services through application programming interfaces (APIs) or system calls. By

invoking these interfaces, the application can request a service from the operating system,

pass parameters, and receive the results of the operation. Users may also interact with the

operating system with some kind of software user interface (UI) like typing commands by

using command line interface (CLI) or using a graphical user interface (GUI, commonly

pronounced gooey). For hand-held and desktop computers, the user interface is generally

considered part of the operating system. On large multi-user systems like Unix and Unix-like

systems, the user interface is generally implemented as an application program that runs

outside the operating system. (Whether the user interface should be included as part of the

operating system is a point of contention.)

Common contemporary operating systems include Microsoft Windows, Mac OS, Linux, BSD

and Solaris. Microsoft Windows has a significant majority of market share in the desktop and

notebook computer markets, while servers generally run on Linux or other Unix-like systems.

Embedded device markets are split amongst several operating systems.
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2. Types of Operating Systems

Within the broad family of operating systems, there are generally four types, categorized

based on the types of computers they control and the sort of applications they support. The

categories are:

 Real-time operating system (RTOS) - Real-time operating systems are used to control

machinery, scientific instruments and industrial systems. An RTOS typically has very little

user-interface capability, and no end-user utilities, since the system will be a "sealed box"

when delivered for use. A very important part of an RTOS is managing the resources of the

computer so that a particular operation executes in precisely the same amount of time, every

time it occurs. In a complex machine, having a part move more quickly just because system

resources are available may be just as catastrophic as having it not move at all because the

system is busy.

 Single-user, single task - As the name implies, this operating system is designed to manage

the computer so that one user can effectively do one thing at a time. The Palm OS for Palm

handheld computers is a good example of a modern single-user, single-task operating system.

 Single-user, multi-tasking - This is the type of operating system most people use on their

desktop and laptop computers today. Microsoft's Windows and Apple's MacOS platforms are

both examples of operating systems that will let a single user have several programs in

operation at the same time. For example, it's entirely possible for a Windows user to be

writing a note in a word processor while downloading a file from the Internet while printing

the text of an e-mail message.

 Multi-user - A multi-user operating system allows many different users to take advantage of

the computer's resources simultaneously. The operating system must make sure that the

requirements of the various users are balanced, and that each of the programs they are using

has sufficient and separate resources so that a problem with one user doesn't affect the entire

community of users. Unix, VMS and mainframe operating systems, such as MVS, are

examples of multi-user operating systems.

3. File systems and operating systems

Most operating systems provide a file system, as a file system is an integral part of any

modern operating system. Early microcomputer operating systems' only real task was file

management a fact reflected in their names. Some early operating systems had a separate

component for handling file systems which was called a disk operating system. On some
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microcomputers, the disk operating system was loaded separately from the rest of the

operating system. On early operating systems, there was usually support for only one, native,

unnamed file system; for example, CP/M supports only its own file system, which might be

called "CP/M file system" if needed, but which didn't bear any official name at all.

Because of this, there needs to be an interface provided by the operating system software

between the user and the file system. This interface can be textual (such as provided by a

command line interface, such as the Unix shell, or OpenVMS DCL) or graphical (such as

provided by a graphical user interface, such as file browsers). If graphical, the metaphor of

the folder, containing documents, other files, and nested folders is often used.

3.1 Flat file systems

In a flat file system, there are no subdirectorieseverything is stored at the same (root)

level on the media, be it a hard disk, floppy disk, etc. While simple, this system

rapidly becomes inefficient as the number of files grows, and makes it difficult for

users to organize data into related groups.

Like many small systems before it, the original Apple Macintosh featured a flat file

system, called Macintosh File System. Its version of Mac OS was unusual in that the

file management software (Macintosh Finder) created the illusion of a partially

hierarchical filing system on top of MFS. This structure meant that every file on a

disk had to have a unique name, even if it appeared to be in a separate folder. MFS

was quickly replaced with Hierarchical File System, which supported real directories.

A recent addition to the flat file system family is Amazon's S3, a remote storage

service, which is intentionally simplistic to allow users the ability to customize how

their data is stored. The only constructs are buckets (imagine a disk drive of unlimited

size) and objects (similar, but not identical to the standard concept of a file). Advance

file management is allowed by being able to use nearly any character (including '/') in

the objects name, and the ability to select subsets of the bucket's content based on

identical prefixes.

3.2 File systems under Unix-like operating systems

Unix-like operating systems create a virtual file system, which makes all the files on

all the devices appear to exist in a single hierarchy. This means, in those systems,

there is one root directory, and every file existing on the system is located under it

somewhere. Unix-like systems can use a RAM disk or network shared resource as its

root directory.
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Unix-like systems assign a device name to each device, but this is not how the files on

that device are accessed. Instead, to gain access to files on another device, the

operating system must first be informed where in the directory tree those files should

appear. This process is called mounting a file system. For example, to access the files

on a CD-ROM, one must tell the operating system "Take the file system from this

CD-ROM and make it appear under such-and-such directory". The directory given to

the operating system is called the mount point - it might, for example, be /media. The

/mediadirectory exists on many Unix systems (as specified in the FilesystemHierarchy

Standard) and is intended specifically for use as a mount point for removable media

such as CDs, DVDs and like floppy disks. It may be empty, or it may contain

subdirectories for mounting individual devices. Generally, only the administrator (i.e.

root user) may authorize the mounting of file systems.

Unix-like operating systems often include software and tools that assist in the

mounting process and provide it new functionality. Some of these strategies have

been coined "auto-mounting" as a reflection of their purpose.

o In many situations, file systems other than the root need to be available as soon as the

operating system has booted. All Unix-like systems therefore provide a facility for mounting

file systems at boot time. System administrators define these file systems in the configuration

file fstab or vfstab in Solaris Operating Environment, which also indicates options and mount

points.

o In some situations, there is no need to mount certain file systems at boot time, although their

use may be desired thereafter. There are some utilities for Unix-like systems that allow the

mounting of predefined file systems upon demand.

o Removable media have become very common with microcomputer platforms. They allow

programs and data to be transferred between machines without a physical connection.

Common examples include USB flash drives, CD-ROMs, and DVDs. Utilities have therefore

been developed to detect the presence and availability of a medium and then mount that

medium without any user intervention.

o Progressive Unix-like systems have also introduced a concept called supermounting; see, for

example, the Linux supermount-ng project. For example, a floppy disk that has been

supermounted can be physically removed from the system. Under normal circumstances, the

disk should have been synchronized and then unmounted before its removal. Provided

synchronization has occurred, a different disk can be inserted into the drive. The system
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automatically notices that the disk has changed and updates the mount point contents to

reflect the new medium. Similar functionality is found on Windows machines.

o A similar innovation preferred by some users is the use of autofs, a system that, like

supermounting, eliminates the need for manual mounting commands. The difference from

supermount, other than compatibility in an apparent greater range of applications such as

access to file systems on network servers, is that devices are mounted transparently when

requests to their file systems are made, as would be appropriate for file systems on network

servers, rather than relying on events such as the insertion of media, as would be appropriate

for removable media.

3.3 File systems under Linux

Linux supports many different file systems, but common choices for the system disk

include the ext* family (such as ext2 and ext3), XFS, JFS and ReiserFS.

3.4 File systems under Solaris

The Sun Microsystems Solaris operating system in earlier releases defaulted to (non-

journaledor non-logging) UFS for bootable and supplementary file systems. Solaris

(as most operating systems based upon open standards and/or open source) defaulted

to, supported, and extended UFS.

Support for other file systems and significant enhancements were added over time,

including VeritasSoftware Corp. (Journaling) VxFS, Sun Microsystems (Clustering)

QFS, Sun Microsystems (Journaling) UFS, and Sun Microsystems (open source,

poolable, 128 bit compressible, and error-correcting) ZFS.

Kernel extensions were added to Solaris to allow for bootable Veritas VxFSoperation.

Logging or Journaling was added to UFS in Sun's Solaris 7. Releases of Solaris 10,

Solaris Express, OpenSolaris, and other open source variants of the Solaris operating

system later supported bootable ZFS.

Logical Volume Management allows for spanning a file system across multiple

devices for the purpose of adding redundancy, capacity, and/or throughput. Legacy

environments in Solaris may use Solaris Volume Manager (formerly known as

Solstice DiskSuite.) Multiple operating systems (including Solaris) may use

VeritasVolume Manager. Modern Solaris based operating systems eclipse the need

for Volume Management through leveraging virtual storage pools in ZFS.
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3.5 File systems under Mac OS X

Mac OS X uses a file system that it inherited from classic Mac OS called HFS Plus.

HFS Plus is a metadata-rich and case preserving file system. Due to the Unix roots of

Mac OS X, Unix permissions were added to HFS Plus. Later versions of HFSPlus

added journaling to prevent corruption of the file system structure and introduced a

number of optimizations to the allocation algorithms in an attempt to defragment files

automatically without requiring an external defragmenter.

Filenames can be up to 255 characters. HFS Plus uses Unicode to store filenames. On

Mac OS X, the filetype can come from the type code, stored in file's metadata, or the

filename.

HFS Plus has three kinds of links: Unix-style hard links, Unix-style symbolic links

and aliases. Aliases are designed to maintain a link to their original file even if they

are moved or renamed; they are not interpreted by the file system itself, but by the

File Manager code in userland.

Mac OS X also supports the UFS file system, derived from the BSD Unix Fast File

System via NeXTSTEP. However, as of Mac OS X 10.5 (Leopard), Mac OS X can no

longer be installed on a UFS volume, nor can a pre-Leopard system installed on a

UFSvolume be upgraded to Leopard.

3.6 File systems under Plan 9 from BellLabs

Plan 9 from Bell Labs was originally designed to extend some of Unix's good points,

and to introduce some new ideas of its own while fixing the shortcomings of Unix.

With respect to file systems, the Unix system of treating things as files was continued,

but in Plan 9, everything is treated as a file, and accessed as a file would be (i.e., no

ioctl or mmap). Perhaps surprisingly, while the file interface is made universal it is

also simplified considerably, for example symlinks, hard links and suid are made

obsolete, and an atomic create/open operation is introduced. More importantly the set

of file operations becomes well defined and subversions of this like ioctl are

eliminated.

Secondly, the underlying 9P protocol was used to remove the difference between

local and remote files (except for a possible difference in latency). This has the

advantage that a device or devices, represented by files, on a remote computer could

be used as though it were the local computer's own device(s). This means that under

Plan 9, multiple file servers provide access to devices, classing them as file systems.
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Servers for "synthetic" file systems can also run in user space bringing many of the

advantages of micro kernel systems while maintaining the simplicity of the system.

Everything on a Plan 9 system has an abstraction as a file; networking, graphics,

debugging, authentication, capabilities, encryption, and other services are accessed

via I-O operations on file descriptors. For example, this allows the use of the IP stack

of a gateway machine without need of NAT, or provides a network-transparent

window system without the need of any extra code.

Another example: a Plan-9 application receives FTP service by opening an FTP site.

The ftpfsserver handles the open by essentially mounting the remote FTP site as part

of the local file system. With ftpfs as an intermediary, the application can now use the

usual file-system operations to access the FTP site as if it were part of the local file

system. A further example is the mail system which uses file servers that synthesize

virtual files and directories to represent a user mailbox as /mail/fs/mbox.

These file systems are organized with the help of private, per-process namespaces,

allowing each process to have a different view of the many file systems that provide

resources in a distributed system.

The Inferno operating system shares these concepts with Plan 9.

3.7 File systems under Microsoft Windows

Windows makes use of the FAT and NTFS file systems. The File Allocation Table

(FAT) filing system, supported by all versions of Microsoft Windows, was an

evolution of that used in Microsoft's earlier operating system (MS-DOS which in turn

was based on 86-DOS). FAT ultimately traces its roots back to the short-lived M-

DOS project and Standalone disk BASIC before it. Over the years various features

have been added to it, inspired by similar features found on file systems used by

operating systems such as Unix.

Older versions of the FAT file system (FAT12 and FAT16) had file name length

limits, a limit on the number of entries in the root directory of the file system and had

restrictions on the maximum size of FAT-formatted disks or partitions. Specifically,

FAT12 and FAT16 had a limit of 8 characters for the file name, and 3 characters for

the extension (such as .exe). This is commonly referred to as the 8.3 filename limit.

VFAT, which was an extension to FAT12 and FAT16introduced in Windows NT 3.5

and subsequently included in Windows 95, allowed long file names (LFN).

FAT32also addressed many of the limits in FAT12 and FAT16, but remains limited

compared to NTFS.

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

40
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



NTFS, introduced with the Windows NT operating system, allowed ACL-based

permission control. Hard links, multiple file streams, attribute indexing, quota

tracking, compression and mount-points for other file systems (called "junctions") are

also supported, though not all these features are well-documented.

Unlike many other operating systems, Windows uses a drive letter abstraction at the

user level to distinguish one disk or partition from another. For example, the path

C:\WINDOWSrepresents a directory WINDOWS on the partition represented by the

letter C. The C drive is most commonly used for the primary hard disk partition, on

which Windows is usually installed and from which it boots. This "tradition" has

become so firmly ingrained that bugs came about in older versions of Windows which

made assumptions that the drive that the operating system was installed on was C.

The tradition of using "C" for the drive letter can be traced to MS-DOS, where the

letters A and B were reserved for up to two floppy disk drives. Network drives may

also be mapped to drive letters.

4. Data retrieval process

The operating system calls on the IFS (Installable File System) manager. The IFS calls on

the correct FSD (File System Driver) in order to open the selected file from a choice of

four FSDs that work with different storage systemsNTFS, VFAT,CDFS (for optical

drives), and Network. The FSD gets the location on the disk for the first cluster of the file

from the FAT (File Allocation Table), FAT32,VFAT (Virtual File Allocation Table), or,

in the case of Windows NT based, the MFT (Master File Table). In short, the whole point

of the FAT, FAT32, VFAT, or MFT is to map out all the files on the disk and record

where they are located (which track and sector of the disk).

In Section 3 of this course you will cover these topics:
Investigating Windows, Linux, And Graphics Files

E-Mail And Webmail Forensics

Internet And Network Forensics And Intrusion Detection
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Topic : Investigating Windows, Linux, And Graphics Files

Topic Objective:

After studying this topic the student should be able to:

 Conduct efficient and effective investigations of Windows systems.

 Find user data and profiles in Windows folders.

 Locate system artifacts in Windows systems.

 Examine the contents of Linux folders.

 Identify graphic files by file extensions and file signatures.

 Identify what computer forensics graphic tools and techniques can reveal and recover.

Definition/Overview:

Tainted evidence: Evidence that has been altered or obtained from an illegal search or

seizure and therefore is inadmissible.

Time bomb : A malicious computer program that is programmed to trigger on a specific date

or time-related event.

USA PATRIOT Act of 2002 : This law expanded the list of records that law enforcement

authorities may obtain with a subpoena. It gave law enforcement agencies greater authority to

gather e-evidence. Subsection 2703(c)(2) of the act states that authorities can gain access to

records of session times and durations and any temporarily assigned network address.

Volatile: Electronic content that can be intentionally or unintentionally altered, deleted, lost,

corrupted, or overwritten.

White collar crimes: Nonviolent crimes, such as fraud and extortion.

Key Points:

1. The Windows Registry

The Windows Registry is a repository of information about all aspects of the computer,

including its hardware, operating system, applications and users. The main purpose of the
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Windows Registry is to store information for Windows, to ensure that proper device drivers

are loaded, that services required by applications are made available, that the proper

application is loaded to open a file when you double click on the icon in the explorer, and that

an application window appears in the proper place on your screen when you first launch it.

This information is loaded at every system boot and remains resident until shutdown.

2. Forensic examination of the Registry in relation to Internet activity

To illustrate what types of information can be extracted, the following methodology has been

developed to extract items from the Registry relating to Internet activity.

2.1. Locate and extract the Registry hives

First, the Registry hives must be located and extracted from the computer system or

forensic image. Although the Registry is considered to be a single entity, its' contents

are in fact stored in more than one file in a number of different locations within the

Windows operating system. These files are known as hives in which the data are

stored in binary format in groups of keys, subkeys and values. In the more recent

versions of Windows, six such files are present. In earlier versions, the number

fluctuates from two to six, depending on what functions the operating system

supports. For illustrative purposes, Table 1 lists all the hives present within the

Windows XP operating system, along with their location. In Windows 95, and 98

systems, the Registry files are located in the Windows installation directory and are

namedsystem.dat and user.dat.

An abundance of very useful forensic information can be found within the Registry, if

the investigator knows where to look. Many times, performing a string search of the

Registry will reveal little, as data may be kept in binary format or encoded using

ROT13 encryption. Knowing where to look within the Registry can be just as

valuable to an investigator as the information he/she is seeking.

2.2. Examine the hives

Registry hives are binary files of information. To view their hierarchical structure

these hives must be examined using Registry viewers that put the information in a

tree-like structure, allowing each of the keys, subkeys, and associated information in

the Registry to be viewed easily. There are a number of Registry viewers available;

including the well-known Regeditthat comes with Windows. Other Registry viewers
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include Registrar Lite by Resplendence Software and the Linux Regviewer included

on the Helix distribution. Forensic software such as EnCase, Registry Viewer from

AccessData, and ProDiscover also allow browsing through Registry hives.

3. Find items relating to Internet usage

Once the hives are imported and loaded into the Registry viewer, it is possible to browse

through the keys and subkeys, looking for relevant data. The data can be found in various

areas of the Registry; however, it is not possible to guarantee that it will be found in the same

place in all Registries, as this really depends on how the machine was set-up. Specialized

resources such as Microsoft's Technet (Microsoft, 2006a and Microsoft, 2006b) and Registry

Tweaks (Guideworks, 2006) can be very informative for locating and interpreting specific

information in the Registry.

3.1. Keyword searches

Most Registry viewers have search functions, and keyword searches can lead to

specific information in the Registry relating to Internet activity. For example,

searching for keywords such as URL, Internet, and MSN are useful in some cases.

Other searches may include usernames, dates, and other information found previously

in the investigation. When particular software is involved, such as peer-to-peer

programs, forensic examiners can conjure up a keyword search for searching the

various software types. Once any of the software in the keyword list is identified, it is

then possible to look into the settings for each of the applications to get a better

understanding of Internet activity on the machine.

For example, if an investigator has to determine whether a certain piece of software

was installed on the machine such as KaZaA, the investigator can use the Search

facility within the Registry viewer and search for each occurrence of KaZaA within

the Registry. The Registry viewer will take the investigator to each instance of the

results, allowing the investigator to inspect the area further if required.

3.2. Usernames and passwords

Various usernames and passwords are stored in the Windows Registry. The most

common source of usernames and passwords are the Internet Explorer Protected

Storage data. Secret Explorer: Protected Storage Explorer (LastBit Software, 2005)

and Registry Viewer (AccessData, 2006) enable investigators to explore Windows
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Protected Storage and other areas of the Registry. This includes Web form auto-

complete data from Internet Explorer; passwords for password protected Websites;

MS Outlook account and identity passwords, dial-up passwords and other data that

Microsoft decided to store there The protected information is saved in a special

location in the Registry. The base key of the Protected Storage is located under the

following key:

HKEY_CURRENT_USERSOFTWARE Microsoft ProtectedStorageSystemProvider.

Other applications that use the Internet also store usernames and passwords. For

instance, the KaZaA peer-to-peer software stores its username and encrypted

password in the Registry as shown in Fig. 3. Fig. 3 illustrates the username (Friday)

and encrypted password (e882b72bccfc2ad578c27b0d9b47) for the KaZaA software

under HKEY_USERSUSER_HDD003_A Software KAZAAUserDetails.

Other usernames, such as Outlook e-mail accounts can also be found in the Registry

at HKEY_USERSUser_ID Software Microsoft Office Outlook OMI Account

Manager Accounts AccountID. The Outlook settings include e-mail address, SMTP

server IP address, Display name and POP3 server information including username.

Fig. 4 illustrates this information for user USER_HDD001, showing e-mail address

vplus@harrow.greenhill.ac.uk, SMTP server IP address 192.194.19.3, Display name

Vincent Pius and POP3 server information with username vpius.

Another area of the Registry that contains e-mail account information relating to

Outlook Express is the Internet Account Manager which is used to manage e-mail

accounts. This information is located under HKEY_LOCAL_MACHINESoftware

Microsoft Internet Account Manager. When this key is first created by installing

Outlook Express, it contains only an Accounts sub-key with five default LDAP

accounts for Bigfoot, Infospace, Infospace Business, Verisign, and WhoWhere. When

a user completes the Internet Connection Wizard, two subkeysfor the user's default e-

mail and news accounts are added, normally named 0001 and 0002. Only the first

Main Identity stores its account information under this key. If the user sets up an e-

mail and/or news account using the Internet Connection Wizard and have never

created a new Identity, then all e-mails and news accounts are stored in this key. If the

user created a new Identity and deleted the original Main Identity, this key is not used

at all by the user's Identity.
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3.3. Most recently used and cached data

Some Windows applications store cached data from recently used files to recently

accessed Web pages. Internet Explorer caches the last 25 URLs typed into the

browser. This can give the investigator some insight into the sort of Web activity that

was taking place. The most recently used URLs could help investigators determine

that the individual under investigation used the Internet Explorer browser, that the

individual used the Internet on the machine, or that the user wiped this data from the

machine. If Internet activity on the machine is apparent and there are no typed URLs

in this area of the Registry, it can be assumed that the user has wiped this data from

the machine.

Microsoft's Messenger stores its cached contacts lists for the user in the Registry in

the HKEY_Userskey in Software Microsoft InternetExplorer TypedUrls.

The Resplendent Registrar provides a common and user-friendly interface which

allows an investigator to quickly find the keys and values required. The interface is

similar to Windows Explorer, and provides navigation buttons to browse through the

Registry. The address bar makes it easy to immediately access the Registry key in

question and the description bar allows notes to be added to keys and values

Peer-to-peer software such as Skype also stores cache information in the Registry. For

instance, the Skype program stores a user's reachable nodes IP addresses in a table in

the Registry as illustrated in Fig. 7. Skype also stores it buddy information in the

Windows Registry. Skypestores its host cache entries, which entails an IP address, in

the Windows Registry at

HKEY_Current_User/Software/SKYPE/PHONE/LIB/Connection/HOSTCACHE.

Entries in this cache can exceed 200 entries. Another feature of Skype which resides

in the Registry is the Buddy list. The Buddy list is digitally signed and encrypted.

This buddy list is local to one machine and is not stored on a central server (Baset and

Schulzrinne, 2004). Other information which Skype stores in the Registry includes the

type of firewall it resides behind.

4. Linux

Linux is made with one thought in mind: Everything is a file. A blank piece of paper is called

a file in the world of computers. You can use this piece of paper to write a text or make a

drawing. Your text or drawing is called information. A computer file is another way of

storing your information.
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If you make many drawings then you will eventually want to sort them in different piles or

make some other system that allows you to easily locate a given drawing. Computers use

folders to sort your files in a hieratic system.

A file is an element of data storage in a file system (file systems manual page). Files are

usually stored on harddrives, cdromsand other media, but may also be information stored in

RAM or links to devices.

To organize our files into a system we use folders. The lowest possible folder is root / where

you will find the user homes called /home/.

/

/home/

/home/mom/

/home/dad/

Behind every configurable option there is a simple human-readable text file you can hand-

edit to suit your needs. These days most programs come with nice GUI (graphical user

interface) like MandrakesControl Centerand Suses YAST that can smoothly guide you

through most configuration. Those who choose can gain full control of their system by

manually adjusting the configuration files from foo=yes to foo=no in an editor.

Almost everything you do on a computer involves one or more files stored locally or on a

network.

Yourfilesystems lowest folder root / contains the following folders:

/bin Essential user command binaries (for use by all users)

/boot Static files of the boot loader, only used at system startup

/dev Device files, links to your hardware devices like /dev/sound, /dev/input/js0 (joystick)

/etc Host-specific system configuration

/hom

e

User home directories. This is where you save your personal files

/lib Essential shared libraries and kernel modules

/mnt Mount point for a temporarily mounted filesystem like /mnt/cdrom

/opt Add-on application software packages

/usr /usr is the second major section of the filesystem. /usr is shareable, read-only data. That means that /usr should be shareable between various FHS-compliant

hosts and must not be written to. Any information that is host-specific or varies with time is stored elsewhere.

/var /var contains variable data files. This includes spool directories and files, administrative and logging data, and transient and temporary files.
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/proc System information stored in memory mirrored as files.

The only folder a normal user needs to use is /home/you/ - this is where you will be keeping

all your documents.

/home/elvis/Documents

/home/elvis/Music

/home/elvis/Music/60s

Files are case sensitive, "myfile" and "MyFile" are two different files.

Topic : E-Mail And Webmail Forensics

Topic Objective:

After studying this topic the student should be able to:

 Understand the flow of electronic mail across a network.

 Explain the difference between resident e-mail client programs and webmail.

 Understand the difference between typical desktop data storage and server data storage.

 Identify the components of e-mail headers.

Definition/Overview:

Rules of evidence: The rules by which a court determines what evidence is admissible at

trial.

Search warrant: A written order issued by a judge allowing law enforcement to conduct a

search of specified premises for specified things or persons and to seize those items or

people.

Spoliation: Destruction of evidence, which is a crime because it is an obstruction of justice.

Statutes:Statutes define crimes in terms of required acts and a required state of mind, or

intent. Criminal laws are defined in rules called statutes.
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Key Points:

1. Email Forensics

Email is one of the most common ways people communicate. From internal meeting requests,

distribution of documents and general conversation one would be had pressed to find an

organization of any size that does not rely on email. Studies have shown that more email is

generated every day than phone conversations and paper documents combined. Forensic

Analysis of email clients and servers has been in the spotlight of civil and criminal cases

worldwide and no examination of Document Discovery is complete without requesting,

searching and organizing email.

Global Digital Forensics has the skill set, experience and tools to ease the burden of

analyzing email, from one users mailbox to hundreds of custodians throughout a massive

Microsoft Exchange or Lotus Notes organization. GDFhas assisted clients in the forensic

extraction and analysis of email, contacts and colanders in many cases.

2. Identification and Extraction

The first step in an email examination is to identify the sources of email and how the email

servers and clients are used in an organization. More than just a way of sending messages

email clients and servers have expanded into full databases, document repositories, contact

managers, time mangers, colanders and many other applications. For instance, we have seen

Microsoft Exchange customized to be used as a complete Customer Relationship Manager

(CRM) and it is certainly not uncommon for the powerful database features of Lotus Notes

and Domino Server to be exploited far beyond an email system. Organizations use these

powerful, database enabled email and messaging servers to manage cases, track clients and

share data. A skilled Forensic Examiner must know how to identify how these powerful

business tools are being used far beyond email.

Many users store their personal colanders, contacts and even synchronize their email clients

with their Personal Digital Assistants (PDA). Organizations use features like the Free/Busy

Connector in MS Exchange to track availability of employees and utilize shared colanders to

track appointments and meetings. Forensic analysis of the email server and the clients on

users systems often yield an amazing amount of information on the user and the organization

itself.GDF can assist in properly asking for and analyzing email and organizational tools in a

forensically sound manner. Email forensics is more than looking at email messages and the
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examiner must be aware of the advanced features and forensic possibilities of each type of

email system.

3. Deleted Email

Many user believe that once they delete email from their client that the the mail is

unrecoverable. Nothing could be farther from the truth, many times emails can forensically

extracted even after deletion. Many users also do not grasp the concept that email has a

sender AND a recipient or multiple recipients. Emails may reside on servers unbeknown to

the user, or on backup tapes that were created during the normal course of business. Of

course they may also be extracted from the hard disk of the client or the server. GDF has used

forensic techniques and common sense to recover deleted email, calendars and more from

users email clients and email servers.

4. Web Mail or Web Based Email

It is completely possible to forensically recover email that was created or received by web

based email systems and from free web based email services such as Hotmail, Gmail (Google

Mail) and Yahoo Mail. These types of mail systems use a browser to interface with the email

server, the browser inherently caches information to the disk drive in the system used to

retrieve or generate the email thereby effectively saving a copy to the disk. A skilled forensic

examiner can extract the HTML based Email from disk drive of the system used to create or

retrieve the email messages. many organizations also have a web based system for users to

retrieve their email while out if the office, for instance OWA or Outlook Web Access used

with Microsoft Exchange Servers. These Browser Based Web Mail clients also cache

messages to the disk.

Many Web Based or Web mail services, including Yahoo and Hotmail have shared

calendaring services, personal calendars and contact managers as as email. Anytime these

services are accessed they may be cached to the disk as well. GDF had an many instances

where important contact information, such as email, for additional subjects was found

because of careful analysis of all the web email and web based services was conducted.

5. Correlating Email Messages

If properly conducted and managed the forensic analysis of email yields documents that can

be easily correlated by date, subject, recipient or sender and yield a highly understandable

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

50
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



and easy to follow map of events and entities. Global Digital Forensics takes great pride in

the ability to correlate large amounts of data into understandable and easy to follow

presentations. While maintaining the highest standards of forensic soundness GDF uses

specialized tools to link entities, dates, times and events ensuring that our clients, and their

clients achieve the highest level of efficiency and the highest quality work product when they

choose GDF to conduct their email forensics or email discovery tasks.

Topic : Internet And Network Forensics And Intrusion Detection

Topic Objective:

After studying this topic the student should be able to:

 Explain the operation of intrusion detection systems (IDSs).

 Discuss the value of using a network forensic analysis toolkit (NFAT).

 Identify the components of an NFAT.

 List the different areas from which data can be extracted.

 Understand how to use an NFAT to capture physical and logical network data.

 Identify the most common NFAT systems.

Definition/Overview:

Intrusion detection : An Intrusion detection system (IDS) is software and/or hardware

designed to detect unwanted attempts at accessing, manipulating, and/or disabling of

computer systems, mainly through a network, such as the Internet. These attempts may take

the form of attacks, as examples, by crackers, malware and/or disgruntled employees. An IDS

cannot directly detect attacks within properly encrypted traffic.

Key Points:

1. Intrusion Detection Systems

An intrusion detection system is used to detect several types of malicious behaviors that can

compromise the security and trust of a computer system. This includes network attacks
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against vulnerable services, data driven attacks on applications, host based attacks such as

privilege escalation, unauthorized logins and access to sensitive files, and malware(viruses,

trojan horses, and worms).

An IDS can be composed of several components: Sensors which generate security events, a

Console to monitor events and alerts and control the sensors, and a central Engine that

records events logged by the sensors in a database and uses a system of rules to generate

alerts from security events received. There are several ways to categorize an IDS depending

on the type and location of the sensors and the methodology used by the engine to generate

alerts. In many simple IDS implementations all three components are combined in a single

device or appliance.

2. Types of Intrusion-Detection systems

In a network-based intrusion-detection system (NIDS), the sensors are located at choke points

in network to be monitored, often in the demilitarized zone (DMZ) or at network borders.

The sensor captures all network traffic and analyzes the content of individual packets for

malicious traffic. In systems, PIDS and APIDSare used to monitor the transport and protocols

for illegal or inappropriate traffic or constructs of a language (say SQL). In a host-based

system, the sensor usually consists of a software agent, which monitors all activity of the host

on which it is installed. Hybrids of these two systems also exist.

 A network intrusion detection system (NIDS) is an independent platform which identifies

intrusions by examining network traffic and monitors multiple hosts. Network Intrusion

Detection Systems gain access to network traffic by connecting to a hub, network switch

configured for port mirroring, or network tap. An example of a NIDS is Snort.

 A protocol-based intrusion detection system (PIDS) consists of a system or agent that would

typically sit at the front end of a server, monitoring and analyzing the communication

protocol between a connected device (a user/PC or system) and the server. For a web server

this would typically monitor the HTTPS protocol stream and understand the HTTP protocol

relative to the web server/system it is trying to protect. Where HTTPS is in use then this

system would need to reside in the "shim", or interface, between where HTTPS is un-

encrypted and immediately prior to its entering the Web presentation layer.

 An application protocol-based intrusion detection system (APIDS) consists of a system or

agent that would typically sit within a group of servers, monitoring and analyzing the

communication on application specific protocols. For example, in a web server with a
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database this would monitor the SQL protocol specific to the middleware/business logic as it

transacts with the database.

 A host-based intrusion detection system (HIDS) consists of an agent on a host which

identifies intrusions by analyzing system calls, application logs, file-system modifications

(binaries, password files, capability/acl databases) and other host activities and state. An

example of a HIDS is OSSEC.

 A hybrid intrusion detection system combines two or more approaches. Host agent data is

combined with network information to form a comprehensive view of the network. An

example of a Hybrid IDS is Prelude.

3. Passive system vs. reactive system

In a passive system, the intrusion detection system (IDS) sensor detects a potential security

breach, logs the information and signals an alert on the console and or owner. In a reactive

system, also known as an intrusion prevention system (IPS), the IDS responds to the

suspicious activity by resetting the connection or by reprogramming the firewall to block

network traffic from the suspected malicious source. This can happen automatically or at the

command of an operator.

Though they both relate to network security, an intrusion detection system (IDS) differs from

a firewall in that a firewall looks outwardly for intrusions in order to stop them from

happening. Firewalls limit access between networks to prevent intrusion and do not signal an

attack from inside the network. An IDS evaluates a suspected intrusion once it has taken

place and signals an alarm. An IDS also watches for attacks that originate from within a

system. This is traditionally achieved by examining network communications, identifying

heuristics and patterns (often known as signatures) of common computer attacks, and taking

action to alert operators. A system which terminates connections is called an intrusion

prevention system, and is another form of an application layer firewall.

The term IDPS is commonly used to refer to hybrid security systems that both "detect" and

"prevent".

4. Statistical anomaly and signature based IDSs

All Intrusion Detection Systems use one of two detection techniques: statistical anomaly

based and/or signature based.

 Statistical anomaly based IDS- A statistical anomaly based IDS establishes a performance

baseline based on normal network traffic evaluations. It will then sample current network
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traffic activity to this baseline in order to detect whether or not it is within baseline

parameters. If the sampled traffic is outside baseline parameters an alarm will be triggered .

 Signature based IDS- Network traffic is examined for preconfigured and predetermined

attack patterns known as signatures. Many attacks today have distinct signatures. In good

security practice, a collection of these signatures must be constantly updated to mitigate

emerging threats .

5.Limitations

Noise-Noise can severely limit an IDSs effectiveness. Bad packets generated from software

bugs, corrupt DNS data, and local packets that escaped can create a significantly high false

alarm rate .

Too few attacks- It is not uncommon for the number of real attacks to be far below the false

alarm rate. Real attacks are often so far below the false alarm rate that they are often missed

and ignored .

Signature updates-Many attacks are geared for specific versions of software that are usually

outdated. A constantly changing library of signatures is needed to mitigate threats. Outdated

signature databases can leave the IDS vulnerable to new strategies .

6. IDS evasion techniques

Intrusion detection system evasion techniques bypass detection by creating different states on

the IDS and on the targeted computer. The adversary accomplishes this by manipulating

either the attack itself or the network traffic that contains the attack.

7.Development

A preliminary concept of an IDS began with James P. Anderson and reviews of audit trails.

An example of an audit trail would be a log of user access.

Fred Cohen noted in 1984 that it is impossible to detect an intrusion in every case and that the

resources needed to detect intrusions grows with the amount of usage.

Dorothy E. Denning, assisted by Peter Neuman, published a model of an IDS in 1986 that

formed the basis for many systems today. Her model used statistics for anomaly detection,

and resulted in an early IDS at SRI named the Intrusion detection expert system (IDES),

which ran on Sun Workstations and could consider both user and network level data. IDES

had a dual approach with a rule-based Expert System to detect known types of intrusions plus

a statistical anomaly detection component based on profiles of users, host systems, and target

systems. Luntproposed adding an Artificial neural network as a third component. She said all
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three components could then report to a resolver. SRI followed IDES in 1993 with the Next-

generation Intrusion Detection Expert System (NIDES).

TheMultics intrusion detection and alerting system (MIDAS), an expert system using P-

BEST and LISP, was developed in 1988 based on the work of Denning and Neuman.

Haystack was also developed this year using statistics to reduce audit trails.

Wisdom& sense (W&S) was a statistics-based anomaly detector developed in 1989 at the Los

Alamos National Laboratory. W&S created rules based on statistical analysis, and then used

those rules for anomaly detection.

In 1990, the Time-based inductive machine (TIM) did anomaly detection using inductive

learning of sequential user patterns in Common LISP on a VAX 3500 computer. The

Network Security Monitor (NSM) performed masking on access matrices for anomaly

detection on a Sun-3/50 workstation. The Information Security Officer's Assistant (ISOA)

was a 1990 prototype that considered a variety of strategies including statistics, a profile

checker, and an expert system. ComputerWatchat AT&T Bell Labs used statistics and rules

for audit data reduction and intrusion detection.

Then, in 1991, researchers at the University of California created a prototype Distributed

intrusion detection system (DIDS), which was also an expert system. The Network anomaly

detection and intrusion reporter (NADIR), also in 1991, was a prototype IDS developed at the

Los Alamos National Laboratory's Integrated Computing Network (ICN), and was heavily

influenced by the work of Denning and Lunt. NADIR used a statistics-based anomaly

detector and an expert system.

The Lawrence Berkeley National Laboratory announced Bro in 1998 which used its own rule

language for packet analysis from libpcap data. Network Flight Recorder (NFR)in 1999 also

used libpcap. APE was developed as a packet sniffer, also using libpcap, in November, 1998,

and was renamed Snort one month later.

The Audit data analysis and mining (ADAM) IDS in 2001 used tcpdumpto build profiles of

rules for classifications.

8. Network forensics

Network forensics is the capture, recording, and analysis of network events in order to

discover the source of security attacks or other problem incidents. (The term, attributed to

firewall expert Marcus Ranum, is borrowed from the legal and criminology fields where

forensics pertains to the investigation of crimes.) According to Simson Garfinkel, author of

several books on security, network forensics systems can be one of two kinds:
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 "Catch-it-as-you-can" systems, in which all packets passing through a certain traffic point are

captured and written to storage with analysis being done subsequently in batch mode. This

approach requires large amounts of storage, usually involving a RAID system.

 "Stop, look and listen" systems, in which each packet is analyzed in a rudimentary way in

memory and only certain information saved for future analysis. This approach requires less

storage but may require a faster processor to keep up with incoming traffic.

Both approaches require significant storage and the need for occasional erasing of old data to

make room for new. The open source programs tcpdumpand windump as well as a number of

commercial programs can be used for data capture and analysis.

One concern with the "catch-it-as-you-can" approach is one of privacy since all packet

information (including user data) is captured. Internet service providers (ISPs) are expressly

forbidden by the Electronic Communications Privacy Act (ECPA) from eavesdropping or

disclosing intercepted contents except with user permission, for limited operations

monitoring, or under a court order. The U.S. FBI's Carnivore is a controversial example of a

network forensics tool.

9. NFATsPlace and Purpose

Given that firewalls and intrusion-detection systems (IDSs) are well-established tools for

network security, what is NFATs role? Will it replace these tools or complement them? A

typical IDS attempts to detect activity that violates an organizations security policy by

implementing a set of rules describing preconfigured patterns of interest. These rules are both

a strength and a weakness: An IDS can detect certain incidents reliably, but no rule set can

detect all possible intrusions. A typical firewall allows or disallows traffic to or from specific

networks, machine addresses, and port numbers, but protocols that circumvent portbased

security are increasingly common. Consider Yahoo Messenger (www.venkydude.com/

articles/yahoo.htm), which will move to port 23 (well known as the Telnet3 port) if its default

port (5050) is blocked. Thus, it could circumvent a firewalls block of port 5050. An NFAT,

on the other hand, would identify the connection on port 23 as Yahoo Messenger by its

content. An NFATsynergizes with IDSes and firewalls in two ways: It preserves a long-term

record of network traffic, and it allows quick analysis of trouble spots identified by the other

two tools. Access to an NFAT lets you decide what traffic is of interest post hoc (for

example, the last two weeks worth of e-mail sent by an employee who has disappeared and

whose machine has been wiped clean) and to analyze that traffic quickly and efficiently. This
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analysis (via stream reassembly) reduces the severity of the audit reduction problem, first

identified by James P. Anderson, in which the volume of irrelevant information obscures the

information of interest. You can use network forensics analysis capabilities to research

everything connected with the incident to get the rest of the story. As an essential

complement to existing security systems, an NFAT must perform three tasks well. It must

capture network traffic; it must analyze the traffic according to the users needs; and it must

let system users discover useful and interesting things about the analyzed traffic.

In Section 4 of this course you will cover these topics:
Tracking Down Those Who Intend To Do Harm On A Large Scale

Fraud And Forensic Accounting Investigation

Topic : Tracking Down Those Who Intend To Do Harm On A Large Scale

Topic Objective:

After studying this topic the student should be able to:

 Identify tactics and digital media used in the preparation and planning of devastating crimes

or large-scale attacks and the cybertrails they leave.

 Understand how the Internet is used as a tool for terrorism or virtual warfare.

 Explain the objectives of hackers and those involved in criminal commerce.

 Explain the process of collecting e-evidence in computer hacking cases.

Definition/Overview:

Botnet: is a jargon term for a collection of software robots, or bots, that run autonomously

and automatically. The term is often associated with malicious software but it can also refer

to the network of computers using distributed computing software.
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Key Points:

1. Cyber Criminals

Before the Internet, criminals had to dig through peoples trash or intercept their mail to steal

their personal information. They would search for credit card receipts, bank statements, tax

notices, and other bills that had this information printed on them. Now that all of this

information is available online, criminals also use the Internet to steal peoples identities by

hacking into their account, tricking them into revealing the information, or installingmalware.

Here are a few types of attacks cyber criminals use to commit crimes. You may recognize a

few of them:

 Botnet a network of software robots, or bots, that automatically spread malicious software

 Fast Flux moving data quickly among the computers in a botnet to make it difficult to trace

the source of malware or phishing Web sites

 Zombie Computer a computer that has been hacked into and is used to launch malicious

attacks or to become part of a botnet

 Social Engineering using lies and manipulation to trick people into revealing their personal

information. Phishing is a form of social engineering

 Denial of Service attacks flooding a network or server with traffic in order to make it

unavailable to its users

 Skimmers Devices that steal credit card information when the card is swiped through them.

This can happen in stores or restaurants when the card is out of the owners view, and

frequently the credit card information is then sold online through a criminal community.

Some identity thieves target government, education, or health care organizations because they

usually store many peoples personal information. But most cyber criminals will target home

computers rather than trying to break into a big institutions network because its much easier.

By taking measures to secure your own computer and protect your personal information, you

are doing your part to keep cyber criminals in check. Not only will they be unable to steal

your identity, but you will also protect others by preventing your computer from becoming

part of a botnet.
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2. Types Of Attacks By Hackers

Hacker is computer expert who uses his knowledge to gain unauthorized access to the

computer network. Hes not any person who intends to break through the system but also

includes one who has no intent to damage the system but intends to learn more by using ones

computer. Information Technology Act 2000 doesnt make hacking per se an offence but

looks into factor of mens rea. Crackers on other hand use the information cause disruption to

the network for personal and political motives. Hacking by an insider or an employee is quite

prominent in present date. Section 66 (b) of the Information Technology Act 2000, provides

punishment of imprisonment for the term of 3 years and fine which may extent to two lakhs

rupees, or with both

Banks and other financial institutions are threatened by the terrorist groups to use their

sensitive information resulting in heavy loss and in turn ask for ransom amount from them.

There are various methods used by hackers to gain unauthorised access to the computers

apart from use of viruses like Trojans and worms etc.

Therefore if anyone secures access to any computer without the permission of the owner shall

be liable to pay damages of one crore rupees under Information Technology Act, 2000.

Computer system here means a device including input and output support devices and

systems which are capable of performing logical, arithmetical, data storage and retrieval,

communication control and other functions but excludes calculators. Unauthorised access

under Section 43 of the Information Technology Act 2000 is punishable regardless of the

intention or purpose for which unauthorised access to the computer system was made. Owner

neednt prove the facto of loss, but the fact of it been used without his authorisation. Case of

United Statesv. Rice would be important in this regard where defendant on the request of his

friend (who was been under investigation by IRS officer) tried to find the status of his friends

case by using officers computer without his consent. Though it didnt cause any damage/loss

to the plaintiff (officer) but was convicted by the Jury for accessing the computer system of a

Government without his authority and his conviction was later on confirmed. Even if one

provides any assistance to the other to gain any unauthorisedaccess to the computer he shall

be liable to pay damages by way of compensation of Rupees 1 crore.

Does turning on the computer leads to unauthorized access? The mens rea under section 1 of

the Computer misuse Act, 1990 comprises of two elements there must be an intent to secure

an access to any programme or data held in any computer, and the person must know that he

intends to secure an unauthorized access. e.g. When defendants went to his former employee
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to purchase certain equipments and the sales person was not looking he was alleged to have

keyed in certain commands to the computerized till granting himself substantial discount.

Though section 1 (1) (a) requires that second computer must be involved but the judiciary in

the case of R v. Sean Cropp, believed that the Parliament would have intended to restrict the

offence even if single computer system was involved.

2.1. Computer Viruses

Viruses are used by Hackers to infect the users computer and damage data saved on

the computer by use of payload in viruses which carries damaging code. Person would

be liable under I.TAct only when the consent of the owner is not taken before

inserting virus in his system. The contradiction here is that though certain viruses

causes temporary interruption by showing messages on the screen of the user but still

its not punishable under Information Technology Act 2000 as it doesnt cause tangible

damage. But, it must be made punishable as it would fall under the ambit of

unauthorised access though doesnt cause any damage. Harmless viruses would also

fall under the expression used in the provision to unsurp the normal operation of the

computer, system or network. This ambiguity needs reconsideration.

2.2. Phishing

By using e-mail messages which completely resembles the original mail messages of

customers, hackers can ask for verification of certain information, like account

numbers or passwords etc. here customer might not have knowledge that the e-mail

messages are deceiving and would fail to identify the originality of the messages, this

results in huge financial loss when the hackers use that information for fraudulent acts

like withdrawing money from customers account without him having knowledge of it

2.3. Spoofing

This is carried on by use of deceiving Websites or e-mails. These sources mimic the

original websites so well by use of logos, names, graphics and even the code of real

banks site.
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2.4. Phone Phishing

Is done by use of in-voice messages by the hackers where the customers are asked to

reveal their account identification, and passwords to file a complaint for any problems

regarding their accounts with banks etc.

2.5. Internet Pharming

Hacker here aims at redirecting the website used by the customer to another bogus

website by hijacking the victims DNS server (they are computers responsible for

resolving internet names into real addresses - signposts of internet), and changing his

I.P address to fake website by manipulating DNS server. This redirects users original

website to a false misleading website to gain unauthorisedinformation.

2.6. Risk Posed On Banks AndOther Institutions

Wire transfer is the way of transferring money from one account another or

transferring cash at cash office. This is most convenient way of transfer of cash by

customers and money laundering by cyber terrorists. There are many guidelines

issued by Reserve Bank of India (RBI) in this regard, one of which is KYC (Know

Your Customer) norms of 2002.

3. Botnet

While the term "botnet" can be used to refer to any group of bots, such as IRC bots, this word

is generally used to refer to a collection of compromised computers (called Zombie

computers) running software, usually installed via worms, Trojan horses, or backdoors, under

a common command-and-control infrastructure.

Abotnet's originator (aka"bot herder") can control the group remotely, usually through a

means such as IRC, and usually for nefarious purposes. Individual programs manifest as IRC

"bots". Often the command-and-control takes place via an IRC server or a specific channel on

a public IRC network. This server is known as the command-and-control server ("C&C").

Though rare, more experienced botnet operators program their own commanding protocols

from scratch themselves. The constituents of these protocols include a server program, client

program for operation, and the program that embeds itself on the victim's machine (bot). All
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three of these usually communicate with each other over a network using a unique encryption

scheme for stealth and protection against detection or intrusion into the botnet network.

Abot typically runs hidden and complies with the RFC 1459 (IRC) standard. Generally, the

perpetrator of the botnet has compromised a series of systems using various tools (exploits,

buffer overflows, as well as others; see also RPC). Newer bots can automatically scan their

environment and propagate themselves using vulnerabilities and weak passwords. Generally,

the more vulnerabilities a bot can scan and propagate through, the more valuable it becomes

to a botnetcontroller community. The process of stealing computing resources as a result of a

system being joined to a "botnet" is sometimes referred to as "scrumping."

Botnets have become a significant part of the Internet, albeit increasingly hidden. Due to

most conventional IRC networks taking measures and blocking access to previously-hosted

botnets, controllers must now find their own servers. Often, a botnetwill include a variety of

connections and network types. Sometimes a controller will hide an IRC server installation

on an educational or corporate site where high-speed connections can support a large number

of other bots. Exploitation of this method of using a bot to host other bots has proliferated

only recently as most script kiddies do not have the knowledge to take advantage of it.

Severalbotnets have been found and removed from the Internet. The Dutch police found a 1.5

million node botnetand the Norwegian ISP Telenor disbanded a 10,000-nodebotnet. Large

coordinated international efforts to shut down botnets have also been initiated. It has been

estimated that up to one quarter of all personal computers connected to the internet may be

part of a botnet.

4. Formation and exploitation

This example illustrates how a botnet is created and used to send email spam.

 A botnet operator sends out viruses or worms, infecting ordinary users' computers, whose

payload is a malicious application -- the bot.

 The bot on the infected PC logs into a particular C&C server (often an IRC server, but, in

some cases a web server).

 A spammer purchases access to the botnet from the operator.

 The spammer sends instructions via the IRC server to the infected PCs, ...

 ...causing them to send out spam messages to mail servers.
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Botnets are exploited for various purposes, including denial-of-service attacks, creation or

misuse of SMTP mail relays for spam, click fraud, spamdexing and the theft of application

serial numbers, login IDs, and financial information such as credit card numbers.

Thebotnet controller community features a constant and continuous struggle over who has the

most bots, the highest overall bandwidth, and the most "high-quality" infected machines, like

university, corporate, and even government machines.

5. Botnet lifecycle

 Bot-herder configures initial bot parameters such as infection vectors, payload, stealth, C&C

details

 Register a DDNS

 Register a static IP

 Bot-herder launches or seeds new bot(s)

 Bots spread

 Causes an increase of DDoS being sent to the victim

 Losing bots to other botnet

6. Types of attacks

 Denial-of-service attacks where multiple systems autonomously access a single Internet

system or service in a way that appears legitimate, but much more frequently than normal use

and cause the system to become busy.

 Adware exists to advertise some commercial entity actively and without the user's permission

or awareness.

 Spyware is software which sends information to its creators about a user's activities.

 E-mail spam are e-mail messages disguised as messages from people, but are either

advertising, annoying, or malicious in nature.

 Click fraud is the user's computer visiting websites without the user's awareness to create

false web traffic for the purpose of personal or commercial gain.

 Access number replacements are where the botnet operator replaces the access numbers of a

group of dial-up bots to that of a victim's phone number. Given enough bots partake in this

attack, the victim is consistently bombarded with phone calls attempting to connect to the
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internet. Having very little to defend against this attack, most are forced into changing their

phone numbers (land line, cell phone, etc).

 Fast flux is a DNS technique used by botnets to hide phishing and malware delivery sites

behind an ever-changing network of compromised hosts acting as proxies.

7. Preventive measures

If a machine receives a denial-of-service attack from a botnet, few choices exist. Given the

general geographic dispersal of botnets, it becomes difficult to identify a pattern of offending

machines, and the sheer volume of IP addresses does not lend itself to the filtering of

individual cases. Passive OS fingerprinting can identify attacks originating from a botnet:

network administrators can configure newer firewall equipment to take action on a botnet

attack by using information obtained from passive OS fingerprinting. The most serious

preventive measures utilize rate-based intrusion prevention systems implemented with

specialized hardware.

Somebotnets use free DNS hosting services such as DynDns.org, No-IP.com, and Afraid.org

to point a subdomaintowards an IRC server that will harbor the bots. While these free DNS

services do not themselves host attacks, they provide reference points (often hard-coded into

the botnet executable). Removing such services can cripple an entire botnet. Recently, these

companies have undertaken efforts to purge their domains of these subdomains. The botnet

community refers to such efforts as "nullrouting", because the DNS hosting services usually

re-direct the offending subdomainsto an inaccessible IP address.

Thebotnet server structure mentioned above has inherent vulnerabilities and problems. For

example, if one was to find one server with one botnet channel, often all other servers, as well

as other bots themselves, will be revealed. If a botnetserver structure lacks redundancy, the

disconnection of one server will cause the entire botnet to collapse, at least until the

controller(s) decides on a new hosting space. However, more recent IRC server software

includes features to mask other connected servers and bots, so that a discovery of one channel

will not lead to disruption of the botnet.

Several security companies such as Symantec, Trend Micro, FireEye,Simplicita and

Damballahave announced offerings to stop botnets. While some, like Norton AntiBot, are

aimed at consumers, most are aimed to protect enterprises and/or ISPs. The host-based

techniques use heuristics to try to identify bot behavior that has bypassed conventional anti-

virus software. Network-based approaches tend to use the techniques described above;
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shutting down C&Cservers, nullrouting DNS entries, or completely shutting down IRC

servers.

Newerbotnets are almost entirely P2P, with command-and-control embedded into the

botnetitself, by being dynamically update-able and variable they can evade having any single

point of failure. commanders can be identified solely through secure keys and all data except

the binary itself can be encrypted. For example a spyware program may encrypt all suspected

passwords with a public key hard coded or distributed into the botsoftware. Only with the

private key which only the thecommander has can the data that the bot has captured be read.

Newerbotnets have even been capable of detecting and reacting to attempts to figure out how

they work. A large botnetthat can detect that its being studied can even DDoSthose studying

it off the internet.

8. Investigations And Search Procedures

Section 75 of Information Technology Act, 2000 takes care of jurisdictional aspect of cyber

crimes, and one would be punished irrespective of his nationality and place of commission of

offence. Power of investigation is been given to police officer not below the rank of Deputy

Superintendent of police or any officer of the Central Government or a State Government

authorised by Central Government. He may enter any public place, conduct a search and

arrest without warrant person who is reasonably expected to have committed an offence or

about to commit computer related crime. Accused has to be produced before magistrate

within 24 hours of arrest. Provisions of Criminal Procedure Code, 1973 regulate the

procedure of entry, search and arrest of the accused.

9. Problems Underlying Tracking Of Offence

Most of the times the offenders commit crime and their identity is hard to be identified.

Tracking cyber criminals requires a proper law enforcing agency through cyber border co-

operation of governments, businesses and institutions of other countries. Most of the

countries lack skilled law enforcement personnel to deal with computer and even broader

Information technology related crimes. Usually law enforcement agencies also dont take

crimes serious, they have no importance of enforcement of cyber crimes, and even if they

undertake to investigate they are posed with limitation of extra-territorial nature of crimes.
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10. Data Protection

Information stored on the owner of the computer would be his property and must be protected

there are many ways such information can be misused by ways like unauthorized access,

computer viruses, data typing, modification erasures etc. Legislators had been constantly

confronted with problem in balancing the right of the individuals on the computer

information and other peoples claim to be allowed access to information under Human

Rights. The first enactment in this regard was Data Protection Act by Germany in the year

1970. This was widely accepted by the world and also contributed to the Information

Technology Act.

The origin of laws on date protection dates back to 1972 when United Kingdomformed a

committee on privacy which came up with ten principles, on the bases of which data

protection committee was set up. Data Protection Act, 1984 (DPA) was United Kingdoms

response to the Council of Europe Convention 1981, this Act lacked proper enforcement

mechanism and has done little to enforce individuals rights and freedoms. European Union

directive in 1995, European Convention of Human Rights (ECHR), Human Rights Acts, and

further introduction of Data Protection Act, 1998 have done much in the field of Data

protection in todays date. Data Protection Act has following aims and objectives:

Personal information shall only be obtained for lawful purpose, it shall only be used for that

purpose, mustnt be disclosed or used to effectuate any unlawful activity, and must be

disposed off when the purpose is fulfilled.

Though Data Protection Act aims at protecting privacy issues related to the information but

still we find no mention of the word privacy in the Act, nor is it defined, further the

protection comes with various exemptions, including compulsory notification from the

Commissioner in certain cases of the personal data. Due to the change in the regime of

information technology for the date European Convention came, on which the Act is based

amendments in the Act is advised for matching the present situation and curbing the crime in

efficient way.

There is no Data Protection Act in India, the only provisions which talks about data

protection are Section 72 and Section 43 of Information Technology Act, 2000. There must

be a new Law to deal with the situation for a person to know that the Controller is processing

his data concerning him and also that he must know the purpose for which it has been

processed. It is a fundamental right of the Individual to retain private information concerning

him provided under Article 21 of the Indian Constitution, which says: No person shall be
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deprived of his life or personal liberty except according to procedure established by law. And

due to the increasing trend of the Crime rate in the field separate legislation is required in this

context for better protection of individuals.

Topic : Fraud And Forensic Accounting Investigation

Topic Objective:

After studying this topic the student should be able to:

 Understand the challenges of fraud investigations.

 Describe the common types of fraud committed against and on behalf of companies and

organizations.

 Explain the characteristics and symptoms of fraud.

 Identify the role of computer forensics in fraud detection and deterrence.

 Understand the purposes of forensic accounting investigations and how to participate in them.

Definition/Overview:

Fraud: In criminal law, fraud is the crime or offense of deliberately deceiving another in

order to damage them usually, to obtain property or services unjustly. Fraud can be

accomplished through the aid of forged objects. In the criminal law of common law

jurisdictions it may be called "theft by deception," "larceny by trick," "larceny by fraud and

deception," or something similar.

Demonstrative evidence: Items that are not actual evidence, such as pictures, models,

videos, or other visual aids, that clarify facts for a judge or jury.

Electronic fraud (e-fraud): Computer crime involving money. Also called computer fraud.

Exclusionary rule: Those Federal Rules of Evidence that specify the types of evidence that

cannot be presented at trial. Exclusionary rules protect civil liberties by requiring that any

evidence obtained by law enforcement using a method that violates a persons constitutional

rights is inadmissible in a criminal prosecution against that person.
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Exculpatory evidence: Evidence that contradicts or helps rebut a given theory.

Key Points:

1. Fraud

Fraud encompasses an array of irregularities and illegal acts characterized by intentional

deception. It can be perpetrated for the benefit of or to the detriment of the organization and

by persons outside as well as inside the organization.

Fraud designed to benefit the organization generally produces such benefit by exploiting an

unfair or dishonest advantage that also may deceive an outside party. Perpetrators of such

frauds usually benefit indirectly from the fraud, since personal benefit usually accrues when

the organization is aided by the act. Some examples include:

 Sale or assignment of fictitious or misrepresented assets.

 Improper payments such as illegal political contributions, bribes, kickbacks, and payoffs to

government officials, customers, or suppliers.

 Intentional, improper representation or valuation of transactions, assets, liabilities, or income.

 Intentional, improper transfer pricing (e.g. valuation of goods exchanged between related

entities). By purposely structuring pricing techniques improperly, management can improve

the operating results of an organization involved in the transaction to the detriment of the

other organization.

 Intentional, improper related-party transactions in which one party receives some benefit not

obtainable in an arms-length transaction.

 Intentional failure to record or disclose significant information to improve the financial

picture of the organization to outside parties.

 Prohibited business activities such as those which violate government statutes, rules,

regulations, or contracts.

 Tax fraud.

Fraud perpetrated to the detriment of the organization generally is for the direct or indirect

benefit of an employee, outside individual, or another firm. Some examples are:

 Acceptance of bribes or kickbacks.

 Diversion to an employee or outsider of a potentially profitable transaction which would

normally generate profits for the organization.
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 Embezzlement, as typified by the misappropriation of money, property, and falsification of

financial records to cover up the act, thus making detection difficult.

 Intentional concealment or misrepresentation of events or data.

 Claims submitted for services or goods not actually provided to the organization.

2. Deterrence

Deterrence consists of those actions taken to discourage the perpetration of fraud and limit

the exposure if fraud does occur. The principal mechanism for deterring fraud is internal

control. Primary responsibility for establishing and maintaining internal controls rests with

management. The Internal Audit Department is responsible for assisting in the deterrence of

fraud by examining and evaluating the adequacy and the effectiveness of internal controls,

commensurate with the extent of potential risk/exposure in the various segments of the

entity's operations. In carrying out this responsibility, The Internal Audit Department should,

for example, determine whether: (1) the organizational environment fosters control

consciousness; (2) realistic organizational goals and objectives are set; (3) written corporate

policies (e.g. code of conduct) exist which describe prohibited activities and the action

required whenever violations are discovered; (4) appropriate authorization policies for

transactions are established and maintained; (5) policies, practices, procedures, reports, and

other mechanisms are developed to monitor activities and safeguard assets, particularly in

high-risk areas; (6) communication channels provide management with adequate and reliable

information; and (7) recommendations need to be made for the establishment or enhancement

of cost-effective controls to help deter fraud.

3. Fraud Detection

Detection consists of identifying indicators of fraud sufficient to warrant recommending an

investigation. These indicators may arise as a result of controls established by management,

test conducted by auditors, and other sources both internally and externally.

In conducting auditing assignments, the Internal Auditor's responsibilities for detecting fraud

include:

 Having sufficient knowledge of fraud in order to identify indicators that fraud might have

been committed. This knowledge includes the need to know the characteristics of fraud and

the types of frauds associated with the activities audited.

 Being alert to opportunities, such as control weaknesses, which could allow fraud. If

significant control weaknesses are detected, additional tests conducted by internal auditors
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should include tests directed toward identification of other indicators of fraud. Some

examples of indicators are unauthorized transactions, override of controls, unexplained

pricing exceptions, and unusually large product losses. Internal auditors should recognize that

the presence of more than one indicator at any one time increases the probability fraud may

have occurred.

 Evaluating the indicators that fraud might have been committed and deciding whether any

further action is necessary or whether an investigation should be recommended.

 Notifying the appropriate authorities within the organization if a determination is made that

there are sufficient indicators of the commission of a fraud to recommend an investigation.

Internal auditors are not expected to have knowledge equivalent to that of a person whose

primary responsibility is detecting and investigating fraud. Also, auditing procedures alone,

even when carried out with due professional care, do not guarantee fraud will be detected.

4. Fraud Investigation

Investigation consists of performing the extended procedures necessary to determine whether

fraud, as suggested by the indicators, has occurred. It includes gathering sufficient evidential

data about the specific details of the suspected fraud. Internal auditors, lawyers, investigators,

security personnel, and other specialists from inside or outside the organization are the parties

who usually conduct or participate in fraud investigations. When conducting fraud

investigations, The Internal Audit Department should:

 Assess the probable level and the extent of complicity in the fraud within the organization.

This can be critical to ensure the Internal Auditor avoids providing information to or

obtaining misleading information from persons who may be involved.

 Determine the knowledge, skills, and disciplines needed to effectively carry out the

investigation. Assess the qualifications and the skills of the Internal Auditors and the

individuals having the appropriate type and level of technical expertise. This should include

assurances on such matters as professional certifications, licenses, reputation, and that there is

no relationship to those being investigated or to any of the employees or management of the

organization.

 Design procedures to follow in attempting to identify the perpetrators, extent of fraud,

techniques used, and cause of the fraud.

 Coordinate activities with management personnel, legal counsel, and other specialists as

appropriate throughout the course of the investigation.
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 Be cognizant of the rights of alleged perpetrators and personnel within in the scope of the

investigation and the reputation of the organization itself.

Once a fraud investigation is concluded, The Internal Audit Department should assess the

facts known in order to: (1) determine if controls need to be implemented or strengthened to

reduce future vulnerability; (2) design Internal Auditing tests to help disclose the existence of

similar frauds in the future; and (3) help meet the Internal Auditor's responsibility to maintain

sufficient knowledge of fraud and thereby be able to identify future indicators of fraud.

5. Reporting

Reporting consists of various oral or written interim or final communications to management

regarding the status and results of fraud investigations. A preliminary or final report is

desirable at the conclusion of the detection phase. The report should include the Internal

Auditor's conclusion as to whether sufficient information exists to conduct an investigation. It

should also summarize findings which serve as the basis for such a decision.

Additional interpretive guidelines on the reporting of fraud are as follows:

 When the incidence of significant fraud has been established to a reasonable certainty, the

Vice Chancellor for Administrative Affairs and the Chancellor should be notified

immediately.

 The results of a fraud investigation may indicate the fraud has had a previously undiscovered

significant adverse effect on the financial position and results of operations of an organization

for one or more years on which financial statements have already been issued. The Internal

Audit Department should inform the Vice Chancellor for Administrative Affairs and the

Chancellor of such a discovery.

 A written report will be issued at the conclusion of the investigation phase. It should include

all findings, conclusions, recommendations, and corrective action taken.

 A draft of the proposed report on fraud will be submitted to the Chancellor and Vice

Chancellor for Administrative Affairs and legal counsel for review. In those cases in which

the auditor wants to invoke client privilege, consideration should be given to addressing the

report to legal counsel.

6. Different Types Of Fraud Investigations

Just as there are different types of fraud and fraud-related crimes, there are different types of

fraud investigations. Insurance fraud investigations, for example, try to uncover those who

make false claims to get insurance money. In some cases, these types of investigations also
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uncover insurance companies who refuse to honor legitimate claims. Workers compensation

investigations, on the other hand, uncover employees who try to unrightfully claim

compensation for injuries they do not have. They also uncover companies who do not pay

legitimately injured or ill employees. Corporate investigations often try to uncover fraud in

companies while financial investigations and accounting investigations often try to determine

whether any financial fraud has been committed. Identity theft investigations try to determine

whether someones identity has been stolen and used to perpetrate fraud. General fraud

investigations cover all other areas of fraud.

7. Forensic Accounting

Forensic Accounting is the application of a transaction reconstruction methodology to legal

issues. It is frequently associated with the analytical investigation of civil or criminal actions,

such as:

 White-Collar crime- Fraud and Embezzlement;

 Insurance Casualty Claims;

 Loss Measurement;

 Accounting Malpractice, and;

General Abuse of Trust Relationships Within this area of accounting there are two broad

classifications of accountant or areas of practice:

 Litigation support specialists within the litigation support specialist there are the categories of

business valuation, revenue analysis, expert witness testimony, and future earnings'

evaluation.

 Investigative or fraud accountant . The investigative or fraud accountant has two areas of

emphasis- seeking out evidence of criminal conduct and dispelling or supporting of damages.

8. Litigation Support

In cases of litigation support work, the forensic accountant is asked to provide an opinion

based on facts that can be known or as yet uncovered. In the case of the latter, the accountant

may have to become an investigator of sorts, and on some occasions, prepare information as a

model of how things should look if done correctly. Key areas of litigation support services

include engagements in both professional liability claims as well as a variety of civil claims.
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Included in the professional liability claims category would be quantifying the impact of lost

earnings from events such as construction delays, stolen trade secrets, insurance disputes,

damage/loss estimates and malpractice claims.

9. Investigative Accounting

In this area the accountant is called upon to review of the factual situation and provision of

suggestions regarding possible courses of action. Another area of work can be providing

assistance in the protection and recovery of assets. Very often accountants can asked to

undertake co-ordination of other experts, including private investigators, forensic document

examiners, consulting engineers. This all will lead to an accountant providing assistance in

the recovery of assets by way of civil action or criminal prosecution.

10. Characteristics of Forensic Accountant

A capable Forensic Accountant should have the following characteristics:

 curiosity;

 persistence

 creativity

 discretion

 organization

 confidence; and

 sound professional judgement

A Forensic Accountant must be open to consider all alternatives, scrutinize the fine details

and at the same time see the big picture. In addition, a Forensic Accountant must be able to

listen effectively and communicate clearly and concisely. Accountants can play a very vital

role and as fight against corruption and organized crime is gaining momentum in the

developing countries the requirement of Forensic accountants is on the rise. ICMAP and

other professional bodies should come forward in creating the requisite capacity in the sector,

so that white-collar crimes are dealt with in a more professional manner.
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In Section 5 of this course you will cover these topics:
Federal Rules And Criminal Codes

Ethical And Professional Responsibility In Testimony

Topic : Federal Rules And Criminal Codes

Topic Objective:

After studying this topic the student should be able to:

 Identify federal rules of evidence and other principles of due process of the law.

 Explain the legal foundation and reasons for pretrial motions regarding evidence.

 Identify the limitations on expectations of privacy.

 Explain the major anticrime laws and amendments impacting discovery and use of e-

evidence.

Definition/Overview:

Federal Rules of Evidence (FRE): The Federal Rules of Evidence (FRE) govern the

admission of facts by which parties in the federal courts of the United States may prove their

cases. They were the product of protracted academic, legislative, and judicial examination

before they were formally promulgated in 1975. For that reason, they serve as a model for the

rules of evidence used in state court systems, as well as a teaching tool in American law

schools. Although they were formally adopted by the U.S. Congress, states are free to adopt

different rules of evidence. Because they govern the initial presentation of evidence in a trial,

the Rules are primarily aimed at federal trial courts rather than appellate courts. Appellate

courts do, however, monitor the application of the rules to ensure consistent application and

coherent development of the federal common law of evidence.
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Key Points:

1. History Of Federal Rules Of Evidence

The law of evidence governs the proof of facts and the inferences flowing from such facts

during the trial of civil and criminal lawsuits. Before the twentieth century, evidence law was

largely the product of decisional law. During the twentieth century, projects such as the

California Evidence Code and the Uniform Rules of Evidence encouraged the codification of

those common-law evidence rules. In 1965, Chief Justice Earl Warren appointed an advisory

committee of fifteen to draft the new rules. The committee was chaired by lawyers and legal

scholars from across the country.

The Federal Rules of Evidence began as rules proposed pursuant to a statutory grant of

authority, the Rules Enabling Act, but were eventually passed as statutory laws.

The United States Supreme Court circulated drafts of the FREin 1969, 1971 and 1972, but

Congress then exercised its power under the Rules Enabling Act to suspend implementation

of the FREuntil it could study them further. After a long delay blamed on the Watergate

scandal, the FRE became federal law on January 2, 1975, when the President signed the Act

to Establish Rules of Evidence for Certain Courts and Proceedings, Pub.L. 93-595, 88 Stat.

1926.

The law was enacted only after Congress made a series of modifications to the proposed

rules. Some of the most prominent congressional amendments when Congress adopted the

rules included:

 Prior Inconsistent Statement - Rule 801(d)(1)(A): Congress amended the proposed rule so

that the "rule now requires that the prior inconsistent statement be given under oath subject to

the penalty of perjury at a trial, hearing, or other proceeding, or in a deposition. The rule as

adopted covers statements before a grand jury."

 Privileges - Rule 501: Although the original proposal included thirteen rules providing for

various privileges, Congress struck all of them. To guide privileges in the federal courts,

Congress adopted Rule 501. The rule specified that except as otherwise provided by Act of

Congress or by other federal rules, privileges in the federal courts would be "governed by the

principles of the common law as they may be interpreted by the courts of the United States in

the light of reason and experience."
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 Impeachment by Conviction - Rule 609(a): The rule specified when a party could use

evidence of a prior conviction to impeach a witness. Congress reformed most of Rule 609(a),

to specify when a court could exercise discretion to admit evidence of a conviction which

was a felony, but that the court must admit the prior conviction if the crime was one

involving "dishonesty or false statement."

The Advisory Committee Notes still function as an important source of material courts use to

interpret the Rules.

Even though the Federal Rules of Evidence are statutory, the Supreme Court is empowered to

amend the Rules, subject to congressional disapproval. However, amendments creating,

abolishing, or modifying privileges require affirmative approval by Congress under 28 U.S.C.

1074.

2. Purpose

In general, the purpose of rules of evidence is to regulate the evidence that the jury may use

to reach a verdict. Historically, the rules of evidence reflected a marked distrust of jurors. The

Federal Rules of Evidence strive to eliminate this distrust, and encourage admitting evidence

in close cases. Even so, there are some rules that perpetuate the historical mistrust of jurors,

expressly limiting the kind of evidence they may receive or the purpose for which they may

consider it.

At the same time, the Rules center on a few basic ideas relevance, unfair surprise, efficiency,

reliability, and overall fairness of the adversary process. The Rules grant trial judges broad

discretion to admit evidence in the face of competing arguments from the parties. This

ensures that the jury has a broad spectrum of evidence before it, but not so much evidence

that is repetitive, inflammatory, or unnecessarily confusing. The Rules define relevance

broadly and relax the common-law prohibitions on witnesses' competence to testify. Hearsay

standards are similarly relaxed, as are the standards for authenticating written documents. At

the same time, the judge retains power to exclude evidence that has too great a danger for

unfair prejudice to a party due to its inflammatory, repetitive, or confusing nature or its

propensity to waste the court's time.
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3. Structure of the Rules

There are 67 individually numbered rules, divided among 11 articles:

 General Provisions

 Judicial Notice

 Presumptions in Civil Actions and Proceedings

 Relevancy and Its Limits

 Privileges

 Witnesses

 Opinions and Expert Testimony

 Hearsay

 Authentication and Identification

 Contents of Writings, Recordings, and Photographs

 Miscellaneous Rules

The Rules embody some very common concepts, and lawyers frequently refer to those

concepts by the rule number. The most important concept the balancing of relevance against

other competing interests is embodied in Rule 403.

Although relevant, evidence may be excluded if its probative value is substantially

outweighed by the danger of unfair prejudice, confusion of the issues, or misleading the jury,

or by considerations of undue delay, waste of time, or needless presentation of cumulative

evidence.

Although relevant, evidence may be excluded if its probative value is substantially

outweighed by the danger of unfair prejudice, confusion of the issues, or misleading the jury,

or by considerations of undue delay, waste of time, or needless presentation of cumulative

evidence.

The basic rule regarding inferences the jury may draw from particular testimony is Rule 404.

Character evidence generally.

Evidence of a person's character or a trait of character is not admissible for the purpose of

proving action in conformity therewith on a particular occasion, except:
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o Character of accused - In a criminal case, evidence of a pertinent trait of character

offered by an accused, or by the prosecution to rebut the same, or if evidence of a trait

of character of the alleged victim of the crime is offered by an accused and admitted

under Rule 404 (a)(2), evidence of the same trait of character of the accused offered

by the prosecution.

o Character of alleged victim - In a criminal case, and subject to the limitations imposed

by Rule 412, evidence of a pertinent trait of character of the alleged victim of the

crime offered by an accused, or by the prosecution to rebut the same, or evidence of a

character trait of peacefulness of the alleged victim offered by the prosecution in a

homicide case to rebut evidence that the alleged victim was the first aggressor.

o Character of witness - Evidence of the character of a witness, as provided in rules

607, 608, and 609.

Other crimes, wrongs, or acts.

Evidence of other crimes, wrongs, or acts is not admissible to prove the character of a

person in order to show action in conformity therewith. It may, however, be admissible

for other purposes, such as proof of motive, opportunity, intent, preparation, plan,

knowledge, identity, or absence of mistake or accident, provided that upon request by the

accused, the prosecution in a criminal case shall provide reasonable notice in advance of

trial, or during trial if the court excuses pretrial notice on good cause shown, of the

general nature of any such evidence it intends to introduce at trial.

Other common-law concepts with previously amorphous limits have been more clearly

delineated. This is especially true regarding hearsay evidence. Among scholars and in

historical judicial decisions, four related definitions of "hearsay" emerged, and the various

exceptions and exemptions flowed from the particular definition preferred by the scholar or

court. The Federal Rules of Evidence settled on one of these four definitions and then fixed

the various exceptions and exemptions in relation to the preferred definition of hearsay.

On the other hand, the law of privileges remains a creature of federal common law under the

Rules, rather than the subject of judicial interpretation of the text of the rule. Just as the

Uniform Rules of Evidence had, the advisory committee draft of the rules that the Supreme

Court formally transmitted to Congress codified nine evidentiary privileges required reports,

attorney-client, psychotherapist-patient, husband-wife, communications to clergymen,

political vote, trade secrets, official secrets, and identity of informer. When debate over the
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privileges included in the proposed Rules threatened to delay adoption of the Rules in their

entirety, Congress replaced the proposed codified privileges with what became Rule 501.

Except as otherwise required by the Constitution of the United States or provided by Act of

Congress or in rules prescribed by the Supreme Court pursuant to statutory authority, the

privilege of a witness, person, government, State, or political subdivision thereof shall be

governed by the principles of the common law as they may be interpreted by the courts of the

United States in the light of reason and experience. However, in civil actions and

proceedings, with respect to an element of a claim or defense as to which State law supplies

the rule of decision, the privilege of a witness, person, government, State, or political

subdivision thereof shall be determined in accordance with State law.

The scope of the privileges under the Rules thus is the subject of federal common law, except

in those situations where state law supplies the rule to be applied. Accordingly, the Supreme

Court is ultimately responsible for determining which privileges exist. In the years since the

adoption of the Rules, the Court has both expressly adopted a privilege, in Jaffeev. Redmond,

518 U.S. 1 (1996), and expressly declined to adopt a privilege, in University of Pennsylvania

v. EEOC,493 U.S. 182 (1990).

4. Expectation Of Privacy

InUnited Statesconstitutional law the expectation of privacy is a legal test which is crucial in

defining the scope of the applicability of the privacy protections of the Fourth Amendment to

the United States Constitution.

 A subjective expectation of privacy is an opinion of a person that a certain place or situation

is private.

 An objective, legitimate or reasonable expectation of privacy is an expectation of privacy

recognized by society.

According to the United Stateslaw, examples of places where a person has a reasonable

expectation of privacy are person's residence and public places which specifically provided to

ensure privacy, such as public restrooms, private portions of jailhouses, or a phone booth.

In general, one cannot have an expectation of privacy in public places, with the exceptions

mentioned above. A popular example is denial of privacy for garbage left for collection in a

public place.
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While a person may have a subjective expectation of privacy in his car, it is not always an

objective one, unlike person's home, according to the USlaw.

The privacy laws of the United States have the notion of a person's "open fields", a part of

person's possessions where a person does not have an objective expectation of privacy.

5. Privacy and search in the US law

The expectation of privacy is crucial to distinguish a legitimate, reasonable police search and

seizure from an unreasonable one.

In Katz v. United States, 389 U.S. 347 (1967)Justice Harlan issued a concurring opinion

articulating the two-part test later adopted by the U.S. Supreme Court as the test for

determining whether a police or government search is subject to the limitations of the Fourth

Amendment: (1) governmental action must contravene an individual's actual, subjective

expectation of privacy; (2) and that expectation of privacy must be reasonable, in the sense

that society in general would recognize it as such.

In order to meet the first part of the test, the person from whom the information was obtained

must demonstrate that they, in fact, had an actual, subjective expectation that the evidence

obtained would not be available to the public. In other words, the person asserting that a

search was conducted must show that they kept the evidence in a manner designed to ensure

its privacy.

The first part of the test is related to the notion "in plain view". If a person did not undertake

reasonable efforts to conceal something from a casual observer (as opposed to a snoop), then

no subjective expectation of privacy is assumed.

The second part of the test is analyzed objectively: would society at large deem a person's

expectation of privacy to be reasonable? If it is plain that a person did not keep the evidence

at issue in a private place, then no search is required to uncover the evidence. For example,

there is generally no search when police officers look through garbage because a reasonable

person would not expect that items placed in the garbage would necessarily remain private.

Similarly, there is no search where officers monitor what phone numbers an individual dials,

although the Congress has enacted laws which restrict such monitoring. The Supreme Court

has also ruled that there is no objectively reasonable expectation of privacy (and thus no

search) when officers hovering in a helicopter 400 feet above a suspect's house conduct

surveillance.
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Under current law, to establish a reasonable expectation of privacy a person must establish

two things: that the individual had a subjective expectation of privacy; and that that

subjective expectation of privacy is one that society is prepared to recognize as reasonable. If

either element is missing, no protected interest is established.

To support this privacy analysis, the Supreme Court has created a hierarchy of privacy

interests:

 First, expectations of privacy that "society is 'prepared to recognize as legitimate' have, at

least in theory, the greatest protection.

 Second, diminished expectations of privacy are more easily invaded.

 Third, subjective expectations of privacy that society is not prepared to recognize as

legitimate have no protection.

6. Impact of Technology on the Expectation of Privacy

Electronic surveillance is dramatically shrinking the locations and activities in which one has

a recognized expectation of privacy. Techniques that derive information from an individuals

body fluids, body structure, mental habits, voice timbre, eye motions, temperature change,

and scores of other non-controllable attributes generate knowledge about past behavior, allow

monitoring and measurement of present activities, and may make possible predictions about

future performance. We can electronically monitor criminals, or persons awaiting trial, in

their homes. We can call up information about one person from a multitude of government or

commercial databases, compare and integrate it and, in effect, reveal new information about

that person without their knowledge.

While information has immense benefits and capabilities to improve our lives both

individually and as a Nation, it also has dangers. Information about a person is potentially a

means of influencing and controlling that person. Information challenges traditional sources

of authority and institutions built on that authority. Experience, training, and education may

be rendered useless by new information. Information can also erode responsibility: what was

once considered a sin to be condemned or a crime to be punished may, with fuller knowledge,

appear to some as an illness to be treated or a genetic defect to be repaired. This perception

can lead to imposingly difficult questions about the limits on social engineering in the context

of constitutional values of personal freedom and privacy.

It is for these reasons that information, and the electronic, chemical, biological, and social

technologies that generate and give access to it, often affect constitutional relationships that
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we are accustomed to think of as political, economic, or legal in nature. Constitutional

relationships deal with power, with limitations on power, and with the balance between them.

Directly or indirectly, information often generates that power, informs its limitations, or

affects their proper balance.

7. Expectation of Privacy in E-mail

Because e-mail is being used increasingly for all tyoes of communications, the privacy rights

of e-mail users has been the subject of significant litigation. In U.S.v. Maxwell, the court

addressed e-mail privacy:

E-mail transmissions are not unlike other forms of modern communication. We can draw

parallels from these other mediums. For example, if a sender of first-class mail seals an

envelope and addresses it to another person, the sender can reasonably expect the contents to

remain private and free from the eyes of the police absent a search warrant founded upon

probable cause. However, once the letter is received and opened, the destiny of the letter then

lies in the control of the recipient of the letter, not the sender, absent some legal privilege.

Drawing from these parallels, we can say that the transmitter of an e-mail message enjoys a

reasonable expectation that police officials will not intercept the transmission without

probable cause and a search warrant. However, once the transmissions are received by

another person, the transmitter no longer controls its destiny. In a sense, e-mail is like a letter.

It is sent and lies sealed in the computer until the recipient opens his or her computer and

retrieves the transmission. The sender enjoys a reasonable expectation that the initial

transmission will not be intercepted by the police. The fact that an unauthorized "hacker"

might intercept an e-mail message does not diminish the legitimate expectation of privacy in

any way.

Expectations of privacy in e-mail transmissions depend in large part on the type of e-mail

involved and the intended recipient. Messages sent to the public at large in the "chat room" or

e-mail that is "forwarded" from correspondent to correspondent lose any semblance of

privacy. Once these transmissions are sent out to more and more subscribers, the subsequent

expectation of privacy incrementally diminishes. This loss of an expectation of privacy,

however, only goes to these specific pieces of mail for which privacy interests were lessened

and ultimately abandoned.
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Topic : Ethical And Professional Responsibility In Testimony

Topic Objective:

After studying this topic the student should be able to:

 Understand the importance of adhering to ethical duties in court.

 Identify the responsibilities of an expert witness to the legal system of justice.

 Explain courtroom procedures and the requirements and challenges of testifying.

 Explain how to offer effective testimony.

Definition/Overview:

Conflict of interest: A situation in which an expert cannot be unbiased for any reason.

Expert report: A complete statement of all opinions that an expert will express at trial and

the basis and reasons for those opinions.

Leading question: A question that suggests its answer.

Testimonial witness: An expert witness who gives testimony in trial.

Voir dire: A preliminary examination of prospective witnesses under oath to determine their

competence or suitability.

Key Points:

1. Ethical Duties Of Expert Witness

The best description can be found in the Academy of Expert's document "Code of Guidance

for Experts and those Instructing them".

In short the expert is required to provide impartial, independent and unbiased evidence:

 The expert's overriding duty is "to help the court in matters within his expertise" AND "This

duty overrides any obligation to the person from whom he has received instructions or by

whom he may be paid": CPR Part 35 rule 35.3.
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 "Expert evidence is to be given in the form of a report unless the court directs otherwise"

CPR Part 35 rule 35.5 (1)

 "Where there is a range of opinion on the matters dealt with in the report [the expert shall]

summarise the range of opinion and give reasons for his own opinion" CPR Part 35 Practice

Direction.

2. The Trial Process

Most trials have five stages:

2.1. Stage 1: Jury Selection

The judge and attorneys question the jurors sent to the courtroom until a panel of

twelve is agreed upon by all sides. The questioning is designed to excuse jurors

who might have difficulty in rendering a fair and impartial verdict in that

particular case.

2.2. Stage 2: Opening Statements

These are brief statements made by the attorneys to the jury in which the attorneys

outline the facts as they see them and what they hope to prove. The attorneys are

not considered witnesses and their statements are not evidence. The plaintiff's

attorney in a civil case or the prosecutor in a criminal case gives the first statement

and the defense attorney follows.

2.3. Stage 3: Presentation of Evidence

Witnesses for the plaintiff in a civil case or for the prosecution in a criminal case

testify first, witnesses for the defense testify next and any rebuttal witnesses

testify last. Each witness is sworn to tell the truth. The attorney who calls the

witness asks questions in direct examination. The attorney for the opposing side

then questions the witness in cross-examination. The purpose of this questioning

is to elicit evidence. Exhibits and physical objects such as photographs and x-rays

are also presented at this time as evidence.
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2.4. Stage 4: Closing Arguments

This is the final opportunity for the attorneys to address the jury. The plaintiff's

attorney in a civil case or the prosecutor in a criminal case proceeds first. The

attorney analyzes the evidence and attempts to convince the jury to decide in favor

of his or her side of the case. The defense attorney follows with his or her

argument, attempting to do the same. Finally, the plaintiff's attorney or prosecutor

has the opportunity to present a rebuttal to the defense attorney's argument.

2.5. Stage 5: Jury Deliberations

The judge instructs the jury on the law they must apply in the particular case.

Jurors then retire from the courtroom to deliberate in secret. When the jurors reach

a verdict, the jury foreman who is elected by fellow jurors informs the deputy

sheriff that a decision has been reached. The jury returns to the courtroom and the

verdict is read aloud to the parties.

3. Testifying

Courts, Police and Prosecutors have an increased commitment to addressing the needs of

crime victims and witnesses. As a victim or witness of a crime, their assistance is important

to our system of criminal justice.

As a victim or witness, they find yourself in the same situation as do many others, you may

be unfamiliar with court procedures and have fears and uncertainties about what is expected

or required of witnesses. This article, compiled from suggestions of prosecutors offices,

provides a brief explanation of what to expect on the witness stand. COURTROOM

PROCEEDINGS:

One of the fundamental rules in a criminal case is that both the prosecution and defense have

an opportunity to question the witness. There are specific rules of evidence which must be

followed by the court. At times, these rules may seem unnecessary or frustrating but they are

directed toward one goal- to determine the truth in the case.
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4. Legal testimony

In the law, testimony is a form of evidence that is obtained from a witness who makes a

solemn statement or declaration of fact. Testimony may be oral or written, and it is usually

made by oath or affirmation under penalty of perjury. Unless a witness is testifying as an

expert witness, testimony in the form of opinions or inferences is generally limited to those

opinions or inferences that are rationally based on the perceptions of the witness and are

helpful to a clear understanding of the witness' testimony.

A subpoena commands a person to appear. It is compulsory to comply.

When a witness is asked a question, the opposing attorney can raise an objection( ), which is

a legal move to disallow an improper question, preferably before the witness answers, and

mentioning one of the standard reasons, including:

 argumentative or inflammatory

 asked and answered

 best evidence rule

 calls for speculation

 calls for a conclusion

 compound question or narrative

 hearsay

 irrelevant, immaterial, incompetent (this is actually not a proper objection because the term

"incompetent" is meaningless and the words "irrelevant" and "immaterial" have the same

meaning under the Federal Rules of Evidence).

 lack of foundation

 leading question

 privilege

 vague

 ultimate issue testimony

There may also be an objection to the answer, including:

 non-responsive

Up until the mid-20th century, in much of the United States, an attorney often had to follow

an objection with an exception to preserve the issue for appeal. If an attorney failed to "take
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an exception" immediately after the court's ruling on the objection, he waived his client's

right to appeal the issue. Exceptions have since been abolished, due to the widespread

recognition that forcing lawyers to take them was a waste of time.

5. Testifying experts

If the witness needs to testify in court, the privilege is no longer protected. The expert

witness's identity and nearly all documents used to prepare the testimony will become

discoverable. Usually an experienced lawyer will advise the expert not to take notes on

documents because all of the notes will be available to the other party.

An expert testifying in court must satisfy the requirements of Fed. R. Evid. 702. Generally,

under Rule 702, an expert is a person with scientific, technical, or other specialized

knowledge" who can "assist the trier of fact, which is typically a jury. A qualified expert may

testify in the form of an opinion or otherwise so long as: (1) the testimony is based upon

sufficient facts or data, (2) the testimony is the product of reliable principles and methods,

and (3) the witness has applied the principles and methods reliably to the facts of the case.

Although experts can testify in any case in which their expertise is relevant, criminal cases

are more likely to use forensic scientists or forensic psychologists, whereas civil cases, such

as personal injury, may use forensic engineers, forensic accountants, employment consultants

or care experts. Senior physicians U.K., Ireland, and Commonwealth consultants, U.S.

attending physicians are frequently used in both the civil and criminal courts.

The Federal Court of Australia has issued guidelines for experts appearing in Australiacourts.

This covers the format of the expert's written testimony as well as their behaviour in court.

Similar procedures apply in non-court forums, such as the Australian Human Rights and

Equal Opportunity Commission.
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