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Handout 3: Useful Notation 

Notation 

Outputs: Say A is an Algorithm. 

•	 A(·) denotes an algorithm with one input. 

•	 A(·, ·) denotes an algorithm with two inputs. 

•	 A(x) denotes the probability distribution consisting of the output of algorithm A 
on input x. (Note: This distribution is concentrated on a single element if A is 
deterministic). 

Experiments: 

•	 x ← S, for a probability distribution S, denotes the probabilistic experiment which 
assigns to x an element selected according to the probability distribution S. 

•	 x ← F , for a finite set F, denotes the experiment which assigns to x an element 
selected according to the uniform probability distribution on set F . 

•	 We now introduce notation for an ordered sequence of experiments: 

((x, y) ← A(3); z ← B(y)) 

denotes the experiment which first assigns to the pair (x, y) an element selected 
from the probability distribution of the outputs of algorithm A on input 3 and then 
assigns to z an element selected from the probability distribution of the output of 
algorithm B on input y. (Note: That an experiment in a sequence can be dependent 
on other experiments earlier in the sequence). 

Output of Experiments 

•	 If p(·, ·) is a predicate, then the notation Pr[x ← S; y ← T : p(x, y)] denotes 
the probability that p(x, y) will be true after the ordered sequence of experiments 
(x ← S; y ← T ). 

•	 The notation {x ← S; y ← T : (x, y)} denotes the Probability distribution over 
{(x, y)} generated by the ordered sequence of experiments (x ← S; y ← T ). 
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Example 

Now, using this notation, let us formalize the statement ”Factoring an RSA modulus is 
hard”. We would like to transform this statement into a statement about the probability, 
for any given algorithm A, that, on input an RSA modulus n, A will output one of n’s 
factors. 

Let PRIMESk be the set of kbit prime numbers. The probability that algorithm A 
successfully factors an RSA modulus can be written as follows: 

Pr[p ← PRIMESk ; q ← PRIMESk ; x ← A(pq) : x = p ∨ x = q] 

Now let us see what probability of this undesirable event is satisfactory. We would, 
of course, like it to be 0. But this is impossible, since we can design an algorithm 
that guesses a factor by uniformly selecting a kbit number at random, and this simple 
algorithm succeeds with nonzero probability. Therefore, we must be satisfied if the 
probability is so small that we are so unlikely to observe the effects of the fact that it is 
nonzero, that for all practical purposes it is 0. Thus we would like it to be so small that 
no polynomial time algorithm can observe that it is nonzero. That is to say: 

s.t. ∀k > k0∀A∀c ∈ N ∃k0 

1 
Pr[p ← PRIMESk; q ← PRIMESk ; x ← A(pq) : x = p ∨ x = q] < 

kc 

Nonuniform families 

The only thing that remains to define in further detail is the notion of the algorithm A. 
We want it to capture all computation that is doable by a realistic device. For example, 
a probabilistic polynomial time Turing machine is a realistic device, since it has constant 
size and runs in polynomial time. But Turing machines don’t capture all realistic devices: 
a device whose size is polynomial in k is still realistic for inputs of size k. 

Let A be a Turing machine. Let A denote the size of the description of A. By {Ak } we | |
denote a set of Turing machines, such that there exists a polynomial p(k) such that for 
all k, < p(k). We call such a {Ak } a nonuniform family of Turing machines. |Ak |
Let PPTF be the set of all Probabilistic Polynomial Time nonuniform Families of 
Turning machines. Then the following formalizes the statement ”Factoring an RSA 
modulus is hard”: 

∀{Ak } ∈ PPFT ∀c ∈ N ∃k0 s.t. ∀k > k0 

1 
Pr[p ← PRIMESk ; q ← PRIMESk ; x ← Ak (pq) : x = p ∨ x = q] < 

kc 
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6.875/18.875 Cryptography and Cryptanalysis February 23, 2005 

Handout 6: Equivalence of GM and Semantic Security 

The TA's came up with a simple proof that if a cryptosystem is GMsecure, it is also 
semantically secure. Below is their original writeup of this proof.


Notation: Note that in this writeup, the cryptosystem in question is denoted as C,

the keygeneration algorithm is also denoted as C and the public key is denoted by E.

Furthermore, when E is a public key, the notation E(m) is used to denote the encryption

of message m using public key E. (This notation is quite natural if you think of the

keygeneration procedure as producing the code of the encryption algorithm with the

publickey hardcoded in.)


GM Security = ⇒ Semantic Security 

We show that ¬ Semantic Security = ⇒ ¬ GMSecurity. Let {Mn} be message spaces, 
f be a polynomialtime computable function, and {An} be circuits such that for a fixed 
c > 0 and infinitely many n 

1 
Pr[An(E, α) = f(m) | m ←Mn, E ← C(1n), α ← E(m)] ≥ p̃ + (1) 

nc 

where ˜ = EE←C(1n)[pE ] is the expected prediction probability without the knowledge of p 
α. 

Consider the following algorithm Tn : (E, m0, m1, α) → {0, 1}. 

1. Let β ← An(E, α). 

2. If β = f(m0) but β = f(m1), output 0. 

3. If β = f(m1) but β = f(m0), output 1. 

4. Otherwise, output a random value from {0, 1} with probability 1 each. 
2 

The test is very intuitive. We simply run An on the challenge α. Since we expect An to 
correctly predict the value of f , we compare its output β with f(m0) and f(m1). Note 
that the test is clearly polynomial time since all the steps (including computations of f) 
are polynomial time. 
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If exactly one of the tests succeed, we output the corresponding message. Otherwise, we 
flip a coin as we did not learn anything. For specific m0 and m1, let 

q(m0, m1) = Pr[Tn(E, m0, m1, α) = i | i ∈r {0, 1}, E ← C(1n), α ← E(mi)] 

be the probability that Tn distinguishes encryptions of m0 and m1. 

We show that Tn violates the GMsecurity of C by finding two particular messages m0 and 
1 m1 that are distinguished by Tn, i.e. q(m0, m1) ≥ 1 + (same c as in (1)). To show the 

2 2nc 

existence of such m0 and m1 we use the probabilistic method. We pick both m0 and m1 in
dependently at random according to the given probability distribution Mn (that violates the 
Semantic Security in (1)). We then argue that Tn has nonnegligible expected advantage 

1 1in distinguishing a random encryption of m0 or m1, i.e. q := Em0 ,m1 [q(m0, m1)] ≥ + .
2 2nc 

Hence, the required m0 and m1 exist. 

It remains to prove the bound on q. We note that since the algorithm Tn is symmetric in 
m0 and m1, q equals to the expected probability that Tn outputs 0 if α is an encryption 
of m0, i.e. without loss of generality we can assume that i = 0. Now, our experiment 
can be viewed as the following. Pick m0 ←Mn, E ← C(1n), α ← E(m0), β ← An(E, α). 
Now we pick a brand new message m1 ←Mn and run steps 2–4 of Tn. q is the probability 
that we output 0. Before computing q, we claim that 

1 
Pr[β = f(m0)] ≥ p̃ + ; Pr[β = f(m1)] ≤ p̃ (2) 

nc 

Indeed, the first bound follows directly from (1), as β ← An(E, α) and α ← E(m0). For 
the second bound, we observe that for any fixed E, the message m1 is chosen independent 
of m0, α ← E(m0) and, therefore, β ← An(E, α). Hence, for any fixed E the probability 
that f(m1) equals to β is at most the probability that it equals to any prespecified 
element, which is at most pE . Since for a fixed E, our probability is stochastically 
dominated by pE , we can take the expectation over E to obtain the claimed bound. 

¯Now, using the fact Pr[A∧B] + Pr[A∧B] = Pr[A], we can compute the probability q of 
outputting 0 in the following way: 

1 
q = Pr[β = f(m0) ∧ β = f(m1)] + (Pr[β = f(m0) = f(m1)] + Pr[β �∈ {f(m0), f(m1)}])�

2

1


= (Pr[β = f(m0) ∧ β = f(m1)] + Pr[β = f(m0) ∧ β = f(m1)]) + 
2 

�
1 

(Pr[β = f(m0) ∧ β = f(m1)] + Pr[β = f(m0) ∧ β = f(m1)])
2 

� � �
1 1 1 

= (Pr[β = f(m0)] + Pr[β = f(m1)]) = + (Pr[β = f(m0)] − Pr[β = f(m1)])
2 

�
2 2 

(2) 1 1 1 1 1 
+ ( ̃

c
p + 

nc 
) − p̃ = +≥ 

2 2 2 2n

This concludes the proof. � 
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6.875/18.425J Cryptography and Cryptanalysis February 7, 2 005 

Handout 4: Problem Set #1 

This problem set is due on: Wednesday, February 16, 2005. Note that Problem 
5 is optional. If you turn in a solution to Problem 5, your lowest score among the five 
problems will be dropped when determining your grade for this problem set. 

Problem 1 

∗ 
pSuppose p is a prime and g and h are both generators of Z . Prove or disprove the 

following statements about equality of probability distributions: 

∗ 
p : g
 ∗ 

p 
∗ 
p 

x : gxyA: Z mod p} = {x Z← 

mod p} = 

Z mod p}; y ←{x ← 
∗ : gp 

∗ 
p 

x : hxB: Z Z mod p}

mod p}

mod p}


{x {x← ← 
∗ 
p 

∗ 
p 

x : xgC: Z mod p} = Z: g{x {x← ← 
gh ∗ 

p 
∗ 
p: xgD: Z mod p} = {x Z← : x{x ← 

Problem 2 

Suppose that the Prime Discrete Logarithm Problem is easy. That is, suppose that there 
exists a probabilistic, polynomial time algorithm A that, on inputs p, g and gx mod p,


∗ 
p and g
x mod p is prime. Show that there outputs x if p is a prime, g is a generator of Z

exists a probabilistic polynomialtime algorithm, B, that solves the Discrete Logarithm 
Problem. 

Problem 3 

We define the Lily problem as: given two integers n and S determine whether S is 
relatively prime to φ(n). Prove that if it is hard to determine on inputs two integers n 
and e whether e is relatively prime with φ(n), then the RSA function is hard to invert. 
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Problem 4: Factoring 

Let On be an oracle that on input x returns a square root of x mod n, if one exists, and 
⊥ otherwise. Prove that there exists a probabilistic polynomialtime algorithm that on 
input an integer n and access to On outputs n’s factorization. 

Problem 5: Factoring and OWF (OPTIONAL) 

Prove that if factoring is hard, then oneway functions (as defined in class) exist. 
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6.875/18.425J Cryptography and Cryptanalysis February 17, 200 5 

Handout 5: Problem Set #2 

This problem set is due on: Tuesday, March 1, 2005. 

Problem 1  OWF Reductions 

Assume that f is a length preserving oneway function. (i.e, f : {0, 1}k k). 
For each of the following functions g, prove or disprove the statement: “g is a oneway 

→ {0, 1}

¯function.” (Note: x denotes the bitwise complement of x and | denotes concatenation, 
e.g. 1011|1011 = 10110100.) 

A: g(x) = f(f(x)) 

B: g(x) = f(x̄) 

C: g(x, y) = f(x⊕ y) 

D: g(x) = f(x)|f(x̄) 

Problem 2  GM Implies OWF 

Prove that the existence of a GMsecure cryptosystem (G, E, D) implies the existence of 
a oneway function. 

Problem 3  Notions of OneBit Security 

Consider the definition of security for a onebit cryptosystem which was presented in 
class: 

Unpredictability: 

∀PPT A ∀c > 0,∃k0 s.t. ∀k > k0 

1 1 
Pr[(PK, SK) ← G(1k); b ← {0, 1}; x ← EPK(b); g ← A(1k, PK, x) : b = g] < + 

kc2 

Here are two other possible definitions of security for a onebit cryptosystem. 

Indistinguishability: The intuition behind this definition is that an adversary (with 
binary output) should not be able to distinguish an encryption of 1 from an encryption 
of 0. 
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∀PPT A ∀c > 0,∃k0 s.t. ∀k > k0 

1 1 
Pr[(PK, SK) ← G(1k); x ← EPK(0); y ← EPK(1) : A(1k, PK, x) = A(1k, PK, y)] < +�

2 kc 

Real or Random: The intuition behind this definition is that an adversary should not 
be able to tell the encryption of a real message from the encryption of a random bit. 

∀PPT A ∀c > 0,∃k0 s.t. ∀k > k0 

Pr[(PK, SK) ← G(1k); x0 ← EPK(0); r ← {0, 1}; x1 ← EPK(r); 
1 1 

A(1k, PK, xb, x1−b) : b = g] < +b ← {0, 1}; g ←
2 kc 

The intuition behind this definition is that an adversary should not be able to tell the 
difference between the encryption of a real bit and the encryption of a random bit. 

Prove that all three definitions are equivalent. 

Problem 4  Ciphertext Expansion 

The GM Quadratic Residuosity Cryptosystem (which we discussed in lecture) is GM
Secure but it expands the size of a message by a factor of k (where k is the security 
parameter). RSA encryption, on the other hand, is not GMSecure but has the desirable 
property that the ciphertext is the same length as the plaintext. Prove that no GMsecure 
publickey cryptosystem (G,E,D) can satisfy the latter property. Namely, prove that, if 
the message space is M = {0, 1}m, then the average length of a ciphertext generated by 
(G,E,D) with security parameter k is ≥ m + log k. 
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6.875/18.425J Cryptography and Cryptanalysis March 2, 2005 

Handout 5: Problem Set #3 

This problem set is due on: Friday, March 11, 2005. 

Problem 1  Yao Security 

We consider a definition of security for a publickey cryptosystem proposed by Yao. The 
idea is that Alice has a polynomial number (nk ) of strings that she wants to send to Bob 
using as few bits as possible. These strings are selected from a probability distribution 
known to both Alice and Bob and Alice wants to send enough bits to Bob so that he can 
(with high probability) reconstruct all of the messages. Note that Alice and Bob are not 
trying to keep any of these messages secret; Alice is just trying to deliver them to Bob 
as efficiently as possible. 

Now suppose that Bob gets encryptions of the messages “for free,” in addition to the 
bits that Alice sends him (however, Bob doesn’t know the secret key to decrypt those 
ciphertexts). We say that a cryptosystem is YaoSecure if the average number of bits 
which Alice must send to Bob is the same regardless of whether or not Bob possesses a 
copy of the ciphertexts. (That is, sharing the ciphertexts does not help Alice compress 
the messages.) 

In the definitions below, we let M = {Mn} be a sequence of probability distributions 
over {0, 1}∗ where Mn only assigns positive probability to nbit strings. We denote by 
{An} a family of probabilistic polynomialsize encoding circuits, and by {Bn} a family 
of probabilistic polynomialsize decoding circuits. 

• The cost of communicating M : 

We say that the cost of communicating M is less than or equal to f(n) (in symbols, 
C(M) ≤ f(n)) if there exist {An} and {Bn} such that the following two properties 
are satisfied: (for some constant k, for all c, and for all sufficiently large n . . .) 

1. “Bn understands An ” 

Pr[m1 ← Mn; . . . m ← Mn; β ← An( � m = �y] > 1 − n−c m); �y ← Bn(β) : �kn

2. “An transmits at most f(n) bits per message” 

β
kE m1 ← Mn; . . . m ← Mn; β ← An( �m) : 

|
k

| ≤ f(n)n n
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• The cost of communicating M , given encryptions: 

Let (G, E,D) be a cryptosystem. We say that the cost of communicating M , given 
encryptions using E, is less than or equal to f(n) (in symbols, C(M E(M)) ≤ f(n))|
if there exist {An} and {Bn} such that the following two properties are satisfied: 
(for some constant k, for all c, and for all sufficiently large n . . .) 

1. “Bn understands An ” 

Pr[(PK, SK) ← G(1n); m1 ←Mn; . . . m ←Mn; c1 ← EPK(m1), . . . , kn

m, PK,�c); �y ← Bn(β, PK,�c) : �cnk ← EPK(mnk ); β ← An( � m = �y] > 1 −n−c 

2. “An transmits at most f(n) bits per message” 

E (PK, SK) ← G(1n); m1 ←Mn; . . . mn ←Mn;k 

β
kc1 ← EPK(m1), . . . , c ← EPK(mnk ); β ← An( �m, PK,�c) : 

|
k

| ≤ f(n)n n

• YaoSecurity 

We say that a cryptosystem is Yaosecure if for all M , for all c and for all sufficiently 
large n, 

1 
C(M E(M)) ≤ f(n) ⇒ C(M) ≤ f(n) + 

nc
|

Part A: Prove that Yaosecurity implies GMsecurity. (Use a definition of GMsecurity 
in which adversaries are polynomialsize families of circuits.) 

Part B: Prove that GMsecurity implies Yaosecurity. 

Problem 2  Neighbour Indistinguishability 

{0, 1}kFor this problem, we will always have Mk = . Consider the following potential 
definition of security: 

Neighbour Indistinguishability (NI): This notion aims at capturing the intuition 
that the encryption of each message (considered as an integer in {0, 1, . . . , 2k −1}) should 
look like the encryption of the next message: 

∀PPT A ∀c > 0 ∃k0 ∀k > k0� 
∀m ∈ {0, 1}k � 

Pr (pk, sk) ← G(1k); c ← Epk(m) : A(1k, pk, c) = 1 − 

Pr (pk, sk) ← G(1k); c Epk(m + 1 mod 2k) : A(1k, pk, c) = 1 < k−c ←
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For the problem, prove or carefully disprove each of the following statements.


Part A: Prove or Disprove: Any system which is GMsecure is NI.


Part B: Prove or Disprove: Any system which is NI is GMsecure.


Problem 3  NonUniform Message Spaces 

When we discussed onebit cryptosystems in class, we considered only the message space 
where a bit is drawn uniformly from {0, 1}. This problem will consider other message 
spaces for onebit cryptosystems. Let Dq be the probability distribution over {0, 1} that 
assigns probability q to 0 and probability 1 − q to 1. For 1 ≤ q < 1, We will say that a 

2 
publickey cryptosystem (G, E, D) is qsecure if 

∀PPT A ∀c > 0,∃k0 s.t. ∀k > k0 

Pr[(PK, SK) ← G(1k); b EPK(b); g ← A(1k, PK, x) : b = g] < q +← Dq; x ← 
kc 

Observe that this is the same definition we discussed in class when q = 1/2. 

Part A: Prove or Disprove: If a cryptosystem, (G, E,D), is 1/2secure than it is qsecure 
for any 1/2 ≤ q < 1. 

Part B: Prove or Disprove: If a cryptosystem, (G, E, D), is qsecure for any 1/2 ≤ q < 1 
then it is 1/2secure. 

Problem 4  Active Adversaries 

The definition of GMSecurity embodies security against a passive adversary who listens 
to a conversation between Alice and Bob and after hearing the ciphertext, attempts to 
understand what is being said. In particular, the adversary is not a participant in the 
system and is not allowed any interaction with Alice and Bob. 

Define security against an active adversary. Explain why your definition is good. (In 
particular, a system satisfying your definition should not be vulnerable to the type of 
active attack we discussed in class.) Prove that your definition implies GMSecurity. 
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6.875/18.425J Cryptography and Cryptanalysis March 13, 2005 

Handout 9: Problem Set #4 

This problem set is due on: March 30, 2005. 

Problem 1  PRG OWF ⇒ 

Prove that the existence of a secure PseudoRandom Generator implies the existence of 
a lengthpreserving OneWay Function 

Problem 2  PRGs and Permutations 

Let G be a pseudorandom generator with expansion function �(k), and let h be any 
lengthpreserving permutation (which is not necessarily polynomialtime computable). 

A:	 Is it necessarily true that the distribution h(G(s)) (where s is chosen uniformly 
at random from {0, 1}k) is indistinguishable from the uniform distribution over 
{0, 1}�(k)? Is h(G(s)) a pseudorandom generator? Justify your answers. 

B:	 Is it necessarily true that the distribution G(h(s)) (where s is chosen uniformly 
at random from {0, 1}k) is indistinguishable from the uniform distribution over 
{0, 1}�(k)? Is G(h(s)) a pseudorandom generator? Justify your answers. 

C:	 Will your answers to the previous parts change if it is known that h is polynomial
time computable? 

Problem 3  Composing PRGs 

Let G1, G2 be PRGs with expansion functions �1(k),�2(k) (respectively). For each of the 
candidates below, justify whether the function is a PRG or not. If yes, then provide a 
security reduction. If not, provide a counterexample. 

A: GA(x) = reverse(G1(x)) where the reverse() reverses the bits of its argument. 

B:	 GB (x) = G1(x) ◦ G2(x) 

C:	 GC (x ◦ y) = G1(x) ◦ G2(y), where x = y or x = y + 1 | | | | | | | | 
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�

D:	 GD (x) = G2(G1(x)) 

E:	 GE (x) = G1(x) ⊕ (x 0�1 (|x|)−|x|)◦

Problem 4  Unpredictability ⇒ Indistinguishability 

In class we proved that if the output of a generator G : {0, 1}k n (here n is some → {0, 1}
polynomial of k) passes the next bit unpredictability test, then it passes all statistical 
tests. The proof used a hybrid argument to show that if there was a polynomial time 
statistical test A that distinguishes a completely random string from one generated by 
G, then the test could distinguish between a string in which the first i bits are from G 
and the rest random, and a string in which the first i + 1 bits are from G and the rest 
random. To complete the proof, we then need to show how to use this to predict the 
next bit (i + 1) from the first i bits with probability nonnegligible better than 1 . Below 

2 
are some suggestions of how to produce such a guess for the (i + 1)st bit. 

For each of the suggested predictors, give a convincing explanation of whether it is indeed 
a good predictor or not. Supply a formal proof for one of the good predictors. That is, 

1prove that it indeed guesses correctly with probability better than 
2 + 

Q(
1 
k) for some 

polynomial Q. Denote by Gm the first m bits of G(x) (where x is a random seed), and by 
Rm (or Rm) a sequence of m random bit chosen from the uniform distribution. Assume 
without loss of generality that Pr[A(GiRn−i) = 0] = p, and that Pr[A(Gi+1Rn−i−1) = 
0] = p+ 

k
1 
c for some c > 0 (that is, we are assuming w.l.o.g. that A outputs 0 more often 

when the (i + 1)st bit is from G). We are now given i bits Gi, and want to guess the 
next bit. Consider the following predictors. 

(a) Run the test A first on Gi0Rn−i−1 and call the output a0. Then run A on Gi1R
�
n−i−1 

and call the output a1. If a0 = a1 output 0, otherwise output 1. 

(b) Run the test A first on Gi0Rn−i−1 and call the output a0. Then run A on Gi1R
�
n−i−1 

and call the output a1. If a0 = a1 choose the output to be 0 or 1 randomly (with 
1probability 
2 ). Otherwise, output the bit b for which ab = 0 (that is, if a0 = 0 

output 0, and if a1 = 0 output 1). 

(c) Run the test A on GiRn−i. If the answer is 0, output the first bit of Rn−i (which 
is the (i + 1)st bit in the string above). If the answer is 1, output the negation of 
that bit. 

(d) Run the test	A on Gi0Rn−i−1 for polynomially many times (each time with new 
independent Rn−i−1), and count how many times A outputs 0. If this fraction is 
closer to p + 

k
1 
c than to p, then output 0, otherwise output 1. 
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6.875/18.425J Cryptography and Cryptanalysis April 1, 2005 

Handout 10: Problem Set #5 

This problem set is due on: April 15, 2005. 

Problem 1  Fun With Pseudorandom Functions 

Suppose that {FS } is a pseudorandom family of functions from kbit input to kbit 
output, indexed by a kbit key (“seed”). Consider the following constructions, and for 
each say whether it is is pseudorandom or not. If it is, give a proof; if not, demonstrate 
a counterexample. Below, “ ” denotes concatenation, “ ” denotes exclusiveor, and x◦ ⊕ ¯
denotes the bitwise complement of x. 

• GS (x) = FS (x) ◦ FS (x̄). 

• GS (x) = F0k (x) ◦ FS (x). 

• GS (x) = FS1 (x) ◦ FS2 (x), where S1 = FS (0
k ) and S2 = FS (1

k ). 

• GS (x) = Fx(S). 

• GS (x) = FS (x) ⊕ S. 

• GS1,S2 (x) = FS1 (x) ◦(FS2 (x) ⊕S1) (where S1 = S2 = k; consider only evenlength | | | |
seeds for G). 

Problem 2  Another Definition of Pseudorandom Functions 

We define fs(·) to be a NEWPRF family if: ∀ PPTA, ∀ M , ∀ sufficiently large k, 

Prob[s ← {0, 1}k ; (x1, α1) ← A(1k ); (x2, α2) ← A(α1, fs(x1)); . . . ; 

(xM , αM ) ← A(αM −1, fs(xM −1)); (x
∗, α∗) ← A(αM , fs(xM )); 

fs(x
∗); z1 ← {0, 1} : b = A(α∗, zb)] < neg(k)b ← {0, 1}; z0 ← k 

Flip a fair coin. If your coin comes up heads, prove that the existence of a NEWPRF 
family implies the existence of a PRF family. If your coin comes up tails, prove that the 
existence of a PRF family implies the existence of a NEWPRF family. 
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Informal Explanation: We say that fs(·) is a NEWPRF family if no probabilistic 
polynomialtime adversary is able to win the following game between an adversary and 
an oracle. First, the oracle randomly selects a seed, s. Then, the adversary is allowed to 
adaptively select inputs xi and the oracle returns to him fs(xi). Once the adversary is 
satisfied that he has learned something about the function, he outputs a challenge input 
x∗ (which is not one of the xi’s that he previously asked the oracle about). Next, the 
oracle randomly selects a bit b and if b = 0 he gives the adversary z0 = fs(x

∗) and if 
b = 1 he gives the adversary a truly random value z1. The adversary wins if he can guess 
b nonnegligibly better than 1/2. 

[Note: The role of the α’s in the above definition is to allow the adversary to remember 
information between invocations. Without loss of generality, we can think of αi as the 
complete state of the adversary after he finishes selecting xi.] 

Problem 3  Private Key Encryption 

Give a formal definition of privatekey encryption. Your definition should embody secu
rity against chosenmessage attacks. (That is, a privatekey cryptosystem should remain 
secure even if the adversary picks the messages to be encrypted). Additionally, your 
definition should require that a privatekey cryptosystem be secure even if the same key 
is used for an arbitrary number of messages. (That is, the onetimepad system should 
not achieve your definition). 

Prove that the existence of PRF’s implies the existence of secure privatekey encryption 
schemes.1 

Problem 4  An Active Attack on BlumGoldwasser 

Provide an active attack against the BlumGoldwasser cryptosystem. Recall your defini
tion of ActiveSecurity from Problem Set 3. Does your definition rule out the the active 
attack you just provided? (Why or Why Not?) 

1Note that since OW F P RF , you have also proved that OneWay functions suffice for privatekey 
encryption. 

⇒ 
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6.875/18.425J Cryptography and Cryptanalysis April 20, 2005 

Handout 11: Problem Set #6 

This problem set is due on: May 3, 2005. 

Problem 1  Perfectly Hiding Commitment 

Definition: 

A tworound perfectlyhiding commitment scheme is a triple of efficient algorithms

(GEN, COM, V ER) satisfying the following properties.


Correctness: For all security parameters k and inputs α,


Pr[g ← GEN(1k ); (c, d) ← COM(g, α) : V ER(g, c, d, α) = TRUE] = 1 

Binding: For all k, and for any probabilistic polynomialtime cheating commiter C∗: 

Pr[g ← GEN(1k ); (c, d1, d2, α1, α2) ← C∗(g) :


V ER(g, c, d1, α1) = V ER(g, c, d2, α2) = TRUE ∧ α1 = α2] < negligible(k)


Perfect Hiding: For all k, and all inputs α and β the following distributions are identical: 

GEN(1k ); (c, d) ← COM(g, α) : (g, c)� = GEN(1k ) : (c, d) ← COM(g, β) : (g, c)��g ← �g ← 

Protocol: 

Consider the following tworound protocol for committing to a kbit value, α. The 
algorithm GEN randomly selects (p, g, h) subject only to the following conditions: (1) 
p is a k + 1bit prime number and (2) g and h are generators of Zp 

∗. The algorithm 
COM on input (p, g, h) and α selects a random t ∈ Z∗ and outputs the commitment p 

message c = gthα mod p and the decommitment message t. The algorithm V ER on 
input (p, g, h), c, t and α outputs TRUE if and only if c = gthα (mod p). 

Prove: the above protocol is, in fact, a perfectlyhiding commitment scheme. 
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Problem 2  ZeroKnowledge in Parallel 

Let (GEN, COM, V ER) be a perfectly hiding commitment scheme. Here we provide a 
fiveround proof system for ISO.1 with negligible soundness error. 

1. The prover selects g ← GEN(1k ) and sends g to the verifier. 

2. The verifier chooses a kbit random string r, selects (c, d) ← COM(g, r) and sends 
c to the prover. 

3. The prover randomly selects k graphs C1, . . . Ck such that each Ci is isomorphic to 
G and sends C1, . . . , Ck to the verifier. 

4. The verifier sends d and r to the prover. 

5. If r = V ER(g, c, d) then for each graph Ci the prover sends the verifier a random 
isomorphism mapping G to Ci if the ith bit of r is 0 and a random isomorphism 
mapping H to Ci if the ith bit of r is 1. 

Prove: the above protocol is, in fact, a zeroknowledge proof system for ISO. 

Problem 3  Hiding and Binding 

Prove or Disprove: There exists a bit commitment scheme which is both perfectly 
hiding and perfectly binding. 

Note: A perfectly hiding commitment scheme is defined in problem 1. A commitment 
scheme is perfectly binding if the binding condition holds with respect to all cheating com
miters (as opposed to only those running in probabilistic polynomialtime). Encryption 
is an example of a perfectly binding commitment scheme. 

Problem 4  Proofs of Knowledge 

Let L be a language in NP and for x ∈ L let Wx be the set of NPwitnesses for x. 
Informally, (P, V ) is a ZK proof of knowledge for L if on common input x, P convinces 
V that he knows an element of Wx and yet interacting with P provides V provides P 
with no knowledge other than that x ∈ L. (In particular, V learns nothing about which 
element of Wx the prover knows!) 

Provide a formal definition of a zeroknowledge proof of knowledge and explain why your 
definition captures informal notion above. 

1The language of all pairs of graphs (G, H) such that G is isomorphic to H. 
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