
BUSINESS DATA COMMUNICATION

Topic Objective:

At the end of the topic the students will be able:

 Explain RAD Data Communications

 Understand Computer networking device

 Elaborate Communications protocol

 Evaluate Networking Models

 Define OSI Layers

 Describe The TCP/IP Layers

 Examine Local area network

 Highlight Metropolitan area network

 Identify Wide area network

Definition/Overview:

Computer networking is the engineering discipline concerned with communication between

computer systems or devices. Networking, routers, routing protocols, and networking over

the public Internet have their specifications defined in documents called RFCs. Computer

networking is sometimes considered a sub-discipline of telecommunications, computer

science, information technology and/or computer engineering. Computer networks rely

heavily upon the theoretical and practical application of these scientific and engineering

disciplines.

All networks are interconnected to allow communication with a variety of different kinds of

media, including twisted-pair copper wire cable, coaxial cable, optical fiber, and various

wireless technologies. The devices can be separated by a few meters (e.g. via Bluetooth) or

nearly unlimited distances (e.g. via the interconnections of the Internet).

Key Points:

1. RAD Data Communications
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RAD Data Communications (also known as "RAD") is a privately held corporation,

based in Tel Aviv, Israel, that designs and manufacturers specialized networking

equipment. It was founded in 1981 by Zohar Zisapel and his brother, Yehuda. RAD's

research, development and engineering includes TDM, Ethernet, MPLS, IP, ATM, Frame

Relay, E1/T1, E3/T3, xDSL, SDH/SONET, pseudowire circuit emulation and service

emulation, clock synchronization, voice compression, wireless, mobile and satellite

connectivity, fiber optics, SFPs (small form-factor pluggable) and ASICs (application-

specific integrated circuit), and integrated network management. In 1998, RAD invented

TDMoIP (TDM over IP) technology. The company's installed base exceeds 10,000,000

units and includes more than 150 telecommunications carriers and operators. RAD

products are sold by distributors in 164 countries. RAD Data Communications is a

member of the RAD Group of companies.

2. Computer networking device

Computer networking devices are units that mediate data in a computer network.

Computer networking devices are also called network equipment, Intermediate Systems

(IS) or InterWorking Unit (IWU). Units which are the last receiver or generate data are

called hosts or data terminal equipment.

 List of computer networking devices

o Common basic network devices:

▪ Gateway: device sitting at a network node for interfacing with another

network that uses different protocols. Works on OSI layers 4 to 7.

▪ Router: a specialized network device that determines the next network

point to which to forward a data packet toward its destination. Unlike a

gateway, it cannot interface different protocols. Works on OSI layer 3.

▪ Bridge: a device that connects multiple network segments along the data

link layer. Works on OSI layer 2.

▪ Switch: a device that allocates traffic from one network segment to

certain lines (intended destination(s)) which connect the segment to

another network segment. So unlike a hub a switch splits the network
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traffic and sends it to different destinations rather than to all systems

on the network. Works on OSI layer 2.

▪ Hub: connects multiple Ethernet segments together making them act as a

single segment. When using a hub, every attached device shares the

same broadcast domain and the same collision domain. Therefore, only

one computer connected to the hub is able to transmit at a time.

Depending on the network topology, the hub provides a basic level 1

OSI model connection among the network objects (workstations,

servers, etc). It provides bandwidth which is shared among all the

objects, compared to switches, which provide a dedicated connection

between individual nodes. Works on OSI layer 1.

▪ Repeater: device to amplify or regenerate digital signals received while

setting them from one part of a network into another. Works on OSI

layer 1.

o Some hybrid network devices:

▪ Multilayer Switch: a switch which, in addition to switching on OSI

layer 2, provides functionality at higher protocol layers.

▪ Protocol Converter: a hardware device that converts between two

different types of transmissions, such as asynchronous and

synchronous transmissions.

▪ Bridge Router(Brouter):Combine router and bridge functionality and

are therefore working on OSI layers 2 and 3.

▪ Digital media receiver: Connects a computer network to a home theatre

o Hardware or software components that typically sit on the connection point of different

networks, e.g. between an internal network and an external network:

▪ Proxy: computer network service which allows clients to make indirect

network connections to other network services
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▪ Firewall: a piece of hardware or software put on the network to prevent

some communications forbidden by the network policy

▪ Network Address Translator: network service provide as hardware or

software that converts internal to external network addresses and vice

versa.

o Other hardware for establishing networks or dial-up connections:

▪ Multiplexer: device that combines several electrical signals into a single

signal

▪ Network Card: a piece of computer hardware to allow the attached

computer to communicate by network

▪ Modem: device that modulates an analog "carrier" signal (such as

sound), to encode digital information, and that also demodulates such a

carrier signal to decode the transmitted information, as a computer

communicating with another computer over the telephone network

▪ ISDN terminal adapter (TA): a specialized gateway for ISDN

▪ Line Driver: a device to increase transmission distance by amplifying

the signal. Base-band networks only.

3. Communications protocol

In the field of telecommunications, a communications protocol is the set of standard rules

for data representation, signaling, authentication and error detection required to send

information over a communications channel. An example of a simple communications

protocol adapted to voice communication is the case of a radio dispatcher talking to

mobile stations. Communication protocols for digital computer network communication

have features intended to ensure reliable interchange of data over an imperfect

communication channel. Communication protocol is basically following certain rules so

that the system works properly. Most recent protocols are assigned by the IETF for

Internet communications, and the IEEE, or the ISO for other types. The ITU-T handles
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telecommunications protocols and formats for the public switched telephone network

(PSTN). The ITU-R handles protocols and formats for radio communications. As the

PSTN. radio systems, and Internet converge, the different sets of standards are also being

driven towards technological convergence.

4. Networking Models

The network model is a database model conceived as a flexible way of representing

objects and their relationships. The network model original inventor was Charles

Bachman, and it was developed into a standard specification published in 1969 by the

CODASYL Consortium. Where the hierarchical model structures data as a tree of

records, with each record having one parent record and many children, the network model

allows each record to have multiple parent and child records, forming a lattice structure.

The chief argument in favour of the network model, in comparison to the hierarchic

model, was that it allowed a more natural modeling of relationships between entities.

Although the model was widely implemented and used, it failed to become dominant for

two main reasons. Firstly, IBM chose to stick to the hierarchical model with semi-

network extensions in their established products such as IMS and DL/I. Secondly, it was

eventually displaced by the relational model, which offered a higher-level, more

declarative interface. Until the early 1980s the performance benefits of the low-level

navigational interfaces offered by hierarchical and network databases were persuasive for

many large-scale applications, but as hardware became faster, the extra productivity and

flexibility of the relational model led to the gradual obsolescence of the network model in

corporate enterprise usage.

5. OSI Layers

The Open Systems Interconnection Reference Model (OSI Reference Model or OSI

Model) is an abstract description for layered communications and computer network

protocol design. It was developed as part of the Open Systems Interconnection (OSI)

initiative. In its most basic form, it divides network architecture into seven layers which,

from top to bottom, are the Application, Presentation, Session, Transport, Network, Data-
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Link, and Physical Layers. It is therefore often referred to as the OSI Seven Layer Model.

A layer is a collection of conceptually similar functions that provide services to the layer

above it and receives service from the layer below it. For example, a layer that provides

error-free communications across a network provides the path needed by applications

above it, while it calls the next lower layer to send and receive packets that make up the

contents of the path. All aspects of OSI design evolved from experiences with the

CYCLADES network, which also influenced Internet design. The new design was

documented in ISO 7498 and its various addenda. In this model, a networking system is

divided into layers. Within each layer, one or more entities implement its functionality.

Each entity interacts directly only with the layer immediately beneath it, and provides

facilities for use by the layer above it.

Protocols enable an entity in one host to interact with a corresponding entity at the same

layer in another host. Service definitions abstractly describe the functionality provided to

an (N)-layer by an (N-1) layer, where N is one of the seven layers of protocols operating

in the local host. Parallel SCSI buses operate in this layer, although it must be

remembered that the logical SCSI protocol is a Transport Layer protocol that runs over

this bus. Various Physical Layer Ethernet standards are also in this layer; Ethernet

incorporates both this layer and the Data Link Layer. The same applies to other local-area

networks, such as Token ring, FDDI, and IEEE 802.11, as well as personal area networks

such as Bluetooth and IEEE 802.15.4.

6. The TCP/IP Layers

The TCP/IP model is a specification for computer network protocols created in the 1970s

by DARPA, an agency of the United States Department of Defense. It laid the

foundations for ARPANET, which was the world's first wide area network and a

predecessor of the Internet. The TCP/IP Model is sometimes called the Internet Reference

Model, the DoD Model or the ARPANET Reference Model. The TCP/IP Suite defines a

set of rules to enable computers to communicate over a network. TCP/IP provides end-to-

end connectivity specifying how data should be formatted, addressed, shipped, routed and

delivered to the right destination. The specification defines protocols for different types of

communication between computers and provides a framework for more detailed

standards. TCP/IP is generally described as having four abstraction layers (RFC 1122).

This layer view is often compared with the seven-layer OSI Reference Model formalized

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

6
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



after the TCP/IP specifications. The TCP/IP model and related protocols are maintained

by the Internet Engineering Task Force (IETF).

7. Local area network

A local area network (LAN) is a computer network covering a small physical area, like a

home, office, or small group of buildings, such as a school, or an airport. The defining

characteristics of LANs, in contrast to wide-area networks (WANs), include their usually

higher data-transfer rates, smaller geographic range, and lack of a need for leased

telecommunication lines. Ethernet over unshielded twisted pair cabling, and Wi-Fi are the

two most common technologies currently, but ARCNET, Token Ring and many others

have been used in the past. The development and proliferation of CP/M-based personal

computers from the late 1970s and then DOS-based personal computers from 1981 meant

that a single site began to have dozens or even hundreds of computers. The initial

attraction of networking these was generally to share disk space and laser printers, which

were both very expensive at the time. There was much enthusiasm for the concept and for

several years, from about 1983 onward, computer industry pundits would regularly

declare the coming year to be the year of the LAN.

In reality, the concept was marred by proliferation of incompatible physical layer and

network protocol implementations, and confusion over how best to share resources.

Typically, each vendor would have its own type of network card, cabling, protocol, and

network operating system. A solution appeared with the advent of Novell NetWare which

provided even-handed support for the 40 or so competing card/cable types, and a much

more sophisticated operating system than most of its competitors. Netware dominated the

personal computer LAN business from early after its introduction in 1983 until the mid

1990s when Microsoft introduced Windows NT Advanced Server and Windows for

Workgroups. Of the competitors to NetWare, only Banyan Vines had comparable

technical strengths, but Banyan never gained a secure base. Microsoft and 3Com worked

together to create a simple network operating system which formed the base of 3Com's

3+Share, Microsoft's LAN Manager and IBM's LAN Server. None of these were

particularly successful. In this same timeframe, Unix computer workstations from

vendors such as Sun Microsystems, Hewlett-Packard, Silicon Graphics, Intergraph, NeXT

and Apollo were using TCP/IP based networking. Although this market segment is now

much reduced, the technologies developed in this area continue to be influential on the
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Internet and in both Linux and Apple Mac OS X networkingand the TCP/IP protocol has

now almost completely replaced IPX, AppleTalk, NBF and other protocols used by the

early PC LANs.

8. Metropolitan area network

Some technologies used for this purpose are ATM, FDDI, and SMDS. These older

technologies are in the process of being displaced by Ethernet-based MANs (e.g. Metro

Ethernet) in most areas. MAN links between LANs have been built without cables using

either microwave, radio, or infra-red laser links. Most companies rent or lease circuits

from common carriers due to the fact that laying long stretches of cable can be expensive.

DQDB, Distributed Queue Dual Bus, is the Metropolitan Area Network standard for data

communication. It is specified in the IEEE 802.6 standard. Using DQDB, networks can

be up to 20 miles (30km) long and operate at speeds of 34 to 155 Mbit/s. Several notable

networks started as MANs, such as the Internet peering points MAE-West, MAE-East,

and the Sohonet media network.

9. Wide area network

Wide Area Network (WAN) is a computer network that covers a broad area (i.e., any

network whose communications links cross metropolitan, regional, or national boundaries

). Contrast with personal area networks (PANs), local area networks (LANs), campus

area networks (CANs), or metropolitan area networks (MANs) which are usually limited

to a room, building, campus or specific metropolitan area (e.g., a city) respectively. The

largest and most well-known example of a WAN is the Internet. WANs [a] are used to

connect LANs and other types of networks together, so that users and computers in one

location can communicate with users and computers in other locations. Many WANs are

built for one particular organization and are private. Others, built by Internet service

providers, provide connections from an organization's LAN to the Internet. WANs are

often built using leased lines. At each end of the leased line, a router connects to the LAN

on one side and a hub within the WAN on the other. Leased lines can be very expensive.

Instead of using leased lines, WANs can also be built using less costly circuit switching

or packet switching methods. Network protocols including TCP/IP deliver transport and

addressing functions. Protocols including Packet over SONET/SDH, MPLS, ATM and

Frame relay are often used by service providers to deliver the links that are used in
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WANs. X.25 was an important early WAN protocol, and is often considered to be the

"grandfather" of Frame Relay as many of the underlying protocols and functions of X.25

are still in use today (with upgrades) by Frame Relay. Academic research into wide area

networks can be broken down into three areas: Mathematical models, network emulation

and network simulation. Performance improvements are sometimes delivered via WAFS

or WAN optimization.

Topic : Physical Layer Fundamentals

Topic Objective:

At the end of the topic the students will be able:

 Understand Physical Layer

 Highlight Analog Signaling Methods

 Explain Analog Bandwidth

 Define Digital Bandwidth

 Describe Point-to-point Circuit Multipoint

 Elaborate Transmission Medium

 Evaluate Multiplexing

 Examine Frequency Division Multiplexing

 Know about Time Division Multiplexing

 Learn about Statistical multiplexing

Definition/Overview:

Physical Layer: The Physical Layer is the first level in the seven-layer OSI model of

computer networking. It translates communications requests from the Data Link Layer into

hardware-specific operations to effect transmission or reception of electronic signals. The

Physical Layer is a fundamental layer upon which all higher level functions in a network are

based. However, due to the plethora of available hardware technologies with widely varying

characteristics, this is perhaps the most complex layer in the OSI architecture. The

implementation of this layer is often termed PHY. The Physical Layer defines the means of
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transmitting raw bits rather than logical data packets over a physical link connecting network

nodes. The bit stream may be grouped into code words or symbols and converted to a

physical signal that is transmitted over a hardware transmission medium. The Physical Layer

provides an electrical, mechanical, and procedural interface to the transmission medium. The

shapes of the electrical connectors, which frequencies to broadcast on, which modulation

scheme to use and similar low-level parameters are specified here.

Key Points:

1. Physical Layer

The physical layer (layer 1) of the OSI reference model serialises the frame (i.e. converts

it to a series of bits) and sends it across a communications circuit (i.e cable) to the

destination (or an intermediate) system. There are a number of types of ciruit/cable

(sometimes also called "media") that may be used. these include:

 Open wire cicuits

 Twisted pair cables

 Coaxial cables

 Fibre optic cables

2. Analog Signaling Methods

An analog or analogue signal is any continuous signal for which the time varying feature

(variable) of the signal is a representation of some other time varying quantity, i.e

analogous to another time varying signal. It differs from a digital signal in that small

fluctuations in the signal are meaningful. Analog is usually thought of in an electrical

context; however, mechanical, pneumatic, hydraulic, and other systems may also convey

analog signals. Essentially an analogue signal can be thought of as a simulation or

duplication of one continuous time varying quantity in another, possibly different, time

varying quantity. It is then a mapping of one time varying quantity to another, often with

the intent of recording or transmitting information about the former within the medium of

the latter. An analog signal uses some property of the medium to convey the signal's

information. For example, an aneroid barometer uses rotary position as the signal to

convey pressure information. Electrically, the property most commonly used is voltage
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followed closely by frequency, current, and charge. Any information may be conveyed by

an analog signal; often such a signal is a measured response to changes in physical

phenomena, such as sound, light, temperature, position, or pressure, and is achieved using

a transducer.

For example, in sound recording, fluctuations in air pressure (that is to say, sound) strike

the diaphragm of a microphone which causes corresponding fluctuations in a voltage or

the current in an electric circuit. The voltage or the current is said to be an "analog" of the

sound. Data is more easily corrupted in analogue form due to noise but may also be of

higher density and processed more quickly. A 3 hour Domestic VHS cassette could hold

for example 16GB of data . Any measured analog signal must theoretically have noise

and a finite slew rate. Therefore, both analog and digital systems are subject to limitations

in resolution and bandwidth. In practice, as analog systems become more complex,

effects such as non-linearity and noise ultimately degrade analog resolution to such extent

that the performance of digital systems may surpass it. In analog systems, it is difficult to

detect when such degradation occurs. However, in digital systems, degradation can not

only be detected but corrected as An analog or analogue signal is any continuous signal

for which the time varying feature (variable) of the signal is a representation of some

other time varying quantity, i.e analogous to another time varying signal. It differs from a

digital signal in that small fluctuations in the signal are meaningful. Analog is usually

thought of in an electrical context; however, mechanical, pneumatic, hydraulic, and other

systems may also convey analog signals. Essentially an analogue signal can be thought of

as a simulation or duplication of one continuous time varying quantity in another,

possibly different, time varying quantity. It is then a mapping of one time varying

quantity to another, often with the intent of recording or transmitting information about

the former within the medium of the latter.

An analog signal uses some property of the medium to convey the signal's information.

For example, an aneroid barometer uses rotary position as the signal to convey pressure

information. Electrically, the property most commonly used is voltage followed closely

by frequency, current, and charge. Any information may be conveyed by an analog

signal; often such a signal is a measured response to changes in physical phenomena,

such as sound, light, temperature, position, or pressure, and is achieved using a

transducer. For example, in sound recording, fluctuations in air pressure (that is to say,
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sound) strike the diaphragm of a microphone which causes corresponding fluctuations in

a voltage or the current in an electric circuit. The voltage or the current is said to be an

"analog" of the sound. Data is more easily corrupted in analogue form due to noise but

may also be of higher density and processed more quickly. A 3 hour Domestic VHS

cassette could hold for example 16GB of data . Any measured analog signal must

theoretically have noise and a finite slew rate. Therefore, both analog and digital systems

are subject to limitations in resolution and bandwidth. In practice, as analog systems

become more complex, effects such as non-linearity and noise ultimately degrade analog

resolution to such extent that the performance of digital systems may surpass it.

3. Analog Bandwidth

Bandwidth is the difference between the upper and lower cutoff frequencies of, for

example, a filter, a communication channel, or a signal spectrum, and is typically

measured in hertz. In case of a baseband channel or signal, the bandwidth is equal to its

upper cutoff frequency. Bandwidth in hertz is a central concept in many fields, including

electronics, information theory, radio communications, signal processing, and

spectroscopy. In computer networking and other digital fields, the term bandwidth often

refers to a data rate measured in bits per second, for example network throughput. The

reason is that according to Hartley's law, the digital data rate limit (or channel capacity)

of a physical communication link is related to its bandwidth in hertz, sometimes denoted

analog bandwidth. For bandwidth as a computing term, less ambiguous terms are bit rate,

throughput, goodput or channel capacity. Bandwidth is a key concept in many telephony

applications. In radio communications, for example, bandwidth is the range of

frequencies occupied by a modulated carrier wave, whereas in optics it is the width of an

individual spectral line or the entire spectral range. In many signal processing contexts,

bandwidth is a valuable and limited resource. For example, an FM radio receiver's tuner

spans a limited range of frequencies. A government agency (such as the Federal

Communications Commission in the United States) may apportion the regionally

available bandwidth to licensed broadcasters so that their signals do not mutually

interfere. Each transmitter owns a slice of bandwidth, a valuable (if intangible)

commodity.

For different applications there are different precise definitions. For example, one

definition of bandwidth could be the range of frequencies beyond which the frequency
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function is zero. This would correspond to the mathematical notion of the support of a

function (i.e., the total "length" of values for which the function is nonzero). A less strict

and more practically useful definition will refer to the frequencies where the frequency

function is small. Small could mean less than 3 dB below (i.e., less than half of) the

maximum value, or more rarely 10 dB below, or it could mean below a certain absolute

value. As with any definition of the width of a function, many definitions are suitable for

different purposes.

4. Digital Bandwidth

In computer networking and computer science, digital bandwidth, network bandwidth or

just bandwidth is a measure of available or consumed data communication resources

expressed in bit/s or multiples of it (kbit/s, Mbit/s etc). Bandwidth may refer to bandwidth

capacity or available bandwidth in bit/s, which typically means the net bit rate or the

maximum throughput of a logical or physical communication path in a digital

communication system. The reason for this usage is that according to Hartley's law, the

maximum data rate of a physical communication link is proportional to its bandwidth in

hertz, which is sometimes called "analog bandwidth" in computer networking literature.

Bandwidth may also refer to consumed bandwidth (bandwidth consumption),

corresponding to achieved throughput or goodput, i.e. average data rate of successful data

transfer through a communication path. This meaning is for example used in expressions

such as bandwidth tests, bandwidth shaping, bandwidth management, bandwidth

throttling, bandwidth cap, bandwidth allocation (for example bandwidth allocation

protocol and dynamic bandwidth allocation), etc. For references supporting this usage,

see these articles. An explanation to this usage is that digital bandwidth of a bit stream is

proportional to the average consumed signal bandwidth in Hertz (the average spectral

bandwidth of the analog signal representing the bit stream) during a studied time interval.

Digital bandwidth may also refer to: average bitrate after multimedia data compression

(source coding), defined as the total amount of data divided by the playback time. Some

authors prefer less ambiguos terms such as gross bit rate, net bit rate, channel capacity

and throughput, to avoid confusion between digital bandwidth in bits per second and

analog bandwidth in hertz.

5. Point-to-point Circuit Multipoint
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Point-to-point telecommunications generally refers to a connection restricted to two

endpoints, usually host computers. Point-to-point is sometimes referred to as P2P, or

Pt2Pt, or variations of this. This usage of P2P is distinct from P2P refering to peer-to-peer

file sharing networks. Point-to-point is distinct from point-to-multipoint where point-to-

multipoint also refers to broadcast or downlink. A traditional point-to-point data link is a

communications medium with exactly two endpoints and no data or packet formatting.

The host computers at either end had to take full responsibility for formatting the data

transmitted between them. The connection between the computer and the

communications medium was generally implemented through an RS-232 interface, or

something similar. Computers in close proximity may be connected by wires directly

between their interface cards. When connected at a distance, each endpoint would be

fitted with a modem to convert analog telecommunications signals into a digital data

stream. When the connection used a telecommunications provider, the connections were

called a dedicated, leased, or private line. The ARPANET used leased lines to provide

point-to-point data links between its packet-switching nodes, which were called Interface

Message Processors.

More recently (2003), the term point-to-point telecommunications relates to wireless data

communications for Internet or Voice over IP via radio frequencies in the multi-gigahertz

range. It also includes technologies such as laser for telecommunications but in all cases

expects that the transmission medium is line of sight and capable of being fairly tightly

beamed from transmitter to receiver. The telecommunications signal is typically bi-

directional, either time division multiple access (TDMA) or channelized. In hubs and

switches, a hub provides a point-to-multipoint (or simply multipoint) circuit which

divides the total bandwidth supplied by the hub among each connected client node. A

switch on the other hand provides a series of point-to-point circuits, via

microsegmentation, which allows each client node to have a dedicated circuit and the

added advantage of having full-duplex connections.

6. Transmission Medium

A transmission medium (plural transmission media) is a material substance (solid, liquid

or gas) which can propagate energy waves. For example, the transmission medium for

sound received by the ears is usually air, but solids and liquids may also act as

transmission media for sound. The absence of a material medium (the vacuum of empty
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space) can also be thought of as a transmission medium for electromagnetic waves such

as light and radio waves. While material substance is not required for electromagnetic

waves to propagate, such waves are usually affected by the transmission media through

which they pass, for instance by absorption or by reflection or refraction at the interfaces

between media. The term transmission medium can also refer to the technical device

which employs the material substance to transmit or guide the waves. Thus an optical

fiber or a copper cable can be referred to as a transmission medium. A transmission

medium can be classified as a:

 Linear medium, if different waves at any particular point in the medium can be superposed;

 Bounded medium, if it is finite in extent, otherwise unbounded medium;

 Uniform medium or homogeneous medium, if its physical properties are unchanged at

different points;

 Isotropic medium, if its physical properties are the same in different directions.

Electromagnetic radiation can be transmitted through an optical media, such as optical

fiber, or through twisted pair wires, coaxial cable, or dielectric-slab waveguides. It may

also pass through any physical material which is transparent to the specific wavelength,

such as water, air, glass, or concrete. Sound is, by definition, the vibration of matter, so it

requires a physical medium for transmission, as does other kinds of mechanical waves

and heat energy. Historically, various aether theories were used in science and thought to

be necessary to explain the transmission medium. However, it is now known that

electromagnetic waves do not require a physical transmission medium, and so can travel

through the "vacuum" of free space. Regions of the insulative vacuum can become

conductive for electrical conduction through the presence of free electrons, holes, or ions.

7. Multiplexing

In telecommunications and computer networks, multiplexing (known as muxing) is a term

used to refer to a process where multiple analog message signals or digital data streams

are combined into one signal over a shared medium. The aim is to share an expensive

resource. For example, in telecommunications, several phone calls may be transferred

using one wire. It originated in telegraphy, and is now widely applied in communications.

The multiplexed signal is transmitted over a communication channel, which may be a

physical transmission medium. The multiplexing divides the capacity of the low-level
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communication channel into several higher-level logical channels, one for each message

signal or data stream to be transferred. A reverse process, known as demultiplexing, can

extract the original channels on the receiver side. A device that performs the multiplexing

is called a multiplexer (MUX), and a device that performs the reverse process is called a

demultiplexer (DEMUX). Inverse multiplexing (IMUX) has the opposite aim as

multiplexing, namely to break one data stream into several streams, transfer them

simultaneously over several communication channels, and recreate the original data

stream.

8. Frequency Division Multiplexing

Frequency-division multiplexing (FDM) is a form of signal multiplexing which involves

assigning non-overlapping frequency ranges to different signals or to each "user" of a

medium. FDM can also be used to combine multiple signals before final modulation onto

a carrier wave. In this case the carrier signals are referred to as subcarriers: an example is

stereo FM transmission, where a 38 kHz subcarrier is used to separate the left-right

difference signal from the central left-right sum channel, prior to the frequency

modulation of the composite signal. A television channel is divided into subcarrier

frequencies for video, color, and audio. DSL uses different frequencies for voice and for

upstream and downstream data transmission on the same conductors, which is also an

example of frequency duplex. Where frequency division multiplexing is used as to allow

multiple users to share a physical communications channel, it is called frequency-division

multiple access (FDMA) . FDMA is the traditional way of separating radio signals from

different transmitters. In the 1860 and 70s, several inventors attempted FDM under the

names of Acoustic telegraphy and Harmonic telegraphy. Practical FDM was only

achieved in the electronic age. Meanwhile their efforts led to an elementary

understanding of electroacoustic technology, resulting in the invention of the telephone.

9. Time Division Multiplexing

Time-Division Multiplexing (TDM) is a type of digital or (rarely) analog multiplexing in

which two or more signals or bit streams are transferred apparently simultaneously as

sub-channels in one communication channel, but are physically taking turns on the

channel. The time domain is divided into several recurrent timeslots of fixed length, one

for each sub-channel. A sample byte or data block of sub-channel 1 is transmitted during
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timeslot 1, sub-channel 2 during timeslot 2, etc. One TDM frame consists of one timeslot

per sub-channel. After the last sub-channel the cycle starts all over again with a new

frame, starting with the second sample, byte or data block from sub-channel 1, etc.

10. Statistical multiplexing

Statistical multiplexing is a type of communication link sharing, very similar to Dynamic

bandwidth allocation (DBA). In statistical multiplexing, a communication channel is

divided into an arbitrary number of variable bit-rate digital channels or data streams. The

link sharing is adapted to the instantaneous traffic demands of the data streams that are

transferred over each channel. This is an alternative to creating a fixed sharing of a link,

such as in general time division multiplexing and frequency division multiplexing. When

performed correctly, statistical multiplexing can provide a link utilization improvement,

called the statistical multiplexing gain. Statistical multiplexing is facilitated through

packet mode or packet oriented communication, which amongst others is utilized in

packet switched computer networks. Each stream is divided into packets that normally are

delivered asynchronously in a first-come first-serve fashion. Alternatively, the packets

may be delivered according to some scheduling discipline for fair queuing or

differentiated and/or guaranteed Quality of service.

Topic : Data Link Layer Fundamentals

Topic Objective:

At the end of the topic the students will be able:

 Understand Data Link Layer

 Know Modes of Communication

 Learn about Sublayers of the Data Link Layer

 Explain Data Link Layer services

 Define Error Detection

 Elaborate Parity Checking
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 Examine Longitudinal Redundancy Checking

 Highlight Checksum Checking

Definition/Overview:

Data Link Layer: The Data Link Layer is Layer 2 of the seven-layer OSI model. It responds

to service requests from the Network Layer and issues service requests to the Physical Layer.

The Data Link Layer is the protocol layer which transfers data between adjacent network

nodes in a wide area network or between nodes on the same local area network segment. The

Data Link Layer provides the functional and procedural means to transfer data between

network entities and might provide the means to detect and possibly correct errors that may

occur in the Physical Layer. Examples of data link protocols are Ethernet for local area

networks (multi-node) and PPP, HDLC and ADCCP for point-to-point (dual-node)

connections.

Key Points:

1. Data Link Layer

The data link is all about getting information from one place to a selection of other close,

local places. At this layer one does not need to be able to go everywhere globally, just

able to go somewhere else locally. In the OSI model protocol stack the Network Layer,

which is on top of the Data Link Layer, is analogous to the postal office making a best

effort to deliver international mail. If a parcel is to be delivered from London to New

York it can be sent via a variety of means: it can travel across the Atlantic by air or by

sea, for which the exact route itself can also vary. The postal office (the Network Layer)

only needs to try to get the parcel from the source to the correct destination regardless of

the exact path it takes. The Data Link Layer in this analogy will be more akin to the role

of a truck driver: the driver needs to know the local route to get from the post office to the

airport/port. In fact, the driver would not need to know that the parcel he/she is delivering

is ultimately bound for New York. The Data Link Layer also serves the function of media

access control. An example would be in an apartment building there is an WLAN access

point (AP) in each of two neighboring apartments. A client can request access to one of

the APs (say, AP A) by sending radio-frequency signals from his/her laptop. Since the

two APs are in close proximity they may both be able to receive the request signals sent
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out by the client. It is the job of the Data Link Layer protocol to let AP B know that when

it receives the client's signals they are not intended for it but for another AP. For AP A the

decision as to whether the client is permitted access can also occur on the Data Link

Layer.

The data link thus provides data transfer across the physical link. That transfer might or

might not be reliable; many data link protocols do not have acknowledgments of

successful frame reception and acceptance, and some data link protocols might not even

have any form of checksum to check for transmission errors. In those cases, higher-level

protocols must provide flow control, error checking, and acknowledgments and

retransmission. In some networks, such as IEEE 802 local area networks, the Data Link

Layer is described in more detail with Media Access Control (MAC) and Logical Link

Control (LLC) sublayers; this means that the IEEE 802.2 LLC protocol can be used with

all of the IEEE 802 MAC layers, such as Ethernet, token ring, IEEE 802.11, etc., as well

as with some non-802 MAC layers such as FDDI. Other Data Link Layer protocols, such

as HDLC, are specified to include both sublayers, although some other protocols, such as

Cisco HDLC, use HDLC's low-level framing as a MAC layer in combination with a

different LLC layer.

2. Modes of Communication

 Connection-oriented communication

 Connectionless communication

3. Sublayers of the Data Link Layer

3.1 Logical Link Control sublayer

The uppermost sublayer is Logical Link Control (LLC). This sublayer multiplexes

protocols running atop the Data Link Layer, and optionally provides flow control,

acknowledgment, and error recovery. The LLC provides addressing and control of the

data link. It specifies which mechanisms are to be used for addressing stations over

the transmission medium and for controlling the data exchanged between the

originator and recipient machines.
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3.2 Media Access Control sublayer

The sublayer below it is Media Access Control (MAC). Sometimes this refers to the

sublayer that determines who is allowed to access the media at any one time (usually

CSMA/CD). Other times it refers to a frame structure with MAC addresses inside.

There are generally two forms of media access control: distributed and centralized.

Both of these may be compared to communication between people. In a network

made up of people speaking, i.e. a conversation, we look for clues from our fellow

talkers to see if any of them appear to be about to speak. If two people speak at the

same time, they will back off and begin a long and elaborate game of saying "no, you

first". The Media Access Control sublayer also determines where one frame of data

ends and the next one starts. There are four means of doing that: time based, character

counting, byte stuffing and bit stuffing.

 The time based approach simply puts a specified amount of time between frames. The major

drawback of this is that new gaps can be introduced or old gaps can be lost due to external

influences.

 Character counting simply notes the count of remaining characters in the frame's header. This

method, however, is easily disturbed if this field gets faulty in some way, thus making it hard

to keep up synchronization.

 Byte stuffing precedes the frame with a special byte sequence such as DLE STX and

succeeds it with DLE ETX. Appearances of DLE (byte value 0x10) have to be escaped with

another DLE. The start and stop marks are detected at the receiver and removed as well as the

inserted DLE characters.

 Similarly, bit stuffing replaces these start and end marks with flag consisting of a special bit

pattern (e.g. a 0, six 1 bits and a 0). Occurrences of this bit pattern in the data to be

transmitted are avoided by inserting a bit. To use the example where the flag is 01111110, a 0

is inserted after 5 consecutive 1's in the data stream. The flags and the inserted 0's are

removed at the receiving end. This makes for arbitrary long frames and easy synchronization

for the recipient. Note that this stuffed bit is added even if the following data bit is 0, which

could not be mistaken for a sync sequence, so that the receiver can unambiguously

distinguish stuffed bits from normal bits.

In a snail-mail network, each letter is one frame of data, and one can tell where it

begins and ends because it is inside an envelope. One might also specify that a letter
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will begin with a phrase like "Dear Sir", and ends with a phrase like "Yours

faithfully".

4. Data Link Layer services

4.1 Flow Control

In computer networking, flow control is the process of managing the rate of data

transmission between two nodes to prevent a fast sender from over running a slow

receiver. This should be distinguished from congestion control, which is used for

controlling the flow of data when congestion has actually occurred . Flow control

mechanisms can be classified by whether or not the receiving node sends feedback to

the sending node. Flow control is important because it is possible for a sending

computer to transmit information at a faster rate than the destination computer can

receive and process them. This can happen if the receiving computers have a heavy

traffic load in comparison to the sending computer, or if the receiving computer has

less processing power than the sending computer.

4.2 Transmit flow control

Transmit flow control may occur between data on and off terminal equipment (DTE)

and a switching center, via data circuit-terminating equipment (DCE), or between two

DTEs. The transmission rate may be controlled because of network or DTE

requirements. Transmit flow control can occur independently in the two directions of

data transfer, thus permitting the transfer rates in one direction to be different from the

transfer rates in the other direction. Transmit flow control can be either stop-and-go or

use a sliding window. Flow control can be done either by control lines in a data

communication interface, or by reserving in-band control characters to signal flow

start and stop (such as the ASCII codes for XON/XOFF). Common RS 232 control

lines are RTS (Request To Send)/CTS (Clear To Send) and DSR (Data Set

Ready)/DTR (Data Terminal Ready), which is usually referred to as "hardware flow

control". XON/XOFF is usually referred to as "software flow control". In the old

mainframe days, modems were called "data sets", hence the survival of the term.
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Hardware flow control typically works by the DTE or master end first raising or

asserting its line, such as RTS, which signals the opposite end (the slave end such as a

DCE) to begin monitoring its data input line. When ready for data, the slave end will

raise its complementary line, CTS in this example, which signals the master to start

sending data, and for the master to begin monitoring the slave's data output line. If

either end needs to stop the data, it lowers its respective line. For PC-to-modem and

similar links, DTR/DSR are raised for the entire modem session (say a dialup internet

call), and RTS/CTS are raised for each block of data.

4.3 Open-loop flow control

The open-loop flow control mechanism is characterized by having no feedback

between the receiver and the transmitter. This simple means of control is widely used.

The allocation of resources must be a prior reservation or hop-to-hop type. The Open

Loop flow control has inherent problems with maximizing the utilization of network

resources. Resource allocation is made at connection setup using a CAC (Connection

Admission Control) and this allocation is made using information that is already old

news during the lifetime of the connection. Often there is an over-allocation of

resources. Open-Loop flow control is used by ATM in its CBR, VBR and UBR

services (see traffic contract and congestion control) .

4.4 Closed-loop flow control

The Closed Loop flow control mechanism is characterized by the ability of the

network to report pending network congestion back to the transmitter. This

information is then used by the transmitter in various ways to adapt its activity to

existing network conditions. Closed Loop flow control is used by ABR (see traffic

contract and congestion control) . Transmit Flow Control described above is a form of

Closed-loop flow control.

5. Error Detection

In mathematics, computer science, telecommunication, and information theory, error

detection and correction has great practical importance in maintaining data (information)

integrity across noisy channels and less-than-reliable storage media. In
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telecommunication, a redundancy check is extra data added to a message for the purposes

of error detection. Several schemes exist to achieve error detection, and generally they are

quite simple. All error detection codes (which include all error-detection-and-correction

codes) transmit more bits than were in the original data. Most codes are "systematic": the

transmitter sends a fixed number of original data bits, followed by fixed number of check

bits (usually referred to as redundancy in the literature) which are derived from the data

bits by some deterministic algorithm. The receiver applies the same algorithm to the

received data bits and compares its output to the received check bits; if the values do not

match, an error has occurred at some point during the transmission. In a system that uses

a "non-systematic" code, such as some raptor codes, data bits are transformed into at least

as many code bits, and the transmitter sends only the code bits.

6. Parity Checking

In information theory, a low-density parity-check code (LDPC code) is an error

correcting code, a method of transmitting a message over a noisy transmission channel.

While LDPC and other error correcting codes cannot guarantee perfect transmission, the

probability of lost information can be made as small as desired. LDPC was the first code

to allow data transmission rates close to the theoretical maximum, the Shannon Limit.

Impractical to implement when developed in 1963, LDPC codes were forgotten. Turbo

codes, discovered in 1993, became the coding scheme of choice in the late 1990s, used

for applications such as deep-space satellite communications. However, in the last few

years, the advances in low density parity check codes have developed them past turbo

codes, and LDPC is the most efficient scheme discovered as of 2007[update]. LDPC is

finding use in practical applications such as 10GBase-T ethernet, which sends data at 10

gigabits per second over noisy CAT6 cables. The explosive growth in information

technology has produced a corresponding increase of commercial interest in the

development of highly efficient data transmission codes as such codes impact everything

from signal quality to battery life. Although implementation of LDPC codes has lagged

that of other codes, notably the turbo code, the absence of encumbering software patents

has made LDPC attractive to some and LDPC codes are positioned to become a standard

in the developing market for highly efficient data transmission methods. In 2003, an

LDPC code beat six turbo codes to become the error correcting code in the new DVB-S2

standard for the satellite transmission of digital television. In 2008, LDPC beat
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Convolutional Turbo Codes as the FEC scheme for the ITU-T G.hn standard. G.hn chose

LDPC over Turbo Codes because of its lower decoding complexity (especially when

operating at data rates close to 1 Gbit/s) and because the proposed Turbo Codes exhibited

a significant error floor at the desired range of operation. LDPC codes are also known as

Gallager codes, in honor of Robert G. Gallager, who developed the LDPC concept in his

doctoral dissertation at MIT in 1960.

7. Longitudinal Redundancy Checking

In telecommunication, a longitudinal redundancy check (LRC) or horizontal redundancy

check is a form of redundancy check that is applied independently to each of a parallel

group of bit streams. The data must be divided into transmission blocks, to which the

additional check data is added. The term usually applies to a single parity bit per bit

stream, although it could also be used to refer to a larger Hamming code. While simple

longitudinal parity can only detect errors, it can be combined with additional error control

coding, such as a transverse redundancy check, to correct errors. An 8-bit LRC such as

this is equivalent to a cyclic redundancy check using the polynomial x8+1, but the

independence of the bit streams is less clear when looked at that way. Many protocols use

such an XOR-based longitudinal redundancy check character, including the IEC 62056-

21 standard for electrical meter reading, and the ACCESS.bus protocol.

8. Checksum Checking

A checksum or hash sum is a fixed-size datum computed from an arbitrary block of

digital data for the purpose of detecting accidental errors that may have been introduced

during its transmissions or storage. The integrity of the data can be checked at any later

time by recomputing the checksum and comparing it with the stored one. If the

checksums do not match, the data was certainly altered. The procedure that yields the

checksum from the data is called a checksum function or checksum algorithm. A good

checksum algorithm will yield a different result, with high probability, when the data is

accidentally corrupted; so that, if the checksums match, the data is very likely to be free

of accidental errors. Checksum functions are related to hash functions, fingerprints,

randomisation functions, and cryptographic hash functions. However, each of those

concepts has different applications and therefore different design goals. Check digits and

parity bits are special cases of checksums, appropriate for small blocks of data (such as
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Social Security numbers, bank account numbers, computer words, single bytes, etc.).

Some error-correcting codes are based on special checksums that not only detect common

errors but also allow the original data to be recovered in certain cases.

In Section 2 of this course you will cover these topics:
Components Of A Local Area Network

Network, Transport, And Application Layer Services

Topic : Components Of A Local Area Network

Topic Objective:

At the end of the topic the students will be able:

 Understand LAN Hardware Components

 Highlight LAN Software Components

 Explain Topology

 Elaborate Network Interface Card

 Evaluate Servers

 Highlight Ethernet

 Define Metered Licensing

Definition/Overview:

Local Area Network: A local area network (LAN) is a computer network covering a small

physical area, like a home, office, or small group of buildings, such as a school, or an airport.

The defining characteristics of LANs, in contrast to wide-area networks (WANs), include

their usually higher data-transfer rates, smaller geographic range, and lack of a need for

leased telecommunication lines. Ethernet over unshielded twisted pair cabling, and Wi-Fi are

the two most common technologies currently, but ARCNET, Token Ring and many others

have been used in the past.
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Key Points:

1. LAN Hardware Components

The first generation of wireless data modems was developed in the early 1980s by

amateur radio operators, who commonly referred to this as packet radio. They added a

voice band data communication modem, with data rates below 9600-bit/s, to an existing

short distance radio system, typically in the two meter amateur band. The second

generation of wireless modems was developed immediately after the FCC announcement

in the experimental bands for non-military use of the spread spectrum technology. These

modems provided data rates on the order of hundreds of kbit/s. The third generation of

wireless modem then aimed at compatibility with the existing LANs with data rates on

the order of Mbit/s. Several companies developed the third generation products with data

rates above 1 Mbit/s and a couple of products had already been announced by the time of

the first IEEE Workshop on Wireless LANs."

"The first of the IEEE Workshops on Wireless LAN was held in 1991. At that time early

wireless LAN products had just appeared in the market and the IEEE 802.11 committee

had just started its activities to develop a standard for wireless LANs. The focus of that

first workshop was evaluation of the alternative technologies. By 1996, the technology

was relatively mature, a variety of applications had been identified and addressed and

technologies that enable these applications were well understood. Chip sets aimed at

wireless LAN implementations and applications, a key enabling technology for rapid

market growth, were emerging in the market. Wireless LANs were being used in

hospitals, stock exchanges, and other in building and campus settings for nomadic access,

point-to-point LAN bridges, ad-hoc networking, and even larger applications through

internetworking. The IEEE 802.11 standard and variants and alternatives, such as the

wireless LAN interoperability forum and the European HiperLAN specification had made

rapid progress, and the unlicensed PCS Unlicensed Personal Communications Services

and the proposed SUPERNet, later on renamed as U-NII, bands also presented new

opportunities." Originally WLAN hardware was so expensive that it was only used as an

alternative to cabled LAN in places where cabling was difficult or impossible. Early

development included industry-specific solutions and proprietary protocols, but at the end

of the 1990s these were replaced by standards, primarily the various versions of IEEE

802.11 (Wi-Fi). An alternative ATM-like 5 GHz standardized technology, HiperLAN/2,
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has so far not succeeded in the market, and with the release of the faster 54 Mbit/s

802.11a (5 GHz) and 802.11g (2.4 GHz) standards, almost certainly never will.

In November 2007, the Australian Commonwealth Scientific and Industrial Research

Organisation (CSIRO) won a legal battle in the US federal court of Texas against Buffalo

Technology which found the US manufacturer had failed to pay royalties on a US WLAN

patent CSIRO had filed in 1996. CSIRO are currently engaged in legal cases with

computer companies including Microsoft, Intel, Dell, Hewlett-Packard and Netgear which

argue that the patent is invalid and should negate any royalties paid to CSIRO for

WLAN-based products.[

2. LAN Software Components

The idea in object-oriented programming (OOP) is that software should be written

according to a mental model of the actual or imagined objects it represents. OOP and the

related disciplines of object-oriented design and object-oriented analysis focus on

modeling real-world interactions and attempting to create 'verbs' and 'nouns' which can be

used in intuitive ways, ideally by end users as well as by programmers coding for those

end users. Component-based software engineering, by contrast, makes no such

assumptions, and instead states that software should be developed by gluing prefabricated

components together much like in the field of electronics or mechanics. Some

peers[who?] will even talk of modularizing systems as software components as a new

programming paradigm. Some argue that this distinction was made by earlier computer

scientists, with Donald Knuth's theory of "literate programming" optimistically assuming

there was convergence between intuitive and formal models, and Edsger Dijkstra's theory

in the article The Cruelty of Really Teaching Computer Science, which stated that

programming was simply, and only, a branch of mathematics. In both forms, this notion

has led to many academic debates about the pros and cons of the two approaches and

possible strategies for uniting the two. Some consider them not really competitors, but

only descriptions of the same problem from two different points of view.

3. Topology

Topology (Greek Topologia, Τοπολογία, from topos,τόπος, "place," and logos,λόγος,

"study") is a major area of mathematics. Mathematical ideas that we now recognize as
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topological were discussed as early as 1736, but the discipline was first properly founded

toward the end of the 19th century, at which time it was called geometria situs (Latin

geometry of place) and analysis situs (Latin analysis of place). The word "topology" in its

modern sense is a Twentieth Century coinage and from around 1925 to 1975 topology

was an important growth area within mathematics. Topology grew out of geometry and

set theory, and is the study of both the fine structure and global structure of space. A

mathematician whose specialty is topology is called a topologist.

The word topology is used both for the area of study and for a family of sets with certain

properties that are used to define a topological space, the most basic object studied in

topology. Of particular importance in the study of topology are the functions called

homeomorphisms, which can be defined as continuous functions with a continuous

inverse. The function y = x3 is a homeomorphism of the real line. Topology includes

many subfields. The most basic and traditional division within topology is point-set

topology, which establishes the foundational aspects of topology and investigates

concepts as compactness and connectedness; algebraic topology, which generally tries to

measure degrees of connectivity using algebraic constructs such as homotopy groups and

homology; and geometric topology, which primarily studies manifolds and their

embeddings (placements) in other manifolds. Some of the most active areas, such as low

dimensional topology and graph theory, do not fit neatly in this division.

4. Network Interface Card

A wireless network interface controller (WNIC) is a network card which connects to a

radio-based computer network, unlike a regular network interface controller (NIC) which

connects to a wire-based network such as token ring or ethernet. A WNIC, just like a

NIC, works on the Layer 1 and Layer 2 of the OSI Model. A WNIC is an essential

component for wireless desktop computer. This card uses an antenna to communicate

through microwaves. A WNIC in a desktop computer usually is connected using the PCI

bus. Other connectivity options are USB and PC card. Integrated WNIC's are also

available, (typically in Mini PCI/PCI Express Mini Card form). A Network Interface

Controller (NIC) is a hardware interface that handles and allows a network capable device

access to a computer network such as the internet. The NIC has a ROM chip that has a
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unique Media Access Control (MAC) Address burned into it. The MAC address identifies

the vendor MAC address which identifies it on the LAN. The NIC exists on both the '

Physical Layer' (Layer 1) and the 'Data Link Layer' (Layer 2) of the OSI model.

Sometimes the word 'controller' and 'card' is used interchangeably when talking about

networking because the most common NIC is the Network Interface Card. Although 'card'

is more commonly used, it is less encompassing. The 'controller' may take the form of a

network card that is installed inside a computer, or it may refer to an embedded

component as part of a computer motherboard, a router, expansion card, printer interface,

or a USB device. A MAC Address is a 48 bit network hardware identifier that is burned

into a ROM chip on the NIC to identify that device on the network. The first 24 bits is

called the Organizationally Unique Identifier (OUI) and is largely manufacturer

dependent. Each OUI allows for 16,777,216 Unique NIC Addresses. Smaller

manufacturers that do not have a need for over 4096 unique NIC addresses may opt to

purchase an Individual Address Block (IAB) instead. An IAB consists of the 24 bit OUI,

plus a 12 bit extension (taken from the 'potential' NIC portion of the MAC address)

5. Servers

A server is a computer program that provides services to other computer programs (and

their users), in the same or other computer. The physical computer that runs a server

program is also often referred to as server. Services can be supplied centrally by the use

of a server; in other cases all the machines on a network have the same status with no

dedicated server, and services are supplied peer-to-peer.

5.1 Server hardware

Hardware requirements for servers vary, depending on the server application.

Absolute CPU speed is not usually as critical to a server as it is to a desktop machine.

Servers' duties to provide service to many users over a network lead to different

requirements like fast network connections and high I/O throughput. Since servers are

usually accessed over a network they may run in headless mode without a monitor or

input device. Processes which are not needed for the server's function are not used.

Many servers do not have a graphical user interface (GUI) as it is unnecessary and

consumes resources that could be allocated elsewhere. Similarly, audio and USB
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interfaces may be omitted. Servers often run for long periods without interruption and

availability must often be very high, making hardware reliability and durability

extremely important. Although servers can be built from commodity computer parts,

mission-critical servers use specialized hardware with low failure rates in order to

maximize uptime. For example, servers may incorporate faster, higher-capacity hard

drives, larger computer fans or water cooling to help remove heat, and uninterruptible

power supplies that ensure the servers continue to function in the event of a power

failure. These components offer higher performance and reliability at a

correspondingly higher price. Hardware redundancyinstalling more than one instance

of modules such as power supplies and hard disks arranged so that if one fails another

is automatically availableis widely used. ECC memory devices which detect and

correct errors are used; non-ECC memory can cause data corruption. Servers are often

rack-mounted and situated in server rooms for convenience and to restrict physical

access for security.

Many servers take a long time for the hardware to start up and load the operating

system. Servers often do extensive preboot memory testing and verification and

startup of remote management services. The hard drive controllers then start up banks

of drives sequentially, rather than all at once, so as not to overload the power supply

with startup surges, and afterwards they initiate RAID system prechecks for correct

operation of redundancy. It is not uncommon for a machine to take several minutes to

start up, but it may not need restarting for months or years.

5.2 Server operating system

Some popular operating systems for servers such as FreeBSD, Solaris, and Linux are

derived from or are similar to UNIX. UNIX was originally a minicomputer operating

system, and as servers gradually replaced traditional minicomputers, UNIX was a

logical and efficient choice of operating system for the servers. UNIX-based operating

systems, many of which are free in both senses, are popular. Server-oriented operating

systems tend to have certain features in common that make them more suitable for the

server environment, such as

 GUI not available or optional,

 ability to reconfigure and update both hardware and software to some extent without restart,
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 advanced backup facilities to permit regular and frequent online backups of critical data,

 transparent data transfer between different volumes or devices,

 flexible and advanced networking capabilities,

 automation capabilities such as daemons in UNIX and services in Windows, and

 tight system security, with advanced user, resource, data, and memory protection.

Server-oriented operating systems can in many cases interact with hardware sensors

to detect conditions such as overheating, processor and disk failure, and consequently

alert an operator and/or take remedial measures itself. Because servers must supply a

restricted range of services to perhaps many users while a desktop computer must

carry out a wide range of functions required by its user, the requirements of an

operating system for a server are different from those of a desktop machine. While it

is possible for an operating system to make a machine both provide services and

respond quickly to the requirements of a user, it is usual to use different operating

systems on servers and desktop machines. Some operating systems are supplied in

both server and desktop versions with similar user interface. The desktop versions of

the Windows and Mac OS X operating systems are deployed on a minority of servers,

as are some proprietary mainframe operating systems, such as z/OS. The dominant

operating systems among servers are UNIX-based and open source kernel

distributions.

The rise of the microprocessor-based server was facilitated by the development of

Unix to run on the x86 microprocessor architecture. The Microsoft Windows family

of operating systems also runs on x86 hardware, and since Windows NT have been

available in versions suitable for server use. While the role of server and desktop

operating systems remains distinct, improvements in the reliability of both hardware

and operating systems have blurred the distinction between the two classes. Today,

many desktop and server operating systems share similar code bases, differing mostly

in configuration. The shift towards web applications and middleware platforms has

also lessened the demand for specialist application servers.

5.3 Servers on the Internet

Almost the entire structure of the Internet is based upon a client-server model. High-

level root nameservers, DNS servers, and routers direct the traffic on the internet.
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There are millions of servers connected to the Internet, running continuously

throughout the world. Among the many services provided by Internet servers are:

 the World Wide Web,

 the Domain Name System,

 e-mail,

 FTP file transfer,

 instant messaging,

 streaming audio and video, and

 online gaming.

Virtually every action taken by an ordinary Internet user requires one or more

interactions with one or more servers. There are also technologies that operate on an

inter-server level. Other services do not use dedicated servers; for example peer-to-

peer file sharing, some implementations of telephony (e.g., Skype), and supplying

television programs to several users (e.g., Kontiki).

5.4 Servers in daily life

Any computer or device serving out applications or services can technically be called

a server. In an office or enterprise environment, the network server is easy to identify.

A DSL/Cable modem router qualifies as a server because it provides a computer with

application services like IP address assignment (via DHCP) and NAT, which is the

firewall that helps protect a computer from external threats. iTunes software

implements a music server to stream music between computers. Many home users

create shared folders and printers. Another example are the many private servers for

such hosting online games such as Everquest, World of Warcraft, Counter-Strike and

EVE-Online, which is currently hosted on the largest server used in the game

industry.[ci

6. Ethernet

Ethernet is a family of frame-based computer networking technologies for local area

networks (LANs). The name comes from the physical concept of the ether. It defines a

number of wiring and signaling standards for the Physical Layer of the OSI networking
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model, through means of network access at the Media Access Control (MAC) /Data Link

Layer, and a common addressing format. Ethernet is standardized as IEEE 802.3. The

combination of the twisted pair versions of Ethernet for connecting end systems to the

network, along with the fiber optic versions for site backbones, is the most widespread

wired LAN technology. It has been in use from around 1980 to the present, largely

replacing competing LAN standards such as token ring, FDDI, and ARCNET. Ethernet

was originally based on the idea of computers communicating over a shared coaxial cable

acting as a broadcast transmission medium. The methods used show some similarities to

radio systems, although there are fundamental differences, such as the fact that it is much

easier to detect collisions in a cable broadcast system than a radio broadcast. The

common cable providing the communication channel was likened to the ether and it was

from this reference that the name "Ethernet" was derived.

From this early and comparatively simple concept, Ethernet evolved into the complex

networking technology that today underlies most LANs. The coaxial cable was replaced

with point-to-point links connected by Ethernet hubs and/or switches to reduce

installation costs, increase reliability, and enable point-to-point management and

troubleshooting. StarLAN was the first step in the evolution of Ethernet from a coaxial

cable bus to a hub-managed, twisted-pair network. The advent of twisted-pair wiring

dramatically lowered installation costs relative to competing technologies, including the

older Ethernet technologies. Above the physical layer, Ethernet stations communicate by

sending each other data packets, blocks of data that are individually sent and delivered.

As with other IEEE 802 LANs, each Ethernet station is given a single 48-bit MAC

address, which is used both to specify the destination and the source of each data packet.

Network interface cards (NICs) or chips normally do not accept packets addressed to

other Ethernet stations. Adapters generally come programmed with a globally unique

address, but this can be overridden, either to avoid an address change when an adapter is

replaced, or to use locally administered addresses. Despite the significant changes in

Ethernet from a thick coaxial cable bus running at 10 Mbit/s to point-to-point links

running at 1 Gbit/s and beyond, all generations of Ethernet (excluding early experimental

versions) share the same frame formats (and hence the same interface for higher layers),

and can be readily interconnected. Due to the ubiquity of Ethernet, the ever-decreasing

cost of the hardware needed to support it, and the reduced panel space needed by twisted
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pair Ethernet, most manufacturers now build the functionality of an Ethernet card directly

into PC motherboards, obviating the need for installation of a separate network card.

7. Metered Licensing

Software licensing models are being derailed by virtualization and multicore processors.

Alternative licensing schemes range from the familiar, like open source and SaaS, to

untested models like pricing based on memory or virtual cores. Most server software is

still licensed per socket or per CPU, which essentially mean the same thing. The

reasoning is simple: Chips are easy to count and unlikely to change during the life of a

server, and these licenses give IT a strong incentive to use the most powerful multicore

chips available. But then, getting the most out of software has always required high-

performance hardware. The only difference is that Intel and Advanced Micro Devices are

now more likely to boost performance by increasing cores than increasing megahertz.

Per-chip licensing makes sense for software that runs on clearly defined hardware. This

used to mean every OS and most apps, but virtualization changes all that by adding a

hypervisor that shields the OS from the underlying hardware. VMware has also adopted

per-socket licensing, as has Virtual Iron. Following its acquisition by Citrix Systems,

open source hypervisor vendor XenSource has moved to a per server licensing model.

Microsoft treats each VM as a physical server with the same number of sockets as the

underlying hardware. On its own, this would be a powerful deterrent to virtualization.

Higher-end versions of Windows Server 2003 include licenses for extra virtual instances

of the software on the same CPU--one on the Standard Edition, four on the Enterprise

Edition, unlimited on the Datacenter Edition. The same will apply to Windows Server

2008. All Microsoft server licenses also include downgrade rights, meaning a virtual

instance can be replaced by Windows 2000 or Windows NT. Although Microsoft

announced that it would unbundle the Hyper-V technology from Windows Server, a

change from its previous claims that Viridian is an integral part of Windows Server 2008,

the two are still designed to work together, and customers who choose to buy the server

without it save only $28. Hyper-V represents a challenge to VMware; Microsoft already

competes with hypervisors through Microsoft Virtual Server 2005, a free tool that can run

other operating systems on top of Windows Server 2003, rather than alongside it. At

present, however, Virtual Server supports only Windows as guest OSes, though Microsoft

has said it will support SUSE Linux.
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BEA Systems is thus far the only vendor to abandon per-socket licensing, albeit only for

LiquidVM, a virtualized Java platform that cuts out the OS and runs directly on VMware.

LiquidVM is licensed per instance, regardless of whether a VM runs in a few spare CPU

cycles or consumes all the resources in a cluster. This model looks relatively easy to game

and likely will be attractive to very large customers. IBM and Oracle Corporation have

moved in the opposite direction from BEA, counting individual CPU cores. Subcapacity

licensing can result in savings, but only if VMs are tightly constrained to a limited

number of cores. Problem is, the greatest selling point of virtualization is its flexibility,

enabling capacity to be moved around between VMs as loads demand. To take advantage

of this attribute, every application needs to be licensed for every core that it might run on,

something IBM admits will entail higher costs for most customers. Oracle's licensing is

simpler than IBM's, based on counting cores as fractions of a processor, but it's less

virtualization-friendly. An Oracle database running on VMware must be licensed for

every core on the underlying hardware--regardless of how many cores the VM actually

runs on. At present, the only way to save on Oracle licensing through virtualization is to

limit the processor cores available to a database through Solaris Containers, which Oracle

sees as placing tighter limits than VMware when it comes to restricting the number of

cores available to an application.

With virtualization and multiple cores making per-server pricing obsolete, vendors are

taking a look at several alternative schemes. The most well-known is metered pricing,

which isn't new at all--IBM has offered it on mainframes for more than 40 years, and it

still accounts for 10% of all IBM's software revenue. The model is generally more akin to

a cell phone plan than strict metering: A fixed fee includes a certain amount of computing

power, with customers paying extra when this cap is exceeded. It also isn't limited to

software, as the bill is for the underlying hardware, too. Before it was acquired by Oracle,

PeopleSoft had the most egalitarian system, a proprietary equation that accounts for a

customer's industry, head count, and revenue. Most Linux distributions now include a

Xen hypervisor, but vendors are split on how they handle licensing for instances that run

on top of it. Novell lets customers run any number of instances inside VMs, with payment

based on the underlying number of CPUs. Red Hat follows the same model as Sun,

requiring a separate license for each installation unless customers use its built-in

virtualization technology.
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Topic : Network, Transport, And Application Layer Services

Topic Objective:

At the end of the topic the students will be able:

 Understand Network Layer

 Explain Relation to TCP/IP model

 Highlight Address Resolution Protocol

 Define Internet Group Message Protocol

 Describe Transport Layer

 Evaluate User Datagram Protocol

 Elaborate Application Layer

 Know The Application Layer is the

 Identify IP Address

 Learn about Subnetting

 Examine Supernetting

Definition/Overview:

Network Layer: The Network Layer is Layer 3 (of seven) in the OSI model of networking.

The Network Layer responds to service requests from the Transport Layer and issues service

requests to the Data Link Layer. In essence, the Network Layer is responsible for end-to-end

(source to destination) packet delivery including any routing through intermediate hosts,

whereas the Data Link Layer is responsible for node-to-node (hop-to-hop) frame delivery on

the same link. The Network Layer provides the functional and procedural means of

transferring variable length data sequences from a source to a destination via one or more

networks while maintaining the quality of service, and error control functions.
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Key Points:

1. Network Layer

The Network Layer provides the functional and procedural means of transferring variable

length data sequences from a source to a destination via one or more networks while

maintaining the quality of service, and error control functions. The Network Layer deals

with transmitting information all the way from its source to its destination - transmitting

from anywhere, to anywhere. For example, snail mail is connectionless, in that a letter

can travel from a sender to a recipient without the recipient having to do anything. On the

other hand, the telephone system is connection-oriented, because the other party is

required to pick up the phone before communication can be established. The OSI

Network Layer protocol can be either connection-oriented, or connectionless. The IP

Internet Layer (equivalent to OSI's Network Layer) supports only the connectionless

Internet Protocol (IP); however, connection-oriented protocols, such as TCP, exist higher

in the stack by enforcing reliability constraints through timeouts and resending packets.

Everybody in the network needs to have a unique address which determines who he is.

This address will normally be hierarchical, so you can be "Fred Murphy" to Dubliners, or

"Fred Murphy, Dublin" to people in Ireland, or "Fred Murphy, Dublin, Ireland" to people

anywhere in the world. On the internet, these addresses are known as IP Addresses. This

is of particular interest to mobile applications, where a user may rapidly move from place

to place, and it must be arranged that his messages follow him. Version 4 of the Internet

Protocol (IPv4) doesn't really allow for this, though it has been hacked somewhat since its

inception. Fortunately, the forthcoming IPv6 has a much better designed solution, which

should make this type of application much smoother.

2. Relation to TCP/IP model

The TCP/IP model describes the protocol suite of the Internet (RFC 1122). This model

has a layer called the Internet Layer, located above the Link Layer. In many text books

and other secondary references the Internet Layer is often equated with OSI's Network

Layer. However, this is misleading as the allowed characteristics of protocols (e.g.,

whether they are connection-oriented or connection-less) placed into this layer are

different in the two models. The Internet Layer of TCP/IP is in fact only a subset of
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functionality of the Network Layer. It only describes one type of network architecture, the

Internet. In general, direct or strict comparisons between these models should be avoided,

since the layering in TCP/IP is not a principal design criterion and in general considered

to be "harmful"

3. Address Resolution Protocol

In computer networking, the Address Resolution Protocol (ARP) is the method for

finding a host's link layer (hardware) address when only its Internet Layer (IP) or some

other Network Layer address is known. ARP is defined in RFC 826. It is Internet

Standard STD 37. ARP has been implemented in many types of networks; it is not an IP-

only or Ethernet-only protocol. It can be used to resolve many different network layer

protocol addresses to interface hardware addresses, although, due to the overwhelming

prevalence of IPv4 and Ethernet, ARP is primarily used to translate IP addresses to

Ethernet MAC addresses. It is also used for IP over other LAN technologies, such as

Token Ring, FDDI, or IEEE 802.11, and for IP over ATM. In the next generation Internet

Protocol, IPv6, ARP's functionality is provided by the Neighbor Discovery Protocol

(NDP). ARP is a Link Layer protocol because it only operates on the local area network

or point-to-point link that a host is connected to.

ARP is also very often discussed in terms of the Open Systems Interconnect (OSI)

networking model, because that model addresses hardware-to-software interfaces more

explicitly and is preferred by some equipment manufacturers. However, ARP was not

developed based on the design principles and strict encapsulation hierarchy of this model

and, therefore, such discussions create a number of conflicts as to the exact operating

layer within this model. Most often ARP is placed into the Data Link Layer (Layer 2), but

it also requires the definitions of network addresses of the Network Layer.

4. Internet Group Message Protocol

The Internet Message Access Protocol or IMAP is one of the two most prevalent Internet

standard protocols for e-mail retrieval, the other being POP3. Virtually all modern e-mail

clients and servers support both protocols as a means of transferring e-mail messages

from a server, such as those used by Gmail, to a client, such as Mozilla Thunderbird and

Microsoft Outlook. Once configured, the client's use of such protocols remains
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transparent to the user. nternet Message Access Protocol (commonly known as IMAP or

IMAP4, and previously called Internet Mail Access Protocol, Interactive Mail Access

Protocol (RFC 1064), and Interim Mail Access Protocol) is an application layer Internet

protocol operating on port 143 that allows a local client to access e-mail on a remote

server. The current version, IMAP version 4 revision 1 (IMAP4rev1), is defined by RFC

3501. IMAP supports both connected (online) and disconnected (offline) modes of

operation. E-mail clients using IMAP generally leave messages on the server until the

user explicitly deletes them. This and other facets of IMAP operation allow multiple

clients to access the same mailbox. Most e-mail clients support either POP3 or IMAP to

retrieve messages; however, fewer Internet Service Providers (ISPs) support IMAP.

IMAP4 offers access to the mail store; the client may store local copies of the messages,

but these are considered to be a temporary cache; the server's store is authoritative.

E-mail messages are usually sent to an e-mail server that stores received messages in the

recipient's e-mail mailbox. The user retrieves messages with either a web browser or an e-

mail client that uses one of a number of e-mail retrieval protocols. Some clients and

servers preferentially use vendor-specific, proprietary protocols, but most support the

Internet standard protocols, SMTP for sending e-mail and POP3 and IMAP4 for

retrieving e-mail, allowing interoperability with other servers and clients. SMTP can also

be used for retrieving email; it is more suitable for permanent Internet connection than,

say, a dialup connection, and is supported by most e-mail client software. For example,

Microsoft's Outlook client uses a proprietary protocol to communicate with an Exchange

server as does IBM's Notes client when communicating with a Domino server, but all of

these products also support POP3, IMAP4, and outgoing SMTP. Support for the Internet

standard protocols allows many e-mail clients such as Pegasus Mail or Mozilla

Thunderbird (see comparison of e-mail clients) to access these servers, and allows the

clients to be used with other servers (see list of mail servers). E-mail clients can usually

be configured to use either POP3 or IMAP4 to retrieve e-mail and in both cases use

SMTP for sending. Most e-mail programs can also use Lightweight Directory Access

Protocol (LDAP) for directory services. IMAP is often used in large networks, for

example, a college campus mail system. IMAP allows users to access new messages as

fast as the network can deliver them to their computers. With POP3, users either

download the e-mail to their computer or access it via the web. Both methods take longer
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than IMAP over a local network, and the user must download any new mail (e.g. by

"refreshing" the page) to see the new messages.

5. Transport Layer

In computer networking, the Transport Layer is a group of methods and protocols within

a layered architecture of network components, within which it is responsible for

encapsulating application data blocks into datagrams (packets) suitable for transfer to the

network infrastructure for transmission to the destination host, or managing the reverse

transaction by abstracting network datagrams and delivering them to an application. Such

protocol are also referred to as "transport protocols". Transport layers are contained in

both the TCP/IP model (RFC 1122), which is the foundation of the Internet, and the Open

Systems Interconnection (OSI) model of general networking. The definitions of the

Transport Layer are slightly different in these two models. This article primarily refers to

the TCP/IP model. See also the OSI model definition of the Transport Layer.

The most well-known transport protocol is the Transmission Control Protocol (TCP). It

lent its name to the title of the entire Internet Protocol Suite, TCP/IP. It is used for

connection-oriented transmissions, whereas the connectionless User Datagram Protocol

(UDP) is used for simpler messaging transmissions. TCP is the more complex protocol,

due to its stateful design incorporating reliable transmission. Other prominent protocols in

this group are the Datagram Congestion Control Protocol (DCCP) and the Stream Control

Transmission Protocol (SCTP). The Transport Layer is responsible for delivering data to

the appropriate application process on the host computers. This involves statistical

multiplexing of data from different application processes, i.e. forming data packets, and

adding source and destination port numbers in the header of each Transport Layer data

packet. Together with the source and destination IP address, the port numbers constitutes

a network socket, i.e. an identification address of the process-to-process communication.

In the OSI model, this function is supported by the Session Layer. Some Transport Layer

protocols, for example TCP, but not UDP, support virtual circuits, i.e. provide connection

oriented communication over an underlying packet oriented datagram network. A byte-

stream is delivered while hiding the packet mode communication for the application

processes. This involves connection establishment, dividing of the data stream into

packets called segments, segment numbering and reordering of out-of order data.
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Finally, some Transport Layer protocols, for example TCP, but not UDP, provide end-to-

end reliable communication, i.e. error recovery by means of error detecting code and

automatic repeat request (ARQ) protocol. The ARQ protocol also provides flow control,

which may be combined with congestion avoidance. UDP is a very simple protocol, and

does not provide virtual circuits, nor reliable communication, delegating these functions

to the application program. UDP packets are called datagrams, rather than segments. TCP

is used for many protocols, including HTTP web browsing and email transfer. UDP may

be used for multicasting and broadcasting, since retransmissions are not possible to a

large amount of hosts. UDP typically gives higher throughput and shorter latency, and is

therefore often used for real-time multimedia communication where packet loss

occasionally can be accepted, for example IP-TV and IP-telephony, and for online

computer games. In many non-IP-based networks, for example X.25, Frame Relay and

ATM, the connection oriented communication is implemented at network layer or data

link layer rather than the Transport Layer. In X.25, in telephone network modems and in

wireless communication systems, reliable node-to-node communication is implemented at

lower protocol layers. The OSI/X.25 protocol suite defines five classes of the OSI

transport protocol, ranging from class 0 (which is also known as TP0 and provides the

least error recovery) to class 4 (which is also known as TP4 and is designed for less

reliable networks, similar to the Internet).

6. User Datagram Protocol

The User Datagram Protocol (UDP) is one of the core members of the Internet Protocol

Suite, the set of network protocols used for the Internet. With UDP, computer

applications can send messages, sometimes known as datagrams, to other hosts on an

Internet Protocol (IP) network without requiring prior communications to set up special

transmission channels or data paths. UDP is sometimes called the Universal Datagram

Protocol. The protocol was designed by David P. Reed in 1980 and formally defined in

RFC 768. UDP uses a simple transmission model without implicit hand-shaking

dialogues for guaranteeing reliability, ordering, or data integrity. Thus, UDP provides an

unreliable service and datagrams may arrive out of order, appear duplicated, or go

missing without notice. UDP assumes that error checking and correction is either not

necessary or performed in the application, avoiding the overhead of such processing at the

network interface level. Time-sensitive applications often use UDP because dropping
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packets ispreferable to using delayed packets. If error correction facilities are needed at

the network interface level, an application may use the Transmission Control Protocol

(TCP) or Stream Control Transmission Protocol (SCTP) which are designed for this

purpose. UDP's stateless nature is also useful for servers that answer small queries from

huge numbers of clients. Unlike TCP, UDP is compatible with packet broadcast (sending

to all on local network) and multicasting (send to all subscribers). Common network

applications that use UDP include: the Domain Name System (DNS), streaming media

applications such as IPTV, Voice over IP (VoIP), Trivial File Transfer Protocol (TFTP)

and many online games.

7. Application Layer

The Application Layer is the top protocol layer in both major models of computer

networking, the OSI model and the TCP/IP model. In TCP/IP, the Application Layer

contains all protocols and methods that fall into the realm of process-to-process

communications via an Internet Protocol (IP) network using the Transport Layer

protocols to establish underlying host-to-host connections. In the OSI model, the

definition of the Application Layer is narrower, distinguishing explicit functionality on

top of the Transport Layer at two additional levels: Presentation Layer and Session Layer.

The common application layer services provide semantic conversion between associated

application processes. Note: Examples of common application services of general interest

include the virtual file, virtual terminal, and job transfer and manipulation protocols.

8. IP Address

An Internet Protocol (IP) address is a numerical identification (logical address) that is

assigned to devices participating in a computer network utilizing the Internet Protocol for

communication between its nodes. Although IP addresses are stored as binary numbers,

they are usually displayed in human-readable notations, such as 208.77.188.166 (for

IPv4), and 2001:db8:0:1234:0:567:1:1 (for IPv6). The role of the IP address has been

characterized as follows: "A name indicates what we seek. An address indicates where it

is. A route indicates how to get there." The original designers of TCP/IP defined an IP

address as a 32-bit number and this system, now named Internet Protocol Version 4

(IPv4), is still in use today. However, due to the enormous growth of the Internet and the

resulting depletion of the address space, a new addressing system (IPv6), using 128 bits
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for the address, was developed (RFC 1883). The Internet Protocol also has the task of

routing data packets between networks, and IP addresses specify the locations of the

source and destination nodes in the topology of the routing system. For this purpose,

some of the bits in an IP address are used to designate a subnetwork. (In CIDR notation,

the number of bits used for the subnet follows the IP address. E.g. 208.77.188.166/24) An

IP address can be private, for use on a LAN, or public, for use on the Internet or other

WAN.

Early specifications intended IP addresses to each be uniquely assigned to a particular

computer or device. However, it was found that this was not always necessary as private

networks developed and address space needed to be conserved (IPv4 address exhaustion).

RFC 1918 specifies private address spaces (also known as non-routable addresses) that

may be reused by anyone; today, such private networks typically connect to the Internet

through Network Address Translation (NAT). In addition, technologies such as anycast

addressing have been developed to allow multiple hosts at the same IP address but in

different portions of the Internet to service requests by network clients. The Internet

Assigned Numbers Authority (IANA) manages the global IP address space. IANA works

in cooperation with five Regional Internet Registries (RIRs) to allocate IP address blocks

to Local Internet Registries (Internet service providers) and other entities.

9. Subnetting

Subnetting is used to break the network into smaller more efficient subnets to prevent

excessive rates of Ethernet packet collision in a large network. Such subnets can be

arranged hierarchically, with the organization's network address space (see also

Autonomous System) partitioned into a tree-like structure. Routers are used to manage

traffic and constitute borders between subnets. A routing prefix is the sequence of leading

bits of an IP address that precede the portion of the address used as host identifier. The

routing prefix is often expressed as a "subnet mask", which is a bit mask covering the

number of bits used in the prefix. It is frequently expressed in quad-dotted decimal

representation, e.g., 255.255.255.0 is the subnet mask for the 192.168.1.0 network with a

24-bit routing prefix (192.168.1.0/24). All hosts within a subnet can be reached in one

"hop" (time to live = 1), implying that all hosts in a subnet are connected to the same link.

A typical subnet is a physical network served by one router, for instance an Ethernet

network (consisting of one or several Ethernet segments or local area networks,
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interconnected by network switches and network bridges) or a Virtual Local Area

Network (VLAN). However, subnetting allows the network to be logically divided

regardless of the physical layout of a network, since it is possible to divide a physical

network into several subnets by configuring different host computers to use different

routers. While improving network performance, subnetting increases routing complexity,

since each locally connected subnet is typically represented by one row in the routing

tables in each connected router. However, with intelligent design of the network, routes to

collections of more distant subnets within the branches of a tree-hierarchy can be

aggregated by single routes. Existing subnetting functionality in routers made the

introduction of Classless Inter-Domain Routing seamless.

10. Supernetting

Supernetting is synonymous with Classless Inter-Domain Routing (CIDR) although

CIDR is rather just the concept that is implemented when subnetting or supernetting. In

Internet networking terminology, a supernet is a block of contiguous subnetworks

addressed as a single subnet. Supernets always have masks that are smaller than the

classful mask, otherwise it isn't a supernet. One purpose of this is to free up millions of

wasted IP addresses on the Internet that classful addressing consumed. Supernetting

alleviates some of the issues with the original classful addressing scheme for IP addresses

by allowing multiple networks address ranges to be combined, either to create a single

larger network, or just for route aggregation to keep the "Internet Routing Table" (or any

routing table) from growing too large. For supernetting to work, you must be using static

routing everywhere or be using a routing protocol which supports classless routing, such

as RIPv2 or OSPF (or BGP for Exterior Routing) which can carry subnet mask

information with the routing update. The older RIPv1 (or EGP for Exterior Routing)

protocol only understands classful addressing, and therefore cannot transmit subnet mask

information.

EIGRP is also a Classless Routing Protocol capable of support for CIDR or VLSM

(Variable Length Subnet Masking). By default EIGRP will summarize the routes within

the routing table and forward these summarized routes to its peers. This can be disastrous

within heterogeneous routing environments if VLSM has been used with Discontiguous

Subnets and therefore Auto-Summarization should be disabled unless VLSM has been

carefully designed and implemented. The family of Classfull Routing Protocols are
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RIPv1, and IGRP - these protocols can not support CIDR as they do not have the ability

to include subnet info within the Routing Updates. The Family of Classless Routing

Protocols are RIPv2, OSPF, EIGRP and BGP. EIGRP can handle multiple Routed

Protocols such as IPX and Appletalk. RTP (Reliable Transport Protocol) is used by

EIGRP as it's layer 4 protocol as opposed to TCP. This keeps EIGRP Protocol

Independent because RTP is not native to THE TCP/IP ip stack like TCP.

In Section 3 of this course you will cover these topics:
Backbone And Metropolitan Area Network Fundamentals

Wide Area Networking Fundamentals

Topic : Backbone And Metropolitan Area Network Fundamentals

Topic Objective:

At the end of the topic the students will be able:

 Understand Metropolitan Area Networks

 Highlight Backbone Network

 Explain Protocols

 Evaluate Backbone Fault Tolerance

 Elaborate SMDS

Definition/Overview:

A MAN is optimized for a larger geographical area than a LAN, ranging from several blocks

of buildings to entire cities. MANs can also depend on communications channels of

moderate-to-high data rates. A MAN might be owned and operated by a single organization,

but it usually will be used by many individuals and organizations. MANs might also be

owned and operated as public utilities. They will often provide means for internetworking of
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local networks. Metropolitan area networks can span up to 50km, devices used are modem

and wire/cable

Key Points:

1. Metropolitan Area Networks

High speed broadband is an important asset in order to attract inward investment into

Ireland. As the private sector was failing to invest at the level necessary to keep pace with

the demand for broadband, the Departments regional broadband programme was put in

place. One element of the programme is addressing the telecommunications infrastructure

deficit by building high speed, open access broadband networks, in association with the

local and regional authorities, in major towns and cities. The Metropolitan Area Networks

(MANs) will enable telecommunications companies to provide cheap always-on high-

speed access to the Internet, a vital tool for industry and business to be efficient and

competitive. It is also invaluable for educational institutes, health and research bodies and

private consumers. The MANs will facilitate new entrants, new services and more

competition for broadband throughout Ireland. The MANs are publicly owned, while

allowing all telecommunication operators open access to the networks. They are fibre-

based and technology neutral resilient networks, which will ensure adequate capacity for

generations to come. The 27 phase 1 MANs are being independently managed for the

State by e-Net, who were awarded the 15-year services concession contract in June 2004.

E-Net operates as a wholesaler of access to the MANs and offers a full suite of products

including ducting, sub-ducting, dark fibre, high level managed capacity, co-location

facilities and relevant auxiliary services.

2. Backbone Network

A backbone network or network backbone is a part of computer network infrastructure

that interconnects various pieces of network, providing a path for the exchange of

information between different LANs or subnetworks. A backbone can tie together diverse

networks in the same building, in different buildings in a campus environment, or over

wide areas. Normally, the backbone's capacity is greater than the networks connected to

it. A large corporation that has many locations may have a backbone network that ties all

of the locations together, for example, if a server cluster needs to be accessed by different
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departments of a company that are located at different geographical locations. The pieces

of the network connections (for example: ethernet, wireless) that bring these departments

together is often mentioned as network backbone. Network congestion is often taken into

consideration while designing backbones. Backbone networks should not be confused

with the Internet backbone.

The Internet backbone refers to the main "trunk" connections of the Internet. It is made up

of a large collection of interconnected commercial, government, academic and other high-

capacity data routes and core routers that carry data across the countries, continents and

oceans of the world. The resilience of the Internet is due to its core architectural feature of

storing as little as possible network state in the network elements and rather relying on the

endpoints of communication to handle most of the processing to ensure data integrity,

reliability, and authentication. In addition, the high level of redundancy of today's

network links and sophisticated real-time routing protocols provide alternate paths of

communications for load balancing and congestion avoidance.

3. Protocols

In computing, a protocol is a convention standard that controls or enables the connection,

communication, and data transfer between computing endpoints. In its simplest form, a

protocol can be defined as the rules governing the syntax, semantics, and synchronization

of communication. Protocols may be implemented by hardware, software, or a

combination of the two. At the lowest level, a protocol defines the behavior of a hardware

connection. The widespread use and expansion of communications protocols is both a

prerequisite for the Internet, and a major contributor to its power and success. The pair of

Internet Protocol (or IP) and Transmission Control Protocol (or TCP) are the most

important of these, and the term TCP/IP refers to a collection (or protocol suite) of its

most used protocols. Most of the Internet's communication protocols are described in the

RFC data of the Internet Engineering Task Force (or IETF).

The protocols in human communication are separate rules about appearance, speaking,

listening and understanding. All these rules, also called protocols of conversation,

represent different layers of communication. They work together to help people

successfully communicate. The need for protocols also applies to network devices.

Computers have no way of learning protocols, so network engineers have written rules for
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communication that must be strictly followed for successful host-to-host communication.

These rules apply to different layers of sophistication such as which physical connections

to use, how hosts listen, how to interrupt, how to say good-bye, and in short how to

communicate, what language to use and many others. These rules, or protocols, that work

together to ensure successful communication are grouped into what is known as a

protocol suite. Object-oriented programming has extended the use of the term to include

the programming protocols available for connections and communication between

objects.

Generally, only the simplest protocols are used alone. Most protocols, especially in the

context of communications or networking, are layered together into protocol stacks where

the various tasks listed above are divided among different protocols in the stack. Whereas

the protocol stack denotes a specific combination of protocols that work together, a

reference model is a software architecture that lists each layer and the services each

should offer. The classic seven-layer reference model is the OSI model, which is used for

conceptualizing protocol stacks and peer entities. This reference model also provides an

opportunity to teach more general software engineering concepts like hiding, modularity,

and delegation of tasks. This model has endured in spite of the demise of many of its

protocols (and protocol stacks) originally sanctioned by the ISO.

4. Backbone Fault Tolerance

Fault-tolerance or graceful degradation is the property that enables a system (often

computer-based) to continue operating properly in the event of the failure of (or one or

more faults within) some of its components. If its operating quality decreases at all, the

decrease is proportional to the severity of the failure, as compared to a navely-designed

system in which even a small failure can cause total breakdown. Fault-tolerance is

particularly sought-after in high-availability or life-critical systems.

Fault-tolerance is not just a property of individual machines; it may also characterise the

rules by which they interact. For example, the Transmission Control Protocol (TCP) is

designed to allow reliable two-way communication in a packet-switched network, even in

the presence of communications links which are imperfect or overloaded. It does this by

requiring the endpoints of the communication to expect packet loss, duplication,

reordering and corruption, so that these conditions do not damage data integrity, and only
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reduce throughput by a proportional amount. Data formats may also be designed to

degrade gracefully. HTML for example, is designed to be forward compatible, allowing

new HTML entities to be ignored by Web browsers which do not understand them

without causing the document to be unusable.

Recovery from errors in fault-tolerant systems can be characterised as either roll-forward

or roll-back. When the system detects that it has made an error, roll-forward recovery

takes the system state at that time and corrects it, to be able to move forward. Roll-back

recovery reverts the system state back to some earlier, correct version, for example using

checkpointing, and moves forward from there. Roll-back recovery requires that the

operations between the checkpoint and the detected erroneous state can be made

idempotent. Some systems make use of both roll-forward and roll-back recovery for

different errors or different parts of one error. Within the scope of an individual system,

fault-tolerance can be achieved by anticipating exceptional conditions and building the

system to cope with them, and, in general, aiming for self-stabilization so that the system

converges towards an error-free state. However, if the consequences of a system failure

are catastrophic, or the cost of making it sufficiently reliable is very high, a better solution

may be to use some form of duplication. In any case, if the consequence of a system

failure is catastrophic, the system must be able to use reversion to fall back to a safe

mode. This is similar to roll-back recovery but can be a human action if humans are

present in the loop.

5. SMDS

SMDS, which stands for Switched Multi-megabit Data Services, was a connectionless

service used to connect LANs, MANs and WANs to exchange data. SMDS was based on

the IEEE 802.6 DQDB standard. SMDS fragmented its datagrams into smaller "cells" for

transport, and can be viewed as a technological precursor of ATM. Increases in raw data

rates removed the need for fragmentation into cells, and SMDS' niche market position

ensured that it remained a high-priced service. As a result, SMDS has been supplanted by

IP-based and Ethernet-based services and MPLS.
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Topic : Wide Area Networking Fundamentals

Topic Objective:

At the end of the topic the students will be able:

 Understand Wide area network

 Explain Switching Networks

 Evaluate Circuit Switching

 Elaborate Packet Switching

 Define X.25

 Know Frame Relay

 Describe ATM

 Elaborate Point-to-Point Protocol

 Identify Digital Subscriber Line

Definition/Overview:

Wide Area Network (WAN) is a computer network that covers a broad area (i.e., any network

whose communications links cross metropolitan, regional, or national boundaries). Contrast

with personal area networks (PANs), local area networks (LANs), campus area networks

(CANs), or metropolitan area networks (MANs) which are usually limited to a room,

building, campus or specific metropolitan area (e.g., a city) respectively. The largest and most

well-known example of a WAN is the Internet.

Key Points:

1. Wide area network

WANs [a] are used to connect LANs and other types of networks together, so that users

and computers in one location can communicate with users and computers in other

locations. Many WANs are built for one particular organization and are private. Others,

built by Internet service providers, provide connections from an organization's LAN to

the Internet. WANs are often built using leased lines. At each end of the leased line, a

router connects to the LAN on one side and a hub within the WAN on the other. Leased
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lines can be very expensive. Instead of using leased lines, WANs can also be built using

less costly circuit switching or packet switching methods. Network protocols including

TCP/IP deliver transport and addressing functions. Protocols including Packet over

SONET/SDH, MPLS, ATM and Frame relay are often used by service providers to

deliver the links that are used in WANs. X.25 was an important early WAN protocol, and

is often considered to be the "grandfather" of Frame Relay as many of the underlying

protocols and functions of X.25 are still in use today (with upgrades) by Frame Relay.

Academic research into wide area networks can be broken down into three areas:

Mathematical models, network emulation and network simulation. Performance

improvements are sometimes delivered via WAFS or WAN optimization.

2. Switching Networks

A network switch is a computer networking device that connects network segments. The

term commonly refers to a Network bridge that processes and routes data at the Data link

layer (layer 2) of the OSI model. Switches that additionally process data at the Network

layer (layer 3 and above) are often referred to as Layer 3 switches or Multilayer switches.

The term network switch does not generally encompass unintelligent or passive network

devices such as hubs and repeaters. The first Ethernet switch was introduced by Kalpana

in 1990. As with hubs, Ethernet implementations of network switches support either

10/100 Mbit/s or 10/100/1000 Mbit/s ports Ethernet standards. Large switches may have

10 Gbit/s ports. Switches differ from hubs in that they can have ports of different speed.

The network switch, packet switch (or just switch) plays an integral part in most Ethernet

local area networks or LANs. Mid-to-large sized LANs contain a number of linked

managed switches. Small office, home office (SOHO) applications typically use a single

switch, or an all-purpose converged device such as gateway access to small office/home

office broadband services such as DSL router or cable, Wi-Fi router. In most of these

cases, the end user device contains a router and components that interface to the particular

physical broadband technology, as in the Linksys 8-port and 48-port devices. User

devices may also include a telephone interface to VoIP.

In the context of a standard 10/100 Ethernet switch, a switch operates at the data-link

layer of the OSI model to create a different collision domain per switch port. If you have

4 computers A/B/C/D on 4 switch ports, then A and B can transfer data between them as

well as C and D at the same time, and they will never interfere with each others'
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conversations. In the case of a "hub" then they would all have to share the bandwidth, run

in half-duplex and there would be collisions and retransmissions. Using a switch is called

micro-segmentation. It allows you to have dedicated bandwidth on point to point

connections with every computer and to therefore run in full duplex with no collisions.

3. Circuit Switching

In telecommunications, a circuit switching network is one that establishes a fixed

bandwidth circuit (or channel) between nodes and terminals before the users may

communicate, as if the nodes were physically connected with an electrical circuit. The bit

delay is constant during a connection, as opposed to packet switching, where packet

queues may cause varying delay. Each circuit cannot be used by other callers until the

circuit is released and a new connection is set up. Even if no actual communication is

taking place in a dedicated circuit that channel remains unavailable to other users.

Channels that are available for new calls to be set up are said to be idle.

Virtual circuit switching is a packet switching technology that may emulate circuit

switching, in the sense that the connection is established before any packets are

transferred, and that packets are delivered in order. There is a common misunderstanding

that circuit switching is used only for connecting voice circuits (analog or digital). The

concept of a dedicated path persisting between two communicating parties or nodes can

be extended to signal content other than voice. Its advantage is that it provides for non-

stop transfer without requiring packets and without most of the overhead traffic usually

needed, making maximal and optimal use of available bandwidth. The disadvantage of

inflexibility tends to reserve it for specialized applications, particularly with the

overwhelming proliferation of internet-related technology.

4. Packet Switching

Packet switching is a network communications method that groups all transmitted data,

irrespective of content, type, or structure into suitably-sized blocks, called packets. The

network over which packets are transmitted is a shared network that routes each packet

independently from all others and allocates transmission resources as needed. Principal

goals of packet switching are to optimize utilization of available link capacity and to

increase robustness of communication. Network resources are managed by statistical
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multiplexing or dynamic bandwidth allocation in which a physical communication

channel is effectively divided into an arbitrary number of logical variable-bit-rate

channels or data streams. Each logical stream consists of a sequence of packets, which

normally are forwarded by a network node asynchronously in a first-in, first-out fashion.

Alternatively, the packets may be forwarded according to some scheduling discipline for

fair queuing or for differentiated or guaranteed quality of service. In case of a shared

physical medium, the packets may be delivered according to some packet-mode multiple

access scheme. When traversing network nodes, packets are buffered and queued,

resulting in variable delay and throughput, depending on the traffic load in the network.

Packet switching contrasts with another principal networking paradigm, circuit switching,

a method which sets up a specific circuit with a limited number dedicated connection of

constant bit rate and constant delay between nodes for exclusive use during the

communication session. Packet mode (or packet-oriented, packet-based) communication

may be utilized with or without intermediate forwarding nodes (packet switches).

5. X.25

X.25 is an ITU-T standard network layer protocol for packet switched wide area network

(WAN) communication. An X.25 WAN consists of packet-switching exchange (PSE)

nodes as the networking hardware, and leased lines, Plain old telephone service

connections or ISDN connections as physical links. X.25 is part of the OSI protocol suite,

a family of protocols that was used especially during the 1980s by telecommunications

companies and in financial transaction systems such as automated teller machines. X.25 is

today to a large extent replaced by less complex protocols, especially the Internet protocol

(IP) although some telephone operators offer X.25-based communication via the

signalling (D) channel of ISDN lines.

6. Frame Relay

In the context of computer networking, frame relay consists of an efficient data

transmission technique used to send digital information. It is a message forwarding "relay

race" like system in which data packets, called frames, are passed from one or many start-

points to one or many destinations via a series of intermediate node points. Network

providers commonly implement frame relay for voice and data as an encapsulation

technique, used between local area networks (LANs) over a wide area network (WAN).
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Each end-user gets a private line (or leased line) to a frame-relay node. The frame-relay

network handles the transmission over a frequently-changing path transparent to all end-

users. With the advent of MPLS, VPN and dedicated broadband services such as cable

modem and DSL, the end may loom for the frame relay protocol and encapsulation.

However many rural areas remain lacking DSL and cable modem services. In such cases

the least expensive type of "always-on" connection remains a 64-kbit/s frame-relay line.

Thus a retail chain, for instance, may use frame relay for connecting rural stores into their

corporate WAN.

7. ATM

Asynchronous Transfer Mode (ATM) is an electronic digital data transmission

technology. ATM is implemented as a network protocol and was first developed in the

mid 1980s. The goal was to design a single networking strategy that could transport real-

time video and audio as well as image files, text and email. Two groups, the International

Telecommunications Union and the ATM Forum were involved in the creation of the

standards. ATM is a packet switching protocol that encodes data into small fixed-sized

cells (cell relay) and provides data link layer services that run over OSI Layer 1 physical

links. This differs from other technologies based on packet-switched networks (such as

the Internet Protocol or Ethernet), in which variable sized packets (known as frames when

referencing Layer 2) are used. ATM exposes properties from both circuit - and small

packet switched networking, making it suitable for wide area data networking as well as

real-time media transport. ATM uses a connection-oriented model and establishes a

virtual circuit between two endpoints before the actual data exchange begins. ATM is a

core protocol used in the SONET/SDH backbone of the public switched telephone

network.

8. Point-to-Point Protocol

In networking, the Point-to-Point Protocol, or PPP, is a data link protocol commonly used

to establish a direct connection between two networking nodes. It can provide connection

authentication and can also provide transmission encryption privacy and compression.

PPP is used over many types of physical networks including serial cable, phone line,

trunk line, cellular telephone, specialized radio links, or fiber optic links such as SONET.

Most Internet service providers (ISPs) use PPP for customer dial-up access to the Internet.
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Two encapsulated forms of PPP, Point-to-Point Protocol over Ethernet (PPPoE) and

Point-to-Point Protocol over ATM (PPPoA), are used by ISPs to connect Digital

Subscriber Line (DSL) Internet service. PPP is commonly used to act as a data link layer

protocol for connection over synchronous and asynchronous circuits, where it has largely

superseded the older, non-standard Serial Line Internet Protocol (SLIP), and telephone

company mandated standards (such as Link Access Protocol, Balanced (LAPB) in the

X.25 protocol suite). PPP was designed to work with numerous network layer protocols,

including Internet Protocol (IP), Novell's Internetwork Packet Exchange (IPX), NBF and

AppleTalk.

9. Digital Subscriber Line

DSL or xDSL, is a family of technologies that provides digital data transmission over the

wires of a local telephone network. DSL originally stood for digital subscriber loop,

although in recent years, the term digital subscriber line has been widely adopted as a

more marketing-friendly term for ADSL, which is the most popular version of consumer-

ready DSL. DSL can be used at the same time and on the same telephone line with

regular telephone, as it uses high frequency, while regular telephone uses low frequency.

Typically, the download speed of consumer DSL services ranges from 256 kilobits per

second (kbit/s) to 24,000 kbit/s, depending on DSL technology, line conditions and

service level implemented. Typically, upload speed is lower than download speed for

Asymmetric Digital Subscriber Line (ADSL) and equal to download speed for the rarer

Symmetric Digital Subscriber Line (SDSL).

In Section 4 of this course you will cover these topics:
Servers In The Enterprise

Enterprise Solutions

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

55
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



Topic : Servers In The Enterprise

Topic Objective:

At the end of the topic the students will be able:

 Understand Client-server

 Know Server Physical Components

 Identify Server Memory

 Explain Processing

 Elaborate Drive Interface

 Evaluate Network Interface Card

 Define File Server

 Describe Application Server

 Examine Web Server

 Identify E-mail server

 Learn about FTP Servers

 Know Domain Name System

 Understand Dynamic Host Configuration Protocol

 Explain Proxy Servers

 Define System Area Network

Definition/Overview:

A server is a computer program that provides services to other computer programs (and their

users), in the same or other computer. The physical computer that runs a server program is

also often referred to as server. Services can be supplied centrally by the use of a server; in

other cases all the machines on a network have the same status with no dedicated server, and

services are supplied peer-to-peer.

Key Points:

1. Client-server
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The client-server software architecture model distinguishes client systems from server

systems, which communicate over a computer network. A client-server application is a

distributed system comprising both client and server software. A client software process

may initiate a communication session, while the server waits for requests from any client.

Client-server describes the relationship between two computer programs in which one

program, the client program, makes a service request to another, the server program.

Standard networked functions such as email exchange, web access and database access,

are based on the client-server model. For example, a web browser is a client program at

the user computer that may access information at any web server in the world. To check

your bank account from your computer, a web browser client program in your computer

forwards your request to a web server program at the bank. That program may in turn

forward the request to its own database client program that sends a request to a database

server at another bank computer to retrieve your account balance. The balance is returned

to the bank database client, which in turn serves it back to the web browser client in your

personal computer, which displays the information for you.

The client-server model has become one of the central ideas of network computing. Most

business applications being written today use the client-server model. So do the Internet's

main application protocols, such as HTTP, SMTP, Telnet, DNS, etc. In marketing, the

term has been used to distinguish distributed computing by smaller dispersed computers

from the "monolithic" centralized computing of mainframe computers. But this

distinction has largely disappeared as mainframes and their applications have also turned

to the client-server model and become part of network computing. Each instance of the

client software can send data requests to one or more connected servers. In turn, the

servers can accept these requests, process them, and return the requested information to

the client. Although this concept can be applied for a variety of reasons to many different

kinds of applications, the architecture remains fundamentally the same.

The most basic type of client-server architecture employs only two types of hosts: clients

and servers. This type of architecture is sometimes referred to as two-tier. It allows

devices to share files and resources. The two tier architecture means that the client acts as

one tier and application in combination with server acts as another tier. These days,

clients are most often web browsers, although that has not always been the case. Servers

typically include web servers, database servers and mail servers. Online gaming is usually
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client-server too. In the specific case of MMORPG, the servers are typically operated by

the company selling the game; for other games one of the players will act as the host by

setting his game in server mode. The interaction between client and server is often

described using sequence diagrams. Sequence diagrams are standardized in the Unified

Modeling Language. When both the client- and server-software are running on the same

computer, this is called a single seat setup.

2. Server Physical Components

Blade servers are self-contained all-inclusive computer servers with a design optimized to

minimize physical space. Whereas a standard rack-mount server can exist with (at least) a

power cord and network cable, blade servers have many components removed for space,

power and other considerations while still having all the functional components to be

considered a computer. A blade enclosure, which can hold multiple blade servers,

provides services such as power, cooling, networking, various interconnects and

managementthough different blade providers have differing principles around what to

include in the blade itself (and sometimes in the enclosure altogether). Together, blades

and the blade enclosure form the blade system. In a standard server-rack configuration,

1U (one rack unit, 19" wide and 1.75" tall) defines the minimum possible size of any

equipment. The principal benefit and justification of blade computing relate to lifting this

restriction as to minimum size requirements. The most common computer rack form-

factor is 42U high, which limits the number of discrete computer devices directly

mountable in a rack to 42 components. Blades do not have this limitation; As of

2009[update] densities of up to 128 discrete servers per rack are achievable with the

current generation of blade systems.

3. Server Memory

DDR SDRAM (double-data-rate synchronous dynamic random access memory) is a class

of memory integrated circuits used in computers. It achieves nearly twice the bandwidth

of the preceding "single data rate" SDRAM by double pumping (transferring data on the

rising and falling edges of the clock signal) without increasing the clock frequency. With

data being transferred 64 bits at a time, DDR SDRAM gives a transfer rate of (memory

bus clock rate) 2 (for dual rate) 64 (number of bits transferred) / 8 (number of bits/byte).

Thus with a bus frequency of 100 MHz, DDR SDRAM gives a maximum transfer rate of
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1600 MB/s. JEDEC has set standards for data rates of DDR SDRAM, divided into two

parts: The first specification is for memory chips and the second is for memory modules.

As DDR SDRAM is superseded by the newer DDR2 SDRAM, the older DDR version is

sometimes referred to as DDR1 SDRAM. A translation memory, or TM, is a database

that stores segments that have been previously translated. A translation-memory system

stores the words, phrases and paragraphs that have already been translated and aid human

translators. The translation memory stores the source text and its corresponding

translation in language pairs called translation units.

Some software programs that use translation memories are known as translation memory

managers (TMM). Translation memories are typically used in conjunction with a

dedicated computer assisted translation (CAT) tool, word processing program,

terminology management systems, multilingual dictionary, or even raw machine

translation output. A translation memory consists of text segments in a source language

and their translations into one or more target languages. These segments can be blocks,

paragraphs, sentences, or phrases. Individual words are handled by terminology bases and

are not within the domain of TM. Research indicates that many companies producing

multilingual documentation are using translation memory systems. In a survey of

language professionals in 2006, 82.5 % out of 874 replies confirmed the use of a TM.

Usage of TM correlated with text type characterised by technical terms and simple

sentence structure (technical, to a lesser degree marketing and financial), computing

skills, and repetitiveness of content

4. Processing

In data processing or information processing, a Data Processor or Data Processing Unit or

Data Processing System is a system which processes data which has been captured and

encoded in a format recognizable by the data processing system or has been created and

stored by another unit of an information processing system. A data entry is a specialized

component or form of an information processing (sub)system. Its chief difference is that it

tends to perform a dedicated function (i.e., its program is not readily changeable). Its

dedicated function is normally to perform some (intermediate) step of converting input

('raw' or unprocessed) data, or semi-processed information, in one form into a further or

final form of information through a process called decoding / encoding or formatting or
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re-formatting or translation or data conversion before the information can be output from

the data processor to a further step in the information processing system.

For the hardware data processing system, this information may be used to change the

sequential states of a (hardware) machine called a computer. In all essential aspects, the

hardware data processing unit is indistinguishable from a computer's central processing

unit (CPU), i.e. the hardware data processing unit is just a dedicated computer. However,

the hardware data processing unit is normally dedicated to the specific computer

application of format translation. A software code compiler (e.g., for Fortran or Algol) is

an example of a software data processing system. The software data processing system

makes use of a (general purpose) computer in order to complete its functions. A software

data processing system is normally a standalone unit of software, in that its output can be

directed to any number of other (not necessarily as yet identified) information processing

(sub) systems.

5. Drive Interface

The Advanced Host Controller Interface (AHCI) is a programming-specification which

defines the operation of Serial ATA host-controllers (also known as host bus adapters) in

a non implementation-specific manner. The specification describes a system memory

structure for computer hardware vendors in order to exchange data between host system

memory and the attached storage-devices. As of June 2008, the current version of the

specification is v. 1.3. AHCI offers software developers and hardware designers a

standard method for detecting, configuring, and programming SATA/AHCI adapters.

AHCI is separate from the Serial ATA-II standard, although it exposes SATA's advanced

capabilities (such as hot-plugging and native command queuing) such that host-systems

can utilize them. Many SATA controllers offer selectable modes of operation: legacy

Parallel ATA, standard AHCI-mode, or vendor-specific RAID. Intel recommends

choosing RAID mode on their motherboards (which also enables AHCI) rather than the

plain AHCI/SATA mode for maximum flexibility, due to the issues caused when the

mode is switched once an operating system has already been installed. Legacy-mode is a

software backward-compatibility mechanism intended to allow the SATA-controller to

run in legacy operating-systems which are not SATA-aware. AHCI is fully supported out
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of the box for Microsoft Windows Vista and the Linux operating system from kernel

2.6.19. NetBSD also supports drivers in AHCI mode out of the box in certain versions.

OpenBSD has had an ahci driver since OpenBSD 4.1. FreeBSD supports AHCI as well.

AHCI support for Solaris 10 has been introduced in the 8/07 release . Older operating

systems require drivers written by the host bus adapter vendor in order to support AHCI.

6. Network Interface Card

A network card, network adapter, network interface controller (NIC), network interface

card, or LAN adapter is a computer hardware component designed to allow computers to

communicate over a computer network. It is both an OSI layer 1 (physical layer) and

layer 2 (data link layer) device, as it provides physical access to a networking medium

and provides a low-level addressing system through the use of MAC addresses. It allows

users to connect to each other either by using cables or wirelessly. Although other

network technologies exist, Ethernet has achieved near-ubiquity since the mid-1990s.

Every Ethernet network card has a unique 48-bit serial number called a MAC address,

which is stored in ROM carried on the card. Every computer on an Ethernet network must

have a card with a unique MAC address. Normally it is safe to assume that no two

network cards will share the same address, because card vendors purchase blocks of

addresses from the Institute of Electrical and Electronics Engineers (IEEE) and assign a

unique address to each card at the time of manufacture.

Whereas network cards used to be expansion cards that plug into a computer bus, the low

cost and ubiquity of the Ethernet standard means that most newer computers have a

network interface built into the motherboard. These either have Ethernet capabilities

integrated into the motherboard chipset or implemented via a low cost dedicated Ethernet

chip, connected through the PCI (or the newer PCI express bus). A separate network card

is not required unless multiple interfaces are needed or some other type of network is

used. Newer motherboards may even have dual network (Ethernet) interfaces built-in.

The card implements the electronic circuitry required to communicate using a specific

physical layer and data link layer standard such as Ethernet or token ring. This provides a

base for a full network protocol stack, allowing communication among small groups of

computers on the same LAN and large-scale network communications through routable

protocols, such as IP. There are four techniques used to transfer data, the NIC may use

one or more of these techniques.
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 Polling is where the microprocessor examines the status of the peripheral under program

control.

 Programmed I/O is where the microprocessor alerts the designated peripheral by applying

its address to the system's address bus.

 Interrupt-driven I/O is where the peripheral alerts the microprocessor that it's ready to

transfer data.

 DMA is where the intelligent peripheral assumes control of the system bus to access memory

directly. This removes load from the CPU but requires a separate processor on the card.

A network card typically has a twisted pair, BNC, or AUI socket where the network cable

is connected, and a few LEDs to inform the user of whether the network is active, and

whether or not there is data being transmitted on it. Network Cards are typically available

in 10/100/1000 Mbit/s varieties. This means they can support a transfer rate of 10, 100 or

1000 Megabits per second. A Network Interface Controller (NIC) is a hardware interface

that handles and allows a network capable device access to a computer network such as

the internet. The NIC has a ROM chip that has a unique Media Access Control (MAC)

Address burned into it. The MAC address identifies the vendor MAC address which

identifies it on the LAN. The NIC exists on both the ' Physical Layer' (Layer 1) and the

'Data Link Layer' (Layer 2) of the OSI model. Sometimes the word 'controller' and 'card'

is used interchangeably when talking about networking because the most common NIC is

the Network Interface Card. Although 'card' is more commonly used, it is less

encompassing. The 'controller' may take the form of a network card that is installed inside

a computer, or it may refer to an embedded component as part of a computer

motherboard, a router, expansion card, printer interface, or a USB device.

A MAC Address is a 48 bit network hardware identifier that is burned into a ROM chip

on the NIC to identify that device on the network. The first 24 bits is called the

Organizationally Unique Identifier (OUI) and is largely manufacturer dependent. Each

OUI allows for 16,777,216 Unique NIC Addresses. Smaller manufacturers that do not

have a need for over 4096 unique NIC addresses may opt to purchase an Individual

Address Block (IAB) instead. An IAB consists of the 24 bit OUI, plus a 12 bit extension

(taken from the 'potential' NIC portion of the MAC address)
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7. File Server

In computing, a file server is a computer attached to a network that has the primary

purpose of providing a location for the shared storage of computer files (such as

documents, sound files, photographs, movies, images, databases, etc.) that can be

accessed by the workstations that are attached to the computer network. The term server

highlights the role of the machine in the client-server scheme, where the clients are the

workstations using the storage. A file server is usually not performing any calculations,

and does not run any programs on behalf of the clients. It is designed primarily to enable

the rapid storage and retrieval of data where the heavy computation is provided by the

workstations.

8. Application Server

An application server, in an n-tier architecture, is a server that hosts an API to expose

business logic and business processes for use by third-party applications.

 The services that are made available by the server

 The computer hardware on which the services are deployed

 The software framework used to host the services such as JBoss application server or Oracle

Application Server

9. Web Server

The term web server can mean one of two things:

 A computer program that is responsible for accepting HTTP requests from clients (user

agents such as web browsers), and serving them HTTP responses along with optional data

contents, which usually are web pages such as HTML documents and linked objects (images,

etc.).

 A computer that runs a computer program as described above.

Although web server programs differ in detail, they all share some basic common

features.
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 HTTP: every web server program operates by accepting HTTP requests from the client, and

providing an HTTP response to the client. The HTTP response usually consists of an HTML

document, but can also be a raw file, an image, or some other type of document (defined by

MIME-types). If some error is found in client request or while trying to serve it, a web server

has to send an error response which may include some custom HTML or text messages to

better explain the problem to end users.

 Logging: usually web servers have also the capability of logging some detailed information,

about client requests and server responses, to log files; this allows the webmaster to collect

statistics by running log analyzers on these files.

In practice many web servers implement the following features also:

 Authentication, optional authorization request (request of user name and password) before

allowing access to some or all kind of resources.

 Handling of static content (file content recorded in server's filesystem(s)) and dynamic

content by supporting one or more related interfaces (SSI, CGI, SCGI, FastCGI, JSP, PHP,

ASP, ASP.NET, Server API such as NSAPI, ISAPI, etc.).

 HTTPS support (by SSL or TLS) to allow secure (encrypted) connections to the server on

the standard port 443 instead of usual port 80.

 Content compression (i.e. by gzip encoding) to reduce the size of the responses (to lower

bandwidth usage, etc.).

 Virtual hosting to serve many web sites using one IP address.

 Large file support to be able to serve files whose size is greater than 2 GB on 32 bit OS.

 Bandwidth throttling to limit the speed of responses in order to not saturate the network and

to be able to serve more clients.

10. E-mail server

Electronic mail, often abbreviated as e-mail, email, or eMail, is any method of creating,

transmitting, or storing primarily text-based human communications with digital

communications systems. Historically, a variety of electronic mail system designs

evolved that were often incompatible or not interoperable. With the proliferation of the

Internet since the early 1980s, however, the standardization efforts of Internet architects

succeeded in promulgating a single standard based on the Simple Mail Transfer Protocol

(SMTP), first published as Internet Standard 10 (RFC 821) in 1982. Modern e-mail
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systems are based on a store-and-forward model in which e-mail computer server

systems, accept, forward, or store messages on behalf of users, who only connect to the e-

mail infrastructure with their personal computer or other network-enabled device for the

duration of message transmission or retrieval to or from their designated server. Rarely is

e-mail transmitted directly from one user's device to another's. While, originally, e-mail

consisted only of text messages composed in the ASCII character set, virtually any media

format can be sent today, including attachments of audio and video clips.

11. FTP Servers

FTP runs over TCP. It defaults to listen on port 21 for incoming connections from FTP

clients. A connection to this port from the FTP Client forms the control stream on which

commands are passed from the FTP client to the FTP server and on occasion from the

FTP server to the FTP client. FTP uses out-of-band control, which means it uses a

separate connection for control and data. Thus, for the actual file transfer to take place, a

different connection is required which is called the data stream. Depending on the transfer

mode, the process of setting up the data stream is different. Port 21 for control (or

program), port 20 for data. In active mode, the FTP client opens a dynamic port, sends the

FTP server the dynamic port number on which it is listening over the control stream and

waits for a connection from the FTP server. When the FTP server initiates the data

connection to the FTP client it binds the source port to port 20 on the FTP server. In order

to use active mode, the client sends a PORT command, with the IP and port as argument.

The format for the IP and port is "h1,h2,h3,h4,p1,p2". Each field is a decimal

representation of 8 bits of the host IP, followed by the chosen data port. For example, a

client with an IP of 192.168.0.1, listening on port 49154 for the data connection will send

the command "PORT 192,168,0,1,192,2". The port fields should be interpreted as p1256

+ p2 = port, or, in this example, 192256 + 2 = 49154.

In passive mode, the FTP server opens a dynamic port, sends the FTP client the server's

IP address to connect to and the port on which it is listening (a 16-bit value broken into a

high and low byte, as explained above) over the control stream and waits for a connection

from the FTP client. In this case, the FTP client binds the source port of the connection to

a dynamic port. To use passive mode, the client sends the PASV command to which the

server would reply with something similar to "227 Entering Passive Mode (127,0,

0,1,192,52)". The syntax of the IP address and port are the same as for the argument to

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

65
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



the PORT command. In extended passive mode, the FTP server operates exactly the same

as passive mode, however it only transmits the port number (not broken into high and low

bytes) and the client is to assume that it connects to the same IP address that was

originally connected to. Extended passive mode was added by RFC 2428 in September

1998. While data is being transferred via the data stream, the control stream sits idle. This

can cause problems with large data transfers through firewalls which time out sessions

after lengthy periods of idleness. While the file may well be successfully transferred, the

control session can be disconnected by the firewall, causing an error to be generated. The

FTP protocol supports resuming of interrupted downloads using the REST command. The

client passes the number of bytes it has already received as argument to the REST

command and restarts the transfer. In some commandline clients for example, there is an

often-ignored but valuable command, "reget" (meaning "get again") that will cause an

interrupted "get" command to be continued, hopefully to completion, after a

communications interruption.

12. Domain Name System

The Domain Name System (DNS) is a hierarchical naming system for computers,

services, or any resource participating in the Internet. It associates various information

with domain names assigned to such participants. Most importantly, it translates domain

names meaningful to humans into the numerical (binary) identifiers associated with

networking equipment for the purpose of locating and addressing these devices world-

wide. An often used analogy to explain the Domain Name System is that it serves as the

"phone book" for the Internet by translating human-friendly computer hostnames into IP

addresses. For example, www.example.com translates to 208.77.188.166. The Domain

Name System makes it possible to assign domain names to groups of Internet users in a

meaningful way, independent of each user's physical location. Because of this, World-

Wide Web (WWW) hyperlinks and Internet contact information can remain consistent

and constant even if the current Internet routing arrangements change or the participant

uses a mobile device. Internet domain names are easier to remember than IP addresses

such as 208.77.188.166 (IPv4) or 2001:db8:1f70::999:de8:7648:6e8 (IPv6). People take

advantage of this when they recite meaningful URLs and e-mail addresses without having

to know how the machine will actually locate them.
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The Domain Name System distributes the responsibility of assigning domain names and

mapping those names to IP addresses by designating authoritative name servers for each

domain. Authoritative name servers are assigned to be responsible for their particular

domains, and in turn can assign other authoritative name servers for their sub-domains.

This mechanism has made the DNS distributed, fault tolerant, and helped avoid the need

for a single central register to be continually consulted and updated. In general, the

Domain Name System also stores other types of information, such as the list of mail

servers that accept email for a given Internet domain. By providing a world-wide,

distributed keyword-based redirection service, the Domain Name System is an essential

component of the functionality of the Internet. Other identifiers such as RFID tags, UPC

codes, International characters in email addresses and host names, and a variety of other

identifiers could all potentially utilize DNS . The Domain Name System also defines the

technical underpinnings of the functionality of this database service. For this purpose it

defines the DNS protocol, a detailed specification of the data structures and

communication exchanges used in DNS, as part of the Internet Protocol Suite (TCP/IP).

The context of the DNS within the Internet protocols may be seen in the following

diagram. The DNS protocol was developed and defined in the early 1980s and published

by the Internet Engineering Task Force (cf. History).

13. Dynamic Host Configuration Protocol

Dynamic Host Configuration Protocol (DHCP) is a network application protocol used by

devices (DHCP clients) to obtain configuration information for operation in an Internet

Protocol network. This protocol reduces system administration workload, allowing

devices to be added to the network with little or no manual intervention. When a DHCP-

configured client (be it a computer or any other network-aware device) connects to a

network, the DHCP client sends a broadcast query requesting necessary information from

a DHCP server. The DHCP server manages a pool of IP addresses and information about

client configuration parameters such as the default gateway, the domain name, the DNS

servers, other servers such as time servers, and so forth. Upon receipt of a valid request

the server will assign the computer an IP address, a lease (the length of time for which the

allocation is valid), and other IP configuration parameters, such as the subnet mask and

the default gateway. The query is typically initiated immediately after booting and must

be completed before the client can initiate IP-based communication with other hosts.

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

67
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



DHCP provides four modes for allocating IP addresses. The best-known mode is

dynamic, in which the client is provided a "lease" on an IP address for a period of time.

Depending on the stability of the network, this could range from hours (a wireless

network at an airport) to months (for desktops in a wired lab). At any time before the

lease expires, the DHCP client can request renewal of the lease on the current IP address.

A properly-functioning client will use the renewal mechanism to maintain the same IP

address throughout its connection to a single network, otherwise it may risk losing its

lease while still connected, thus disrupting network connectivity while it renegotiates with

the server for its original or a new IP address. The other modes for allocation of IP

addresses are automatic , in which the address is permanently assigned to a client, and

manual, in which the address is selected by the client (manually by the user or any other

means) and the DHCP protocol messages are used to inform the server that the address

has been allocated. The automatic and manual methods are generally used when finer-

grained control over IP address is required (typical of tight firewall setups), although

typically a firewall will allow access to the range of IP addresses that can be dynamically

allocated by the DHCP server. The process of address allocation is known as ROSA.

Request, Offer, Send, Accept.

14. Proxy Servers

In computer networks, a proxy server is a server (a computer system or an application

program) that acts as a go-between for requests from clients seeking resources from other

servers. A client connects to the proxy server, requesting some service, such as a file,

connection, web page, or other resource, available from a different server. The proxy

server evaluates the request according to its filtering rules. For example, it may filter

traffic by IP address or protocol. If the request is validated by the filter, the proxy

provides the resource by connecting to the relevant server and requesting the service on

behalf of the client. A proxy server may optionally alter the client's request or the server's

response, and sometimes it may serve the request without contacting the specified server.

In this case, it 'caches' responses from the remote server, and returns subsequent requests

for the same content directly.
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15. System Area Network

Historically, data centers first created "islands" of SCSI disk arrays. Each island was

dedicated to an application, and visible as a number of "virtual hard drives" (i.e. LUNs).

Essentially, a SAN connects storage islands together using a high-speed network, thus

allowing all applications to access all disks. Operating systems still view a SAN as a

collection of LUNs, and usually maintain their own file systems on them. These local file

systems, which cannot be shared among multiple operating systems/hosts, are the most

reliable and most widely used. If two independent local file systems resided on a shared

LUN, they would be unaware of this fact, would have no means of cache synchronization

and eventually would corrupt each other. Thus, sharing data between computers through a

SAN requires advanced solutions, such as SAN file systems or clustered computing.

Despite such issues, SANs help to increase storage capacity utilization, since multiple

servers share the storage space on the disk arrays. The common application of a SAN is

for the use of transactionally accessed data that require high-speed block-level access to

the hard drives such as email servers, databases, and high usage file servers. In contrast,

NAS allows many computers to access the same file system over the network and

synchronizes their accesses. Lately, the introduction of NAS heads allowed easy

conversion of SAN storage to NAS.

Topic : Enterprise Solutions

Topic Objective:

At the end of the topic the students will be able:

 Understand Direct-attached storage

 Define Storage Area Network

 Describe Network Attached Storage

 Explain Virtual Private Networking

 Elaborate Trusted delivery networks

 Evaluate Secure VPNs
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 Analyze VoIP

 Examine Web Services

Definition/Overview:

Enterprise Architecture: The term enterprise architecture refers to many things. Like

architecture in general, it can refer to a description, a process or a profession. To some,

"enterprise architecture" refers either to the structure of a business, or the documents and

diagrams that describe that structure. To others, "enterprise architecture" refers to the

business methods that seek to understand and document that structure. A third use of

"enterprise architecture" is a reference to a business team that uses EA methods to produce

architectural descriptions of the structure of an enterprise. It is often said that the architecture

of an enterprise exists, whether it is described explicitly or not. This makes sense if you

regard the architecture as existing in the system itself, rather than in a description of it.

Certainly, the business practice of enterprise architecture has emerged to make the system

structures explicit in abstract architecture descriptions. Practitioners are called "enterprise

architects."

Key Points:

1. Direct-attached storage

Direct-attached storage (DAS) refers to a digital storage system directly attached to a

server or workstation, without a storage network in between. It is a retronym, mainly used

to differentiate non-networked storage from SAN and NAS. The main protocols used in

DAS are ATA, SATA, SCSI, SAS, and Fibre Channel. Traditionally, a DAS system

enables storage capacity extension for a server, while keeping high data bandwidth and

access rate. A typical DAS system is made of one or more enclosures holding storage

devices such as hard disk drives, and one or more controllers. The interface with the

server or the workstation is made through a host bus adapter (HBA). A DAS system

typically offers fault-tolerant design in many areas such as controller redundancy, cooling

redundancy, and storage fault tolerance patterns known as RAID. Entry-level DAS

systems most often are made of an enclosure without active components such as

controllers, thus access logic and fault tolerance patterns are provided by the server HBA.

Middle and top range DAS systems provide embedded controllers. RAID management is
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off-loaded, and simple non-RAID HBAs can be used, lowering costs. DAS controllers

also enable shared storage access, which permits multiple servers (usually no more than

4) to access the same logical storage unit, a feature that is mainly used for clustering. At

this point, top range DAS systems share similarities with entry-level SAN systems. The

term Direct Attached Storage can also be used to refer to more common storage devices

that have a one to one connection between a computer and the device.

2. Storage Area Network

A storage area network (SAN) is an architecture to attach remote computer storage

devices (such as disk arrays, tape libraries, and optical jukeboxes) to servers in such a

way that the devices appear as locally attached to the operating system. Although the cost

and complexity of SANs are dropping, they are still uncommon outside larger enterprises.

Network attached storage (NAS), in contrast to SAN, uses file-based protocols such as

NFS or SMB/CIFS where it is clear that the storage is remote, and computers request a

portion of an abstract file rather than a disk block. Historically, data centers first created

"islands" of SCSI disk arrays. Each island was dedicated to an application, and visible as

a number of "virtual hard drives" (i.e. LUNs). Essentially, a SAN connects storage islands

together using a high-speed network, thus allowing all applications to access all disks.

Operating systems still view a SAN as a collection of LUNs, and usually maintain their

own file systems on them. These local file systems, which cannot be shared among

multiple operating systems/hosts, are the most reliable and most widely used. If two

independent local file systems resided on a shared LUN, they would be unaware of this

fact, would have no means of cache synchronization and eventually would corrupt each

other. Thus, sharing data between computers through a SAN requires advanced solutions,

such as SAN file systems or clustered computing. Despite such issues, SANs help to

increase storage capacity utilization, since multiple servers share the storage space on the

disk arrays. The common application of a SAN is for the use of transactionally accessed

data that require high-speed block-level access to the hard drives such as email servers,

databases, and high usage file servers. In contrast, NAS allows many computers to access

the same file system over the network and synchronizes their accesses. Lately, the

introduction of NAS heads allowed easy conversion of SAN storage to NAS.
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3. Network Attached Storage

Network-attached storage (NAS) is file-level computer data storage connected to a

computer network providing data access to heterogeneous network clients. A NAS unit is

essentially a self-contained computer connected to a network, with the sole purpose of

supplying file-based data storage services to other devices on the network. The operating

system and other software on the NAS unit provide the functionality of data storage, file

systems, and access to files, and the management of these functionalities. The unit is not

designed to carry out general-purpose computing tasks, although it may technically be

possible to run other software on it. NAS units usually do not have a keyboard or display,

and are controlled and configured over the network, often by connecting a browser to

their network address. The alternative to NAS storage on a network is to use a computer

as a file server. In its most basic form a dedicated file server is no more than a NAS unit

with keyboard and display and an operating system which, while optimised for providing

storage services, can run other tasks; however, file servers are increasingly used to supply

other functionality, such as supplying database services, email services, and so on.

A general-purpose operating system is not needed on a NAS device, and often minimal-

functionality or stripped-down operating systems are used. For example FreeNAS, which

is Free / open source NAS software designed for use on standard computer hardware, is

just a version of FreeBSD with all functionality not related to data storage stripped out.

NASLite is a highly optimized Linux distribution running from a floppy disk for the sole

purpose of a NAS. Likewise, NexentaStor is based upon the core of the NexentaOS, a

Free / open source hybrid operating system with an OpenSolaris core and a GNU user

environment. NAS systems contain one or more hard disks, often arranged into logical,

redundant storage containers or RAID arrays (redundant arrays of

inexpensive/independent disks). NAS removes the responsibility of file serving from

other servers on the network.

NAS uses file-based protocols such as NFS (popular on UNIX systems) or SMB/CIFS

(Server Message Block/Common Internet File System) (used with MS Windows

systems). NAS units rarely limit clients to a single protocol. NAS provides both storage

and filesystem. The boundaries between NAS and SAN systems are starting to overlap,
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with some products making the obvious next evolution and offering both file level

protocols (NAS) and block level protocols (SAN) from the same system. However a SAN

device is usually served through NAS as one large flat file, not as a true filesystem. An

example of this is Openfiler, a free software product running on Linux.

4. Virtual Private Networking

A virtual private network (VPN) is a computer network in which some of the links

between nodes are carried by open connections or virtual circuits in some larger network

(e.g., the Internet) as opposed to running across a single private network. The link-layer

protocols of the virtual network are said to be tunneled through the larger network. One

common application is secure communications through the public Internet, but a VPN

need not have explicit security features, such as authentication or content encryption.

VPNs, for example, can be used to separate the traffic of different user communities over

an underlying network with strong security features. VPN service providers may offer

best-effort performance, or may have a defined service level agreement (SLA) with their

VPN customers. Generally, a VPN has a topology more complex than point-to-point. A

VPN allows computer users to access a network via an IP address other than the one that

actually connects their computer to the Internet.

5. Trusted delivery networks

Trusted VPNs (sometimes referred to APNs - Actual Private Networks)[ do not use

cryptographic tunneling, and instead rely on the security of a single provider's network to

protect the traffic. In a sense, they elaborate on traditional network- and system-

administration work.

 Multi-Protocol Label Switching (MPLS) is often used to overlay VPNs, often with quality-

of-service control over a trusted delivery network.

 Layer 2 Tunneling Protocol (L2TP) which is a standards-based replacement, and a

compromise taking the good features from each, for two proprietary VPN protocols: Cisco's

Layer 2 Forwarding (L2F) (obsolete as of 2009[update]) and Microsoft's Point-to-Point

Tunneling Protocol (PPTP)
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6. Secure VPNs

Secure VPNs use cryptographic tunneling protocols to provide the intended

confidentiality (blocking snooping and thus Packet sniffing), sender authentication

(blocking identity spoofing), and message integrity (blocking message alteration) to

achieve privacy. When properly chosen, implemented, and operated, such techniques can

provide secure communications over unsecured networks.

 IPsec (IP security) - commonly used over IPv4, and a "standard option" in IPv6.

 SSL/TLS, used either for tunneling the entire network stack, as in the OpenVPN project, or

for securing what is, essentially, a web proxy. SSL, though a framework more often

associated with e-commerce, has been built-upon by a number of vendors to provide remote

access VPN capabilities. A major practical advantage of an SSL-based VPN is that it can be

accessed from the locations that restrict external access to SSL-based e-commerce websites

only, thereby preventing VPN connectivity using IPsec protocols. SSL-based VPNs are

vulnerable to trivial Denial of Service attacks mounted against their TCP connections because

latter are inherently unauthenticated.

 OpenVPN, an open standard VPN. A variation of SSL-based VPN, it can run over UDP.

Clients and servers are available for all major operating systems.

 L2TPv3 (Layer 2 Tunneling Protocol version 3), a new[update] release.

 VPN Quarantine. The client machine at the end of a VPN could be a threat and a source of

attack; this has no connection with VPN design and most VPN providers leave it to system

administration to secure. There are solutions that provide VPN Quarantine services which run

end point checks on the remote client while the client is kept in a quarantine zone until

healthy. Microsoft ISA Server 2004/2006 together with VPN-Q 2006 from Winfrasoft or an

application called QSS (Quarantine Security Suite) provide this functionality.

 MPVPN (Multi Path Virtual Private Network). Ragula Systems Development Company

owns the registered trademark "MPVPN".

 Cisco VPN, a proprietary VPN used by many Cisco hardware devices. Proprietary clients

exist for all platforms; open-source clients also exist.

7. VoIP

Voice over Internet Protocol (VoIP) is a general term for a family of transmission

technologies for delivery of voice communications over IP networks such as the Internet
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or other packet-switched networks. Other terms frequently encountered and synonymous

with VoIP are IP telephony, Internet telephony, voice over broadband (VoBB), broadband

telephony, and broadband phone. VoIP systems usually interface with the traditional

public switched telephone network (PSTN) to allow for transparent phone

communications worldwide. VoIP systems employ session control protocols to control

the set-up and tear-down of calls as well as audio codecs which encode speech allowing

transmission over an IP network as digital audio via an audio stream. Codec use is varied

between different implementations of VoIP (and often a range of codecs are used); some

implementations rely on narrowband and compressed speech, while others support high

fidelity stereo codecs. It is becoming increasingly common for telecommunications

providers to use VoIP telephony over dedicated and public IP networks to connect

switching stations and to interconnect with other telephony network providers (this is

often referred to as 'IP backhaul').

Many telecommunications companies are looking at the IP Multimedia Subsystem (IMS)

which will merge Internet technologies with the mobile world, using a pure VoIP

infrastructure. It will enable them to upgrade their existing systems while embracing

Internet technologies such as the Web, email, instant messaging, presence, and video

conferencing. It will also allow existing VoIP systems to interface with the conventional

PSTN and mobile phone networks. "Dual mode" telephone sets, which allow for the

seamless handover between a cellular network and a Wi-Fi network, are expected to help

VoIP become more popular. Phones such as the NEC N900iL, many of the Nokia Eseries

and several other Wi-Fi enabled mobile phones have SIP clients built into the firmware.

Such clients operate independently of the mobile phone network (however some

operators choose to remove the client from subsidised handsets). Some operators such as

Vodafone actively try to block VoIP traffic from their network Others, like T-Mobile,

have refused to interconnect with VoIP-enabled networks as was seen in the legal case

between T-Mobile and Truphone, which ultimately was settled in the UK High Court in

favour of the VoIP carrier.

8. Web Services

A Web service (also Web Service) is defined by the W3C as "a software system designed

to support interoperable machine-to-machine interaction over a network". Web services

are frequently just Web APIs that can be accessed over a network, such as the Internet,
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and executed on a remote system hosting the requested services. The W3C Web service

definition encompasses many different systems, but in common usage the term refers to

clients and servers that communicate over the HTTP protocol used on the Web. Such

services tend to fall into one of two camps: Big Web Services and RESTful Web

Services.

"Big Web Services" use XML messages that follow the SOAP standard and have been

popular with traditional enterprise. In such systems, there is often a machine-readable

description of the operations offered by the service written in the Web Services

Description Language (WSDL). The latter is not a requirement of a SOAP endpoint, but it

is a prerequisite for automated client-side code generation in many Java and .NET SOAP

frameworks (frameworks such as Spring, Apache Axis2 and Apache CXF being notable

exceptions). Some industry organizations, such as the WS-I, mandate both SOAP and

WSDL in their definition of a Web service. More recently, RESTful Web services have

been regaining popularity, particularly with Internet companies. These also meet the W3C

definition, and are often better integrated with HTTP than SOAP-based services. They do

not require XML messages or WSDL service-API.

In Section 5 of this course you will cover these topics:
Securing The Enterprise

Trends In Business Data Communications

Topic : Securing The Enterprise

Topic Objective:

At the end of the topic the students will be able:

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

76
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



 Understand The Importance of Security

 Explain Network security policy

 Highlight Confidentiality

 Evaluate Integrity

 Elaborate Availability

 Define Non-repudiation

 Describe Cryptography

 Examine Symmetric Ciphers

 Analyze Asymmetric Ciphers

 Learn about Firewalls

 Know about Disaster Recovery Plans

 Identify Full Backup

 Highlight Incremental Backup

Definition/Overview:

Network security: Network security consists of the provisions made in an underlying

computer network infrastructure, policies adopted by the network administrator to protect the

network and the network-accessible resources from unauthorized access and consistent and

continuous monitoring and measurement of its effectiveness (or lack) combined together.

Network security starts from authenticating any user, commonly (one factor authentication)

with a username and a password (something you know). With two factor authentication

something you have is also used (e.g. a security token or 'dongle', an ATM card, or your

mobile phone), or with three factor authentication something you are is also used (e.g. a

fingerprint or retinal scan). Once authenticated, a stateful firewall enforces access policies

such as what services are allowed to be accessed by the network users. Though effective to

prevent unauthorized access, this component fails to check potentially harmful content such

as computer worms being transmitted over the network. An intrusion prevention system (IPS)

helps detect and inhibit the action of such malware. An anomaly-based intrusion detection

system also monitors network traffic for suspicious content, unexpected traffic and other

anomalies to protect the network e.g. from denial of service attacks or an employee accessing

files at strange times. Communication between two hosts using the network could be

encrypted to maintain privacy. Individual events occurring on the network could be tracked

for audit purposes and for a later high level analysis. Honeypots, essentially decoy network-
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accessible resources, could be deployed in a network as surveillance and early-warning tools.

Techniques used by the attackers that attempt to compromise these decoy resources are

studied during and after an attack to keep an eye on new exploitation techniques. Such

analysis could be used to further tighten security of the actual network being protected by the

honeypot.

Key Points:

1. The Importance of Security

Computer security is a branch of technology known as information security as applied to

computers. The objective of computer security varies and can include protection of

information from theft or corruption, or the preservation of availability, as defined in the

security policy. Computer security imposes requirements on computers that are different

from most system requirements because they often take the form of constraints on what

computers are not supposed to do. This makes computer security particularly challenging

because it is hard enough just to make computer programs do everything they are

designed to do correctly. Furthermore, negative requirements are deceptively complicated

to satisfy and require exhaustive testing to verify, which is impractical for most computer

programs. Computer security provides a technical strategy to convert negative

requirements to positive enforceable rules. For this reason, computer security is often

more technical and mathematical than some computer science fields. Typical approaches

to improving computer security (in approximate order of strength) can include the

following:

 Physically limit access to computers to only those who will not compromise security.

 Hardware mechanisms that impose rules on computer programs, thus avoiding depending on

computer programs for computer security.

 Operating system mechanisms that impose rules on programs to avoid trusting computer

programs.

 Programming strategies to make computer programs dependable and resist subversion.
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2. Network security policy

A network security policy is a generic document that outlines rules for computer network

access, determines how policies are enforced and lays out some of the basic architecture

of the company security/ network security environment. The document itself is usually

several pages long and written by a committee. A security policy goes far beyond the

simple idea of "keep the bad guys out". It's a very complex document, meant to govern

data access, web-browsing habits, use of passwords and encryption, email attachments

and more. It specifies these rules for individuals or groups of individuals throughout the

company. Security policy should keep the malicious users out and also exert control over

potential risky users within your organization. The first step in creating a policy is to

understand what information and services are available (and to which users), what the

potential is for damage and whether any protection is already in place to prevent misuse.

In addition, the security policy should dictate a hierarchy of access permissions; that is,

grant users access only to what is necessary for the completion of their work. While

writing the security document can be a major undertaking, a good start can be achieved

by using a template. National Institute for Standards and Technology provides a security-

policy guideline. The policies could be expressed as a set of instructions that could be

understood by special purpose network hardware dedicated for securing the network.

3. Confidentiality

Confidentiality is the property of preventing disclosure of information to unauthorized

individuals or systems. For example, a credit card transaction on the Internet requires the

credit card number to be transmitted from the buyer to the merchant and from the

merchant to a transaction processing network. The system attempts to enforce

confidentiality by encrypting the card number during transmission, by limiting the places

where it might appear (in databases, log files, backups, printed receipts, and so on), and

by restricting access to the places where it is stored. If an unauthorized party obtains the

card number in any way, a breach of confidentiality has occurred. Breaches of

confidentiality take many forms. Permitting someone to look over your shoulder at your

computer screen while you have confidential data displayed on it could be a breach of

confidentiality. If a laptop computer containing sensitive information about a company's

employees is stolen or sold, it could result in a breach of confidentiality. Giving out

confidential information over the telephone is a breach of confidentiality if the caller is
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not authorized to have the information. Confidentiality is necessary for maintaining the

privacy of the people whose personal information a system holds.

4. Integrity

In information security, integrity means that data cannot be modified without

authorization. This is not the same thing as referential integrity in databases. Integrity is

violated when an employee accidentally or with malicious intent deletes important data

files, when a computer virus infects a computer, when an employee is able to modify his

own salary in a payroll database, when an unauthorized user vandalizes a web site, when

someone is able to cast a very large number of votes in an online poll, and so on. There

are many ways in which integrity could be violated without malicious intent. In the

simplest case, a user on a system could mis-type someone's address. On a larger scale, if

an automated process is not written and tested correctly, bulk updates to a database could

alter data in an incorrect way, leaving the integrity of the data compromised. Information

security professionals are tasked with finding ways to implement controls that prevent

errors of integrity.

5. Availability

For any information system to serve its purpose, the information must be available when

it is needed. This means that the computing systems used to store and process the

information, the security controls used to protect it, and the communication channels used

to access it must be functioning correctly. High availability systems aim to remain

available at all times, preventing service disruptions due to power outages, hardware

failures, and system upgrades. Ensuring availability also involves preventing denial-of-

service attacks. In 2002, Donn Parker proposed an alternative model for the classic CIA

triad that he called the six atomic elements of information. The elements are

confidentiality, possession, integrity, authenticity, availability, and utility. The merits of

the Parkerian hexad are a subject of debate amongst security professionals.

6. Non-repudiation

In law, non-repudiation implies one's intention to fulfill their obligations to a contract. It

also implies that one party of a transaction cannot deny having received a transaction nor
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can the other party deny having sent a transaction. Electronic commerce uses technology

such as digital signatures and encryption to establish authenticity and non-repudiation.

Non-repudiation is the concept of ensuring that a party in a dispute cannot repudiate, or

refute the validity of a statement or contract. Although this concept can be applied to any

transmission, including television and radio, by far the most common application is in the

verification and trust of signatures. According to traditional legal practice, a signature on

a paper contract or memorandum may always be repudiated by the signatory. Such

repudiation may take one of two forms: The signatory may claim fraud or forgery, such as

"I did not sign that." Alternately, he/she may accept the signature as authentic but dispute

its validity due to coercion, as in the scenario of blackmail or confessions given under

torture. The legal burden of proof differs depending upon the repudiation reason. In the

former scenario the burden of proof typically rests on the party claiming validity, while in

the latter it shifts to the signatory claiming lack thereof.

7. Cryptography

Information security uses cryptography to transform usable information into a form that

renders it unusable by anyone other than an authorized user; this process is called

encryption. Information that has been encrypted (rendered unusable) can be transformed

back into its original usable form by an authorized user, who possesses the cryptographic

key, through the process of decryption. Cryptography is used in information security to

protect information from unauthorized or accidental discloser while the information is in

transit (either electronically or physically) and while information is in storage.

Cryptography provides information security with other useful applications as well

including improved authentication methods, message digests, digital signatures, non-

repudiation, and encrypted network communications. Older less secure application such

as telnet and ftp are slowly being replaced with more secure applications such as ssh that

use encrypted network communications. Wireless communications can be encrypted

using the WPA or WEP protocols. Software applications such as GNUPG or PGP can be

used to encrypt data files and Email. Cryptography can introduce security problems when

it is not implemented correctly. Cryptographic solutions need to be implemented using

industry accepted solutions that have undergone rigorous peer review by independent

experts in cryptography. The length and strength of the encryption key is also an

important consideration. A key that is weak or too short will produce weak encryption.
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The keys used for encryption and decryption must be protected with the same degree of

rigor as any other confidential information. They must be protected from unauthorized

disclosure and destruction and they must be available when needed. PKI solutions address

many of the problems that surround key management.

8. Symmetric Ciphers

Symmetric-key algorithms are a class of algorithms for cryptography that use trivially

related, often identical, cryptographic keys for both decryption and encryption. The

encryption key is trivially related to the decryption key, in that they may be identical or

there is a simple transform to go between the two keys. The keys, in practice, represent a

shared secret between two or more parties that can be used to maintain a private

information link. Other terms for symmetric-key encryption are secret-key, single-key,

shared-key, one-key and eventually private-key encryption. Use of the latter term does

conflict with the term private key in public-key cryptography.

9. Asymmetric Ciphers

Public-key cryptography is a method for secret communication between two parties

without requiring an initial exchange of secret keys. It can also be used to create digital

signatures. Public key cryptography is a fundamental and widely used technology around

the world, and enables secure transmission of information on the Internet.

It is also known as asymmetric key cryptography because the key used to encrypt a

message differs from the key used to decrypt it. In public key cryptography, a user has a

pair of cryptographic keys a public key and a private key. The private key is kept secret,

while the public key may be widely distributed. Messages are encrypted with the

recipient's public key and can only be decrypted with the corresponding private key. The

keys are related mathematically, but the private key cannot be feasibly (ie, in actual or

projected practice) derived from the public key. Conversely, secret-key cryptography,

also known as symmetric cryptography, uses a single secret key for both encryption and

decryption. To use symmetric cryptography for communication, the sender and receiver

must share a key in advance.
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10. Firewalls

A firewall is an integrated collection of security measures designed to prevent

unauthorized electronic access to a networked computer system. It is also a device or set

of devices configured to permit, deny, encrypt, decrypt, or proxy all computer traffic

between different security domains based upon a set of rules and other criteria. A system

designed to prevent unauthorized access to or from a private network. Firewalls can be

implemented in both hardware and software, or a combination of both. Firewalls are

frequently used to prevent unauthorized Internet users from accessing private networks

connected to the Internet, especially intranets. All messages entering or leaving the

intranet pass through the firewall, which examines each message and blocks those that do

not meet the specified security criteria.

11. Disaster Recovery Plans

Disaster recovery is the process, policies and procedures related to preparing for recovery

or continuation of technology infrastructure critical to an organization after a natural or

human-induced disaster. Disaster recovery planning is a subset of a larger process known

as business continuity planning and should include planning for resumption of

applications, data, hardware, communications (such as networking) and other IT

infrastructure. A business continuity plan (BCP) includes planning for non-IT related

aspects such as key personnel, facilities, crisis communication and reputation protection,

and should refer to the disaster recovery plan (DRP) for IT related infrastructure recovery

/ continuity. This article focuses on disaster recovery planning as related to IT

infrastructure.

12. Full Backup

In information technology, backup refers to making copies of data so that these additional

copies may be used to restore the original after a data loss event. These additional copies

are typically called "backups." Backups are useful primarily for two purposes. The first is

to restore a state following a disaster (called disaster recovery). The second is to restore

small numbers of files after they have been accidentally deleted or corrupted.. Data loss is

also very common. 66% of internet users have suffered from serious data loss.. Since a

backup system contains at least one copy of all data worth saving, the data storage
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requirements are considerable. Organizing this storage space and managing the backup

process is a complicated undertaking. A data repository model can be used to provide

structure to the storage. In the modern era of computing there are many different types of

data storage devices that are useful for making backups. There are also many different

ways in which these devices can be arranged to provide geographic redundancy, data

security, and portability.

Before data is sent to its storage location, it is selected, extracted, and manipulated. Many

different techniques have been developed to optimize the backup procedure. These

include optimizations for dealing with open files and live data sources as well as

compression, encryption, and de-duplication, among others. Many organizations and

individuals try to have confidence that the process is working as expected and work to

define measurements and validation techniques. It is also important to recognize the

limitations and human factors involved in any backup scheme.

13. Incremental Backup

An incremental backup is a backup method where multiple backups are kept (not just the

last one). These backups will be incremental if each original piece of backed up

information is stored only once, and then successive backups only contain the information

that changed since a previous backup. As a backup method, it is highly efficient, since it

allows for the illusion of storage of N copies of size S information chunks, with a total

storage requirement much lower than NxS. If the original information that is backed up

does not change between backups, the total size will approach just S. If it changes almost

completely, the NxS limit will be approached. A "normal" incremental backup will only

back up files that have been changed since the last backup of any type. This provides the

quickest means of backup, since it only makes copies of files that have not yet been

backed up. For instance, following a full backup on Friday, Mondays tape will contain

only those files changed since Friday. Tuesdays tape contains only those files changed

since Monday, and so on. The downside to this is that in order to perform a full restore,

one needs to restore the last full backup first, followed by each of the subsequent

incremental backups to the present day in the correct order. Should any one of these

backup copies be damaged (particularly the full backup), the restore will be incomplete.
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Topic : Trends In Business Data Communications

Topic Objective:

At the end of the topic the students will be able:

 Define Views of networks

 Understand Convergence

 Evaluate Messaging

 Explain Universal Mobile Telecommunications System

 Describe Wired Equivalent Protocol

 Highlight IPv6

 Identify Encryption

Definition/Overview:

Computer networking is the engineering discipline concerned with communication between

computer systems or devices. Networking, routers, routing protocols, and networking over

the public Internet have their specifications defined in documents called RFCs. Computer

networking is sometimes considered a sub-discipline of telecommunications, computer

science, information technology and/or computer engineering. Computer networks rely

heavily upon the theoretical and practical application of these scientific and engineering

disciplines. All networks are interconnected to allow communication with a variety of

different kinds of media, including twisted-pair copper wire cable, coaxial cable, optical

fiber, and various wireless technologies. The devices can be separated by a few meters (e.g.

via Bluetooth) or nearly unlimited distances (e.g. via the interconnections of the Internet).
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Key Points:

1. Views of networks

Users and network administrators often have different views of their networks. Often,

users share printers and some servers form a workgroup, which usually means they are in

the same geographic location and are on the same LAN. A community of interest has less

of a connotation of being in a local area, and should be thought of as a set of arbitrarily

located users who share a set of servers, and possibly also communicate via peer-to-peer

technologies. Network administrators see networks from both physical and logical

perspectives. The physical perspective involves geographic locations, physical cabling,

and the network elements (e.g., routers, bridges and application layer gateways that

interconnect the physical media. Logical networks, called, in the TCP/IP architecture,

subnets , map onto one or more physical media. For example, a common practice in a

campus of buildings is to make a set of LAN cables in each building appear to be a

common subnet, using virtual LAN (VLAN) technology.

Both users and administrators will be aware, to varying extents, of the trust and scope

characteristics of a network. Again using TCP/IP architectural terminology, an intranet is

a community of interest under private administration usually by an enterprise, and is only

accessible by authorized users (e.g. employees). Intranets do not have to be connected to

the Internet, but generally have a limited connection. An extranet is an extension of an

intranet that allows secure communications to users outside of the intranet (e.g. business

partners, customers). Informally, the Internet is the set of users, enterprises,and content

providers that are interconnected by Internet Service Providers (ISP). From an

engineering standpoint, the Internet is the set of subnets, and aggregates of subnets, which

share the registered IP address space and exchange information about the reachability of

those IP addresses using the Border Gateway Protocol. Typically, the human-readable

names of servers are translated to IP addresses, transparently to users, via the directory

function of the Domain Name System (DNS). Over the Internet, there can be business-to-

business (B2B), business-to-consumer (B2C) and consumer-to-consumer (C2C)

communications. Especially when money or sensitive information is exchanged, the

communications are apt to be secured by some form of communications security

mechanism. Intranets and extranets can be securely superimposed onto the Internet,

without any access by general Internet users, using secure Virtual Private Network (VPN)
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technology. When used for gaming one computer will have to be the server while the

others play through it.

2. Convergence

Technological convergence is the tendency for different technological systems to evolve

towards performing similar tasks. Convergence can refer to previously separate

technologies such as voice (and telephony features), data (and productivity applications)

and video that now share resources and interact with each other, synergistically creating

new efficiencies. Today, we are surrounded by a multi-level convergent media world

where all modes of communication and information are continually reforming to adapt to

the enduring demands of technologies, changing the way we create, consume, learn and

interact with each other . Convergence in this instance is defined as the interlinking of

computing and other information technologies, media content and communication

networks that have arisen as the result of the evolution and popularisation of the Internet

as well as the activities, products and services that have emerged in the digital media

space. Many experts view this as simply being the tip of the iceberg, as all facets of

institutional activity and social life such as business, government, art, journalism, health

and education are increasingly being carried out in these digital media spaces across a

growing network of ICT devices.

Also included in this topic is the basis of computer networks, wherein many different

operating systems are able to communicate via different protocols. This could be a

prelude to artificial intelligence networks on the internet and eventually leading to a

powerful superintelligence via a Technological singularity. Technological Convergence

can also refer to the phenomena of a group of technologies developed for one use being

utilized in many different contexts. This often happens to military technology as well as

most types of machine tools and now silicon chips.

3. Messaging

Instant messaging (IM) are technologies that create the possibility of real-time text-based

communication between two or more participants over the internet or some form of

internal network/intranet. It is important to understand that what separates chat and

instant messaging from technologies such as e-mail is the perceived synchronicity of the
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communication by the user - Chat happens in real-time. Some systems allow the sending

of messages to people not currently logged on (offline messages), thus removing much of

the difference between Instant Messaging and e-mail. While many services have

additional features such as: the immediate receipt of acknowledgment or reply, group

chatting, conference services (including voice and video), conversation logging and file

transfer, those functions are beyond the scope of this article. IM allows effective and

efficient communication, featuring immediate receipt of acknowledgment or reply. In

certain cases Instant Messaging involves additional features, which make it even more

popular, i.e. to see the other party, e.g. by using web-cams, or to talk directly for free over

the Internet. It is possible to save a conversation for later reference. Instant messages are

typically logged in a local message history which closes the gap to the persistent nature of

e-mails and facilitates quick exchange of information like URLs or document snippets

(which can be unwieldy when communicated via telephone).

4. Universal Mobile Telecommunications System

Universal Mobile Telecommunications System (UMTS) is one of the third-generation

(3G) mobile telecommunications technologies, which is also being developed into a 4G

technology. Currently, the most common form of UMTS uses W-CDMA as the

underlying air interface. UMTS and its use of W-CDMA is standardized by the 3GPP,

and is the European answer to the ITU IMT-2000 requirements for 3G cellular radio

systems. To differentiate UMTS from competing network technologies, UMTS is

sometimes marketed as 3GSM, emphasizing the combination of the 3G nature of the

technology and the GSM standard which it was designed to succeed. UMTS, using W-

CDMA, supports up to 21 Mbit/s data transfer rates in theory (with HSDPA), although at

the moment users in deployed networks can expect a transfer rate of up to 384 kbit/s for

R99 handsets, and 7.2 Mbit/s for HSDPA handsets in the downlink connection. This is

still much greater than the 9.6 kbit/s of a single GSM error-corrected circuit switched data

channel or multiple 9.6 kbit/s channels in HSCSD (14.4 kbit/s for CDMAOne), andin

competition to other network technologies such as CDMA2000, PHS or WLANoffers

access to the World Wide Web and other data services on mobile devices.

Precursors to 3G are 2G mobile telephony systems, such as GSM, IS-95, PDC, CDMA

PHS and other 2G technologies deployed in different countries. In the case of GSM, there

is an evolution path from 2G, to GPRS, also known as 2.5G. GPRS supports a much
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better data rate (up to a theoretical maximum of 140.8 kbit/s, though typical rates are

closer to 56 kbit/s) and is packet switched rather than connection oriented (circuit

switched). It is deployed in many places where GSM is used. E-GPRS, or EDGE, is a

further evolution of GPRS and is based on more modern coding schemes. With EDGE the

actual packet data rates can reach around 180 kbit/s (effective). EDGE systems are often

referred as "2.75G Systems". Since 2006, UMTS networks in many countries have been

or are in the process of being upgraded with High Speed Downlink Packet Access

(HSDPA), sometimes known as 3.5G. Currently, HSDPA enables downlink transfer

speeds of up to 21 Mbit/s. Work is also progressing on improving the uplink transfer

speed with the High-Speed Uplink Packet Access (HSUPA). Longer term, the 3GPP

Long Term Evolution project plans to move UMTS to 4G speeds of 100 Mbit/s down and

50 Mbit/s up, using a next generation air interface technology based upon Orthogonal

frequency-division multiplexing. The first national consumer UMTS networks launched

in 2002 with a heavy emphasis on telco-provided mobile applications such as mobile TV

and video calling. The high data speeds of UMTS are now most often utilised for Internet

access: experience in Japan and elsewhere has shown that user demand for video calls is

not high, and telco-provided audio/video content has declined in popularity in favour of

high-speed access to the World Wide Web - either directly on a handset or connected to a

computer via Wi-Fi, Bluetooth, Infrared or USB.

5. Wired Equivalent Protocol

Wired Equivalent Privacy (WEP) is a deprecated algorithm to secure IEEE 802.11

wireless networks. Wireless networks broadcast messages using radio and are thus more

susceptible to eavesdropping than wired networks. When introduced in 1997, WEP was

intended to provide confidentiality comparable to that of a traditional wired network.

Beginning in 2001, several serious weaknesses were identified by cryptanalysts with the

result that today a WEP connection can be cracked with readily available software within

minutes. Within a few months the IEEE created a new 802.11i task force to counteract the

problems. By 2003, the Wi-Fi Alliance announced that WEP had been superseded by Wi-

Fi Protected Access (WPA), which was a subset of then upcoming 802.11i amendment.

Finally in 2004, with the ratification of the full 802.11i standard (a.k.a. WPA2), the IEEE

declared that both WEP-40 and WEP-104 "have been deprecated as they fail to meet their

security goals". Despite its weaknesses, WEP is still widely in use. WEP is often the first
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security choice presented to users by router configuration tools even though it provides a

level of security that deters only unintentional use, leaving the network vulnerable to

deliberate compromise. WEP is often inaccurately referred to as Wireless Encryption

Protocol.

6. IPv6

Internet Protocol version 6 (IPv6) is the next-generation Internet Layer protocol for

packet-switched internetworks and the Internet. IPv4 is currently[update] the dominant

Internet Protocol version, and was the first to receive widespread use. In December 1998,

the Internet Engineering Task Force (IETF) designated IPv6 as the successor to version 4

by the publication of a Standards Track specification, RFC 2460. In December 2008,

despite celebrating its 10-year anniversary as a Standards Track protocol, IPv6 was only

in its infancy in terms of general worldwide deployment. A recent study by Google

indicates that penetration is still less than one percent of Internet traffic in any country.

The leaders are Russia (0.76%), France (0.65%), Ukraine (0.64%), Norway (0.49%), and

the United States (0.45%). Although Asia leads in terms of absolute deployment numbers,

the relative penetration is smaller (e.g., China: 0.24%). IPv6 is implemented on all major

operating systems in use in commercial, business, and home consumer environments.

According to the study, Mac OS leads in IPv6 penetration of 2.44%, followed by Linux

(0.93%) and Windows Vista (0.32%).

IPv6 has a much larger address space than IPv4. This is based on the definition of a 128-

bit address, whereas IPv4 used only 32 bits. The new address space thus supports 2128

(about 3.41038) addresses. This expansion provides flexibility in allocating addresses and

routing traffic and eliminates the need for network address translation (NAT). NAT

gained widespread deployment as an effort to alleviate IPv4 address exhaustion. IPv6 also

implements new features that simplify aspects of address assignment (stateless address

autoconfiguration) and network renumbering (prefix and router announcements) when

changing Internet connectivity providers. The IPv6 subnet size has been standardized by

fixing the size of the host identifier portion of an address to 64 bits to facilitate an

automatic mechanism for forming the host identifier from Link Layer media addressing

information (MAC address). Network security is integrated into the design of the IPv6

architecture. Internet Protocol Security (IPsec) was originally developed for IPv6, but

found widespread optional deployment first in IPv4 (into which it was back-engineered).
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The IPv6 specifications mandate IPsec implementation as a fundamental interoperability

requirement.

7. Encryption

In cryptography, encryption is the process of transforming information (referred to as

plaintext) using an algorithm (called cipher) to make it unreadable to anyone except those

possessing special knowledge, usually referred to as a key. The result of the process is

encrypted information (in cryptography, referred to as ciphertext). In many contexts, the

word encryption also implicitly refers to the reverse process, decryption (e.g. software for

encryption can typically also perform decryption), to make the encrypted information

readable again (i.e. to make it unencrypted). Encryption has long been used by militaries

and governments to facilitate secret communication. Encryption is now used in protecting

information within many kinds of civilian systems, such as computers, storage devices

(e.g. USB flash drives), networks (e.g. the Internet, e-commerce), mobile telephones,

wireless microphones, wireless intercom systems, Bluetooth devices and bank automatic

teller machines. Encryption is also used in digital rights management to prevent

unauthorized use or reproduction of copyrighted material and in software also to protect

against reverse engineering. Encryption, by itself, can protect the confidentiality of

messages, but other techniques are still needed to protect the integrity and authenticity of

a message; for example, verification of a message authentication code (MAC) or a digital

signature. Standards and cryptographic software and hardware to perform encryption are

widely available, but successfully using encryption to ensure security may be a

challenging problem. A single slip-up in system design or execution can allow successful

attacks. Sometimes an adversary can obtain unencrypted information without directly

undoing the encryption. One of the earliest public key encryption applications was called

Pretty Good Privacy (PGP), according to Paul Rubens. It was written in 1991 by Phil

Zimmermann and was bought by Network Associates in 1997 and is now called PGP

Corporation. There are a number of reasons why an encryption product may not be

suitable in all cases. First e-mail must be digitally signed at the point it was created to

provide non-repudiation for some legal purposes, otherwise the sender could argue that it

was tampered with after it left their computer but before it was encrypted at a gateway

according to Paul. An encryption product may also not be practical when mobile users

need to send e-mail from outside the corporate network.
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