
NURSING AND ELECTRONIC RECORDS

Test, please read the instructions given below related to Course “Nursing and Electronic Records”.

There are 5 sections in this course. All sections are mandatory.
In Section 1 of this course you will cover these topics:
Electronic Health Records - An Overview
Coding Standards
In Section 2 of this course you will cover these topics:
Learning Medical Record Software
Data Entry At The Point Of Care
In Section 3 of this course you will cover these topics:
Electronic Coding From Medical Records
Advanced Techniques Speed Data Entry
In Section 4 of this course you will cover these topics:
Using The Ehr To Improve Patient Care
In Section 5 of this course you will cover these topics:
Privacy And Security Of Health Records
Ehr And Technology
At the end of each section you will be required to give a short quiz on topics covered.
At any stage of the course, you can save the course and leave. You can continue later as per your
convenience.
This course will be available in your area.

In Section 1 of this course you will cover these topics:
Electronic Health Records - An Overview
Coding Standards

Topic Objective:
At the end of the topic student will able to understand:
Failures in Health Information Technology implementation
Successful implementations of EHR systems
Customization
Unalterability of records, spurious records, and digital signatures
Ownership of electronic records
Benefits of EHR standardization / National Healthcare Information Network
Improved billing accuracy
Attempts to facilitate EHR compatibility in the United States
Lack of adoption of EHRs in the United States
Advantages of electronic medical records
Overlap in Terminology

Definition/Overview:
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An electronic health record (EHR) refers to an individual patient's medical record in digital format.
Electronic health record systems co-ordinate the storage and retrieval of individual records with the
aid of computers. EHRs are usually accessed on a computer, often over a network. It may be made
up of electronic medical records (EMRs) from many locations and/or sources. Among the many
forms of data often included in EMRs are patient demographics, medical history, medicine and
allergy lists (including immunization status), laboratory test results, radiology images, billing records
and advanced directives. EHR systems can reduce medical errors. In one ambulatory healthcare
study, however, there was no difference in 14 measures, improvement in 2 outcome measures, and
worse outcome on 1 measure. EHR systems are believed to increase physician efficiency and reduce
costs, as well as promote standardization of care. Even though EMR systems with computerized
provider order entry (CPOE) have existed for more than 30 years, less than 10 percent of hospitals as
of 2006 have a fully integrated system.

Key Points:
1. Overlap in Terminology
Multiple terms have been used to define electronic patient care records, with overlapping
definitions. Both electronic health record (EHR) and electronic medical record (EMR) have gained
widespread use, with some health informatics users assigning the term EHR to a global concept and
EMR to a discrete localised record. For most users, however, the terms EHR and EMR are used
interchangeably. An EHR system is also often abbreviated as EHR or EMR. Information in the section
on EMRs electronic medical record may be more relevant to physician offices seeking a less
expensive or comprehensive solution.
Health Information Technology is an even broader term that describes any computer-based
electronic aid to healthcare delivery. An electronic health record is a patients health record that has
been compiled into a digital format.

2. Advantages of electronic medical records
Medical records may be on "physical" media such as film (X-rays), paper (notes), or photographs,
often of different sizes and shapes. Physical storage of documents is problematic, as not all
document types fit in the same size folders or storage spaces. In the current global medical
environment, patients are shopping for their procedures. Many international patients travel to US
cities with academic research centers for specialty treatment or to participate in Clinical Trials.
Coordinating these appointments via paper records is a time-consuming procedure. Physical records
usually require significant amounts of space to store them. When physical records are no longer
maintained, the large amounts of storage space are no longer required. Paper, film, and other
expensive physical media usage (and therefore cost) is also reduced with electronic record storage.
When paper records are stored in different locations, furthermore, collecting and transporting them
to a single location for review by a healthcare provider is time-consuming. When paper (or other
types of) records are required in multiple locations, copying, faxing, and transporting costs are
significant, as are the concerns of HIPAA compliance. In 2004, an estimate was made that 1 in 7
hospitalizations occurred when medical records were not available. Additionally, 1 in 5 lab tests
were repeated because results were not available at the point of care. Electronic medical records are
estimated to improve efficiency by 6% per year, and the monthly cost of an EMR is offset by the cost
of only a few unnecessary tests or admissions.
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Handwritten paper medical records can be associated with poor legibility, which can contribute to
medical errors. Pre-printed forms, the standardization of abbreviations, and standards for
penmanship were encouraged to improve reliability of paper medical records. Electronic records
help with the standardization of forms, terminology and abbreviations, and data input. Digitization
of forms facilitates the collection of data for epidemiology and clinical studies. In contrast, EHRs can
be continuously updated. The ability to exchange records between different EHR systems
("interoperability") would facilitate the co-ordination of healthcare delivery in non-affiliated
healthcare facilities. In addition, data from an electronic system can be used anonymously for
statistical reporting in matters such as quality improvement, resource management and public
health communicable disease surveillance.

3. Lack of adoption of EHRs in the United States
Outside of the Veterans Health Administration system, the vast majority of healthcare transactions
in the United States still take place on paper, a system that has remained unchanged since the
1950s. As of 2000, adoption of EHRs and other health information technology (HITs) (such as
computer physician order entry (CPOE)) was minimal in the United States (outside of the VA system).
Less than 10% of American hospitals had implemented HIT, while a mere 16% of primary care
physicians used EHRs. In 2001-2004 only 18% of ambulatory care encounters utilized an EHR system.
In 2005, 25% of office-based physicians reported using fully or partially electronic medical record
systems (EMR), an almost one-third increase from the 18.2% reported in 2001. However, less than
one-tenth of these physicians actually had a "complete EMR system" (with computerized orders for
prescriptions, computerized orders for tests, reporting of test results, and physician notes).
The healthcare industry spends only 2% of gross revenues on HIT, which is meager compared to
other information intensive industries such as finance, which spend upwards of 10%

4. Attempts to facilitate EHR compatibility in the United States
The Veterans Administration health care system in the United States, with over 155 hospitals and
800 clinics, represents one of the largest integrated healthcare delivery systems in the world. It relies
on a single EHR system called VistA, which has been in use for years. Data exchange is facilitated by a
protocol called BHIE (Bidirectional Health Information Exchange), and the VA healthcare network is
being expanded in 2007 to integrate the Department of Defense healthcare facilities using the BHIE
networking protocol. This EHR has been made publicly available for download and has been adapted
for use in many non-VA hospitals and healthcare networks. As BHIE becomes more widely available,
a national healthcare network will be facilitated.
Outside of the VA's EHR system, however, there are currently at least 25 major competing vendors
of EHR systems, many selling software incompatible with competitors. This lack of interoperability
provides a significant barrier to a "National Health Information Network." In 2004, President Bush
created the Office of the National Coordinator for Health Information Technology (ONC), originally
headed by David Brailer. Under the ONC, Regional Health Information Organizations (RHIOs) have
been established in many states in order to promote the sharing of health information. The US
Congress is currently working on legislation to increase funding to these and similar programs.

5. Benefits of EHR standardization / National Healthcare Information Network
5.1. Improved billing accuracy
Although billing is now largely accomplished electronically in the United States, these claims often
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require additional documentation from a patient's medical record. This is a tedious task when
records are in an electronic format not compatible with the billing program, or when the records are
in paper format. An integrated electronic medical record / billing system, therefore, both expedites
and makes billing more accurate.

6. Reduction in duplication of services
Duplication of lab tests, diagnostic imaging, work-ups, and other services can be prevented by good
record-keeping of any type. However, because electronic records can be available at many locations
at once, integration of services and awareness of duplication is facilitated.

7. Facilitation of clinical trials
Clinicians and researchers suggest benefits to integrating electronic health records with data
collection and analysis in clinical trials.

8. Improved access to medical records
Records, once a few years old are typically put into long-term storage as records must be kept for as
long as 21 years. Electronic medical records enable health organizations to access old records
instantly, thereby allowing them to be sent to another health organization in the event of an
emergency. Many EHR systems now offer integrated Patient Portal or Personal Health Record
systems which allow patients and 3rd parties to access medical records with a secure username and
password.
Duplication of lab tests, diagnostic imaging, work-ups, and other services can be prevented by good
record-keeping of any type. However, because electronic records can be available at many locations
at once, integration of services and awareness of duplication is facilitated.
Potential clinical trial participants may be more easily identified, administrative overhead costs may
be lessened, data errors may be reduced, and adverse outcomes may more rapidly identified.
Some institutions have already been partially successful in implementing and integrating co-
ordinated data collection and analysis systems. For example, the Shared Pathology Network (SPIN)
of the National Cancer Institute has effectively established a web-based network for locating
pathological tissue samples at various institutions across the nation. The electronic nature of reports
within the system allows the use of search engines to find specific text with the reports, facilitating
analysis.

9. Organizations to evaluate standardization proposals
Several models of standardization for electronic medical records and electronic medical record
exchange have been proposed and multiple organizations formed to help evaluate and implement
them.

10. Organizations
CHI (Consolidated Health Informatics Inititiative) - recommends nationwide federal adoption of EHR
standards in the United States
CCHIT (Certification Commission for Healthcare Information Technology) - a federally funded, not-
for-profit organization that evaluates and develops the certification for EHRs and interoperable EHR
networks (USA)
IHE (Integrating the Healthcare Enterprise) - a consortium, sponsored by the HIMSS, that
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recommends integration of EHR data communicated using the HL7 and DICOM protocols
ANSI (American National Standards Institute) - accredits standards in the United States and co-
ordinates US standards with international standards
Healthcare Information and Management Systems Society (HIMSS) - an international trade
organization of health informatics technology providers
American Society for Testing and Materials - a consortium of scientists and engineers that
recommends international standards
openEHR - provides open specifications and tools for the 'shared' EHR
Canada Health Infoway - a federally funded, not-for-profit organization that promotes the
development and adoption of EHRs in Canada
World Wide Web Consortium (W3C) - promotes Internet-wide communications standards to prevent
market fragmentation
Clinical Data Interchange Standards Consortium (CDISC) - a non-profit organization that develops
platform-independent healthcare data standards
EHR-Lab Interoperability and Connectivity Standards (ELINCS) - run by the HL7 group to help provide
lab data and other EHR interoperability

11. Standards
ANSI X12 (EDI) - transaction protocols used for transmitting patient data. Popular in the United
States for transmission of billing data.
CEN's TC/251 provides EHR standards in Europe including:
EN 13606, communication standards for EHR information
CONTSYS (EN 13940), supports continuity of care record standardization.
HISA (EN 12967), a services standard for inter-system communication in a clinical information
environment.
Continuity of Care Record - ASTM International Continuity of Care Record standard
DICOM - an international communications protocol standard for representing and transmitting
radiology (and other) image-based data, sponsored by NEMA (National Electrical Manufacturers
Association)
HL7 - a standardized messaging and text communications protocol between hospital and physician
record systems, and between practice management systems
ISO - ISO TC 215 provides international technical specifications for EHRs. ISO 18308 describes EHR
architectures

12. Barriers to deploying an EHR system
12.1. Difficulty in adding older records to an EHR system
Older paper medical records ought to be incorporated into a patient's electronic health record. One
method is to merely scan the documents and retain them as images. However, surveys suggest that
22-25% of physicians are less satisfied with records systems that use scanned documents alone
rather than fully electronic data-based systems. EHR systems with image archival capability (such as
VistA Imaging) are able to integrate these scanned records (along with other types of image-based
records) into fully electronic health records systems.
Another method to convert written records (such as notes) into electronic format is to scan the
documents then perform optical character recognition. For typed documents, accurate recognition
may only achieve 90-95%, though, requiring extensive corrections. Furthermore, illegible
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handwriting is poorly recognized by optical character readers.
Some states have proposed making existing statewide database data (such as immunization records)
available for download into individual electronic medical records.

13. Long-term preservation and storage of records
An important consideration in the process of developing electronic health records is to plan for the
long-term preservation and storage of these records. The field will need to come to consensus on
the length of time to store EHRs, methods to ensure the future accessibility and compatibility of
archived data with yet-to-be developed retrieval systems, and how to ensure the physical and virtual
security of the archives.
Additionally, considerations about long-term storage of electronic health records are complicated by
the possibility that the records might one day be used longitudinally and integrated across sites of
care. Records have the potential to be created, used, edited, and viewed by multiple independent
entities. These entities include, but are not limited to, primary care physicians, hospitals, insurance
companies, and patients. Mandl et al have noted that choices about the structure and ownership of
these records will have profound impact on the accessibility and privacy of patient information.
The required length of storage of an individual electronic health record will depend on national and
state regulations, which are subject to change over time. Ruotsalainen and Manning have found that
the typical preservation time of patient data varies between 20 and 100 years. In one example of
how an EHR archive might function, their research "describes a co-operative trusted notary archive
(TNA) which receives health data from different EHR-systems, stores data together with associated
meta-information for long periods and distributes EHR-data objects. TNA can store objects in XML-
format and prove the integrity of stored data with the help of event records, timestamps and archive
e-signatures." In addition to the TNA archive described by Ruotsalainen and Manning, other
combinations of EHR systems and archive systems are possible. Again, overall requirements for the
design and security of the system and its archive will vary and must function under ethical and legal
principles specific to the time and place.
While it is currently unknown precisely how long EHRs will be preserved, it is certain that length of
time will exceed the average shelf-life of paper records. The evolution of technology is such that the
programs and systems used to input information will likely not be available to a user who desires to
examine archived data. One proposed solution to the challenge of long-term accessibility and
usability of data by future systems is to standardize information fields in a time-invariant way, such
as with XML language. Olhede and Peterson report that the basic XML-format has undergone
preliminary testing in Europe by a Spri project and been found suitable for EU purposes. Spri has
advised the Swedish National Board of Health and Welfare and the Swedish National Archive to issue
directives concerning the use of XML as the archive-format for EHCR (Electronic Health Care Record)
information."

14. Synchronization of records
When care is provided at two different facilities, it may be difficult to update records at both
locations in a co-ordinated fashion. This is a problem that plagues distributed computer records in all
industries. Two models have been used to satisfy this problem: a centralized data server solution,
and a peer-to-peer file synchronization program (as has been developed for other peer-to-peer
networks). In the United States, Great Britain, and Germany, the concept of a national centralized
server model of healthcare data has been poorly received. Issues of privacy and security in such a
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model have been of concern.
Synchronization programs for distributed storage models, however, are only useful once record
standardization has occurred. Merging of already existing public healthcare databases is a common
software challenge. The ability of electronic health record systems to provide this function is a key
benefit and can improve healthcare delivery.

15. Privacy
Privacy concerns in healthcare apply to both paper and electronic records. According to the Los
Angeles Times, roughly 150 people (from doctors and nurses to technicians and billing clerks) have
access to at least part of a patient's records during a hospitalization, and 600,000 payers, providers
and other entities that handle providers' billing data have some access also. Recent revelations of
"secure" data breaches at centralized data repositories, in banking and other financial institutions, in
the retail industry, and from government databases, have caused concern about storing electronic
medical records in a central location. Records that are exchanged over the Internet are subject to
the same security concerns as any other type of data transaction over the Internet.
The Health Insurance Portability and Accountability Act (HIPAA) was passed in the US in 1996 to
establish rules for access, authentications, storage and auditing, and transmittal of electronic
medical records. This standard made restrictions for electronic records more stringent than those for
paper records. However, there are concerns as to the adequacy of implementation of these
standards. In the European Union (EU), several Directives of the European Parliament and of the
Council protect the processing and free movement of personal data, including for purposes of health
care. Personal Information Protection and Electronic Documents Act (PIPEDA) was given Royal
Assent in Canada on April 13, 2000 to establish rules on the use, disclosure and collection of
personal information. The personal information includes both non-digital and electronic form. In
2002, PIPEDA extended to the health sector in Stage 2 of the law's implementation. There are four
provinces where this law does not apply because its privacy law was considered similar to PIPEDA:
Alberta, British Columbia, Ontario and Quebec.
Privacy and Security of the Electronic Health Record: As the ever-changing healthcare industry
evolves, one key topic within the electronic health record (EHR) is privacy. The Federal government
has set guidelines that all healthcare organizations will have to comply with in regards to electronic
health transactions. Most supporters believe that the EHR will improve care and reduced costs,
while transforming the health care system, but whether the privacy of the records will be upheld is
yet to be determined. A successful partnership for administrative health data standards can promote
the development of clinical data standards and their application in computer based patient record
systems.
One major issue that has risen on the privacy of the U.S. network for electronic health records is the
strategy to secure the privacy of patients. President Bush calls for the creation of networks, but
federal investigators report that there is no clear strategy to protect the privacy of patients as the
promotions of the electronic medical records expands throughout the United States. In 2007, the
Government Accountability Office reports that there is a jumble of studies and vague policy
statements but no overall strategy to ensure that privacy protections would be built into computer
networks linking insurers, doctors, hospitals and other health care providers. The privacy threat
posed by the interoperability of a national network is a key concern. One of the most vocal critics of
EMRs, New York University Professor Jacob M. Appel, has claimed that the number of people who
will need to have access to such a truly interoperable national system, which he estimates to be 12
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million, will inevitable lead to breaches of privacy on a massive scale. Appel has written that while
"hospitals keep careful tabs on who accesses the charts of VIP patients," they are powerless to act
against "a meddlesome pharmacist in Alaska" who "looks up the urine toxicology on his daughter's
fiance in Florida, to check if the fellow has a cocaine habit." This is a significant barrier for the
adoption of an EHR. Accountability among all the parties that are involved in the processing of
electronic transactions including the patient, physician office staff, and insurance companies, is the
key to successful advancement of the EHR in the U.S. Supporters of EHRs have argued that there
needs to be a fundamental shift in attitudes, awareness, habits, and capabilities in the areas of
privacy and security of individuals health records if adoption of an EHR is to occur. According to the
Wall Street Journal, the DHHS takes no action on complaints under HIPAA, and medical records are
disclosed under court orders in legal actions such as claims arising from automobile accidents. HIPAA
has special restrictions on psychotherapy records, but psychotherapy records can also be disclosed
without the client's knowledge or permission, according to the Journal. For example, Patricia Galvin,
a lawyer in San Francisco, saw a psychologist at Stanford Hospital & Clinics after her fiance
committed suicide. Her therapist had assured her that her records would be confidential. But after
she applied for disability benefits, Stanford gave the insurer her therapy notes, and the insurer
denied her benefits based on what Galvin claims was a misinterpretation of the notes. Stanford had
merged her notes with her general medical record, and the general medical record wasn't covered
by HIPAA restrictions. Within the private sector, many companies are moving forward in the
development, establishment and implementation of medical record banks and health information
exchange. By law, companies are required to follow all HIPAA standards and adopt the same
information-handling practices that have been in effect for the federal government for years. This
includes two ideas, standardized formatting of data electronically exchanged and federalization of
security and privacy practices among the private sector. Private companies have promised to have
stringent privacy policies and procedures. If protection and security are not part of the systems
developed, people will not trust the technology nor will they participate in it. So, the private sector
know the importance of privacy and the security of the systems and continue to advance well ahead
of the federal government with electronic health records.

16. Hardware limitations
Computer access is required to use an electronic health record system. A sufficient number of
workstations, laptops, or other mobile computers must be available to accommodate the number of
healthcare providers at any one facility. EHR software ought to be backwards compatible with older
technology so that existing technology infrastructure can be used. Furthermore, most healthcare
facilities have at least some degree of existing computerization, whether in the lab or in billing
services. EHR systems need to interface with existing systems, again mandating a modular approach.
In the past, poor networking technology was a limiting factor in the adoption of EHR software. There
are now solutions which profit from new networking and mobile technology.

17. Cost Advantages and Disadvantages
Most practitioners and healthcare organizations will agree that both quality healthcare and medical
error reduction take precedence over many other healthcare concerns. Common knowledge to
most, the U.S. allocates a vast amount of funds towards the health care industrymore than $1.7
trillion per year. Unfortunately, these distributed funds have not significantly improved the U.S.s
quality of healthcare. The implementation of electronic health records (EHR) can help lessen patient
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sufferance due to medical errors and the inability of analysts to assess quality. Of course, such
savings will not occur overnight and will require EHR adoption by most healthcare businesses.
Obviously, these savings can lead to healthcare quality promotion. In addition, these savings are not
limited to businesses alone: If savings are allocated using the current level of spending from the
National Health Accounts, Medicare would receive about $23 billion of the potential savings per
year, and private payers would receive $31 billion per year. Computerized Physician Order Entry
(CPOE)one component of EHRincreases patient safety by listing instructions for physicians to follow
when they prescribe drugs to patients. Naturally, CPOE can tremendously decrease medical errors:
CPOE could eliminate 200,000 adverse drug events and save about $1 billion per year if installed in
all hospitals. Furthermore, If patients are aware of their opportunities, they are more likely to
comply with their doctors recommendations; thus, reducing future hospital visits and saving money.
Despite the advantages, many providers have not adopted EHR due to its expensiveness: The
cumulative cost for 90 percent of hospitals to adopt an EHR system is $98 billion [and] $17.2 billion
for physicians. The steep price of EHR and provider uncertainty regarding the value they will derive
from adoption in the form of return on investment has a significant influence on EHR adoption. In a
project initiated by the Office of the National Coordinator for Health Information (ONC), surveyors
found that hospital administrators and physicians who had adopted EHR noted that any gains in
efficiency were offset by reduced productivity as the technology was implemented, as well as the
need to increase information technology staff to maintain the system. Overall, physicians in the
focus groups did not see any financial incentives for adopting an EHR. In other words, if providers do
use an EHR system, not only do they have to pay for it, but they also have to pay for the
maintenance of the system and classes to train staff. Moreover, technology is not perfect. On
occasion, systems crash and experience technical difficulties, which is very costly to repair. Such
issues make providers question if EHR is a step they are willing to take. Overall, EHR systems provide
more benefits than disadvantages to patients and the economy. These systems can improve savings
and the quality of healthcare to a superior level.
The U.S. Congressional Budget Office concluded that the cost savings may only occur only in large
integrated institutions like Kaiser Permanente, and not in small physician offices. They challenged
the Rand Corp. estimates of savings. "Office-based physicians in particular may see no benefit if they
purchase such a product and may even suffer financial harm. Even though the use of health IT could
generate cost savings for the health system at large that might offset the EHR's cost, many
physicians might not be able to reduce their office expenses or increase their revenue sufficiently to
pay for it. For example. the use of health IT could reduce the number of duplicated diagnostic tests.
However, that improvement in efficiency would be unlikely to increase the income of many
physicians." If a physician performs tests in the office, it might reduce his or her income. "Given the
ease at which information can be exchanged between health it systems, patients whose physicians
use them may feel that their privacy is more at risk than if paper records were used."

18. Start-up costs and software maintenance costs
In a 2006 survey, lack of adequate funding was cited by 729 health care providers as the most
significant barrier to adopting electronic records. At the American Health Information Management
Association conference in October 2006, panelists estimated that purchasing and installing EHR will
cost over $32,000 per physician, and maintenance about $1,200 per month (including the
amortization of startup investment). Vendor costs only account for 60-80% of these costs.
There are exceptions. A November 2006 survey of a widely available open source EHR reported
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startup costs of only $1083 - $7500/provider and $67 - $750/month per provider.
Some proponents of EHR systems suggest that startup costs will be recouped within 3 years. A study
of the effects of EHRs in primary care settings published in the American Journal of Medicine
estimated net benefits from EHR use of over $86,000 per provider over a five-year period. Some
physicians are skeptical of such published cost-savings claims, however. They believe the data is
skewed by vendors and by others who have a stake in the success of EHR implementation. Many are
resistant to invest in a system which they are not confident will provide them with a return on their
investment.
Brigham and Womens Hospital in Boston, Massachusetts, estimated it achieved net savings of $5
million to $10 million per year following installation of a computerized physician order entry system
that reduced serious medication errors by 55 percent. Another large hospital generated about $8.6
million in annual savings by replacing paper medical charts with EHRs for outpatients and about $2.8
million annually by establishing electronic access to laboratory results and reports. Furthermore,
software technology advances at a rapid pace. Most software systems require frequent updates,
often at a significant ongoing cost. Some types of software and operating systems require full-scale
re-implementation periodically, which disrupts not only the budget but also workflow. Physicians
desire modular upgrades and ability to continually customize, without large-scale reimplementation.
Training of employees to use an EHR system is costly, just as for training in the use of any other
hospital system. New employees, permanent or temporary, will also require training as they are
hired.
In the United States, a substantial majority of healthcare providers train at a VA facility sometime
during their career. With the widespread adoption of the VistA electronic health record system at all
VA facilities, few recently-trained medical professionals will be inexperienced in electronic health
record systems. Elderly practitioners who have never used computer-based systems eventually
retire.

19. Inertia
Most large organizations resist change. The institutional stress of implementing any new large-scale
system must be anticipated by management. According to the Agency for Healthcare Research and
Quality's National Resource Center for Health Information Technology, EHR implementations follow
the 80/20 rule; that is, 80% of the work of implementation must be spent on issues of change
management, while only 20% is spent on technical issues related to the technology itself.
The healthcare industry has more licensed professionals with advanced degrees than any other
industry. However, systems analysis and computer science has not, until recently, been an integral
part of healthcare training. Most health administrators also lack training in computer science.

20. Legal barriers
20.1. Liability barriers
Legal liability in all aspects of healthcare was an increasing problem in the 1990s and 2000s. The
surge in the per capita number of attorneys and changes in the tort system caused an increase in the
cost of every aspect of healthcare, and healthcare technology was no exception. Failure or damages
caused during installation or utilization of an EHR system has been feared as a threat in lawsuits.
This liability concern was of special concern for small EHR system makers. Some smaller companies
may be forced to abandon markets based on the regional liability climate. Larger EHR providers (or
government-sponsored providers of EHRs) are better able to withstand legal assaults. In some
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communities, hospitals attempt to standardize EHR systems by providing discounted versions of the
hospital's software to local healthcare providers. A challenge to this practice has been raised as
being a violation of Stark rules that prohibit hospitals from preferentially assisting community
healthcare providers. In 2006, however, exceptions to the Stark rule were enacted to allow hospitals
to furnish software and training to community providers, mostly removing this legal obstacle.

21. Ownership of electronic records
HIPAA standards allow patients the right to review the content of their medical records. When
records are centralized, it is often difficult to determine whose responsibility it is to maintain the
records. If a company agrees to manage and maintain records but goes out of business, how does
that impact the healthcare provider whose ultimate responsibility it is for record maintenance? If a
healthcare provider retires or goes out of business, what arrangements to convert records to
archival formats are available? If an individual physician and a hospital system share a record
database system but then the individual physician leaves that healthcare system, how does she
separate her practice's records from the hospital's central database to take them with her for
archival, as often required by law? Who determines the frequency of "purging" of records? A patient
may store a portion of his/her health records online or with an independent storage service (in a
health record trust), in which case that subset of records is no longer under the control of the
healthcare provider. This transfers HIPAA liabilities to the databank that stores the records for the
individual. Concerns about loss of data integrity and lessened HIPAA adherence arise, because these
records are no longer part of the health record maintained by the healthcare provider.

22. Unalterability of records, spurious records, and digital signatures
Medical records must be kept in unaltered form and authenticated by the creator. However, simple
mistakes often create spurious documents. How are spurious documents identified so that they do
not clutter the medical record without altering or disposing of them illegally? Most national and
international standards now accept electronic signatures. However, a database of electronic
signatures must be created as an EHR system is implemented.

23. Customization
Each healthcare environment functions differently, often in significant ways. It is difficult to create a
"one-size-fits-all" EHR system. An ideal EHR system will have record standardization but interfaces
that can be customized to each provider environment. Modularity in an EHR system facilitates this.
Many EHR companies employ vendors to provide customization. This customization can often be
done so that a physician's input interface closely mimics previously utilized paper forms. At the same
time they reported negative effects in communication, increased overtime, and missing records
when a non-customized EMR system was utilized. Customizing the software when it is released
yields the highest benefits because it is adapted for the users and tailored to workflows specific to
the institution. Customization can have its disadvantages. There is, of course, higher costs involved
to implementation of a customized system initially. More time must be spent by both the
implementation team and the healthcare provider to understand the workflow needs.
Development and maintenance of these interfaces and customizations can also lead to higher
software implementation and maintenance costs. These hurdles make customizations that can be
made publicly available through an open source model more desirable.
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24. Successful implementations of EHR systems
In the United States, the Department of Veterans Affairs (VA) has the largest enterprise-wide health
information system that includes an electronic medical record, known as the Veterans Health
Information Systems and Technology Architecture or VistA. A graphical user interface known as the
Computerized Patient Record System (CPRS) allows health care providers to review and update a
patients electronic medical record at any of the VA's over 1,000 healthcare facilities. CPRS includes
the ability to place orders, including medications, special procedures, X-rays, patient care nursing
orders, diets, and laboratory tests. The US Indian Health Service uses an EHR similar to VistA called
RPMS. VistA Imaging is also being used to integrate images and co-ordinate PACS into the EHR
system. As of 2005, the National Health Service (NHS) in the United Kingdom also began an EHR
system. The goal of the NHS is to have 60,000,000 patients with a centralized electronic health
record by 2010. The plan involves a gradual roll-out commencing May 2006, providing general
practitioners in England access to the National Programme for IT (NPfIT). The Canadian province of
Alberta started a large-scale operational EHR system project in 2005 called Alberta Netcare, which is
expected to encompass all of Alberta by 2008.

25. Failures in Health Information Technology implementation
In 2002 at Cedars Sinai Medical Center in Los Angeles, physician dissatisfaction forced the
administration to scrap a proprietary $34 million Central Physician Order Entry system that was
developed within the medical center itself. Physicians were reported by nurses as being
embarrassed by the number of errors the system caught and corrected, as well as being frustrated
by the slow performance of the system. It is notable that the system had never been used or tested
outside of Cedars-Sinai.
As many as 30% of EHR implementation attempts have failed over the past few years, according to
the National Health Information Network Co-ordinator, David Brailer. Brailer's Santa Barbara County
Care Data Exchange failed for a variety of reasons including poor project management, technical
challenges, and a failure to create a compelling business model for the participants. Advocates of
electronic health records hope that product certification will provide US physicians and hospitals
with the assurance they need to justify significant investments in new systems. The Certification
Commission for Healthcare Information Technology (CCHIT), a private nonprofit group, was funded
in 2005 by the U.S. Department of Health and Human Services to develop a set of standards and
certify vendors who meet them. As of October 2006, CCHIT had certified 34 ambulatory EHR
products

Topic Objective:
At the end of the topic student will able to understand:
Abuses
Destruction
Risk of death or harm
Research, auditing, and evaluation
Medical emergency
Capacity
Accessibility
Ownership
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Production
Administrative issues
Other information
Test results
Progress notes
Orders
Physical examination
History of the present illness
Chief complaint
Medical encounters
Growth chart and developmental history
Immunization history
Habits
Social history
Family history
Medications and medical allergies
Obstetric history
Surgical history
Medical history
Demographics
Contents
Format
Purpose

Definition/Overview:
A medical record, health record, or Coding Standards is a systematic documentation of a patient's
medical history and care. The term 'Medical record' is used both for the physical folder for each
individual patient and for the body of information which comprises the total of each patient's health
history. Medical records are intensely personal documents and there are many ethical and legal
issues surrounding them such as the degree of third-party access and appropriate storage and
disposal. Although medical records are traditionally compiled and stored by health care providers,
personal health records maintained by individual patients have become more popular in recent
years.

Key Points:
1. Purpose
The information contained in the medical record allows health care providers to provide continuity
of care to individual patients. The medical record also serves as a basis for planning patient care,
documenting communication between the health care provider and any other health professional
contributing to the patient's care, assisting in protecting the legal interest of the patient and the
health care providers responsible for the patient's care, and documenting the care and services
provided to the patient. In addition, the medical record may serve as a document to educate medical
students/resident physicians, to provide data for internal hospital auditing and quality assurance,
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and to provide data for medical research. Personal health records combine many of the above
features with portability, thus allowing a patient to share medical records across providers and
health care systems..

2. Format
Traditionally, medical records have been written on paper and kept in folders. These folders are
typically divided into useful sections, with new information added to each section chronologically as
the patient experiences new medical issues. Active records are usually housed at the clinical site, but
older records (e.g., those of the deceased) are often kept in separate facilities.
The advent of electronic medical records has not only changed the format of medical records but
has increased accessibility of files. The use of an individual dossier style medical record, where
records are kept on each patient by name and illness type originated at the Mayo Clinic out of a
desire to simplify patient tracking and to allow for medical research.

3. Contents
Although the specific content of the medical record may vary depending upon specialty and location,
it usually contains the patient's identification information, the patient's health history (what the
patient tells the health-care providers about his or her past and present health status), and the
patient's medical examination findings (what the health-care providers observe when the patient is
examined). Other information may include lab test results; medications prescribed; referrals ordered
to health-care providers; educational materials provided; and what plans there are for further care,
including patient instruction for self-care and return visits. In some places, billing information is
considered to be part of the medical record.

4. Demographics
Demographics include patient information that is not medical in nature. It is often information to
locate the patient, including identifying numbers, addresses, and contact numbers. It may contain
information about race and religion as well as workplace and type of occupational information. It
may also contain information regarding the patient's health insurance. It is common to also find
emergency contacts located in this section of the medical chart.

5. Medical history
The medical history is a longitudinal record of what has happened to the patient since birth. It
chronicles diseases, major and minor illnesses, as well as growth landmarks. It gives the clinician a
feel for what has happened before to the patient. As a result, it may often give clues to current
disease states. It includes several subsets detailed below.

6. Surgical history
The surgical history is a chronicle of surgery performed for the patient. It may have dates of
operations, operative reports, and/or the detailed narrative of what the surgeon did.

7. Obstetric history
The obstetric history lists prior pregnancies and their outcomes. It also includes any complications of
these pregnancies.
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8. Medications and medical allergies
The medical record may contain a summary of the patient's current and previous medications as
well as any medical allergies.

9. Family history
The family history lists the health status of immediate family members as well as their causes of
death (if known). It may also list diseases common in the family or found only in one sex or the
other. It may also include a pedigree chart. It is a valuable asset in predicting some outcomes for the
patient.

10. Social history
The social history is a chronicle of human interactions. It tells of the relationships of the patient,
his/her careers and trainings, schooling and religious training. It is helpful for the physician to know
what sorts of community support the patient might expect during a major illness. It may explain the
behavior of the patient in relation to illness or loss. It may also give clues as to the cause of an illness
(e.g. occupational exposure to asbestos).

11. Habits
Various habits which impact health, such as tobacco use, alcohol intake, recreational drug use,
exercise, and diet are chronicled, often as part of the social history. This section may also include
more intimate details such as sexual habits and sexual preferences.

12. Immunization history
The history of vaccination is included. Any blood tests proving immunity will also be included in this
section.

13. Growth chart and developmental history
For children and teenagers, charts documenting growth as it compares to other children of the same
age is included, so that health-care providers can follow the child's growth over time. Many diseases
and social stresses can affect growth and longitudinal charting and can thus provide a clue to
underlying illness. Additionally, a child's behavior (such as timing of talking, walking, etc.) as it
compares to other children of the same age is documented within the medical record for much the
same reasons as growth.

14. Medical encounters
Within the medical record, individual medical encounters are marked by discrete summations of a
patient's medical history by a physician, nurse practitioner, or physician assistant and can take
several forms. Hospital admission documentation (i.e., when a patient requires hospitalization) or
consultation by a specialist often take an exhaustive form, detailing the entirety of prior health and
health care. Routine visits by a provider familiar to the patient, however, may take a shorter form
such as the problem-oriented medical record (POMR), which includes a problem list of diagnoses or
a "SOAP" method of documentation for each visit. Each encounter will generally contain the aspects
below:

15. Chief complaint
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This is the problem that has brought the patient to see the doctor. Information on the nature and
duration of the problem will be explored.

16. History of the present illness
A detailed exploration of the symptoms the patient is experiencing that have caused the patient to
seek medical attention.

17. Physical examination
The physical examination is the recording of observations of the patient. This includes the vital signs
, muscle power and examination of the different organ systems, especially ones that might directly
be responsible for the symptoms the patient is experiencing.

18. Orders
Written orders by medical providers are included in the medical record. These detail the instructions
given to other members of the health care team by the primary providers.

19. Progress notes
When a patient is hospitalized, daily updates are entered into the medical record documenting
clinical changes, new information, etc. These often take the form of a SOAP note and are entered by
all members of the health-care team (doctors, nurses, physical therapists, dietitians, clinical
pharmacists, respiratory therapists, etc). They are kept in chronological order and document the
sequence of events leading to the current state of health.

20. Test results
The results of testing, such as blood tests (e.g., complete blood count) radiology examinations (e.g.,
X-rays), pathology (e.g., biopsy results), or specialized testing (e.g., pulmonary function testing) are
included. Often, as in the case of X-rays, a written report of the findings is included in lieu of the
actual film.

21. Other information
Many other items are variably kept within the medical record. Digital images of the patient,
flowsheets from operations/intensive care units, informed consent forms, EKG tracings, outputs
from medical devices (such as pacemakers), chemotherapy protocols, and numerous other
important pieces of information form part of the record depending on the patient and his or her set
of illnesses/treatments.

22. Administrative issues
Medical records are legal documents and are subject to the laws of the country/state in which they
are produced. As such, there is great variability in rule governing production, ownership,
accessibility, and destruction.

23. Production
In the United States, written records must be marked with the date and time and scribed with
indelible pens without use of corrective paper. Errors in the record should be struck out with a single
line and initialed by the author. Orders and notes must be signed by the author. Electronic versions
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require an electronic signature.

24. Ownership
In the United States, the data contained within the medical record belongs to the patient, whereas
the physical form the data takes belongs to the entity responsible for maintaining the record.
Therefore, patients have the right to ensure that the information contained in their record is
accurate. Patients can petition their health care provider to remedy factually incorrect information
in their records.
In the United Kingdom, ownership of the NHS's medical records belong to the Department of Health,
and this is taken by some to mean copyright also belongs to the authorities.

25. Accessibility
In the United States, the most basic rules governing access to a medical record dictate that only the
patient and the health-care providers directly involved in delivering care have the right to view the
record. The patient, however, may grant consent for any person or entity to evaluate the record. The
full rules regarding access and security for medical records are set forth under the guidelines of the
Health Insurance Portability and Accountability Act (HIPAA). The rules become more complicated in
special situations.

26. Capacity
When a patient does not have capacity (is not legally able) to make decisions regarding his or her
own care, a legal guardian is designated (either through next of kin or by action of a court of law if
no kin exists). Legal guardians have the ability to access the medical record in order to make medical
decisions on the patients behalf. Those without capacity include the comatose, minors (unless
emancipated), and patients with incapacitating psychiatric illness or intoxication.

27. Medical emergency
In the event of a medical emergency involving a non-communicative patient, consent to access
medical records is assumed unless written documentation has been previously drafted (such as an
advance directive)

28. Research, auditing, and evaluation
Individuals involved in medical research, financial or management audits, or program evaluation
have access to the medical record. They are not allowed access to any identifying information,
however.

29. Risk of death or harm
Information within the record can be shared with authorities without permission when failure to do
so would result in death or harm, either to the patient or to others. Information cannot be used,
however, to initiate or substantiate a charge unless the previous criteria are met (i.e., information
from illicit drug testing cannot be used to bring charges of possession against a patient). This rule
was established in the United States Supreme Court case Jaffe v. Redmond.
In the United Kingdom, the Data Protection Acts and later the Freedom of Information Act 2000 gave
patients or their representatives the right to a copy of their record, except where information
breaches confidentiality (e.g., information from another family member or where a patient has
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asked for information not to be disclosed to third parties) or would be harmful to the patient's
wellbeing (e.g., some psychiatric assessments). Also, the legislation gives patients the right to check
for any errors in their record and insist that amendments be made if required.

30. Destruction
In general, entities in possession of medical records are required to maintain those records for a
given period. In the United Kingdom, medical records are required for the lifetime of a patient and
legally for as long as that complaint action can be brought. Generally in the UK, any recorded
information should be kept legally for 7 years, but for medical records additional time must be
allowed for any child to reach the age of responsibility (20 years). Medical records are required many
years after a patients death to investigate illnesses within a community (e.g., industrial or
environmental disease or even deaths at the hands of doctors committing murders, as in the Harold
Shipman case).

31. Abuses
The outsourcing of medical record transcription and storage has the potential to violate patient-
physician confidentiality by possibly allowing unaccountable persons access to patient data.
Falsification of a medical record by a medical professional is a felony in most United States
jurisdictions.
Governments have often refused to disclose medical records of military personnel who have been
used as experimental subjects.

In Section 2 of this course you will cover these topics:
Learning Medical Record Software
Data Entry At The Point Of Care

Topic Objective:
At the end of the topic student will able to understand:
Medical Records Software Ease-of-Use
Ease-of-Use Benefits
Medical Records Software Clinical Data Management
Data Management Benefits
Medical Records Software Electronic Communications
Electronic Communications Benefits
Medical Records Software HIPAA Compliance Management
HIPAA Compliance Management Benefits
Medical Records Software Workflow Management and Productivity
Workflow Management and Productivity Benefits
Medical Records Software Practice-Friendly Product Design
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Definition/Overview:
Medical Records software helps medical providers meet the growing challenges of today's health
care system. Spring Charts Medical Records software has been designed for ease of use to enable
users to rapidly achieve return on investment through productivity and office efficiency gains. In
addition, Spring Charts Medical Records software helps providers meet the growing need for secure
and portable medical records.

Key Points:
1. Medical Records Software Ease-of-Use
Medical Records is easy to implement and use so doctors and their staffs can focus on patient care--
not on installing, learning and maintaining a complicated system. Installed for over 2 years in busy
medical offices throughout the U.S., Medical Record Electronic Software is designed to work the way
real practices work, supporting normal workflow and time-honored standard procedures. Built to be
useful and productive from the day it's installed, the flexibility of enables doctors to easily customize
the system to meet their specific practice requirements.

2. Ease-of-Use Benefits
Fast doctor learning curve
Reduced staff training costs
Minimal installation time and effort
Minimal system maintenance time and effort
Excellent fit with the Tablet PC
Strong patient acceptance
Flexibility and Adaptability: Your practice. Your way.

3. Medical Records Software Clinical Data Management
See more patients in a day as you reduce time spent looking for lost charts, hunting down test
results, and handwriting prescriptions. Puts all patient data in one easily accessible place; viewable
and searchable with just a few key strokes.
Graphs, drawings and digital photos can be added to make charts as descriptive as possible.
Diagnosis codes, drug lists, and tests are accessed with a click on a pick list. Never has it been so easy
to document patient encounters so thoroughly, accurately and quickly. Prescriptions are written
within the program, automatically added to patient history and subsequently faxed or printed,
making them easier to track and less likely to be misread. With , patient data acts as the valuable
point-of-care resource that it is intended to be, rather than a burden that consumes scarce time
which could be better spent providing quality care. Revenue is increased, your office runs more
efficiently and perhaps most importantly--it becomes easier to provide the high standard of care
that your patients expect.

4. Data Management Benefits
Eliminate time spent looking for lost charts
View patient charts where and when they are needed
Share charts among staff to complete multiple tasks at once
View complete patient medical records at-a-glance
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More comprehensive documentation in less time

5. Medical Records Software Electronic Communications
Makes office communications faster, easier and more accurate. The number of phone calls made by
your staff will be dramatically reduced as many of your communications become as easy as a few
keystrokes. Email functions provide an integrated and convenient means of communicating with
staff, patients, and important healthcare providers such as labs and pharmacies. And because
recognizes patient Email addresses, all electronic patient communications are automatically linked
to patient charts, so you can easily keep track of each message sent or received.

6. Electronic Communications Benefits
Speeds interoffice communication
Enables efficient and secure handling of external Emails
Captures all patient related messages and charts them to appropriate record

7. Medical Records Software HIPAA Compliance Management
New rules stipulated by the Health Information Portability and Accountability Act (HIPAA) legislation
impact physician practices on a daily basis. Makes it easier to comply with HIPAA by making your
patient data more secure and easier to manage and track. Our user-definable data security
capabilities help you get a handle on who can view or change data. Features including chart access
auditing and access restrictions enable you to precisely define who can access data and should the
need arise, easily create a reliable and comprehensive record of that access.

8. HIPAA Compliance Management Benefits
Enables easier compliance with HIPAA regulations
Safeguards patient data security
Makes compliance reporting easier and more accurate

9. Medical Records Software Workflow Management and Productivity
Increase your office productivity as you shift the heavy-lifting of office operations to. As revenue
increases and time spent on tedious office tasks subsides, youll wonder how you ever lived without
the powerful productivity tools in.
Know where your patients are at all times within the office, keep track of to dos and reminders, and
send urgent messages and alerts on-line. Collaboration among doctors and staff is immediate even
with an office full of patients and billing and claims are made easier with auto-generated routing
slips and superbills.
Even clerical tasks are made easier. Letters are easier to create, send and record using
correspondence tools. Fully integrated with patient charting functions, tools such as word
processing, micro-templates and address book enable users to create correspondence within , so
theres no need to go to a dedicated system and disrupt your workflow simply to write a letter.

10. Workflow Management and Productivity Benefits
Make better use of resources
Speed-up patient visits
Improve patient satisfaction
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See more patients in less time
Produce more complete notes and correspondence in less time

11. Medical Records Software Practice-Friendly Product Design
design concentrates frequently accessed patient data in just a few screens:
Practice View: Practice View screen provides an up-to-the-minute overview of all office activity.

Topic Objective:
At the end of the topic student will able to understand:
Building The Data-Base For Orthopedic Medicine
Process Flow Management
What is Available For PDE-EMR?
Word/Template Models
The Hindsighted Models
Oriented Model
The Hybrids

Definition/Overview:
The FPG Model is well thought-out, but it can take years to fully understand that it puts the
complete power of the healthcare system into the hands of the physician at the point of care. You
may evaluate many large healthcare computer systems that need large computers and massive
amounts of software with numerous manuals and staff required for operation.

Key Points:
1. Building The Data-Base For Orthopedic Medicine
We decided to purchase the software for the NMOA practice along with training time with Dr.
Naegele. While working with Dr. Naegele, it soon became apparent that he thoroughly understands
computer hardware and software in all aspects. He is well versed in computer operations
management and development. Unlike all my personal experiences with "system types," Dr. Naegele
is very creative with how he adapts to the circumstances he encounters. Specifically, one of our
physicians had insisted that his "template output" be replicated by the HUB system. I was ready to
resist such a requirement, but Dr. Naegele insisted the confidence of the physician was paramount
to our ultimate success. He replicated the output and then the physician realized the short
sightedness of his insistence. He allowed reasonable modifications that made the HUB function
more smoothly. His FPG Model really works. The FPG model is very easy to underestimate because it
looks and seems so simple, but after extended use, it becomes very clear that this simple FPG model
can easily run and manage the largest of healthcare facilities. It can all occur in the background so
the users and information system's personnel will need very little interaction for full functionality.
After a year of working on the database for a few hours per week, we had a physician, Dr. Anthony
Pachelli, who was ready for implementation. We opted for the radio network so that Dr. Pachelli
could use a hand held pen computer. The first day went okay, but not great. Though there was no
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problem with the HUB system, the database that we built was not oriented toward the process flow
of Dr. Pachelli's clinic.
Over the next day, we restructured the database to better model the actual process flow of the
orthopedic physician's job and that was it--it worked! In under a month, Dr. Pachelli was able to see
more patients in less time, give more time to the patient, get more complete and accurate
documentation to meet all of the new HCFA E&M coding, and cut overhead costs substantially.

2. Process Flow Management
Process flow management is a well-known tool within the manufacturing industry. However, it is
basically an unknown concept within the healthcare industry. Whether one is building a product or
one is giving a service, one has to do the job in a specific order in order to get the job done. When
building a car, it is plain to see that one has to put the metal sides on the car prior to putting the
screws in to hold the metal sides.
However, in service-oriented businesses, there are a number of ways to give service, some of which
will be more efficient and productive than others. Within the field of medicine, we have been using
the terms slow doctors and fast doctors, but with the concepts of process flow management, one
soon realizes that there are organized doctors and disorganized doctors.
The HUB program is the only object oriented PDE-EMR that we have ever seen. The FPG is a process
flow management model of the healthcare industry. The usefulness of the HUB system depends
solely upon the database that the user builds or uses. There are many databases now available for
other specialties that other groups have built.

3. What is Available For PDE-EMR?
During our efforts of working with the HUB and in building the orthopedic database, we continued
to review any and all of the PDE-EMR products that we came across. We found that they could be
divided up into three main types and the hybrids.
The Word Processor/Template Models
The Hindsighted Models
The Foresighted Models
The Hybrids

4. Word/Template Models
The word processor template models are by far the vast majority of the products. They are basically
word processors with macros and links to templates that are divided up like the standard hand write
in medical chart. They are the efforts to reproduce the same thing that physicians use with
handwriting, except with a computer.
All reports have said that physician-data input is around 10-15 minutes per medical note per patient,
and this is after using it on 300 patients. Though very popular with large healthcare software
companies, none of these products have ever increased the physician's efficiency, cut operational
costs, or decreased work. In fact, all of them have been reported to cost more to install and maintain
than just doing it by hand.

5. The Hindsighted Models
The hindsighted models are few in number because they are very intensive in training. They
approach the problem from the end point, the diagnosis and work back from there. They take a long
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time for the physician to enter data.

6. Oriented Model
At present, there is only one foresighted model and only one object oriented technology model.
They are the same product- HUB. The HUB is dependent upon the user's database. These databases
are all-inclusive and lengthy. It takes hundreds of hours to build one of these databases from
scratch, though one's computer knowledge only requires the use of any text editor, and one's
knowledge of the medical or nursing specialty needs to be in the expert class. With a built database,
it usually takes around 60 patients to get back up to speed of the previous method. At 200-400
patients, physicians and nurses typically create unique medical notes at the rate of around 30-60
seconds per page, no matter what the scenario. The additional forms of hospital order sheets,
prescriptions, test request forms, transfer forms, patient education forms, discharge instruction
sheets, surgery scheduling forms, revisit sheets, work slips, medication logs, inventory logs, and
many more, are all freebies. They just get printed at no extra work for the nurse or the physician.
At present there are databases for Family Practice, Emergency Medicine, Urgent Care Medicine,
Internal Medicine and Orthopedic Medicine. There is a nursing database for Urgent Care Medicine.
Emergency Medicine is in use and near completion of its second edition. Under development are
Psychiatry, Ears, Nose, Throat Surgery, General Surgery, and Occupational Medicine. HUB Computer
Medical Systems is located in Albuquerque, NM.

7. The Hybrids
This is new and pioneering technology, so many people are trying different approaches with a
mixture of products and methods. The most popular computerized electronic medical record is the
transcriptionist-typed, dictated report. In some of these cases, physicians have access to these notes
for either viewing or data manipulation.

In Section 3 of this course you will cover these topics:
Electronic Coding From Medical Records
Advanced Techniques Speed Data Entry

Topic Objective:
At the end of the topic student will able to understand:
Legal status
Preservation
Technology limitations
Social and organizational barriers
Older record incorporation
Privacy
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Interoperability
Issues & Concerns

Definition/Overview:
Electronic medical record (EMR) is a medical record in digital format. In health informatics, an EMR is
considered by some to be one of several types of EHRs (electronic health records), but in general
usage EMR and EHR are synonymous. The term has sometimes included other systems which keep
track of medical information, such as the practice management system which supports the
electronic medical record.

Key Points:
1. Issues & Concerns
As of 2006, adoption of EMRs and other health information technology, such as computer physician
order entry (CPOE), has been minimal in the United States, in spite of studies showing revenue gains
after implementation. Fewer than 10% of American hospitals have implemented health information
technology, while a mere 16% of primary care physicians use EHRs. The vast majority of healthcare
transactions in the United States still take place on paper, a system that has remained unchanged
since the 1950s. The healthcare industry spends only 2% of gross revenues on information
technology, which is meager compared to other information intensive industries such as finance,
which spend upwards of 10%. The following issues are behind the slow rate of adoption:

2. Interoperability
In healthcare, interoperability is the ability of different information technology systems and software
applications to communicate, to exchange data accurately, effectively, and consistently, and to use
the information that has been exchanged.
In the United States, the development of standards for EMR interoperability is at the forefront of the
national health care agenda. EMRs, while an important factor in interoperability, are not a critical
first step to sharing data between practicing physicians, pharmacies and hospitals. Many physicians
currently have computerized practice management systems that can be used in conjunction with
health information exchange (HIE), allowing for first steps in sharing patient information (lab results,
public health reporting) which are necessary for timely, patient-centered and portable care. There
are currently multiple competing vendors of EHR systems, each selling a software suite that in many
cases is not compatible with those of their competitors. Only counting the outpatient vendors, there
are more than 25 major brands currently on the market. In 2004, President Bush created the Office
of the National Coordinator for Health Information Technology (ONC), originally headed, in order to
address interoperability issues and to establish a National Health Information Network (NHIN).
Under the ONC, Regional Health Information Organizations (RHIOs) have been established in many
states in order to promote the sharing of health information. Congress is currently working on
legislation to increase funding to these and similar programs. The Center for Information Technology
Leadership described four different categories (levels) of data structuring at which health care data
exchange can take place. While it can be achieved at any level, each has different technical
requirements and offers different potential for benefits realization.
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3. Privacy
A major concern is adequate confidentiality of the individual records being managed electronically.
According to the LA Times, roughly 150 people (from doctors and nurses to technicians and billing
clerks) have access to at least part of a patient's records during a hospitalization, and 600,000
payers, providers and other entities that handle providers' billing data have some access. Multiple
access points over an open network like the Internet increases possible patient data interception. In
the United States, this class of information is referred to as Protected Health Information (PHI) and
its management is addressed under the Health Insurance Portability and Accountability Act (HIPAA)
as well as many local laws. In the European Union (EU), several Directives of the European
Parliament and of the Council protect the processing and free movement of personal data, including
for purposes of health care. The organizations and individuals charged with the management of this
information are required to ensure adequate protection is provided and that access to the
information is only by authorized parties. The growth of EHR creates new issues, since electronic
data may be physically much more difficult to secure, as lapses in data security are increasingly being
reported. Information security practices have been established for computer networks, but
technologies like wireless computer networks offer new challenges as well.
A related concern is the potential privacy risk posed by interoperability. One of the most vocal critics
of EMRs, New York University Professor Jacob M. Appel, has claimed that the number of people who
will need to have access to such a truly interoperable national system, which he estimates to be 12
million, will inevitable lead to breaches of privacy on a massive scale. Appel has written that while
"hospitals keep careful tabs on who accesses the charts of VIP patients," they are powerless to act
against "a meddlesome pharmacist in Alaska" who "looks up the urine toxicology on his daughter's
fiance in Florida, to check if the fellow has a cocaine habit."

4. Older record incorporation
To attain the wide accessibility, efficiency, patient safety and cost savings promised by EMR, older
paper medical records ideally should be incorporated into the patient's record. The digital scanning
process involved in conversion of these physical records to EMR is an expensive, time-consuming
process, which must be done to exacting standards to ensure exact capture of the content. Because
many of these records involve extensive handwritten content, some of which may have been
generated by different healthcare professionals over the life span of the patient, some of the
content is illegible following conversion. The material may exist in any number of formats, sizes,
media types and qualities, which further complicates accurate conversion. In addition, the
destruction of original healthcare records must be done in a way that ensures that they are
completely and confidentially destroyed. Results of scanned records are not always usable; medical
surveys found that 22-25% of physicians are much less satisfied with the use of scanned document
images than that of regular electronic data.

5. Social and organizational barriers
According to the Agency for Healthcare Research and Quality's National Resource Center for Health
Information Technology, EMR implementations follow the 80/20 rule; that is, 80% of the work of
implementation must be spent on issues of change management, while only 20% is spent on
technical issues related to the technology itself. Such organizational and social issues include
restructuring workflows, dealing with physicians' resistance to change (or, alternatively, software
engineers' evolving research in deep modeling of the physician's knowledge and workflow domains),
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as well as IT personnels' resistance to design and implementation flexibility needed in the complex
healthcare environment, and creating a collaborative environment that fosters communication
between physicians and information technology project managers. Exemplifying this need are
several highly publicized HIT implementation failures, such as one at Cedars Sinai Medical Center in
Los Angeles, in which physicians revolted and forced the administration to scrap a $34 million CPOE
system as well as others compiled at a collection of cases of health IT difficulties by medical
informatics specialists. There are, however, several successful examples of EMR implementations in
large hospitals, usually hospital systems that have had years of experience developing custom EMRs,
for example the Veterans Administration hospital system, Kaiser Permanente's HealthConnect and
the VistA EMR.

6. Technology limitations
Limitations in software, hardware and networking technologies has made EMR difficult to affordably
implement in small, budget conscious, multiple location healthcare organizations. Until recently
most EMR systems were developed using older programming languages such as Visual Basic and
C++; however with many systems now being developed using Microsoft .NET Framework and Java
technology EMRs can be securely implemented across multiple locations with greater performance
and interoperability. Prior to the recent introduction of IEEE 802.11g/n wireless technology, access
to large files such as MRI and X-Ray images was slow. With these new wireless technologies data can
be securely transferred at speeds of up to 108 Mbit/s, across extended distances and in older
buildings built with brick or concrete walls. In the ASP model, where the EMR data is stored at an off-
site data center, the bandwidth limitation of the last mile Internet access still remains as the
bottleneck and as a technological limitation for large scanned file transfers.Tablet PC technology has
significantly improved over the recent years, Li-Ion/polymer batteries for battery life of up to 8
hours, biometric security, low-voltage processors and lighter weight solutions. For the new
generation of Tablet PC, there are now EMRs that are fully handwriting capable.

7. Preservation
Under data protection legislation and the law generally responsibility for patient records
(irrespective of the form they are kept in) is always on the creator and custodian of the record,
usually a health care practice or facility. The physical medical records are the property of the medical
provider (or facility) that prepares them. This includes films and tracings from diagnostic imaging
procedures such as X-ray, CT, PET, MRI, ultrasound, etc. The patient, however, according to HIPAA,
owns the information contained within the record and has a right to view the originals, and to obtain
copies under law. Additionally, those responsible for the management of the EMR are responsible to
see the hardware, software and media used to manage the information remain usable and not
degraded. This requires backup of the data and protection being provided to copies. It will also
require the planned periodic migration of information to address concerns of media degradation
from use.

8. Legal status
Medical records, such as physician orders, exam and test reports are legal documents, which must
be kept in unaltered form and authenticated by the creator.
Digital signatures Most national and international standards accept electronic signatures. According
to the American Bar Association, "A signature authenticates writing by identifying the signer with the
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signed document. When the signer makes a mark in a distinctive manner, the writing becomes
attributable to the signer." With proper security software, electronic authentication is more difficult
to falsify than the handwritten doctor's signature. However, as the recent rise in identity theft
demonstrates, no security method can totally prevent fraud, so auditing information security will
continue to be prudent when using EMR.

Digital records such as EHR create difficulties ensuring that the content, context and structure are
preserved when the records do not have a physical existence. As of 2006, national and state archives
authorities are still developing open, non-proprietary technical standards for electronic records
management (ERM).

Topic Objective:
At the end of the topic student will able to understand:
Data Entry
Advanced Techniques Speed Data Entry

Definition/Overview:
Although double data entry is useful for identifying typographical errors, we have no objective data
on its effectiveness. Some of the differences (or errors) it identifies may be of interpretation; others
may be simple typing errors, but we cannot easily determine the number of errors that are not
identified by double data entry. What effect do these errors have? Can errors be found in other
ways? Does double data entry add value or waste time? What is of interest is not the error rates
themselves but whether the conclusions differ before and after correcting the errors

Key Points:
1. Data Entry
None of these authors, however, addresses whether those errors mattered. Hilner et al describe
reviewing dietary data and report critical errors at 0.12%. They define critical errors as those
impacting on nutrient computations. Such errors might be specifically related to the primary
outcome but still not critical in the sense of affecting the conclusions drawn from the study. Other
papers have discussed assessments of data quality and objectivity in measuring data quality . An
example of objectivity is whether to regard a date as one or three fields. Are errors in the day and
month, for example, two errors or simply one? Additional material has been published that directly
compares, in an experimental setting, single versus double data entry. Seaman (without specifying
single or double data entry) notes that databases have sometimes completely missed some data on
the CRF,

2. Advanced Techniques Speed Data Entry
We assumed that all we could rely on to detect outliers were very simple exploratory data analysis
(EDA) techniques that were to be carried out whether double data entry as in place or not. We used
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a range check whereby a clinical judgment would suggest that, for this particular population, any
observed systolic blood pressure less than 90 mm Hg or greater than 150 mm Hg was worthy of
investigation. In practice, such range checks could be carried out either at the time of data entry (via
semi-intelligent data entry programs) or subsequently (via more traditional EDA methods). Other
methods could be used, such as searching for any value falling outside three standard deviations of
the sample mean, formal outlier-detecting methods, standard age sex-specific reference ranges , or
a standard definition for essential hypertension that combines both systolic and diastolic blood
pressure. Of crucial importance are checks specific to the context. Whilst judgment may suggest in
any particular case that follow-up of data is not required, in general, every highlighted data point is
one that potentially may need follow-up. Artificially setting wide acceptance/rejection limits to avoid
an excessive data management workload is not acceptable.
We further assumed the availability of some written record (either a set of patient notes or a CRF) to
check the apparent correctness of any data value. Any data point identified as being potentially in
error could therefore have been checked and, if appropriate, corrected. Any erroneous data point
that such range checks could not identify, even though it may have been identified by double data
entry, would not have been corrected since we assumed we would have no reason to doubt its
correctness anyway.
In the real clinical setting, we recommend two-stage data checking. A reference back to the original
CRF that indicates a data entry error should lead to a correction of the database. If, on the other
hand, what appears on the CRF is actually outside of the prespecified range checks, then the validity
of the source data must be challenged. This follows by definition: values falling outside of agreed
range checks are (at best) unlikely to be clinically valid (and may even be clinically impossible); the
fact that it is the value written on the CRF does not excuse us from challenging its validity. For the
final analysis, if we cannot confirm unlikely or impossible data to be in error, then it may be
appropriate to report results both with and without including these data points. For the simulations
reported here, we assume recoverability of all true values. Our simulations do not, therefore, need a
two-stage data checking mechanism to mimic what should happen in real clinical trials.

In Section 4 of this course you will cover these topics:
Using The Ehr To Improve Patient Care

Topic Objective:
At the end of the topic student will able to understand:
Intervening
Reason
Opportunity

Definition/Overview:
Health maintenance is crucial for preventing morbidity and premature mortality, but many patients
do not receive preventive services at recommended intervals. One reason for this is the lack of up-
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to-date information accurately reflecting patients history. Electronic health records (EHRs) can be
useful, but are often incomplete. Patient input has the potential to improve the accuracy of this
information. In this study, we assessed the current state of EHR completeness for preventive
services and the added value of patient reported information.

Key Points:
1. Intervening
Intervening before a disease develops or early in its course can dramatically improve outcomes
across a variety of conditions. Health maintenance procedures such as vaccinations, colonoscopies,
mammograms, and Pap smears are widely acknowledged as crucial for preventing morbidity and
premature mortality , and . Numerous recommendations for preventive treatment have come from
a variety of sources including professional associations, advocacy groups and individual experts.
Recognizing the utility of prevention and the necessity for a unified set of guidelines, the US
Preventive Services Task Force has published a guide to encourage primary care physicians to test,
counsel and/or vaccinate their patients for a variety of diseases. However, despite the availability of
clinical guidelines, many patients still do not receive all the recommended preventive services at
suggested intervals

2. Reason
The reasons for this lack of compliance include physician confusion due to the volume of
recommended measures, lack of time during a clinic visit to check whether all the tests are up-to-
date, insufficient systems to track and manage overdue tests, and sometimes uncertainty about the
efficacy of preventive measures. However, compliance is also made more difficult by the lack of
reliable, up-to-date information that accurately reflects the patients medical history, including their
health maintenance procedure status. In a paper-based system, patient clinical information is
created and maintained by each practice where patients are seen, and is not easily available to
patients and non-custodial providers. Furthermore, these paper records are sometimes illegible and
may be incomplete. Electronic health records (EHRs) have the potential to improve this situation as
they can provide decision-support, which has been demonstrated to improve provision of preventive
services and . However, although EHRs are more accurate, legible and more easily shared than
paper-based records, they nonetheless contain omissions because they often contain data from only
a single provider or in the best case, a healthcare system and Personal Health Working Group.

3. Opportunity
The opportunity exists to improve the quality of information in medical records and subsequent
patient care through increased data exchange between institutions. Experiments in Santa Barbara
and Indianapolis have demonstrated that meaningful clinical data exchange is feasible and carries
real benefits. However, data exchange currently exists in only a few such islands in the U.S.,
especially in the Veterans Health Administration and some large integrated delivery systems. A
significant effort to increase statewide electronic health record use and promote clinical data
exchange is underway in several states, including Massachusetts. However, the initiatives are still in
their nascent stages and their impact remains to be seen. In the meantime, patients represent an
underutilized source of information as they know an enormous amount about their own health but
few mechanisms are in place to allow them to contribute information to their records.
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In Section 5 of this course you will cover these topics:
Privacy And Security Of Health Records
Ehr And Technology

Health Care Organizations Can Improve The Security And Privacy Of Patients Medical Records
Health care organizations must respond to privacy legislation
Identity management is crucial for a robust security solution
Identifying information risks in health care technology
Privacy matters are wide-ranging for health care

Definition/Overview:
The Office for Civil Rights enforces the HIPAA Privacy Rule, which protects the privacy of individually
identifiable health information, and the confidentiality provisions of the Patient Safety Act, which
protects identifiable information being used to analyze patient safety events and improve patient
safety.

Key Points:
1. Health Care Organizations Can Improve The Security And Privacy Of Patients Medical Records
For the health care industry, protecting the confidentiality of patient information is a vital concern.
Privacy and security both play a role in balancing access to health information on a need to know
basis in support of informed medical care. Legitimate access by health care providers and the
appropriate availability of health information to promote patient safety must be combined with
controls that limit access to unauthorized individuals. Health information is one of the most sensitive
kinds of personal information that Canadians have a need to protect, says Karina Guy of Deloittes
Security & Privacy Services group. Health care organizations have a responsibility to ensure that
patients health records are secure and their right to privacy is protected. At the same time, the
implementation of new technologies to integrate health information systems presents challenges for
health care organizations.

2. Health Care Organizations Must Respond To Privacy Legislation
Andreas Faruki, Deloittes Identity Management and Privacy Leader in Canada, understands the
benefits of having a security and privacy infrastructure that enables robust health information
systems. Health care organizations are starting to realize the challenge of having improved security
and privacy technology, says Faruki. The right solution can create better health outcomes and
preserve patient trust. Moreover, several provinces now have health information protection
legislation that organizations must comply with. Currently, individuals health records are protected
through a patchwork of legislation and policies. However, some provinces Alberta, Saskatchewan,
Manitoba and Ontario have dedicated health privacy legislation that establishes minimum standards
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for the collection, use, disclosure and safeguarding of health information. Those provinces that do
not have stand-alone health privacy laws either capture health information under provincial public
sector laws or federal/provincial private sector privacy laws. There is a need for health care
organizations to adopt a more strategic and comprehensive approach to the security and privacy of
patient information. Canada Health Infoway, a not-for-profit organization, has developed standards
for an electronic health record (EHR). In fall 2005, Infoway will be adding privacy and security
standards to this framework. The idea is that Canadians will have a secure electronic health record
that can be used to support informed care, regardless of where an individual requires health
services, says Faruki. This vision is putting pressure on health care organizations to effectively plan
for automated security and privacy solutions.

3. Identity Management Is Crucial For A Robust Security Solution
When Deloittes security and privacy practitioners work with health care clients, they understand
that a robust identity management program underpins electronic health records systems. This
infrastructure is used to support the vast people directories registries housed by various local,
provincial and federal health organizations across Canada. Deloittes security professionals advise on
classifying the security and access rights for health care providers, patients and insurers. They also
recommend privacy-enhancing technology to better manage discrete access to health information.
In addition to the challenges of authenticating and authorizing users to ensure they have
appropriate access rights, an EHR must have the ability to uniquely and accurately identify each
patient. The system must be sophisticated enough to distinguish which information is necessary to
display depending on the context of health services. In extreme cases, protected information can be
overridden. A doctor treating an apparent at-risk patient could break the lock on sealed information
that has been withheld from general access in order to safely provide services to the patient.

4. Identifying Information Risks In Health Care Technology
Deloitte professionals help health organizations conduct risk assessments of current and planned
health system environments. This includes testing health care application integrity and system
vulnerability through an ethical hack (intentionally breaking into a computer security system), or by
running a program to identify vulnerability in passwords, authentication processes and Internet
access. Risk management exercises include testing business continuity management and disaster
recovery processes, which are unique safety and security concerns in health care. If a technology
system goes down because of a power failure or a network crash, there must be a process in place to
allow immediate recovery of that patient data.

5. Privacy Matters Are Wide-Ranging For Health Care
Aside from implementing security solutions, Deloitte's Security & Privacy Services team conducts
privacy impact assessments and audits for health care organizations, and advises on privacy issues
including the use of third-party service providers. Deloitte practitioners also advise on complying
with health information management standards and security standards such as ISO 17799. Health
care organizations realize the importance of privacy in the evolution of health care systems, says
Guy. And with good reason the stakes are very high.

Topic Objective:
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At the end of the topic student will able to understand:
The Stimulus Package Promotes Health Information Technology
Promotion of HIT and development of standards
Incentives for use of HIT
Immediate funding for HIT infrastructure
HIT implementation assistance
State grants to promote HIT
Competitive grants to states and Indian tribes to help develop loan programs to facilitate the
widespread adoption of certified EHR technology
Demonstration program to integrate information technology into clinical education
Information technology professionals in health care
General grant and loan provisions
Medicare incentives for eligible professionals
Incentives
Disincentives.
Medicare Advantage
Medicare incentives for hospitals

Definition/Overview:
An electronic health record (EHR) refers to an individual patient's medical record in digital format.
Electronic health record systems co-ordinate the storage and retrieval of individual records with the
aid of computers. EHRs are usually accessed on a computer, often over a network. It may be made
up of electronic medical records (EMRs) from many locations and/or sources. Among the many
forms of data often included in EMRs are patient demographics, medical history, medicine and
allergy lists (including immunization status), laboratory test results, radiology images, billing records
and advanced directives. EHR systems can reduce medical errors. In one ambulatory healthcare
study, however, there was no difference in 14 measures, improvement in 2 outcome measures, and
worse outcome on 1 measure. EHR systems are believed to increase physician efficiency and reduce
costs, as well as promote standardization of care. Even though EMR systems with computerized
provider order entry (CPOE) have existed for more than 30 years, less than 10 percent of hospitals as
of 2006 have a fully integrated system.

Key Points:
1. The Stimulus Package Promotes Health Information Technology
American Recovery and Reinvestment Act of 2009 (the Act), signed into law by President Obama on
Feb. 17, 2009, among many other things, provides funding and incentives for the development,
adoption and upgrade of health information technology (HIT). Although there might be
disagreement over whether these measures will provide the type of economic stimulus that the Act
generally is intended to create, many commentators have concluded, given the current state of the
economy, that their inclusion in the Act was the only means to achieve meaningful health care
technology policy reform in this session of Congress.
The Act contains a broad menu of measures to promote HIT and fund its adoption, among them:
Giving statutory permanence to the Office of the National Coordinator of Health Information
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Technology (ONCHIT), previously a creature of executive order, and establishing a long list of
priorities for the ONCHIT, such as an ambitious mandate to develop sorely needed standards for HIT
by calendar year end and immediate funding of federal agencies to establish a national
infrastructure for HIT adoption and deployment.
Arranging for educational outreach to assist in the adoption of HIT.
Establishing a variety of grants to states and Indian tribes to promote HIT adoption and create loan
funds for providers to procure and implement HIT.
Funding grants to academic institutions to include HIT in clinical curricula and expand medical health
informatics education programs.
Making direct payments to Medicare providersprofessionals and hospitalsthat can demonstrate
meaningful use of certified electronic health records.
Providing funds to states that implement Medicaid programs to promote HIT.
Most of the funding programs can be implemented only pursuant to rulemaking by the Secretary of
the Department of Health and Human Services (the Secretary) and accordingly will be subjected to
the political process during the rulemaking period. This may subordinate the apparent intent of
Congress to regulatory take-backs and administrative second-guessing.
Given the lack of experience with an Obama-influenced Department of Health and Human Services
(HHS), it is anyone's guess how much or little the ultimate rulemaking will yield in real incentives or
disincentives, but it is probably safe to say there will be substantial funding of HIT initiatives over the
next seven or eight years. Providers will need to stay abreast of developments and develop
strategies for implementing measures to take advantage of the loans, grants and incentives offered
under the Act.

2. Promotion of HIT and development of standards
The Act establishes as a matter of statute within HHS the ONCHIT headed by a National Coordinator
appointed by the Secretary (the National Coordinator). The National Coordinator is responsible for a
whole host of activities: reviewing and reporting to the Secretary regarding standards for the
electronic exchange of health information recommended by the HIT Standards Committee;
coordinating HIT policy and programs of the federal agencies; updating the federal Health IT
Strategic Plan to contain specific objectives, milestones and metrics for the adoption of HIT,
including the utilization of an electronic health record (EHR) for each person in the U.S. by 2014;
maintaining an informational Web site; providing financial assistance to public interest consumer
advocacy groups and non-profits to defray costs to participate under the National Technology
Transfer Act of 1995; and perhaps most importantly, endorsing programs for the voluntary
certification of HIT as being compliant with applicable certification criteria adopted under the Act.
The Act establishes a HIT Policy Committee to make policy recommendations to the National
Coordinator regarding the implementation of a nationwide HIT infrastructure, including
implementation of the federal Health IT Strategic Plan. The Act also creates a HIT Standards
Committee to recommend to the National Coordinator standards, implementation specifications and
certification criteria for the electronic exchange and use of health information, consistent with the
implementation of the federal Health IT Strategic Plan.
In addition, under the Act, the Secretary is required to adopt an initial set of standards,
implementation specifications and certification criteria by Dec. 31, 2009, including the following:
Technologies that protect the privacy of health information and promote security in a qualified
EHR.aA qualified EHR is an electronic record of health-related information on an individual that
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includes patient demographic and clinical health information, such as medical history and problem
lists and has the capacity to provide clinical decision support; to support physician order entry; to
capture and query information relevant to health care quality; and to exchange electronic health
information with, and integrate such information from other sources.
A nationwide HIT infrastructure that allows for the electronic use and accurate exchange of health
information.
The utilization of certified EHRs for each person in the U.S. by 2014.
Technologies that as a part of a qualified EHR allow for an accounting of disclosures by a covered
entity for treatment, payment and health care operations.
Use of certified EHRs to improve the quality of health care.
Technologies that allow individually identifiable health information to be rendered unusable,
unreadable or indecipherable to unauthorized individuals when transmitted in nationwide health
information network or physically transported outside of the secured physical perimeter of a health
care provider, health plan or health care clearinghouse.
The use of electronic systems to ensure the comprehensive collection of patient demographic data,
including race, ethnicity, primary language and gender information.
Technologies that address the needs of children and other vulnerable populations.
The Act does not require private entities to adopt these standards, or authorize federal agencies to
require private entities to comply with them; adoption by private entities is voluntary. Federal
agencies that contract with health care providers, health plans and health insurance issuers,
however, must require these contractors to utilize compliant HIT systems and products where
available as these contractors implement, acquire or upgrade HIT systems and products.

3. Incentives for use of HIT
The Act includes a number of programs to provide federal funding to promote the implementation
and use of HIT and to encourage states and private sector organizations to provide additional
funding. The Act appropriates $2 billion for health information technology projects. Specifics
regarding the use of this appropriation will be forthcoming from the Secretary.

4. Immediate funding for HIT infrastructure
The Secretary is required to invest in infrastructure to promote the electronic exchange and use of
health information consistent with the federal HIT Strategic Plan. This investment is to be
administered by a number of federal agencies with appropriate expertise, including the ONCHIT, the
Health Resources and Services Administration, the Agency for Healthcare Research and Quality
(AHRQ), the Centers for Medicare & Medicaid Services (CMS), the Centers for Disease Control and
Prevention (CDC) and the Indian Health Service (IHS).
Invested funds are to support the following: HIT architecture that will support the nationwide
electronic exchange of health information in a secure, private and accurate manner, including
connecting health information exchanges and implementing infrastructure within the differing
agencies of HHS; development and adoption of certified EHRs for categories of health care providers
who will not be eligible for support under the Medicare or Medicaid programs; training on and
dissemination of best practices, consistent with those developed by the Health Information
Technology Research Center (HIT Research Center) under the Act; infrastructure for telemedicine;
promotion of interoperability of clinical data repositories and registries; technologies and best
practices to protect identifiable health information; and improved and expanded use of electronic
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health information by public health departments. To the greatest extent practicable, funds
expended under this program for the acquisition of technology are to be used to acquire technology
that meets the standards to be developed under the Act. Where it is impracticable to do so, the
Secretary is to develop its own standards.

5. HIT implementation assistance
The National Coordinator is to establish a health information extension program that will assist
health care providers to adopt, implement and use effectively certified EHR technology. In
developing and implementing the HIT extension program, the National Coordinator is to consult with
other federal agencies with experience in information technology services, specifically including the
National Institute of Standards and Technology (NIST). To implement the program, the National
Coordinator will create the HIT Research Center, which will provide technical assistance and
disseminate best practices to support and accelerate efforts to adopt, implement and use HIT in
accordance with the standards, specifications and certification criteria to be established under the
Act. The HIT Research Center is to: provide a forum for the exchange of knowledge and experience;
accelerate the transfer of lessons learned; analyze and disseminate evidence and experience;
provide technical assistance to regional and local information exchanges; develop solutions for
barriers to the electronic exchange of information; and develop effective strategies for the use of
HIT in medically underserved communities.
In addition, the Secretary is to provide financial assistance for the creation and support of HIT
regional extension centers, which will provide technical assistance and disseminate best practices
learned from the HIT Research Center, to be established by the Secretary, to support and accelerate
implementation and use of HIT in accordance with the federal HIT Strategic Plan. Each regional
center will be affiliated with one or more nonprofit organizations. Support will be available to
provide up to four years of funding to cover up to 50 percent of their capital and operating
expenses.
Applications for financial support, which will be available for up to four years, are to be decided
upon the basis of merit, which will include an evaluation of such matters as: the applicant's ability to
provide assistance and utilize technology appropriate to the needs of particular categories of health
care providers; the types of services the regional center will provide to health care providers; the
geographical diversity and extent of the regional center's service area; and the percentage of
funding and amount of in-kind commitment from other sources the applicant can assure. The goal of
each regional center is to provide assistance and education to all providers in a region, but direct
assistance is to be prioritized first to public, nonprofit and critical access hospitals, community health
centers, individual and small group practices and entities that serve the uninsured and underinsured,
as well as medically underserved persons. The Secretary is required to publish 90 days from
enactment of the Act a notice describing the regional center program and the funds that will be
available. Each regional center receiving funding will be required to submit to a biennial evaluation
of its performance against specified objectives. Continued funding after two years of support will be
contingent upon receiving a positive evaluation.

6. State grants to promote HIT
The National Coordinator is authorized to award planning and implementation grants to states and
state-designated entities to facilitate and expand electronic health information exchange, consistent
with nationally recognized standards.
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Both planning and implementation grants are contemplated. States and so-called state designated
entities are to be eligible for grants. To be eligible for an implementation grant, the state or state
designated entity must adopt a plan describing its activities and how they are consistent with the
federal HIT Strategic Plan.
To qualify as a state-designated entity, the entity must be a nonprofit organization, procure the
designation from a state, have a broad stakeholder representation on its governing board and
demonstrate that one of its principal goals is to use information technology to improve health care
quality and efficiency through the authorized and secure electronic exchange and use of health
information. State-designated entities will also be required to adopt nondiscrimination and conflict
of interest policies that demonstrate a commitment to open, fair and nondiscriminatory
participation by stakeholders, as well as satisfy other requirements the Secretary may establish. The
Secretary is to evaluate grant activity annually and implement lessons learned from each evaluation
cycle in subsequent rounds of awards and do so in such a manner as to realize the greatest
improvement in health care quality, the greatest decrease in costs and the most effective and secure
electronic health information exchange.
These grants will require matching funds from the states. Grants are to require a match of at least $1
for each $10 of federal funds for FY 2011, $1 for each $7 of federal funds for FY 2012 and $1 for each
$3 of federal funds for FY2013 and following years. For years before FY 2011, the Secretary is
empowered to determine whether any state match is required.

7. Competitive grants to states and Indian tribes to help develop loan programs to facilitate the
widespread adoption of certified EHR technology
The National Coordinator is authorized to award competitive grants to states and Indian tribes to
establish programs for making loans to health care providers to promote the adoption and use of
EHR technology. To be eligible for such grants, the state or tribe would be required to submit an
application to the National Coordinator with a strategic plan and update that plan annually, describe
the intended uses of the funds, and provide assurance that the loan funds will be given only to
health care providers that submit required reports on quality measures and use certified EHR
technology supported by the loan for the electronic exchange of health information to improve the
quality of care. Loans would be provided to health care providers to assist with the purchase of
certified EHR technology, enhance the utilization of certified EHR technology (including upgrading
HIT to meet the criteria of certified EHR technology), train personnel in the use of EHR technology
and improve the secure electronic exchange of health information. Borrowers would be required to
repay their loans over ten years. Certain minimum standards for borrowers are established under
the Act, including a requirement that a borrower submit regular quality reports, comply with
standards adopted under the Act and have a plan for the maintenance and support of certified EHR
technology over time. These grants also require state matching funds. States and tribes participating
in these programs will be required to provide matching funds of at least $1 for each $5 of federal
funding. Each year the National Coordinator would be required to report to Congress summarizing
the annual reports made by grantees. The first awards should come by Jan. 1, 2010. The National
Coordinator is to publish regulations for the administration of this program.

8. Demonstration program to integrate information technology into clinical education
The Secretary also may award competitive grants for the development of academic curricula
integrating certified EHR technology in the clinical education of health professionals. Entities eligible
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for such grants include schools of or institutions with graduate medical education programs in
medicine, osteopathic medicine, dentistry and pharmacy, graduate programs in behavioral or mental
health, or any graduate health professions schools. Consideration for such grants requires the
submission of an application and strategic plan for the integration of certified EHR technology in the
clinical education of health professionals. Such grants must be used in collaboration with two or
more disciplines and used to integrate certified EHR technology into community-based clinical
education. These grants may not be used, however, to purchase hardware, software or services. In
general, the grants may not cover more than 50 percent of the costs of any activity for which
assistance is provided.

9. Information technology professionals in health care
In addition, the Secretary is to provide assistance to higher education institutions to establish or
expand medical health informatics education programs, including certification, undergraduate and
master's degree programs for both health care and information technology students. Assistance may
be provided for the development and revision of curricula in medical health informatics and related
disciplines, recruitment and retention of students to the program involved, acquisition of equipment
necessary for student instruction in these programs, and the establishment or enhancement of
health informatics bridge programs between community colleges and universities. Preference for
assistance will be given to existing education and training programs and programs designed to be
completed in less than six months.

10. General grant and loan provisions
Entities receiving grant or loan assistance may be required to submit a report within one year of
receiving assistance that includes analyses of the effectiveness of the activities for which assistance
was received and the impact of the project on health care quality and safety.

11. Medicare incentives for eligible professionals
The Act provides for incentives to certain professionals in the form of cash payments for those who
use certified EHR technology in years 2011 through 2016 in a meaningful way and disincentives for
other professionals in the form of reductions in Medicare payments for those who do not use
certified technology by 2015.

12. Incentives
Who qualifies? Physicians who participate in the Medicare program and who demonstrate that they
are meaningful users of certified EHR technology during the measurement years excluding
physicians who are hospital-based, such as radiologists, anesthesiologists and emergency room
physicians.
How do they qualify? The Secretary will develop a form of attestation or the means for eligible
physicians to demonstrate whether they are meaningful users of certified EHR technology. Certified
EHR technology will be technology that is certified by an independent body recognized by the
Secretary as meeting standards for such technology established by the Secretary by rulemaking
before Dec. 31, 2009. Meaningful use will be demonstrated if an eligible professional can show that
the EHR technology is connected in a way that improves the quality of health care through reported
results on clinical quality and other measures selected by the Secretary.
Amounts of incentives: Subject to a per-physician cap of 75 percent of Medicare allowed charges by
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an eligible physician in any year, the incentive may be up to $44,000 over five years, with an increase
of 10 percent for physicians practicing in health professional shortage areas and no payments for
physicians who do not qualify until after 2014.
Coordination with other programs: The Secretary will attempt by regulation to avoid duplicative or
conflicting requirements imposed by other federal and state programs.
Rewarded physicians to be publicized: The Secretary will publish the names, addresses and
telephone numbers of eligible professionals receiving incentive payments.

13. Disincentives.
For Medicare covered services rendered during 2015 or after by a professional who cannot
demonstrate meaningful EHR use, the Medicare physician fee schedule shall be reduced by 1
percent for 2015, 2 percent for 2016 and 3 percent for 2017. The Secretary can continue to reduce
payments if, starting with 2018, it appears that meaningful users are only 75 percent of potential
meaningful users, but such reduction cannot exceed 5 percent. There is an escape clause for
professionals who can demonstrate significant hardship, but that clause will apply to a professional
for a maximum of five years. The disincentive does not apply to hospital-based eligible professionals.

14. Medicare Advantage
The Act provides for comparable incentives and disincentives for professionals providing substantial
services through Medicare Advantage plans.

15. Medicare incentives for hospitals
The Act provides for incentives to hospitals in the form of cash payments for those who use certified
EHR technology in years 2011 through 2015 in a meaningful way and disincentives for other
hospitals in the form of reductions in Medicare payments for those who do not use certified
technology by 2015. Many aspects of the programs are dependent upon administrative rulemaking.
As with the Medicare incentives for professionals, the question remains whether the will of Congress
will see light of day through the regulatory process.

16. Incentives
Who qualifies? Hospitals that participate in the Medicare program and demonstrate that they are
meaningful users of certified EHR technology during the measurement years.
How do they qualify? The Secretary will develop a form of attestation or other means for eligible
hospitals to demonstrate whether they are meaningful users of certified EHR technology. Certified
EHR technology will be technology that is certified by an independent body recognized by the
Secretary as meeting standards for such technology established by the Secretary by rulemaking
before Dec. 31, 2009. Meaningful use will be demonstrated if an eligible hospital can show that the
EHR technology is connected in a way that improves the quality of health care through reported
results on clinical quality and other measures selected by the Secretary.
Amounts of incentives: Other than for critical access hospitals, an eligible hospital will receive an
annual amount calculated by a formula that takes into account for each measurement year the
number of Medicare discharges for a hospital and a reducing transition factor that takes annual
payments from the formula amount for the first year down to 1/4 of the formula amount in the
fourth year.
Each eligible hospital will receive an amount equal to $2 million plus $200 per inpatient discharge

www.bsscommunitycollege.in   www.bssnewgeneration.in  www.bsslifeskillscollege.in

38
www.onlineeducation.bharatsevaksamaj.net        www.bssskillmission.in

WWW.BSSVE.IN



(ranging between 1,149 and 23,000 discharges in the year), multiplied by the hospital's share of
Medicare inpatients (determined as a fraction, the numerator of which is total Medicare days
[including Medicare Advantage days] and the denominator of which is total inpatient days [not
including charity days] multiplied by the transition factors of 1 for the first year, 3/4 for the second
year, 1/2 for the third year and 1/4 for the fourth year.
For critical access hospitals, a methodology for payment and reasonable costs is set forth. The
methodology is intended to reimburse critical access hospitals for the cost of certified EHR
technology.
Coordination with other programs: The Secretary will attempt by regulation to avoid duplicative or
conflicting requirements imposed by other federal and state programs.
Rewarded Hospitals to be publicized: The Secretary will publish the names of eligible hospitals
receiving incentive payments.

17. Disincentives.
For hospitals subject to Medicare prospective payment, 3/4 of the market based percentage
adjustment otherwise applicable for Medicare covered services rendered during 2015 or after by an
eligible hospital that cannot demonstrate meaningful EHR use, shall be reduced by 33 1/3 percent
for 2015, 66 2/3 percent for 2016 and 100 percent for 2017, subject to a significant hardship excuse
applicable until 2020. A similar methodology is applicable for critical access hospitals and other cost-
based reimbursed hospitals that are not meaningful users of certified EHR technology by 2015.

18. Medicare Advantage
The Act provides for comparable incentives and disincentives for hospitals operated as integral parts
of Medicare Advantage plans.

19. Medicaid provider HIT adoption and operation payments
The Act provides for payments to those states that have approved Medicaid plans and that
implement programs to encourage the adoption and use of certified EHR technology. For qualified
state Medicaid programs, the states will receive 100 percent of the payment outlays of their
programs and 90 percent of their costs of administering such programs. To qualify for these
payments, the programs must provide for the following:
Program payments cannot be more than 85 percent of average allowable costs for certified EHR
technology for eligible professionals and up to 100 percent for hospitals. For most eligible
professionals, the allowable costs must be capped at $25,000 for the first year and $10,000 for
subsequent years, reduced by 2/3 of that amount for pediatricians. For hospital providers, allowable
costs are capped at 50 percent of actual costs for year 1, and 90 percent for the first two years
combined. For eligible hospitals, allowable costs are adjusted to reflect the Medicaid load for the
provider.
Payment recipients are the following: eligible professionals (including physicians, dentists, certified
nurse mid-wives and nurse practitioners) who are not provider-based with at least a 30 percent
Medicaid patient load; pediatricians who are not provider-based with at least a 20 percent Medicaid
patient load; and eligible professionals (in this case including physician assistants) practicing in a
federally qualified health center or rural health clinic with at least a 30 percent load of patients
classified as needy, which is broader than Medicaid beneficiaries; childrens hospitals; and acute care
hospitals with at least a 10 percent Medicaid load.
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